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ABSTRACT In recent years, due to the rapid development of information techniques and network technolo-
gies, more and more medical documents have been replaced by electronic files for sharing and transmitting in
real time. However, medical data transmitted over public communication channels may suffer from security
attacks and privacy threats. Blockchain technology has been gotten many attentions in different areas due to
its unique properties such as anonymity, verifiability, immutability and decentralization. In order to secure
patient privacy and provide more personal healthcare services, in this paper, we propose a data aggregation
scheme based on Blockchain technology for medical environments. Moreover, in order to implement remote
medical monitoring, we design a group authentication mechanism for multiple authorized users (such as
patient, doctors, caregivers, family and friends) to freely access patient’s personal health records. The
authorized group members in a group will agree on a group session key and use it to protect patient’s sensitive
information. In case of a new member joins the medical group or an old member leaves the medical group,
the group session key needs to be updated at any time. Finally, the electronic medical system will become
more secure, reliable and useful by our proposed scheme.

INDEX TERMS Electronic medical record, data aggregation, blockchain technology, group authentication,

electronic medical system.

I. INTRODUCTION

In current medical fields, there are three main types
of medical-related electronic documents are widely used
for implementing medical diagnostics and real-time
telemedicine, including: electronic medical records (EMR),
electronic health records (EHR) and personal health records
(PHR), where electronic medical records and electronic
health records are medical records stored in medical institu-
tions, while personal health records are collected by personal
health sensing device and stored in personal mobile device.
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Both EMR and EHR are medical records stored in computers,
with the purpose of enabling doctors to improve medical
quality and control medical costs. More and more countries,
including Europe and the United States, have begun to use
electronic medical records. The integration of EMR, EHR,
and PHR can make the medical care environment more
personalized and meet the needs of patients. EMR is a file
flowing in the internal organization, and EHR is defined
as inter-organization transmission. PHR is an online system
operated and used by patients, and its aim is to make patients’
physiological information transparent, so that the patients
can be better understand and participate in the treatment
process. The integration of these three types of electronic
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records can help doctors understand the basic physiological
information of patients before making a diagnosis, including
allergic drugs, past medical history, and major operations,
so it not only can make the medical diagnosis process more
rapid, but also reduce the occurrence of medical accidents
caused by misdiagnosis in the treatment process. In addition,
the sharing, preservation and protection of medical electronic
files can be carried out safely, thus making the medical
process more transparent, realizing telemedicine service, and
enabling statistical analysis of medical related research [3].
When the United States was hit by Hurricane Katrina
in 2005, the importance of EMR attracted new attention to the
demand for EMR, because many medical records have been
destroyed or missed due to the hurricane attack. Therefore,
if medical records can be stored electronically or in the
cloud, even if the hospital is damaged, the patients’ EMR
will not disappear because of the hospital’s damage, but can
be acquired remotely at any time and any place along with
a patient [29]. Although EMR has considerable advantages,
in addition to the methods of collection, storage and data
analysis for the storage of electronic medical data, it is more
important to ensure that users’ privacy is not violated through-
out the operation of the whole medical system, which is an
important research topic. Internet of Things is going to create
a world where physical things can be seamlessly integrated
into communication networks in order to provide autonomous
and intelligent services for improving human beings’ life.
In general, an IoT system involves three components, a sens-
ing unit contains a large number of sensors, actuators, and
mobile terminals to sense physical environments; a network
layer includes all network techniques with heterogeneous
network configurations for data transmission; an intelligent
computing offers expected services or applications to IoT end
users by mining and analyzing at data processors. However,
there have some security threats when [oT users transmit data
via public channel. Therefore, it is important to provide a
secure IoT services [7], [10], [27]. On the other hand, most
new technologies rely on the futuristic characteristics of the
Internet. Electronic files are widely used and transmitted
through the network. However, in public channels, files are
vulnerable to malicious attacks resulting in information secu-
rity concerns [19]-[22], [30], [35]. Blockchain can withstand
most of the information security attacks, because Blockchain
is composed of a data block with a decentralized architecture,
each of which may point to another block in Blockchain to
form a complete chain, which makes it difficult for hackers to
carry out data security attacks [9], [11], [16], [23], [25], [31].
At present, due to the aging and fewer children in the
social structure, when all the children go to work or school,
the elderly may often be left alone at home. In addition,
the number of patients with chronic diseases has increased
in recent years, which results in a significant increase in
the death rate of people due to chronic diseases [33]. In the
current medical environment, patients have to check their
own physiological conditions regularly by using sphygmo-
manometer and blood glucose meter themselves, so as to
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ensure their physiological conditions. However, during the
non-checkup period, or if a patient is unable to check himself,
accident may occur, and the patient may miss the prime time
for treatment, because there is no one around and the patient
has lost the ability to ask for help. Nowadays, remote care has
become a trend in the medical field. If the above three medical
records can be integrated, the vision of telemedicine will be
realized, and especially the patients living in remote areas or
suffering from chronic diseases can receive professional and
accurate medical advice without having to go to the hospital.
Therefore, this paper aims to design a group authentication
mechanism, which can protect the privacy of patients and
system users, and enable members of the medical group to
conduct remote care and medical monitoring according to
patients’ physiological conditions in real time.

Because the electronic files are transmitted through the
network, and the information transmitted through the Internet
has the problem of information security during transmis-
sion, there are many mechanisms to protect the data from
being intercepted, eavesdropped and tampered in the process
of transmission. In order to effectively solve the problems
related to information security, many researchers are try-
ing to apply Blockchain technology to various professional
fields, so as to achieve the purpose of protecting user privacy
security by using the unique characteristics of Blockchain
technology, including anonymity, non-repudiation, traceabil-
ity, data not being tampered, node data synchronization, and
decentralization. As the data in traditional medical databases
will be large, complex, heterogeneous and time varying and
medical industry is moving towards patient-centric models,
all the components are being framed to benefit the patient.
Using Blockchain technology for electronic medical data can
provide high quality services at a relatively low cost. In order
to realize the remote monitoring and diagnosis of patients,
this study aims to design a sharing mechanism that allows
patients’ EMR to be accessed by authorized group mem-
bers. Therefore, in this paper, Internet of Things (IoT) and
Blockchain technology are combined to enable the medical
users to use mobile devices and sensors for data collection,
report generation and remote monitoring services, and these
three types of electronic records can be aggregated automat-
ically to help medical institutions to provide more personal
health care for patients. In order to protect the patient’s
personal health privacy and make the statistical analysis of
medical disease trends more effective, all electronic records
will be transformed and encrypted before being uploaded
to the medical Blockchain network for storage and sharing.
Finally, with group authentication mechanism, the medical
group members are authenticated interactively and jointly
calculate the group session key, so that the authenticated
authorized group members can decrypt to review the patient
data.

The remainder of the paper is organized as follows.
In Section 2, we review the related works on electronic med-
ical systems and Blockchain technology. Then, in Section 3,
we present the details of our new data aggregation and group
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TABLE 1. The items of electronic medical records.

Progress notes

Exercise and dietary habits

EHR EMR PHR
1 Patient’s profile Patient’s profile Patient’s profile
2 Medical history Medical histories Medications
3 Laboratory and test Laboratory and test Allergies
4 Medications Allergies List and dates of illnesses and surgeries
5 Treatment plans Vital signs Chronic health problems
6 Immunization dates Administrative and billing data Living will or advance directives
7 Allergies Diagnoses Family history
8 Radiology images Medications Immunization history
9 Diagnoses Immunization dates Blood pressure
10
11

Radiology images

Health goals

authentication scheme for electronic medical system using
Blockchain. Section 4 offers the results of some analyses
on the proposed scheme including security discussions and
functionality comparisons among related schemes. Finally,
we make some conclusions in Section 5.

Il. LITERATURE REVIEW
In the traditional medical model, patients go to the hospi-
tal to receive medical services in person. The process of
going back and forth to the hospital is extremely incon-
venient for patients, especially those who live far away.
In addition, patients may experience repeated examinations
when seeking medical services in different hospitals, which
consumes medical resources and is time-consuming [12],
[26], [34]. Nowadays, many scholars have begun to study
TMIS in combination with EMR to provide medical expertise
and knowledge online, which can help patients and medical
institutions access EMR or health reports faster. However,
the transmission of EMR may have privacy problems. For
example, the administrator of medical records may disclose
the patients’ privacy information intentionally or unintention-
ally. Furthermore, in Telecare Medical Information System
(TMIS), the whole system is based on the Internet, so it
may also suffer from data security attacks in the process of
data transmission. The three types of electronic records have
different needs and uses respectively, and the contents of
the records in which are also different [1], [2], [17]. EHR
is mainly about the examination results of patients in the
general direction; EMR is the diagnosis content of patients’
physical health for the current condition; and the content of
PHR is relatively flexible, and may also add items and health
objectives that patients need to record, besides the physical
information of general patients, as shown in Table 1.
Blockchain is a distributed electronic database that can set
up a way to update this information and store any information,
such as records, events and transactions. Blockchain may
increase continuously with the increase of block price, and
use hash function to point to the previous block to form
the concept of chain [6]. The schematic diagram of Bitcoin
Blockchain is shown in Figure 1. The hash value in the block
is generated by calculating the content of the block through
cryptographic hash functions, such as secure hash and other
algorithms. An ideal hash function is easy to output to a value
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FIGURE 1. The schematic diagram of Bitcoin Blockchain.

of a fixed length, but hard to invert back to the input value.
In addition, any change of the original input value results
in a radically different output. In the Blockchain, all blocks
are linked in chronological order, namely, the current block
contains the hash value and timestamp of the previous block.
Unless a malicious attacker can modify all blocks after the
current block, it is unable to change all information content
in the entire Blockchain.

In this study, in order to protect the privacy security of
users in the process of information transmission and the
non-repudiation of data generation, this study uses the secu-
rity protocol method of Blockchain to sign and encrypt
with the user’s personal public and private keys, which has
reached the sensitive information security, anonymity and
non-repudiation. Because Blockchain uses a distributed stor-
age architecture, and the blocks uploaded to the Blockchain
cannot be changed or removed, the electronic records of
patients will not be lost due to the damage of a medical
institution, and the medical data of the past years can be
preserved completely, so that patients or doctors can review
the past data at any time. In addition, a large number of
historical medical records can also be used for data analysis
and exploration, from which we can find out the current trend
of citizens’ health or understand the impact of new viruses
and diseases on human body and the possible symptoms of
patients, so as to achieve more accurate diagnosis and prevent
people’s casualties caused by the spread of epidemic diseases.

Data aggregation technology has been extensively studied.
Because most sensor nodes are used to monitor remote areas
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TABLE 2. Functionality comparisons of related literature.

Schemes — Xu et al. Chen et al. Deng et al. Pham et al.
Functions | (2014) (2014) (2017) (2018)
Electronic medical records VA N VA VA
Remote medical monitoring Va Vv v X
Internet of things X X v v
Medical record aggregation X X b% V4
Blockchain technology X X X X
Group authentication X X X X

/: It indicates that the function can be achieved.

x: It indicates that the function cannot be achieved.

that are not easily managed, it is difficult to continuously
maintain and replace batteries. The service life of sensor
nodes depends on the communication between the nodes.
Therefore, the overall consumption of wireless sensor net-
works can be reduced through information aggregation. Data
aggregation is often used for data collection in wireless sensor
networks, and the corresponding data is sent to the collection
center or base station for further aggregation processing.
Aggregation process and energy conservation have been dis-
cussed in many studies to meet specific needs. Aggregation
is defined as the process of aggregating data from multiple
sensors to reduce the number of transmissions. In general,
the factors that can be used for aggregation include planning
to collect important information from sensors and transmit-
ting the information to the receiving device with minimum
delay and computation cost. The security of aggregation
process is also concerned. For example, in an unattended
environment, the attacker can hack into the sensor nodes to
modify or delete part of the aggregated data.

In recent years, in order to enable patients to have more
perfect and more convenient and safe medical services,
many researchers focus on the research related to medi-
cal development, among which TMIS has gained consider-
able attention. Xu et al. (2014) [32] used ECC encryption
technology to improve the authentication and key protocol
of TMIS, and services such as EMR and remote monitor-
ing were provided. Chen et al. (2014) [4] proposed the
transmission mode of EMR and made medical resources
more convenient. Zhu (2016) [36] developed a group key
authentication mechanism to reduce the computation cost
and ensure the transmission safety for transmitting data to
multiple people. Wu et al. (2012) proposed a TMIS authen-
tication scheme [30], which can withstand various types of
information security attacks, including replay attack, pass-
word guessing attack, impersonation attack and authentica-
tion theft attack, and provided comprehensive information
security measures, such as session key security and perfect
forward secrecy. However, He et al. (2012) [13] found that
this scheme could not withstand the impersonation attack
and internal attack, and proposed a scheme to improve this
defect. In the same year, Wei et al. (2012) [28] suggested that
this improvement scheme could not defend against offline
password guessing attack, and further proposed an improve-
ment scheme to solve this problem of information security.
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Jiang et al. (2013) [14] argued that the approach proposed
by Wei et al. still could not withstand password guessing
attack, and then proposed a scheme of enhanced authentica-
tion. Kumari et al. (2013) [18] pointed out that the enhanced
scheme proposed by Jiang et al. could not defend against
theft authentication attack, online password guessing attack
and impersonation attack. In the following year, Jiang et al.
(2014) proposed a key agreement scheme based on chaotic
mapping with strong anonymity [15]. Deng et al. (2017) [8]
proposed to achieve telemedicine service with readers, and
form a lightweight Body Area Network with readers held
by patients and medical service providers and sensors on
patients. This scheme combined IoT and used electronic
records for transmission to realize telemedicine. Pham et al.
(2018) [24] used Internet connection devices to provide com-
prehensive nursing staff information, including health data.
This scheme designed a CoSHE system to integrate home
service robot, environmental sensor, non-intrusive wearable
sensor and cloud-based infrastructure. In view of the relevant
literature listed above, this study collates and compares the
functions provided by the literature, as shown in Table 2.

lll. THE PROPOSED SCHEME

The main participants in this study are Healthcare Cen-
ter (HC), Doctor (D), Patient (P), Group Member (GM)
and Blockchain Transformation System (BT). HC gener-
ates the patient’s EHR after the patient receives a physical
health examination. The doctor generates EMR after the
patient receives a physical diagnosis from the doctor. Finally,
the patient himself/herself uses the body sensor network on
him/her and uses IoT mechanism to allow the sensor auto-
matically collect the physiological information of the patient,
generate the PHR and upload it by a mobile device. Finally,
P aggregates previous electronic health records and finally
generates Aggregation Personal Health Record (APHR).
After the healthcare center, the doctor and the patient generate
EMR, the information will be sent to a workstation which
will calculate and generate blocks which are finally uploaded
to Blockchain network. When P collects three electronic
medical related documents, P can decrypt and aggregate the
privacy information in the blocks and then transmit it to
the workstation for calculation to generate block APHR and
upload it to the Blockchain network. After the steps in this
phase are completed, the group member may retrieve the
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FIGURE 2. The architecture of Blockchain-based data aggregation and group authentication scheme in electronic

medical system.

aggregate records of the patient through an APHR search sys-
tem. The detailed research architecture is shown in Figure 2.

The medical records aggregation mechanism proposed in
this study subdivides the upload phase into EHR upload
phase, EMR upload phase, PHR upload phase and APHR
upload phase. In the upload phase, HC, D and P upload their
electronic records to the Blockchain network, and then the
patient aggregates and uploads three types of medical records.
Group setting will be introduced in Section 3.2.2, including
mutual authentication of group members and addition and
removal of group members. In the group setting phase, all
group members need to perform mutual authentication, and
finally, a group session key is jointly agreed and then is
used to decrypt the APHR uploaded by the patient. Finally,
the retrieval method of group members will be described in
Section 3.2.3.

A. THE CONTENTS OF A BLOCK
The contents of a block include block number, block ID,
previous block ID, Nonce, receiver public key, record gen-
eration timestamp, block generation timestamp, block brief
information and sensitive information. The detailed contents
of a block are shown in Figure 3.

The block ID is stored in the header, which is the value
generated by the hash of previous block ID, previous block
content and nonce, and the block ID is to guide all blocks
forward to form the Blockchain. The most important part
of block generation is the calculation of block ID, and the
calculation result must meet the difficulty limit. The first few
numbers must be kept as a number of zeros, and the nonce
value is used to achieve this result. The receiver public key
is equivalent to the concept of the receiver’s address when
sending a letter, so when the block stores the public key,
the receiver can use his/her public key to retrieve his/her own
block in the Blockchain. The block timestamp is the time
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Block # (Number)
Block 1D
(ITeader)

Previous Block
(Previous header)
Nonce
Recipient’s PK/address
Timestamp of Block
Summary

Sensitive information

FIGURE 3. The contents of a block.

when the block is generated, and its purpose is to identify
the sequence of block generation. The block brief information
is public information, the public information content in this
paper has different storage information contents for three
different electronic records, and the information contents are
the patient’s physiological data, physiological condition and
medical advice. The sensitive information is the personal
information related to the patient’s personal privacy, the con-
tent of this block will be encrypted by the receiver’s public
key or group session key, only the owner of the key can
decrypt the cipher text into plain text for viewing, and a
random number is added into the privacy content to avoid cer-
tain information security attacks. The detailed block storage
content is shown in Figures Figure 4 and 5, and the block
content simulation is shown in Figure 6.

B. THE AGGREGATION OF MEDICAL REPORT

This section will first introduce the signature, encryption and
decryption to be calculated by HC, D and P when upload-
ing EHR, EMR, PHR and APHR, and the introduce the
process and operation mode in detail. Then it explains the
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EHR EMR
Block # (Number) Block # (Number)
Summary Summary
Medical institution Outpatient time
Inspection date Diagnostic results
Inspection items Summary of conditions
Inspection results Medical treatment

Timestamp of report P
Sensitive information
Patient’s personal information
Medical institution
Medical institution’s public key
Timestamp of report
Random number

rescription content
Timestamp of report
Sensitive information
Patient’s personal information
Doctor’s name
Doctor’s public key
Medical institution
Timestamp of report
Random number

= : signature part

[ : encryption part

FIGURE 4. The contents of EHR and EMR.

PHR APHR

Block # (Number) Block # (Number)
Summary Summary
Information collection time m;
Physical information mp
Timestamp of report mp
Sensitive information Timestamp of report
Patient’s personal information Sensitive information
Patient’s location Patient’s personal information
Timestamp of report Patient’s public key
Random number Timestamp of report
Random number

[ : signature part
B : encryption part

FIGURE 5. The contents of PHR and APHR.

EHR EMR PHR APHR
Block # 821112 Block # 821113 Block # 821114 Block # 821115
Block ID Block ID Block ID Block ID
000001sd23f4s65df4 000002s65df13asz8d 000003sa2d1198sae6 000004m84poiuejf8e
Previous block Previous block Previous block Previous block
000003as52df49a4d5 [N 0000015234565 14 [* 000002s65df13asz8d % 000003sa2d1f98sae6
Nonce Nonce Nonce Nonce
72608 59872 36741 59263
Patient’s PK Patient’s PK Group ID Group ID
394mSpCK8u8aRCW 394mSpCK8u8aRCW 1KF2HBSJ70hNjdx8k 1KF2HBSJ70hNjdx8k
97TbMZY TyMueG 97bMZY TyMueG dUSEwJDSvrjAtygEc dUSEwJDSvrjAtygEc
Timestamp of report Timestamp of report Timestamp of report Timestamp of report
20200513143019 2020051409231 20200514120001 20200514162517
Summary Summary Summary Summary
Plaintext Plaintext Plaintext Plaintext
Sensitive information Sensitive information Sensitive information Sensitive information
Ciphertext Ciphertext Ciphertext Ciphertext

FIGURE 6. The simulation of block content.

group members including doctors, patients, relatives, friends
and care providers, the verification and calculation to be
performed in the group setting phase, and the final joint
agreement on a session key. Finally, it introduces how group
members obtain the aggregate records APHR of the patient.

The notations used in this paper are shown in Table 3.

C. UPLOAD PHASE

This section will describes the upload phase which is divided
into EHR, EMR, PHR and APHR, and HC and D generate
electronic records (EHR and EMR) and use the patient public
key to encrypt and upload such electronic records to the
Blockchain network. The patient generates PHR and APHR,
then encrypts the records by key,, obtained during the first
examination at HC, and uploads them to the Blockchain
network. The detailed process is as follows.
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1) EHR UPLOAD PHASE

The healthcare center selects a random number rz and stores
it into S7y . The content of EHR includes examination infor-
mation my and sensitive information S/g . HC uses P’s public
key PKp and the random number rg to encrypt the sensitive
information and generates sy = Epk,(SIy, H(ry)). Then,
the public information my and encrypted sensitive informa-
tion sy are signed with HC’s own private key to generate
Sigy . Finally, all information is signed with the private key
of HC, C1 = Ssky, (my, Sign ., SH, Tk, H(rg)) indicates that
the information is generated by HC, C; and the public key
PKpy are sent to Blockchain Transformation (BT), and here
T}{ represents the time when HC sends this information. After
receiving C1, BT decrypts it by using the public key PKy
of HC to obtain (my, Sigy, su, T), H(ry)) = Dpk, (C1),
and verifies whether the information transmission is within
the legal time by calculating TgT - Tll, < AT. If it is
correct, BT will find the header of the last block in current
Blockchain and guess the nonce value to make the header of
this block less than or equal to the difficulty value. Finally,
BT uploads the calculated block to the block network and
transmits headery to HC. After receiving headery from BT,
HC goes to the Blockchain network to check whether a block
in the Blockchain network has headery and confirms whether
the sent information has been uploaded to the Blockchain
network. The details of EHR upload phase are shown
in Figure 7.

2) EMR UPLOAD PHASE

The doctor selects a random number rp and stores it into
SIp when electronic health report (EMR) is generated. The
content of EMR includes diagnostic information mp and
sensitive information SIp. D uses P’s public key PKp and
the random number rp to encrypt the sensitive information
and generates sp = Epk,p(SIp, H(rp)). Then, the public
information mp and encrypted sensitive information sp are
signed with D’s private key to generate Sigp. Finally, all
information is encrypted with the private key of D, C; =
Sskp(mp, Sigp, sp, T[l), H(rp)) indicates that the information
is generated by D, C; and the public key PKy are sent
to Blockchain Transformation, and here T,} represents the
time when D sends this information. After receiving C,
BT decrypts it by using the public key of Dpg,, to obtain
(mp, Sigp, sp, Tll),) = Dpk,(C2), and verifies whether the
information transmission is within the legal time by calculat-
ing T]%T — Tl]) < AT.Ifitis correct, BT will find the header of
the last block in current Blockchain and guess the nonce value
to make the header of this block less than or equal to the dif-
ficulty value. Finally, BT uploads the calculated block to the
block network and transmits headerp to D. After receiving
headerp from BT, D goes to the Blockchain network to check
whether a block in the Blockchain network has headerp and
confirms whether the sent information has been uploaded to
the Blockchain network. The details of EMR upload phase
are shown in Figure 8.

173909



IEEE Access

C.-T. Li et al.: Blockchain Based Data Aggregation and Group Authentication Scheme for Electronic Medical System

TABLE 3. Notations.

Notation Description
Sl Patient sensitive information generated by HC
SIp Patient sensitive information generated by D
Sip Patient sensitive information generated by P
Si sg, sp and sp are the sensitive information encrypted by P’s public key,
sq is the sensitive information encrypted by group session key
m; Physiological information generated by user ¢
T; Random number selected by user %
T; Timestamp generated by user %
keyw APHR encryption key obtained by P on his/her first visit to the HC
Ej(m)/Dy(m) Use key k to encrypt/decrypt message m
Sk(m)/Vi,(m) Use key k to sign/verify message m
|| Connect two adjacent messages
H() One-way hash function based on Chebyshev chaotic maps
z, T, () Public key of user ¢ based on Chebyshev chaotic maps
Si Private key of user ¢ based on Chebyshev chaotic maps
Healthcare BlOCkCha“}
Transformation
Center
System

1. Chooses a random number r; and generates my, Sly
2.5y = EPKP(SIHr H(ry))
3.8igy = SSKH(mH: Sy)

4.6 = SSKH(mHn Sigy, SH:TI}r H(ry))

S. Sends C;, PKy

6. Computes (my, Sigy, sy, T4, H(1y)) = Dpy, (Cy)
7. Verifies whether Thp— T3< AT

8. Retrieves previous header and guesses the nonce

9. Uploads the EHR block to blockchain network

10. Sends headery

11. Checks whether a block in blockchain network has headery

12. If it holds, this phase finished

FIGURE 7. EHR upload phase.

3) PHR UPLOAD PHASE

The patient selects a random number rp and stores it into
SIp when electronic health report (PHR) is generated. The
content of PHR includes patient’s physiological information
mp and sensitive information S/p. P uses his/her own public
key PKp and the random number rp to encrypt the sensitive
information and generates sp = Epk,(SIp, H(rp)). Then,
the public information mp and encrypted sensitive informa-
tion sp are signed with P’s private key to generate Sigp. In this
phase, the public key of P which was originally stored in
mp will be replaced by IDg which is the public temporary
information composed of the identity of group members and
random numbers, which aims to protect the protocol from
known key attacks. Finally, all information is encrypted with
the private key of P, C3 = Ssk,(mp, Sigp, sp, TI,H(rp))
indicates that the information is generated by P, C3 and the
key PKp are sent to Blockchain Transformation, and here
Tfl, represents the time when P sends this information. After
receiving C3, BT decrypts it by using the public key of P
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to obtain (mp, Sigp, sp, T,l, H(rp)) = Dpk,(C3), and verifies
whether the information transmission is within the legal time
by calculating TET —Tli < AT.Ifitis correct, BT will find the
header of the last block in current Blockchain and guess the
nonce value to make the header of this block less than or equal
to the difficulty value. Finally, BT uploads the calculated
block to the block network and transmits headerp to P. After
receiving headerp from BT, P goes to the Blockchain network
to check whether a block in the Blockchain network has
headerp and confirms whether the sent information has been
uploaded to the Blockchain network. The details of PHR
upload phase are shown in Figure 9.

4) APHR UPLOAD PHASE

In this phase, the patient collects the last block of three
electronic files, and decrypts the sensitive information
Dsk,p(Su) = (SIg, H(rp)) and Dsk,(Sp) = (SIp, H(rp))
and verifies whether its content is correct by calculating

Vpky, (Sigy) = (my,sy) and Vpg,(Sigp) = (mp, sp).
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1. Chooses a random number 7y, and generates mp, SI
2.sp= EPKP(SID: H(rp))
3.8igp = Sskp(Mp, sp)

4.6, = SSKD(mD' Sigp, SD'Tl%r H(rp))

5. Sends C,, PKp

Blockchain
Transformation
System

6. Computes (mp, Sigp, sp,Ta, H(rp)) = Dpk, (C2)
7. Verifies whether TBZT— T&S AT

8. Retrieves previous header and guesses the nonce

9. Uploads the EMR block to blockchain network

10. Sends header;,

11. Checks whether a block in blockchain network has headery,
12.If it holds, this phase finished

FIGURE 8. EMR upload phase.

1. Chooses a random number rp and generates mp, Slp
2.sp = Epg,(Slp, H(1p))
3.5igp = Ssip(mp, sp)

4.6 = SSKP(mPn Sigp, SPnTP1: H(rp))

5. Sends C3, PKp

Blockchain
Transformation
System

6. Computes (mp, Sigp, sp, T, H(1p)) = Dpy,(C3)
7. Verifies whether T3, — Ti< AT

8. Retrieves previous header and guesses the nonce

9. Uploads the PHR block to blockchain network

10. Sends headerp

11. Checks whether a block in blockchain network has headerp
12. If it holds, this phase finished

FIGURE 9. PHR upload phase.

If it holds, P selects a random number r; and stores
it into SIg when electronic health report APHR is gen-
erated. The content of APHR includes the aggregation
of patient’s physiological information mg and sensitive
information SIg. P uses a group session key GSK and
H(rg) to encrypt the sensitive information and gener-
ates sg Egsk (SIg, Sign , Sigp, Sigp). Then the pub-
lic information mg and encrypted sensitive information sg
are signed with P’s private key to generate Sigg. Finally,
all information is encrypted with the private key of P,
Cy Esk,(mg, Sigg, sG, Tp, H(rg)) indicates that the
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information is generated by P, C4 and the key PKp are
sent to Blockchain Transformation, and here T,% represents
the time when P sends this information. After receiving
C4, BT decrypts it by using the public key of P to obtain
(mg, SigG, 56, T3, H(rg)) = Dpk,(Cs), and verifies whether
the information transmission is within the legal time by calcu-
lating TgT — T,% < AT.Ifitis correct, BT will find the header
of the last block in current Blockchain and guess the nonce
value to make the header of this block less than or equal to the
difficulty value. Finally, BT uploads the calculated block to
the block network and transmits headerg to P. After receiving
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1. Collects P’s last EHR, EMR and PHR

Blockchain
Transformation
System

2. Computes Dsg,, (Sy) = (Sly, H(ry)) and Dy, (Sp) = (Slp, H(rp))

3.Verifies Vpg,, (Sign) = (my, sy) and Vpg, (Sigp) = (mp, sp)

4. Chooses a random number 7; and generates mg, SI;
5.5¢ = Egsk(Sle, Sigu,Sigp,Sigp)

6. Sige = SSKP(mGr s6)

7.Cp = Ssz(p(mar sGrTPZr H(re)

8. Sends C,, PKp

9. Computes (mg, sg, TZ, H(rg)) =
10. Verifies whether Tgr— TZ< AT

Dpk, (Cy)

11. Retrieves previous header and guesses the nonce

12. Uploads the APHR block to blockchain network

13. Sends header;

14. Checks whether a block in blockchain network has header

15. If it holds, this phase finished

FIGURE 10. APHR upload phase.

headerg from BT, P goes to the Blockchain network to check
whether a block in the Blockchain network has headerg and
confirms whether the sent information has been uploaded to
the Blockchain network. The details of APHR upload phase
are shown in Figure 10.

D. GROUP SETUP PHASE

The main purpose of this phase is to construct a group
environment. The group members including patients, doc-
tors, relatives, friends and medical care providers conduct
mutual authentication and jointly agree on a group session
key, so that in the phase of final group member retrieval,
the group members can use this key to view the encrypted
privacy information.

1) MUTUAL AUTHENTICATION AND TWO-PARTY
AGREEMENT PHASE

In this phase, we assume that n group members Uy, Us, , U,
are organized in an ordered chain and U;y; is the successor
of U;. Moreover, all ID information and their corresponding
public keys have been arranged and all members in a group
perform the following steps:

Step 1:U; selects a random number r; and com-
putes Ki,i+1 = Tr,-Ts,-H(x), Ci = EK,',,'JFI
UDi|lIDi1 1T (x)) and MAC;iy1 = HUD;l|

IDip1|| Gill H(T; Ts;y, ()| Tr;(x)). Then, U; sends
C1, T, (x), MAC; ;11 toits successor Uy .

Step 2: After receiving the message from U;, Uy uses
his/her private key s;+1 and T,(x) to com-
pute Kl’l i = Ty, T,(x). Then Uiy reveals
(IDi[|IDi1 | Ty, (x)) by computing Dy (C;) and

checks whether H (ID;||ID;1]| Cil| H(Tgl+1 T, ()|
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T,(x)) is equal to MAC;;4+1 or not. If it
holds, Uj;; selects a random number riyg
and computes Kjy1; = Tp T5x), SK =
Ty Tr0). Cip1 = Ex,.,, UDillIDig1|] T, (1))
and MACis1; = HUD|Dis1|l Ciil| Ty, (1))
H(T”HTS[,(x))HSK). Then U;y; sends Ciyq,

Ty, ,(x), MAC;1,; to its predecessor U;.

Step 3:After receiving the message from U;iq, U; uses
his/her private key s; and T}, (x) to compute
KZ’JF1 ; = T5; Ty, (x). Then U; reveals (ID;||IDjy1]]

T;,,,(x)) by computing DK/ (C,+1) and checks

whether H(ID;j|| IDj41l| Cz+1|| Trp Ol H(T;

Ty, (x)) [ISK’) is equal to MACj41 ; or not, where

SK' = T, T,,,(x). If it holds, U;y is authen-

ticated by U;. Then U; computes MACZ/ il

HUD\IDiy1 || H(Ty, T, )| SK; i1) and sends

the acknowledgement message MACl” ir1 o Uitr,

where SK; ;1 = H(ID;||IDjy1|| Ty; T),y, (x)) is the
session key shared between U; and Ui 1.

Step 4:After receiving MACI./J 41 from Ui, Uiy com-

putes the session key SKi11; = HUD;||IDit+1]|

Ty, T/;(x)) and checks whether H(ID;||ID;1]|

H( s,+1Ts,(x))|| SKit1,iis equal to MACHJrl or not.

If it is not valid, the authentication is failed and

the session is terminated. Otherwise, U; is authen-

ticated by U,y and end this phase.

2) GROUP SESSION KEY AGREEMENT PHASE

In this phase, each group member U; uses its group identity
GID; to compute B;_; and B;, where B;_1 = H(SK;—1,; ®
T5,Ts,_,(x)®GID;) and B; = H(SK; j+1®Ts, T, (x)OGID;).
Next U; computes X; = B;_; @ B; and broadcasts X; to
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u,

1.X, =B, ®B; 1.X,=B,®B,
2. Broadcast X, 2. Broadcast X,
3.B,=X,0B 3.B;=X; @B,
4B;=X;885 4B, =X, DB,
5.By =X, @ Byt 5.B, =X, ®Byy

6.6SK, = H(B,|B, .| 1B

FIGURE 11. Group key agreement phase.

the group. After collecting all X; from n — 1 members, each
U, checks whether X1 @ X2 @ ... ® X,—1 ®X,, is equal to O or
not. If not, U; terminated this phase. Otherwise, U; can use B;
and X; to derive all B; by using continuous XOR operation,
where j = 1,...,n. For example, U; uses his/her By to
derive U,’s B, by computing X> @ By, where X, = B| @ Bs.
After deriving B,, U; can further use it to get Uz’s B3 by
computing X3 & B,. To sum it up, the values of B; and X;
are shown in Table 4 and 5. Finally, after deriving all Bj,
all group members can compute the common group session
key GSK; by computing GSK; = H(B1]||B2|| ... ||Bx), where
GSK| = GSK; = ... = GSK,,. The details of this phase are
shown in Figure 11.

TABLE 4. The values of B;.

Parameter Value
B1 H(SKLQ@TslTSQ(x)@GIDi)
Bo H(SKgyg @TszTSS (z) EBGIDZ')
Bn H(SKnyl @TsnTsl (.T)@GIDZ)

TABLE 5. The values of X;.

Parameter Value
X1 By © By
X2 B @ B2
Xn anl D Bﬂ

3) MEMBER JOIN PHASE

In case of a new member is authorized to join the
group of which size is n, the new member U,
becomes the successor of member U, and the member U,
becomes the successor of member U, . Firstly, U, sends
Cy, Ty, (x), MACy, 41 to its new successor Uy, while Uy,
sends Cppy1, Ty, (x), MAC,, 11 to its new successor Uy. Next,
Un+1 checks the validity of messages C,, T}, (x), MAC; y+1
and computes new secret SK,, ,41 shared between U,y and
its new predecessor U,. In the same way, the member Uj
updates its new secret with SK,, 1 1. Finally, all the (n 4 1)
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6. 65K, = H(By||By| .

U,

1.Xy=By1® B,
2. Broadcast X,,
3.B; =X, @B,
41B,=X, BB

.
.

5.B, =X, © B,
[1Bx) 6. GSK,, = H(By||B,|

~|1Bn)

members in the group can derive a new group session key by
recomputing the protocol of group key agreement phase.

4) MEMBER LEAVE PHASE

In case of a member Ui leaves the group and the group
size changes into (n — 1), in order to protect patient pri-
vacy, all remaining members must update group session
key and prevent the leaving U to derive the updated
group session key. Firstly, Uy_; and Uiy remove the
shared secrets SKx_1 x and SK x+1 with Uy. Ug4+1 becomes
the new successor of Up_; and Uy_; needs to send
Ck—1, Ty, (x), MACt_; to its new successor Ug4i. After
receiving messages from Ui_1, Uiy checks the validity
of messages Cr_1, T, ,(x), MACy_ and derives the new
secret SKiy_1 x+1 shared between Uiy; and Ug—;. Simi-
larly, Uy sends Cry1, Tpy, (x), MACy 41 to its new pre-
decessor Uy_1 and Ui_; checks the validity of messages
Cit1s Ty (x), MACy 1. If it holds, Uy derives new secret
SKk—1 k+1 shared between Ui_; and Ug4. Finally, each
member U; that follows Uy, changes its index to (j — 1) and all
the existing (n — 1) members can derive a new group session
key by recomputing the protocol of group key agreement
phase.

E. GROUP MEMBER RETRIEVAL PHASE

In this phase, the valid group members can retrieve APHR
through the APHR search system. The member first transmits
the group identity GID; and retrieves it in the Blockchain
network. After receiving the request from the member,
the search system retrieves and displays all the blocks con-
forming to GID;. The group members who want to view
its information content, decrypt the sensitive information
Dgsk (Sg) = (Slg, Sign, Sigp, Sigp) through GSK, verify its
content Vpg,, (Sigy) = (my, su), Vek,(Sigp) = (mp, sp)
and Vpg,(Sigp) = (mp, sp), and if correct, retrieve it and end
this phase.

IV. ANALYSES OF THE PROPOSED SCHEME
The common security problems in group authentication
include user anonymity, replay attack, known key security,
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internal attack and off-line password guessing attack. In the
proposed scheme, security and function analysis will be per-
formed in this section to show that our suggested mechanism
can withstand the following common security attacks and
meet the security functional requirements, as detailed in the
following sections.

A. PATIENT ANONYMITY

In the proposed scheme, all messages are encrypted and
signed with the public and private keys of the user,
the patient’s identity is transmitted without disclosing pub-
licly, and the identity and the encryption and decryption of
messages are verified by the calculation through public and
private keys. In the APHR upload phase, the patient aggre-
gates all electronic records, then uses the group session key
GSK to encrypt the sensitive information and uploads it to
BT, and finally calculates it into the Blockchain network.
In the group member retrieval phase, the group member
transmits GID; to the APHR search system which uses such
identification code to index, and finally all matching blocks
are displayed. To view the contents, the authorized group
member must use the group session key GSK to decrypt
and confirm the patient’s information and physiological con-
dition. Because the patient’s personal identity has not been
transmitted in plain text over the public channel during the
whole process, the attacker cannot track the patient’s iden-
tity and collect the physiological information of a specific
patient.

B. NON-REPUDIATION

In this study, the producers of all generated health records
need to use their own private keys to sign all their data
including m;, Sig;, s;, T; before uploading. Before being cal-
culated into a block, they must decrypt the signature. At this
time, they need to use the public key of the signer. Only the
owner of the private key can sign the data. Therefore, when
a block is generated, it also means that the content of the
block has been confirmed to be generated by the uploader.
In order to achieve data correctness in the proposed scheme,
each generated record must be authenticated by the signature
of the producer Sig; = Ssk,(m;, s;) as proof of generating
data.

C. PREVENTION OF KNOWN KEY ATTACK

In the phase of mutual authentication and two-party agree-
ment, the generation of SK = T, T},(x) depends on random
numbers 7; and r;y 1, and each key generation is independent.
Therefore, even if a member accidentally leaks the key to the
attacker, the attacker cannot calculate the past and future keys.
In the phase of group session key agreement, the generation
mode of group session key is GSK; = H(B1]||Bz|| ... ||By),
the required parameters are calculated on the basis of the
random numbers selected by all group members. Therefore,
the attacker cannot use this key to calculate any past or future
group session key.
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D. PREVENTION OF INSIDER ATTACK

After being transmitted by the patient, the message is trans-
formed into a block conforming to the format through
the block transformation system and then uploaded to
the Blockchain network. After the block transformation
system receives the message, the sensitive information
containing the patient’s identity is still cipher text. The
content containing the patient’s personal sensitive infor-
mation includes sy, sp, sp, and sg, wherein, sy, sp and
sp are encrypted with the patient’s public key sp =
Epk,(SIp, H(rp)), ¢ is encrypted with the group session key
s¢ = Egsk(SIg, Sign, Sigp, Sigp), and the content can be
decrypted only by the patient P using his/her own private
key or by the group member using the group session key,
without using personal identification password during the
whole process. Therefore, the insider cannot use his/her own
authorized identity to steal the patient’s sensitive information
or the user identification password for other service server
login attempts.

E. PREVENTION OF REPLAY ATTACK

Replay attack is the most common attack in the process of
authentication. The common countermeasures are timestamp
and random number. In the record upload process proposed in
this paper, each message contains a timestamp, and it verifies
for each receipt whether the transmission period conforms to
a standard interval. In the phase of mutual authentication and
two-party agreement. Since the random number 7; selected by
the group member is the latest in each session, if the attacker
captures the message and sends 7,(x) again, the session
request will be rejected when U;y; finds that the message
has appeared or is currently being processed, which makes
the replay attack initiated by the attacker invalid. In addition,
if the attacker wants to successfully launch a replay attack,
it must be calculated and modified C; and T},(x), correctly,
but this is impossible.

F. SECURITY AND FUNCTIONALITY COMPARISONS
In terms of security comparison with TMIS-related lit-
erature, the scheme proposed by He et al (2012) [13]
was found by Wei ef al. (2012) [28] that this improvement
scheme was unable to withstand off-line password guess-
ing attack. Jiang et al. (2013) [14] found that the approach
proposed by Wei et al. was still unable to withstand pass-
word guessing attack. It was found that the approach of
Xu et al. (2014) [32] was unable to resist replay attack. Fur-
thermore, the scheme of Chen er al. [4] was found by
Chiou et al. [5] to be unable to achieve user anonymity and
resist off-line password guessing attack, and most of the
schemes do not provide group authentication mechanism.
In this paper, the common security threats mentioned above
can be avoided, and the arrangement is shown in Table 6.
On the other hand, in terms of functionality compari-
son with related literature, this study combines Blockchain
and IoT technologies and provides the group authentication
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TABLE 6. Security comparisons among the proposed scheme and other related schemes.

Schemes — He et al. Wei et al. Xu et al. Chen et al. Our
Security | (2012) (2012) (2014) (2014) scheme
Patient anonymity v X N
Known key attack resistance Vv Vv Vv VA v
Insider attack resistance Vv Vv Vv v V4
Password guessing attack resistance X X Vv X Vv
Replay attack resistance Vv Vv X v v
/+ It indicates that the function can be achieved.
x: It indicates that the function cannot be achieved.
TABLE 7. Functionality comparisons among the proposed scheme and other related schemes.
Schemes — Xu et al. Chen et al. Deng et al. Pham et al. Our
Security | (2014) (2014) (2017) (2018) scheme
Remote medical monitoring VA v VA X Vv
Non-repudiation Vv v v Vv
Group authentication X X X X Vv
Medical data aggregation X X X VA Vv
Blockchain technology X X X X 4

/: It indicates that the function can be achieved.
x: It indicates that the function cannot be achieved.

mechanism, which enables authorized group members to
view patients’ aggregated medical records, and enables doc-
tors to conduct remote monitoring and provide medical
advice. The detailed functionality comparison with related
literature is shown in Table 7.

V. CONCLUSION

With the rapid development of science and technology and
network, more and more paper-based documents have been
replaced by electronic files. In addition to being more envi-
ronmentally friendly than paper-based documents, digital
data can be transmitted and shared in real time. Wherein,
electronic medical information can bring a lot of convenience,
including telemedicine, data retrieval, medical data collection
and statistics and analysis of epidemic trends in recent years.
Wherein, the three types of common medical records (EHR,
EMR and PHR) all belong to the patients’ extremely private
medical records. If they are transmitted through the network,
there may be doubts about information security. Therefore,
many researchers have proposed many information security
protection mechanisms to protect the patients’ private medi-
cal records from improper access.

Blockchain has become a very important technology in
information security of the day. Its application scope is not
limited to financial flow related fields, but also includes other
fields, such as smart home, smart grid, food safety application
and other fields. This study combines the security, storage,
anonymity, non-repudiation and other features of Blockchain
with the remote, real-time, automation and other features of
IoT, and proposes a security mechanism that can aggregate
three types of medical records. The purpose of this mecha-
nism is not only to solve the problems of medical record stor-
age, accelerating the medical process, and reducing medical
errors, but also to provide more personalized medical services
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for patients. In this study, the healthcare center, the doctor and
the patient may encrypt and sign the privacy information for
the generated electronic records (EHR, EMR, PHR) and send
it to the Blockchain transformation system to be calculated
into blocks and uploaded to the Blockchain network. After
that, the patient can obtain his/her own EHR, EMR and
PHR through the Blockchain network and aggregate these
three files to generate APHR which is then uploaded to the
block network through the Blockchain transformation sys-
tem. On the other hand, in this study, a group authentication
mechanism is designed to enable authorized group mem-
bers, such as doctors, medical service providers, relatives and
friends, to view the medical information of the patient and
monitor the physiological information of the patient anytime
and anywhere. The group identity and group session key
agreed by the group member co-authentication enable the
patient to use the group session key to encrypt and protect
personal physiological information. If other authorized group
members want to view and monitor the current physiological
health data of the patient, they can also use this group session
key to decrypt, so as to realize the real-time remote medical
monitoring function.
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