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ABSTRACT An innovative method proposed for encrypting color images is comprised of one-time keys
and chaos theory using a distinctive concept of rotor machine. The novelty of this scheme is that the rows
and columns of 2-dimensional images are converted into circular object called rotor and can be rotated at
360 degrees in clockwise or anti clockwise direction. The rotation will change the existing rotor into new one
and can be used in substitution process of plain image. This process can be repeated 8 times and each time a
new rotor is created just by a simple rotation. The rotation is performed in terms of pixels so degree of angle
is converted into number of pixels. Using this method, same object with new face (after rotation) is used for
encryption. The pixels of color image are permuted using the sorted index of logistic sequence. Then, three
pseudo-random images are created from Piecewise Linear Chaotic Map (PWLCM). For substitution, both
the permuted color channels and pseudo-random images are transformed into rotors. The angle is obtained
from Chen chaotic system. The one-time keys are for chaotic maps are generated by using 512-bits hash of
plain image. The simulated outcomes demonstrate that the proposed system has high quality of results and
requires only single round of encryption to achieve high encryption along with high robustness against the

transmission noises.

INDEX TERMS Chaos theory, color image encryption, SHA-512, rotor machine, one time key.

I. INTRODUCTION

Information security is an active research area from decades.
Even in the old era, the transmission of information required
security and can be accessed by unauthorized eavesdroppers.
Since, the issue gave rise to construction of techniques
and algorithms, like steganography and cryptography which
could effectively encrypt and decrypt the target information.
With the start of digital era, digital cryptography heavily
utilized and adopted different forms of information hiding,
as medical images, grayscale images, color images and binary
images. This type of information hiding requires a differ-
ent track of research and development and ciphering tech-
niques to cope the associated issues and challenges [1], [2].
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The charming evolution of networked multimedia, transmis-
sion over the past decade has heavily increased the online
data traffic comprised of video, audio and image contents.
The security concerns associated legality and unauthorized
access of data and its movement on internet are gaining
interest in research. The image security techniques are indif-
ferent to text and other secured information, as strong cor-
relation between neighboring pixels do exist in an image.
The indifference caused conventional encryption techniques
as Advanced Encryption Standard (AES), Data Encryp-
tion Standard (DES), International Data Encryption Stan-
dard (IDES) and Linear Feedback Shift Register (LFSR), [3],
[4] inefficient. These techniques are primarily built for small
sized text information, on contrary images and videos contain
large data volumes, strong correlation among data pixels
which makes these techniques quite slow and inefficient
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computationally. Few newer techniques were coined to han-
dle image cryptography like wavelet transform [5], Fibonacci
transform [6], vector quantization [7], gray code [8], hash [9],
DNA computing [8]-[14], compression techniques [15] and
chaos [16]-[25] and [84]. The chaos has a wide variety of
applications in various fields such as [79]-[82] and [83].

Among all above techniques, chaos acquired a lot of
attention due to its simple structure and high sensitivity of
its initial conditions [26]. Mathews became the first sci-
entist to use chaos in an image encryption [27]. Chaotic
image encryption techniques can be classified in two cate-
gories i). One-dimension (1D) and ii) Multi-dimension (MD).
The MD chaotic maps have proven its worth in image
security [52]-[54] because of its inherent complex structures
and multiple parameters. But MD chaotic maps are complex
in nature and time consuming [55]. On the contrary, 1D
chaotic systems have less complex structure and are easy to
implement in hardware/software [56]. The ID chaotic maps
have also weaknesses of short chaotic periods, non-uniform
distribution of chaotic output and vulnerable to cryptan-
alyzed using correlation functions and low computational
analysis [57].

Gan et al. [16] used the SHA-256 hash function and the bit
planes of images are encrypted in 3-dimension. The Galois
field of order 256 is used to construct substitution boxes
through Linear Fractional Transformation [17]. In substitu-
tion, Forward Substitution Process (FSP) and Reverses Sub-
stitution Process (RSP) are applied on of the pixels of image.
Yang and Liao [18] used finite field to generalize the Logistic
map and then find an auto morphic mapping between two
Logistic maps to device the parameters over finite field ZN.
Liu and Jin [19] has utilized the coupling of the 2D logis-
tic map and quantum chaotic map by nearest-neighboring
coupled-map lattices at the higher complexity and giving
better randomness this is applied to build an image cipher.
Li et al. [20] generated the dynamic modular curve and its
relationship with a logistic map for image encryption scheme.
Although few weaknesses have been revealed after cryptanal-
ysis of chaos-based image encryption algorithms and limited
image encryption techniques as these are unable to withstand
the attacks [23], [25], [50], [58], [59]-[61]. One such attack
is the chosen plaintext attacks on the cryptosystems, which is
independent of secret keys on the plaintext. Wang et al. [62]
crypt-analyzed the Chanil Pak scheme [23] using a chosen
plaintext attack [63]. Fan er al. [64] exploited the weakness in
the encryption scheme proposed by Hsiao and Lee [25] using
the chosen-plaintext attack while Rhouma et al. [65] break
the cipher presented by Patidar er al. [58] using the same
technique to recover the original image without knowing the
secret key. Similarly, Zhang et al. [66] cryptanalyzed the
Liu et al. [59] designed technique using a chosen plaintext
attack. In the suggested scheme the secret keys are modified
without user intervene with the very slight changes in the
plaintext. This dependency is spawned by SHA-512 hash
function for the plaintext to survive against chosen plaintext
attack. In the proposed framework, the chaotic maps are used
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for higher sensitivity with respect to initial conditions and
system parameter for simple and basic structure.

The rotor machines are an electro-mechanical device used
for poly-alphabetic substitution. A number of inventors gave
the concept of using rotor machines in cryptography. Two
Dutch naval officers, Theo A. Van Hengel, and R. P. C.
Spengler are considered the inventors of the first rotor cipher
machine in 1915. Later, Edward Hebern, Arvid Damm, Hugo
Koch and Arthur Scherbius also created their own cryp-
tographic rotor machines. The quite famous rotor machine
is Enigma developed by Germans during WWII [67]-[69].
A Rotor Machine consists of multiple independent rotatable
cylindrical plates called rotors. Rotor is a device which is
electro-mechanical in nature to cipher and deciphers plaintext
for which security is required. The electrical pulses can flow
through rotors and each rotor contains’ input pins and ‘n’
output pins, internal wiring is done in a way that each input
pin is connected to a unique output pin usually with a letter of
the alphabet. On each input event, 1% rotor maps input value
to some fixed output value and rotate one step ahead. This
mapping is actually a monotype substitution mechanism. The
output of 1% rotor is again mapped to another fixed value by
the 2" rotor and 2" rotor move one step ahead after 1* rotor
completes a cycle. On completion of a cycle, the 2"¢ rotor
rotates one-step ahead and this process continues and the
output of the last rotor is the encrypted value of the input.
Hence, all rotors of a cipher machine work like the odometer
of an auto vehicle and multiple mono-substitutions behave in
poly substitution manner. After encryption of a letter, rotors
advance one-step to enhance the security by changing the
substitution pattern.

Based upon the concept of a rotating cylinder, a color
image encryption technique is proposed which uses multi-
ple chaotic maps and rotating behavior. The one-time pad
is used to modify the common initial conditions of chaotic
maps by 512-bits hash of plain image to survive against
chosen plaintext attack. To break the correlations among
pixels, three channels of a plain image are arranged into
one-dimensional array and the pixels are permuted using
logistic sequence. This one dimensional permuted vector
is split into three 2-dimensional matrices. Further, three
pseudo-random images are such as made from the Piecewise
Linear Chaotic map (PWLCM). The rows and columns of
permuted channels and the pseudo-random images are trans-
formed into rotors. The substitution phase is actually based
on the concept of rotor cipher in which each alphabet is
mapped to some fixed alphabet and rotors rotate one step.
In this technique, a rotor of a plain image is added under the
modulus 2 operation with a pseudo-rotor generated from the
random image. Like the rotational behavior of rotor cipher,
the pseudo-rotor is rotated around an angle 46 or —6 and
again added with the previously substituted rotor of the plain
image. In this way, each rotation to a pseudo-rotor creates
another pseudo-rotor like an electromechanical cylinder for
substitution. This process continues for a random number
of times to complete the substitution of a rotor. The angle
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is obtained from Chen chaotic system. The rotors of all
three channels are treated in a similar fashion to achieve the
encryption.

In this paper, section II discusses the preliminaries of
chaotic components like Logistic, PWLCM, Chen chaotic
systems and formation of rotors from a digital image. In the
third section, the detailed methodology is provided, fourth
section contains the comprehensive results, section V dis-
cusses the robustness against common attacks and last section
comprises of the efficient version of the proposed cipher.

Il. PRELIMINARY OF PROPOSED SYSTEM

A. LOGISTIC SYSTEM

The logistic map is very [18] simple however extensively
applied dynamic method for image encryption. Here is the
explanation of conventional logistic map by,

Sip1 = p x si(L = s;) ey

In the above Equation (1), u controls the behavior and
it can have values in range 0 < u < 4 and s; € (0, 1),
i=0,1,---,n. The above system has chaotic behavior for
® > 3.568945672 and generates a random number for pixel
permutation of plain image.

B. PIECEWISE LINEAR CHAOTIC MAPS (PWLCM)

The widely studied one-dimensional non-linear system is
PWLCM, which has high invariant natural density [9]. It is
widely adopted by researchers in their proposed work [70],
[71] due to its efficiency and ease of implementation as shown
in Equation (2). The PWLCM is highly sensitive for seeds,
which are set to be precision of 10<~!% for new and proposed
system.

ti/po 0<t <po

(ti —p0)/(0.5—po)  po=<t;<05 (2
(I—1) t;>0.5

tiy1 =

C. CHEN CHAOTIC SYSTEM

The hyper-chaotic system devised by Chen is significantly
sensitive for initial values and the control parameters; which
is defined as follows,

w=alx —w)

X=—-wy+dw+cx—z

y =wx — by

z=w+k (3)

In Equation (3), a, b, c, d, and k are the system parameters,
whena = 36,b = 3,¢c = 28,d = 16 and —0.7 < k <
0.7, the system of equation is chaotic state and can be utilized
to generate pseudo-random numbers. In this paper, k = 0.2,
initial conditions (0.3, —0.5, 1.2, 1.0) for Chen chaotic [12]
system is used to generate sequence. The fourth-order Runge-
Kutta method is used to explain and solve the Equations and
to obtain the sequences W, X, Y and Z, and all these four
sequences are combined in from one array.
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FIGURE 1. (a) 8 x 8 Plain Image (b) Four Rotors created from (a).

D. ROTOR CIPHER/MACHINE

A rotor machine is electromechanical devices that consist
of several rotors in series connection. For each input letter,
the rotors move in unique ways, some by one position and
some only several steps. The cryptographic security depends
upon the number of rotors and other intrinsic settings. The
idea of rotor cipher is much fascinating and widely used to
build many secure ciphers during mid-70s$ and 80$ [67]-[69].
The proposed system uses the idea of rotor substitution cipher
to achieve image encryption using chaotic maps. A digital
image consists of rows and column, first row, last column,
last row, and first column are considered rotors of the image.
To encrypt this rotor, one pseudo-rotor is generated from the
chaotic map. This pseudo-rotor will serve as the multi-rotors
machine to perform encryption using addition operation in
modulus 2. The rotor of pseudo-image is rotated around some
angle to create another rotor and then added in modulus 2
again with the rotor of the simple plain image. This mecha-
nism is repeated for multiple times depending upon the user
1nput.

E. ROTOR FORMATION

If a 24-bit color image of size N7 is given as input is shown
in Figure 1(a), the system will generate rotors using layers of
rows and columns. The first rotor r will form by combining
Row 1, Column 1, Row N and Column N of the input image
as displayed in Figure 1(b). Later the size of input matrix will
be reduced to (N —2) x (N —2) and this new matrix is treated
as an input for the next rotor. This process continues till all the
rows and columns are converted into Rotors. Finally, it yields
N /2 numbers of rotors and at each step, the size of a rotor can
be calculated as,

rl-=4nl-—4
ni=N—-2x(@G—1) 4)

wherei=1,2,--- ,N/2

An example image of size 8 x 8 is shown in Figure 1(a),
which is used as input to form rotors shown in Figure 2(b).
A total of 8/2 possible rotors can be formed according to the
algorithm. The first rotor consists of 28 pixels, 2" consists
of 20, 3" consists of 12 and the last rotor comprises of four
pixels. Figure 2 demonstrates the rotation of rotor r; around
255, 75 and -287 degree to build three rotors.

m=8-2x(1-1)=8
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FIGURE 2. 15t rotor shown in Figure 2(b):(a) Rotated at 255%, (b) Rotated at 75%,(c) Rotated at —287° (d) Result of 3(a), (e) Result

of 3(b), (f) Result of 3(c).

r=4x8—-—4=28
np=8-2xR2-1)=6
mn=4x6—-4=20
=8-2xB3-1)=4
n=4x4-4=12
=8—-2xM@4—-1)=2
rq =4x2—-4=38

n3

n4

&)

lll. PROPOSED SCHEME

A. SEED/KEY GENERATION

The concept of the seed/key generation process is taken from
the established research [71]. A hash digest H of 512 bits is
obtained by inputting the plain image to the SHA-512 hash
function. The message digest H consists of 128 hexadecimal
digits, first 84 hexadecimal digits are split into seven equal
sized blocks m; and each block composed of twelve hexadec-
imal digits. Each of these blocks is transformed into a number
in the range [0 — 0.0156] by applying following Equation,

hex2dec (my, --- , my)
i= 254

(6)

wherei=1,2,---,7
The logistic map shown in Equation (1) needs initial seed
so to generate random numbers, new seed value is calculated
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as follows,

5o =50 +m; + CK mod 1 @)

One Dimensional PWLCM shown in Equation (2) requires
two values, initial seed 7y and control parameter pg which are
modified as follows,

t'o=1to+my+ CK

, mod 1
Do =po+m3+ CK

®)

If seed values for Chen chaotic system are ug, vo, xo and xq
then these can be modified as follows,

Wy =ug+mg+ CK
Vo =vg+ms+ CK
w'o = wo + mg + CK
x'o=x0+m7+CK

mod 1 )

The CK is the common key used in all the above Equations,
which is generated as follows,

CK =s9+po+1to+uo+vo+wo+xomod1l (10)

The last 44 hexadecimal digits of H are used as follows,

sIdxR = hex2dec(Hgs, - - - , Hog)
sldxG = hex2dec(Hog, - - - , Hi12)
sldxB = hex2dec(Hy13, - -+ , H128)

mod VAL (11)

VOLUME 8, 2020
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The idxR, idxG and idxB serve as the staring index value
among the array of angles 6.

VAL = (N x N) — [Total_Rotors x f] (12)

In the above equation, 8 is number of rotational angles to
perform circular rotation on each rotor of pseudo-image. The
VAL is a decimal value that provides the modulus operation
to select angles 6 up to Total_Rotors x B.

1) DIFFUSION

The method of diffusion employed for the proposed system
using 24-bit image is simple. Firstly, 24-bit image I is trans-
formed into a 1D array of size 1 x 3N2. The Equation (1) is
used to yield chaotic sequence S up to 3 x N? times using
modified initial condition s;,. The S is sorted to record its
index using Equation (13) and the pixels of plain image / are
re-arranged using the sorted index of S as follows,

S = {S,‘, Sit+1, """ s3><N2}
[valS, idxS] = sort(S)
I’ = I (idxS) (13)

To create three channels independently, the permuted
image is separated into three arrays of size 1 x N2 called R,
G, and B’ as follows,

R ={I'1,I'y,-- ,I'y2}
G =y Iy oy (14)
B = {1/2N2+17 [/2N2+21 T sI/3N2}

The R, G’ and B’ are transformed into 2D matrices.

2) CONFUSION / SUBSTITUTION

The 2D matrices R, G’ and B’ are used in (4) to
create Rotorsyed, Rotors,een, and Rotorsplue shown in
Equation (15).

Rotors_red = R’ {rri, FFigl, o+, rrN/z}
Rotors_green = G' {gr,-, grigls - ,ng/z} (15)
Rotors_blue = B’ {bri, briyy, -, brN/z}

An array T is generated by iterating PWLCM 3 x N2
and transformed into (0 — 255). After that, split 7’ into
2-Dimensional matrices called T;, 75, and T3, each of
size N2.

T' = [round(T x 10'*)] mod 256 (16)
T, ={T1/,T},--- ., T'N?}
BTy T Te}  a7)
_ ’ ’ ’
T3 =1\Tonoyr Doyrgnr 7 Tape

The matrices T1, 7> and T3 are transformed into rotors
and called as pseudo,ed, pseudogreen and pseudoplue where
each rotor has a variable size that can be calculated using the
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Equation (4),

pseudo_red = T {rri, TFigls VVN/2}
pseudo_green = T, {gri, 8riyy, -+ ,ng/z} (13)
pseudo_blue = T3 {br;, briyy, -+, bry 2}

To begin with confusion phase, besides image rotors and
pseudo rotors, the algorithm requires angles about which
pseudo-rotors are rotated before performing addition in mod-
ulus 2 operation. For this, Chen chaotic system is iterated
N2 4 2000 times with new common keys calculated by
Equation (9). The obtained four sequences U, V, W and X are
merged into the one-dimensional array called C as follows:

Coiz=Us; Caip=Vy; Co4im1 =W Cui=X;  (19)

The values of C are transformed into (—360° - 360°) called
angles 6 by applying modulus operation as follows,

ifC@i) <0

temp = C(i) mod 360

else

C (i) = C(i) mod 360

end (20
wherei=1,2,3,...,N% The array C consists of N2 angles

and the proposed system requires only a few of these to rotate
the rotors created from pseudo images. The Equation (11)
compute the beginning of random selection of angles from C.
The total numbers of angles required for a color channel
depends upon the number of rotations § to each rotor and
total number of rotors are N /2 of an image.

Total_Rotors = N /2

Totol_angles = Total_Rotors x f8

angles_red

= C[sldxR + 1,idxR + 2, - - - , Total _angles]
angles_green

= C[sldxG + 1,idxG + 2, - - - , Total_angles)
angles_blue

= C[sldxB+ 1,idxB+ 2, - - - , Total_angles]

21

Then angles_red, angles_green, angles_blue are trans-
formed into 2-Dimensional matrix of size of Total_rotors x
in which all 8 values of a row are used to rotate single pseudo
rotor. The ALGORITHM 1 depicts the operations involved
in applying the confusion operation on rotors of Rotors_red.
The flow diagram of the complete encryption procedure is
illustrated in Figure 3 and substitution process is elaborated
in Figure 4.

3) SUMMARY OF METHODOLOGY
The plain image / is used in system, has size of N2 x 3 and
encryption is achieved using following steps:

Input: The 7 is a 24-bit color image,so, fo, Po, W0, X0, Y0,
and B are the seeds for different chaotic systems.

Output: A ciphered image i.e., £

172279
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Algorithm 1 Substitution Algorithm

1

2
3
4
5
6:
7
8
9

10:
11:
12:

: procedure Substitution(Rotors_red, pseudo_red, angles_red)
fori < 1toN/2do
size <— Computesize(Rotors_red (7))
Pixels_Per_Degree < size/360
CipherRed (i) <— Rotors_red (i) + pseudo_red (i) mod 2
forj < 1to S do

0 <— round(Pixels_Per_Degree x angles_red(i, j))
pseudo_red(i) <— rotate(pseudo_red((i), 6)
CipherRed (i) < CipherRed (i) + pseudo_red(i) mod 2

end for

end for

end procedure

> The size of inputs are N /2

> Compute the size of ith rotor

> compute the number of pixels used in rotation for 1 degree

> Add plain and pseudo rotor

> Rotate pseudo rotor around angle 6

> Add confused rotor and pseudo rotor

Transform into rotors

Rotors_red
Substitution of
Rotors_green rotors
A 4
Rotors blue

Encrypted image

I
Transform into rotors Transform into angles
pseudo_red pseudo_green pseudo_blue angles red angles green angles blue
A
T, D, T
. C
Permutation
3 L
T o Logistic map PWLCM map Chen system
° Equation (1) Equation (2) Equation (3)
S|'o tio P|'0 u|'o V‘|"0 X|'0 V|'0
ColorImage > SHA‘S]? Hash > Modified keys
function

S0, Lo, Po, Uo, Vo, Wo, Xo

FIGURE 3. Flow diagram of proposed image encryption algorithm.

1) Create one-time key by using 512-bits hash value of 1
and modify common keys to get new common keys as
mentioned in subsection III-A.

2) The 24-bit image [ is converted into 1 x 3N? and get

sequence S up to 3N? + M by using Equation (1)
with new s;,. The first M elements are discarded and
diffuse the pixels of I discussed in section III-Al.

172280

Common keys——

A

At last, divide the diffused image into three different
2D matrices of size N x N.
3) Create rotors from plain image using Equation (15)
called Rotors_red, Rotors_green and Rotors_blue from
2D matrices R, G’ and B’.
4) Get an array 7 of random numbers by iterating
PWLCM map up to 3N? times, converted into 7’ and
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Substitution Process

addition in

—Rotors_red (i mod 2

. Rotate pseudo_red (i
angles red (i, k) amfn d ang_le 0 @

v

No»  CipherRed (i)

yes

FIGURE 4. Theme of the proposed image encryption algorithm.

then transform into 2D matrices called Ty, T, and T3,
each of size N2 using Equation (16) and (17).

5) Create rotors from T7;, T, and 73 and called
pseudo_red, pseudo_green and pseudo_blue shown in
Equation (18).

6) Iterate Chen system chaotic and merge W, X, Y and Z
into 1-D array named as C shown in Equation (19) and
create rotational angles from C using Equation (20).

7) The angles_red, angles_green and angles_blue are
separated randomly from C using sldxR, sldxG and
sldxB. The arrays created from C are transformed into
2D matrices of size Total_rotors x B.

8) Perform substitution operation on rotors in pairs,
Rotors_red and pseudo_red, Rotors_green and
pseudo_green, Rotors_blue and pseudo_blue rotors.
The pseudo-code of substitution of Rotors_red and
pseudo_red is represented as ALGORITHM 1 and can
also be applied for Rotors_green and Rotors_blue. The
simplest addition in modulus 2 operation is applied for
substitution.

9) Rearrange the encrypted rotors into rows and columns,
then create a matrix of size 3 x N? called color
encrypted image E. The result is shown in Figure 4.

B. DECRYPTION PROCESS

The proposed system uses symmetric encryption method
so that decryption procedure is applied from bottom to top
step (9) to step (1) to retrieve back the plain image. The cipher
image is split into three channels and then transformed into
rotors, three pseudo-random images are generated through
PWLCM and then transformed into pseudo-rotors. To decrypt
single rotor of cipher image; firstly a pseudo_rotor is rotated
around angle 6 up to S times and new rotors are saved
as Rotors_computed. After that, addition of modulus 2 is
applied between rotors_computed and rotors of the ciphered
image in reverse order to obtain the rotor of plain image.
The pseudo-code is described as ALGORITHM 2 shown as
follows.

IV. EXPERIMENTS AND RESULTS
The trials have been applied on PC of Corei5 clocked at
2.8GHz with 8GB RAM using images of size 256 x 256 x 3).
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FIGURE 5. Encryption results: (a) Lena; (b) Pepper; (c) Panda; (d) Ciphered
image of (a); (e) Ciphered image of (b); (f) Ciphered image of (c); (g)
Deciphered image of (d); (h) Deciphered image of (e); (i) Deciphered
image of (f).

The test images Lena, Peppers, Panda, Vegetables, and Goat
are used in the experiments. The initial seeds used for tri-
als/simulation are required by Logistic, PWLCM maps are:
so = 0.123456789010, po = 0.2345678900 and #y =
0.3456789012. The initial seeds of Chen system are uy =
0.2456789012, vo = 0.4567890124, wy = 0.5678901234
and xg = 0.6789012346. The B is set to 3 for simulations
that are the number of rotations to perform on a pseudo-rotor
around angles 6.

All the above initial seeds used for chaotic maps can
be called a key set named as yp. By changing one of
the initial seed in yp, a new key set produce called y.
So there are total eight common keys used in the pro-
posed system so one can produce eight different key sets as
Y1, V2, V2, V4, V5, V6, V1, 8. There are different images used
in simulations known as Lena, Pepper and Panda are demon-
strated in Figure 5(a) to 5(c) and the results of encryption of
these images are illustrated in Figure 5(d) to 5(f) distinctly.
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Algorithm 2 Decryption Algorithm

1: procedure Substitution(CipherRed, pseudo_red, angles_red)

2: fori < 1toN/2do

> The size of inputs are N /2

3 size <— Computesize(CipherRed(i)) > Compute the size of ith rotor
4 Pixels_Per_Degree < size/360 > compute the number of pixels used in rotation for 1 degree
5 Rotors_computed (1) = pseudo_red (i) > Save pseudo rotor without rotation
6: forj < 1to S do
7 0 <— round(Pixels_Per_Degree x angles_red(i, j))
8 Rotors_computed(j + 1) <— rotate(pseudo_red((i), 0) > Save rotated pseudo rotor in Rotors_computed
9: end for

10: for k < Bto2do

11: CipherRed (i) < CipherRed (i) + Rotors_computed (k) mod 2 > Add confused rotor and pseudo rotor

12: end for

13: Rotors_red(i) < (CipherRed (i) + Rotors_computed(1)) mod 2

14: end for

15: end procedure

All cipher-images have information that is random like and
have no visual effect at all.

A. KEY SPACE ANALYSIS

The secret keys in the proposed system have different
floating-point precision ranging from 10'° to 10'4. The initial
seed so for the Logistic map key space Kyogisic = Ks, =
1014 = 24650 The key space for PWCLM is Ky, x Ky =
10%* = 27923 with the precision of 10'? and Chen system,
which uses four inputs (0.3, - 4, 1.2 and 1.0) with each having
floating point precision of 10'°. The last but most important is
that common keys are modified using SHA-512 hash function
which has better security feature compared to SHA-1 shown
in Table 1. The total key space for proposed system is K7ysq1 =
Krogisiic X Kpwrcm % Kcnen % Kspa—sip = 10232 = 2717,
This key space is extremely high and larger than the existing
systems shown in Table 2.

12 112

TABLE 1. Analysis of Hash function.

Hash func- | Input Block Word Output Security
tion Size Size Size size

SHA-1 < 261 512 32 160 80
SHA-256 < 264 512 32 256 128
SHA-512 <2128 | 1024 64 512 256

B. KEY SENSITIVITY AND DIFFERENTIAL ANALYSIS

The key sensitivity is the measure for analyzing the
strength of the encryption technique against the brute- force
attack. The cryptographic algorithm must be resilient against
insignificant modification in secret key so that it must abso-
lutely change the output to provide the full sense of key space.
In the proposed system, three chaotic systems are utilized,
the Logistic, PWLCM and the Chen system that is very
sensitive to a minor change in initial conditions. In order to
make the crypto-system more robust, a new common key is
generated by adding all the initial conditions, which make
sure that change in a single key will spread to all common
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TABLE 2. Comparison of Key space.

Algorithm Key space
Proposed 10232
Ref. [10] 1094

Ref. [11] 10230
Ref. [12] 1070

Ref. [14] 1090

Ref. [16] 2318

Ref. [17] 4 x 10130
Ref. [18] 2256

Ref. [19] 2128

Ref. [20] 2128

keys. For this, Figure 6(a) is the plain image of Panda and
Figure 6(b) shows the Ciphered image using the set of secret
key called yp.

@

FIGURE 6. Encrypted and decrypted images. (a) Original Lena image;

(b) Encrypted Lena image; (c) Decrypted Lena image; (d) Original Baboon
image; (e) Encrypted Baboon image; (f) Decrypted Baboon image;

(g) Original Pickle image; (h) Encrypted Pickle image; (i) Decrypted Pickle
image.

The initial condition for the Logistic system is altered as
so = 0.123456789011 while others keys are kept same, this
new key set is calledy, and it is used to encrypt Panda image;
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TABLE 3. Difference in values of two ciphered-images produced with a bit of different keys.

Key Set Lena Vegetable Panda Goat Avg.

71 (5”0 = 5" + 107 12) 99.6048 99.6083 99.6134 99.6043 99.6077

y2 ("0 =to +10712) 99.6277 99.5875 99.6099 99.6312 99.6148

v3 (p"y = t'o +10712) 99.5972 99.6048 99.6104 99.5941 99.6016

v4 (uo =t'o +10712) 99.6109 99.6063 99.6098 99.6145 99.6104

75 (v"0 = t'o +10712) 99.6012 99.6460 99.6199 99.6292 99.6241

¥6 (w0 =t'g 4+ 10712) 99.6190 99.6221 99.5982 99.6017 99.6102

y7 (20 = t'o + 10712) 99.5981 99.6134 99.6124 99.6099 99.6084

v (B =B +1) 99.6096 99.6108 99.6138 99.6115 99.6148

Avg. 99.6096 99.6108 99.6138 99,6115 99.61143

Ref. [10] 99.6073 99.6106 99.6056 99.6111 99.60620

Ref. [14] 99.6073 99.6103 99.6003 99.6069 99.6103

Ref. [72] 99.6147 99.6065 99.6137 99.6063 99.6086
TABLE 4. Difference of two encrypted images using different key sets for Lena (256 x 256).

Key Sets Y0 71 Y2 3 Ya 5 Y6 Y7 8

~0 0 99.6068 99.6195 99.6256 99.6093 99.6180 99.6307 99.6155 99.6002

1 0 0 99.5803 99.5926 99.6282 99.6093 99.5992 99.6104 99.6216

o 0 0 0 99.6078 99.6180 99.5875 99.6099 99.5982 99.6134

V3 0 0 0 0 99.5926 99.6384 99.5997 99.5992 99.6511

4 0 0 0 0 0 99.6236 99.6216 99.6246 99.6028

5 0 0 0 0 0 0 995982 99.6007 99.6251

6 0 0 0 0 0 0 0 99.6083 99.6302

7 0 0 0 0 0 0 0 0 99.6089

the results are shown in Figure 6(c). The key set y; is used to
decrypt the image of Figure 6(b), which resulted in failure as
shown in Figure 6(d). In a similar way, key set y is used to
decrypt image of Figure 6(c) and it failed as well, but when yq
is used for decryption of Figure 6(b), the result is a success,
which is shown in Figure 6(e) that proved the robustness pro-
posed system. The difference in the encrypted image obtained
through slight modification in keys is shown in Table 3
and the results are better than schemes shown in Refs. [10]
and [14]. Further, the proposed system is put into another
test to measure the difference between encrypted images
generated from keys sets yo, 1, V2, ¥3, V4, ¥5, Y6, V7, 8. The
average difference is greater than 99.60%.

In the next phase, the sensitivity of the secret keys are
measured for decryption. The purpose of this measurement
is that if one of the key is different in a keyset then decrypted
image must be 100% different from the original image. This
100% difference makes sure that attacker will not able to get
any clue between the key and original image. The Table 5
represents this phenomenon and average difference generated
by any key is greater than 99%.

C. STATISTICAL ANALYSIS

1) HISTOGRAM ANALYSIS

A histogram represents frequency distribution of an image.
If the distribution is uniform it means that encryption quality
is better. In the plain image, some of the gray levels do
not exist (or contain zero frequency) and some gray levels
have the very high frequency. However, in the histogram of
an encrypted image, frequency of all gray levels should be
equal. For an RGB color image, there will be three histograms
and all three should have good uniform distribution for the
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encrypted image to stand again the statistical attack. The
histograms for Red, Green and Blue channels of plain image
Lena and its decrypted image are displayed in Figure 7. The
plain image is represented in Figure 7(a) to 7(c) and the
Figure 7(d) to 7(f) represent ciphered image. It is very clear
from the figures that histograms for all channels of cipher
image are fairly uniformed. The quantitative analysis which
is mentioned in Refs. [10], [14] are used to produce the results
of Tables 6 and 7.

\ '
A \M\ I\ VAl
[ ‘\ ( \Y”N‘ MY

[ k8

®) ‘ ©

@ - © ‘ ®

FIGURE 7. Histograms analysis of Lena, Upper row, Histograms of three
channels of plain image, Lower row, Histograms of three channels for
ciphered image.

The consistency of ciphered image is tested through calcu-
lating the variance of histograms. The evenness of histograms
is displayed through the closeness of variance values of two
encrypted images produced by a little different key sets. This
concept is illustrated in Table 6 for ciphered images of Lena,
Vegetables, and Panda. In Table 6, variances for first column
are prepared with the help of initial secret key sets, whereas
variances in other columns are achieved via simply changing
one of the secret key of yy, correspondingly. The variance
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TABLE 5. Difference of Plain and Decrypted images using different key sets for Lena (256 x 256).

Key Set Y0 " V2 V3 V4 Y5 Y6 Y7 V8
Yo 0 99.6175 99.6109 99.6017 99.6211 99.5977 99.6175 99.6073 99.6145
1 99.6063 0 99.6089 99.6251 99.5875 99.6063 99.5992 99.5916 99.6175
Y2 99.6267 99.6165 0 99.5951 99.5794 99.6007 99.6150 99.5946 99.6170
3 99.5753 99.6170 99.6089 0 99.6033 99.6094 99.6160 99.6104 99.6246
V4 99.6078 99.5992 99.5956 99.6109 0 99.6078 99.6119 99.6155 99.6028
s 99.6048 99.5967 99.5885 99.5982 99.5982 0 99.6114 99.6114 99.6073
Y6 99.6490 99.5931 99.6216 99.6002 99.6119 99.6114 0 99.6145 99.6424
~v7 99.6073 99.6175 99.5946 99.6104 99.6155 99.6114 99.6145 0 99.6134
8 99.6145 99.5916 99.6170 99.6246 99.6028 99.6073 99.6424 99.6134 0
Avg. 99.6115 99.6061 99.6058 99.6083 99.6024 99.6065 99.6160 99.6073 99.6174
TABLE 6. Variances of histograms compared among all secret keys in the proposed algorithm.
Technique Y0 1 72 3 Y4 5 Y6 Y7 Y8
Lena 5464.1291 5461.8595 5456.9325 5464.5805 5468.0397 5467.8610 5463.4146 5451.0288 5455.3431
Vegetable 5465.9066 5459.7787 5454.2604 5463.0131 5468.0150 5463.6690 5462.2204 5458.8092 5462.1975
Panda 5452.8065 5465.8314 5469.0648 5458.0379 5456.7077 5455.4785 5462.6394 5468.2224 5469.2419
Avg. 5460.9470 5462.490 5460.0860 5461.8770 5464.2540 5462.3360 5462.7580 5459.3530 5462.2610
Ref. [10] 5463.7930 5461.8340 3652.8720 5456.6600 5468.1730 5459.9780 5475.6740 5456.5800 5470.5670
Ref. [14] 5464.4630 5473.1795 5465.8971 5458.3007 5458.3007 5458.3934 5465.781 5466.2373 5468.3108
TABLE 7. Percentage of variance of histogram for the cipher images.
Technique 7 72 3 V4 Vs 6 7 8
Lena 0.04 0.13 0.008 0.07 0.07 0.01 0.23 0.16
Vegetable 0.11 0.21 0.05 0.04 0.04 0.07 0.13 0.11
Panda 0.24 0.30 0.09 0.07 0.05 0.18 0.28 0.24
Avg. 0.13 0.21 0.05 0.06 0.05 0.09 0.21 0.17
Ref. [10] 0.10 0.30 0.30 0.23 0.22 0.26 0.22 0.20
Ref. [14] 0.16 0.14 0.26 0.12 0.18 0.16 0.17 0.15
TABLE 8. Analysis of Chi-square results.
Image Plain Proposed Ref. [10]
Red Green Blue Red Green Blue Red Green Blue
Lena 75994.46 31563.71 95867.65 261.41 240.47 265.03 338.80 304.07 354.82
Vegetables 31058.60 16590.25 95772.59 290.32 264.22 209.87 1597.93 1594.37 1632.41
Panda 40982.13 46124.86 22366.85 271.50 2.5337 255.85 898.23 933.79 862.91
Avg. 49345.06 31426.27 71335.69 274.41 169.07 243.58 944.98 944.08 950.05
of histogram are listed in Table 6 while the percentage of passed the test successfully for critical level « = 0.05,

variances is mentioned in Table 7. The average change of
variance for the proposed system is 0.21%, which is lower
than the scheme in Refs. [10], [14] which were 0.30% and
0.26% respectively.

2) CHI-SQUARE TEST

The histogram of a digital image depicts the frequency for
every gray level which shows the level of uniform distribu-
tion. This can also measured by Chi-square test and defined
as follows,

256 2
(v — 256)
=2 2
k=1

In Equation (22), v, are the observed frequencies of each
gray level (0 — 255). The lower value of the chi-square
shows the enhanced uniformity. The chi-square values are
computed for Lena, Panda and Vegetables and are lower
than Ref. [10] shown in Table 8. The proposed system has

172284

Chi-square reported the values for all the channels of differ-
ent plain/cipher images, should not be greater than 295.25.
Our proposed system has better x> and on an average only
3.5 images have x? greater than 295.25 depicted results
in Table 9.

3) CORRELATION COEFFICIENT

The color digital image contains a stronger correlation not
only in adjacent pixels but also it has a strong correlation
between the three channels. Moreover, images are composed
of different regions to depict visual information. The pixels of
a region have the similar gray intensity and the objective
of the cryptography is to break this correlation to dismantle
such regions. To measure the correlation in adjacent pixels,
the Equation 23 is used, here py, is the correlation coeffi-
cient and its value varies from +1 to —1. The correlation is
considered strong if the coefficient score is closer to +1 and
weak if the coefficient score is closer to —1. The results for
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TABLE 9. Chi-square results for below critical level « = 0.05.

Image Mean 2 x° > 295.25
Red Green Blue Red Green Blue
Lena 256.1278 255.8259 257.1185 3 3 5
Panda 255.7910 253.4655 253.2714 3 4 4
Vegetables 257.7026 252.6147 256.9827 5 5 2
Goat 256.2216 251.5923 251.6307 5 1 2
Avg. 256.4608 253.3746 254.7508 4 3.25 3.25
Avg. of all 254.8621 35
TABLE 10. Adjacent correlation analysis between R, G and B channels of plain and ciphered image.
Image Red Green Blue
Directions Horizontal Vertical Diagonal Horizontal Vertical Diagonal Horizontal Vertical Diagonal
Plain 0.9568 0.9733 0.9564 0.9475 0.9685 0.9461 0.9266 00.9504 0.9134
Encrypted -0.0412 -0.0376 0.0075 0.0020 -0.0013 -0.0046 0.0071 -0.0423 -0.0009
Ref. [10] -0.0073 0.0010 -0.0013 0.0011 -0.0020 0.0078 -0.0061 0.0058 -0.0003
Ref. [11] 0.01441 0.00831 -0.04678 0.0163 -0.0180 0.0427 -0.0838 -0.01869 -0.00845
Ref. [12] 0.03562 0.01275 0.0783 0.0763 0.00673 0.0562 0.0012 0.00983 0.00582
Ref. [19] 0.00022 0.0001 0.00015 0.00024 0.00056 0.00086 0.00054 0.00063 0.0015
Ref. [14] -0.0084 0.0004 -0.0015
Ref. [16] -0.0097 -0.0087 0.0065
Ref. [17] 0.0016 0.0017 0.0003
Ref. [18] -0.0064 0.0107 0.0051
Ref. [20] 0.0024 0.0029 0.0021
TABLE 11. Correlation coefficient analysis in all directions of Lena.
Channel Plain Image Ciphered Image
Red-Green Red-Blue Green-Blue Red-Green Red-Blue Green-Blue
Lena 0.8813 0.6849 0.9181 -0.0030 -0.0021 -0.0010
Girl 0.8104 0.6788 0.9447 -0.0001 0.0043 0.0012
White - - - 0.0061 0.0086 -0.0005
Black - - - 0.0076 -0.0011 -0.0072

FIGURE 8. Correlation analysis of Lena image; (a) - (c) Horizontal (Red),
Diagonal (Blue) and Vertical (Green) directions of Plain image;

(d)-(e) Horizontal (Red), Diagonal (Blue) and Vertical (Green)

directions of ciphered image.

correlation in three directions known as Horizontal, Vertical,
and diagonal are measured by randomly selecting 3000 pairs
in all directions. In Table 10 the results are given. So, it can
be observed that the proposed scheme has better correlation
coefficient for encrypted images than that of given in Refs.
[10]-[12], [14], [16]-[20]. The correlations for plain and
ciphered images are shown in Figure 8 in which 8(a) to 8(c)
denote the plain image and Figure 8(d) to Figure 8(f) show
correlations of ciphered images.

|Cov (x, y) |
VD(x) x D(y)

(23)

Pxy
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R
Cov(x,y) = N Z (i —EW) i —EQ)  (24)

i=1

1 N

Ekx) = 5 izzlx,- (25)
1 N

D) =+ ) (i — E@)? (26)

i=1

In Equation (23); x, y, and D(x), cov(x, y) represent gray val-
ues, mean and variance values of two adjacent pixels respec-
tively. The correlation between these two color channels are
measured and shown in Table 11 and one can observe that
correlations between Red-Green, Red-Blue and Green-Blue
are close to O for different images.

4) PEAK SIGNAL TO NOISE RATIO (PSNR)
The following Equation is used to compute the PSNR score
between plain and ciphered image,

2552 x M x N
> vij CG. ) — PG, )
where M and N are the size of an image, P and C represent

plain and cipher images respectively. The PSNR results of
proposed system are shown in Table 12 and proposed scheme

PSNR(P, C) = 10 x log 10 dB  (27)
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TABLE 12. PSNR analysis in all directions of Lena.

Lena Baboon
Red Green Red Green Blue
Proposed 7.8882 8.6081 9.6660 8.9588 9.4883 8.5673
Ref. [10] 7.8720 8.5687 9.6748 8.9350 9.4984 8.5642
Ref. [11] 10.3684 10.5925 11.9237 11.3713 11.7247 11.7247
Ref. [12] 11.5673 11.7893 11.6543 12.0014 12.4322 12.2849
TABLE 13. Entropy analysis for different images.
Technique Image Plain Image Cipher Image
Red Green Blue Red Green Blue
Lena 7.2417 7.5767 6.9170 7.9982 7.9972 7.9974
Vegetables 7.8277 7.8245 7.3598 7.9972 7.9976 7.9977
Panda 7.7335 7.6452 7.7969 7.9981 7.9973 7.9974
Proposed Goat 7.2804 7.2596 7.1626 7.9984 7.9975 7.9978
Peppers 7.3388 7.4962 7.0583 7.9972 7.9976 7.9975
Baboon 7.6051 7.3574 7.6662 7.9974 7.9971 7.9971
Avg. 7.5045 7.5266 7.3268 7.9977 7.9974 7.9975
Lena 7.2417 7.5767 6.9170 7.9966 7.9972 7.9967
Vegetables 7.8277 7.8245 7.3598 7.98438 7.9846 7.9835
Ref. [10] Panda 7.7335 7.6452 7.7969 7.9903 7.9902 7.9903
’ Goat 7.2804 7.2596 7.1626 7.9970 7.9970 7.9970
Peppers 7.3388 7.4962 7.0583 7.9910 7.9918 7.9905
Avg. 7.4844 7.5604 7.2589 7.9919 7.9922 7.9916
Lena - - - 7.9928 7.9912 7.9928
Ref. [12] Baboon - - - 7.9945 7.9920 7.9932
Avg. - - - 7.9936 7.9916 7.9930
Lena 7.2933 7.5812 7.0856 7.9893 7.9896 7.9803
Vegetables 7.7971 7.8215 7.3539 7.9895 7.9895 7.9894
Ref. [14] Panda 7.7118 7.6278 7.7939 7.9894 7.9898 7.9897
Goat 7.2804 7.2596 7.1627 7.9886 7.9894 7.9894
Peppers 7.3319 7.5242 7.0793 7.9891 7.9890 7.9897
Avg. 7.4829 7.5629 7.2951 7.9892 7.9895 7.9877
is comparatively better than the schemes given in Refs. [11] than the scheme in Refs. [10] and [11].
and [12]. .
H(S))
5) INFORMATION ENTROPY Hk’TB(S) Z k 29

The objective of cryptography is to transform meaningful
information into noise or randomness. The entropy is used
to compute the noisy condition of a message. As each color
channel is 8-bit image independently, the ideal entropy score
of the encrypted channel should be closed to 8, and a higher
score is better. The uniform distribution and cryptosystem
will be stronger against statistical attack if entropy is higher.
The Entropy is defined as:

L—1

H(s) =) _ p(slog (28)
i=0

p(si

In Equation (28), L and p demonstrate gray level and
probability of occurrence of any intensity L in image. The
entropy score for non-identical images of size 256 x 256 are
calculated and shown in Table 13. The average scores for each
color channel of all images (plain and encrypted) are shown in
bold characters and by value inspection proposed cipher has
shown better performance than given in schemes [10], [12]
and [14]. The information entropies for color Lena image of
size 512 x 512 are in Table 14 which is comparably better
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i=1

The Equation (29) is used to measure the local distribu-
tion/randomness of encrypted image. The I and E are plain
and encrypted images with L intensities. These images are
split into k blocks that must be non-overlapped in which
Ey, .-, Ex are splitted blocks with 7 number of pixels in
each block. The Equation (29) is used to compute the mean
of local entropy of randomly selected k blocks. For the experi-
ment, K = 32and T = 1936 are used. As seen from Table 15,
the average local Shannon entropy values of Red, Green
and Blue components of the cipher image are more than
7.90 which is far better than Ref. [14]. Hence, the proposed
system passed the local entropy test. The Ref. [14] has failed
to pass the test.

D. DIFFERENTIAL ANALYSIS

Two famous researchers Biham and Shamir [73], [74] devised
two metrics called Number of Changing Pixel Rate (NPCR)
and Unified Averaged Changed Intensity (UACI) to eval-
uate the ciphers against differential attacks. The given
Equations (30) and (31) provide the computational scores
of NPCR and UACT among two encrypted images generated
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TABLE 14. Comparison of entropy for Lena (512 x 512).

Algorithm Plain Image Cipher Image
Red Green Blue Red Green Blue
Proposed 7.2531 7.5940 6.9684 7.9993 7.9994 7.9993
Ref. [10] 7.2531 7.5940 6.9684 7.9990 7.9982 7.9990
Ref. [11] - - - 7.9962 7.9993 7.9995
Ref. [16] 7.2531 7.5940 6.9684 7.9994 7.9992 7.9993
Ref. [17] 7.4456 7.9993
Ref. [18] 7.4767 7.9997
TABLE 15. Comparison of local entropy values for Lena (512 x 512).
Algorithm Proposed Ref. [14]
Red Green Blue Red Green Blue
Lena 7.9045 7.9069 7.9012 7.7885 7.7895 7.7886
Vegetables 7.9035 7.9020 7.9047 7.8991 7.9010 7.9001
Panda 7.9013 7.9046 7.9023 7.8948 7.8974 7.8947
Goat 7.9032 7.9030 7.9020 7.9029 7.9018 7.9008
Avg. 7.9031 7.9041 7.9025 7.8713 7.8724 7.8710
TABLE 16. comparison of NPCR scores for Lena and Baboon.
Algorithm Lena Baboon
Red Green Blue Avg. Red Green Blue Avg.
Proposed 99.5788 99.6155 99.6445 99.6129 99.6478 99.6429 99.6317 99.6408
Ref. [10] 99.6001 99.5998 99.5997 99.5999 99.6099 99.6058 99.5956 99.6038
Ref. [11] 99.6586 99.5409 99.6697 99.6231 99.7350 99.5940 99.6541 99.6610
Ref. [12] 99.3218 99.2945 89.3027 95.9730 99.1689 99.2749 99.2321 99.2253
Ref. [16] 99.61 99.62 99.61 99.6133 99.62 99.62 99.63 99.6233
Ref. [17] 99.61 99.61 99.61 99.6100 - - - 99.61
Ref. [18] 99.61 99.61 99.61 99.6100 99.62 99.62 99.6 99.62
Ref. [19] - - - 99.6831 - - - -
Ref. [20] - - - 99.6139 - - - -
TABLE 17. Comparison of UACI scores for Lena and Baboon.
Algorithm Lena Baboon
Red Green Blue Avg. Red Green Blue Avg.
Proposed 33.4664 33.6457 33.5748 33.5623 33.4796 33.5731 33.4532 33.5020
Ref. [10] 33.3575 33.4287 33.3683 33.3848 33.3743 33.3829 33.5604 33.4392
Ref. [11] 33.1154 33.9966 33.8975 33.6698 33.3521 33.6231 33.9012 33.6255
Ref. [12] 31.2189 31.4183 31.3621 31.3331 31.3438 31.2473 31.2956 31.2956
Ref. [16] 33.42 33.53 33.54 33.4966 33.52 33.46 33.42 33.4667
Ref. [17] - - - 33.5200 - - - 33.50
Ref. [18] 3223 33.96 34.35 33.5133 33.46 3222 34.23 33.3033
Ref. [19] - - - 33.4412 - - - -
Ref. [20] - - - 32.6602 - - - -
from two plain images differ in one bit only. The NPCR and UACT results of three channels of Lena
and Baboon are computed and recorded in Tables 16 and 17.
D(i,
N(E', E?) = Z Z ( J) % 100% (30) The average NPCR scores of Lena. and Babqon are
Pt / NPCR>0.9961, NPCR>0.9964 respectively which is good
s enough to resist the differential attack. Similarly, the average
UE', E?) = Z Z |C (i,)—-C (l,])| 100%  (31) UACT score of Lena and Baboon are UACI>0.3356 and
’ LeM xN UACI>0.3350. To assess the sensitivity of the plaintext in

where M x N represents the dimension of input/output
images, E1(i,j) and E»(i,j) are the pixel values in the ith
row and the jth column of two evaluated images and D(i, j)
is defined as follows,

0, if E'(,)) = E%(i,))

POED=N1 B # E2)

(32)

VOLUME 8, 2020

depth, one hundred and fifty encrypted images are produced
for different plain images by changing one pixel by 1 bit
only at a time using same secret key set yp. The results are
compiled in Tables 18 and 19 for 150 encrypted images and
boldface scores represents average values of 150 images.
In the next step, an image with zero information is shown
in Figure 9(a) and its encrypted result is displayed in
Figure 9(c). To measure the NPCR and UACI scores, a single
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TABLE 18. Average NPCR for three colored channels of Plaintext sensitivity 150 image.

Images Proposed System Ref. [14] Ref. [10]
Red Green Blue Red Green Blue Red Green Blue
Lena 99.6107 99.6060 99.6131 99.6100 99.6092 99.6099 99.6078 99.6088 99.6081
Panda 99.6088 99.6130 99.6073 99.6132 99.6041 99.6093 99.6084 99.6087 99.6099
Vegetables 99.6105 99.6074 99.6114 99.6089 99.6093 99.6083 99.6193 99.6090 99.6102
Goat 99.6067 99.6108 99.6092 99.6128 99.6123 99.6165 99.6091 99.6129 99.6086
Peppers 99.6090 99.6099 99.6080 99.6083 99.6075 99.6094 99.6081 99.6096 99.6143
Avg. 99.6091 99.6094 99.6098 99.6107 99.6085 99.6107 99.6105 99.6098 99.6102
Avg.of all 99.6094 99.6099 99.6101
TABLE 19. Average UACI for three colored channels of Plaintext sensitivity 150 image.
Images Proposed System Ref. [14] Ref. [10]
Red Green Blue Red Green Blue Red Green Blue
Lena 33.4754 33.4485 33.4915 33.4639 33.5042 33.4776 33.4291 33.4252 334219
Panda 33.4730 33.4671 33.4525 33.4627 33.4704 33.5041 33.5030 33.4973 33.4920
Vegetables 33.4369 33.4018 33.5314 33.4860 33.4433 33.4546 33.5106 33.5011 33.5096
Goat 33.4272 33.5438 33.5419 33.4854 33.4434 33.4148 33.4234 33.4307 33.4247
Peppers 33.4618 33.4738 33.4335 33.4939 33.4295 33.4856 33.4256 33.4255 334217
Avg. 33.4549 33.4670 33.4902 33.4784 33.4552 33.4673 33.4583 33.4560 33.45398
Avg. of all 33.4707 33.4680 33.4561

(b)

(©) (d) (e)
FIGURE 9. Zero information image; (b) 1-bit different image from (a);
(c) Ciphered image of (a); (d) Ciphered image of (b); (e) Differences of
(c) and (d) image.

pixel is changed from zero to 255 represented in Figure 9(b)
and its encrypted result is shown in Figure 9(d). The scores
for NPCR, UACI, Variance, and Chi-Square are computed
for the black and white images shown in Table 20. The
proposed scheme has comparatively better results than that
Ref. [16]. The difference in Figure 9(c) and 9(d) is displayed
in Figure 9(e).

At last, we have estimated the critical value test for
NPCR and UACI. For this purpose, Lena image is used
to generate 100 encrypted images by supplying 1-bit dif-
ferent plain image to the proposed algorithm. The criti-
cal NPCR value of aggo1, @001 and «ggs are 99.5341,
99.5527 and 99.5693, respectively. In our test, not a single
encrypted image out of 100 has NPCR score lower than
99.5341(%), 99.5527(%) or 99.5693(%). This fact is shown
in Figure 10(a). The critical UACI value has upper and lower
bound for ag o1, @001 and «g95. The UACI critical scores
are 33.1596(%) and 33.7677(%) for lower and upper bounds
respectively under «g o1 While 33.2255(%) and 33.7016(%)
are for o o1. Similarly, for o s, the critical scores boundary
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lie within 33.2824(%) and 33.6447(%). The UACI scores
for 100 encrypted lie within the upper and lower bounds
for different critical level ®ggo1, @001 and «gos shown
in 10(b).

V. ROBUSTNESS AGAINST NOISE ATTACKS

This section discusses the robustness of common noises
caused by the physical communication channel. A significant
change in the encrypted image can result in failure to decrypt
the image [75], which states that an error even in a single
pixel and the original image is lost. The preferred way to test
robustness is to compute the loss in encrypted image, Gaus-
sian noise, Salt & Pepper noise, Histogram Equalization, and
Contrast enhancement to confirm the strength and robustness
of the proposed system.

A. CROPPING

During the internet communication, any part of image can be
vanished. For this kind of serious threat the proposed cipher
must be capable enough to the deciphering of lossy image in
a proper way. For such validation an encrypted Lena image
of size 512 x 512 x 3 is used, 64 x 64 x 3 or 1.65%,
128x128x3 0r6.25%, 256 x256x3 or 25% and 256 x512x3
or 50% of image data have been removed which displayed
in Figure 11(a) to 11(d) respectively. These lossy images are
deciphered using the scheme given in Ref. [16], results are
displayed in Figure 11(e) to 11(h). The results of deciphering
by the proposed scheme are displayed in Figure 11(i) to
Figure 11(1). The recovered images still have plain image
information. This proves the toughness of the proposed cipher
against the lossy attacks.

B. HISTOGRAM ATTACK
The histogram attack means that Equalization process is
applied on the histogram on an image. The histogram
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FIGURE 10. Estimated critical NPCR and UACI test for 100 encrypted images.
TABLE 20. Correlation, NPCR and UACI of two ciphered images vary in one pixel for Black and white.
Algorithm Image Test Plain Image Cipher Image -
Red Green Blue Red Green Blue Avg.
NPCR 0.000003 0 0 99.6117 99.6212 99.6071 99.61
Black UACI 0.000003 0 0 33.4672 33.4277 33.3983 33.43
Variance 268,435,456 268,435,456 268,435,456 989.22 966.15 1035.71 997.02
Proposed Chi-Square 66,846,720 66,846,720 66,846,720 246.33 240.60 257.92 248.28
P NPCR 0 0.000003 0 99.5827 99.6136 99.6063 99.60
White UACI 0 0.000003 0 33.4624 33.5294 33.3905 33.46
Variance 268,435,456 268,435,456 268,435,456 1103.72 1055.70 1105.89 1088.40
Chi-Square 66,846,720 66,846,720 66,846,720 274.85 262.89 275.39 271.04
NPCR 0 0 0 99.61 99.58 99.60 99.60
Black UACI - - - 33.45 33.39 33.40 33.41
Variance 267,386,880 267,386,880 267,386,880 1089.4 1163.5 1076.2 1109.73
Ref. [16] Chi-Square 66,846,720 66,846,720 66,846,720 272.34 290.88 269.05 277.42
’ NPCR - - - 99.61 99.62 99.63 99.61
White UACI - - - 33.37 33.47 33.42 3342
Variance 267,386,880 267,386,880 267,386,880 993.58 1085.4 1040.8 1039.93
Chi-Square 66,846,720 66,846,720 66,846,720 248.39 271.33 260.18 259.97

Equalization change the intensity of each pixel and new
image contains different gray levels with almost equal fre-
quency. In this article, histogram Equalization is applied

VOLUME 8, 2020

on Figure 5(f) that is displayed in Figure 12(a) and recov-
ered image is presented in Figure 12(b). This technique
is also applied to encrypted images of Lena, Panda, and
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Clipped Ciphered Image

(h)

Gan et al [16]

®) )

Proposed Scheme

®

FIGURE 11. Robustness against cropping attack.

TABLE 21. PSNR values for Histogram Equalization attack for different number of rotations.

Images B1 B2 B3 Ba Bs Be Avg. Ref. [14]
Lena 30.55 36.93 36.37 32.49 32.70 36.12 34.19 -
Vegetable 27.80 33.41 35.48 31.39 3591 31.69 32.61 -
Panda 41.38 30.31 36.81 36.21 28.35 30.54 33.93 32.42
Avg. of all 33.24 33.55 36.22 33.36 32.32 32.78 33.58 -

Peppers under different value 8 shown in Table 21 with
the average value for each image. The PSNR value in
Figure 5(c) and 12(b) of Panda under § = 3 is 36.81dB as
shown in Table 21 which is far better than Ref. [14]. The
average PSNR of the image is 33.65 which is also better
than Ref. [14]. Therefore, the result declare that the offered
scheme can defend the histogram equalization attack.

(b) Deciphered from (a) =3
FIGURE 12. Histogram Equalization analysis: (a) Ciphered image

C. NOISE ADDITION (@) Histogram Equalized

In the real and the digital world scenario noise accumulation
definitely occurs. This noise lowers the image quality and
affect the visual information of digital images. In the sim-
ulation, the assumption is made that ciphered Panda image
shown in Figure 5(f) is contaminated with the Gaussian noise
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histogram equalized; (b) Deciphered Panda image from (a).

under different variances of 0.002, 0.05 and 0.3. The recov-
ered images under the Gaussian noise shown in Figure 13(a)
to Figure 13(c) and have a strong visual effect and the
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(a) (b) (©)

Mean=0, Variance=0.002 Mean=0, Variance = 0.05 Mean=0, Variance = 0.3

FIGURE 13. Recovered Panda images using Gaussian noise with different
variances.

(a) (b) ©
Mean=0, Variance=0.005 Mean=0, Variance=0.05 Mean=0, Variance=0.05

FIGURE 14. Ciphered and Deciphered Panda images under Salt & Pepper
noise with different variances.

recovered image is still clearly visible. In the similar fashion,
Salt & Pepper noise is used to disturb encrypted image given
in Figure 5(f) with densities 0.005, 0.05 and 0.5. The recov-
ered images under Salt & Pepper noise attack are demon-
strated in Figure 14(a) to 14(c). In Table 22, the PSNR results

TABLE 22. comparison of noise robustness for Panda image.

Noise attacks Parameters  Proposed  Ref.[10]  Ref. [14]
0.005 31.023 30.87 30.50
Salt & Pepper 0.050 20.92 20.77 20.73
0.500 10.98 10.79 10.75
[0, 0.002] 16.415 16.15 16.36
Gaussian [0, 0.050] 10.989 10.81 10.98
[0, 0.300] 09.660 9.57 09.19
. 70% 14.948 13.97 14.39
Contrast Adjustment 30% 12.423 11.25 11.51
Histogram Eq. - 36.81 33.23 32.42

are listed that proves the robustness of proposed scheme as
compared to Refs. [10], [14] for the Gaussian noise in terms
of value comparison.

After this, Gaussian noise with mean=0 and variances
0.00001, lower 0.00003, 0.00005 and 0.0001 are added to
image given in Figure 5(d). The visual results are dis-
played in Figure 15(a) to Figure 15(d). The corresponding
deciphered images in comparison to Ref. [16] are shown
in Figure 15(e) to Figure15(h). The deciphered images of the
proposed scheme are displayed in Figure 15(i) to Figure 15(1).

(a) (b)
Mean=0, Variance=0.00001 Mean=0, Variance=0.00003

(e) ®

Mean=0, Variance =0.00001 Mean=0, Variance=0.00003

() »
Mean=0, Variance=0.00001 Mean=0, Variance =0.00003
PSNR=29.03 PSNR=26.57

Mean=0, Variance=0.00005 Mean=0, Variance=0.0001

(©) (@)

Mean=0, Variance=0.00005 Mean=0, Variance=0.0001

® (h)

® M

Mean=0, Variance =0.00005 Mean=0, Variance =0.0001
PSNR= 25.40 PSNR=23.98

FIGURE 15. Comparison of robustness against Gaussian noise; (e)-(h) recovered images using Ref. [16];

(i)-(I)recovered images using Proposed method.
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TABLE 23. Comparison of MSE, PSNR NPCR and UACI for Lena image.

Gaussian Proposed System Ref. [10] Ref. [76] Ref. [29]

MSE  PSNR NPCR UACI | MSE  PSNR NPCR UACI PSNR  NPCR  UACI | NPCR  UACI

0.0001 26135 2398 8427 245 | 399.16 2213 86.90 33 81.26 29.03 87.7 173 9920 2844

0.0003 44349  21.69  90.63 375 | 67171  19.88 9232 49 92.08  28.48 93.3 20.3 99.61  28.64

0.0005 578.82  20.54  92.60 451 843.97  18.88  94.09 5.9 9570  28.32 94.9 21.5 99.74  28.84
TABLE 24. Summary of performance comparison of different color image schemes for encrypted Lena (256 x 256).

Algorithm Key Space Hr.c.5 C{)}l;(j,lca,t;m Dr.c.5 Avg. Entropy Avg. NPCR Avg. UACI EDT Noise
Proposed (Chen) 10232 -0.0238 -0.0013 0.0006 7.9976 99.6129 33.5623 1.07 Yes
Proposed (SSS) 10220 -0.0005 -0.0111 -0.0013 7.9974 99.6037 33.5265 0.08 Yes

Ref. [10] 1094 -0.0025 0.0023 -0.0002 7.9968 99.5999 33.3848 1.44 Yes
Ref. [11] 10230 -0.0080 0.0136 -0.0370 7.9983 99.6231 33.6698 - No
Ref. [12] 1070 0.0422 0.0464 0.0056 7.9923 95.9730 31.3331 - No
Ref. [14] 1090 -0.0084 0.0004 0.0015 7.9864 99.6097 33.4819 - Yes
Ref. [16] 10148-41 -0.0097 -0.0087 0.0065 7.9970 99.60 33.44 5.35 Yes
Ref. [17] 4 x 10130 0.0016 0.0017 0.0003 7.9975 99.6100 33.52 1.02 No
Ref. [18] 107706 -0.0064 0.0107 0.0051 - 99.61 33.5133 0.82 No
Ref. [19] 1038-53 0.0002 0.0006 0.0009 7.9973 99.6831 32.6602 0.17 No
Ref. [20] 1038-53 0.0024 0.0029 0.0021 7.8679 99.6139 33.4412 0.76 No
Ref. [77] 10169 -0.0065 0.0006 0.0054 7.9930 99.61 33.46 - No
Ref. [78] 1038:53 -0.0040 -0.0244 0.0072 7.9967 99.65 33.59 4.97 No
Ref. [79] 4 x 10118 0.0024 0.0058 0.0170 7.9870 99.60 33.89 - No
Ref. [85] 10240 -0.0068 - - 7.9973 99.61 33.49 1.44 Yes

(2) (b) (© (@
FIGURE 16. Robustness against contrast attack.

It is obvious from the results that the recovered images using
the proposed scheme are far better in visual quality than that
of the previous scheme in Ref. [16]. In Table 23, the MSE,
PSNR, NPCR, UACT are computed between plain Lena and
recovered image with Gaussian noises for densities 0.0001,
0.0003 and 0.0005. The proposed scheme is also better in
NPCR and UACI as compared to other schemes [10], [29],
[76] but it is lower in PSNR than that of Ref. [76].

D. CONTRAST ADJUSTMENT

The contrast adjustment is a basic image processing term to
improve the level of viewing an image. This contrast enhance-
ment is employed to the encrypted image of Panda shown
in Figure 16(f) of two different levels, 70% and 30% where
the substandard value shows the higher contrasts. These
enhanced and encrypted images are displayed in Figure 16(a)
and Figure 16(c) and corresponding decrypted images are
shown in Figure 16(b) and Figure 16(d). After that the Peak
Signal to Noise (PSNR) is also calculated for decrypted
and original Panda images are 14.95dB and 12.42dB. For
PSNR the proposed scheme is better than other the schemes
in Refs. [10], [14], the comparison is given in Table 22.
Therefore, the proposed system is robust against contrast
adjustment attacks as well.
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VI. EFFICIENT VERSION

A new chaotic map called Sine-Sine system proposed by
C. Pak in [22] that is X,41 = Fenaos(it,xn) x 28 —
floor (Fepaos(iL, X)) in which Fepgos(it, Xy,) is the 1D logistic
map. The new system is chaotic for u € (0, 10) and k €
(8, 20) which produced the pseudo-random sequence x,, €
(0 — 1). This chaotic map is highly efficient as compared
to Chen system to generate values for the rotation of rotors.
It has improved the efficiency greatly without compromising
the results but to get angles between —360° to 360°. A little
modification is required to incorporate this in the proposed
scheme. This modification is mentioned below, results are
given in Table 24 with Chen and SSS system applied to Lena
image. The comparison of results proves that the new system
is better.

ifx(n) > 0.5
x(n) = mod (round ((x(n) “ 1) x 1014))) ,360
I
i(jj) = mod (round (x(n) X 1014)> , 360
endif (33)

VIi. CONCLUSION

An innovative image encryption algorithm is proposed using
the concept of rotor machines and chaotic maps. The rows
and columns are combined to form rotors for each matrix of
the color image and PWLCM used to build 2-dimensional
matrices of pseudo-random numbers. These matrices are also
transformed into rotors called pseudo rotors. A pseudo-rotor
is rotated around an angle +6 or —@ and added to the
rotor of plaintext. This process continue up to 8 times for
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the substitution of single rotor. The angle 0 is obtained by
Chen hyper chaotic system and one-time keys are gener-
ated using SHA-512 of the plain image that enables cryp-
tosystem, to resist chosen plaintext attack. The experimental
results show that the system is very strong against common
attacks and quite better than some existing ciphers. It has
higher NPCR, UACILentropy and low Chi-Square scores.
It has shown extreme resilient resistance against transmis-
sion impairments such as Gaussian, Salt & Pepper, clipping
and histogram equalization that lacks in many existing sys-
tems. The replacement of Chen system with a 1-dimensional
chaotic map called SSS which highly improves the efficiency
without compromising the performance and security. The
proposed scheme is also suitable for grey scale images.
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