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ABSTRACT One of the most cost-effective services in cloud computing is storage, used by businesses
and individuals to outsource their massive data to untrusted servers. Efforts have studied problems around
this application scenario in different fronts: efficiency, flexibility, reliability, and security. In this paper we
address the security concerns of cloud storage under the scenario where users encrypt-then-outsource data,
share their outsourced data with other users, and the service provider can be queried for searching and
retrieval of encrypted data. As main distinctive, we propose a security approach for storage, sharing and
retrieval of encrypted data in the cloud fully constructed on the basis of attribute-based encryption (ABE)
thus enabling access control mechanisms over both the encrypted data and also for the information retrieval
task through search access control. Compared to related works, our approach considers efficient encryption
at three different levels: i) bulk encryption of data outsourced to the cloud, ii) keys management for access
control over encrypted data by means of digital envelopes from attribute based encryption, and iii) novel
construction for attribute based searchable encryption (ABSE). Our underlying ABE algorithms are carefully
selected from the body of knowledge and novel constructions for ABSE are provided over the asymmetric
setting (Type-III pairings) to support security levels of 128-bits or greater. Experimental results on benchmark
data sets demonstrate the viability of our approach for practical realizations using Barreto-Naehrig curves.

INDEX TERMS Attribute based encryption, asymmetric pairings, cloud storage, information retrieval,

security, searchable encryption.

I. INTRODUCTION

The high availability (access anytime, anywhere) and relia-
bility of data at low cost are the main incentives for organiza-
tions and individuals to adopt cloud storage services. These
services are in increasing demand due to the high amount
of data generated by different sources (Internet of Things)
and cloud enabled applications. However, data owners (DOs)
outsourcing their data to untrusted servers in the cloud face
the security concern that the cloud service provider (CSP)
honestly stores the DO’s data and follows the agreed protocol
but tries to learn as much as possible from the computations
and interactions with the users (DU) that access the DO’s
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data. This issue can be solved by providing DOs with a
confidentiality security service for DOs to encrypt data before
uploading it to the cloud.

A straightforward encryption approach to prevent DO’s
data disclosure and to keep DO’s data private from CSP or
from any other entity, causes the provider cannot manipulate
data, that is, loss of utility appears as the encrypted data
cannot be used by the CSP for retrieval/searching purposes.

Due to that inconvenience, DUs should download large
volume of encrypted data, decrypt, and then search over the
plaintext data (locally), re-encrypt and upload again its data
to the cloud. Of course, so one approach incurs in huge com-
munications and computations overhead and is completely
inefficient. Searchable encryption (SE) [1] has been the most
known approach to cope with the problem of searching over
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encrypted data stored in untrusted servers. SE is defined as
the ability to identify and retrieve a set of objects from an
encrypted collection that satisfy a query. In SE, the CSP
executes DU’s encrypted queries over encrypted data with-
out decryption, so it does not learn anything about the data
content, search criteria, nor search patterns.

The most general method to implement SE in any of its
existing families [2] is as follows:

1) DO creates cryptographic keys {k1, k2, k3} with secu-
rity strength A;

2) Given a set of documents D, DO extracts representative
keywords W in D;

3) DO encrypts D with a symmetric cipher E using key k;
(Ex, (D));

4) DO creates a secure index from W, using key ks
(i, (W));

5) DO uploads Ey, (D) and I, (W) to the cloud;

6) DO gives authorization to some DUs to search over its
data, using k3.

7) DU generates trapdoors for a given query word wy in
W using k3, Ti;(wg);

8) DU queries the CSP using Ti,(wy), to retrieve D' doc-
uments containing wy.

9) CSP searches over encrypted data using Tj,(w4) and
I, (W) (CSP will not learn anything about data, search
criteria nor query patterns).

10) The encrypted documents E, (D) found by CSP (sat-
isfying the query) are sent back to DU.

11) If DO authorizes DU the access D' in plaintext form,
then DO shares k; with DU and thus DU decrypts
Ey, (D) and get access to the documents set D' in clear.

Generally, Eg, (D) is not detailed in SE schemes nor any
approach for key management for kj, which is crucial for
practical SE since E is a symmetric cipher so the key for
encryption and decryption must be the same. Keys {k», k3} are
relevant values in SE because ky enables the creation of the
secure index and k3 allows creating the trapdoors (encrypted
queries) used for querying. The most studied and popular
SE technique is Symmetric Searchable Encryption (SSE) [3],
where ko = k3 (sometimes k1 = k). In public key encryption
with Keyword search (PEKS) [4], {k», k3} are related keys
(based on public key encryption security assumptions), being
ko public and k3 private.

A. ATTRIBUTE BASED ENCRYPTION FOR CLOUD DATA
SECURITY
Data security and specifically confidentiality in untrusted
storage servers has attracted attention from academia and
industry and still remains as a challenging problem [5]-[9].
Access control is also a security service required for DO to
selectively decide the authorized DUs being able to access its
data. Searching capabilities over encrypted data are essential
for practical cloud storage. For these three main requirements
in cloud storage, attribute based encryption [10] has been
pointed out as a potential solution.
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Particularly, the digital envelope technique based on
ciphertext-policy attribute-based encryption (CP-ABE),
known as DET-ABE, has been proposed to provide the
confidentiality and access control services in cloud storage
applications [11]. Furthermore, attribute-based searchable
encryption (ABSE) [12] allows fine-grained search control,
which regulates how authorized users acquire trapdoors to
query the CSP and enables DUs and DOs to perform secure
information retrieval operations. This aspect of security has
been referred in the literature as Access Control Aware
Search [13]. In ABSE, DOs create a secure index without
using a key k> but an access policy. In this case, k3 is an ABSE
private key created from DU’s attributes. Thus, retrieving data
of interest is possible only if the attributes used to create
the trapdoor satisfy the access policy used during keywords
encryption (index creation). There are various ABSE schemes
found in the literature [14]-[18] with different properties,
suitable for different use cases. The various versions of ABSE
are also due to the various forms of ABE cores, for example,
some of them considering DU’s revocability (DU’s search
right), small or large attribute universe, constant-ciphertext,
policies expressiveness, among others.

B. OUR CONTRIBUTIONS

In this work, we present a security approach for storing,

sharing and retrieving of encrypted data in the cloud, fully

constructed on the basis of attribute-based encryption (ABE).

Our approach is well suited for a known cloud-based storage

and sharing model [8], where DO uploads encrypted data to

the cloud to ensure confidentiality (by means of symmetric
data encryption) and establishes access control mechanisms
for data sharing using attribute based encryption; DU can
selectively locate specific documents using an index-based
structure and retrieve documents of interest in encrypted
form, without revealing any information to the CSP and under

a fine-grained search control. Our proposed approach aims at

meeting the following four requirements to enable practical

storage, sharing and retrieval of encrypted data in the cloud:

R1 - DO can execute Ey, (D) efficiently to provide confi-
dentiality over outsourced data to the cloud at the same
time that enables fine-grained data access control and
secure distribution of k| for DUs, thus enabling secure
data sharing.

R2 -DUs can query Iy, (W) (via the CSP) by computing and
using T}, (wy) at the time that secure fine-grained search
control is enabled.

R3 -DUs can ask the CSP to return the k-most relevant doc-
uments from the retrieval task results, ordered accord-
ingly to their relevance to the query.

R4 - Both R1 and R2 comply with recommended security
levels! (i.e. A > 128 — bit).

We called our approach FABECS (Fully Attribute-Based
Encryption scheme for Cloud Storage, Sharing and Retrieval)
which fulfills requirements R1-R4. FABCS includes a novel

Lur] key lengths
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TABLE 1. Generalities of searchable encryption approaches (non attribute-based) in the literature for cloud-based storage scenarios.

. Regs R4 -\

Ref. M (k1) SE IRp Sype RT[R2 [ K3 Exp RT [ R2
[5], 2010 X SSE v SKS X X X v/ 128 128
[22], 2014 X SIPC v MKS X X [ v 7/ B -
[6], 2017 X SSE v/ SKS/MKS | X X [ v v/ - 80
[8],2018 X SSE v/ SKS/MKS | X X [ v 7/ - -
[7], 2011 v SSE, PKC X Metadata? | v | / X X - -

[Ours, 20200 [ / | ABSE | / [ MKS [/ [/ [/ [ / [>128] >128

Cipher-text policy ABSE (CP-ABSE) construction to achieve
R2 and R3 requirements. At the same time, FABECS reuses
the settings of ABSE (pairings and curve parameters) for
the set up of DET-ABE which provides cryptographically
enforced fine-grained access controls needed to meet require-
ment R1. The novel CP-ABSE construction in FABECS is
based on the Type-III pairing. This construction improves the
only known previous realization of CP-ABSE [9], which was
limited to the symmetric pairing setting (Type-I) and in prac-
tice limited to a security level of 80-bits (outdated). Unlike
[9], our Type-IIT CP-ABSE construction uses a more efficient
implementation of ABE based on the body of knowledge (see
the discussion at the end of Section II) and its construction
on the Type-III pairing setting allows realizations for security
levels greater than or equal to 128-bits.

The experimental evaluation of our constructions over the
benchmark LISA [19] revealed the feasibility of our proposal
and confirmed the viability of the novel fully attribute-based
searchable approach at the time that demonstrated the advan-
tages of the asymmetric setting for CP-ABSE compared to the
proposed solution in [9], in terms of performance and lower
memory resources for the main components (keys, ciphertext,
access structure).

The rest of this paper is organized as follows: Section II
presents a review of related works that frame the contributions
of our proposal. Section III presents some preliminaries and
requirements. Section IV describes our fully attribute-based
approach for cloud-based searchable encryption and secure
cloud information retrieval. Section VI describes the details
of experiments, results and comparisons. Finally, Section VII
concludes this work and points out future research directions.

Il. RELATED WORKS

Attribute-based encryption (ABE) has become an enabler
technology for secure storage and sharing in the cloud,
as described in Section I-A. ABE allows many-to-many
encryption, which is not possible to achieve in traditional
public key cryptosystems (PKC), i.e., RSA. Thus, potential
receivers may not necessarily be known at the time of encryp-
tion, a task that is done by using an access policy that enforces
all those whose attributes satisfy the policy can decrypt and
gain access to plaintext data. Atomically, ABE provides both
confidentiality and fine-grained access control over data.
Attributes are taken from a universe U. The access policy,
expressed as an access structure A, restricts the decryption
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capabilities of the intended destinations depending on the
attributes set possessed.

The two prominent approaches for attribute-based encryp-
tion that have been proposed in the state-of-the-art are
KP-ABE and CP-ABE. In KP-ABE [20], policies are asso-
ciated to decryption keys and attributes to the ciphertext.
Contrary, in CP-ABE [21] the ciphertext is created with a
policy and decryption keys are associated to user’s attributes.
CP-ABE is conceptually closer to Role Based Access Control
and more natural to apply than is KP-ABE to enforce access
control over encrypted data. Therfore, the cryptosystems
based on CP-ABE are considered an attractive option for pro-
viding confidentiality service and fine-grained access control
mechanisms at the same time [11]. Attribute-based search-
able encryption (ABSE) is defined using either KP-ABE or
CP-ABE as basis.

Table 1 summarizes the main aspects of previous works
proposing searchable encryption approaches for cloud-based
storage systems. None of them use ABE for both access
control over outsourced encrypted data neither for the infor-
mation retrieval task (ABSE) as we propose in this work.

It is relevant to note from Table 1 is that most of the
reported works do not consider any key management mech-
anism M (kp) (as it is specified in the R1 requirement), and
such a mechanism is crucial in practice, otherwise data
could not be decrypted neither accessed by DUs. For the
information retrieval task, the most common technique used
has been SSE, either for single keyword search (SKS) or
multi-keyword search (MKS). Furthermore, it is worth to
mention that some solutions consider evaluation based on
known benchmarks (IRp), which include a ranking mecha-
nism (R3 requirement) to evaluate the effectiveness of the
retrieval task. It is also worth to mention, from Table 1, that
some works have carried out experiments (Exp) that have
been limited only to the retrieval task (if R3 is checked)
or only considering a specific security value in R4 for the
encryption (R1) and search (R2) tasks.

Authors in [7] proposed to implement M (k1) by means of
public key encryption (PKE) as a kind of digital envelope.
Destinations of encrypted data receive a key from their public
keys. So, public keys must be distributed previously and
digital certificates are mandatory for practical realizations.
In addition, PKE only allows coarse-grain access control so
fine-grained and many-to-many encryption is not possible.
Experimental evaluation was not reported.
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TABLE 2. Attribute-based approaches for searchable encryption in cloud-based storage systems, focusing on either access control over encrypted

data (ABE) or on searchable encryption (ABSE).

Regs ABE R4— A

Ref. Rl | R2 | R3 € type AU M | Swe | IRp | Bzp —pr—1p
13,2015 | X | / | X | type-l | KP/CP | Tree | L | M | MKS | X 7 -
[14], 2017 X v X type-1 KP Matrix | S M MKS X v 80
[15], 2018 v v X type-1 CP Tree S M MKS v v 80
[16], 2018 X v X type-1 Other Other S | NM SKS X v 80
[23], 2018 v X X type-1 CP Matrix | S M MKS X X 80
[24], 2018 X v X type-1 Other Other S | NM SKS X X 80
[17],2019 X v X | type-1 KP Tree S M MKS X v 30
[18], 2019 X v X type-1 KP Tree S M SKS v v 80
[9], 2019 X v X type-1 CP Tree L M SKS v v 80
[25], 2019 v X X type-1 CP Tree L M SKS v v - 80

[Ous,2000 [ / [/ [ 7 [tped | CP [ Mawix [L| M [MKS| 7/ [ 7 [ >128 ] >128 |

Since our approach is fully based on attribute-based
encryption (ABE) to fulfill R1-R4, we provide in Table 2
a summary of previous works that have considered ABE
or ABSE approaches for enabling a cloud-based searchable
encryption system. It is worth noting that in most of the cases,
the four requirements (R1 - R4) for a functional cloud-based
searchable encryption system have not been met neither both
ABE and ABSE have been considered at the same time to
achieve R1-R4. Furthermore, provided ABE realizations have
been limited to constructions only for outdated security levels
(symmetric pairing, 80-bits).

In Table 2, we have highlighted the following relevant
aspects of ABE in the provided constructions: the pairing
used (e) to deploy ABE; the ABE type used, which is impor-
tant in terms of access control applicability; the access struc-
ture being used, being the most common the tree structure
(for ABE constructions based on [21]) or the matrix structure
(for LSSS); attribute universe U, small (S) or large (L) (in the
former, all the attributes must be known in advance and once
ABE is deployed no more attributes can be added); access
structure expressiveness M, being better preferred monotonic
policies (M) instead of non-monotonic ones (NM); Siype indi-
cates how the searching process is based (on single word SKS
or multi-keyword MKS search); IRp indicates if benchmarks
were used to evaluate the information retrieval efficiency,
very important to fulfill R3 requirement; Exp indicates if
some experimental evaluation was done.

Authors in [13] proposed to use either KP- or CP- ABE
versions only to fulfill R2, however, they do not provide
a specific construction and their experiments are vaguely
explained (there are no details about datasets, security levels,
ABE settings, etc). The approach in [14] also only focuses on
the R2 requirement, limited to small universe KP-ABE, and
with scarce experimental details to evaluate if R3 was or not
met.

In [15], there is a first attempt to fulfill R1 and R2.
Howeyver, it fails to achieve R3 and R4, besides the con-
struction is for an ABE small attribute universe. In [16],
[17], [24], and [18] only R2 is addressed and the construc-
tion is limited to a small attribute universe. The usage of
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non-monotonic access structures in [16] and [24] led to less
expressiveness of access policies. In [23], R1 is fulfilled by
using ABE, but R2 is achieved by deriving a special key
depending on DU’s attribute set. However, the secure index is
not encrypted with an access structure as required in ABSE.
Besides, the construction is limited to a small attribute uni-
verse. The main advantage of the construction provided in [9]
over [14], [16]-[18] is the usage of CP-ABE in large attribute
universe. However, it still fails to fulfill R1. Although in [25]
the idea is to use ABE to fulfill R1, R2 is met by using
SSE, not with ABSE. So, R2 is not completely fulfilled as
the secure index is not encrypted with an access structure as
required in ABSE.

For all proposals in Table 2, the provided ABE realizations
to fulfill either R1 or R2 requirements are limited to the
type-1 pairing, which is a symmetric pairing not practical
for realizing ABE for higher security levels as demanded by
R4 requirement (the greater the security level, the greater the
size of the operands and hence the processing times). ABE
construction based on the Type 1 pairing have been only
efficiently realized for the outdated 80-bit security level.

In [9], authors proposed a ciphertext-policy attribute-based
searchable encryption schema (CP-ABSE), relying on the
CP-ABE scheme proposed in [21] (hereafter referred to as
BSWO07 scheme). Although sufficient for practical use, the
BSWO7 construction has the main disadvantage that its secu-
rity analysis is limited to the generic group model.

In this work, we provide a novel CP-ABSE construc-
tion over Type-III pairings taking as basis the well known
CP-ABE model proposed by Waters [26] (hereafter referred
as W11 scheme). The W11 construction was proven to be
secure in a more solid model, the standard one. Further-
more, W11 construction was proved to be both foundationally
sound and practical, supporting expressive access control
structures. Because of that, most of the actual realizations of
CP-ABEs are compliant with that construction. The original
W11 scheme was proposed for the Type-I pairing, not for
searchable encryption and limited to the symmetric pairings.
Additionally, we include in our CP-ABSE construction the
LSSS scheme reported in [27] in order to reduce the space of
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the ABE ciphertext, not considered in [9]. Our CP-ABSE con-
struction considers a large attributes universe setting, which
allows supporting expressive access structures.

lll. PRELIMINARIES

This section introduces definitions relevant for the design
of our attribute-based encryption approach for secure docu-
ments storage, sharing and retrieval.

A. PAIRINGS AND SECURITY ASSUMPTIONS

Pairings are mathematical objects defined over groups and
efficient computable pairings are used to construct several
cryptographic algorithms and protocols such as ABE.

1) BILINEAR PAIRINGS

A bilinear pairing [28] is defined as the mapping e : G1 x
Gy — Gr, where G| = (g1), Go = (g2), and Gr are cyclic
groups of prime order r, with g; and g; the generators of G
and G respectively. The paring e must satisfy the properties
of

1) Bilinearlity: Vg € G1,Yg € G, and a,b € Z7,

e(ga’ gb) = e(g’ g)ab'

2) Non-degeneracy: e(g1, g2) # 1.

Z? is the set {1,2,...,r — 1}. In practice, G| and G
are subgroups of a so-called friendly elliptic curve E defined
over a finite field IF;, and Gr is the multiplicative group of
extension field F « with k referred to as the embedding degree
of the elliptic curve, the smallest positive integer such that r
divides to ¢* — 1. If G| = G, the pairing is symmetric (Type-
I), otherwise it is asymmetric. If the pairing is asymmetric and
no efficient isomorphism is known between G| and G, then
the pairing is said to be of Type-III.

While a pairing-based cryptographic construction for a
Type-III pairing is easy to transform to Type-I (by taking
G1 = G»), the opposite is not trivial. The main motivation
to use Type-III pairing constructions of pairing-based cryp-
tographic protocols such as ABE is because of performance
and security [29]. Type-I pairings has shown serious security
issues [30]. Several applications of Type-III paring-based
constructions are in practical use, for example for protecting
privacy of transactions with the zk-SNARKSs algorithm [31]
and in several Blockchain projects [32]. A kind of friendly
elliptic curve is the Barreto-Naehrig curve (BN curve) [33],
which constructs Type-III pairings well suited for practical
usage.

2) SECURITY ASSUMPTIONS
Definition 1 (Discrete Logarithm (DL) Assumption): Let G be
a cyclic group with A-bit prime order r. Let g be a generator
of G. Given g and g“, the DL assumption is defined as: no
probabilistic polynomial-time adversary .A can compute a €
Z} with anon-negligible advantage Adv}‘)L (%) in the security
parameter A.

The security level of pairing-friendly curves is estimated
by the computational cost of the most efficient algorithm to
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solve the discrete logarithm problem (DLP) in the groups
G1, G, and G7. This estimation is reflected in recommended
group size A = log, r given by the size in bits for g and k by
several standards and international projects [34]. In this work,
all the underlying constructions of ABE are for the Type-III
pairing realized with updated groups size A as recommended
in [35].

As other pairing-based cryptographic schemes, the ABE
constructions proposed in this work are based on the follow-
ing security assumptions for the Type-III pairings.

Definition 2 (Decisional Diffie-Hellman (DDH) Assump-
tion): Let G be a cyclic group with A-bit prime order r.
Let g be a generator of G. Given the tuple (g, g% g°) € G
with a, b, ¢ € Z} (random), the DDH assumption is defined
as: no probabilistic polynomial-time adversary .4 can decide
whether g% is equal to g¢ with a non-negligible advantage
Adv PPH(3). The DDH holds if for any A with output
in {0,1}

Ad DDH(A)—‘Pr[A(gg g’ g”b)] Pr[A(gg g’ g)])

is negligible in the security parameter A.

Definition 3 (Symmetric External Diffie-Hellman (SXDH)
Assumption): Let P, be the setting for a Type-III pairing
consisting on the tuple {Gy, G2, Gr, g1, 2, r}. The SXDH
assumption holds if DDH holds in both G| and G.

Definition 4 (Decisional Bilinear Diffie-Hellman (DBDH)
Type-111 Assumption [36]): Let P, be the setting for a Type-I11
pairing consisting on the tuple {G1, G», Gr, g1, g2, r}. The
DBDH assumption is defined as:
no probabilistic polynomial-time adversary A can
distinguish {g1 , 82, 8% gll’, g5 gg, g5 e(g1, gz)“bc} from
{1. 82, & g0, 85,85, egi, g2)°} for random elements
a, b, z € Z* with a non-negligible advantage Adv DBDH()\.)

B. CP-ABE AND DET-ABE
A Secret Sharing Scheme (SSS) in attribute-based encryption
(e.g. CP-ABE) is crucial. In this context, an access structure A
is defined as a non-empty subset of the power set P(U), with
U a set of attributes. Sy4 is called an authorized set if S4 € A.
An SSS involves a dealer that shares a secret s with a set of n
parties defined by U. In CP-ABE, S4s are authorized sets of
attributes to decrypt a ciphertext. A is said to be monotone,
if givenSy € AandS4 C Sp,then Sp € A. Thatis, decryption
privileges are not lost even if more attributes are acquired by
decryptors. In the W11 ABE construction, A is an n x [ matrix
(for an access policy including » attributes) instead of the tree
access structure used in the BSWO07 construction, without loss
of efficiency. In this work, the linear SSS (LSSS) proposed by
Liu and Cao in [27] is used, where the concept of Formatted
Boolean Formula (FBF) over attributes is proposed to repre-
sent the access policy associated to the access structure A.
CP-ABE (as other PKC schemes) relies on mathematical
operations over large numbers (hundreds of bits). That is
why CP-ABE is not used to encrypt data massively. For this
purpose, symmetric ciphers E using the encryption key kj
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(i.e. Ex, (D)) are faster and preferred. Digital envelopes [37]
have been effective methods to encrypt large data with E
and securely distribute k; to intended decryptors. In [38],
digital envelopes realized from attribute-based encryption
(called DET-ABE) were proposed by using the BSW07 con-
struction. Later, in [11] the construction was extended to
the ABE construction based on W11. In DET-ABE, data D
is encrypted with the Advanced Encryption Standard (AES)
using a session key ky, which is encrypted with CP-ABE with
an access policy. Only those authorized entities with a valid
set of attributes satisfying the ABE encryption policy could
decrypt and recover the data encryption key k1 to then decrypt
and recover D. DET-ABE can be formally defined by the four
polynomial-time algorithms [11]:

1) DET-ABE.setup(1*) — {MK, PK}: Creates MK (mas-
ter private key) and PK (master public key), such that
the length of both keys is compliant with the A security
strength. Initializes the attributes universe set U.

2) DET-ABE.privateKeyGen(MK, S,) — SK,: Creates
the user private key SK;, by using MK, and given a set
of attributes S, C U, specific for the user u.

3) DET-ABE.encrypt(D, PK, A) — CTp: Encrypts data
D using the AES cipher with a private session key
k1. Then, encrypts k; with CP-ABE using PK and an
access structure A, which corresponds to an access
policy over attributes in U. The resulting encryption is
the package CTp = {AESy, (D), CP-ABE(k1, A)}.

4) DET-ABE.decrypt(CTp, SK,) — D: Decrypts
CP-ABE(k;, A) using decryptor’s private key SK,, to
recover k1. Then, decrypts AESy, (D) using k. Decryp-
tion works only if the attribute set S, used to generate
SK, is in A.

DET-ABE provides effective access control mechanisms
and confidentiality over a large documents dataset. It has
been successfully tested in other systems [39], [40], how-
ever, DET-ABE does not support searchable encryption
(DET-ABE only meets requirement R1).

C. ATTRIBUTE-BASED SEARCHABLE ENCRYPTION (ABSE)
In [9], authors proposed CP-ABSE, a realization of ABSE
using the CP-ABE BSWO07 construction as basis. As it is the
case of other searchable encryption techniques, CP-ABSE
constructs a secure index, that is, the index is encrypted so
it does not support traditional queries over plaintext key-
words; the matching is cryptographically tested. The secure
index maps encrypted keywords to encrypted documents,
so the searching process does not leak information about the
data being queried. CP-ABSE consists of the following five
polynomial-time algorithms [9].

1) CP-ABSE.setup(1*) — {dkj, dk,}: Creates two keys
dky and dky; dki is used to encrypt an index keyword
given an access structure A and dk; is used to gener-
ate user’s private key given its attribute set S4 in an
attribute universe U. With private keys, users can create
encrypted queries for data retrieval.
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2) CP-ABSE.privateKeyGen(dks, S,) — SK,: Creates
the user private key SK, using dky from a set of
attributes S, C U, specific for the user u.

3) CP-ABSE.encInd(dk;,w, A) — CT,,: Creates a secure
index by encrypting with CP-ABE each keyword w
in the index. The result is the set of each encrypted
keyword CT,, = CP-ABE(dk{, w, A).

4) CP-ABSE.Trpdr(SK,, wy) — T,(wy): Generates an
encrypted query from keyword wy, by using the user
private key SK,,. The encrypted query is the trapdoor
Tu(wy).

5) CP-ABSE.search(CT,, T,(w,)) — {0, 1}: Given the
encrypted keyword CT), and a trapdoor T,(w,), the
algorithm returns ‘1’ if w = w, (cryptographically
tested) and if the attribute set S, that generated SK,, and
used to create T, (w,) is in the access structure A used to
encrypt CT,,, simultaneously; otherwise it outputs "0’.

The original CP-ABSE construction in [9] was provided
for the Type-I pairing (symmetric), based on the BSW07
CP-ABE construction. In this work, we provide a novel
CP-ABSE construction over the Type-IIl pairing, which
allows realizations for security levels equal or greater than
128-bits. Furthermore, our construction is not based on the
CP-ABE BSWO07 construction but on the W11, which has
been proved to be both foundationally sound and practical,
supporting expressive access control structures using a large
attributes universe setting.

IV. SYSTEM MODEL AND THREAT MODEL

Our approach, fully constructed on attribute-based encryption
is named FABECS. It is created on the basis of DET-ABE and
CP-ABSE, each one relying on CP-ABE.

The system model in this work is for a cloud-based doc-
ument sharing and retrieval system with enabled searchable
encryption, graphically shown in Fig. 1. The main actors in
this model and their capabilities are summarized in Table 3.
DO possesses a set of documents D. It creates the secure
index SI from a keywords set in D by using CP-ABSE
(with search control policies given by access structure Ajy).
DO encrypts D using DET-ABE (with data access control
policies given by access structure Ay). Thus, DO achieves R1
and R2 requirements. By using the available service provided
by the CSP, DO uploads to the cloud both the encrypted doc-
uments CTp (as digital envelopes) and the secure (encrypted)
index SI. DUs with properly authorized attribute set S, cre-
ates encrypted queries (trapdoors) T;(w,) using ABSE pri-
vate keys for given keywords of interest w,. DU sends the
encrypted query to the CSP. The CSP uses 7, (w,) to query the
encrypted index SI and to locate the documents set Ey, (D)
(D' C D) that satisfies the search criteria. For efficiency
and bandwidth savings, the CSP can rank the results and
returns back to DU the k-most relevant encrypted documents
that satisfy the query. Finally, DU uses its DET-ABE private
key (derived from its attributes) to decrypt and obtain D’
(documents in clear).
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FIGURE 1. System model for document sharing and retrieval in the cloud.

TABLE 3. Actors and their main actions in the system model.

Actor Actions

Data owner

1) Extracts keywords W from D and creates the secure index using a search policy
(DO) represented by the access structure A .

it) Encrypts the documents dataset D with session private key k1 and ensures access
control over k1 using the data access policy represented by the access structure A 4.
44t) Uploads to the cloud repository both, the encrypted documents and the secure index.

Data user (DU)

from the cloud.

1v) Creates an encrypted query or trapdoor using its private key SK,.
v) Sends the trapdoor to the CSP to retrieve the k-most relevant documents of interest

vi) Decrypts the retrieved encrypted data.

Cloud service
provider (CSP)

vi1) Stores encrypted documents and its associated secure index.
vitt) Searches over the repository to locate the data of interest, given a trapdoor.
ix) Ranks the results to deliver only the k-most relevant to the requester.

In the system model, it is assumed that DO is fully trusted.
The adversary is the CSP, e.g., a system administrator that
maliciously obtain remote access to storage infrastructure of
CSP but cannot access the volatile memory. The adversary
does not modify/destroy the stored data but tries to derive sen-
sitive information from the stored documents, DU’s queries as
well as search outcomes. The CSP is supposed to only know
the DO’s encrypted data set and the DO’s searchable index
I (known ciphertext model). During search operations, the
CSP could posse more knowledge as correlation relationship
of given search requests (trapdoors), as well as statistical
information of data sets (Known background model) [22].

The system model previously described to support
query-based retrieval over encrypted data relies on the fol-
lowing assumptions.

1) There are means to authenticate each actor in the sys-

tem.

2) There is a secure way for DU to generate and obtain the
encrypted queries.

3) Key management, encryption and decryption of doc-
uments and queries are operations of proven seman-
tically secure ciphers for data encryption and secure
index generation.

4) Denial-of-service attacks are excluded. The adversary
aims to compromise the confidentiality of data or
searching privileges by forging existing access policies
generated by the corresponding data owners.
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V. OUR APPROACH FULLY BASED ON ATTRIBUTE-BASED
ENCRYPTION

FABECS is constructed taking advantage of shared com-
ponents in DET-ABE and CP-ABSE. Setup in DET-ABE
and CP-ABSE are in essence the same, with MK = dk;
and PK = dk;. So, one single setup can serve for both
realizations. With DET-ABE and ABSE defined over a large
universe scenario, the attribute set U is dynamically updated.
The privateKeyGen function in DET-ABE and CP-ABSE,
with the proper attribute set, are the same. CP-ABE encryp-
tion can be displayed as a single module used to realize
completely CP-ABSE.enclnd and the symmetric key encryp-
tion in DET-ABE.encrypt. In each case, a different access
structure can be used if searching and data access capabil-
ities are different. Finally, the core of CP-ABE decryption
consisting in recovering a secret from the attributes in the
decryption key (for DET-ABE.decrypt) or in the trapdoor (for
CP-ABSE.search) is the same, but the final result is different.
This module can also be reused to serve as a common engine
for DET-ABE and CP-ABSE.

From a functional point of view, FABECS is defined by the
following seven polynomial-time algorithms.

1) FABESC.setup(1*) — {MK, PK}.Creates MK (master
private key) and PK (master public key), such that the
length of both keys is compliant with the A security
strength.
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2) FABESC.encrypt(D, PK, A;) — {CTp}: Encrypts
data D as CTp < DET-ABE.encrypt(D, PK, Ag). The
access policy is a Formatted Boolean Formula (FBF)
expressed by the access structure A .

3) FABECS.userKeyGen(MK, S,) — SK,: Creates the
user private key SK;, using MK, from a set of attributes
S, C U, specific for the user u.

4) FABECS.encInd(PK, W, A;) — SIy : Creates a secure
index by invoking CP-ABSE.encInd(PK, w, Ay), for
each w in the keywords set W obtained from D. The
search policy is a Formated Boolean Formula (FBF)
expressed by the access structure Aj;.

5) FABECS.Trpdr(SK,, wy) — T,(wy): Generates an
encrypted query from keyword w, by computing
Ty(wyg) < CP-ABSE.Trpdr(SKy, wy).

6) FABECS.search(SIw, T,(wy)) — CTp: By using
CP-ABSE.search, test if there is a match of w, with a
encrypted keyword w in STy . If the match exists, all the
encrypted documents CTyy associated to the encrypted
word w in STy are ranked to the k most relevant results
and returned to the requester.

7) FABECS.decrypt(CTp, SK,) — D: Decrypts and
obtains D C D (in plaintext form) as D <« DET-
ABE.decrypt(CTp , SK,).

In FABECS, note that the private key used in FABECS. Trpdr
and in FABECS.decrypt is not necessarily the same; a DU in
FABECS can be given a single key with both search and data
access capabilities, only one of those capabilities or none.
In the same way, A, used for the dataset encryption is not
necessarily the same than A for the secure index generation.

Correctness: FABECS scheme is correct if

decrypt(CT p, | setup(A) — {MK, PK};

SK,) — D | encrypt(D, PK,Ay) — CTp;
userKeyGen(MK , S,,)) — SK;
enclnd(PK, W, Ay) — Sly;
Trpdr(SKy, wg) — Ty(wy);
search (SIW, Tu(wq)) — CTp;

Pr

A. FABECS CONSTRUCTION IN THE TYPE-III PAIRING

The FABESC.setup function takes as input the security
strength A given in bits. This function is executed by DO.
FABECS construction is for the Type-III pairings, so A >
128-bit is possible for example by using BN curves to
produce the Type-III pairing e G x G, — Gr.
After the setup execution, the public parameters P, =
{e, G1 = (g1), G2 = (g2), G, r} are produced and used in
all the FABECS algorithms. The elements g1, g» are gener-
ators of G| and G, respectively, while r is the prime order
of the three groups defining e. Also, two hash functions
are created and initialized: H; : {0,1}* — Gj and H; :
{0, 1}* — Z7. Finally, the setup function produces the keys
{PK, MK} defined as:

PK; = {g1,82,h= g'lg, e(g1. 82"}
o, B € Z}(random)
MK; = {g{}
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PK, is the public master key used to create the secure
index and for digital envelopes generation, MK is the private
master key safeguarded by DO and used to create DU’s
private keys for trapdoors generation (searching on encrypted
data) or data decryption (data access).

1) DOCUMENTS ENCRYPTION AND KEY MANAGEMENT
The FABECS.encrypt function performs symmetric bulk
encryption of a dataset D composed of several documents
owned by DO. By using the DET-ABE.encrypt function, the
result is CTp = {AESy, (D), CP-ABE(ky, Ag)}, where ki is a
secure session key of strength A. The ciphertext produced by
CP-ABE is the tuple CTp = {C, C', [C,,, Cy’l_]+}, where

C' =k x e(g1, g2)*, s € Z} (random)

C=g

Mat is an n x [ matrix that represents Ay. Mat; is the

i-th row of Mat. p associates rows i of Mat to attributes

y in the access policy.

Y p(i), attribute y at row Mat;

Cy, = g5, ri € Z (random)
C, = W x Hi(p(i)™"
Ai =V X Mat;
v={s,51,8,...,5%-1}, §j € Z} (random)

2) USER KEY GENERATION
The FABECS.userKeyGen function produces the key SK,, for
DU to get access to encrypted data CTp produced by the
FABECS.encrypt function. That key can be used for querying
data by means of function FABECS.search, it all depends on
the attributes S, being used to produce the key. This key is
created by DO, giving access privileges to the user u from the
private master key MK and u’s attributes set S, C U. SK,, is
defined by the tuple {D, D', [dy]"}, where

D= g(la+ﬁr)’ r € Z} (random)

D' =g}

Vy € Syt dy = Hi(y)'

3) SECURE INDEX CREATION

The function FABECS.enclInd executes a pre-processing over
the data set D consisting in two tasks. The first one is for
obtaining the keywords set W and the other is to implement
the mechanism used later for ranking the results in the search-
ing process. W is obtained in two rounds. In the first one,
the keywords are identified from D discarding punctuation
marks and stop-words. In the second one, W is enriched by
forming compound words of length m, and adding them to W.
In this way, it is eliminated the need for knowing the index
words offset position to allow the service provider to search
for query phrases, which also helps avoiding attacks such as
known plaintext or statistical attacks [6].

The ranking mechanism implemented in FABECS is based
on the word membership metric introduced in [6]. Words
membership M,,, is helpful to determine how well a word
w; represents the contents of a document D; € D. M,, is
computed by Eq. 1 given w;’s frequency f,, and the total
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number of index words |W|.

F
M, = —
MW

The result of the pre-processing is a set W containing
single and compound words and its respective membership
values. The secure index Sl is a key-value map formed by
the encrypted keyword w; associated with all the encrypted
documents containing wi. The encryption of each w; €
W is obtained by invoking CP-ABSE.encInd(PK),, wj, Ay).
The ciphertext for w; is defined by the tuple CT,, =
{C,C',[Cy, C)’,i]}, where

C' = e(g?z(wz‘)*s

C=g
The aczcess structure A is expressed as the n x [ matrix
Mat and rows of Mat related to attributes in the access
policy being used, which is expressed by p(i).
Y p(i), attribute y at row Mat;
Cy, = g5, ri € Z (random)
C;, = I x Hi(p@i)) ™"
Ai =V X Mat;
v=/{s,s1,5,..

ey

. 82) X e(g1, g2)*, s € Z¥ (random)

., Sn—1}, S € Z} (random)

In the same way than in [9], encrypted index keywords and
encrypted data are organized as inverted index construction
by using an array as well as a look-up table data structures,
which allows achieving sub-linear search complexity.

4) TRAPDOOR GENERATION

A data user DU with the proper search privileges expressed in
its key SK,, can generate the trapdoor 7T},(¢) given a keywords
set g = {q1,q2, --.,q:}. The set g is processed in the same
way that DO obtained W during the creation of SIy, that is,
stop words are removed from ¢ resulting in the set W;. With
the single keywords in Wy, compound words of length at most
m are created to form the set W,.

Each wy € W has a ranking score weight S,,, = 1, and
for each w, € W, its ranking score weight S,, is computed
as in Eq. 2. Also, the membership entropy E,,_ is computed
for each query compound word as in Eq. 3. E,,, measures the
membership approximation of a long compound word and its
partial words. That is, it allows evaluating how much infor-
mation is embedded on every w,. Both the ranking weight and
the membership entropy will later help the CSP to set a score
for each found result for 7,(q).

ny

Swe =Y Sy, x e ! 2)
WgEWe
Sw,
Ey. =~ ) logo | =" 3)
=il > Sw,
WsEWe

Using his user secret key SK,,, DU computes the query
trapdoors Ty(q) for each query word w, (in Wy or in W,)
by using the function CP-ABSE.Trpdr(SKy, wy). The trap-
door is defined by the tuple T,,(wy) = {T, T, [ty]“‘} given
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SK, = {D, D', [dy]"}, where

T =g« p
T' =D eSK,
ty = dy € SK,

5) SEARCH

DU can ask the CSP for searching over encrypted data, given
an encrypted query T,(g) with encrypted query words w, by
using the FABECS.search function. An encrypted entry CT,,
in SIy will return ‘1’ if and only if CP-ABSE.search(CT,,,
Ty(wy)) returns ‘1°, that is, if and only if w = wy (crypto-
graphically tested) and the attribute set in SK,, used to create
T,(q) satisfies the access structure A;. Given an encrypted
word CT,, = {C, C’, [Cy;, C};]} in the secure index and the
trapdoor {T,T’, [ty]+} for the user with key SK,, the test
(W = wy) is done as follows:

T,.C
- Compute C,, = « )

Cr o
- [T[eccy, et c)] " = cr
w; is aconstant in Z* given p(i) associated to an attribute
yi in Mat (yi relates the attribute in the ciphertext and
in the trapdoor). If {1;} are valid shares of any secret s
according to Ay, then Y w;jA; = s.
- if C,, = C’, return ‘1°. Otherwise return ‘0’.

If the search is successful for a given CT,, in Sly, then all
the encrypted files associated to that entry form the temporary
documents (encrypted) set Dr. Next, the CSP computes the
ranking score Sp, for each document in D7 by using Eq. 4
based on the pre-calculated M,, and S,,, for all w that matched
successfully during the search process, and E,,, for all wy
in T,(q). When all the ranking scores are computed, the
documents in D7 are ordered and the k-most relevant form
the final result set of encrypted documents sent back to the
user that sent the query to the CSP.

Spy=ax Y (SuxMy)—Bx Y Ey
Yw

VYwg€q

(@+p=La,pz=0) @

6) DATA DECRYPTION
DU receives a result set from the encrypted query 7,(q), with
the k-most relevant encrypted documents. To obtain the doc-
uments D in plaintext form, DU executes DET-ABE.decrypt
given SK, = {D, D', [1,]*}.

Each encrypted document is of the form CTp, =
{AESy, (Dj), CP-ABE(k1, Ag) = (C, C', [Cy;, C;i])}. First,
the symmetric/: key is recovered as

= ——— where
e(D,C)
S

w;
[T[ecyis Dretwi | = ex
w; is aconstant in Z* given p(i) associated to an attribute
yiin Mat (yi relates the attribute in the ciphertext and in
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TABLE 4. Main components of FABECS construction (Type-Ill pairing) and comparison against construction in [9] (Type-1 pairing).

CP-ABSE Type-I1 9]

CP-ABSE Type-TIT

[ DET-ABE Type-IIT

A Tree, with Shamir’s secret sharing scheme
and policies expressed with threshold gates

Matrix, with Linear secret sharing scheme and FBF access policy

{G,Gr,g,7}, H1 : {0,1}* — G, Hz :

Py {0,1}* 5 7, {G1,G2,G1,91,92,7}, H1: {0,1}* = G1, H2 : {0, 1} — Zy
p—— & " rans
PEy | Qo O B € B {h = g2, e(g1,92) . {0 B} € Z; (random)

MK {187904}

SKu = {D, D', [dy,d,] T}, where

D = gla+n)/8
D = gl/ﬁ

SK Yy € Su:
dy = g" x Hi(y)"
d; = gTJ

r,7j € Zy. (random)

{o7}
SKy = {D, D', [dy] T}, where
D = g{@tAn)
D' =g5
Vj € Sy

dj = H1(y)", r € Z; (random)

CTy = {C’,C,[Cy, C;]*}, where w is a
keyword and
CT o = 6(gH2<w)57g) x e(g,g)%, c’

CTy = {C7,C,[Cy;,C}, T}, where w
is a keyword and

CTy = {C',C,[Cy,,C;. 1T}, where k
is a symmetric key and
ratw)s C' = kX e(g1,92)" 5 € 7}

e(g 1g92) X

Cy = Hi(j)™®

s € Zy (random) e(g1,92)*%, s € Z} (random) (random)
C=g5
C=h* V p(2), attribute y at row Mat;
V leaf node y € A containing attribute j, Cy, = 51
Cy = g Cj. =h> x Hi(p(i)) ™"

7
r; € Z7. (random)
Ai = VvV X Mat;
v ={s,51,52,...,Sn—1}, 8j € Z* (random)

Tu(wg) = {T,[ty,t,]"}, given a query
keyword wq and S K., where

Tu(wg) = {T,T7, [ty]T}. given a query
keyword wg and S K, where

Ha(wq)
Tu T =Dp'2(va) x D T/: 91 /2 Y x D Not required
ty =dy € SKy T'=D" e SK,
t, =d, € SKy ty =dy € SKy
Search, given CTw = | Decrypt the symmetric key k, given
H _ ’ 11+ S s
Search, glven_CTw = {C/' ,+C, [Cy,CYIT} | {C,C, [Cyi,Cz’”,]'*} . and | c1," = {C7,C, [Cys»C!, ¥} and
and Ty (wq) = {T, [ty, t,] "} Tu(wg) = {T, T, [t,]*} SKy = {D, D', [dy] "}
Decrypt Cp = e(C, T)L - Cp = (1, C) = e(D,C)
or H E(ty,Cy) v /CT /! wj CT
Searh . I (€5 Tt Cu)™) = | (O D el Co)) ™) =
if and only if C,y = C then w Cr Cr '
matches wq if and only if Cyy, = C' then w lo4
matches wq ki = ka

the user private key). If {1;} are valid shares of any secret
s according to Ay, then Y w;iA; =s.

With kj, the plaintext D is obtained by decrypting each
AESy, (D)) encrypted document.

As a summary, Table 4 shows the main components in
FABECS. The table also compares the CP-ABSE construc-
tion provided in this work in the Type-III pairing against
the CP-ABSE construction in [9], which is limited to the
Type-I pairing and does not support data access control nor
key management for documents decryption. From the table it
can be observed how FABECS takes advantage of the pairing
setting and main components and modules shared by both
CP-ABSE and DET-ABE.

B. SECURITY ANALYSIS

It is assumed that all the involved cryptographic schemes
in FABECS are semantically secure. This includes AES,
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CP-ABE and the hash functions used as building blocks of
DET-ABE and CP-ABSE with a security strength A suffi-
cient to achieve at least a 128-bit security level [34], [35].
As described in Section IV, CSP is the main adversary in
the FABECS system model. Data privacy of DO’s data D
is achieved in the system by DET-ABE, which prevents the
CSP can snoop in the outsourced data while at the same time
provides a fine grained access control over D for authorized
DUs. Index privacy is achieved through CP-ABSE, by pre-
venting the CSP can perform association attacks (associate
keywords with encrypted data). The trapdoor used for query-
ing encrypted data does not reveal to the CSP any information
about the content of the retrieved documents. Also, the CSP is
not able associate trapdoors with search-keywords (Keyword
privacy); that is, the CSP will not learn that two trapdoors are
intended for the same query (trapdoor unlinkability), which
is achieved by CP-ABSE.
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The security analysis of FABECS is presented in this
section assuming the presence of an adversary 4 under the
known ciphertext attack model, where A could be the attacker
who get access to the cloud storage system or a malicious
cloud service administrator.

1) DATA AND INDEX KEYWORD CONFIDENTIALITY
A tries to guess the word in SIy and the information of
encrypted documents CTp.

In FABECS, D’s encryption key and the index are
encrypted by DO (fully-trusted). The submitted trapdoors
to CSP are generated by an authorized DU. The collusion
attacks between DUs can be avoided by the CP-ABE engine.
In this way, D and W privacy can be well protected in the
known ciphertext model.

FABECS should achieve the chosen plaintext attack (CPA)
security, that is, it is required that malicious attackers cannot
adaptively ask for the ciphertexts of arbitrary plaintext mes-
sages. In this case, messages can be either query words or
decryption keys. CPA security in FABECS can be reduced to
the DBDH assumption with the following theorem.

Theorem 1: Assume that a polynomial time adversary A
can break the CPA security of FABECS with a non-negligible
advantage €, then there must exist a PPT simulator B which
can break the DBDH problem with an advantage 5

Proof: Assume that a probabilistic polynomial time
adversary A can recovery the index keyword information
from STy or it can access the symmetric encryption key of
documents D, with a non-negligible advantage €.

Given the public bilinear parameters P, = {G, G3, Gr,
gl, g2, r} defining the pairing e, the challenger C chooses
a,b,d,zelr, andarandombitv € {0,1}.Ifv =0, C sets
Z = e(g1, g2)"° b otherw1se Z = e(gr, gz)Z Assume that
C gives the tuple (g1 g2, gl , 81 ,gl/,g2 gz,Z) to BB, then B
plays the role of C in the following security game.

(1) B computes a public parameter ¥ = e(g1, g2)*° and
sends it to A. Also, it selects and sends to A a chal-
lenging access structure A*.

(2) A adaptively asks B for private keys SK 4,, SKa,,

., SK 4, of attribute sets S4,,S4,,...54,. A adap-
tively asks B the ciphertexts CT,,,, CTy,, ..., CTy,
where m; is an index word or a symmetric AES
keys. Each S4, set does not satisfy A* and each
SK 4, can generate legal T 4,(w,) trapdoors. For a
CTy;, CP—ABSE.search(Cij, TA,.(wq)) = 1 or DET-
ABE.decrypt(D’, SK 4,) decrypts D'.

(3) A submits two messages mg, m; on which to be
cha-llenged and A* to B. BB chooses a bit b € {0, 1} and
generates the ciphertext CT,,, = {C’, C,[Cy,, C’ ]*},
where

Case mp, is an index
H

C' = e(g{™"™, g2) x Z:

Case my, is a data decryption key: C' = my, x Z,

C=g

Y p(i), attribute y at row Mat; associated to A*.

keyword:
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Cy, = gg, rj (random)
C), = " x Hy(p(i) ™"
B sends CT,, to A.

(4) A outputs the guess b’ of b. The adversary cannot cor-
rectly decide whether » = 0 or b = 1 by letting
CP-ABSE.search(CTmb, TAi(m;,)) to output ‘1’ or by
trying to obtain the plaintext from DET-ABE.decrypt(D’,
SK 4,), since none of the attribute sets queried by A
satisfy the access structure A*.

Let’s suppose that v = 0. By letting a = s and bc = «,

H
C' = e(g?"™ g2)e(g1, g2)™, or
C'=mp x e(g1, g2)™
C=g

Y p(i), attribute y at row Mat; associated to A*.

Cy, = g;j, rj (random)

C), = I x Hi(p(i)) ™
which means that CT,,, is the correct ciphertext of my,.
Otherwise, if v = 1 then Z = e(g1, g2)* which means Z
is a random value in Gt from the view of the adversary
A and contains no information about wy. A outputs the
guess b’ € {0, 1}.

(5) Boutputs v’s guess v/ = 0 indicating that the Challenger
sent the correct encryption parameters to 5 and Z =
e(g1, gz)“bc on the condition that ¥ = b. In case that
b’ # b, B outputs v/ = 1 which means the Challenger
sent random encryption parameters to B.

If Z = e(g1,g)%c, then A can break the security
game with an advantage € and the probability that A

1
outputs b’ = b is 3 + €. Otherwise (Z is random), the

. !
probability that A outputs b’ = b is —.
Thus, the overall advantage that 3 in breaking the secu-
rity game previously outlined is defined as

AdvPBPHG) = | _Pr[v = /|y = 0]

—}—%Pr [v=Viy=1]- % =¢€/2

Since € is non-negligible, B can solve the DBDH prob-
lem with non-negligible advantage, which contradicts
the DBDH assumption.

2) QUERY CONFIDENTIALITY

FABECS achieves privacy of a query which is protected in
terms of DU. Thus, under the eavesdropper attack model
security of query trapdoor in FABECS can be reduced to the
DL assumption with the following theorem.

Theorem 2: If the discrete logarithm problem is intractable,
FABECS achieves query trapdoor security against the eaves-
dropper attack model.

Proof: The above theorem is proven by the following game
between the polynomial time adversary 4 and challenger C.

(1) A submits queries wy,, Wq,,...w, to C. For each query
Wy C returns the encrypted query
Tp(wg,) ={T, T, [t),]+}, given SK 4 a valid private key

qn
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TABLE 5. Type-3 pairing setting for P, using Barreto-Naehrig curves (BN).

N AES key BN curve groups size (bits) BN curve
size G1 Gr /. name
100-bit 128-bit 512-bit 1024-bit | 3072-bit | 256-bit BN256
128a-bit 128-bit 768-bit 1536-bit | 4608-bit | 384-bit BN384
128b-bit 128-bit 928-bit 1856-bit | 5568-bit | 464-bit BN464
>128-bit 192-bit 1280-bit | 2560-bit | 7680-bit | 640-bit BN640
of adversary A, where 3 x . . .
© -— 382-bit
_ v tatpr 5 Eon
=g 1 251 S
T' =D € SK4
ty =dy € SKy ol
(2) A sends two challenge query words wgqy, wga to C. The £
restriction is that wq, wgy have not been queried before. g’ 14 g g
(3) C randomly chooses a bit b € {0, 1} and encypts wgp, as g =
& G 5
TA(wgp) ={T, T, [t,]"}, where o2 g
Hy(wgp)+a+Br
T = gl 05
T' =D € SK4 2 8§ 28 5
ty:dyGSKA . ié Sig
Enc KeyGen Trpdr Search

and sends T 4(wqp) to A.

(4) A can continue asking C more T 4(wgq) trapdoors of any
two keywords other than wq, wgs.

(5) A outputs the guess b’ of b. Since A cannot get access
to the encryption oracle, it cannot effectively compute
the trapdoors T 4(wq1), T 4(wg2) without the security
parameters {«, B, r}. Hence, the probability that A out-

puts ' = b is at most = as long as the DL assumption

remains. If DL is computationally feasible in polynomial
time, A can output ' = b with probability 1.

VI. EXPERIMENTS AND RESULTS

FABECS was deployed as a standalone application for vali-
dation and evaluation. The Java jPBC library [41] was used
to implement all modules in the proposed construction and to
run a set of experiments using pairings parameters P; shown
in Table 5.

Type-III pairings were created using the available tools
in jJPBC for Barreto-Naehrig curves (BN). Groups size are
given in bits and compliant with the ones recommended for
a 128-bit security level for the symmetric cipher [34]. With
the recent advances for computing discrete logarithms the key
sizes were updated. Before, a BN256 curve was believed to
provide a 128-bit security level. After the update, that curve
was reduced to a 100-bit security level. For 128 bits of secu-
rity, in [42] it was estimated the minimum groups size of BN
curves after exTNFS attack as 383-bit (BN384 curve). That
curve is also recommended in the ISO/IEC 15946-5 [43].
However, in [35] the recommendation is to use a BN curve
with groups size of 462-bit to achieve a 128-bit security level
(BN464 curve). We considered both the BN384 and BN464
curves for evaluating FABECS at a 128-bit security level and
additionally, we included a BN curve with greater order, the
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FIGURE 2. Running times for main operations in FABECS.

BN640 curve, which is expected to provide a security level
greater than 128-bit but less than 192-bit.

A. EVALUATION OF MAIN OPERATIONS IN FABECS

Fig. 2 shows the running times for the main operations
in FABECS for the ABSE task, for the three BN curves.
These results are given as a reference, since no parallelism
approach is used in the development of FABECS (e.g. con-
tainers, parallelism patterns, threads, etc). ENC refers to the
time needed to encrypt a single keyword when the function
CP-ABSE.encInd(PK, w, Ay) is invoked. The word can be any
single or compound word in a data set D. In this case, the
search policy is the Formatted Boolean Formula using 10 bit-
string attributes from which A is built. KeyGen refers to
the time required for generating a user key by calling the
function CP-ABSE.userKeyGen(MK, S,,) that creates the user
private key SK,, from an attributes set S, of 10 attributes,
each being a bit-string. This function is very fast and slightly
affected by the number of attributes but by the security level.
Trpdr is the time required for trapdoor generation by means
of the function CP-ABSE.Trpdr(SK,, w,), with a SK,, pre-
viously generated (10 attributes) and a single query word.
Finally, Search shows the time required for executing the
test for verifying keywords matching during the search pro-
cess, by using the function CP-ABSE.search(CTW, Tu(wq)),
using encrypted words and trapdoors previously generated.
As shown, words encryption and search are the most time
consuming processes. Both involve the processing of Ay, that
is, the creation and processing of the LSSS and the com-
putation of several operations in G, G, and Gr (Table 4).
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FIGURE 3. Running times for main operations in FABECS.

Users’ key and trapdoors generation are much less expensive
in running time in comparison with encryption and search.
As expected, the running time increases proportionally to the
groups size (security level).

Fig. 3 shows the behaviour of FABECS’s functions for
keyword encryption, user key generation and searching over
encrypted data for different attributes in the policies (Fig. 3a,
Fig. 3b and Fig. 3 d, respectively). In Fig. 3c is is shown
the behaviour of trapdoor generation for different number
of query keywords. In case of encryption and search, com-
plexity increases considerably when the number of attributes
increases, as the matrix associated to the LSSS also increases
the complexity for its manipulation. This can be observed
by going from 10 to 15 attributes in the access policy in
both cases. The time for user keys generation really does not
depend on the number of attributes but on the security level. In
the case of encrypted query generation (trapdoors), the time
grows linearly as the number of query keywords increases and
proportionally to the security level.

We stress at this point that the time for DET-ABE in
FABECS for access control over encrypted data follows a
behaviour very close to keyword encryption (Fig. 3a), as the
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complexity in the number of operations is almost the same
(see Table 4).

B. FABECS EVALUATION ON THE DATA RETRIEVAL TASK
For evaluating the FABECS’s performance in the retrieval
task, we perform encryption and retrieval capabilities over
the real-world dataset Lisa Test Collection [19], con-
taining 6004 documents and 35 queries with relevance
judgements.

C. METRICS

During a retrieval process, the index is consulted for each
word or phrase in the query. Also, a ranking is done to select
the k-most relevant documents to the query as the result of the
retrieval process. Let RL be the set of documents relevant to
a given query. Let RT the set of documents retrieved. The
documents of interest for users that are both relevant and
retrieved are I = RLNRT. The metrics that assess the quality
of text retrieval are:

. RL NRT
Precision = —— (@)
RT
RL NRT
Recall = ——— (6)
RL
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FIGURE 4. Mean average precision for the retrieval task of FABECS.

TABLE 6. Queries set for the retrieval test of FABECS.

Query | Query RL
set keywords expected
Set 1 associative file, associative | LISA3392, LISA3396
parallel, machine architecture
Set 2 chemical patents, chemical | LISA1407, LISA1431,
structures LISA3794, LISA3795,
LISA3796
Set 3 united press, news wire LISA3401
Set 4 circulating library LISA1046
Set 5 oral history, oral testimonies, | LISA358, LISA1141,
recordings collection LISA5101
Set 6 Christian librarian, recordings | LISA5000, LISA5001
collection
Set 7 user behavior, information- | LISA576, LISAS579,
seeking behavior, survey of | LISA580, LISASS8S,
users, user survey, sdi sys- | LISA1082, LISA2319,
tems, fear of talking, library | LISA2627, LISA3628,
user studies, users informa- | LISA4589, LISA4591,
tion habits LISA5386
Set 8 consumer information, con- | LISA743, LISA2151,
sumer advice, epies services LISA5201
Set 9 partial clustering, clusters of | LISA2410, LISA2949,
documents, document cluster- | LISA3398, LISA3452,
ing, clusters of terms, hierar- | LISA3972, LISA4391
chical cluster analysis, medi-
cal clustering,
Set 10 nearest neighbor, similarity | LISA2949, LISA3448
matrix

We performed ten encrypted queries sets based on the
provided benchmark in the LISA dataset. The details of these
queries are given in Table 6.

We consider two cases in the experimentation for the
retrieval task, one on which synonyms (SYN case) are con-
sidered during the index creation and the other case when
synonyms are not considered (NO-SYN case). The former
case causes an increase in the time for building the secure
index, the size of the index grows and as a consequence,
it also increases the searching time. However, considering
synonyms increases the success for retrieving RL documents
but it also decreases the precision. Recall in both cases (syn-
onyms or no synonyms usage) remains the same. Fig. 4 shows
the mean average precision, which is very similar for both
SYN and NO-SYN cases when using compound words of size
2-5. These results are better than using a single keyword when
constructing the secure index (k = 1).
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The results presented in Fig. 4 reveal the efficacy of
FABECS to store, share and retrieve encrypted documents
ensuring data confidentiality, access control over data, and
access control for retrieval capabilities, according with rec-
ommended security levels.

VIi. CONCLUSION

We presented for the first time a secure scheme fully based on
attribute-based encryption to ensure both, the confidentiality
and access control over data outsourced (in encrypted form)
by data owners to the cloud and the fine-grained search
control for data users when retrieving encrypted data from
the cloud; we called this scheme FABECS. Through a for-
mal analysis and experimentation, we proved the correctness
and efficacy of FABECS to be used for storing, sharing
and retrieval of documents in a cloud based environment.
Furthermore, we provided for the first time Type-III con-
structions for CP-ABSE and DET-ABE as main building
blocks of FABECS. This setting allows using more efficient
pairing-friendly curves to achieve recommended security
levels, as minimum of 128-bits. These constructions where
detailed and their efficacy proved by means of experimen-
tation, over the LISA benchmark for the retrieval task. Fur-
ther work is focused in the efficiency aspect, as the results
presented in this paper did not considered acceleration strate-
gies. For example, parallelization at several levels is possible,
besides the scheme is friendly enough to be deployed using
parallel patterns such as the manager-worker (for processing
a group of attributes at a time) or data encryption (AES on
GPUs). Also, as FABECS can be realized with other efficient
pairing friendly curves, experimental evaluation could con-
sider the Barreto-Lynn-Scott Curve (BLS) that is also being
promoted to be used in practical applications.
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