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ABSTRACT In data handling, security and privacy are essential for database administrators and users that
own their information. Information about security models or architectures was analyzed for databases that
minimize Cyber Attacks. The problem is that security models deployed in databases in public organizations
suffer from computer attacks due to vulnerabilities in their security management systems. Data providers
often publish the information for research purposes, publishing compromises on the privacy of the data of
users registered in the entities. There are many security techniques for databases based on data encryption
processes in transactions, however, the techniques found compromise information. The development of
the document used the deductive method and exploratory research technique that allows us to study the
information in the articles presented. In this document we have proposed a Security Model Assessment
Prototype for Databases, a Prototype of Security Management Architecture in Blockchain for a Database,
a Database Security Algorithm, a Logical Structure of the Management System in Blockchain, and a
Prototype to mitigate cyberattacks. The use of a hybrid blockchain model provides the system with the
optimal security that public organizations in relation to test results performed with a 99.50% security
effectiveness. The simulations presented in this document were conducted based on in-depth studies and
the data were randomly placed with a range according to the study results based on real-world situations.

INDEX TERMS Blockchain, cyber attacks, cyber security, data base, public organization.

I. INTRODUCTION
Database is important for the management of an organization,
the availability of this data serves to have an agile response to
people looking for a better service; the correct implementa-
tion of a database in public organizations help to achieve the
objective, so public organizations need to implement security
measures; public entities have the problem of information
theft, duplication of information, denial of service, without
obtaining information in a timely manner; cyber attackers
are looking for a breach in the system to enter and have
several tools for accessing the systems or databases of organi-
zation [1]. Some of Latin American countries adopt laws that
guarantee data protection guidelines that are stored in each of
the public organizations; and sometimes, such as in electoral
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processes, the cyber attacker enters these processes in such
a way that attackers make changes to the number of votes
of one or more candidates; these changes hurt a nation, as in
the United States that blames Russia for hacking the emails of
Democratic party and also the presidential candidate; in Latin
America there is most possible manipulation in the results of
the electoral process due to the electoral system implemented
in the Government [2]. In Ecuador, block network models
are established that allow confidentiality and scalability to
ensure information security [3], government of China imple-
ments security measures on blockchain models, to assist in
the contribution of each organization in China and generate
changes in the different services of country [4]. Database is
a collection of data that become of different types; this data
is structured in such a way that it makes it easy to use in
the different systems that are implemented in companies or
organizations [5].
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The problem is that security models deployed in
databases in public organizations suffer from computer
attacks due to vulnerabilities in their security management
systems.

Why is necessary an Analysis for the Security Assessment
and Management of a Database in a Public Organization to
Mitigate Cyber Attacks?

To mitigate vulnerabilities and threats in the databases of
the various Public Organizations, in the event of a possible
attempt to infiltrate the attacker into the system; for the
most vulnerable departments to counter the attack in a timely
manner, with the instructions of the security prototype in the
face of a cyberattack.

Related and reviewed articles regarding database evalua-
tion, management and cyberattacks are as follows:

DBSAFE—An Anomaly Detection System to Protect
Databases From Exfiltration Attempts [1], Analysis of
Cyberattacks in Public Organizations in Latin America [2],
Proposal of a Model to Apply Hyperledger in Digital Iden-
tity Solutions in a Public Organization of Ecuador [3], The
Application of Blockchain Technology in E-government in
China [4], Design and Implementation of a New Database
Security Model Based on Hopping Mechanism [5], Defeat-
ing the Database Adversary Using Deception - A MySQL
Database Honeypot [6], Impact on Administrative Processes
by Cyberattacks in a Public Organization of Ecuador [7],
Prototype toMitigate the Risks of the Integrity of Cyberattack
Information in Electoral Processes in Latin America [8],
Anomaly detection of access patterns in database [9], Effi-
cient and Effective Security Model for Database Specially
Designed to Avoid Internal Threats [10], Blockchain-Based
Safety Management System for the Grain Supply Chain [11],
NutBaaS: A Blockchain-as-a-Service Platform [12], Inte-
gration of Blockchains with Management Information
Systems [13], IoT Data Management and Lineage Traceabil-
ity A Blockchain-based Solution [14], A Lightweight Vulner-
ability Scanning and Security Enhanced System For Oracle
Database [15], Anomaly Detection in Large Databases Using
Behavioral Patterning [16], Countermeasure of Statistical
Inference in Database Security [17], Data Masking System
Based on Ink Technology [18], Database Security with AES
Encryption, Elliptic Curve Encryption and Signature [19],
Hybrid Database Design Combination of Blockchain And
Central Database [20], Security Concept in Web Database
Development and Administration [21], Securing Big Data
in the Age of AI [22], The Implementation of Negative
Database as a Security Technique on a Generic Database
System [23], Protection of Database Security via Collab-
orative Inference Detection [24], Identity Management for
e-Government [25], A Security Evaluation and Certification
Management Database Based on ISO/IEC Standards [26],
Database Security in Private Database Clouds [27], Big
Data Based Security Analytics for Protecting Virtualized
Infrastructures in Cloud Computing [28], Workload Manage-
ment in Database Management Systems: A Taxonomy [29],

Analysis of Identity Management Systems Using Blockchain
Technology [30], A Systematic Review of Blockchain
in Healthcare: Frameworks, Prototypes, and Implementa-
tions [31], PassBio: Privacy-Preserving User-Centric Bio-
metric Authentication [32], Exploiting Information-Centric
Networking to Federate Spatial Databases [33], Fingerprint
Biometrics FromNewborn toAdult: A Study From aNational
Identity Database System [34], Medical Image Infosecu-
rity Using Hash Transformation and Optimization-Based
Controller in a Health Information System: Case Study in
Breast Elastography and X-Ray Image [35], A Secure and
Efficient Distributed Storage Scheme SAONT-RS Based on
an Improved AONT and Erasure Coding [36], A Secure
Cloud Storage Framework With Access Control Based
on Blockchain [37], Blockchain-Based Outsourced Stor-
age Schema in Untrusted Environment [38], Analysis of
Data Management in Blockchain-Based Systems: From
Architecture to Governance [39], GDPR-Compliant Per-
sonal Data Management: A Blockchain-Based Solution [40],
Search Condition-Hiding Query Evaluation on Encrypted
Databases [41], Segment Blockchain: A Size Reduced Stor-
ageMechanism for Blockchain [42], SQL InjectionDetection
for Web Applications Based on Elastic-Pooling CNN [43],
Storage Mechanism Optimization in Blockchain System
Based on Residual Number System [44], Performance of
OnPrem Versus Azure SQL Server: A Case Study [45],
Fair Data Transactions Across Private Databases [46],
A Blockchain Privacy Protection Scheme Based on Ring
Signature [47], Comprehensive Survey on Big Data Pri-
vacy Protection [48], A Systematic Review of the Avail-
ability and Efficacy of Countermeasures to Internal Threats
in Healthcare Critical Infrastructure [49], A Visual Anal-
ysis of Research on Information Security Risk by Using
CiteSpace [50], Improved Generalization for Secure Data
Publishing [51], Performance Evaluation of a Combined
Anomaly Detection Platform [52], CryptSQLite: SQLite
With High Data Security [53], An Architecture and Manage-
ment Platform for Blockchain-Based Personal Health Record
Exchange: Development and Usability Study [54].

The objective is to provide an analysis to evaluate and
manage the security of a database in Public Organizations to
mitigate the Cyber Attack.

It is used the deductive method and the exploratory
research technique that allow us to perform the work and
study the information in the articles presented.

The results are an Evaluation prototype of a databases secu-
ritymodel, anArchitecture prototype of securitymanagement
on Blockchain for a database, an Algorithm prototype of
security for databases, a Logical structure of the management
system on Blockchain and a prototype to mitigate Cyber
Attacks.

It is concluded that the prototype of the proposed archi-
tecture on a hybrid blockchain model provides an optimal
security system for public organizations; according to the
architecture simulation, the database has greater effectiveness
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up to 99.50% in security, this simulation was performed by
means of random data based on real situations.

II. MATERIALS Y METHODS
A. MATERIALS
The authors designed the detection of anomalies and attack
response that are presented in the company; this system
created database profiles that recorded normal user behavior
with the Database and a log of possible malicious behaviors
that did not match user data; the model was responsible
for monitoring data traffic and used the security techniques
implemented; thanks to this system, they were detected in
advance by a comparison of unusual behavior [1].

The authors proposed a model for countering denial-of-
service cyberattacks on public organizations; they imple-
mented a network prototype that controlled the arrival traffic
of requests that intended to reach the servers; a system of
security layers that controlled access to the network to prevent
denial of servicewas implemented; an unusual traffic analysis
algorithm was generated to identify malicious and legitimate
packets; as a result, data needed to establish security plat-
forms were obtained in the face of potential attacks [2].

The authors designed a blockchain model to ensure infor-
mation from a public organization; they implemented a pro-
totype model that helped with identity certification and had
a network administrator; diagrams were made identifying
user movements and interaction between them, and a logical
representation of the detailed data was made; as a result they
had a reliable and scalable system, here private storage is
allowed in a decentralized way [3].

The author analyzed adaptation for a blockchain-based
system in current e-government; they determined that by
implementing a blockchain system on government platforms,
different sectors could have reliable management of records;
they established physical security measures as better risk
management, this helped maximize security levels; as the
result of the analysis was determined that implementing
blockchain could have reliable information [4].

The authors designed a jump mechanism model for the
security of a database; they implemented security methods
for authentication data and were contained in a hop node;
these hops were performed at certain times and randomly
through the ports; here the client and server were synchro-
nized with the help of an algorithm; with this implementation
they got greater connection security between the client and
the database server [5].

The authors implemented a trap system for the protection
of an organization; they used a scheme of two organiza-
tions that had access between them; a cheating system was
implemented in a table that was not used by the system
and in an email containing sensitive information; the move-
ments that emerged in these two systems were stored for
prompt response to a possible attack; using this system they
detected and collected information in order to take security
measures [6].

This article discussed the impact of cyberattacks on the
different processes of a public organization in Ecuador; the
way the cyber attacker makes the entrance to an organiza-
tion interface was analyzed; different contingency plans were
explored, this helped the organization as data recovery plans,
responses against cyberattack or disaster recovery; as a result
of this analysis, control strategies were identified for possible
attacks by public entities [7].

The authors proposed a prototype risk mitigation of a
cyberattack on electoral processes; the patterns of attacker for
committing the crime, such as data collection, searching for a
vulnerability in the system, were analyzed, and an array was
implemented for the assessment of different levels of risks;
according to this calculation, security measures were put in
place in the system and the implementation of the prototype;
as a result, a better adaptation of the security model was
achieved according to the levels to mitigate cyberattacks [8].

The authors implemented a system of intrusion detections
in the database; they analyzed unusual patterns from the
attacking user and analyzed the number of unusual queries
with the number of queries that are normallymade; as a result,
historical data was visualized to determine whether traffic
flow was unusual at a certain time; thanks to the implemen-
tation of the detection system, users will be monitored to
visualize possible manipulations in the database [9].

The authors proposed a security model to mitigate high-
performance internal threats; they implemented security rules
describing policies for users, users interact directly with the
database; Based on security model analyses, permissions are
set for the user to access a certain part of the base; as a result
of the deployment you will get a base and tables will not be
accessed if you do not have the permissions by the database
administrator [10].

The authors proposed a blockchain-based architecture for
better information management; they conducted a study that
helped them determine a unique coding system towards
objects and placed identifiers; due to large amounts of logs,
a multimode storage mechanism was implemented and data
security was provided and could not be tampered with; as a
result of the model reliable data was obtained with less log
load in the database [11].

The authors developed a platform using a blockchain-as-
a-service system through cloud computing; identified layers
that provided services as databases to infrastructure, business
solutions in an agile manner; hybrid cloud implementation
provided security to hinder external attack; cloud comput-
ing service effectively improved the flaws of a block-as-
a-service system, and improved data reliability and threat
detection [12].

The authors analyzed a public, private and consortium
blockchain system; they were identified that public blocks
do not need authorization to interact with the system, and
transparency in the data is allowed; private blocks are
looking for ways to maintain confidentiality of their data
and consortium blocks sought control organizationally; as
a result of the analysis, better information management
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is sought from companies that applied a blockchain
system [13].

The authors designed IoT device data management based
on a blockchain system; using a code the identifiers were
generated for each device, made possible a better record of
the device data; this data will not be manipulated by external
users; as a result, a storage system was effectively obtained
with information and device management with the intruder
defense feature is possible [14].

The authors proposed a database capacity and security
improvement system for the detection of potential threats;
vulnerability reports were analyzed, identified that users
accessing the database acquired certain privileges; these users
made changes to the base because of this vulnerability; repair
methodswere applied in the system, this generated a technical
report; this mechanism resolved the processes of detecting
vulnerabilities in the system [15].

The authors proposed a database anomaly detectionmodel;
by processing instructions that are set in events, here they
helped detect anomaly, then viewed suspicious users, and
sent a report of user activities; after analyzing the data the
movements of the attackers were visualized, this model helps
companies that aim to have a secure system of effective
detection of database anomalies [16].

The author proposed a model of data concealment against
internal threats; user-made queries were determined and
made tables wanted to access, the model determined whether
the user has authorized access to the table they want to
access; on the other hand the administrator handles queries
and determines the attributes of the database considered as
sensitive data; as a result, an information management system
was obtained that only privileged users have permission to
access [17].

The authors proposed a data masking system, they imple-
mented an algorithm that generated public and private keys
and stored codes in a file containing all the generated codes;
by using this process the attackers did not detect the users, this
is because the information that is considered confidential is
masked; this made changes to the original data with similar
data as a result the system kept its original format and the
information in the system is more efficient [18].

The authors proposed methods of storing and retrieving
database information; the confidentiality method ensures that
information is only accessed by authorized users, encryption
determines the security of the data; encryption methods are
applied to the elements, using a random key, the base will
use a cryptographic security type; as a result of implement-
ing this cryptography model for data storage in a secure
way [19].

The authors proposed a hybrid model to improve database
performance with the use of chain locks; This method imple-
mented an interface that was used to manage networks, deter-
mining administrator roles and users; through the system,
access could be given to manage blockchains and the list of
users that exist in the database; as a result they determined
that this model be implemented on any organization [20].

Different threats mitigated database security were ana-
lyzed; being a model that is in development, being a database
over the network, data security is very susceptible to cyber-
attacks; different reliability, data integrity, availability issues
were analyzed; this analysis helped establish the different
control methods that the system was implemented in the web
databases [21].

The authors proposed a model that allows organizations
security management in the database; the intrusion detection
model obtained information that served to protect data that
is confidential and vulnerable; this helped to create data
control policies, and unauthorized access detection was also
performed on the system; with these results a broad view of
how the method implemented towards security was worked
on in the database [22].

This article proposed a generic database system for the
growth of current databases with a security layer; imple-
menting allowed the system to have control over user input
data; this enabled a security model capable of providing ease
of data management at the base; as a result of the imple-
mentation, a system capable of managing the database with
sensitive data was obtained, impenetrable security measures
are applied [23].

A module was proposed that draws understanding from
data dependency, schemas, and environment knowledge;
according to the structure of the database the data depen-
dency is extracted; knowledge of the environment is drawn
from semantic links; the model builds knowledge based on
extracted information; this information serves for data infer-
ence and relationships between attributes [24].

The authors explored information for national identifi-
cation management and online access for Libya; with this
information they proposed and developed a model of issue
of identification numbers; compared their model with other
identification schemes; expose impersonation as a major vul-
nerability; this work is aimed at the national identity authority
and governments [25].

The authors used ISO/IEC standards to evaluate sys-
tem evidence, these are tangible, important and confidential
documents; here the evaluators analyze the contents effi-
ciently, this evidence can have losses, changes, different
versions [26].

The authors proposed database security; even though audit
logs are stored on different servers; the problem is that
agents scan database logs and send them to different agents
and servers; the proposal uses multiple databases and sends
the logs to the central server and end users connect to this
server [27].

The focus of this research is to detect in real time a mal-
ware and rookit attack through analysis of information from
virtualized services; the approach analyzes the characteristics
of big data; the system verifies the attack characteristics
and determines the presence of the attack through logistic
regression and belief transmission [28].

The authors provided an analysis of load management
systems in the databases; they applied taxonomy to evaluate
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and classify the techniques of managers; between revised
processes are schedules, accesses and controls; they also
highlighted the strengths and weaknesses of the reviewed
managers [29].

The authors reviewed three blockchain-based identity tools
and presented digital identity concepts; the comparative fea-
tures are user control, supervised use, identification, tech-
nology benefits, integration and user experiences; among the
highlighted approaches are identity control, a non-centralized
identity, simple verification; they affirmed the need for iden-
tity management systems on blockchain [30].

The authors reviewed the references about health sys-
tems on blockchain, they presented general architectures,
described the Ethereum and Hyperledger platforms, authen-
tication, data storage, information security and privacy [31].

This document proposed a biometric security scheme
aimed at the user and allows them to encrypt their own data;
the storage provider cannot decrypt the biometric data of user,
this does not allow the attacker to see the data; uses distance
in X andY vectors for encryption; authors ensure security and
privacy, and affirmed their efficiency in pcs and phones [32].

This document presented an architecture for federating
spatial databases, such as the formation and grouping of
common data; through a framework for a secure data center
made up of layers [33].

The authors assessed fingerprints to identify people of
any age, including minors; they tested two hundred thousand
footprints belonging to 134 thousand people; for the purpose
of being able to identify people in access from any age
regardless of their age advance or change inmusclemass [34].

To protect patient confidentiality, data security, prevent
unauthorized access, prevent theft or data manipulation;
the authors applied multi-secret keys and a controller that
helps encrypt or decrypt digital medical images in a health
database; the architecture encrypts the images in the sender,
it travels encrypted to the recipient, the receiver decrypts the
image and saves it in the database [35].

The authors presented a distributed storage scheme with
erased encoding; the information in this schema performed
processes that encoded using algorithms, generated a key,
and divided it into blocks; the shared blocks were rebuilt
and with the generated key the packets were decoded; the
implementation of this scheme provided security for storage,
but with problems with denial-of-service detection, blocks
affected by attackers cannot be recovered [36].

The authors proposed a cloud storage framework with
access controls with the use of blockchain technology; the
accounts that provided the blockchains are externally owned
with private keys generated by administrators; Smart con-
tracts provided storage security with algorithms according to
the schemes posed by the authors; the algorithm posed by
encryption attributes prevented attackers from having unau-
thorized access to storage [37].

The authors proposed reliably storing and verifying data
by using blockchain in the system; the system implemented
an algorithm that collects metadata for the creation of the

TABLE 1. Evaluation models.

blocks, the administrator performed a signature validation
process with the data entered; the blocks were also modified
according to the number of messages that were presented;
as a result reliability was obtained in the storage of the data
according to the verification throughout the process [38].

The authors performed a blockchain analysis with a focus
on systems with large data storage; the use of blockchains
provided reliability in the data that is stored in the system,
the stored data was encoded; Smart contracts ensure the
encapsulation of data and according to the permissions of the
administrator, users participated in the blockchain network;
as a result of the analysis, the use of blockchain ensured that
the information was handled appropriately [39].

The authors proposed the implementation of a blockchain
technology-based data management system in accordance
with the general data protection regulation; users allowed the
service provider to have their data collected, the provider
managed the data that was used to transact; a third party
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providing the system services to users that interacted with
the service provider; the design implemented resulted in a
reliable and secure management of personal data [40].

The authors provided query protocols for private databases
with a focus on the confidentiality of the data that the user
queries; the customer requested a data query and the method
provides security on the data using encryption; the random
database is secured by end-to-end encryption keys; as a result
of the implementation of the security protocol in queries,
more reliable data and data hiding were obtained from poten-
tial threats [41].

The authors proposed blockchain segmentation for block
storage with a single copy; the model allowed the blockchain
blocks to be segmented according to the amount allowed by
the model, the segments took the number of nodes in the
system; the allocation of storage in the blocks was entered
according to the links; as a result, storage requirements could
be reduced according to the blockchain system, without com-
promising system security [42].

The authors proposed an attack detection method based on
elastic grouping; implementing the method provided greater
security according to the different detection methods; the
method helped eliminate redundant information in the sys-
tem, early detection of the attack provided an accuracy of
the behavior of attackers; as a result, an automatic behav-
ioral analysis was obtained, identifying the traffic of the
attack [43].

The authors proposed a mechanism to optimize system-
based storage for node volume reduction; the consensus algo-
rithm ensured the distribution of data in a public blockchain
system; the raft algorithm guaranteed the subdivision of the
nodes according to the term of each node was chosen a
leading node and response nodes; as a result the mechanism
used ensured a reduction in the volume of data storage for the
security of stored information [44].

The authors proposed an analysis on the use of an
on-premises database against a cloud-hosted database and
the management of both cases; a test base was implemented
for each environment, they implemented modules to identify
the number of user interacting with the data, developing
an application for according to the on-premises or cloud
model had a different structure; analysis of the comparison
between the different bases was carried out under the supervi-
sion of the administrators visualizing the advantages of each
database [45].

The author proposed a scheme for practical tasks in secure
information transactions; two separate processes were imple-
mented, the advance delivery of the data that allowed the data
to be delivered in an encrypted form from one end to the other
with an identifier in the desired data; the acquisition of tags
that I identify to the data by means of a label for quick search
of information; the implementation of the schema helped that
the transaction of the data is carried out in a secure way from
the user to the database [46].

The authors proposed an information protection scheme
using a blockchain system; implemented a data storage

protocol to ensure user privacy in the system; used smart
contracts for network monitoring, with the implementation
of smart contracts obtaining results from compliance with
established policies; as a result of the implementation of
the ring signing scheme they obtained a system with a high
privacy rate in user data [47].

The authors proposed the use of dataminingwithout affect-
ing the information that is stored in the database; the data
obtained privacy in the moment that transferred to other data
mining servers, the user information was transmitted without
affecting privacy; data detection and extraction processes
were carried out using a system-supported format; as a result
of the implementation, it was possible to have a degree of
privacy in the data at the time of data manipulation [48].

The authors proposed an analysis of a technological com-
puter security system for the identification of internal threats;
they determined the behavior of anomalies found through a
thorough study using the qualitative methodology; the study
determined cases with the best data reliability and informa-
tion quality; as a result of the study, the need to educate
users that handle information and commit information to third
parties was identified [49].

The authors proposed an analysis of the structure, devel-
opment and study of information security risk; the number of
countries that implemented information security was deter-
mined, in accordance with network and information technol-
ogy; the effective way to improve a level of security to the
database was analyzed; as a result of the analysis, useful ways
were used in accordance with global statistics to effectively
manage information security risks [50].

The authors in this article proposed the analysis of
hierarchies to preserve the data and information of people;
experiment with a set of published data for detailed review
according to the methods employed by the authors; they
created the intervals in the search results of the tables for
group creation according to the method to anonymize the
data; as a result, three hierarchical models were obtained
according to the number of nodes found to overcome the
limitations [51].

The authors proposed an evaluation of the different
anomaly detection algorithms to mitigate risks in systems;
information was obtained on how the implementation of
algorithms helps filter that happens in communication chan-
nels; determined the use of few resources in the use the
hybrid anomaly detection algorithm; we compare a model
and the algorithm is used independently for attack detec-
tion; as a result of the analysis, it was determined that the
hybrid algorithm is accepted according to the threat detection
efficiency [52].

The authors proposed the implementation of reliable exe-
cution environment technologywith an authentication system
to improve security in the database manager; the security
system was implemented independently, each database was
stored separately for each application in the system; applica-
tions and the manager communicated through a secure chan-
nel, and was assured in the execution of the consultations; as a
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TABLE 2. Cybersecurity attacks.

result, an authenticated encryption system was implemented
to protect the confidentiality of data [53].

The authors proposed implementing an architecture using
blockchain in a database for the availability of records; they
used a mechanism for users to view stored logs and blocks
were encrypted for the transfer of records to the database; an
Ethereum blockchain system was also used for the transfer
of information according to the identifiers of each block; as a
result it was determined that records cannot be altered by any
user when the data is viewed or transferred [54].

B. METHODS
To carry out the study, the different articles were analyzed to
list the possible threats that a database may suffer, according
to the results of the analysis it was possible to determine the
following.

1) LIST OF ATTACKS
Computer attacks are established as malicious acts by a group
of people seeking the vulnerability of the system to cause
damage to an infrastructure.

2) GLOBAL ATTACK REPORT
Data on total losses for the past 5 years were collected,
the total loss was determined to be $10.2 billion; the formula
determined that the average reported threats are 341,523.6 per
year; the data collected is globally and dollar loss can be
calculated based on threats found and reported.

FIGURE 1. Reports vs billions of dollars globally.

Figure 1 has a study of the last 5 years in relation to money
involvement, here in 2019 a loss of $3.5 trillion was reached
with a rate of 467,361 complaints [55].

The countries that are affected by cyberattacks are: first,
this UK obtained the highest rate 93,796 victims; in tenth
place is Argentina with an index of 578 victims; in 20th place
is Russia with a rate of 349 victims.

The mathematical sustenment for measuring Reports vs
Millions of Dollars globally is formula (1)

AT =

n∑
i=1

xi

n
(1)

Here:
AT is the average billions of dollars lost over the years.
n is the number of years.
x is the function based on the number of years.

3) PROPOSAL
• Evaluate security models
• Targeted for a public organization
• Adopting Blockchain technology to manage security
• Define an architecture to manage the security of a
database

• Define the steps to run security management

III. RESULTS
The results of this phase are:
• Evaluation prototype of a database security model
• Blockchain security management architecture prototype
for a database

• Algorithm prototype of security for databases
• Logical structure of the management system on
Blockchain

• Prototype to mitigate Cyber Attacks

A. EVALUATION PROTOTYPE OF A DATABASE
SECURITY MODEL
From the references, we adopt some specific functions or
parameters to form the evaluation prototype, below, we detail
each parameter:
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TABLE 3. Evaluation prototype.

User definitions, roles, system parts, and system access
were adopted from the functions to save and direct people
or process entries to the system and database [25].
User activity log, the structures of activities and actions

were adopted to save in a log the movements of people
browsing between the application options or make requests
to the database; it also proposes an alarm process to system
administrators called Alarms in bad user actions [26].
Access reports and real-time monitoring a process was

adopted to save the movements of users; this process must
have as parameters the user, name of the process, date, time,
action taken, identification of the computer or device [28].
Structured database or independent database was adopted

the idea to know on the basis of the database, because the
identification of users must be validated and certified in
organized data: in addition from this reference the func-
tion is proposed to determine whether the security access is
encrypted [30].
Encrypted or biometric security access was adopted the

model to know if an encrypted security access exists, the iden-
tity credentials must be encrypted for better user secu-
rity [35]; the study revised the model to see if there is a
biometric access scheme for the evaluated system [32], [34].

Our structure is easy to evaluate to determine whether a
platform, systems or application has the minimum-security
functions to protect the database, this structure is
auditable [27].

A list of 12 items was proposed to assess security in a
database, the evaluator or auditor should measure each item
with 0 or 1; 0means that it does not have the function; 1means
that if you have the function; the list of functions is described
in Table 3.

Three types of measure were established by ranks; all
binary results of the elements are sued, and the score is given
according to the following range:

Between 0 and 4 is low score
Between 5 and 8 is half score
Between 9 and 12 is high score

TABLE 4. Evaluation prototype.

The score of the evaluation is expressed in formula (2)

Pm =
y∑
i=0

n∑
r=1

f

(1+ s)y
(2)

Score = P∗m(md + mi+ mp) (3)

Here:
y are the years of the system.
n is the number of functions; k is every function.
s is the number of systems connected to the database.
md are the months of system design and database.
mi are the months of system and database implementation.
mp are the months of unit testing of the system and

database.
In the example below is a simulation with random values

0 or 1; in the evaluation prototype, the result of this measure
with the lowest score obtained, the evaluation of a security
system in an organization was carried out; and thanks to
the results, the scenarios were analyzed and the decision of
administration is to improve security; system results were
also analyzed while performing better with the highest score;
with data collection is evaluated in the field of action and the
prototype used to achieve an improvement in the system.

The application of the evaluation prototype is interpreted in
functions that have zero value, must be attended, considered,
and implemented; the score is to publicize how under the
system in your database security.
Example:
In the example below, the result of this measure was

achieved an assessment of the security system and thanks
to the results the scenarios could be analyzed and actions
were taken to improve security; system results were also
analyzed while performing better with the highest score; with
the collection of data were evaluated in the field of action,
the prototype used and we determined an improvement in the
system.
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FIGURE 2. Architecture prototype of a database security management on Blockchain for a database in a
public organization.

B. ARCHITECTURE PROTOTYPE OF SECURITY
MANAGEMENT ON BLOCKCHAIN FOR
A DATABASE
A five-layer architecture prototype was proposed to secure
public organization information and better manage sensitive
data.

User layer: With this layer we identify how users in the
organization or external users interact with the system and
database; these media are mobile devices, desktop, laptops,
tablets.

Application layer: All system applications in the public
organization are stored in this layer; this app is based on a
client-servermodel, here are web pages, desktop apps, mobile
apps, remote access applications.

Service layer: Defines business rule and data manipulation
language elements in the organization; provides the availabil-
ity of the data, through SQL statements the data is stored,
modified, or deleted.

Database layer: In this layer you will find the different
servers of the organization, here are the data accessed by
users and database administrators; different servers were
determined according to the organization that needs to be
deployed.

Blockchain layer: here is the system that will help manage
database security through Blockchain platforms; the platform
helps to manage users belonging to the organization users
outside the organization.

In the prototype presented has a hybrid Blockchain net-
work, formed by the Hyperledger and Ethereum platforms

in the system applications that users use; for the private
part the Hyperledger platform will be used for the manage-
ment of users belonging to the public organization; through
income credentials stored on nodes, private users access the
information that only the Blockchain administrator allows;
while Ethereum provides external users with access without
the need for some kind of credential, through the intelligent
contract provided by the platform; this contract will be an
agreement between the organization and the user to access
the information.

Figure 2 establishes the idea of management security on
a hybrid architecture; is composed of Hyperledger for the
accesses of the internal staff and Ethereum for external
access.

Administrator roles: Takes care of system definitions and
database servers in your organization in the face of potential
threats; design, documentation, and compliance verification
of security policies for the system and users; perform main-
tenance of the data of organization to ensure availability,
integrity, and availability; constantly monitor security alert
systems to gain control and counteract a possible unautho-
rized access attack; keep track of users, passwords, and access
to apps in your organization; performs the execution of a
backup schedule of data stored on the databases; through the
audit of the information system, the administrator performs
a system scan to identify potential system vulnerabilities; the
study of this audit improves the system to achieve application
and database efficiency; by retrieving data, the administrator
plans to back up the data in the event of potential database
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corruption; this data can be restored to another alternate
server; with data export and import, the administrator extracts
or imports the data to the same server or to alternate servers;
with data masking, data is encrypted, the blockchain manager
identifies the data that this process should be performed;
sensitive data is usually encrypted as login credentials.

Examples of architecture in public organizations:
Ministry of Education: here the managers of the insti-

tution through Hyperledger access with their credentials to
the system; the Blockchain administrator provides privileges
according to the position at the institution; either entry or
modification of student notes; students and parents through
Ethereum access the data of institution for the verification of
notes in subjects.

By the security provided using blockchain, the information
contained in the blocks is encrypted; this information is not
altered and has a unique identifier, the Blockchain adminis-
trator gives the privileges of a specific block to the required
node.

Internal Revenue Service: Users of the organization
through Hyperledger permissions store records of tax returns
of individuals and companies in the database; this data is
available through the web portal of entity; through permission
of Ethereum, individuals or companies make their records of
the statements and also view the statements in the database.

Smart Contract Functions:
Register Private User: base administrator makes records

of persons belonging to the public organization; these users
typically interact with the system and are on the Hyperledger
network.

Register public user: Update of external persons of the
public organization, such as suppliers, citizens, taxpayers,
private companies, among others; are on the Ethereum
network.

Remove User: User is inactive for access to the database of
organization.

Edit User: Performs maintenance on user data; either by
errors in the information, as a refresh in your data.

Log event in Hyperledger log: Logs private user move-
ments that occur in the database.

Log event in Ethereum log: Records the movements of the
public user that occur in the database.

Validate User: Verification of user access data if it is inter-
nal or external in the public organization.

Assign access to the user: Managing detailed control over
users to access the system using login credentials.

Update Roles: Maintaining the permissions that the admin-
istrator provides to the internal or external user of the public
organization.

Assign Role to User: Defining the permissions that the
administrator provides to the user of the processes that are
deployed.

Validate User Request and Process: Verifying the permis-
sions the user requires to use.

The mathematical livelihood for measuring the average
number of connected users in the blockchain system was

raised in the formula (4)

UBC =
UEthereum
UHyper

(4)

Intermediaries are calculated with the following summary
proposed in the formula (5)

NoS =
i=1∑
n

xi (5)

To measure the efficiency of the architecture we have
proposed the formula (6)

E = 100−
(
U∗BCNoS
√
ReDB

)
(6)

In formula (4) variables are used, UEthereum is the number
of users outside the public organization, located on Ethereum,
UHyper is the number of internal users of the public organi-
zation, located in Hyperledger

In the calculation of the formula (5) the Variables Services
is determined is the number of services located in the Services
layer, App is the number of applications that the organization
has, located in the Applications layer and FunctionSC that is
the number of functions of the smart contract, located on the
blockchain platform, within the sum.

Variables were used to measure the architecture, Ubc is the
average number of users using the blockchain system.
ReDB is the number of records in the public database of

organization.

FIGURE 3. Efficiency analysis of a database security system.

Figure 3 presents the simulation in twelve scenarios; the
first scenario has 89.95% efficiency with 9975 users, 55 pro-
cesses and 100916 records in the database; the sixth scenario
has 98.98% efficiency with 6364 users, 44 processes and
308729 records in the database; the tenth scenario has 99.50%
efficiency with 2385 users, 48 processes and 237229 records
in the database.

Testing results from 89.95% to 99.50%, we infer that archi-
tecture efficiency is maintained at the same level based on the
number of database records.
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FIGURE 4. Efficiency analysis of a database security system.

Figure 4 presents the second simulation that allowed to
denote the effectiveness according to the number of users
connected, in the first scenario a total of 7064 users were con-
nected to the platform using 47 processes, with an effective-
ness of 98.75% and in the last scenario a total of 8385 users
connected with 43 processes used with an 97.97% effective-
ness were recorded.

FIGURE 5. Efficiency analysis of a database security system.

Figure 5 found several scenarios above 90% efficiency,
in the first scenario you will connect 8587 users to the system
that used 45 processes with a 97.87 era and the last scenario
with 7543 connected users that used 53 processes with a
95.40% era.

Each simulation performed on this model was determined
by randomly taken data, this data was assigned in an Excel
table according to a range close to reality; the data studied
were analyzed through a conventional system used by the
entities; each data refers to the number of users, number of
processes performed by users in a certain time, the logs that
are stored, the number of applications within the system used

by users; the users identified for this process are users with
Hyperledger and Ethereum system, using the smart contract
system; the database of data storage, execution times, use
of processes and functions; for the measurement of the effi-
ciency of the architecture were used each of the actors related
to this model already exposed above.

Efficiency is given according to the results of the simula-
tions performed by us, the data were entered according to the
studies carried out; adopting the above formula (6), the results
of the efficiencies were determined.

The values of variables with random values were deter-
mined in the simulations; external users of the organization
or entity were determined as UEthereum, the range of this
variable is between 1000 and 10000 users; internal users
of the organization were determined with UHyper and the
variable range is between 50 and 500 users; for applications,
services and futions were determined with the variables App,
Services and FunctionSC are between 10 and 20 programs
each; records were determined by the ReportDB variable and
the range of values is between 100000 and 500000 records
in the database; We form three groups, users on blockchain
containing internal and external users, architectural processes
containing the number of applications, services and functions
of the smart contract; database that contains the square root
of the number of records in the DB.

Figure 3 presents the efficiency values with the best effec-
tiveness rate according to the requirements of the architec-
ture; formula (7) calculates the averages of the values of each
previously performed simulation:

AEf =
Scenarios∑
i=1

Efi (7)

The overall average of architecture is presented in sim-
ulated scenarios; for this exercise is 97.74% on average in
efficiency, in the second simulation 96.68% efficiency was
achieved and the last simulation achieved 96.80% efficiency.

C. ALGORITHM PROTOTYPE OF SECURITY
FOR DATABASES
The management of information and application processes
in public entities in Latin America are sometimes a problem
of execution by users in the system; the users that were
handled on the system are users of the entity and external
users, each user presented a different type of role; according
to the architecture of the previous point and by studying the
important factors a door was found to the system that allowed
users to enter the system.

The scenario being raised was similar to the architecture
design, according to the type of user, the system used its
authentication method with encryption for a possible infor-
mation theft attack; the system compared with the data pro-
vided by the user with its database, for access to the system;
the role verification process was performed and according to
the results obtained, users used the processes; important fac-
tors for algorithm performance required actors for each step
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throughout the process; requests to use processes by users,
application response, and information support throughout the
process.

The users that intervened in the system according to the
architecture model were Ethereum blockchain users and
Hyperledger blockchain users; in view of the problems
exposed, it was necessary to record the events carried out
throughout the process; according to the requirements of the
entities a security process was needed for users to have secu-
rity in the data they provided or searched; the data obtained
at the end of each session, was of great importance that I pro-
vided a security system that complied with the requirement.

As a study of the above we proposed an algorithm of
access to the database on hybrid architecture in a public orga-
nization; this algorithm provides management in database
security. Figure 6 presents the steps in flowchart techniques.

The mathematical sustenment of the algorithm is the
formula (8)

LdR =
BCEntries
TotalEntries

∗ 100% (8)

Here:
LdR is the request payload on the system according to the

blockchain entries.
BCEntries is the number of Ethereum or Hyperledger

blockchain entries.
TotalEntries is the total number of system entries made by

users.
This algorithm handled a user validation system, so

accessing the application required permission from the
administrator; according to the permissions that the
Blockchain administrator provided to the user, internal or
external users perform necessary processes on the system;
this helps organizations seeking improvement in the data
logging system and will depend on their application; the
algorithm will complement data security through Blockchain
and keep track of permissions, accesses and movements,
these remain immutable.

To determine the load of the login request system,
the established formula of the number of Hyperledger user
entries in the system and also the total number of user input
was established; in the simulation we determined a total
of 850 entries throughout the system, of the entries made,
there were a total of 560 entries of Hyperledger users; cal-
culating determined a request load of 65.88% load on the
system.

This will help the blockchain system administrator the
ability to identify the load according to the connected users
of the different platforms.

To measure the minimum probability of efficiency of the
algorithm we proposed the formula (9)

MP =
(
1−

1
Us ∗ Rq

)((U∗s Rq)−5)

(9)

Here:
MP is minimum efficiency by the number of connections.

FIGURE 6. Algorithm prototype of security for databases.

Us is the number of users connected to the architecture.
Rq is the number of requests per user.
U and Rq is the number of transactions performed.
Division is to maximize the probability of efficiency; the

power is to get the minimum efficiency of the algorithm; it
subtracts 5 because they are 5 layers of the architecture.

In the following cases, simulations were performed to
measure the effectiveness of the algorithm used, according
to the number of requests that users make to perform a
transaction; users involved in the algorithm are identified
according to the type of blockchain they use to interact with
the system; formula (9) was used in the simulations to identify
the probabilities in the efficiency of the algorithm so the
results presented below were obtained:

The simulation presented the following scenarios: from
5 to 30000 connected users and a random number of requests,
both are on the X axis; the minimum probability of efficiency
is on y-axis; for 10 users with 2 requests each, there is 59.05%
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FIGURE 7. First simulation used to measure the efficiency of the security
algorithm.

FIGURE 8. Second simulation of the efficiency of the database security
algorithm.

minimum efficiency shown in Figure 7; for 45 users with
3 requests each, there is 40.44% minimum efficiency shown
in Figure 8; for 1000 users with 4 applications each, there
is 36.83% minimum efficiency in Figure 9; for 25000 users
with 6 requests each, there is 36.79%minimum efficiency; for
30000 users with 3 requests each, there is 36.79% minimum
efficiency; this tells us that by increasing the number of users
and requests, the efficiency of the algorithm is above 36.01%
in the first simulation and 36.79% in the other simulations.

D. LOGICAL STRUCTURE OF THE MANAGEMENT
SYSTEM ON BLOCKCHAIN
We proposed a security management model for public organi-
zations, this model helped user interaction with the database
(Figure 10); blockchain platforms allowed access to different
services according to the permissions that users or members
of the organization held; using the logical model shows the
relationships of the tables, the user table contains the data of
external users and users belonging to the organization; the
Roles table contains the different roles of a user in the organi-
zation and the generic roles of external users; the system table
contains the system status; the Applications table contains
the means for the user to interact with the service within the
system; the encrypted key table contains the keys of system

FIGURE 9. Third simulation of the efficiency of the database security
algorithm.

FIGURE 10. Logical structure of the management system on Blockchain.

users; the login table contains the data of the created session,
the time and date the user enters the system to keep track of
the events or interactions.

The mathematical sustenment of the logical structure is
applied in formula (10)

SysPerf =
DS−DF
Uc∗
√
Up
∗ 100% (10)

Here:
DS is the amount of data interactions the user has with the

system.
DF is the number of failed interactions that occur in the

system.
Uc is the total number of users connected to the system
Up is the number of processes that users use during all

interaction with the system.
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Simulation is presented with random inputs to the system,
users interact directly with the data entry to the tables or make
use of the services and that have system failures.

FIGURE 11. First simulation of the performance of the database security
management system.

Figure 11 a simulation consisting of 14 scenarios was pre-
sented, users enter the system and in each scenario consists of
a certain number of users connected to the system; each user
makes the request for the processes covered by the system;
each user has a success rate and a failure rate in the instant of
interacting with the system; as we see in the graph in the first
scenarios we have an efficiency of 48.22% this is the case
with the most failures in interaction with the system; in the
seventh scenario we have as an efficiency of 86.27% this is
the case with the least failures at the instant of performing an
interaction with the system; this tells us that according to the
permissions that users have, the efficiency of the system was
established in optimal conditions with lower failure rate.

FIGURE 12. Second simulation of database security management system
performance.

Figure 12 simulation was presented with a medium failure
rate around 55%, in the first scenario you can visualize an
85.07% simulation with less failures in interaction with the
system; the average in this simulation denotes that there is an
effectiveness of between 50.95% to 88.25% at the time the
user makes the request for the service; according to the results
obtained, users had a failure rate of approximately 50% so the

possible factors that intervened to occur the displayed on the
graph.

FIGURE 13. Third simulation of database security management system
performance.

The last simulation performed is shown in Figure 13, users
enter the system and make the request to the system pro-
cesses; the percentage of effectiveness is displayed so that the
task is met with the lowest failure rate; in the first scenario
we have an efficiency of 86.71% with interaction, using
established processes; the last scenario we have an efficiency
rate of 66.93% being considered an acceptable efficiency rate
compared to the tenth scenario with a rate of 41.59%.

E. PROTOTYPE TO MITIGATE CYBERNETIC ATTACKS
A prototype was proposed to detect threats on the network;
according to the studies carried out in the document, threats
were found that may compromise the information of the
public entity; Figure 14 depicts a frequent attack on systems.

As a mathematical sustenment to measure the probability
of the arrival of an attack on the system is shown in the
formula (11)

PA(n) =
(λA)ne−λA

n!

λ =
Wt

t
(11)

Here:
PA is the probability of an attack occurring in the system.
λ is the average number of processes used in the system by

the user.
n is the number of threats that need to be measured.
Wt is the number of processes used by users.
t is the runtime that delays the process in performing the

task.
To determine the probability of an attacker performing

three attacks entering the system using the man model in the
middle, a scenario with 5 processes were performed for two
and a half minutes; formula (11) determined a 19.53% chance
of receiving an attack on the database system.

With the information received, convergence with the archi-
tecture was determined to identify threats in systems that may
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FIGURE 14. Graph representative of a man-in-the-half attack on the
database system.

be affected; security management with information technol-
ogy that is handled by database system administrators are
responsible for mitigating vulnerabilities; applying the results
of the different methods can identify errors in the network
and apply changes to improve the system of public entities
by being a target of attacks by third parties.

IV. DISCUSSION
According to the results obtained by the prototype of the
architecture that we have proposed; the interaction of internal
or external users, applications and a good management of
database security by administrators, ensured the efficiency of
the system employed; through blockchain the system allowed
security from the first interaction with the system to the
storage in the database.

Architectural prototypes and security algorithm ensure
application usage in accordance with established permis-
sions; the logical model and evaluation model of a public
organization focused on the analysis and management of per-
missions according to users that interact with the base; being
an information exchange model, better data management was
achieved in the system by applying blockchain, the prototype
to mitigate the attacks and the proposed architecture focused
on identifying the communication channels so that they could
identify the problems that arise in the system.

In the analysis that we carried out, there were cases of
systems that adopted a system similar to that proposed by us
as in Table 5; a hybrid blockchain management model was
applied for the adaptation of the architecture prototype; This
made it easier for the administrator to identify and maintain
control over users that interact with the system, to have data
security.

TABLE 5. Cybersecurity models.

The proposed prototype does not determine the system
implementation values, so implementation will depend only
on the country that wants to adapt our proposal.
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In the article [2] algorithms were used to minimize the
arrival of an attack; in the articles [3] and [21] a client-server
application was used; in the article [6] a cheat database was
used: in the article [7] a contingency plan was used; in the
article [8] a risk model was used for information security
control; in the article [16] an algorithm was used to detect
activity in the system; in the articles [18] and [19] an asym-
metric encryption algorithm was used.

According to database security models, it is necessary to
implement management for data reliability to public entities
systems; in this way the efficiency of the system would
provide entities with protection of user interaction with the
system of the organization.

Establish risk assessment models, system monitoring and
strategies against malicious entries in public organization
systems.

V. FUTURE WORKS AND CONCLUSION
It was concluded that the prototype of the proposed archi-
tecture on a hybrid blockchain model provides an optimal
security system for public organizations; according to the
architecture simulation, the database has greater effectiveness
up to 99.50% in security, this simulation was performed by
means of random data based on real situations.

The security assessment prototype provides public organi-
zations with better management of system resources, better
control over users interacting with the system, and a study of
possible improvements the system may experience.

Public organizations are guaranteed through the security
algorithm to have an identification of users according to the
permissions provided by the blockchain administrator.

In the future, we proposed the application of database
security systems for countries with high rates of cyberattacks
in public organizations in Latin America.
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