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ABSTRACT A large number of facts prove that Global Navigation Satellite System (GNSS) has certain
security risks and is threatened by attacks. In particular, GNSS civilian signal receivers have some vulner-
ability in responding to spoofing attack and jamming attack, because the format and modulation of GNSS
civilian signals are public. Based on the concerns of existing GNSS spoofing scenarios, this article reviews
the research on GNSS anti-spoofing technologies from two aspects. In this article, the strategies of spoofing
attacks discovered at this stage are classified in detail, the protection effect and scheme implementation
complexity of various anti-spoofing techniques against spoofing attacks are analyzed from the perspective
of signal-level and data-level. More specifically, we comprehensively analyze the ability for the combined
anti-spoofing methods at the signal-level and the data-level to protect from combinations of different
spoofing attack. Finally, the future development trend and potential research direction of GNSS anti-spoofing
technology are summarized and predicted.

INDEX TERMS GNSS civilian signal, spoofing, anti-spoofing, jamming attack, signal-level, data-level,
attack.

I. INTRODUCTION
In recent years, global satellite navigation systems have been
applied to all aspects of our lives. Real-time location, accu-
rate time information and speed information are obtained
through the navigation signals transmitted by artificial
satellites [1], [2]. These information are widely used in elec-
tric systems, finance systems, communication systems, trans-
portation systems (as shown in Figure 1) and other fields
to provide our lives for great convenience [3]–[5]. Once
the information security of the satellite navigation system
is destroyed, the receiver receiving the wrong satellite data
would mislead the user to generate the wrong positioning
information [6], [7], which may have an impact on our daily
life and even potentially dangerous [8], [9]. In addition,
the band resources are limited. As the construction of modern
communication will cause the frequency band to become
crowded and there will be mutual interference between them,
this will also cause the positioning of the GNSS receiver
to deviate [10]. Since most of the current civil satellite
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navigation systems are characterized by information trans-
parency and signal openness [11]–[13], these systems are
likely to suffer from information tampering and entity cam-
ouflage attacks.

After intercepting the real navigation signal sent by the
satellite, the attacker deliberately tampers with the naviga-
tion information carried by the satellite signal to achieve the
purpose of information tampering. Due to the lack of secu-
rity protection measures such as authentication, the receiver
cannot guarantee whether it has been subjected to tampering
attacks. If the spoofed information is received as authen-
tic navigation message, the spoofed information could lead
receivers to incorrect positioning or timing [14].

Entity camouflage attacks are mainly aimed at the cur-
rent BeiDou satellite navigation system. At present, most
receiving user terminals of the current global satellite nav-
igation system can only receive navigation message and
cannot contact the GNSS control center. Most receivers of
the BeiDou satellite navigation system have short message
function that can be used to communicate with some ground
facilities. However, the short message lacks effective infor-
mation authentication means and is easily forged by the third
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parties [15]. This situation causes the receiver to receive an
erroneous command that misleads normal operation. Con-
sidering the security of future civil satellite navigation tech-
nology, countries have introduced information authentication
technology for their own navigation systems, such as the
GPS system of the United States [1], the BeiDou navigation
system of China [15], the Galileo system of the European
Union [16] and so on. From the perspective of the receiver,
how the receiver guarantees the integrity of the information
from the information authentication center is also one of the
issues to be considered. In other words, the receiver needs
to be designed to meet the requirements for information
authentication.

A. BACKGROUND OF THIS SURVEY
Since the satellite works far away from the earth, the signal
received by the receiver is very weak and is easily affected
by deliberate interference and accidental interference. The
accuracy and integrity of satellite navigation signals cannot
be guaranteed [17]. The Interface Control Document (ICD)
of civil GNSS have detailed descriptions and accounts of
relevant parameters such as carrier frequency, modulation
mode, navigation message, etc. for civil satellite navigation
signals [18], [19]. The spoofer can easily forge the real satel-
lite navigation signal through technical means and then send
spoofing signals to the receiver through a certain spoofing
strategy. This kind of spoofing has a strong disguise, making
it difficult for the target receiver to find out that it has been
deceived in time. The receiver could get the wrong pseudo-
range, location and timing according to the spoofers’ prior
assumptions.

On the military side, Iran interfered with the Global
Positioning System (GPS) equipment of the US RQ-170
‘‘Sentinel’’ drone by using spoofing attack to control the
drone landing in December 2011 [20], [21]. At that time,
the unmanned reconnaissance aircraft was carrying out the
task of collecting information on the construction of nuclear
facilities on the Iranian side. After being discovered by the
Iranian military’s monitoring device, the Iranian military
adopted deceptive attacks to make the unmanned reconnais-
sance aircraft receive wrong instructions. The Iranianmilitary
successfully tampered with the message information trans-
mitted by the control section to the receiver, causing the U.S.
unmanned reconnaissance aircraft to deviate from its original
operating route. After the ‘‘Sentinel’’ unmanned surveillance
aircraft was successfully seized, the United States had to
admit it. In December 2012, Iran announced that the US
Scanning Eagle drone has been captured by using the same
technology [22]. In January 2016, two small patrol boats of
the US Navy deviated from the original navigation route into
Iranian waters. The incident is likely to be caused by Iran’s
spoofing tomake the corresponding vessel lose its connection
with the US military. The Iranian side used spoofing tech-
niques to guide the vessel into the wrong waters and make
the vessel be detained [24]. In June 2017, the US Oceanic
Administration found that at least 20 ships near the Russian

New Rossik port had incorrect GPS positioning, and believed
that the Russian side was likely to be testing new technologies
for GPS spoofing [25], [26].

On the academic side, the research team led by Professor
Todd Humphreys from the University of Texas successfully
controlled a super yacht’s navigation system using only one
laptop, a small antenna, and a cheap GPS spoofing jam-
mer in 2013 [23]. In 2017, research units such as Stanford
University, the University of Texas at Austin, and Cornell
University have also shown through experiments that GNSS
receivers are highly vulnerable to spoofing and it is difficult
for users to detect the presence of spoofing attacks [6]. At the
hacker security conference held in Amsterdam, the Nether-
lands in April 2013, Hugo Teso, an engineer from a German
cyber security company who was also a commercial pilot,
announced that after many years of hard work he developed
a set of PlaneSploit applications that can bypass aircraft
Security check system and take over computer systems on the
aircraft. In this simulation, Hugo Teso ‘‘PlaneSploit’’ fully
controlled the aircraft, successfully changing the flight route,
changing the air-conditioning settings, and even crashing the
aircraft [21].

On the civilian or national security side, In March 2014,
the flight MH370 from Kuala Lumpur International Airport,
Malaysia to Beijing Capital International Airport was lost.
No wreckage has been found so far. Some experts specu-
lated that MH370 was likely to be attacked by deceptive
interference, causing it to deviate from the route and crash
after exhausted fuel. From a technical perspective, spoofing
attack technology has this potential attack power, and this
possibility is not ruled out at the moment when there is
no conclusion on the incident [21]. Spoofers, such as, ter-
rorists use civil navigation signals with open, unencrypted,
unauthenticated defects to tamper with civil aviation com-
mand information. In other words, the act of ‘‘hijacking’’
has become easier than imagined, and this possible behavior
has directly threatened the lives of the people. The security
of civil satellite navigation signals requires more means to
implement. The issue of signal authentication is also immi-
nent. As the world attaches more and more importance to
the safety of certification of civil satellite navigation signals,
the US Congress issued certain requirements in the ‘‘Federal
Aviation Administration’s Modernization and Reform Act
of 2012’’ issued in February 2012. The FAA needs to include
all drone systems, including commercial drones, under the
management of national airspace by September 2015, and
develop corresponding safety plans. In 2016, More than
50 GPS interference incidents occurred in Manila Airport in
just three months [27].

These four applications are power system, transportation
system, financial system and communication system. Among
them, the application of the GNSS system in the power and
financial systems is mainly in terms of timing, and the appli-
cation in the transportation and communication systems is in
terms of timing and positioning. The solid line of the border
in Figure 1 is mainly used to isolate the four application
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FIGURE 1. The application of satellite systems in people’s daily life.

aspects. The solid lines with arrows in the figure indicate
the transmission of information, and the solid lines without
arrows indicate the classification of applications.

The above examples have proved that civil navigation
systems have obvious security risks in the face of spoofing
attacks. For example, at some unknown time in the future,
attackers use this security flaw to deceive our daily lives and
infrastructure, such as transportation systems, communica-
tion systems, power grids and other basic system facilities.
The effects of deception can disrupt people’s normal lives
and cause unpredictable property and security consequences.
Therefore, in order to highlight our background, we will
detail the background in the form of civil or national security,
military and academic classification.

The application of the GNSS system in the power and
financial systems is mainly in terms of timing, and the appli-
cation in the transportation and communication systems is in
terms of timing and positioning. The solid line of the border
in Figure 1 is mainly used to isolate the four application
aspects. The solid lines with arrows in the figure indicate
the transmission of information, and the solid lines without
arrows indicate the classification of applications.

B. TYPES OF CIVIL GNSS THREATS
In order to highlight the background of the upcoming satellite
spoofing technology, we mainly divide the jamming systems
to satellite navigation receivers into two categories: jamming
attack [28], [29] and spoofing attack [30]–[34], and spoof-
ing attack is divided into forwarding spoofing attack and

generating spoofing attack according to the generation of
deceptive signals. The specific attack classification (taking
GPS as an example is shown in Table 1) and the schematic
diagram are shown in Figure 2.

FIGURE 2. Spoofing schematic diagram of jamming attack (left) and
spoofing schematic diagram of spoofing attack (right).

The solid lines with arrows in Figure 2 represent satellite
signals. In the case of spoofing attack, both the deceiver and
the receiver can receive real satellite signals. The red dotted
arrow indicates the spoofing signal sent by the deceiver to
the target receiver. In the case of jamming attack, the yellow
curve represents the interference signal sent by the jammer.

The spoofing attack mainly includes generating spoofing
attack and forwarding spoofing attack. The spoofer who
want to implement spoofing attack should not only have a
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TABLE 1. Impact of satellite navigation jamming on GNSS signal.

comprehensive understanding for the information format of
navigation satellite, but also understand the satellite signal
structure. The spoofer autonomously generates satellite sig-
nals and transmits them to the receiver, accordingly guid-
ing the receiver to capture and track the spoofing signal
unconsciously [35]. This kind of jamming gradually guides
the receiver away from the correct navigation and position-
ing results, so that the receiver will generate wrong speed,
position and other information [36]. The above-mentioned
spoofing attack is known as the spoofing process of the
generating spoofing attack, while the forwarding spoofing
attack is simpler than the interference in the implementation
of the spoofing process. In the forwarding spoofing attack,
the spoofer intercepts the authentic signal transmitted by the
satellite to the receiver, and then delays the intercepted satel-
lite signal before forwarding it to the target receiver. There-
fore, the interference signal after being forwarded by the
spoofer is exactly the same as the authentic navigation signal,
except that the delay and amplitude of the signal are dif-
ferent. After receiving the signal forwarded by the spoofing
device, the receiver calculates the erroneous signal propaga-
tion delay and pseudorange information, thereby affecting the
positioning result of the receiver [37]. The forwarding spoof-
ing attack spoofers must match some interference strategies
that are compatible with the forwarding spoofing attacks in

order to improve the success rate of the forwarding spoofing
attacks [1].

The jamming attack mainly uses the transmitter to transmit
high-power interference signals and suppresses the satellite
signals at the front of receiver, thereby shielding or sup-
pressing the spectrum of the GNSS satellite signals to be
received by the GNSS receiver. In addition, the jamming
attack significantly diminishes the signal-to-noise ratio of the
received signals andmakes the GNSS receiver reduce or com-
pletely lose its normal working ability. The GNSS receiver
that suffered from jamming attack is unable to receive the
satellite signals being tracked routinely [28]. The receiver
can adjust the relevant receiving antennas to remove the
blocking signal in the received signal to improve the signal
to interference ratio [29]. Therefore, the jamming attack is
effortlessly detected by the receivers.

Both jamming attack and spoofing attack have an impact
on military signals or civilian signals of GNSS. The overall
impact of two jamming methods for military signals and
civilian signals is shown in Table 1.

In summary, the jamming attack is the most effective
method for spoofing in the case of low technical conditions,
but this kind of jamming is also the most easily detected by
the receiver with certain anti-spoofing performance. From the
scope of application, forwarding spoofing attack can interfere
with both military signals and civilian signals. Because of
the easily detectable nature of jamming attack, the spoofer
must design a spoofing strategy to ensure the reliability of
the spoofing effect. From the perspective of jamming effects,
although generating spoofing attack is less threatening to the
military signal, it has a superior impact on the security of the
civilian signal. Since the jamming attack is easily recognized
by the receiver, this jamming mode can be resisted by the
relevant measures taken by the receiver in time. If the satellite
signal is suppressed, the probability of successful spoofing
attacks is very high. Under this assumption, the receiver can-
not detect it in time, thereby obtaining incorrect positioning
or timing results. Based on this, this article analyzes different
anti-spoofing methods and studies application of these meth-
ods to spoofing.

C. THE WORK AND ORGANIZATION OF THIS ARTICLE
Thework of this article are as follows. First of all, the progress
of this survey beyond the state-of-the-art is that we have
discussed and analyzed the anti-spoofing performance of
countermeasures combining data-level and signal-level from
five levels (e.g., Table 44). Then based on the theory that
satellite signals carry significant satellite information, as long
as the signal or information is deceived, it may affect the
satellite application terminal. This article divides the existing
anti-spoofing strategy into signal-level anti-spoofing tech-
nology and data-level anti-spoofing technology. Based on
the classification, this article further discusses the perfor-
mance of different anti-spoofing technologies against decep-
tion. Finally, this article combines signal-level and data-level
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anti-spoofing techniques and then analyzes the performance
of the combined anti-spoofing strategy.

This article is a survey that introduces non-professionals
to the various spoofing techniques of GNSS and the cur-
rent anti-spoofing techniques. The structure of this article is
arranged as follows: Section I introduces most of the existing
user receivers are very vulnerable to the security threat of
spoofing attacks. Section II presents the research status of
spoofing attack classification, spoofing strategy, and spoof-
ing attack performance. Advanced spoofing techniques can
even influence complex structure receivers. Section III and
section IV show a detailed analysis for the resistance effect
of the anti-spoofing methods at the signal processing level
and information level respectively to the spoofing strategy
that will propose in section II. The spoofing resistance perfor-
mances for many anti-spoofing methods have been verified
in software simulation, laboratory hardware testing or field
actual testing. Section V introduces the anti-spoofing perfor-
mance of some practical anti-spoofing methods applied to the
combined spoofing scenarios. Comprehensive consideration
and appropriate combination of the anti-spoofing techniques
summarized in this article provides a certain reference value
for receiver designers and can be directly applied to receiver
design. Section VI introduces challenges and future research
of GNSS anti-spoofing. Section VII summarizes the develop-
ment trend of anti-spoofing interference technology of GNSS
system. Section VIII concludes this article with summary.

II. STRATEGY FOR SATELLITE NAVIGATION SIGNAL
SPOOFING ATTACK
A. ABBREVIATIONS AND ACRONYMS EXPLANATION OF
BASIC TECHNIQUES AND THE CLASSIFICATION OF THE
GENERAL ARCHITECTURE
In order to facilitate the reader’s understanding of this survey,
some important abbreviations and their meanings are shown
in Table 2. The abbreviations are only applicable to this sur-
vey. The specific explanations are given in the form of a table.
In the process of basic technology explanation, we give three
basic technology classifications, which are the explanations
of the proper nouns involved in this article, the explanations
of the spoofing attack strategies terms involved in this article,
and the explanations of the anti-spoofing attack method terms
involved in this article.

B. SPOOFING PRINCIPLES AND CLASSIFICATION OF
SPOOFING STRATEGIES
For most receivers, the received signal power is small and
weak, and the acquisition and tracking of satellite signals is
typically determined by spreading code correlation. However,
in a realistic living environment, multipath effects and high-
power electromagnetic waves can affect the normal reception
of the receiver. Since the power of the multipath signal is
less than the power of the authentic signal, the receiving
opportunity mistakenly believes that the signal of the lower
power is noise, thereby tracking the signal with higher power

TABLE 2. Abbreviations table.

to resist the multipath effect. The spoofer utilizes the receiver
mechanism to adjust the power of the spoofing signal to
be slightly larger than the authentic signal power, thereby
achieving the purpose of spoofing the receiver. In Pasiaki’s
paper [6], the four types deception process diagram of the
spoofing signal is introduced.

In the spoofing process shown in Figure 3, there are mainly
four relative power modes of the authentic signal and the
spoofing signal. Curve (a) represents the process by which
the spoofing signal is searching for the tracking loop of
the real signal, and the power of the spoofing signal is less
than the power of the real signal. Curve (b) indicates that
the tracking loop of the spoofing signal is consistent with
the tracking loop of the real signal. Curve (c) shows the
transition of the receiver from capturing the state of the
real signal to capturing the state of the spoofing signal.
Curve (d) denotes that the spoofing signal power of the
spoofer is greater than the authentic signal power, and there
is a certain offset between the phases of the two types signal.

FIGURE 3. Spoofing process of spoofing signal (adapted from [6]
and [38]).
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In this way, the receiving opportunitymistakenly believes that
the real signal with low power is a by-product under noise.
Under this condition, the receiver continuously captures the
spoofing signal. Due to the phase offset, it is difficult for
the receiver to find that the received signal is a spoofing
signal. The overall deception process is generally shown in
curve (a) to curve (d). The right part of Figure 3 is the process
of how the satellite C / A code is related to the receiver’s
replica code. S1 to S3 are the three code phase states of
the receiver’s replica code [38]. In order to further improve
the success rate of spoofing attacks, the spoofing party must
also combine certain spoofing strategies to conduct spoofing
attacks. Existing spoofing strategies are mainly divided into
four categories, replay spoofing attack (hereinafter referred
to as replay spoofing attack strategies, these strategies are
abbreviated to RSA) [6], [39]–[44] and [54], forgery spoof-
ing attack (hereinafter referred to as forgery spoofing attack
strategies, these strategies are abbreviated to FSA) [14],
[45]–[49], estimation spoofing attack (hereinafter referred to
as estimation spoofing attack strategies, these strategies are
abbreviated to ESA) [36], [54], [55] and advanced spoofing
attack (hereinafter referred to as advanced spoofing attack
strategies, these strategies are abbreviated to ASA) [6], [56]
as shown in Figure 4.

FIGURE 4. Taxonomy of spoofing attack strategy.

In Figure 4, this classification depends on different strate-
gies for spoofing attacks, and each spoofing attack strategy
has many variations. For example, RSA can be divided into
direct replay type interference, high power replay interfer-
ence, selective delay replay interference and multi-antenna
receiver replay interference according to different spoofing
strategies. The mainly spoofing strategies’ characteristics
(including difficulty of implementation and attack effect) are
shown in Table 3.

The ‘‘attack effect’’ defined in Table 3 is divided into four
levels of ‘‘poor’’ ‘‘moderate-good’’ ‘‘good’’ and ‘‘good’’. The
four levels are relative, that is, the ability of the spoofer to
successfully spoofing the target receiver. The attack effect
‘‘poor’’ means that the spoofer cannot deceive the target
receiver. The attack effect ‘‘Moderate’’ means that the attack
method of the deceiver may be recognized by the target
receiver. The attack effect ‘‘Moderate-good’’ and ‘‘Good’’

means that the deceiver can quietly cause the target receiver
to be deceived. From the above four types of spoofing strate-
gies, the spoofer usually uses RSA and FSA for general
receivers. For receivers that have applied anti-spoofing strate-
gies, the spoofer will have better spoofing effects by using
ESA and ASA. The difficulty of implementation is mainly
determined by the hardware cost and technical cost of the
spoofing strategy. In general, the higher the technical cost
of hardware, the more difficult it is to achieve. However,
for those deceptive designs with lower hardware costs but
high technical costs, the implementation difficulty is mainly
based on technology cost. The evaluation of the attack effect
of a spoofing strategy is mainly based on the related papers
of the spoofing strategy. Through the relevant experimental
information in the paper, the spoofing performance of some
spoofing strategies for simple receivers is evaluated.

1) REPLAY SPOOFING ATTACK
For RSA, the spoofer generally uses different interfer-
ence methods to assist the spoofing process. The auxiliary
interference methods of spoofing strategy are mainly divided
into direct replay type interference [54], high power
replay interference [39], [40], selective delay replay inter-
ference [41]–[44] and multi-antenna receiver replay interfer-
ence [6]. The specific classification criteria are based on the
following analysis. RSA scenario as illustrated in Figure 5.

There is a propagation delay for the satellite signal arriving
at the receiver. RSA is based on the inherent signal propaga-
tion delay, artificially replaying, or adding a certain delay to
implement the spoofing attack. We assume that the receiver
receives a normal satellite signal expression in Figure 5.
Here A denotes the amplitude of the nth satellite signal,
Dn(t) denotes the navigation message of the satellite signal,
Cn(t) denotes the ranging code of the satellite signal, τn(t) is
the propagation delay of the signal, f0 and fd are the standard
carrier frequency of the satellite signal and doppler frequency,
θn is the beat carrier phase, In(t) denotes the possible interfer-
ence of the received satellite signal, and nn(t) denotes noise.

When the spoofer initiates a RSA, it can artificially send
the real satellite signal directly to the receiver, which is said
direct replay spoofing interference. The spoofer artificially
increases the amplitude of the satellite signal, which is called
high-power replay interference. The Selective delay replay
interference adds a certain delay to the satellite signal prop-
agation delay. Multi-antenna receiver replay interference is
an auxiliary interference means for a spoofer to implement
RSA using multiple antennas. Since the signals of the spoof-
ing attack are from one direction (as shown in Figure 2),
the spoofer can use the multi-antenna receiver to replay the
spoofing signal to prevent the receiver from detecting the
spoofing attack by using the method of ‘‘signal arrival
detection is consistent’’. The characteristics of these four
interference modes are shown in Table 4.

Huang et al. used signal sources to simulate RSA [37].
By studying High power replay interference, the team found
that in their prescribed experimental environment, when the
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TABLE 3. Classification of spoofing attacks.

FIGURE 5. RSA scenario.

power of the replayed spoofing signal is higher than the
power of the real signal by 4 dB, it can destroy the target
receiver’s reception of the authentic signal within 50 minutes
and then track the spoofing signal instead. Gao et al. further
found through experiments that if the interference-to-signal
ratio of the forwarded signal is greater than 14 dB, signal
spoofing can be completed within 4 seconds [39]. Huang’
team also studied the selective delay replay interference [40].
Through simulation, they found that this interference has a
great attack effect on the timing receiver, and this interference
is more difficult to be detected by the receiver. Shi’s team
used genetic algorithms to optimize the signal delay duration
at various points in the deception process [42]. In this way,
not only the concealment of the signal is improved, but also

the complexity of the method is lower than that of the point-
by-point approach. If the receiver uses the carrier ranging
method instead of the navigation message ranging method
for positioning, Bian et al. verified that the deception can
even affect the measurement of the receiver’s PVT (Position,
Velocity and Time) [43].

Complex satellite navigation receivers not only have mul-
tiple antennas to receive and measure signals, but also per-
form data fusion analysis with other navigation systems to
resist spoofing signals. For such a receiver, if the attacker
only uses the RSA, it needs to combine the delay adjust-
ment and the power adjustment scheme to implement the
spoofing attack by multiple spoofing sources [1]. In addition,
the deceptive effect designed by the attacker is also selective.
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TABLE 4. Classification of RSA.

Wang et al. believes that if the deceiver slowly adjusts the
deception signal positioning effect for a long time, the decep-
tion effect will not only deceive the satellite navigation sys-
tem, but also affect some parameters of the inertial navigation
system, and affect the normal calibration process system of
the inertial navigation system, thereby further deceiving the
entire inertial navigation system [41].

In summary, although the implementation process of the
RSA is relatively simple, if the attack wants to achieve a good
spoofing effect, the relevant parameters of the spoofing signal
also need to be appropriately adjusted to improve the spoof
success rate. However, some of the auxiliary interference
methods in the process of RSA are also applied to other
spoofing processes at the same time, thereby facilitating the
implementation of the spoofing process.

2) FORGERY SPOOFING ATTACK
FSA is more complicated than RSA. This spoofing attack
has a large impact on most receivers. For FSA, it is
mainly divided into direct-generation forgery [45], analysis-
generation forgery [46], [47], denial environment forgery [48]
and full-channel forgery [49]. Figure 6 is a schematic diagram
of FSA. The specific classification criteria are based on the
following analysis.

The simple signal generation model of the FSA consists of
three parts: the satellite signal receiving module, the spoofing
signal generating module, and the spoofing signal transmit-
ting module. The following three modules are introduced
separately to illustrate the above criteria for classification
of FSA.

In the satellite signal receiving module, the spoofing
receiver receives the real satellite signal through the antenna
and then transmits the signal to the receiver of the spoofing

signal generating module via the radio frequency front end
(RFFE). In addition, the spoofing receiver monitors the
spoofed target in real time to obtain the location and speed
of the spoofed target.

In the spoofing signal generation module, there are two
cases. In the first case, the receiver directly generates satel-
lite signals. This is the direct-generation forgery mentioned
above, but the satellite signals generated in this case tend to
deviate from the real signals. In the second case, in order to
generate a signal similar to the real signal, the spoofer needs
to frequency-convert the received signal. The spoofer will
obtain the baseband signal after demodulation, so as to obtain
the relevant parameters of the real satellite signal for analysis
and generate a fraud signal. The spoofing process in the sec-
ond case is the above-mentioned analysis-generation forgery.
As shown in Figure 6, the receiver obtains four parameters by
processing and calculating the baseband signal, where {tk}n

is the estimation initial moment of the kth C/A code period
of receiving channel 1 ∼ n, {θk}n is the estimated carrier
phase of receiving channel 1 ∼ n at {tk}n, {fd,k}n is the
estimated doppler frequency shift of receiving channel 1 ∼ n

FIGURE 6. Schematic diagram of FSA.
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TABLE 5. Classification of FSA.

at {tk}n, and {Ak}n is the signal amplitude of receiving channel
1 ∼ n at {tk}n. In order to increase the success rate of fraud,
the spoofer often increases the amplitude {Ak}n of the spoof-
ing signal, which is the above-mentioned denial environment
forgery. The parameters calculated by the spoofing receiver
are input to the control module, and the specific spoofing
process of the control module is as shown in Figure 3. The
spoofing signal after the control module can be completely
synchronized with the entire capture and tracking loop of the
spoofing target receiver. The signals generated in each of the
N spoofed channels are identical to the channel parameters
corresponding to the signals tracked by the receiver module,
so that Full-channel forgery can be implemented.

The specific characteristics of the above-mentioned four-
forgery spoofing attacks (FSA) are shown in Table 5. In addi-
tion, the high-power replay interference, and selective delay
replay interference mentioned in Section A can also be
applied in FSA. The specific application process will be
explained later.

For the direct-generation FSA, it can be traced back
to Scotta’s experiment [44]. In his experiment, he used
GSS8000 GNSS simulator from Spirent Company to con-
figure the corresponding power amplifier and transmitting
antenna to make a proper signal spoofing device. However,
the signal generated by such a generating device lacks rel-
evant parameters of the authentic signal. Even if the signal
sent by the spoofer forces the receiver to lose lock and
recapture, the receiver will be alert to this spoofing signal.
The receiver can also directly detect such an error signal
and discard it based on the error of the phase information
of the signal which is generated by signal generating device.

For analysis-generation FSA, the most representative is the
GNSS spoofing source developed by Professor Humphreys’
team, which can generate high-concealed spoofing signals in
combination with the received satellite signals [45]. This kind
of signal has been experimentally proven to cause real-time
spoofing of drones. Professor Dai proved that this kind of
spoofing technology is effective for both static and dynamic
positions, and the performance is relatively stable [46].

In the FSA, the spoofing method based on analysis gen-
eration is the common spoofing method. However, in order
to spoof the target receiver as fast as possible, the three
methods mentioned above, namely, adjusting signal power,
adjusting signal delay and denial environment, are generally
adopted. Professor He found that when the spoofing signal
correlation peak is aligned with the real signal correlation
peak, if the signal power is increased, the spoofing signal
can control the receiver [47]. However, in order to avoid
the detection of anomalies by the receiver, the signal power
should not increase toomuch, and the signal power should not
increase too fast. In addition, denial environment is a common
spoofing strategy. The main working process of the spoofing
strategy is to add high-power signals to the receiver during the
normal receiving process, causing the receiver to be jamming,
which is called the denial environment. In this case, the spoof-
ing success rate of adding spoofing signals to the receiver
will be greatly improved. Professor Shi used broadband
white Gaussian noise as a jamming signal to create a denial
environment [48]. By establishing a simulation environment,
he found that the denial environment not only improved the
success rate of spoof, but also reduced the receiver’s cap-
ture rate of normal signals. However, this method still needs
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further study for considering the relevant engineering param-
eters of the environment. Wang et al. simulated the spoofing
process through the GPS signal source [51]. They found that
the spoofer in the denial environment can better cover up
the real signal, highlight the deceptive signal, and realize the
spoofing process. One speaks of full-channel FSA, which is
a process in which a signal source performs multi-channel
spoofing processing. Since there are many satellite signals
that a receiver can receive, the receiver needs to implement a
full-channel spoofing attack in order to better implement the
satellite signal spoofing process. In the process of full channel
forgery, the receiver cannot increase the power of the spoofing
signal indefinitely, which requires adjustment the satellite
signal power of each channel. Professor Yang developed a
power control algorithm using genetic factor algorithm [49].
Simulation experiments show that the relative capture rate of
multi-channel spoofing signals is increased by 50% when the
noise rise is less than 10dB, and the concealment of spoofing
signals is also enhanced. Xie et al. also proposed some key
techniques for full-channel FSA [14]. First, since the time
precision of the spreading code is high, if the spoofer wants
to complete the signal spoofing, the synchronization phase
of the spoofing signal must be accurately controlled. Sec-
ondly, since the navigation message contains various param-
eters such as signal integrity and ionospheric correction,
the spoofer must generate a reasonable spoofing signal to
avoid the alarm of the receiver. Since the broadcasting time
interval of navigationmessages is short, the spoofing signal is
also broadcasted in real time and in accordance with the inter-
face control document (ICD) requirements for the spoofing
signal, thereby continuously spoofing the receiver. Finally,
Professor Lu implemented real-time simulation control of the
navigation process. He believes that for the deceptive effect of
deceptive signals, the spoofer must also monitor and generate
appropriate navigation messages in real time to achieve the
intended goal. In addition, Ma et al. believe that the spoofer
should also pay attention to avoid the Receiver Autonomous
Integrity Monitoring (RAIM) alarm mechanism to complete
the deception process in the process of spoofing [52].

In a word, the spoofing effect of FSA is good and rela-
tively easy to operate. However, during the spoofing process,
the spoofer should also pay attention to the spoofing signal
power and phase size in real time to avoid being detected
by the receiver. Meanwhile, FSA in the denial environment
should not send high-power jamming signals multiple times
in the same time period, so as to prevent the receiver from
thinking it is compression interference.

3) ESTIMATION SPOOFING ATTACK
For some navigation messages that contain anti-spoofing
means, for example, an unknown security code is inserted
into the navigation message to improve the security of the
navigation message. The spoofer alone relies on generating
spoofing attack, which does not work because the spoofer
cannot predict the security code in the navigation message
and thus cannot read and generate a navigation message that

can be recognized by the receiver. Therefore, the spoofermust
estimate the received navigation signal in order to perform
the deception process and judge the content of the navigation
message by the estimated result. Nowadays, there are two
types of ESA, namely security code estimation and replay
(SCER) [36], [54] and forward estimation attack (FEA) [55].
The navigation message containing the security code is gen-
erated by the sender through an encryption algorithm. The
spoofer needs to calibrate the satellite signal propagation
delay to estimate the code offset of range code and estimate
the carrier phase. The spoofer will use real satellite signal
parameters to generate spoofing signals after successfully
estimating security codes, and update spread codes and car-
rier replicas at the same time.

The SCER attack was first proposed by Profes-
sor Humphreys to achieve a more difficult spoofing
attack [36], [54]. If the spoofer wants to launch such an attack,
it must study various aspects such as navigation messages,
navigation signals, and signal estimation methods. For this
spoofing attack, the most important is the accurate estimation
of the security code and the precise control of artificially
adding delay. When the security code inserted in the naviga-
tion message is too long, the above two key points are more
important. For the existing SCER anti-spoofing method, the
receiver mainly constructs the probability decision function
from the perspective of signal probability analysis, and the
receiver also judges the spoofing attack by combining signal
power, delay, and information integrity. However, thismethod
of deception is difficult, and it is generally not used in actual
projects.

The FEA attack is a method of pre-estimation proposed
in recent years [55]. Since most receivers do not check the
navigation message before decoding, the spoofer can gen-
erate a navigation message in combination with the prior
information to deceive the receiver. The navigation message
in the FEA attack is generally a navigation message with
an authentication function. By the intrinsic relevance of the
navigation message, the more the navigation message infor-
mation is obtained by the spoofer, the more accurate the
false navigation message estimated by the spoofer. In FEA,
the spoofer can send fake information even before the authen-
tic information is sent to implement the spoofing process.
In contrast, the SCER must first obtain the authentic sig-
nal and then estimate the signal parameters before it can
implement the spoofing process. Curran et al. performed a
simulated attack on the FEA spoofing attack, in which the
attack object was a Galileo signal with navigation message
authentication (NMA) [55]. The experimental results show
that under the FEA attack, the NMA cannot achieve the
authentication function. However, if the sender adds anti-
replay information to the navigation message, this means
that parts of each navigation message are different, making it
difficult to estimate the sender’s future navigation messages.
The above process can resist FEA attack to some extent.

Both two types of attacks are based on signal esti-
mation. Since the implementation of the two attacks is
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difficult, the spoofer generally does not adopt it. However,
if the sender adopts some cryptography anti-spoofing meth-
ods in the future, the deception effect of these two attacks
will also have some influence. Therefore, when designing
cryptographic-based anti-spoofing methods (especially the
NMA method), the receiver needs to consider the resistance
of these two attacks.

4) ADVANCED SPOOFING ATTACK
In addition to the above types of spoofing attacks, some
scholars have proposed other spoofing attacks in recent years,
including nulling attack [6] and cooperative interference
attacks [56]. As shown in Figure 7, the signal schematic
diagram of nulling-spoofing attack is generated.

FIGURE 7. Nulling attack signal diagram.

The signal of the nulling attack consists of two parts,
a nulling signal one and a nulling signal two. The nulling sig-
nal one is a spoofing signal, which tampers with the received
genuine satellite information, thereby changing the position-
ing and time of the target receiver to achieve the purpose of
fraud. It can be seen from Figure 7 that the spoofing satellite
information Ds1(t) is different from the genuine information
D(t), but the ranging code and the carrier are the same (C(t) =
Cs1(t) and true carrier (TC) = spoofed carrier (SC1)). The
information of the nulling signal two Ds2(t) and the ranging
code Cs2(t) are the same as those of the genuine signal, but
the carrier phase has a deviation of π . The function of the
signal two is to eliminate the genuine signal received by the
receiver. Nulling signal two makes the receiver not capture
the genuine signal, only captures the nulling signal one, and
finally achieves the purpose of deception. The expression of
the GNSS signal received by the receiver can be as follows.

R(t) = Re{
N∑
i=1

AiDi[t − τi(t)Ci[t − τi(t)]ej[wct−φi(t)]]}

where N is the number of constituent spreading-code specific
signals, Ai is the amplitude of the signal, Di is the data of
the signal, Ci is the PN code of the signal, τi(t) is the code
phase of the signal, φi(t) is the beat carrier phase of the signal.
In nulling process, signal one and signal two must satisfy the
following relationship. Ci+N (t) = Ci(t) and Di+N (t) = Di(t)

for i = 1, . . . .,N. The function of the signal two is to elim-
inate the genuine signal received by the receiver. Therefore,
the nulling signal must obey As[i+N ] = Ai, τs[i+N ](t) = τi(t)
and φs[i+N ](t) = φi(t)+ π .
Spread spectrum communication has the characteristic of

low probability of interception. The object of this article is
to analyze the anti-spoofing and spoofing technology of civil
GNSS navigation system. The spread spectrum technology
used in most civil systems is the direct sequence spread
spectrum method (DSSS). The low intercept probability of
DSSS signals is due to the fact that any enemy receiver, even
if the bandwidth is sufficient to receive direct sequence spread
spectrum signals, it will also receive a lot of noise power,
resulting in a very low signal-to-noise ratio of the intercepted
signal. Compared with direct spread spectrum, frequency
hopping communication is widely used in military navigation
signals. The reason why the frequency-hopping signal is used
as the LPI signal is that the time it takes up a frequency is very
short, making it difficult for the enemy to detect the presence
of the signal. In other words, the frequency-hopping signal
stays at each frequency for a short time, so that the power that
the signal is received at the instant is significantly reduced.

The main characteristics of nulling attack and cooperative
interference attacks are shown in Table 6.

TABLE 6. Classification of ASA.

Nulling attack [6] is a spoofing method proposed in recent
years to improve the receiver’s spoofing success rate. How-
ever, the implementation of nulling attack is very difficult.
Until now, this attack method is only a theoretical means
of interference and has not been put into practice. Coop-
erative interference attacks are designed to affect the nor-
mal operation of anti-spoofing receivers, such as RAIM
receivers. Ledvina et al. [56] have implemented a cooperative
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interference attack and has achieved the accuracy of decep-
tion to a three-dimensional sub-centimeter. The cooperative
interference attacks he designed can counter complex anti-
spoofing methods, such as anti-spoofing based on estimated
angle of arrival. However, this anti-spoofing method is dif-
ficult to implement and requires more consideration of the
surrounding environment.

For advanced signal spoofing, most of them remain in
the theoretical stage. However, with the continuous develop-
ment of hardware and computer technology, the theoretical
spoofing mode may also be turned into reality in the future.
Therefore, these spoofing methods need to be considered
when designing anti-spoofing methods.

C. THE APPLICATION OF SPOOFING TECHNIQUES AND
ANTI-SPOOFING TECHNIQUES
The first is the application of spoofing techniques. In 2016,
drones have been widely used in U.S. military, police, and
border patrols. However, due to limited budgets, other U.S.
departments use drones smaller than the military. Accord-
ing to reports from the US Department of Homeland Secu-
rity (DHS) and the USCustoms and Border Protection (CBP),
drug traffickers on the US-Mexico border are using deceptive
GPS jamming techniques to attack U.S. border patrol drones
for the purpose of secret crossing. In 2017, when a 37,000-ton
tanker Atria was about to dock at the port of Novosibirsk
in the Black Sea port, an alarm sounded suddenly, and
the positioning system showed that the tanker was located
20-30 miles from the port. The captain found that the tanker’s
GPS showed that the tanker was located at Gelendzhik Air-
port, more than 32 kilometers off the coast. It was later
proved that more than 20 ships nearby had suffered the same
deceptive attack. In June 2019, the latest research by Israeli
cybersecurity company Regulus Cyber showed that the navi-
gation systems of TeslaModel S andModel 3 electric vehicles
are vulnerable to deception. Regulus Cyber recently tested the
car using Tesla’s ‘‘navigate on autopilot’’ feature. It turned
out that an attack on the ‘‘navigation on autopilot’’ function
could cause the car to slow down suddenly and deviate from
the main road.

Secondly, the application aspects of anti-spoofing technol-
ogy are introduced. In February 2017, Israel launched a GPS
anti-jamming system at the Indian Air Show. According to
information provided by Israel Airlines, this system is only
the size of a laptop. TheGPS anti-jamming system is based on
the design of Israel Airline industry ’s multi-channel control
receiving antenna technology. The system mainly consists
of a GPS antenna array composed of multiple antennas and
an advanced digital processing unit. It protects the avionics
system from direct electronic attacks such as GPS jammers.
In June 2019, wireless security company infiniDome demon-
strated GPS interference and deception protection features
for autonomous vehicles at the 2019 EcoMotion Main Event.
During the live demonstration, the GPS jammer near the
BWR self-driving car was activated and the navigation func-
tion of the self-driving car was disabled. The experimenter

connected the ‘‘GPSdome’’ protection scheme to the same
self-driving car with the same GPS system. Experiments have
found that cars can not only detect jamming attacks, but
also maintain GPS signals and navigation functions when
subjected to jamming attacks.

D. SUMMARY
In combination with the twelve spoofing strategies described
in this section, in addition to the final cooperative interference
attacks, these eleven schemes can also be associated with
the forwarding spoofing attack and the generating spoofing
attack mentioned in section I. The spoofer selectively selects
the spoofing strategy according to the spoofing target and
combines some combinable spoofing scheme (such as selec-
tive delay, selective power, etc.), so that the spoofer can form
the three levels of spoofing techniques shown in Figure 8.

FIGURE 8. Ability level of spoofing techniques.

In Figure 8, Level 1 means that the spoofer only uses
jamming attack or forwarding spoofing attack to implement
spoofing process. Level 2 means that the spoofing party uti-
lizes the generating spoofing attack to implement the spoof-
ing process. Level 3 refers to the spoofing attack (forwarding
spoofing attack or generating spoofing attack) carried out
by the spoofer in combination with the spoofing strategy
in Figure 4. At the same time, the spoofer also combines
combinable spoofing scheme (as shown in Table 7) to per-
form combination of spoofing process. The combination of
spoofing process is shown in Table 7. Since the ESA is
based on pre-judging the content of the previous navigation
message and generating a new navigation message, the ESA
is classified as a generated spoofing attack.

Considering the technical difficulty and cost, this article
divides the implementation difficulty of the spoofing scheme
into five levels (low, medium-low, medium-high, high, and
extremely high). For the transmitter, the difficulty of inter-
nally adjusting the phase is consistent with the difficulty of
adjusting the power. However, due to the high price of the
high-power amplifier, the difficulty of the selective delay is
less than the difficulty of the selective power. The power
required to create a denial environment is higher, so the diffi-
culty of achieving selective power is less than the difficulty of
creating a denial environment. For nulling attack, its imple-
mentation is the most difficult. Therefore, the relationship
between the difficulty of the spoofing attack is as follows:
selective delay< selective power< create jamming< nulling
attack.

From the perspective of the effectiveness of spoof-
ing attacks, this article is divided into four levels
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TABLE 7. Spoofing combinations.

(Moderate, moderate-good, good, extremely good). The
implementation effect of spoofing attacks is mainly consid-
ered from the combination of signal generation methods and
spoofing methods. In general, the attack strength of a directly
generated signal is less than the attack strength of the analysis.
The reason is that the attack signal generated by the analysis
is more suitable for the current spoofing environment and
can improve the success rate of spoofing. In addition, the full
channel spoofing effect is better than the single channel
spoofing effect, so the full channel spoofing effect is the best.
For spoofing methods, according to the previous analysis of
multiple spoofing methods (title A of section II to title D of
section II), the spoofing effect of selective delay and selective
power is similar, and they are generally complementary. Both
the nulling attack and the cooperative interference attacks can
cause the receiver to lose lock, but the nulling attack can
also eliminate the information parameters of the authentic
signal. Therefore, the effect of different spoofing attacks can
be expressed as follows: selective delay ≈ selective power <
create jamming < nulling attack.

III. ANALYSIS FOR SATELLITE NAVIGATION ANTI-
SPOOFING TECHNOLOGY BASED ON SIGNAL-LEVEL
At present, many researchers have conducted a comprehen-
sive research on the detection and suppression of spoofing
attacks. Spoofing attacks can be detected in general terms,
if there is no suppression of the satellite signal. The main goal

of detecting spoofing is to distinguish the spoofing signal and
the real satellite signal from the received signal. The spoofing
signal cannot be considered into the navigation and posi-
tioning solution process and no suppression or elimination
measures are taken for the spoofing signal. Suppression of
spoofing refers to suppressing or eliminating spoofing on the
basis of detecting the spoofing signal in the received signal,
so that the spoofing signal does not affect the normal position-
ing and solving process of the real satellite signal. Currently
there are main two kinds of methods for resisting spoofing
attacks. One kind needs to add additional hardware facilities,
such as based antenna arrays, basedmulti-correlator, based on
signal arrival angle anti-spoofing interference method, etc.;
another kind of spoofing detection or suppression methods
are to identify and discover the spoofing signal for the signal
parameters such as the signal power and the carrier-to-noise
ratio of the received signal. Combined with the research
results of researchers from various countries in recent years,
the analysis and summary for the existing research techniques
in this field are as follows.

As depicted in Figure 9, we categorize anti-spoofing
techniques based on whether or not to use additional
hardware. The additional hardware facilities indepen-
dent anti-spoofing methods are subdivided into Doppler
shift-based, Consistency check-based, Signal parame-
ter statistics analysis-based, Arrival time and Arrival
time difference-based and Residual signal detection-based
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FIGURE 9. The categories of anti-spoofing technologies based on signal-level.

subcategories. The anti-spoofing methods using additional
hardware facilities are subdivided into Antenna array-based,
angle of arrival-based, Subspace projection-based, Signal
arrival direction-based and Signal quality monitoring-based.
We discuss these categories in more details in follows.

A. EQUATIONS SPOOFING DETECTION METHOD BASED
ON DOPPLER SHIFT
The relative motion between the navigation satellite that has
been doing high-speed motion and the target receiver pro-
duces a Doppler shift. The receiver tracking unit tracks all
satellite signals and forwards all signal parameters such as
satellite signal amplitude, carrier-to-noise ratio, phase and
Doppler shift to the spoofing detection unit. If the Doppler
shift value of the satellite signal actually received by the target
receiver has a sudden change exceeding a preset threshold,
it may indicates that the GNSS receiver is likely to have been
subjected to a security threat of spoofing attack. Therefore,
monitoring the Doppler shift change provides a good idea
for defending against spoofing signals. Spoofing detection
scenario based on Doppler shift as illustrated in Figure 10.

FIGURE 10. Spoofing detection scenario based on Doppler shift.

Jovanovic et al. proposed the concept of adaptive track-
ing algorithm, using Power Threshold Detector (PTD) and
Doppler Offset Detector (DOD) to detect signal power vari-
ation and carrier Doppler shift respectively [17]. A statistical
value check on both can successfully detect a replay attack.
Zhang et al also analyzed anti-spoofing methods from this
research perspective [57]. The proposed spoofing detection
method uses the satellite signal amplitude and signal fre-
quency difference between superimposed composite signal

and the normal signal without spoofing in the tracking loop
as spoofing detection evidence. The superimposed compos-
ite signal includes the spoofing signal and the real signal.
Setting the signal power anomaly detection threshold and
Doppler shift detection threshold respectively can detect the
spoofing signal in the BeiDou satellite navigation signal.
Qi et al. studied the carrier frequency variation process gath-
ered by phase-locked loop of static receiver and phase-locked
loop of dynamic receiver in the two scenarios and pro-
posed a GNSS anti-spoofing method based on Doppler
shift [58]. The one scenario is receiving only the real signal
and the other is receiving the real signal and the spoofing
signal.

The above methods are completed during the receiver
tracking phase. Capturing satellite signals is a primary and
important step in the processing progress for baseband sig-
nals. If spoofing can be effectively detected and suppressed
during the signal acquisition phase, the receiver can be
warned as early as possible to avoid the subsequent ignorance
of the erroneous navigation and positioning solution. The
following describes several anti-spoofing methods imple-
mented during receivers’ capture phase. Yuan et al. calcu-
lated the code and carrier Doppler shift of the real signal
and the spoofing signal based on the Hough transform in
the pre-capture process, and completed the joint consistency
check process of the code and carrier Doppler shift [3].
The real signal and the spoofing signal are distinguished
from the satellite signal. And then real signal parameters
are transmitted to the receiver tracking loop. For detecting
spoofing in combination with Doppler offset and satellite
signal amplitude indicators, Broumandan et al conducted
a worthwhile exploration to compare the amplitude and
Doppler correlation characteristics measurements of differ-
ent visible satellite signals and identified a single point
source spoofing signal based on spatial correlation of sig-
nal parameters in a multipath interference environment [59].
Reference [13] proposed a novel method to identify and
detect spoofing. The method calculated the Doppler fre-
quency shift of each visible satellite carrier and contin-
uously monitored the received satellite signal consistency
and Doppler shift. Tu et al. proposed a spoofing detec-
tion technique based on frequency-domain bimodal and
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TABLE 8. Comparative analysis of anti-spoofing methods based on Doppler shift.
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TABLE 8. (Continued.) Comparative analysis of anti-spoofing methods based on Doppler shift.

relative velocity residuals. This technique can not only
detect spoofing, but also distinguish spoofing scenarios
from multipath scenarios. They used the method of fast
Fourier transform to detect the doublet and extract the
Doppler difference of the doublet. In addition, they derived
the relative velocity residual based on the Doppler dif-
ference through the above process, and compared it with
the corresponding threshold to determine whether it was
spoofed [60]. The analysis and summary for the spoof-
ing detection methods based on Doppler shift is shown
in Table 8.

The Doppler shift is used as a satellite signal parameter due
to the relative motion between the navigation satellite and the
receiver, and the spoofing detection can be performed during
the receiver capture or tracking. Analyzing Table 8 shows that
some detection methods have certain application scenarios
and are less adaptable to changeable spoofing scenarios. The
reliability of anti-spoofingmethods proposed in [57]–[59] are
influenced on spoofing detection in a flexible and variable
spoofing environment. The spoofing detection performance
for the method proposed in [17] is reliable in three different
spoofing scenarios with only one spoofer, but it also brings
certain program complexity and increases implementation
cost. The symbol and carrier Doppler joint consistency test
method proposed in [3] increases the computational complex-
ity, but the method can ensure the authenticity of the received
satellite signal by slightly modifying the capture module of
the existing receiver while using the lesser cost to capture
the satellite signal normally. The resistance effect analysis
for anti-spoofing methods based on Doppler shift is shown
in Table 9.

Table 9 shows the anti-spoofing performance for spoof-
ing detection method based on Doppler shift. The term
‘‘resistance’’ is an ability to resist spoofing attacks. The
methods continuously monitor for signal parameters such as
signal power and Doppler shift. Selective power spoofing and

TABLE 9. The resistance effect analysis for anti-spoofing methods based
on Doppler shift.

selective delay spoofing respectively perform spoofing
attacks on the satellite signals by artificially adding signal
delay and artificially increasing the signal power. Themethod
can identify the two kinds of spoofing attacks in a timelyman-
ner while continuously monitoring the signal-related parame-
ters, but the detection performance against nulling attack and
denial environment is poor.
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The methods proposed in [17], [57] and [59] can identify
selective power spoofing signals and selective delay spoofing
signals in the received signal including spoofing signal and
the real satellite signal according to variety for the carrier-
to-noise ratio, signal amplitude index, and signal power of
received signal. For nulling attack and denial environment,
the spoofing detection method based on the signal Doppler
shift parameter has weak ability to identify and eliminate it.
Comparing Table 8 and Table 9, it can be found that the spoof-
ing detectionmethod proposed in [13] increases difficulty and
cost of implementation, but the adaptability for satellite signal
transmission environment with spoofing is better than other
methods. The detectionmethods of spoofing signals proposed
in [3] and [17] are respectively implemented by statistical test
and joint consistency test, and the resistance performance to
denial environment is better than other methods.

B. SPOOGING DETECTION METHOD BASED ON
CONSISTENCY CHECK
Figure 11 presents the signal parameters of navigation satel-
lite signal and the navigation information carried by the
satellite signal are consistent in the clearing scene without
spoofing. The signal parameters of the composite signal for
the spoofing signal and the real satellite signal may jump
or exceed the normal reasonable range. According to the
abnormal changes of these signal parameters or indicators
and differences between the spoofing scene and the nor-
mal transmission environment, the effective detection for the
spoofing signal can be realized.

FIGURE 11. Spoofing and spoofing detection scenario based on
consistency check.

The single antenna spoofing signal compared with the real
satellite signal has the mapping characteristics of region to
the single point on coordinate system. Yao et al. used this as
the basis of spoofing detection, and proposed anti-spoofing
method on information consistency of the received signals
at several observation points in the monitoring area [61].
The method improves the spoofing detection performance
by multi-node information. The method proposed in the [62]
uses the receiver mobile antenna to authenticate signal,
and detects high correlation of the corresponding ampli-
tude, phase and Doppler changes according to the chan-
nel response of the receiver’s mobile antenna during the

receiver tracking phase. In the positioning navigation phase,
spoofing signal can be detected at a position observable for
the mobile receiver level. Coupling IMU with GNSS mea-
surements and integrating user motion mode into the detec-
tion and classification problem for spoofing can improve
the detection performance of spoofing. Network-based or
cloud-based satellite signal authenticity verification method
assumes that there is a lower rate communication link among
receivers, or that the transmitted measurement data can be
stored by the cloud [8], [62]. And several operating inde-
pendently receivers operate within this range. The measured
values could be shared, and the carrier phase double dif-
ference between the real signal and the spoofing signal can
be separated to detect a spoofing attack. Compared with
the former two methods, Wesson et al. proposed a spoofing
detection method for authenticating satellite signals by power
and distortion detection technology, which can distinguish
interference-free, multipath interference, low-power spoof-
ing with high probability [63]. The analysis and comparison
for the characteristics on this type of spoofing detectionmeth-
ods are shown in Table 10. As shown in Table 10, the methods
based on information consistency check and based on power
and distortion monitoring technology are suitable for some
stable spoofing scenarios. The resistance with many changes
or multi-antenna spoofing environment is less effective.

In response to this problem, the spoofing detection method
based on the correlation of signal amplitude and phase
change proposed in the [62] and the verification method
of satellite signal authenticity based on network or cloud
make up for this defect. The above two methods respectively
use different working characteristics for different processing
stages of the receiver and combine with spatial features to
better adapt to different spoofing scenarios. The methods
improve the feasibility of identifying and discovering spoof-
ing, and also propose requirement for configuring additional
mobile receiver antennas or processing sever to satellite sig-
nal receivers, which is relatively difficult. The comparison
of the anti-spoofing performance for the spoofing detection
methods based on the consistency check is shown in Table 11.

As can be seen from the analysis in Table 12, the spoofing
detection method based on information consistency check
proposed in [61] finds the spoofing based on the fact that the
spoofing signal transmitted by the single antenna spoofing
transmitter has the coordinate system mapping characteris-
tics. Themethodwith a good detection capability for forward-
ing spoofing attack fails to effectively eliminate the spoofing
signal. The detection performance for the selective power
spoofing and the selective delay spoofing is moderate. The
two methods proposed in [62] can continuously monitor the
power of the signal and the delay of the signal by collecting
the spatial characteristics and time-varying characteristics of
received signals, so that the selective power spoofing and
selective delay spoofing can be distinguished in a timely
manner. The spoofing detection method based on the correla-
tion between signal amplitude and phase change detects the
consistency among signal parameters such as the amplitude,
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TABLE 10. Comparative analysis of spoofing detection methods based on consistency check.

TABLE 11. Comparison of anti-spoofing method performance based on
consistency test.

phase and Doppler shift of the satellite signal through the
receiver antenna in the moving state, and authenticates satel-
lite signals. The method can detect the abnormal situation

caused by nulling attack, and the detection performance for
spoofing in the environment of denial environment is better
than other methods.

C. SPOOGING DETECTION METHOD BASED ON SIGNAL
PARAMETER STATISTICS ANALYSIS
The variable analysis method used in statistical theory to
test data can be applied to the field of GNSS spoofing
detection. As it is illustrated in Figure 12, based on the
characteristics that the signal parameter statistics are diffi-
cult to forge, the scheme uses statistical methods such as
sample mean value test, square sum, variance, maximum
likelihood estimation test, and adopts methods such as set-
ting decision threshold and decision statistic to complete
the effective recognition process of spoofing, combining
parameters such as phase space feature and carrier phase
measurements.

Many scholars at home and abroad have proposed amethod
of spoofing detection based on statistical analysis. Borio pro-
posed a new phase variance analysis (PANOVA) test method
in 2013, under the assumption of known average amplitude
and unknown average amplitude [64]. By detecting the dif-
ference in sample mean value, phase spatial characteristics of
the satellite signal are identified to achieve effective detection
for spoofing attacks. Borio and Gioia conducted follow-up
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TABLE 12. Analysis and comparison for spoofing detection methods based on statistical Analysis of signal parameters.

FIGURE 12. Spoofing detection scenario based on signal parameter
statistics analysis.

research in this research field. In 2016, Sum-of-Squares
(SoS)-based angle-of-arrival spoofing detection method was
proposed. The generalized likelihood ratio test (GLRT)
method was used to realize the square sum detector. The
SoS decision statistic is calculated using the carrier phase
measurements of two spatially separated GNSS receivers.

A carrier phase single difference square sum detector that
can be expressed as a correction to the pseudo code and
its integer portion is designed. This method simplifies the
decision threshold criterion and does not require spoofing
location or antenna calibration process. It can be applied to
occasions with high real-time requirements [65].

Falletti et al. proposed a practical spoofing detection
method based on post-correlation, and proved effectiveness
in detecting spoofing signals through a series of static and
dynamic field experiments [66]. In the navigation and posi-
tioning solution, the navigation satellites subjected to spoof-
ing attacks adopt a strategy for eliminating and reduce the
misleading effect on the navigation results of spoofing satel-
lite signals. Hwang et al. proposed a receiver autonomous
signal authentication method, which uses the receiver’s esti-
mated clock state Allan variance to analyze the clock stability
of the receiver in a short time and determined whether there
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is a dynamic spoofing caused by relative motion between
the spoofing source and the GNSS receiver [67]. Yuan et al.
from Tsinghua University proposed that the GNSS spoofing
detection method based on the sequence probability ratio
test does not need to predetermine the required number
of observations [68]. Compared with the reliable detection
method based on the predetermined number of observations,
the number of required observations can be greatly reduced.
Maximum Likelihood Estimation (MLE), which utilizes the
consistency between different navigation satellites, has been
widely used in receiver direct position estimation and can
be used to suppress spoofing attacks. Wang et al. solved the
problem of finding the optimal MLE solution, and solved the
premature convergence problem of the basic particle swarm
optimization algorithm by using attractive and repulsive parti-
cle swarm optimization (ARPSO) [69]. Gross et al. conducted
a more in-depth study on this problem, using the method
for fitting the residual of the maximum likelihood estima-
tion based on the single-signal correlation function model
instead of the PD detector-based symmetric differential dis-
tortion measurement method [70]. The improved technology
is called PD-ML detector, which significantly improves the
performance of spoofing recognition in multipath interfer-
ence environments. The prior art technique for detecting
spoofing based on signal parameter statistics analysis is as
shown in Table 12.

It can be seen from the analysis in Table 12 that this type of
spoofing detectionmethod usually needs to be combinedwith
other spoofing detection methods to ensure anti-spoofing
performance. Some methods are only applicable to specific
spoofing scenarios, and the applicability of all spoofing sce-
narios is poor.

The square-based angle-of-arrival spoofing detection
method uses a generalized likelihood ratio test to elimi-
nate the need for accurately locating the spoofing source
location or performing antenna calibration. The method can
detect selective power spoofing and nulling attack spoofing
in the receiver acquisition and tracking phase with lower
implementation difficulty. The spoofing detection methods
proposed in [64], [68] and [69] respectively use statistical
analysis such as phase variance and sequence probability
ratio test to improve the feasibility in spoofing environment.
The above several anti-spoofing methods are applied in the
static spoofing environment, while the reference [66] con-
siders both the static spoofing environment and the dynamic
spoofing environment, and eliminates the satellite navigation
signals that are subject to spoofing attacks. While solving the
problem of spoofing detection in the more complex spoofing
environment, it also brings the technical difficulty and the
realization cost of anti-spoofing method. The anti-spoofing
performance based on the signal parameter statistical analysis
is summarized in Table 13.

Analyzing Table 12 and Table 13 shows this method
continuously monitors signal power or signal delay during
spoofing detection process, while the spoofing implementa-
tion process of selective power spoofing and selective delay

TABLE 13. Anti-spoofing effect induction based on signal parameter
statistical analysis.

spoofing gradually changes the signal power and the delay
to complete the spoofing attack. So, the spoofing detection
method based on the signal statistic has better resistance
to selective power spoofing and selective delay spoofing.
The square-based angle-of-arrival spoofing detection method
proposed in [65] uses the antenna array to detect direction
of the signal arriving at the antenna array, and can detect
nulling attack. The difficulty for this kind of method to
detect the denial environment signal in spoofing environ-
ment where denial environment signal and the real satellite
signal coexist through the statistical analysis for the signal
parameters is smaller than other methods. The anti-spoofing
methods in [64] and [65] analyze the phase change and carrier
phase of satellite signals, and find selective delay spoofing
whose phase gradually approaches towards spoofing more
easily and timely in the monitoring process of continuously
paying attention to whether the signal phase exceeds the
range on reasonable variation. So the two spoofing detec-
tion methods are more stable than the other methods of
this kind for the detection performance of selective delay
spoofing.

D. SPOOGING DETECTION METHOD BASED ON ARRIVAL
TIME AND ARRIVAL TIME DIFFERENCE
As it is illustrated in Figure 13, the signal transmission
distance (S1) and time (T1) from real satellite that broad-
cast satellite signals to the forward-type spoofing source
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FIGURE 13. Spoofing detection principle based on arrival time and arrival
time difference.

plus the signal transmission distance (S2) and time (T2)
from forward-type spoofing source to the target receiver is
inevitably longer than the transmission distance (S3) and
transmission time (T3) of the satellite signal directly transmit-
ted from the real satellite to the target receiver. This is because
the forward-style spoofing signal needs to pass a certain delay
time to transmit a longer path reaching the receiver. If the time
difference among satellite signals reaching the phase center of
the receivers’ target antenna is outside the reasonable range,
then receiving signal is likely to be a composite signal of
spoofing signal and real satellite signal. At present, there
are many researches on the detection methods of spoofing,
and there are a few researches on the spoofing location as
important as spoofing detection. In fact, it is very necessary
to locate source of spoofing, because accurately locating
spoofing source is of benefit to identifying and eliminating
spoofer.

The method of locating the spoofing is mainly based on
the estimation for the time difference of arrival, and the
time difference of arrival is usually measured based on the
signal cross-correlation relationship. Zhang et al proposed a
spoofing TDOA estimationmethod based on differential code
phase (DCP), and established a DCP-based TDOA model
and its estimation error model [71]. This method has higher
precision and better performance than the current methods.
Because the power level of the intermediate spoofing is only
slightly higher than the power level of the real signal, the anti-
spoofing method based on the power detection fails, and it
is difficult to perform the real-time intermediate spoofing
detection by using other existing anti-spoofing methods.
In response to this problem, Li et al. can determine the peak
value of tracking signal obtained by the satellite signal acqui-
sition module during the acquisition process, using a multi-
modal detection method that exceeds the number of threshold
correlation peaks at any signal interval [33]. The scheme uti-
lizes a multimodal detection method that exceeds the number
of threshold correlation peaks to determine whether there is
a spoofing signal and gives an evaluation criteria definition,
a performance evaluation method, and an empirical formula.
A comparative analysis for the spoofing detection methods

based on arrival time and arrival time difference is shown
in Table 14.

Table 14 shows that spoofing source receives the satel-
lite signals transmitted by the real satellites. After a delay
time, the transmission time of the forwarded spoofing signal
transmitted to the victim receiver is longer than the satellite
signal transmission time from the navigation satellite to the
target receiver. According to the difference for the arrival
time of the satellite signal arriving at the phase center of
the receiver antenna, authenticity of the navigation result
can be discriminated. However, the method generally has
better detection effect on the receiver in the stationary state.
In comparison, detection performance for dynamic spoofing
needs to be improved. The anti-spoofing performance based
on the arrival time and the arrival time difference is shown
in Table 15.

The spoofing detection method based on signal arrival
time essentially uses the signal transmission time difference
between spoofing signal and the real satellite signal as the
basis for spoofing detection, and usually judges whether there
is spoofing by monitoring the signal delay and the signal
power change. In the process of performing selective delay
spoofing and selective power spoofing on the target receiver,
the signal delay and power variation process are slowly con-
trolled to prevent the receiver from being alerted. There-
fore, the method continuously monitors the signal power and
signal delay simultaneously. It can be confirmed whether
the receiver is subject to selective power spoofing or selec-
tive delay spoofing. Denial environment sending large-scale
interference causes the receiver to lose tracking accuracy to
complete the receiver spoofing process. The anti-spoofing
method based on the arrival time and the arrival time differ-
ence generally performs the spoofing detection in the receiver
acquisition phase. Denial environment expands spoofing pro-
cess after capturing the satellite signal, so the method cannot
detect and suppress denial environment.

E. RESIDUAL SIGNAL DETECTION
When receiver receives spoofing signal, it is difficult to com-
pletely eliminate the real satellite signal. Under the assump-
tion that the spoofing attack cannot effectively suppress real
satellite navigation signal, the residual real signal component
can be utilized to complete the residual signal detection pro-
cess for the spoofing signal in the received signal. As depicted
in Figure 14 [66], the residual signal detection is performed
during receiver acquisition phase in order to detect whether
there is a spoofing signal of a certain satellite in current
received signal at initial startup. Residual signal detection
during the tracking phase is to detect spoofing in real time
that may be present in the receiver that has tracked the real
satellite signal.

Under the premise that the receiver subjected to spoof-
ing attack can still detect the spoofing signal and the real
satellite signal, the residual signal detection method in the
capturing phase and the tracking phase can be used to
detect spoofing of the current received signal, and extract the
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TABLE 14. Comparative analysis of fraud detection methods based on arrival time and arrival time difference.

TABLE 15. Comparison of anti-spoofing effect based on arrival time and
time difference of arrival.

FIGURE 14. Residual signal detection block diagram.

signal parameters to complete spoofing signal regeneration
and elimination [72]. Ali et al. proposed a spoofing detection
algorithm that uses joint signal quality monitoring techniques
and residual signal monitoring [73]. The correlation function
distortion caused by multipath interference and spoofing is
distinguished by two indicators based on the ratio metric and
a pair of additional correlators, and the correlation function
quality is evaluated to detect the residual signal. Wei et al.
proposed a spoofing profile estimation-based GNSS spoofing
identification method for tightly coupled MEMS INS/GNSS
integrated navigation system. This method uses the char-
acteristics of residual distortion of extended Kalman filter
due to spoofing attacks, reconstructs the spoofing profile
in reverse and identifies the spoofing [74]. A comparative

analysis of residual signal spoofing detection methods is
shown in Table 16.

Analyzing the above table, the signal power of the spoofing
signal is usually greater than the signal power of the real
satellite signal, making it easier for the receiver tracking loop
to track the spoofing signal. Therefore, using a real signal
component that is weaker than the spoofing signal to detect
the spoofing signal increases the technical difficulty and the
amount of calculation, or adds additional tracking channels.
Reference [73] provides a certain solution to this problem.
Combinedwith signal quality monitoring technology, the fea-
sibility of this method is improved to some extent.

It can be seen from Table 16 and Table 17 that the residual
signal spoofing detecting method uses received composite
signal of the spoofing signal and the real satellite signal to per-
form residual signal detection for spoofing signal. If spoofer
wants to suppress real signals, spoofing needs to synchro-
nize with the real satellite signal in order to achieve cer-
tain accuracy. This synchronization process requires that the
3D position for spoofing source and phase center of receiver
antenna must be known, which is very difficult in practical
operation. Therefore, although the target receiver suffers from
a spoofing attack, the real satellite signal can still be detected.
The target receiver adopting signal quality monitoring tech-
nology can effectively identify selective power spoofing by
using monitored power variation of satellite signal received.
The method has average performance of selective delay
spoofing detection, and the detection performance for denial
environment is poor. The method proposed in [73] combined
with signal quality monitoring technology and residual signal
monitoring technology, compared with the method proposed
in [72], provides more possibilities for effectively detecting
denial environment..

F. SPOOFING DETECTION METHOD BASED ON ANTENNA
ARRAY
Spoofing detection method based on antenna arrays utilizes
spatial filtering techniques to form a received signal beam.
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TABLE 16. Comparison of residual signal fraud detection methods.

This method provides a gain for a specific angle and atten-
uates a specific spatial sector. It is a practical and effec-
tive anti-spoofing method in static and dynamic spoofing
scenarios. The method is based on the assumption that the
spoofing signals arriving at the antenna array are all from
the same direction, but the real satellite signals arriving at
the antenna array have spatial characteristics from different
directions as it is illustrated in Figure 15. Implementation of
this method typically requires additional hardware and even
requires correction of the antenna array and some degree of
change to the receiver architecture during the capture and
tracking phases.

FIGURE 15. The assumption for spoofing detection method based on
antenna array.

Felski proposed that independent receiving device cov-
ered by the antenna beam sector determines navigation

TABLE 17. Comparison for anti-spoofing effects of residual signal
spoofing detection method.

parameters, and ignores the information that is inconsistent
with parameter information of other navigation monitor-
ing devices in the navigation and positioning solution [75].
The method circumvents the effects of spoofing signals by
adding some built-inmechanisms such as special digital hard-
ware and software-controlled multi-element antenna arrays.
Hu et al. proposed an array-based blind adaptive array signal
processing method [20]. This method not only can adap-
tively form deep nulls in non-periodic interference, periodic
interference and spoofing attack DOA, but also can mitigate
in-band spoofing and enhance useful signals. Jiang et al.
proposed a method for detecting spoofing based on statistical
analysis of baseline data, considering three cases for single
fixed baseline, fixed and independent baseline and double
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independent baseline Max/Min model, and analyzed influ-
ence of the baseline values on detection performance [18].
If the dual antennas are out of synchronous, other spoofing
detection methods are likely to fail, but the differential power
ratio can still be used to spoofing detection. The pseudorange
and carrier phase measurement asynchronous models and
spoofing detection method proposed by Wang et al. based
on dual antenna power measurement can detect spoofing in
non-synchronous situations [4]. In different environments of
the actual satellite signal transmission process, it may be
difficult to use only one anti-spoofing method to cope with
the simultaneous existence of various interferences. Chinese
Taiwanese scholar Chang proposed a multiplexing scheme
that can adaptively respond to various forms of interference,
and can perform four internal processing modes according to
different environmental conditions, which can detect, iden-
tify, mitigate or eliminate spoofing/co-channel interference
and continuous wave interference (CWI) [76]. Wang et al.
calculated the power of spoofing signal by repetitively per-
forming the CLEAN algorithm to estimate the direction and
complex amplitude of a spoofing until all spoofing were esti-
mated [77]. This scheme estimates the power of real satellite
signal by estimating the direction and complex amplitude
of real satellite signal. Each signal source estimated by the
CLEAN algorithm can be used to assisting information to
detect spoofing.

The above several methods of detecting spoofing are to
realize the identification and discovery of spoofing signals
in the process of capturing or tracking by the receiver. The
following three methods are the spoofing detection process
completed in the despreading phase of the receiver. Under
the assumption that spoofing signal comes from the same
spoofing source, Daneshmand et al. proposed a spoofing
suppression method that extracts the steering vector of the
spoofing signal and discards the spoofing signal before the
receiver despreading [78]. In the whole process of spoofing
detection and suppression, the array processing is performed
at the pre-despreading phase, and there is no need to track
the pseudo-random code of all the spoofing signals and the
real signals. The approach extracts the spatial characteristics
on the spoofing signal to eliminate the spoofing correlation
peak and weaken the noise level caused by spoofing. At the
same time, the method extends the antenna output portion
to maximize the signal-to-noise ratio of a single real sig-
nal. Ge et al. proposed an anti-spoofing method for null-
time multi-antenna nulling of the multipath reflection signal
of the spoofing signal [79]. The method improves outer-
product decomposition algorithm to suppress the spoofing
signal and its multipath interference component and proposes
a ‘‘threshold detection method’’. The blind pre-despreading
technique is an effective and low-complexity spoofing sup-
pression method. The spoofing detection method proposed
in the [62] does not need to perform array calibration and
change the receiver structure in the pre-despreading stage,
which reduces the computational complexity. And in the
post-despreading phase, the scheme needs to be considered

in two cases. This method can effectively detect low-power
and high-power spoofing attacks [62]. A simple analysis of
anti-spoofing techniques based on antenna arrays is as shown
in Table 18.

Table 18 shows that the antenna array-based spoofing
detection method analyzes the spatial characteristics of the
received navigation signal and identifies the spoofing signal
that arrives at the antenna array in the spatial domain. Imple-
menting this method requires configuring the antenna array
for the receiver, and the technical cost and hardware imple-
mentation complexity can be increased. Different processing
measures can be taken at different stages of the receiver
to detect spoofing signals. Due to current technology and
cost constraints, most spoofing signals of multiple navigation
satellites in the spoofing environment are currently transmit-
ted by the same interference source. This kind of method
can effectively detect the spoofing signal in such a spoofing
environment, but the spoofing detection of the cooperative
spoofing scene formultiple interference sources needs further
research.

The anti-spoofing methods proposed in [20], [75],
[77]–[79], combined with the processing technology of spa-
tial domain are limited in scope. The detection performance
of spoofing in some spoofing scenarios could be affected.
While the [4], [62], and [76] use the adaptive antenna
array technology, decision logic technology and other spoof-
ing detection methods, although the difficulty of scheme
is increased, the adaptability of the spoofing scene has
been improved to some extent. A comparative analysis for
the anti-spoofing performance of the anti-spoofing methods
based on the antenna array is shown in Table 19.

Analysis of Table 18 and Table 19 shows that the above
several spoofing detection methods combine antenna array
technology, some of which are based on satellite signal power
for spoofing detection according to the methods proposed
in [4], [62], [76] and [77]. The Selective power spoofing
signal could gradually increase its power range. When the
receiver performs signal power detection, it could detect the
abnormal changes caused by the spoofing signal in time, and
greatly increase the difficulty for successful implementation
of the Selective power spoofing attack. The spoofing sup-
pression method using periodic repeat CLEAN proposed by
the [77] combined with the linear constrained minimum vari-
ance algorithm. According to the estimated spoofing source
direction, the scheme designed weighted vectors in multiple
spoofing directions and formed antenna nulls. In order to
compensate for the shortcoming of estimation accuracy on
the forwarding spoofing attack, the first-order differential
constraint algorithm is used to broaden the part of the antenna
nulling, so that the spoofing source is located in the zero
trap. Since the method can suppress multiple spoofing signals
without receiving feedback information from the receiver and
can be embedded in an ordinary receiver as an independent
anti-spoofing module, the resistance to forwarding spoofing
attack is also ideal. The spoofing detection method proposed
in [76] includes a signal detector, a decision logic module
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TABLE 18. Comparative analysis of anti-spoofing techniques based on antenna arrays.
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TABLE 19. Comparative analysis for anti-spoofing performance based on anti-spoofing methods of antenna array.

and an anti-interferencemodule. Themain working process is
to accurately identify, detect and characterize spoofing. The
method utilizes decision logic to select an appropriate inter-
ference mitigation module, effectively protecting the receiver
from spoofing signals and avoiding positioning errors. The
solution can also be easily and flexibly integrated into exist-
ing receivers and controlled by the switching system.

This kind of spoofing detection method is often used to
continuously monitor the satellite signal phase parameters.
Therefore, the method has a general recognition performance
on the selective delay spoofing. The nulling attack can make
the receiver lose lock. The spoofing detection methods based
on the calibrated antenna array can better resist nulling attack,
but the method is relatively inferior to the detection perfor-
mance of denial environment.

G. SPOOFING DETECTION METHOD BASED ON ANGLE OF
ARRIVAL
As depicted in Figure 16, the direction angle of the real
satellite navigation signal reaching the phase center of the
receiver antenna (θ1, · · ·, θi, · · ·, θn) is not completely con-
sistent, and the direction angle (θ) of the spoofing signal
transmitted by the same transmitter reaching the phase center
of the receiver antenna is completely consistent. Therefore,
the method is based on the significant arrival angle difference
between the spoofing signal and the real satellite signal as the
identification feature of spoofing signal and uses the spatial
characteristics of the satellite signal to detect the spoofing.

In general, each additional spoofing transmitter requires an
additional antenna to correspond to it. Increasing the number
of antennas can improve the technical difficulty for suc-
cessfully implementing a spoofing attack. Therefore, if the
number of antennas can be appropriately increased, the anti-
spoofing detection performance can be improved to some
extent. For this research, Montgomery et al. proposed an
autonomous spoofing detection method based on the receiver
angle of the L1 carrier difference for multiple antennas [80].
For receivers in a static state, the receiver antenna can be
used to detect the angle of arrival for the received signal or
to observe the phase difference changing rate of phase differ-
ence variance to achieve effective detection for the spoofing

FIGURE 16. Spoofing detection scenario based on angle of arrival.

signal [72]. Table 20 compares and analyzes the spoofing
detection method based on angle of arrival.

It can be seen from Table 20 that the signal arrival angle
spoofing detection method implemented by multiple anten-
nas needs to calibrate the antennas. Although this technology
increases the cost and hardware implementation difficulty,
the antenna diversity technique using to compare arrival
angle differences between the spoofing source and the real
signal can effectively deal with spoofing. Because the anti-
spoofing method includes a large number of iterative oper-
ations, the real-time performance of spoofing detection is
poor. Table 21 compares the anti-spoofing performance of the
spoofing detection method based on the angle of arrival.

Combining the contents of Table 20 and Table 21,
the spoofing detection method based on the angle of arrival
and phase difference variance proposed in [72] continu-
ously monitors the phase difference variance, and monitors
the selective delay spoofing process in time. The detection
and suppression of selective delay spoofing is better. The
spoofing detection method based on the arrival angle can
effectively identify the selective delay spoofing sent by the
spoofing party that the power and delay are not much dif-
ferent from the real satellite signal and the phase is opposite
by monitoring the direction of the arrival for the received
signal. However, this method is less effective in denial
environment.
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TABLE 20. Comparative analysis for spoofing detection methods based on angle of arrival.

TABLE 21. Comparative analysis of anti-spoofing effects based on angle
of arrival spoofing detection method.

H. SPOOFING DETECTION METHOD BASED ON
SUBSPACE PROJECTION
Subspace projection is a commonly used signal processing
method. Choosing the appropriate information needed to con-
struct subspace is a key part of subspace projection technol-
ogy. By solving the subspace projection of the spatial domain
spoofing signal, the spoofing signal with a larger power than
the real satellite signal is eliminated. The subspace projection
technique is used to analyze the time-frequency domain. The
interference subspace estimation method is used to construct
the interference subspace and project the input signal data
onto the subspace orthogonal to the interference subspace.
It is a commonly used anti-spoofing method. We illustrate
the spoofing detection scenario based on subspace projection
in Figure 17.

Han et al. from Harbin Institute of Technology found
that under the premise of satisfying the signal strength of
spoofing signal is greater than that of real signal strength,
the carrier frequency and the code delay parameter infor-
mation are used in the pseudorandom noise code domain
to project the received navigation signal on orthogonal zero
space of spoofing signal [7]. The process above can detect and
eliminate spoofing. The rapid change of the frequency for the

FIGURE 17. Spoofing detection scenario based on subspace projection.

spoofing causes the time-frequency domain anti-spoofing
method based on the subspace projection technique to
be sensitive to the inaccuracy of instantaneous frequency.
In response to this problem, Wang et al. used an adaptive
projection module to project the received navigation signal
onto the orthogonal subspace of spoofing signal [81]. The
method optimizes the spoofing algorithm by adaptive block
subspace projection technology, which makes the correlator
signal-to-noise ratio increase by 11 dB.
Dong et al. from the Key Laboratory of Wireless

Optical Communication in the Chinese Academy of Sci-
ences proposed a two-stage hybrid interference suppression
scheme [29]. In the absence of spoofing, the sigmoid function
can be used to adjust the first-level processing to reduce
its impact on real satellite navigation signals. The second
stage introduces a cross-score algorithm of cross spectrum
to generate anti-jamming beams, providing high beam gain
for real signals. Most interference detection and suppres-
sion methods are only processed for one type interference.
Wang et al. [28] proposed a joint suppression method for
jamming attack and spoofing based on multi-antenna, and
projected the received signal received by the array antenna
into the orthogonal subspace of jamming attack to remove
jamming. The method detects spoofing according to the
correlation between weighted vectors obtained by the
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TABLE 22. Comparative analysis of spoofing detection methods based on subspace projection.

despreading and re-spreading algorithm. After the scheme
completes the above process, the orthogonal subspace of
spoofing is suppressed, and finally a high-gain multi-beam
directed to the real satellite is formed. A comparative analysis
for the spoofing detection method based on subspace projec-
tion is shown in Table 22.

Table 22 shows that in order to achieve better anti-spoofing
performance using subspace projection technology, the sub-
space projection of the spoofing signal can be constructed
by combining the carrier frequency of the satellite signal,
the code delay, the Doppler shift, and the signal power. The
two-stage structure is used to identify and eliminate the spoof-
ing signal, and the real satellite signal is enhanced while
the influence of spoofing on the useful signal is weakened.
The method proposed in [81] increases the complexity and
cost compared with the other three methods, but brings
the advantages of adaptively adjusting the projection pro-
cess and reducing the sensitivity of error estimation. Under
the premise that the difficulty of the scheme is acceptable,
the method can complement the other three methods to
improve the feasibility for the spoofing detection method.
A comparative analysis for the anti-spoofing performance of
the spoofing detection method based on subspace projection
is shown in Table 23.

Combined with the analysis in Table 22 and Table 23,
the pseudo-random noise code domain anti-spoofing method
proposed in [7], needs to extract code delay and carrier

TABLE 23. Comparative analysis of anti-spoofing performance based on
subspace projection spoofing detection method.

frequency information in the tracking loop. The method has a
good recognition performance on the selective delay spoofing
attack that completes spoofing process by adjusting the delay
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size. The selective delay spoofing attack continuously con-
trols the code delay to complete the spoofing attack process.
The method monitors the code delay information, so that the
receiver can effectively resist the selective delay spoofing
attack. The methods proposed in [29] and [81] respectively
suppress spoofing by the adaptive block subspace projec-
tion module and the two-level structure, which effectively
increases the difficulty of successfully achieving nulling
attack, and could better suppress nulling attack. The method
proposed in reference [28] could suppress the spoofing and
achieve the combined suppression of jamming attack simul-
taneously, which has certain restraining effects on selective
power spoofing, selective delay spoofing and nulling attack.
In general, this kind of method can effectively detect denial
environment to a certain extent, and the reliability of the
detection performance of denial environment is general.

I. SPOOFING DETECTION METHOD BASED ON SIGNAL
ARRIVAL DIRECTION
The only signal feature that is currently difficult to forge
is the direction of the electromagnetic wave. As depicted
in Figure 18, there is spatial correlation among the signals
emitted by a spoofing signal source. Due to current technical
conditions, the spoofing signals of several different satellites
are often transmitted by the same spoofing signal transmitter,
and the real satellite signals do not have the spatial correlation
of the spoofing signals, so spoofing detection could be based
on this fact.

FIGURE 18. Spoofing detection scenario based on signal arrival direction.

Xu et al. proposed a spoofing detection technique based
on multiple information sources and parameter estimation
predictions [82]. In the first stage, the coordinate source is
used to classify the emission source and select a source with a
high elevation angle, and the beam space is used instead of the
sensor space to provide high gain. In the second stage, each
received signal is separated by oblique projection, which can
better identify and distinguish spoofing signal and most mul-
tipath signals. Shi et al. compared the actual incoming wave
direction measured by the attitude measuring instrument and
the satellite transmitting signal standard referenced by the
inertial output parameter and the satellite almanac data [83].
The method selects the appropriate decision threshold and

eliminates the spoofing signal, so that the spoofing signal
does not participate in the subsequent positioning solution
process. A comparative analysis for the spoofing detection
method based on the arrival direction for the signal is shown
in Table 24.

It can be seen from the above analysis that spoofing detec-
tionmethod formeasuring direction of the navigation satellite
signal has a certain complexity in terms of technology and
hardware implementation and brings additional cost prob-
lems. The method needs to be collaboratively detected by
means of other navigation systems such as an attitude mea-
surement meter and inertial navigation system. The difficulty
is larger than other schemes, but spoofing detection perfor-
mance is better. The real-time performance of the proposed
method in the [82] is not very satisfactory in the actual
receiver operation. Detectionmethod on navigation deception
signals based on INS and GNSS attitude measurement pro-
posed in [83] optimizes and improves the above methods in
real-time. Table 25 compares the anti-spoofing performance
of spoofing detection methods based on the arrival direction
of the signal.

The spoofing detectionmethodmentioned in [82] monitors
the arrival direction for satellite signals, and continuously
monitors related parameters such as signal power, which can
better detect selective power spoofing. Themethod proposed
in [83] compares the direction of the incoming wave calcu-
lated by combined ephemeris and so on with the direction
of the incoming wave of the actual received signal. The
spoofing detection method can better suppress nulling attack.
Analyzing Table 24 and Table 25, it can be seen that although
the implementation of the spoofing detection method based
on the direction for arrival of the signal is more difficult
than other methods, the resistance to selective delay spoof-
ing affecting the normal acquisition of the receiver is still
not obvious. The method is less effective in resisting denial
environment.

J. SPOOFING DETECTION METHOD BASED ON SIGNAL
QUALITY MONITORING
There is a certain delay between the time when the forwarded
spoofing signal arrives at the receiver and the time when
the real signal arrives at the receiver. For the receiver con-
figured with the multi-correlator, the difference between the
arrival time of the spoofing signal and the real satellite signal
arriving at the receiver causes an abnormality in the correla-
tion peak. The spoofing signal affects the receiver correlator
output. Therefore, it is possible to judge whether there is
a spoofing signal by the distortion of the correlation peak.
Figure 19 presents the block diagram for spoofing detection
method based on signal quality monitoring.

Manfredini et al. proposed a signal processing algorithm
using signal quality monitoring technology (SQMT) [84].
The method measures the peak quality of the correla-
tion function and uses a pair of additional correlators to
detect the residual signal. It could identify the distortion of
related shapes and residual signals under static and dynamic
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TABLE 24. Comparative analysis of spoofing detection methods based on signal arrival direction.

FIGURE 19. Block diagram for spoofing detection method based on
SQM [85].

conditions and verify its anti-spoofing performance with
lower complexity. Jahromi et al. analyzed the effects of
tracking-level spoofing on receiver correlator output and
designed signal quality monitoring (SQM) metrics [85]. The
method detects a distortion anomaly shape, or an asymmetric
correlation peak caused by an interaction between a real
signal correlation peak and a forged signal correlation peak
in the receiver tracking phase. This method combines the
statistical characteristics for multiple signal quality monitor-
ing (SQM) indicators with the mean and variance of each
SQMmetric to calculate a suitable spoofing detection thresh-
old. Broumandan et al. proposed using pre-despreading met-
rics and post-despreadingmetrics to jointly detect spoofing in
multipath interference environments where spoofing signals
and multipath signals coexist [86]. The signal quality detec-
tion indicator is initially used to monitor the correlation peak
quality affected by multipath interference. The improved
SQM technique can detect spoofing as a post-despreading
metric during the tracking phase. If only the signal qual-
ity detection index and the carrier-to-noise ratio indicator
exceed the threshold, it indicates that multipath interference

TABLE 25. Comparative analysis of anti-spoofing performance for
spoofing detection methods based on signal arrival direction.

exists; if variance, SPCA, SQM, and carrier-to-noise ratio all
exceed the threshold, it indicates that spoofing is detected.
Table 26 compares and analyzes various spoofing detection
methods based on signal quality monitoring.

It can be seen from the analysis of Table 26 that the detec-
tion method for monitoring signal quality is generally based
on whether the correlation peak of the multi-correlator output
for the target receiver is distorted during the tracking phase.
In [86], the specific implementation method for joint detec-
tion of spoofing signals combinedwith pre-despreading index
and post-despreading index in multipath interference envi-
ronment is given. The above method increases the detection
probability and reduces the probability of false alarms. For
the problem of long processing time, the [84] significantly
reduces the processing time of the actual operation process,
and the implementation difficulty of the overall scheme is
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TABLE 26. Comparative analysis for spoofing detection methods based on signal quality monitoring.

reduced. The following table compares the anti-spoofing per-
formance of the spoofing detection method based on signal
quality monitoring.

For the receiver, real satellite signals and spoofing signals
are received. It is difficult to keep the correlation peak of the
receiver multi-correlator output always normal without dis-
tortion. This provides an opportunity to detect selective power
spoofing. It can be seen from Table 27 that the detection per-
formance for this kind of method on selective delay spoofing
is general; the signal quality monitoring technology has a
poor detection performance on nulling attack spoofing. Even
if the spoofing has not begun to influence the tracking process
of the target receiver, the joint detection of various SQM
indicators can also detect the existence of pseudo-correlation
peaks by using the scheme proposed in [84]. So, the detection
performance for the method of selective delay spoofing is
better. Among the three spoofing detection methods shown
in Table 27, the spoofing detection method proposed in [85]
combines four detection indicators and detection thresholds
respectively, and spoofing detection performance is better
than other methods.

K. OTHER ANTI-SPOOFING METHODS
The anti-spoofing method described above implements the
resistance of spoofing from the level of spoofing detection or
spoofing suppression. The abovemethods are divided into ten
categories from the technical details. Some implementation
means and technical details of the anti-spoofing methods are
not consistent with the above ten categories. The summary
analysis of these methods is as follows:

A spoofing attack that significantly changes the pha-
sor measurement unit (PMU) measurements could seriously

TABLE 27. Comparative analysis of anti-spoofing effects based on signal
quality monitoring.

influence the normal operation of the network. In response
to this problem, Risbud et al. used the spoofing attack metric
model to transform the network state estimation and attack
reconstruction problem into a non-convex constrained least
squares problem [30]. Since the most vulnerable phasor mea-
surement unit in the identification network is to be optimized,
the joint state estimation and attack reconstruction interaction
minimization algorithm is used to solve the problem respond-
ing to spoofing attack. Signal processing technology can
mitigate the effects of spoofing. Kim et al. proposed amethod
for eliminating spoofed channels by signal processing [87].
The research team also proposed a spoofing suppression
method for spoofing signal elimination by radio frequency
phase control. These two methods cause the navigation posi-
tioning result to be converted into a normal state from the

165474 VOLUME 8, 2020



Z. Wu et al.: Spoofing and Anti-Spoofing Technologies of GNSS: A Survey

abnormal state caused by the spoofing signal. Berardo et al.
proposed a time hopping (TJ) anti-spoofing signal processing
algorithm combined with signal processing technology [88].
The scheme is based on the idea of using multiple correlators
to observe the correlation function between the input signal
and the local copy to detect multipath. Estimating the rela-
tive delay between real signals and spoofing signals causes
the receiver to lose lock and relock to the real signal. Due
to the influence of the residual signal, the positional accu-
racy obtained by navigation signal suppressing spoofing is
slightly lower than that of the navigation positioning position
obtained by the real signal.

According to the basic principle that the spectral charac-
teristics of the phase detector output signal in the tracking
loop is closely related to whether there is a spoofing signal
in the tracking loop. Zhao et al. perform spectrum analysis
on the output signal of the phase detector and establish a
spoofing detectionmodel [89]. This scheme describes a track-
ing segment regenerative deception signal detection method
based on carrier phase tracking spectrum analysis under
medium and low dynamics. The forward-style spoofing sig-
nal has a certain delay compared to the real signal. When the
receiver initially captures the signal, the convolution search
process can be completed in the frequency domain. And
the frequency phase two-dimensional search in the capture
phase can better detect more powerful spoofing signals [72].
Bhamidipati et al. proposed a time-authentication algorithm
based on a widely distributed static receiver and its known
location network [90]. Firstly, a pairwise cross-correlation
operation is performed on the conditionally constrained
four-phase carrier erasure input signal, and the auxiliary posi-
tion information is used to estimate the expected time offset
of the P(Y) code received by different receiving ends. On the
basis of the above operations, each receiver is verified by
analyzing the weighted sum of the paired cross-correlation
peak offset and amplitude of each receiver and its common
satellite. Wang et al. proposed a new method for judging
whether there is a spoofing signal based on the number of
correlation peaks found above the threshold in the receiver
capture phase [91]. If two correlation peaks are found, it indi-
cates that there is a spoofing signal; If a peak is found, only
when the coarse signal to noise ratio is less than the power
threshold and the correlation function width is less than the
width threshold, it indicates that there is no spoofing signal.
The method can solve the problem that the real signal and the
spoofing signal overlap. The theoretical calculation method
of the above power threshold and its quantitative reference
value are given, the influencing factors and performance are
analyzed.

The traditional slope spoofing detection method can effec-
tively detect the spoofing interference in the line-of-sight
environment, and the spoofing detection performance in the
multipath interference environment could be affected to some
extent. The spoofing detection method to be introduced next
makes up for this deficiency. Cai et al. used the huge dif-
ference for correlation value between the deception signal

and the multipath signal as the basic detection basis of
the spoofing signal [92]. A slope detection algorithm based
on multi-correlator structure is proposed. And the traction
spoofing detection method with reasonable detection thresh-
old in multi-path interference environment is determined
by Naiman-Pearson criterion. The ratio of spoofed satellite
signals associated with different satellites and propagating
through the same wireless channel is highly correlated, while
the true signal ratios transmitted over independent wireless
channels are independent of each other. Therefore, spoof-
ing attacks can be identified by the correlation of these
ratios. According to the above basic principles, Li et al.
propose a new method for spoofing detection using the delay
and gain ratio among multipaths in wireless channels [93].
Khalajmehrabadi et al. proposed the time synchronization
attack rejection and mitigation (TSARM) technique for static
GPS receivers and its evaluation method [94]. The method
uses the evaluation platform of the real satellite signal spoof-
ing mechanism available in TEXBAT to study the practicality
for reducing the effect of spoofing. The technique utilizes
the pseudorange ratio measured at the victim target receiver
and evaluates its anomalous behavior. It corrects the mea-
sured value taking into account the actual constraints of the
real spoofer party. Carson et al. proposed a GPS spoofing
detection and removal algorithm [95]. Han et al. proposed
a particle filter (PF)-based maximum particle weight spoof-
ing detection scheme, which uses the relationship between
spoofing and particle weights [96]. The method detects and
suppresses spoofing by using an improved robust estima-
tion method and capturing the anomalous maximum particle
weight. Table 28 compares and analyzes other kinds of anti-
spoofing methods. Shang et al. proposed a method to use the
receiver to track the position of the spoofer. The method uses
the time and ephemeris parameters of the spoofed satellite
signal received by the receiver to replay the spoofed signal,
thereby achieving the effect of tracking the spoofer [97].

The difficulty and implementation phases for the twelve
types of spoofing detection or suppression methods intro-
duced in this section and the concerns are different. Satel-
lite navigation systems are vulnerable to spoofing attacks,
and certain anti-spoofing measures are necessary and urgent
for the growing application of satellite navigation systems.
In addition to the above methods, from the perspective of
reducing the false alarm probability, the following three
methods of spoofing identification are briefly introduced.
Wesson et al. proposed spoofing detectionmethod combining
symmetric differential autocorrelation distortion monitoring
and in-band power monitoring with a low false alarm prob-
ability [98]. Gao et al. proposed an anti-spoofing method
based on the detection of carrier phase and code phase con-
sistency to identify the weaknesses of spoofing attacks using
intermediate spoofing attackers [99]. There is a pseudor-
ange double difference between spoofing signal and the real
signal arriving at the receiver two times before and after.
Liu et al. constructed the pseudorange double difference
detection quantity one by one for the received signals and
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TABLE 28. Comparative analysis of other anti-spoofing methods.
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TABLE 29. Analysis of anti-spoofing effect of other anti-spoofing methods.

proposed a spoofing signal recognition algorithm based on
the time before and after. This method can identify the spoof-
ing signal of a single channel receiver [100]. The analysis
of the above 12 anti-spoofing methods for selective power
spoofing, selective delay spoofing, nulling attack and denial
environment is shown in Table 29.

Combined with the analysis in Tables 29 and 30, the spoof-
ing detection method or the spoofing suppression method
proposed in [30], [72], [87]–[89] mainly completes the anti-
spoofing process by monitoring the phase shift of the signal
and other techniques. The resistance performance of these
methods to selective power spoofing is not as good as the
selective delay spoofing, and their resistance performance to
nulling attack and denial environment is not very significant.
References [90] and [91] are mainly for the continuous mon-
itoring of the possible changes in the received signal power
during the process of spoofing. Therefore, the two methods
are more ideal for the anti-spoofing performance of selective
power spoofing. Among them, the method proposed in [90]
detects cross-correlation operations on the collected military
GPS signals to detect spoofing attacks by cross-checking
whether there is a cryptographic code in each receiver without
knowing the exact encryption. This method increases the
reliability of the detection performance while increasing the
difficulty of certain implementation. Reference [93] proposed
to select the correlation peaks with the same satellite delay
and the closest to the strongest peak, and calculate the ratio
of the peak to the strongest peak, which provides a new
idea for the detection of spoofing. This method needs to
estimate the delay between the strongest correlation peak
associated with each satellite and other correlation peaks.
Although the implementation difficulty and processing time
are increased, the feasibility of selective power spoofing
detection and selective delay spoofing detection is feasible.
Moreover, the method has a better resistance performance

to the formation of denial environment than other methods.
The reference [94] analyzes the deviation for the clock and
drift of the receiver under normal conditions and spoofing
conditions, and directly models the spoofing attack which
can be easily integrated with off-the-shelf GPS equipment.
The performance for resisting denial environment is con-
siderable. Reference [95] uses the distance between users
and the situational awareness provided by various sensors
to detect spoofing, while the spoofing suppression system
removes spoofing attacks from incoming data streams. The
method has the average performance on the selective power
spoofing detection and the selective delay spoofing detection.
However, this method has superior detection performance
compared to other methods for nulling attack and denial
environment.

L. SUMMARY
The anti-spoofing attack method for user receiver can be
considered separately from the signal processing level and the
information processing level. This section mainly analyzes
the anti-spoofing performance from the receiving satellite
signal level. The anti-spoofing method for data processing
level will be introduced in detail in the next section. The
anti-spoofing performance of other anti-spoofing methods in
the previous section has been analyzed and summarized in
detail above and will not be described here. The anti-spoofing
performance for the anti-spoofing methods of the ten kinds of
signal processing levels is shown in Table 30.

The resistance performance for various implementation
methods of each type anti-spoofing method to different
spoofing attacks has been elaborated and summarized in
the previous sections and is beyond the scope of this
section. In the following, according to the anti-spoofing
methods, the anti-spoofing performance is compared and
analyzed.
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TABLE 30. Anti-spoofing effect of anti-spoofing methods in ten types of signal processing.

Spoofing detectionmethods that monitor signal parameters
or satellite signal indicators usually do not require additional
hardware. Because this method continuously monitors and
compares parameters such as signal power and signal ampli-
tude, it has better detection performance for selective power
spoofing and selective delay spoofing. However, its resistance
to nulling attack is not particularly ideal. In comparison,
the spoofing detection or suppression method of adding a
hardware configuration such as an antenna array or multiple
antennas is more reliable for the detection performance of
the nulling attack. Denial environment could cause undesir-
able consequences such as receiver blockage and tracking
loop loss and cause the receiver to complete the capture and
tracking process again. It is a relatively complicated way of
spoofing. The anti-spoofing method described above gener-
ally has a general detection performance in a denial envi-
ronment. However, the hybrid anti-spoofing method for the
signal-level anti-spoofing method described in this section
and the information-level anti-spoofing method described in
the next section are expected to be effective in detecting and
suppressing denial environment.

The performance for each kind of anti-spoofing method
is not completely consistent in the detection or suppres-
sion of spoofing. The advantages and disadvantages of the
anti-spoofing performance are closely related to the tech-
nical details of each anti-spoofing method. The evaluation
of anti-spoofing performance is an objective evaluation of
spoofing detection or suppression performance and promotes
the development or progress for anti-spoofing technology.
At present, there is no accurate representation for the defini-
tion of signal integrity and its evaluationmethods. In response
to this problem, Chen et al. proposed a trust framework
based on subjective logic to evaluate the integrity of received
civil satellite signal [101]. This article first formalizes the
signal integrity in the framework and is used to accurately
characterize the detection performance for different spoofing

detection methods. The framework quantifies the uncer-
tainty in the signal integrity inference process and accurately
characterizes the spoofing detection method. By extracting
the causal relationship between measurement effectiveness
and signal integrity, the method provides a series of opera-
tors that correspond to logical operations and uncertainties,
as well as a general understanding of spoofing detection
performance.

IV. ANALYSIS OF SATELLITE NAVIGATION ANTI-
SPOOFING TECHNOLOGY BASED ON DATA-LEVEL
Since the signal parameters and information format of GNSS
civil signals are public, more and more civil GNSS sig-
nals are affected by spoofing attacks. Therefore, it has
become increasingly important to study a scheme that can
effectively prevent GNSS civil signals from being spoof-
ing. At present, GNSS anti-spoofing technology can be
divided into non-navigation message encryption technology
(NON-NMET) and navigation message encryption technol-
ogy (NMET). Non-navigation message encryption technol-
ogy is a traditional anti-spoofing technology proposed at the
receiver-level. However, with the improvement of spoofing
technology in recent years, these traditional anti-spoofing
technologies begin to show deficiencies. Based on this, many
scholars use navigation message encryption technology to
achieve the purpose of resisting fraud.

We divide navigation message encryption technology into
seven categories, navigation message authentication (NMA),
protocol authentication (PA), navigation message authenti-
cation and protocol authentication combination (NMA&PA),
spreading code authentication (SCA), spreading code encryp-
tion (SCE), watermark techniques (WT), and combined
authentication (CA), as shown in Figure 20.

In the following subsections, we discuss these subcate-
gories of NEMT and the whole category of NON-NEMT in
detail.
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FIGURE 20. Taxonomy of anti-spoofing technology based on data-level.

A. NAVIGATION MESSAGE AUTHENTICATION
For civilian GNSS navigation messages, some scholars
have proposed a navigation message authentication method
(NMA). The specific implementation principle of thismethod
is shown in Figure 21. The sender generates authentication
information through an encryption algorithm (e.g., DES,
RSA,DSA, ECDSA, etc.). The receiver decrypts the authenti-
cation information using the key. By analyzing the decrypted
results, the receiver can confirm the integrity of the navigation
message. When the navigation information cannot be suc-
cessfully authenticated, the receiver can treat the information
as spoofing information and delete it, accordingly, achieving
the purpose of resisting spoofing attacks. At present, the main
methods mentioned in the relevant references are symmetric
encryption algorithm and asymmetric encryption algorithm
to implement NMA.

Figure 21 gives a brief overview of NMA method.
In Figure 21, information 1 and information 2 represent
two types of navigation message parameters. The sender
can choose different navigation message parameters or all
navigation message parameters to encrypt according to secu-
rity requirements. After the encryption process, the sender
inserts the ciphertext information into the reserved bits in the
navigation message. The receiver extracts the ciphertext in
the received navigation message and then decrypts it.

FIGURE 21. The specific implementation principle of NMA.

Maier et al. have built an estimated spoofing attack
scenario software platform based on navigation message
authentication technology [102]. Based on this platform,
they evaluated the anti-spoofing performance of the Galileo
E1B INAV signal that passed the navigation message

authentication technology. The evaluation results show that
the navigation message authentication technology under this
platform cannot resist the estimated spoofing attacks in cer-
tain environments, but it can resist most of the generated
spoofing attacks. In addition, they also analyze the impact of
character errors in the transmission of navigation signals on
the success rate of NMA authentication. CHINO et al. built
an experimental platform for power spoofing attacks [103].
The sender encrypts the QZSS L1C/A part of the navigation
message by using the RSA encryption algorithm to generate
ciphertext information and inserts the ciphertext into the nav-
igation message for transmission. The receiver decrypts the
ciphertext to determine whether the received navigation mes-
sage is spoofed information. However, the scheme does not
consider other security factors, such as signal transmission
protocol, key management and so on. Therefore, this scheme
cannot effectively guarantee the overall security of the sys-
tem. Wesson et al. used the elliptic curve digital signature
algorithm to generate the signature of the navigation mes-
sage [36]. The sender inserts the signature into the GPS Civil
Navigation Message (CNAV) and transmits the CNAV. The
receiver verifies the integrity of the CNAV by authenticating
the signature information. In addition, this scheme can detect
replay spoofing attack (RSA) with a detection probability
greater than 0.97 and a false alarm probability of 0.001.
However, this scheme lacks detection in a real environment to
judge its actual performance. Wu et al. proposed a scheme to
protect BeiDou-II navigation information based on ECDSA
algorithm [104]. They not only analyzed the authentication
rate of different navigation messages in the Gaussian noise
environment, but also designed the complete key exchange
process of the BeiDou-II navigation system. The experimen-
tal simulation shows that the BeiDou navigation system based
on ECDSA encryption algorithm has better anti-spoofing
ability. Wu et al. Also proposed a Beidou civil anti-spoofing
scheme combining navigation message authentication and
spreading code authentication. This scheme analyzes the Bei-
dou system theoretically and involves the mutual authentica-
tion of the satellite segment, the user segment, and the ground
segment. From the experimental results, this scheme has a
small false alarm rate [105].
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TABLE 31. Resistance of various navigation message authentication methods to different spoofing attacks.

CHINO et al.’s scheme [103] is difficult to implement,
mainly due to its high hardware configuration and complete
design of the overall design. Based on the analysis of the
above various navigation message authentication schemes,
the resistance of various schemes to different spoofing attacks
is shown in Table 31.

In view of the characteristics of the various spoofing meth-
ods in the section II and the characteristics of the navigation
message authentication method, Table 31 is only a theoretical
analysis of the possibility that various design schemes can
resist different spoofing attacks. Since the process of gener-
ating a signature for a navigation message is one-way and
irreversible, the navigation message authentication method
can resist most direct-generation spoofing attacks. Compared
with the analysis generation spoofing attack, since this attack
can analyze and generate the corresponding navigation signal
with authentication function, the user can resist the spoof-
ing attack generally. Maier et al.’s scheme [102] has lower
requirements on receiver hardware, so their scheme is less
effective against RSA based on multi-antenna receiver. For
SCER and FEA spoofing attacks, since the navigation mes-
sage authentication only encrypts the navigation message and
does not protect the spreading code of the satellite signal,
the navigation message authentication technology has a poor
resistance to this ESA. Wesson et al.’s scheme [36] designed
SCER and FEA detection to resist ESA, so their scheme has
a better defense effect. The implementation of full-channel
spoofing attacks is difficult and the spoofing effect of this
type of spoofing attacks is better. For this reason, most
anti-spoofing schemes have less resistance to full-channel
spoofing attacks, except for some combination-type authenti-
cation schemes. For RSA, navigation message authentication
technology can determine whether the time information in the
navigation message is spoofing information or not, so this
scheme has good anti-spoofing effect for most RSA. How-
ever, for replay spoofing attacks based on multiple antenna
receivers, some schemes do not involve multi-star spoof-
ing (such as Maier et al.’s scheme [102] and Wu et al.’s
scheme [104]), so their scheme has a poor defense effect
against replay spoofing attacks based on multiple antenna
receivers.

B. PROTOCOL AUTHENTICATION
The method of navigation message authentication uses
encryption algorithm to generate a signature or ciphertext

that requires authentication information. The receiver uses the
asymmetric key to implement the authentication function or
decrypts the ciphertext through the symmetrical key. How-
ever, the authentication method using asymmetric encryption
will cause a large authentication overhead [106] and symmet-
ric encryption algorithm has low security, so some scholars
have proposed using a protocol scheme to improve the speed
of navigation message authentication and the security of
satellite communications.

Timed Efficient Steam Loss-tolerant Authentication
(TESLA) is a protocol type authentication scheme that uses
a symmetric encryption algorithm and uses key release delay
technology to implement asymmetric encryption. The pur-
pose of this protocol is to meet both the above performance
and security requirements. In essence, TESLA is one of
the navigation message encryption technologies as well as
the navigation message authentication. TESLA uses the key
delay release technology to achieve asymmetric encryption,
which is the key attribute (asymmetric encryption) of NMA.
Since TESLA was proposed, many scholars have mixed
it with other encryption algorithms to achieve navigation
message authentication, accordingly, improving the speed of
navigation message authentication and the security of satel-
lite communications. The sender who utilizes the TESLA
generates a message authentication code (MAC) correspond-
ing to a partial or all navigation message through an interme-
diate key (symmetrical key), and delays transmission of an
intermediate key used to calculate theMAC. The symmetrical
key belongs to a one-way function chain. Figure 22 is the
model diagram of TESLA protocol.

FIGURE 22. TESLA model.

As shown in Figure 22, the sender encrypts the information
within a certain period of time using a key that is only known
by itself and then generates a MAC value corresponding to
the information in the time period. The sender sends the
MAC value along with the information to the recipient. Since
the receiver does not have a corresponding decryption key,
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TABLE 32. Comparative analysis of various protocol schemes.

it can only buffer the information and cannot authenticate
the information. After a period of time, the sender releases
the key, and the receiver obtains the key in some way to
authenticate the buffered information.

Caparra et al.’s scheme proposed the one-way key chains
generation algorithm model for the TESLA protocol [107].
This model provides an estimated collision probability and an
upper bound to the entropy of keys generated. The experimen-
tal results show that this scheme can improve the robustness
of the system. However, this scheme is only for theoreti-
cal analysis and lacks simulation under real spoofing envi-
ronment. Fernandez-Hernandez et al. also designed a more
complete navigation message authentication scheme based
on the TESLA protocol, which is applied to the Galileo open
service signal to shorten the navigation message authentica-
tion time and enhance the robustness of the system [108].
In addition, they also mentioned to the navigation message
authentication scheme of cross certification. Their scheme
can provide navigation message authentication with double
assurance (i.e. when the satellite malfunction or restricted,
the user can use the other satellite for message authenti-
cation, in order to guarantee system normal operation and
safety). However, only when the transmitted navigation data
(messages that need to be authenticated) is unpredictable,
the cross-certification method can provide navigation mes-
sage authentication for all satellites and resist RSA. Based on
this, Fernandez-Hernandez et al. compared different types of
TESLA protocols and finally got a more complete navigation
message authentication scheme.

Based on the above research status, the analysis of the
above various protocol schemes is shown in Table 32.

As shown in Table 32, Caparra et al.’s scheme is difficult
to implement [107]. The main reason is that the hardware

requirements of the scheme are high, the overall design of
the scheme is relatively complete, and the receiver needs
to produce a large computational overhead. Based on the
analysis of the above various protocol schemes, the resistance
of various schemes to different spoofing attacks is shown
in Table 33.

TABLE 33. Resistance of various protocol methods for different spoofing
attacks.

Since Fernandez -Hernandez et al.’s scheme imple-
ments cross-certification between users, this scheme can
resist replay spoofing attacks based on multiple antenna
receivers [108]. In contrast, Caparra et al.’s method
does not utilize cross-certification, so their scheme has
lower anti-spoofing performance for replay spoofing attacks
based on multiple antenna receivers [107]. Because the
analyze-generated spoofing attack is to analyze the parame-
ters of the received satellite signal, this spoofing attack has
better spoofing effect than the direct generation spoofing
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TABLE 34. Comparative analysis of various navigation message authentication and protocol combination schemes.

attack. Therefore, Caparra et al.’s scheme [107] and
Fernandez -Hernandez et al.’s scheme [108] have a general
effect against analyze-generated spoofing attacks. The rea-
son why Caparra et al. ’s scheme [107] and Fernandez -
Hernandez et al.’ s scheme [108] have poor resistance to
SCER and FER spoofing attacks is that their schemes have
not been designed to resist SCER and FER spoofing attacks,
and the present research has poor resistance to such spoofing
attacks.

C. NAVIGATION MESSAGE AUTHENTICATION AND
PROTOCOL AUTHENTICATION COMBINATION
The protocol authentication scheme requires strict time syn-
chronization between the sender and the receiver. In addi-
tion, considering that an anti-spoofing scheme using only
one encryption authentication method cannot resist multiple
spoofing attacks. Therefore, some scholars have proposed
a scheme that combines a protocol authentication scheme
with other encryption algorithms. Yuan et al. utilized the
combination of ECDSA and TESLA to protect BeiDou civil
navigation information [109]. On the one hand, this scheme
used ECDSA algorithm to ensure the reliability of BeiDou
civil information in the transmission process. On the other
hand, the TESLA protocol is used to improve the authenti-
cation efficiency of the receiver. Although this scheme has
high authentication efficiency, the resistance performance
against multi-star spoofing attacks remains to be analyzed.
Kerns et al. compared ECDSA and TESLA to propose a
hybrid scheme based on the ECDSA-TESLA method [110].
They gave a modern civil navigation message authentica-
tion scheme from the aspects of certification overhead and
implementation feasibility. This scheme greatly reduced the
overhead of the user terminal while encrypting and protecting
the navigation message.

Based on the above research status, the analysis of the
above various navigation message authentication and proto-
col combination schemes is shown in Table 34.

As shown in Table 34, the main reason for the difficulty
of the implementation of Yuan et al. is that the scheme has
less analysis of spoofing attacks [109]. This scheme is only
a theoretical analysis of the impact of noise on certification
and involves less consideration of external factors. Based on
the analysis of the above various navigation message authen-
tication and protocol combination schemes, the resistance
of various schemes to different spoofing attacks is shown
in Table 35.

TABLE 35. Resistance of various navigation message authentication and
protocol combination schemes for different spoofing attacks.

Yuan et al. [109] and Kerns et al. [110] established models
and algorithms for resisting SCER and FEA spoofing attacks
based on NMA, and verified the anti-spoofing performance
of their schemes by simulation, so their schemes for SCER
and FEA spoofing attacks have a general anti-spoofing effect.
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Since Yuan et al.’s scheme utilizes the TESLA protocol
for authentication of each group of time, this scheme has
a general deception effect on the direct replay type spoof-
ing attack. The reason why Yuan et al.’s scheme [109] and
Kerns et al.’s scheme [110] have poor resistance to replay
spoofing attacks based on multiple antenna receivers and
full-channel generated spoofing attacks is that neither of
them involve multi-star spoofing attacks. Combined with
the characteristics of the navigation message authentica-
tion scheme, most of the navigation message authentica-
tion schemes can better resist the direct-generation spoofing
attack and analyze-generated spoofing attacks.

After comprehensively comparing the different types of
navigation message authentication schemes, it is found
that although the cryptographic algorithm-based navigation
message authentication scheme has high security, it has
poor detection performance for RSA in certain environ-
ments [110]. Although the protocol authentication scheme
has the characteristics of low computation and strong
robustness, the implementation of this scheme must ensure
strict time synchronization between the sender and the
receiver. The navigation message authentication scheme
combined with the cryptographic algorithm and the proto-
col can improve the above deficiencies. However, how the
sender combines the cryptographic algorithm with the proto-
col to make the anti-spoofing effect optimal still needs further
consideration.

D. SPREADING CODE AUTHENTICATION
Spreading code authentication (SCA) is one of the message
encryption technologies, and it is generally aimed at pub-
lic civil spreading codes. The method achieves protection
of unencrypted and public spreading code information by
inserting some unpredictable chips (e.g., encrypted chips or
watermark sequences) into the spreading code.

Since the GNSS signal transmission power of the spread
spectrum modulation is lower than the power of the noise,
the GNSS signal is buried in the noise signal. Therefore, it is
difficult for the spoofer to accurately predict the spreading
chips of SCA in this case unless the spoofer has certain
information (such as encrypted information or authentication
information) to generate unpredictable chips. In summary,
the spreading code authentication technology inherently has
the characteristics of good confidentiality of spread spectrum
communication. Since the spreading code authentication pro-
cess is a posterior process, there is a delay between the
ground control segment transmitting unpredictable chips and
the receiver receiving unpredictable chips. In combination
with the above characteristics of the spreading code authen-
tication, the spoofer will utilize this delay to implement a
replay attack on the GNSS signal.

Pozzobon proposed a concept of signal authentication
sequence (SAS) [111]. The SAS schematic is shown as
Figure 23. The SAS code generation is related to both the
length of the SAS code and the first chip observation time
of the stream cipher. On the ground segment, the sender

FIGURE 23. SAS schematic.

encrypts the spreading code and uploads it to the satellite.
On the space segment, signal authentication sequences are
transmitted in the open-signal data messages. On the user
segment, the receiver uses the received SAS to generate the
spreading code which correlates with the decrypted spreading
code. Through these processes, the receiver compares the
calculated correlation peak with the saved correlation thresh-
old to detect the spoofing signals. Pozzobon further studied
the SCA scheme to propose a novel scheme for authenti-
cation of open GNSS signals using supersonic codes [112].
In this scheme, he multiplexed the supersonic code with the
block cipher encryption of the spreading code. He also used
code shift keying modulation to demodulate the encrypted
spreading code at the receiver. Through the above process,
the speed of GNSS signal authentication is accelerated, and
the ability to resist reply attacks is enhanced. Furthermore,
he further analyzed the designed scheme based on known
spoofing attacks. From the analysis results, the open GNSS
signals using supersonic codes have better anti-spoofing per-
formance and lower authentication delay. Kuhn proposed a
concept of hidden markers to implement the secret trans-
mission of spreading codes [113]. The hidden marker is a
rectangular pulse of the duration δ. It broadcasts with direct
spread spectrum (DSSS) modulation by using a previously
unpublished spreading sequence. The receiver can detect
complex spoofing attacks by recording the arrival time of the
hidden makers.

The three schemes based on the spreading code authenti-
cation are more difficult to implement because the robustness
of the system based on the spreading code authentication
is strong. In addition, the SCA system requires an indepen-
dent time synchronization source and an additional buffer
for the receiver to ensure high precision implementation of
the spreading code authentication. Based on the analysis of
the above various schemes of spreading code authentication,
the resistance of various schemes to different spoofing attacks
is shown in Table 36.

From the point of view of spoofing party, it is easier to esti-
mate the chip of navigation message authentication than the
chip of spreading code authentication, because the premise of
estimating the chip of spreading code authentication is that a
high-gain receiving antenna is needed to receive weak signals
reaching the ground. Therefore, the spread code authentica-
tion technology has better anti-spoofing effect against the
SCER and FEA spoofing attacks than the navigation message
authentication technology. For replay spoofing attacks based
on multiple antenna receivers, the spreading code authentica-
tion technique also has a poor resistance to deception. Kuhn’s
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TABLE 36. Resistance performance of various spreading code
authentication schemes for different spoofing attacks.

scheme evaluated the detection performance of the scheme
for RSA through experimental simulation, so it has better
anti-spoofing effect on direct-replay spoofing attacks [113].
Pozzobon et al.’s second scheme evaluated a variety of
channel propagation models and also detected the impact of
noise on authentication [112]. Therefore, this scheme has a
good anti-spoofing effect on full channel generated spoofing
attacks.

E. SPREADING CODE ENCRYPTION
Spreading code encryption (SCE) is a method of encrypting
a publicly spread code (i.e., civil spread code) and then
transmitting it. In terms of whether the spread spectrum code
is completely encrypted, the first category can be divided
into the full spread spectrum code encryption scheme, namely
spreading code encryption technology. The second category
can be divided into partly spreading code encryption, namely
watermark technology. In general, both SCE and watermark-
ing techniques are methods of fully or partially encrypting the
spreading code for the purpose of protecting it.

For civil satellites, the satellite’s spreading code is pub-
licly available. Therefore, both the spreading code encryp-
tion and the watermarking technology encryption are only
for the spreading code of the civilian satellite signal, not
the military satellite. Fernandez-Hernandez et al. encrypted
the entire spreading code of the Galileo E6 service com-
mercial signal, and also designed a navigation message
authentication scheme based on the TESLA protocol [114].
This scheme theoretically proved the possibility of Galileo
civil satellite signal spreading code encryption, but not all
civilian satellites can complete the protection by encrypt-
ing their spreading codes. In addition, the scheme not
only realized the encryption process of the spreading code
through hardware simulation, but also realized the function

of high-accuracy authentication in the existing receiver.
Rugamer et al.’s scheme designed a method that would allow
civilian users to use public regulated service code information
to protect their significant information [115]. In addition,
their scheme also provided users with a server that can per-
form cross-authentication function, and all public regulated
service code information is not disclosed to the public, but is
saved by the receiver itself, which can save the key overhead
problem. However, their scheme is only a theoretical study,
and theexperimental simulation process in the real environ-
ment is not carried out.

Based on the analysis of the above various schemes of
spreading code encryption, the resistance of various schemes
to different spoofing attacks is shown in Table 37.

TABLE 37. Resistance performance of various spreading code encryption
schemes for different spoofing attacks.

Like the spread spectrum code authentication technol-
ogy, spread spectrum code encryption technology also has
a good anti-spoofing effect when resisting SCER and FEA
spoofing attacks. Rugamer et al.’s scheme can satisfy
cross-certification between different users, so their scheme
has better resistance in replay spoofing attacks based on
multiple antenna receivers [115]. Like the spreading code
authentication and the navigation message authentication,
the spread code encryption has a poor anti-spoofing effect
on the full channel generated spoofing attacks. Spreading
code encryption has a good anti-spoofing effect on spoofing
attacks on direct-generation spoofing attack and analyze-
generated spoofing attacks.

F. WATERMARK TECHNIQUES
The technique of encrypting a part of the spreading code is
called a watermarking technique for protecting the informa-
tion of the spreading code. The watermark-related authentica-
tion scheme can be divided into two categories. The first type
is the scheme proposed in [44]. Scoctt flooded the spread
spectrum security code (SSSC) in thermal noise based on
some unpredictable spreading code sequences. The receiver
completes the authentication by verifying the unpredictable
chips. In the above process, the receiver knows in advance the
chip selection of the encrypted spreading code. The other type
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is that not only the chip selection of the encrypted spreading
code is part of the encryption scheme, but also the choice of
the chip changes over time [116]. In comparison, the latter
has better security.

Based on the analysis of the above two watermarking
techniques, their resistance to different spoofing attacks is
shown in Table 38.

TABLE 38. Resistance of two watermarking techniques to different
spoofing attacks.

Like the spreading code authentication, the watermarking
technology and the spreading code encryption have better
anti-spoofing effects when resisting SCER and FEA spoofing
attacks. However, the watermark technique only encrypts
part of the spread spectrum codes, which saves the cost of
authentication and makes it easier to implement. Scoctt’s
scheme [44] is designed for computers with strong comput-
ing power, so the scheme has a general anti-spoofing effect
on the Analyze-generated spoofing attacks and full channel
generated spoofing attacks.

G. COMBINED AUTHENTICATION
The above few sections are just some specific anti-spoofing
techniques, and there are also some schemes that com-
bine multiple message encryption techniques. For example,
Curran et al. proposed a TESLA broadcast authentication
encryption scheme based on a combination of NMA and
SCE [117]. They proposed to encrypt the spreading code
of the Galileo E6 signal pilot channel. The selection and
allocation scheme of the encryption key is introduced in
detail. Margaria et al. conducted a comparative analysis of
the feasibility of existing civil GNSS signal authentication
schemes [1]. By combining multiple deceptions, they pro-
posed a more comprehensive encryption and authentication
scheme for the next generation of civilian GNSS signals.
However, the feasibility of the scheme is highly dependent
on the complexity and compatibility of the receiving system.
Motella et al. proposed a scheme based on spreading code
and navigation message authentication (SNAP) [118]. Their
scheme protects the navigation message and the spreading
code information of theGalileo E1OS signal. In terms of nav-
igation message authentication, the scheme used a TESLA

keychain to encrypt the navigation message by time slots. In
terms of spreading code authentication, the scheme used CSK
modulation to insert an authentication code into a spreading
code by time slots. The experimental results show that the
scheme has better resistance to estimated spoofing attacks
and can meet different security requirements of users, but this
scheme requires strict time synchronization.

Based on the above research status, the analysis of the
above various combined authentication schemes is shown
in Table 39.

As shown in Table 39, Motella et al.’s scheme is dif-
ficult to implement, mainly because of its high hardware
configuration and high requirements for receiver synchro-
nization [118]. Margaria et al.’s scheme is relatively difficult
to implement, mainly because this scheme is only theoretical
analysis and does not involve the relevant hardware simula-
tion process [1]. Curran et al.’s scheme [117] is generally
difficult to implement, because this scheme is relatively well
designed relative to the Margaria et al. [1]. Based on the
analysis of the above various combination of authentication
schemes, the resistance of various schemes to different spoof-
ing attacks is shown in Table 40.

Curran et al.’s scheme [117] is a combined authenti-
cation scheme based on NMA-SCE. NMA has a good
spoofing effect on generation spoofing attacks, while SCE
has a good spoofing effect on SCER and FEA spoof-
ing attacks and RSA. Since the key selection scheme of
Curran et al.’s method [117] changes over time and is
part of the encrypted information, their scheme has a good
anti-spoofing effect against the full channel generated spoof-
ing attack. In addition, this scheme designs multi-user
reception problem, so it has good anti-spoofing effect for
replay spoofing attacks based on multiple antenna receivers.
Margaria et al.’s scheme is a combined authentication scheme
based on NMA-SCA [1]. NMA has a good spoofing effect on
generation spoofing attacks, while SCA has a good spoof-
ing effect on SCER and FEA spoofing attacks and RSA.
Motella et al.’s scheme [118] is a combined authentication
scheme based on NMA-SCE. NMA has a good spoofing
effect on generation spoofing attacks, while SCE has a good
spoofing effect on SCER and FEA spoofing attacks and
RSA. Therefore, the schemes in [1] and [118] have similar
resistance to various spoofing attacks.

H. NON-NAVIGATION MESSAGE ENCRPTION
TECHNOLOGY
The non-navigation message encryption technology is from
the perspective of the receiver, and it does not fall into the
category of message encryption technology. This method
only relies on the performance of the receiver to analyze
the received navigation message and determine whether the
received information is spoofed or not.

For some receivers with higher performance, the naviga-
tion message information from multiple satellites is com-
bined and analyzed, and the information of a certain satellite
can be inferred to be spoofing information through certain
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TABLE 39. Comparative analysis of various combined authentication schemes.

TABLE 40. Resistance of various combined authentication schemes to
different spoofing attacks.

algorithms. Han et al. used RAIM technology and particle
filtering technology to analyze the received navigation infor-
mation [34]. The receiver uses the particle filter technology

to reduce the dimensionality of the measured position infor-
mation and speed information and improve the information
precision of each dimension. The calculated result is detected
by the analysis of the RAIM receiver to detect spoofing infor-
mation. Zhang et al. utilized the Kalman filter position infor-
mation parameter to determine whether the receiver received
spoofing information [119]. Experiments showed that the
method can be applied to highly dynamic receivers to detect
fraud signals. However, since this method is computationally
intensive, it is not suitable for a simple chip receiver. Anti-
spoofing methods based on non-navigation message encryp-
tion technology generally make the receiver bear a large
computational burden. Curran et al. used information coding
to resist spoofing attacks [120]. This method performs better
than the general cryptographic anti-spoofingmethod in resist-
ing the influence of noise. However, this method requires a
strong decoding capability at the receiving end, so it is not
suitable for general receivers. Sun et al. proposed a new threat
for pseudorange-based RAIM. They described the threat
for pseudorange-based RAIM as an optimization problem,
and then used the Fast Gradient SignMethod (FGSM) algo-
rithm [120] to optimize the problem so as not to trigger the
alert function of the target receiver. In other words, they did a
spoofing attack, which could achieve the purpose of spoofing
without triggering RAIM. However, they did not conduct
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defense analysis on the proposed attack model, which is
worth considering in the future [121]. Liu et al. introduced
a Kalman filter innovation based GNSS spoofing detection
method and described the two techniques of innovation aver-
aging and measurement averaging and their differences. This
method has very promising application prospect for its high
detection performance and easy software deployment [122].
Sun Minhong et al. proposed a new method of dimension
reduction called axial integratedWigner bispectrum (AIWB).
AIWB is integrated WB along the direction parallel to one of
the frequency axises on the bifrequency plane. This method
utilize singular values of AIWB as the feature vector of the
signal, and use support vector machine (SVM) to realize the
identification of spoofing signals [123]. Daniele Borio et al.
investigated GNSS receiver fingerprinting identification by
the clock-derived metrics and implemented a filter approach
for feature selection. Novel experimental results show that
the adopted technique is time effective and three intrinsic fea-
tures are sufficient to identify a receiver. While inter-model
identification can be easily achieved with the methodology
proposed, experimental results show that a different approach
is required for intra-model identification [124].

Anti-spoofing methods based on non-navigation message
encryption technology all require certain requirements on
receiver hardware or computing power, which is not applica-
ble to simple and portable small receivers or chip receivers.
Based on the analysis of the above research status, it can be
concluded that the anti-spoofing method of non-navigation
message encryption technology is only a method to detect
spoofing attacks based on the receiver level, while the
anti-spoofing method based on message encryption technol-
ogy is a relatively safe anti-spoofing method from the whole
satellite system level. Therefore, no matter the difficulty of
the implementation of the scheme, the anti-spoofing method
based on the message encryption technology is relatively
difficult to implement, or the anti-spoofing method based on
the message encryption technology has better anti-spoofing
performance. This article does not compare the methods
of non-navigation message encryption technology and their
comparison of anti-spoofing performance for different spoof-
ing methods.

I. SUMMARY
As for the classification of message encryption technology
mentioned in this section, it can be divided into
navigation message authentication (NMA), protocol authen-
tication (PA), navigation message authentication and proto-
col authentication combination (NMA&PA), spreading code
authentication (SCA), spreading code encryption (SCE),
watermark techniques (WT), combined authentication (CA)
and the non-navigation message encryption technology
(Non-NMET). Combined with the characteristics of various
methods, the anti-spoofing performance analysis of various
methods for different spoofing schemes is presented as fol-
lows. The analysis is shown in Table 41.

The navigation message authentication method utilizes
the scalable characteristics of the GNSS signal navigation
message, and the satellite system control segment can per-
form asymmetric encryption processing on the GNSS sig-
nal to implement digital signature. In addition, the NMA
only processes the navigation message and does not change
the structural form of the signal, so the receiver does not
need to change the receiver hardware, and the computational
overhead of the receiver is less. Therefore, the NMA has
a better anti-spoofing effect on generating spoofing attacks
(including direct generation and analysis generation). How-
ever, real-time estimation of NMA chips is relatively simple,
so NMA is less effective in estimating spoofing attacks.
NMA has a low time delay requirement, so it has a poor
resistance to RSA (including direct replay and multi-antenna
replay). Protocol authentication requires higher time synchro-
nization, so the protocol authentication method has better
resistance to direct replay-type spoofing attacks. However,
additional discussion is needed for the case of replay spoofing
attacks based on multiple antenna receivers. Most protocol
authentication schemes are less effective against such spoof-
ing attacks. SCA and SCE inherently have the characteris-
tics of confidentiality of spread spectrum communication.
Since the verification process of SCA and SCE is a pos-
teriori process, there will be a delay between transmitting
unpredictable code and receiving unpredictable code in the
ground control segment, and the spoofer will use this delay
to replay the GNSS signal. Therefore, spreading code authen-
tication and spreading code encryption have poor resistance
to RSA (including direct replay and multi-antenna replay).
Real-time estimation of SCA and SCE chips is difficult to
implement, so spreading code authentication and spreading
code encryption have better resistance to SCER and FEA
spoofing attacks. At the same time, SCA, SCE, and naviga-
tion message authentication are better at resisting generation
spoofing attacks, including direct generation and analysis
generation, because they are all processes for signing and
authentication based on certain information. As for the com-
bined authentication method, it can only theoretically analyze
the different combination schemes which may have better
anti-spoofing effect to various spoofing methods. This article
is only a qualitative description, not representative. The non-
navigation message encryption technology has a poor anti-
spoofing effect in resisting the general spoofing attacks, but
it can have a good anti-spoofing effect on the full channel
generated spoofing attacks, because this method can combine
the performance of the receiver with multiple receivers to
resist spoofing of multi-channel satellite signals. However,
other message encryption technologies have poor resistance
to the full channel generated spoofing attacks.

V. ANTI-SPOOFING TECHNOLOGY ANALYSIS OF
COMBINED SPOOFING METHOD
Spoofing attack is one of the biggest security threats to
navigation and positioning. Different deception scenarios
could result in a wide variety of spoofing attack strategies.
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TABLE 41. Anti-spoofing performance analysis of various methods.

Spoofing attacks are versatile. Each type of spoofing detec-
tion or spoofing suppression method is usually effec-
tive against some specific spoofing scenarios. Not every
anti-spoofing method is equally effective and feasible for
all spoofing attacks. Moreover, it is also necessary to con-
sider the additional cost of the self-developed or directly
purchasing the required hardware facilities, the complexity of
the setting operation, the implementation steps or the opera-
tion process, and the difficulty of the professional knowledge
in the process of actually designing the anti-spoofing inter-
ference part of the receiver. Less difficult the cost and exper-
tise difficulty required to implement a spoofing interference
scenario is, the more likely it is to successfully implement
a spoofing attack. The following is considered from the per-
spective of the receiver designer on the premise that the anti-
spoofing interference performance is similar. If the imple-
mentation difficulty or the technical cost of anti-spoofing
method is lower and spoofing interference scenes that could
be resisted are more, the method is adopted by the receiver
designer and applied to the actual receiver design more easily.
A variety of practical application scenarios have different
requirements for security and cost budget. The appropriate
anti-spoofing schemes can be selected according to specific
design requirements.

This section analyzes the anti-spoofing methods including
ten kinds of signal processing methods and seven kinds of
information processing methods, and the resistance perfor-
mance of these methods to the spoofing attack strategy for
the combined spoofing scenario. The above contents pro-
vide some possible solutions for the design of anti-spoofing
receivers in actual spoofing environments. Each kind of
anti-spoofing method has its own characteristics, shortcom-
ings and application scenarios. Combining the similarities
and differences of various methods andmerging several kinds
of anti-spoofingmethods, we can achieve better anti-spoofing
performance by complementing their advantages and disad-
vantages as much as possible. Table 42 gives a comparative
analysis of resistance performance to combined spoofing
attack strategy for anti-spoofing methods based on the

signal processing layer and the information processing
layer. Table 43 illustrates the meaning of the symbols
in Table 42.

The advantages and disadvantages of the anti-spoofing
performance are usually related to the difficulty of imple-
menting spoofing attack, the effect of the spoofing attack, and
the characteristics of the anti-spoofing method itself. If the
deception strategy is more difficult to implement and the
spoofing performance is better, then the spoofing detection
or suppression technology may have a greater difficulty in
achieving better anti-spoofing performance, and vice versa.
The anti-spoofing methods based on the signal processing
level and anti-spoofing performance for different combina-
tions of spoofing means (as shown in Table 7) have been
described in detail in section III. The characteristics of the
anti-spoofing methods based on the information processing
level, and anti-spoofing performance analysis of the methods
are introduced correspondingly in section IV.

The following uses spoofing detection method based
Doppler shift (S1) as an example to illustrate spoofing resis-
tance performance of the anti-spoofing method on signal pro-
cessing level. It can be seen from Table 30 that the method has
better resistance performance to selective power spoofing and
selective delay spoofing, and has less resistance performance
to nulling attack and denial environment. Combined with the
analysis of performance for spoofing attack in section II,
the effect of selective delay spoofing attack is close to that of
selective power spoofing attack. Both have weaker spoofing
effects than denial environment. The spoofing performance
of nulling attacks is better than denial environment. As can
be seen from Table 3, the spoofing effects of RSA, FSA,
ESA, and ASA are sequentially enhanced one by one. Rel-
atively speaking, the anti-spoofing method is weakened in
response to these kinds of spoofing. Considering the spoof-
ing attack performance comprehensively of the combined
spoofing strategy, the difficulty of implementing direct replay
spoofing is less than that of multi-antenna receiver replay
spoofing. Therefore, the method has better anti-spoofing
effect on combination of spoofing means A11 and A12.
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TABLE 42. Comparison of resistance performance for anti-spoofing methods to combined spoofing attacks.

The resistance consequence to the combination spoofing
means of A21 and A22 is generally good. Because the spoof-
ing effects of analysis generation spoofing attack is better
than that of direct generation spoofing attack, the B21, B22,
B23, and B24 combination of spoofing attacks are more
effective than the spoofing attacks corresponding to B11,
B12, B13, and B14. Therefore, the method has better resis-
tance performance to the B11, B12, B13 and B14 combina-
tion of spoofing means than the B21, B22, B23 and B24 com-
bined spoofing means. Since the implementation difficulty
of ESA is weaker than the full channel generation spoofing
attack, the anti-spoofing effect of the method for ESA is
slightly better than the anti-spoofing effect of the full channel
generation spoofing attack.

The navigation message authentication scheme (M1) at the
information processing level has poor anti-spoofing effect for
most replay type spoofing attacks and has better anti-spoofing
effect for most generation spoofing attacks. This type of
method has a poor anti-spoofing effect on ESA and full
channel generation spoofing attack. In addition, the relation-
ship between the combinable spoofing means and the attack
performance can be explained in the section II, i.e. selective
delay spoofing≈ selective power spoofing< denial environ-
ment < nulling attack. In summary, the navigation message
authentication scheme has a poor anti-spoofing performance
for A11 and A12; the multi-antenna receiver replay attack

starts the deception process from multiple receivers, so the
spoofing performance of the spoofing attack is better, so the
anti-spoofing effect of A21 and A22 is extremely poor. The
navigation message authentication scheme has better anti-
spoofing effect on B11 and B12. Because the B11 spoof-
ing method is less difficult to implement, the navigation
message authentication scheme has better anti-spoofing per-
formance on B11 than B12. From the perspective of the
combinable spoofing attack effect (selective delay spoofing
≈ selective power spoofing < denial environment < nulling
attack), the method has moderate anti-spoofing performance
on B13 and B14. The anti-spoofing effect on B14 is even
worse in some special cases. Similarly, the anti-spoofing
performance of B21, B22, B23, and B24 is similar to B11,
B12, B13, and B14 respectively. It can be seen from the
analysis for the content of section IV that this method has
poor anti-spoofing performance on ESA. Combined with
the relationship among spoofing effects on above-mentioned
combinable spoofing means, it can be concluded that M1 has
a poor anti-spoofing effect on B31 and B41. However, due to
the difficulty in implementing the B41 combination spoofing
method is low, its anti-spoofing performance may achieve
an moderate level in some cases. The implementation for
selective power estimation spoofing attack and denial envi-
ronment estimation spoofing attack is difficult. Therefore,
it can be considered that the method has poor anti-spoofing
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TABLE 43. Meaning of each symbol in the above table.

performance on B32 and B43, and the anti-spoofing
performance on B33 and B44 is extremely poor.

The above describes how to qualitatively analyze the anti-
spoofing performance of the anti-spoofing method based on
the Doppler shift (S1) and the navigation message authenti-
cation method (M1) for different combinations of spoofing
means (as shown in Table 7). Because the anti-spoofing per-
formance analysis process of other anti-spoofing schemes for
different combination spoofing means is similar, the specific
analysis process of anti-spoofing interference performance
for other anti-spoofingmethods is not introduced and detailed
one by one.

Among the ten types of anti-spoofing methods at signal
processing-level shown in Table 42, the front five methods
(S1, S2, S3, S4, and S5) do not need to add additional
hardware components such as antenna arrays and multiple
antennas. But the methods only need to perform an inter-
nal firmware upgrade or embed for the existing system and
are relatively easy to implement. The latter five methods
(S6, S7, S8, S9, and S10) require additional antenna arrays
or multiple antennas, which increases hardware implemen-
tation complexity and cost. The spoofing detection methods
(M1-M7) at information level usually need to increase the
key management center to supervise and operate the process
of storing, distributing, updating, and deregistering keys, and

have lower hardware requirements for the receiver. However,
the spoofing detection method at information level requires
the state to reconstruct the ground station and the space
satellite segment separately. From this perspective, it could
also increase the certain technical cost and implementation
cost. According to the characteristics and advantages or dis-
advantages of the anti-spoofing method at signal processing
level and the anti-spoofing method at information processing
level listed in Table 42, some of the methods can be combined
to achieve better combined spoofing attack resistance perfor-
mance. Table 44 gives examples of anti-spoofing methods
that can be combined.

From the combinations of various spoofing detec-
tion or spoofing suppression methods, four representative
anti-spoofing methods are selected for comparison anal-
ysis as shown in Table 44. The following is a detailed
description about one combination of anti-spoofing methods.
The associated anti-spoofing method combined with residual
signal detection technology (S5) and navigation message
authentication (M1) firstly performs residual signal detec-
tion on the spoofing signal in the received signal during
receiver acquisition and tracking phase. The scheme deter-
mines whether there is spoofing signal in the received signal
and distinguishes spoofing signals. After demodulating the
received signal, the content of the navigation message is
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TABLE 44. Comparative analysis of combined anti-spoofing methods.

authenticated by using a cryptographic method. The navi-
gation message authentication technology has a good resis-
tance performance to selective delay direct generation attack
(B11). Using the residual signal detection technique only
has a poor resistance performance to B11. The anti-spoofing
method with the combination of the two technologies com-
plements shortcomings of the single anti-spoofing method.
Compared with a single method of spoofing detection,
the combination of different anti-spoofing methods has a
certain degree of improvement on the resistance perfor-
mance for B11. If the user can afford additional technol-
ogy costs and hardware implementation costs, there are
many effective and feasible combinations of anti-spoofing
methods.

This section analyzes the anti-spoofing performance for
the combination of different spoofingmeans in the two spoof-
ing scenarios. In practical applications, the spoofing attacker
may combine several spoofing modes to deceive the target
receiver. The single anti-spoofing method has a very lim-
ited resistance performance to this complex spoofing attack
method. And it is necessary to comprehensively consider
the spoofing scenarios and implementation difficulties that
anti-spoofing method at the signal processing level and the
information level is applicable to. From the perspectives
of scene adaptability, technical cost and scheme complex-
ity for each type anti-spoofing method, we could choose
the appropriate spoofing detection or spoofing suppression
method.

VI. CHALLENGES AND FUTURE RESEARCH
OF GNSS SYSTEM
A. CHALLENGES OF GNSS SYSTEM
Although the theories and technologies related to GNSS have
developed rapidly in the past ten years, they still cannot meet
the increasing service requirements of civilian users. GNSS
spoofing technology and anti-spoofing technology exist in
opposition. Any security loophole in the satellite navigation
system may cause great problems and challenges to users.
The following summarizes the common problems and urgent
challenges that navigation users have today.

1) PVT ACCURACY ISSUES
With the introduction of GNSS into various fine operations,
the current PVT accuracy can no longer meet the needs of
civilian users. It is urgently hoped that the GNSS system can
provide higher precision PVT calculation results. But if the
user wants to improve the accuracy blindly, it will bring the
influence of measurement error.

2) AVAILABILITY OF GNSS SYSTEM
The availability of GNSS is a percentage of the time the
system’s services can be used. The availability of GNSS is
related to the number of satellites visible and the geometric
distribution of satellites at a certain location or at a time.
There are two factors affecting the number of visible satel-
lites, one is the shelter angle and the other is the landscape of
the user in the application environment. Generally speaking,
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the number of visible satellites will increase when the shield-
ing angle is reduced, but the atmospheric delay and multipath
problems will be more serious at the same time. The number
of visible satellites also varies between cities and suburbs.
At present, GNSS systems cannot solve this problem well.

The geometric distribution of satellites shows the unifor-
mity of the spatial distribution for availability. Generally,
the more uniform the spatial distribution, the more consistent
the availability of GNSS in the coverage area. In addition,
the failure of a satellite in the system will also affect the
uniformity of the spatial distribution, which will lead to the
availability of the GNSS system.

3) INTEGRITY OF GNSS SYSTEM
Integrity refers to the ability to warn users in the event of
a GNSS failure, so that users can avoid being misled by
a failed navigation system. As an auxiliary navigation sys-
tem for the three flight phases of air routes, terminal areas
and non-precision approaches in the US airspace, GPS can
be used as the main navigation system in oceanic routes
and remote areas. However, in the precision approach flight
phase, using GPS alone cannot meet the system’s integrity
requirements.

4) ANTI-INTERFERENCE ABILITY OF GNSS SYSTEM
The anti-interference performance of GNSS is very important
for both military and civilian users. After the advent of nav-
igation warfare theory, many countries have even improved
the anti- interference capability of GNSS to a strategic
level. At present, the interference to GNSS signals includes
potential interference and human interference. Potential inter-
ference includes in-band RF interference, out-of-band RF
interference, environmental interference, and mutual interfer-
ence between GNSS systems. Human interference includes
those described in Section II of this article. At present,
many corresponding anti- interference technologies have
been developed for interference, but these technologies are
mainly aimed at the user segment, and the anti-interference
capabilities of the space segment and the control segment are
not yet mature.

B. FUTURE RESEARCH OF GNSS
1) SPACE SEGMENT
The future GNSS space segment should have the following
characteristics.

a) Satellite orbits are diversified. Future GNSS constella-
tions can try a combination of multiple orbits, which will not
only facilitate the care of key areas, but also improve system
availability.

b) Networking. The satellites in the constellation realize
the transmission of information by establishing satellite-to-
satellite links. Networking is conducive to completing the
constellation time keeping and precise orbit determination
functions, reducing dependence on the ground control seg-
ment, and enabling autonomous navigation for a long time.

c) Synergy. The GNSS system’s space segments can work
together to achieve higher accuracy.

d) In addition to the above development points, the space
segment can also choose other information carriers to pass
information to users, such as quantum communication.

2) CONTROL SEGMENT
The control segment of GNSS in the future can be improved
in the following aspects.

a) The control segment maintains real-time monitoring of
the working status of all satellites to improve the integrity of
the system.

b) The control segment learns from each other through
international exchanges and uses the most advanced orbit
determination and orbit measurement technology in the world
to improve the accuracy of satellite position prediction.

c) The control segment uses more accurate atomic clocks
and advanced anti-spoofing technology strategies.

3) USER SEGMENT
The user segment of GNSS in the future should have the
following characteristics.

a) Supporting multiple system compatibility
b) Implementing software radio to provide a more flexible

navigation solution
c) Using the most advanced anti-interference technology

4) AN ADVICE FOR THE FUTURE GNSS
a) The state and government should pay attention to the

research on deception and interference methods, and promote
the innovation of anti-deception and interference methods.
With the continuous development of technology, the gov-
ernment must pay attention to the study of deception and
interference. Otherwise, once a new deception attack mode
appears, the previous deception protection methods may fail.

b) The reliability and stability of anti-spoofing methods
still need to be further enhanced. Spoofing interference has
its own unique characteristics, but also has characteristics
similar to noise, suppression interference, multipath and other
factors. The reliability and stability of the current detection
algorithm for spoofing interference still need to be further
improved.

c) The state and the government should also pay attention
to the research of deception jamming suppression and decep-
tion jamming back tracking technology. The current research
on anti-spoofing attack technology basically belongs to the
category of deception detection, and there are few studies on
deception jamming suppression.

d) The fusion of antenna array technology. Antenna array
technology can play an important role in deception inter-
ference detection, deception interference suppression, and
even deception interference reverse positioning, which can be
used as an important aspect of future research on anti-spoof
interference technology.

e) The application of cryptographic technology should be
used reasonably.
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VII. CONCLUSION
GNSS can be used in military and civilian applications to
provide continuous, secure and reliable positioning, speed
measurement and timing services for users who require nav-
igation and location services. GNSS has been widely used
in all aspects of people’s life and work, so the authenticity
and integrity of satellite navigation signals are particularly
important. Spoofing and jamming have strong concealment
and great harm. If the receiver suffers spoofing and jamming
but does not take any spoofing and interference detection or
suppression measures, the positioning results calculated by
the receiver according to spoofing signal positioning solution
are likely to cause huge positioning deviation. The research
on anti-spoofing technology in foreign countries started ear-
lier and more mature. Domestic research scholars mainly
study traditional anti-spoofingmethods and pay less attention
to it. Therefore, it is necessary to carry out related research
on spoofing attack detection and jamming suppression tech-
nology. In-depth study of spoofing and jamming strategy
is very helpful to design a reasonable and effective anti-
spoofing method, which makes the anti-spoofing method
more targeted. So far, most anti-spoofing methods need to
change the receiver equipment to achieve the purpose of anti-
spoofing, except for some deception detection methods that
can be completed outside the receiver (such as antenna array
detection, and angle of arrival detection methods), Because
the anti-spoofing detection can only be carried out when the
detection method reaches the signal level or the information
level, it is necessary to change the receiver equipment.

From the survey summarized in this article, it is found that
no deception method can make all anti-spoofing technolo-
gies ineffective, and no anti-spoofing method can resist all
deception attacks. Therefore, the future direction is to study a
more complete anti-deception system as the deception model
continues to advance. At the same time, we must also focus
on the suppression of spoofed signals so that the satellite
navigation system can provide services more safely and sta-
bly. In addition, people’s growing dependence on GNSS has
become a major incentive for criminals to attack and navigate
civilian signals. In order to maintain the security of public
services and ensure national security, continuous attention
and tracking research on the text encryption technology for
navigation and civil signals is required.
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