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ABSTRACT Information and its security have attracted the research community in recent years with
increasing usage of mobile applications. Mobile devices have different security options in data transmission
such as reading some biometric values. The keystone of the modern block and stream ciphers is the use
of a substitution box (s-box) that obscures correlation between plaintext and ciphertext. In this study,
we proposed a novel s-box generation algorithm by using the fingerprint pattern of the person who transfers
information to the target. We generated several s-boxes by using bifurcation and ridge ending features of
the fingerprint. Proposed s-boxes are compared with several known s-boxes over nonlinearity, bijectiveness,
strict avalanche criterion, bit independence criterion, linear probability, and differential probability. Along
with these properties, we analyzed confidence interval and randomness properties of new s-boxes as well.
Also, the execution time of the proposed s-box generation algorithm is calculated and examined. The results
of the cryptographic properties have shown that the proposed s-boxes by using ridge ending of the fingerprint
performs better. The performances analysis show that the proposed s-box has satisfactory results according
to the results of chaotic-based s-boxes. On the other hand, the fingerprint s-boxes are much better than
the existing biometric s-boxes according to the s-box security metrics. The results have shown that the
execution time of the proposed s-box generation algorithm is more minimum than the existing biometric
s-box generation algorithms. Resulting from applying fingerprint biometric data to generate an s-box, such

a successful algorithm is promising to be used in mobile devices.

INDEX TERMS Biometric data, cryptography, fingerprint, mobile devices, substitution box.

I. INTRODUCTION

Nowadays, information and its security are hot topics all
over the world. Information security is based on good com-
munication. It means that the processes between sender and
receiver are designed to deliver information over uninter-
rupted, reliable, and accurate channels. If the channel is not
reliable, the system must protect the information by using a
cryptographic technique before the information is sent over
that unreliable channel. Modern cryptography is generally
divided into two categories: symmetric cryptography that
has only one secret key and asymmetric cryptography that
has a key pair and is based on the explicit key principle.
In this study, Advanced Encryption Standard (AES), that was
published in 2001 by the National Institute of Standards and
Technology (NIST), has been adopted by the US government
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and other countries in the world to protect confidential data
and information [1], is used.

Substitution box (s-box) is a vital part of block cipher since
commercial computer cryptography [2] was introduced by
Horst Feistel. An s-box includes 2" elements, n is the number
of bits in input. If all elements in the s-box are unique and
different, it is called a crypto s-box. There must not be a
correlation between the sequence of the values to generate
a good s-box [3]. Rijndael algorithm [4], [5] uses Nyberg’s
s-box [6] that is constructed with inverse mapping based on
finite fields.

The strength of the AES algorithm is related to the
s-box and mix column operation. These two elements ensure
security against the linear and differential attacks. There
is a lot of scientific research focus on the key genera-
tion [7], [8], the round operations of algorithm [9], [10],
an s-box design [11], [12], and the mathematical operations
of the AES algorithm to get a more robust system. There are
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lots of studies and papers that improve the algorithm’s key
and s-box with either biometric traits [8], [13]-[19] to get
unique data or machine learning techniques [20]-[22] to get
a function with a sequence of mathematical operations.

In this article, to address generating with minimum time
consumption, a more secure, and person specific s-box prob-
lem, a new biometric s-box is proposed. Our main contribu-
tion is developing a personal s-box with personal biometric
traits. The most person specific biometric data is fingerprint
that has good entropy with its unique pattern. In this study,
fingerprint biometric data have been used to get a good source
of randomness. The user can add their fingerprint pattern
while using their mobile devices to transfer data to the target.
The logical and mathematical processes are applied to gen-
erate values from the fingerprint patterns. Feature extraction
from a fingerprint takes time and time complexity is vital
for mobile applications. When any modification is applied to
the system, it must be completed with minimum time con-
sumption, otherwise it could not be acceptable [23]. Another
signifint contribution of this study is that the proposed s-box
generation algorithm is completed within a few milliseconds
with high privacy. The proposed algorithm has minimum time
consumption, great success in randomization and personal
sequence. To improve the shortcomings of existing s-box
construction methods, this article presents a novel and person
specific s-box construction method by using strong character-
istics of biometric data.

The rest of the paper is organized as follows: the different
kinds of existing s-boxes are introduced in Section 2. The
proposed s-box and inverse s-box generation algorithms are
presented in Section 3. Section 4 introduces biometric param-
eters and explains why fingerprint biometric is preferred. The
results of the good s-box criteria and performance assess-
ments are presented in the same section. Moreover, the pro-
posed fingerprint s-box generation algorithm is compared
with existing s-boxes in literature according to the good s-box
criteria in Section 5. Finally, the conclusion summarizes the
proposed fingerprint s-box generation algorithm and presents
comments and discussions.

Il. RELATED WORKS

Information security and privacy are hot topics in the informa-
tion technology industry, finance and banking, and scientific
research. All applications for these fields need authentica-
tion to verify the users. There are different kinds of veri-
fications such as password, biometric traits that are stored
in servers of the applications. The transfer of information
is protected by using cryptographic algorithms. The more
the information is important, the more the application is
strong. Researchers develop different parts of the crypto-
graphic algorithms such as key operation, rounds operation,
s-box operation because using the only cryptographic algo-
rithm does not ensure security. One of the most important
operations for developing a cryptographic algorithm is gen-
erating the s-box. There are different methods to produce an
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s-box such as heuristic techniques, finite field inverse,
finite field exponent, pseudo-random [3].

The chaotic map has a spread spectrum to increase the
performance of random number generators in heuristic tech-
niques. There are a significant number of published chaotic
s-boxes. Chen [24] presented an efficient algorithm that is
based on chaotic maps and simulated annealing to obtain
an 8 x 8 s-box. Cavusoglu et al. [25] designed the ran-
dom number generation algorithm by using the new scaled
Zhongtang chaotic system to generate a complicated and
dynamic s-box. Lambic [26] proposed a discrete chaotic map
based on the composition of permutations. The 3-D four-wing
autonomous chaotic system is used by [27] to generate an
s-box. The Gingerbreadman chaotic map and Sg permutations
are synthesized by [28] to present resilient nonlinear mecha-
nisms. Lambic [29] presented an s-box with low complexity
and large key space and applied composition of operations on
existing s-boxes.

Researchers focused on the genetic algorithm that is the
best in complex multi-dimensional search space to generate
chaotic s-boxes. The chaotic logistic and chaotic tent map
are iterated to generate the initial population of the genetic
algorithm [30]. The logistic map is used to generate the initial
s-box and the three-dimensional chaotic Lorenz system is
applied to generate the control parameters of the genetic
algorithm [31]. The s-box generation problem transformed
the travelling salesman problem and an s-box designed based
on the chaotic map and the genetic algorithm [32].

There are various optimization approaches to design an
efficient s-box. Ahmad et al. [33] proposed an ant colony
optimization-based scheme to design an s-box by iterating
the chaotic logistic map and chaotic tent map for initial-
ization. The differential uniform and nonlinearity are con-
sidered as the fitness function in the optimization step of
the algorithm [34], [35]. A chaotic s-box is generated by
using the six-dimensional hyper-chaotic map and artificial
bee colony optimization algorithm [34]. Many s-boxes are
generated by using the intertwining logistic map and then
the bacterial foraging optimization algorithm is applied to
find the optimal s-box [35]. The travelling salesman problem
and piece-wise linear chaotic map are synthesized by [36].
The chaotic map and new Teaching-Learning-Based Opti-
mization (TLBO) are presented to optimize keys generated
as a result of round [37]. An s-box is generated by using
the discrete space chaotic map and the firefly algorithm opti-
mized the initial s-box [38]. According to ancient Chinese
I-Ching philosophy, there are three innovative I-Ching oper-
ators (ICOs): intrication, turnover, and mutual operators are
used to generate an s-box [39].

The cryptographic primitives and the properties of the
chaotic system share unique characteristics that are unpre-
dictable operations and random data. Ullah ef al. [40] con-
structed an s-box with the chaotic system and linear fractional
transformation and Ullah et al. [41] constructed an s-box
with arithmetic background based on group action of pro-
jective general linear group on units of finite local ring.

160159



IEEE Access

0. Sengel et al.: Efficient Generation and Security Analysis of Substitution Box Using Fingerprint Patterns

Ozkaynak [42] designed two s-boxes by applied the chaotic
Chen system and chaotic Henon map, and Ozkaynak [43]
used the chaotic logistic map and chaotic sine map with
the properties of existing iris dataset as initial condition
and control parameters to improve randomness. A Six-
dimensional fractional Lorenz-Duffing chaotic system and
O-shaped path scrambling algorithm are offered to construct
an s-box [44]. The five-dimensional hyperchaotic system [45]
and four-dimensional hyperchaotic Lorenz system [46] is
discussed to construct an s-box. The one-dimensional discrete
chaotic map and B-hill climbing search technique are intro-
duced to construct an s-box [47].

A mathematical operation named as Determinant Rota-
tion is introduced by [48] to produce different s-boxes for
each round of AES. Ahmad and Malik [49] proposed the
chaos-based neural network with four layers; input layer
with eight neurons, two hidden layers with four neurons,
two neurons respectively and output layer with one neuron.
The sequence of the corresponding multiplicative inverse in
GF(2%) and artificial neural network with seven perceptron
neurons in three layers operations are synthesized to generate
an s-box [50].

The standard s-box is constructed by using 11B1¢ (x84
x*+ x>+ x + 1) irreducible polynomial in finite field of
GF(28) and additive constant 631¢. An irreducible polynomial
is not a constant polynomial that cannot be a product of two
non-constant polynomials and ends with a constant one. The
affine transformation is used to construct the AES s-box with
an affine matrix that should be nonsingular. Approximately
263 affine matrices can be generated with each irreducible
polynomial according to [51] and they generated fifty s-boxes
over 17B1g, 1BD1g, 14D1g, 1651¢ with maximum avalanche
criteria. Some irreducible polynomials with different affine
matrices are compared by [52]. A system can use different
irreducible polynomials every time to obtain a ciphertext and
this irreducible polynomial is sent with a secret key to the
receiver to obtain a plaintext [53]. Several irreducible polyno-
mials are paired with the valid additive constants to generate
a secure s-box [54]. The level of security with cryptographic
properties of s-boxes with all irreducible polynomials is eval-
uated and the polynomial 1634 has an extremely good result
according to the s-box security metrics [55].

The Deoxyribose Nucleic Acid (DNA) cryptography [56]
is also a hot topic in generating an s-box. The DNA based
s-box inspired by the strands of DNA that is a sequence of
nucleotides. There are four nucleic acid bases: adenine (A),
cytosine (C), guanine (G), thymine (T) to form a DNA
sequence. Each nucleic acid base is represented with two-bits
that are 00, 01, 10, 11 [57]. The DNA based s-box is gen-
erated in four steps: generating DNA strands, reverse com-
plement, XOR operation, central dogma operation [58]. Two
DNA strands are presented: first one is for the value of
s-box, second one is for the location of the value in s-box [59].
Either logical operations or arithmetic operations are used
to generate a DNA s-box. Data processing, DNA addi-
tion, DNA subtraction, the logical and arithmetic operations,
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and searching operation are applied to generate both s-box
and inverse s-box by [60]. The RNA based multi s-boxes [61]
with secret key initialization, inspired by the DNA based s-
boxes [59], [60]. Data translation, addition, subtraction, XOR
operation, and transcription processes are applied to generate
an RNA s-box from a DNA strand [61].

IIl. PROPOSED ALGORITHM

In this study, a more robust s-box designed against the linear
and differential attacks while minimizing input-output trans-
formation correlation and difference propagation probability.

A. SUBSTITUTION BOX

Substitution Box (s-box) is the most important variable of
the symmetric key encryption algorithm in block cipher algo-
rithms. S-box is the only nonlinear part of the algorithm
so constructing the best s-box affects the complexity of the
ciphertext. The aim of using an s-box is to find a byte change
in an algorithm and obscure the relationship between the
ciphertext and the key.

The y = S(x) function with an 8-bit input (x) and an
8-bit output (y) as polynomials over GF(2%) are used by the
sub byte operation of the AES algorithm. The least signifi-
cant nibble of the input represents the column of the s-box,
the most significant nibble of the input represents the row
of the s-box. The output value is the intersection of row
and column on an s-box. If the input is 01011110, the least
significant nibble of input is 1110 that has a value of 14 (OxE),
and the most significant nibble of input is 0101 that has a
value of 5 (0 x 5). The result of the function for the AES
s-box is 01011000 (0 x 58). If the output value of the s-box is
used as the input for the inverse s-box, the result will be the
input value of the s-box.

)

% N
(a) original (b) binary (c) thin

FIGURE 1. Fingerprint processing.

B. PROPOSED S-BOX AND INVERSE S-BOX

GENERATION ALGORITHM

In this study, an s-box and inverse s-box are generated using
fingerprint patterns of people. The general block diagram of
the proposed substitution box generation algorithm consists
of the four main stages as illustrated in Fig. 2. The first stage
is for extracting features of a fingerprint. The fingerprint of
persons can be collected from a fingerprint reader of a mobile
device (Fig. 1(a)). If the user uploads the mobile application,
the fingerprint is uploaded by the fingerprint reader of the
device. The fingerprint in binary format (Fig. 1(b)) is obtained
from Fig. 1(a) after binary conversation and size reduction
to remove redundant space. The fingerprint processing step
includes thinning the lines of fingerprint as shown in Fig. 1(c).
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FIGURE 2. General block diagram of the proposed substitution box generation algorithm.

Original |:> Substitution
fingerprint box

Generating s-box block diagram

) Inverse
Flnq new Generate new - Substitution
position value box

FIGURE 3. General block diagram of the proposed inverse substitution box generation algorithm.

FIGURE 5. Bifurcation points.

Each pixel of the fingerprint is scanned. There is a line if
both the selected pixel and the adjacency pixel of the selected
pixel is not empty. The system scans all the adjacency pixels
of the selected pixel and counts the lines. If the number of
lines is one, it is labeled as ridge ending. Ridge ending points
of the fingerprint are shown in Fig. 4. If the number of lines
is three, it is labeled as bifurcation. Bifurcation points of the
fingerprint is shown in Fig. 5.

The second stage generates the values of s-box after some
operations from the fingerprint features. The system uses
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either one of these features or a combination of these fea-
tures to generate an s-box. The position values of the fea-
ture points are stored as x-coordinate and y-coordinate. The
system performs the exclusive disjunction (XOR) operation
on the x-coordinate and y-coordinate of the selected feature.
The result of the calculation is checked for duplicate values.
If the result value exists more than one time in the result
array, the system stores duplicate values once and removes
the others from the result array.

The third stage is for using a random function for nonexis-
tent values of s-box. An s-box has values between 0 and 255
(OxFF). The system checks that each value of the result array
is between 0 and 255. If the values between 0 and 255 do
not exist in the result array, the system stores this value in a
nonexistence array. The values in the nonexistence array are
assigned the rest of the result array with random permutation.

In the fourth and final stage, the result array values fill the
s-box.

Each s-box has a unique inverse s-box that is used to
decrypt the ciphertext. The general block diagram of the
proposed inverse substitution box generation algorithm con-
sists of four main stages from the proposed s-box generation
algorithm and extra two stages as illustrated in Fig. 3. The
first addition stage reads a value from the s-box to find the
position of the inverse s-box. The value of the s-box has two
digits in hexadecimal format. The left-hand digit represents
the row of the inverse s-box. The right-hand digit represents
the column of the inverse s-box. The second addition stage
reads the position of the selected value from the s-box to
generate the value of the inverse s-box. The row position
of the s-box value is the left-hand digit of the value of the
inverse s-box. The column position of the s-box value is the
right-hand digit of the value of the inverse s-box. All s-box
values are read to generate an inverse s-box.

An overview of the proposed algorithm is presented in
Algorithm 1 given in the Appendix, which consists of these

eleven steps:
Step 1: The original input data is a fingerprint that is

read by a biometric fingerprint reader, stored as an image
file F.
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Count connected pixel around each pixel on fingerprint
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and y coordinates to R.
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and y coordinates to B.

Find both ridge ending
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fingerprint and store x
and y coordinates to BR.
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Eliminate same results

I
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FIGURE 6. Flowchart of proposed algorithm.

Step 2: Fingerprint image is converted to binary image
format B.

Step 3: Binary image is resized to get rid of redundant
space around the fingerprint and is stored as resized image
file R.

Step 4: The fingerprint lines (T) are extracted by using
bwmorph function from R.

Step 5: The number of connections is counted around each
pixel of T and stores in count matrix C.

Step 6: The type of the fingerprint feature is chosen
(1: ridge ending, 2: bifurcation, 3: both). If the type is 1,
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the location of the pixel where C(x,y) value is equal to 1 is
stored in R. If the type is 2, the location of the pixel where
C(x,y) value is equal to 3 is stored in B. If the type is 3, the
location of the pixel where C(x,y) value is either equal to 3
(for bifurcation) or equal to 2 (for ridge ending), is stored in
BR.

Step 7: The algorithm performs the bitwise XOR operation
on the pixel components (x-coordinate and y-coordinate) of
the features. The x-coordinate and the y-coordinate are in
decimal format. The result of the XOR operation is in bitwise
binary format as shown in Table 1.
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TABLE 1. XOR calculation on one pixel.

Coordinate  Decimal  Hexadecimal Bitwise operation
X 14 0E 00 0O0T1TT1T1F®O
y 57 39 00111001
x@y 55 37 00 110111
:1' " 1;' " XOI:‘ Result
[coordinate|coordinate| resu! g y
57 14 55 %L
22 1; ii#ss 0 1 2 3 4 5 6 7 8 9 A B CDEF
= = 34
P TR 4w o[ [o[w[o[s[ [ [ [ [ [ ]]]
30 22 08 08
31 22 09 09
31 23 08 155
140 23 155

FIGURE 7. An example for process of step 8.

Step 8: The results of XOR operation are checked. If the
result of XOR operation is calculated by the different pixel
components before, the last result is ignored. Same values are
eliminated during calculation and a distinct result is stored in
the s-box (S). All elements of the S are filled after elimination
shown in Fig. 7 in hexadecimal format.

Step 9: The nonexistence values of the s-box and empty
index in s-box matrix are detected. The nonexistence values
randomly stored in the s-box.

Value of the s-box

v
Row of the Column of the 09
inverse s-box inverse s-box

63 7C |77 | 7B | F2
CA | 82 | C9 | 7D | FA
93 | 26 | 36
C7123|C3 18
09 | 83 [2C | 1A | 1B

Row of the Column of the
s-box s-box

Value of the inverse s-box

W=
=
3
o]
o]
&=

08 | 2E 28

1

FIGURE 8. An example of an inverse s-box generation.

The process of an inverse s-box generation is demonstrated
in Fig. 8 to clarify the algorithm better. The following steps
to generate an inverse s-box:

Step 10: Read the first value of the s-box. The left-hand
digit of this value represents the row of the inverse s-box,
the right-hand digit of this value represents the column of the
inverse s-box.

Step 11: Read the row of the s-box and store the left-hand
digit of the value of the inverse s-box, read the column of the
s-box and store the right-hand digit of the value of the inverse
s-box (IS).

The flowchart of the proposed s-box and inverse s-box
generation process is demonstrated in Fig. 6 to clarify the
algorithm better.

IV. ANALYSIS AND RESULTS

In this section, the security metrics used for evaluation
of the proposed s-box and inverse s-box generation algo-
rithms are presented and the reason why we preferred fin-
gerprint to generate an s-box and which fingerprint feature
is more distinctive to generate an s-box are explained in
detail. The security metrics are bijectiveness, nonlinearity,
strict avalanche criterion, bit independence criterion, lin-
ear probability, differential probability, confidence interval,
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randomness, and the execution time of the proposed algo-
rithm. The proposed algorithm is implemented in MATLAB
R2019b running on Windows 10 64-bit operating system on
a computer equipped with 16 GB RAM and an Intel Core
17-7500-U (2.70 GHz - 2.90 GHz) processor.

Biometric
L

r
Physical Behavioural
—

Morphological Biological ——  Voice Recognition

—  Face Recognition DNA —— Signature Dynamics

— Fingerprint Body Temperature Movement Speed
—  Finger Geometry Blood Acceleration
—  Hand Geometry Saliva Inclination
—  Iris Recognition Sweat Pressure
—  Vein Recognition — Keystroke
'— Retina Recognition — Gesture

— Walk

L Usage of objects

FIGURE 9. Biometric technologies.

A. BIOMETRIC PARAMETRICS (WHY FINGERPRINT?)
Biometric is the physical and behavioral characteristic feature
of a human. These features are unique for each person, so the
combination of these features is used to increase the accu-
racy of the system. Biometric technology divides into two
categories: physical biometrics and behavioral biometrics as
seen in Fig. 9. Physical biometrics occurs from birth and
differs from person to person. The behavioral biometrics is
characteristic and measurable features in human activities.
The physical biometrics is more distinctive than the behav-
ioral biometrics. The behavioral biometrics can be changed
by momentary feelings such as stress.

Some of these biometric identifiers are compared accord-
ing to seven factors as given in Table 2 [62]. The proper-
ties of a biometric identifier are universality, distinctiveness,
permanence, and collectability. The attributes of a biometric
system are performance, acceptability, and circumvention.
The universality of a biometric identifier refers to the exis-
tence of the biometric feature for all people. The universality
property ensures a high ratio for face recognition and iris
recognition. The distinctiveness factor means that a biometric
identifier can distinguish one from the other. The distinc-
tiveness property ensures a high ratio for fingerprint and iris
recognition. The permanence factor denotes the consistency
of an identifier. Fingerprint and iris recognition satisfy a
high ratio for the permanence property. The collectability
factor represents how the identifier is captured and quantified.
The collectability of face recognition, hand geometry, and
signature recognition have a high ratio. Performance factor
refers to speed and accuracy of the system. Fingerprint and
iris recognition ensure the performance property with a high
ratio. The acceptability of a system with an identifier repre-
sents how many users want to use that biometric identifier in
the system. The users prefer to use face, voice, and signature
identifiers with a high ratio in a system. The circumvention
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TABLE 2. Comparison of biometric identifiers for mobile systems.

> 2 Q 2 Q 2 g

g T : RN = =

£ e = 2 ® £ g B

£ 2 2 £ 8 & & E

= = 2 S 3 5 S e

A S & < 3

Face H L M H IL H H

Fingerpint M H H M H M M |
Hand M M M H M M M
geometry

Iris H H H M H L L
Keystroke L L L M IL M M
Signature L L L H IL H H
Voice M L L M L H H

H: High, M: Medium, L: Low

factor refers to foolproof of the system. Face recognition,
voice recognition, and signature recognition satisfy a high
ratio for the circumvention property of a system.
Distinctiveness, collectability, performance, and universal-
ity are the most important factors for cryptography. The high
value set is fingerprint, iris recognition, and face recognition
for these factors. Face, fingerprint, and voice can be collected
by mobile devices. Face recognition has two high and two
low ratios, fingerprint has two high and two medium ratios,
voice recognition has two medium and two low ratios for
selected factors. As a result of the ratio, fingerprint, face, and
voice identifiers would be preferable for a mobile system.
The intersection of the factors with biometric identifiers is
provided in Table 2. Distinctiveness and performance are the
most important criteria to generate an s-box for a mobile
payment system. Fingerprint satisfies a high ratio for both
distinctiveness and performance factors. Therefore, we pre-
ferred the fingerprint metric for the proposed algorithm.

TABLE 3. Fingerprint features and definitions.

Pattern Feature Explanation
Isl.and or Island is the smallest pattern in fingerprint.
point
—_— Ridge ending  The line ends immediately.
_::p— Bifurcation The line branches two or more lines.
i Lake The line branches and ends back to same
line and occurs a space.
- Supur A protrusion occurs from any line.
A new line occurs from connection of two
Crossover lines

Every person has a unique fingerprint. The characteristic
points in a fingerprint is called the feature (minutiae). Gen-
erally, every line in a fingerprint looks the same but there are
various structures in a fingerprint. A fingerprint has different
features such as island, ridge ending, bifurcation, lake, supur,
and crossover that are shown in Table 3. Ridge ending and
bifurcation are the most common and distinctive features to
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detect a fingerprint, the other features are a combination of
the ridge ending and the bifurcation.

B. SECURITY ANALYSIS OF PROPOSED S-BOXES

In this section, the cryptographic strength of the proposed
s-boxes is tested with widely used analysis techniques such
as bijectiveness, nonlinearity, strict avalanche criterion, bit
independence criterion, linear probability, differential prob-
ability that are presented in [63], [64]. All security metrics
are implemented in MATLAB R2019b. Besides these security
properties of an s-box, we deal with randomness and confi-
dence interval to specify a perfect n x n s-box. The execution
time of the proposed s-box generation algorithm is calcu-
lated to test its suitability for mobile payment applications.
11 fingerprints are used to generate three different s-boxes
from each fingerprint. We generated bifurcation, ridge end-
ing, and bifurcation-ridge ending s-boxes from one finger-
print. The security analysis of each fingerprint s-boxes is
demonstrated in Table 4. The results show that the fingerprint
feature type is important to generate more robust s-boxes.
The ridge ending s-box for each fingerprint is more robust
according to the security parameters shown in Table 4. Each
fingerprint feature is analyzed by an average of the security
metrics of all s-boxes with the same fingerprint feature to
decide which fingerprint feature is more secure to generate
an s-box.

1) NONLINEARITY

Nonlinearity (NL) is the most important parameter of crypto
s-boxes. It is the measurement of the difference among out-
puts. High nonlinearity means that there is no linear equation
to generate the s-box. These linear equations make the system
breakable so the most nonlinear s-box should be used. Non-
linearity is calculated by (1) which is a different form of the
Walsh spectrum.

NLy = 2" (1=27"max weGrom|s <~ (@) (1

The cyclic spectrum of f(x) is calculated by (2) where we

GF(2"), x. w is the dot product.
S<f=(@) = Zyegron(—1) 0 2

The maximum value of nonlinearity percentage is 0.80, the
minimum value of nonlinearity percentage is 0.52, an average
value of nonlinearity percentage is 0.73 for the fingerprint s-
boxes, given in Table 4. The maximum nonlinearity is 180,
the minimum nonlinearity is 62. According to nonlinearity
results, the best nonlinearity value obtained with the bifur-
cation s-box and the bifurcation-ridge ending s-box, but the
average of the ridge ending s-boxes got the best value with
0.75.

The maximum, average, and minimum nonlinearity val-
ues for each fingerprint feature are illustrated in Table 5.
The best result of the nonlinearity percentage is 0.80 and
both the bifurcation and the bifurcation-ridge ending
s-boxes got. On the other hand, both the bifurcation and
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TABLE 4. Security analysis of fingerprint s-boxes.

S-Box Nonlinearity Nonlinearit
. ) Fingerprint  SAC ) owiinearity DP LAT LP BIC-SAC  BIC-NL
Fingerprint max min Percentage
feature

Bifurcation 04761 164 92 0.77 32 01250 36 0.1406 0.4949 101
1 Ridge ending 05098 162 94 0.78 14 0.0547 34 0.1328 0.5019 103
Bifurcation- ;53 60 gg 0.73 32 01250 40 0.1563 0.4948 101

Ridge ending
Bifurcation 05002 162 94 0.78 10 0.0391 34 0.1328 0.5047 103
2 Ridge ending  0.5034 168 88 073 12 0.0469 40 0.1563 0.5013 103
Bifurcation- 10,1 156 g3 0.73 10 0.0391 40 0.1563 0.4989 102

Ridge ending
Bifurcation 04993 162 94 0.78 10 0.0391 34 0.1328 0.4983 102
3 Ridge ending 04941 172 84 0.70 10 0.0391 44 0.1719 0.5004 103
Bifurcation-, joa0 170 g4 0.70 10 0.0391 44 0.1719 0.4997 102

Ridge ending
Bifurcation 05100 164 92 0.77 12 0.0469 36 0.1406 0.4976 102
4 Ridge ending 05002 170 86 0.72 10 0.0391 4 0.1641 0.4996 102
Bifurcation- 1o, 150 76 0.63 18 0.0703 52 0.2031 0.4986 102

Ridge ending
Bifurcation 04785 170 86 0.72 14 0.0547 4 0.1641 0.4974 102
5 Ridge ending 05059 162 92 0.77 12 0.0469 36 0.1406 0.4987 102
Bifurcation- 055 10 g9 0.75 12 0.0469 38 0.1484 0.4941 101

Ridge ending
Bifurcation 04934 160 92 0.77 10 0.0391 36 0.1406 0.4960 102
6 Ridge ending  0.5020 162 90 0.75 12 0.0469 38 0.1484 0.5043 103
Bifurcation- 500 154 74 0.62 14 0.0547 54 0.2109 0.4939 101

Ridge ending
Bifurcation 04912 164 92 0.77 12 0.0469 36 0.1406 0.5021 103
- Ridge ending  0.5032 162 94 0.78 12 0.0469 34 0.1328 0.4970 102
Bifurcation-—, jo;) 150 g6 0.80 14 0.0547 32 0.1250 0.4942 101

Ridge ending
Bifurcation 04963 162 62 0.52 20 0.0781 66 0.2578 0.4911 101
8 Ridge ending 04983 166 90 0.75 12 0.0469 38 0.1484 0.5033 103
Bifurcation-—, jo,5 104 66 0.55 24 0.0938 62 0.2422 0.4885 100

Ridge ending
Bifurcation  0.5012 162 76 0.63 12 0.0469 52 0.2031 0.4987 102
9 Ridge ending 05051 160 94 0.78 10 0.0391 34 0.1328 0.4973 102
Bifurcation- o) 154 gy 0.70 14 0.0547 44 0.1719 0.4980 102

Ridge ending
Bifurcation 04968 160 96 0.80 20 0.0781 32 0.1250 0.5003 103
10 Ridge ending  0.5002 162 92 077 14 00547 36 0.1406 0.5015 103
Bifurcation- o0, o4 gy 0.70 26 0.1016 44 0.1719 0.5016 103

Ridge ending
Bifurcation  0.5017 162 94 0.78 12 0.0469 34 0.1328 0.5075 104
1 Ridge ending 04900 166 86 0.72 14 0.0547 4 0.1641 0.5005 103
Bifurcation-—, jo 0 160 g4 0.78 10 0.0391 34 0.1328 0.5006 103

Ridge ending

the bifurcation-ridge ending s-boxes have big fluctuations
between minimum and maximum value of nonlinearity per-
centage. The nonlinearity percentage range for the bifurcation
s-boxes is [0.52, 0.80], the nonlinearity percentage range for
the bifurcation-ridge ending s-boxes is [0.55, 0.80]. On the
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other hand, the nonlinearity percentage range for the ridge
ending s-boxes is [0.70, 0.78]. The nonlinearity percentage of
the ridge ending s-boxes are greater than 0.70. According to
the average result of each fingerprint feature, the nonlinearity
percentage is higher than 0.70.
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TABLE 5. Minimum, average, and maximum security results of fingerprint feature of proposed s-boxes.

S-Boxes Nonlinearity Nonli .
Fingerprint . SAC . onlinearity DP LAT LP BIC-SAC  BIC-NL
Evaluation max min Percentage
feature
Maximum 05100 170 96 0.80 32 01250 66 0.2578 0.5075 104
Bifurcation Average 04950 163 88 0.73 15 0.0582 40 0.1555 0.4990 102
Minimum 04761 160 62 0.52 10 0.0391 32 0.1250 0.4911 101
Maximum 05098 172 94 0.78 14 00547 44 0.1719 0.5043 103
Ridge Average 05011 165 90 0.75 12 0.0469 38 0.1484 0.5005 103
ending
Minimum 04900 160 84 0.70 10 0.0391 34 0.1328 0.4970 102
. . Maximum 04980 180 96 0.80 32 0.1250 62 0.2422 0.5016 103
Bifurcation-
Ridge Average 04902 166 84 0.70 17 00653 44 0.1719 0.4966 102
ending Minimum 04753 160 66 0.55 10 0.0391 32 0.1250 0.4885 100

2) STRICT AVALANCHE CRITERION

The strict avalanche criterion (SAC) is the second important
criterion that is an effect of any change in an input on an
output. This criterion is the combination of both completeness
and avalanche effect. The avalanche effect means that the
one-bit change in the plaintext should affect half of the bits
in the ciphertext as given (3). Completeness means every bit
in the plaintext must contribute to each output bit. If some
bits of the ciphertext change only a few bits of the plaintext,
the cryptanalyst can detect this relationship between the input
and the output and use this relation to search for the key with
the chosen plaintext attack.

Avalanche Criterion = #switched bits in output
/#total bits in output = 0.5 3)
wi(a ) /2" = 1/2 where i, je{0,1,2,...,n} (4)

The SAC is significant for a cryptographic s-box. If the
s-box satisfies the completeness and avalanche criteria, this
s-box can satisfy the strict avalanche criteria. The probability
of the n-th bit of y value that output of the S function is
approximately equal to 1/2 when the m-th bit of x (input value
of S function) is changed as given (4).

The strict avalanche criterion of all fingerprint s-boxes
is close to 0.5 as shown in Table 4. The maximum, min-
imum, and average SAC values are 0.5098, 0.4753 and,
0.4954, respectively. The results show that using a fingerprint
for a biometric s-box reveals good SAC value. The maxi-
mum, average, and minimum SAC values for each finger-
print feature are illustrated in Table 5. The SAC range of
the bifurcation s-boxes is [0.4761, 0.5100], the SAC range
of the ridge ending s-boxes is [0.4900, 0.5098], the SAC
range of the bifurcation-ridge ending s-boxes is [0.4753,
0.4980]. The average SAC value of the bifurcation s-boxes is
0.4950, the average SAC value of the ridge ending s-boxes
of fingerprint is 0.5011, the average SAC value of the
bifurcation-ridge ending s-boxes is 0.4902. The SAC results
show that generating an s-box with the ridge ending feature
of fingerprint has the best SAC value.
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3) LINEAR PROBABILITY

The Linear Approximation Table (LAT) is a good method
for testing an s-box against the linear cryptanalyze, because
linear probability is a significant property. The achievement
of linear attacks will be difficult when the maximum value of
the LAT is minimum. The LAT is 2" x 2" table for n-bit input
and n-bit output s-box (S: GF(2") —GF(2")). LAT table is
filled with the result of (5) for each a, b, 'y, 'he GF(2").

LAT(Fm rb) = #{XGGF(Zn) : Fa‘_x — rbS(.X)} _ 2n71 (5)

The maximum LAT is 66, the minimum LAT is 32,
the average LAT is 41 is given in Table 4. The maximum,
average, and minimum LAT values for each fingerprint fea-
ture are illustrated in Table 5. The LAT range of the bifurca-
tion s-boxes is [31], [65], the LAT range of the ridge ending
s-boxes is [33], [43], the LAT range of the bifurcation-ridge
ending s-boxes is [31], [61]. The average LAT value of
the bifurcation, ridge ending, and bifurcation-ridge ending
s-boxes are 40, 38, and 44, respectively. The LAT results show
that the ridge ending s-boxes have the best LAT value.

The Linear Probability (LP) is expressed mathematically
as:

LP=maxrq rp0l#xeGFQ2") : Ty x=T%.5(x)} —2")/2|

(6)
where [, is corresponding input mask and I'y, is correspond-
ing output mask, ““.”” denotes the dot product operation, “#”

denotes the number of x satisfying the condition.

If an s-box has a low linear probability, the system
resists against the linear cryptanalysis. The maximum, min-
imum, and average LP values are 0.2578, 0,1250, and
0.1586, respectively. The maximum, average, and mini-
mum LP values for each fingerprint feature are illustrated
in Table 5. The LP range of the bifurcation s-boxes is [0.1250,
0.2578], the LP range of the ridge ending s-boxes is [0.1328,
0.1719], the LP range of the bifurcation-ridge ending s-boxes
is [0.1250, 0.2422]. The average LP value of the bifurca-
tion, ridge ending, and bifurcation-ridge ending s-boxes are
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0.1555,0.1484, and 0.1719, respectively. The LP results show
that the ridge ending s-boxes has the best LP value.

4) DIFFERENTIAL PROBABILITY

Differential Uniformity (DU) is the maximum similarity of
generating a ciphertext differential when plaintext changes.
The XOR distribution is 2" x 2" table for n-bit input and n-bit
output s-box (S: GF(2") —GF(2")). The XOR table is filled
with the result of (7) for each Ax, Ay € GF(2").

DU =max ax+0,ay#{xeGF(2") : S(x) @ S(x & Ax)=Ay})
@)

The maximum DU is 32, the minimum DU is 10, the aver-
age DU is 15 is given in Table 4. The maximum, average,
and minimum DU for each fingerprint feature are illus-
trated in Table 5. The DU range for the bifurcation s-boxes
is [10], [31], the DU range for the ridge ending s-boxes
is [10], [14], the DU range for the bifurcation-ridge ending
s-boxes is [10], [31]. The average DU value of the bifurcation,
ridge ending, and bifurcation-ridge ending s-boxes are 15, 12,
and 17, respectively. The DU results show that generating an
s-box with the ridge ending feature of fingerprint has the best
DU value.

Differential Probability (DP) finds the same differential
pairs between the plaintext and corresponding ciphertext.

Differential probability is calculated by (8) where Ax, Ay
are the differential pairs for input and output.

DP
= max 20,0y #xeGF (2" : S(x) @ S AX) = Ay}/2")
(8)

If an s-box has low differential probability, the system is
more robust against the differential cryptanalysis. The maxi-
mum DP is 0.1250, the minimum DP is 0.0391, the average
DP is 0.0568 is given in Table 4. The maximum, average,
and minimum DP for each fingerprint feature are illustrated
in Table 5. The DP range for the bifurcation s-boxes is
[0.0391, 0.1250], the DP range for the ridge ending s-boxes
is [0.0391, 0.0547], the DP range for the bifurcation-ridge
ending s-boxes is [0.0391, 0.1250]. The average DP value
of the bifurcation, ridge ending, and bifurcation-ridge ending
s-boxes are 0.0582, 0.0469, and 0.0653, respectively. The DP
results show that generating an s-box with the ridge ending
feature of fingerprint has the best DP value.

5) BIT INDEPENDENCE CRITERION

Bit Independence Criterion (BIC) means that a change in one
bit of an input does not affect any change in the output bit
of the s-box. If the a-th bit of the input flips, the b-th bit and
c-th bit of the output changes independently. There are two
indicators of bit independence criterions to measure this fea-
ture of an s-box. One of them is the bit independence criterion
for strict avalanche criterion (BIC-SAC) which calculates the
average of (9) where x and w are the n-bit input and have only
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one-bit difference for each calculation.
BIC — SAC = Zy—o2_,(Si(x) ® Sj(w)—Si(x) & Sj(x)) (9)

An s-box has an ideal BIC-SAC value when the aver-
age BIC-SAC is close to 0.5. The maximum, minimum,
and average BIC-SAC values are 0.5075, 0.4885, and
0.4987, respectively. The maximum, average, and minimum
BIC-SAC values for each fingerprint feature are illustrated
in Table 5. The BIC-SAC range of the bifurcation s-boxes
is [0.4911, 0.5075], the BIC-SAC range of the ridge ending
s-boxes is [0.4970, 0.5043], and the BIC-SAC range of the
bifurcation-ridge ending s-boxes is [0.4885, 0.5016]. The
average BIC-SAC value of the bifurcation, ridge ending,
and bifurcation-ridge ending s-boxes are 0.4990, 0.5005, and
0.4960, respectively. The BIC-SAC results show that gener-
ating an s-box with the ridge ending feature of fingerprint has
the best BIC-SAC value.

The other indicator is the bit independence criterion for
nonlinearity (BIC-NL) which calculates the average of equa-
tion (10) where b and c are the n-bit output.

Vb B Ye (10)

An s-box has an ideal BIC-NL value when the average
BIC-NL is close to 103. The maximum BIC-NL is 104, the
minimum BIC-NL is 100, the average BIC-NL is 102 is
given in Table 4. The maximum, average, and minimum
BIC-NL values for each fingerprint feature are illustrated in
Table 5. The BIC-NL range for the bifurcation s-boxes is
[101,104], the BIC-NL range for the ridge ending s-boxes is
[102, 103], and the BIC-NL range for the bifurcation-ridge
ending s-boxes is [100, 103]. The average BIC-NL of the
bifurcation s-boxes is 102, the average BIC-NL of the ridge
ending s-boxes is 103, and the average BIC-NL of the
bifurcation-ridge ending s-boxes is 102. The BIC-NL results
show that generating an s-box with the ridge ending feature of
fingerprint has the best BIC-NL value, but the other features
are also very good.

6) BIJECTIVENESS
Bijective means that a function must be both one to one and
surjective (onto). Bijective function is that each element of
the domain has only one match in the co-domain and there is
no element in the co-domain without matching. Therefore,
the number of elements in domain must be equal to the
number of elements in co-domain.

S-box uses the y = S(x) function where S: x € N —
y € . N is bounded in [0, 255] and output values of s-box
are distinct. The hexadecimal digits of x represent the row
and column of s-box. S(r, ¢) = S(hex(x)) wherer=1, 2, ...,
F;c =1, 2, ..., F. The s-box function always generates a
different output for each different input. On the other hand,
there is a different value in each row and column pair in an
s-box. The position of the y gives a distinct (r, ¢) pair. The
inverse transformation of S(x) is S™!(y). The inverse s-box
function always generates a different output for each different
input. The position of the x gives a distinct (r, ¢) pair. On the
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other hand, there is a different value in each row and column
pair in an inverse s-box. The proposed s-box and inverse s-box
have the property of bijectiveness.

7) RANDOMNESS

Randomness means that an s-box generated with indepen-
dent random numbers, each value of the s-box is obtained
completely randomly and there is no correlation among the
sequence values. When the s-box is produced with a ran-
dom function, there is no mathematical correlation between
the columns of the s-box. Proposed fingerprint s-box can
generate different s-boxes from one fingerprint due to the
fingerprint pattern. The fingerprint is unique to each person,
so the pattern list is different. The proposed s-box generation
algorithm uses ridge ending and bifurcation features, each
of the features shows different points on the fingerprint.
Therefore, unique s-boxes are generated from one fingerprint.
The proposed s-box generation algorithm satisfies random-
ness fully, so this attribute makes the s-boxes more robust,
unpredictable, and untraceable.

8) CONFIDENCE INTERVAL

Confidence interval is a kind of statistical range calculation
of the observed data. It obtains the upper and lower bound
of the interval to show confidence level. The 95% confidence
level is used commonly to examine the observed data. The
interval calculates by (11) where X is the mean of observed
data, Z chosen z-value according to confidence level, s is the
standard deviation, n is the number of observations.

X+Z(s/n'/?) (1)

The mean of proposed s-boxes is 12.5, Z is 9.11 according
to confidence level, and the standard deviation is 74. As a
result of (11) the upper bound of s-boxes is 170 and the
lower bound of s-boxes is 85. The confidence interval of all
fingerprint s-boxes is [85, 170]. The confidence interval of
the fingerprint s-boxes has the same value as the AES s-box.

9) EXECUTION TIME

The execution time of a given algorithm is described as
the time spent by the system while executing the algorithm.
Time consumption is very important for mobile applications.
If any additional part of the cryptographic algorithm takes
a long time, this additional part cannot be appropriate for
a mobile application. The execution time of the proposed
s-box and inverse s-box generation algorithms for bifurca-
tion, ridge ending and bifurcation-ridge ending feature are
demonstrated in Fig. 10, Fig. 11, and Fig. 12, respectively.
The execution time of the proposed inverse s-box generation
algorithm for all fingerprint patterns is approximately the
same. The execution time of the proposed s-box generation
algorithm by using the bifurcation feature of the fingerprint
is between 0.1346 milliseconds and 0.3794 milliseconds. The
execution time of the proposed s-box generation algorithm
by using ridge ending feature of the fingerprint is between
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FIGURE 12. The execution time of the proposed s-box and inverse s-box
generation algorithms for bifurcation-ridge ending feature.

0.1523 milliseconds and 0.4218 milliseconds. This fluctua-
tion occurred according to the number of the bifurcation and
ridge ending points in a fingerprint. The execution time of
the proposed s-box generation algorithm will increase when
both bifurcation and ridge ending features are used. The
execution time changed between 0.1552 milliseconds and
0.4922 milliseconds to generate the bifurcation-ridge ending
s-boxes.

The average execution time of the proposed s-box and
inverse s-box generation algorithms for each feature and all
fingerprint s-boxes are given in Table 6. The average exe-
cution time of the proposed s-box generation algorithm is
0.248923 milliseconds which is much better than [60], [61],
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TABLE 6. The average execution time of the proposed s-box and inverse
s-box generation algorithms.

Fingerprint Feature S-box Inverse S-box
All fingerprint s-boxes 0.248923 0.116345
Bifurcation 0.200769 0.114827
Ridge ending 0.260732 0.117938
Bifurcation-Ridge ending 0.285266 0.116271

the average execution time of the proposed inverse s-box
generation algorithm is 0.116345 milliseconds which is much
better than [60], [61]. The execution time changes according
to the fingerprint and its feature. The average execution time
of the s-box generation algorithm for the bifurcation finger-
print feature is 0.200769 milliseconds, the average execution
time of the inverse s-box generation algorithm for the bifurca-
tion fingerprint feature is 0.114827 milliseconds. The average
execution time of the s-box generation algorithm for the ridge
ending fingerprint feature is 0.260732 milliseconds, the aver-
age execution time of the inverse s-box generation algorithm
for the ridge ending fingerprint feature is 0.117938 millisec-
onds. The average execution time of the s-box generation
algorithm for the bifurcation-ridge ending fingerprint feature
is 0.285266 milliseconds, the average execution time of the
inverse s-box generation algorithm for the bifurcation-ridge
ending fingerprint feature is 0.116271 milliseconds.

The execution time of the proposed s-box generation algo-
rithm by using the bifurcation fingerprint feature has the
smallest time. The number of bifurcation features for any fin-
gerprint is fewer than the number of the ridge ending features
for any fingerprint. Therefore, there are a few milliseconds
difference between the execution time of algorithm with
bifurcation and the execution time of algorithm with ridge
ending. The execution time of the proposed s-box generation
algorithm is less than 0.29 milliseconds and this value is
acceptable.

V. PERFORMANCE COMPARISON

The performance comparison of the existing s-boxes is
demonstrated in Table 7. The following points are important
when we compare the performance of fingerprint s-boxes
given in Table 4 and the average value of the fingerprint
feature given in Table 8 with existing s-boxes:

o The ideal nonlinearity percentage is 93%, the average
nonlinearity percentage is 81%, the maximum nonlin-
earity percentage is 93%, and the minimum nonlinearity
percentage is 73% for the existing s-boxes. The average
nonlinearity percentage of all fingerprint s-boxes, bifur-
cation s-boxes, and ridge ending s-boxes is in the range
of the nonlinearity percentage of the existing s-boxes.
However, the average nonlinearity percentage of the
bifurcation-ridge ending s-boxes is not in the range of
the nonlinearity percentage of the existing s-boxes.

o The DP of the existing s-boxes is in the [0.0156,0.0469]
range. Most of the s-boxes have a probability less than
0.0547. The DP of bifurcation and ridge ending s-boxes
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is in the range of the existing s-boxes. The ridge end-
ing s-boxes are more robust and the average DP for
ridge ending s-boxes is 0.0469 such as [65], [72], [73],
[76]-1, [76]-2.

o The existing s-boxes have differential uniformity
between 4 and 12. The average DU of the finger-
print s-boxes is 15. If we prefer the ridge ending fea-
ture to generate a fingerprint s-box, the average DU
is 12 like [65], [72], [73], [76]-1, [76]-2. The ridge
ending s-boxes are more robust against the differential
attack than the bifurcation and bifurcation-ridge ending
s-boxes.

o The average LAT value is 31 and the range of the
LAT is [16, 40] for the existing s-boxes. The average
LAT value for all bifurcation s-boxes is 40 and the
average LAT value for all ridge ending s-boxes is 38.
The fingerprint s-boxes with not only bifurcation but
also ridge ending features have the same LAT value
with [33], [34], [36], [39], [76]-1.

o The LP of the existing s-box is between 0.0625 and
0.1563. The average LP value for all fingerprint
s-boxes is 0.1586 and all fingerprint s-boxes are in
the [0.0625, 0.1563] range approximately. The average
LP value for bifurcation s-boxes is 0.1555 that is bet-
ter than [39]. The average LP value for ridge ending
s-boxes is 0.1484 like [33], [34], [36], [76]-1 and better
than [39].

o The ideal BIC-SAC is 0.5 and the BIC-SAC value of
all fingerprint s-boxes has an ideal value nearly. The
average BIC-SAC value for all fingerprint s-boxes is
0.4987. The average BIC-SAC value for ridge ending
s-boxes is 0.5005.

o The average BIC-NL value for ridge ending s-boxes is
103 which is better than [29], [38], [39], [43]-1, [47],
[66], [67], [73], [75], [76]-2.

We find following points when we compare the aver-
age performance of each fingerprint features is given
in Table 8 with the lower and upper bound of the existing
s-boxes is given in Table 7:

o The average nonlinearity percentage for all types of
fingerprint s-boxes is 73% like [39] and the nonlinearity
range is [87, 165]. The ridge ending s-boxes have the
best average nonlinearity with 75% in the [90, 165]
range, same with [33], [34], [36], [76]-1 and better
than [39]. The bifurcation-ridge ending s-boxes have the
worst average nonlinearity with 70% in the [84, 166]
range.

« The fingerprint s-box satisfies the strict avalanche cri-
terion excellently. The average SAC for all types of
fingerprint s-boxes is 0.4954. The ridge ending s-boxes
have the best average SAC value with 0.5011. The
bifurcation-ridge ending s-boxes have the worst average
SAC value with 0.4902.

o The fingerprint s-box satisfies the BIC-SAC excellently
for all fingerprint features. The average BIC-SAC value
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TABLE 7. Security analysis of existing s-boxes.

S-Box SAC Nonlinearity r’i,‘:;'g‘;f:‘:g‘g DU DP LAT LP  BICSAC BIC-NL
max min
AES 5] 0.5049 144 12 0.93 4 00156 16 00625  0.5046 103
Gray [68] 0.4998 144 12 0.93 4 00156 16 00625  0.5026 103
APA [67] 0.5007 144 12 0.93 0.0156 16 00625 04997 102
Lu [65] 0.5151 158 92 0.77 12 00469 36 01406 05049 103
Alzaidi [47] 0.5000 160 96 0.80 10 00391 32 01250 05052 104
Altaleb [69] 0.5049 144 12 0.93 4 00156 16 00625  0.5046 103
Farwa [66] 0.5103 144 112 0.93 4 00156 16 00625  0.5064 104
Wang [32] 0.5068 160 92 0.77 10 00391 36 01406 05017 103
Wang [30] 0.4988 164 92 0.77 10 00391 36 01406 05027 103
Guesmi [31] 0.4971 160 96 0.80 10 00391 32 01250 05035 103
Ahmad [33] 0.5015 160 90 0.75 10 00391 38 0148 05016 103
Tian [34] 0.5073 162 90 0.75 10 00391 38 0048 05020 103
Ahmad [36] 0.5037 160 90 0.75 10 00391 38 01484 05040 103
Lambic [29] 0.5012 152 104 0.87 § 00313 24 00938 05056 104
Lambic [26] 0.5034 162 94 0.78 10 00391 34 01328 05015 103
Ullah [40] 0.5049 144 12 0.93 4 00156 16 00625  0.5046 103
Farah [37] 0.5120 162 94 0.78 10 00391 34 01328 05042 103
Solami [45] 0.5017 160 94 0.78 10 00391 34 01328 05006 103
Ye [44] 0.4976 162 94 0.78 10 00391 34 01328 05022 103
Zhang [39] 0.4946 168 88 0.73 10 00391 40 01563 05054 104
Ahmed [38] 0.4944 160 94 0.78 10 00391 34 01328 04978 102
Ozkaynak [43] - 1 0.5012 160 96 0,80 10 00391 32 01250 05001 102
Ozkaynak [43] - 2 0.5103 162 94 0,78 10 00391 34 01328 05005 103
Khan 2019a [70] 0.5039 149 107 0.89 6 0024 21 0080  0.5040 103
Khan 2019b [71] - 1 0.5066 156 100 0.83 8 00313 28 01094 05031 103
Khan 2019b [71] -2 0.5044 160 96 0.80 10 0.0391 31 0.1250 0.5005 103
Tanyildizi [72] 0.4995 162 94 0.78 12 00469 34 01328 05037 103
Yi[73] 0.4976 164 92 0.77 12 00469 36 01406 04963 102
Lambic [74] 0.5010 160 94 0.78 10 00391 34 01328 05005 103
Lu [75] 0.5029 162 94 0.78 10 00391 34 01328 05070 104
Zhang [76] - 1 0.5029 160 90 0.75 12 00469 38 01484 05006 103
Zhang [76] - 2 0.5002 162 94 0.78 12 00469 34 01328 05054 104

for all types of fingerprint s-boxes is 0.4987. The ridge
ending s-boxes have the best average BIC-SAC value
with 0.5005.

The fingerprint s-box satisfies the BIC-NL excellently
for all fingerprint features. The average BIC-NL value
for all types of fingerprint s-boxes is 102. The ridge
ending s-boxes have the best average BIC-NL value with
103.

The fingerprint s-box satisfies the LP for both ridge end-
ing and bifurcation features. The average LP value for all
types of fingerprint s-boxes is 0.1586. The ridge ending
s-boxes have the best average LP value with 0.1484.
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The bifurcation-ridge ending s-boxes have the worst
average LP value with 0.1719.

The fingerprint s-box satisfies the DP excellently for
ridge ending feature. The average DP value for all
types of fingerprint s-boxes is 0.0568. The ridge ending
s-boxes have the best average DP value with 0.0469.
Both bifurcation and bifurcation-ridge ending s-boxes
have the worst average DP values with 0.0582, 0.0653,
respectively.

The security analysis of the DNA-1 (SHARED KEY =
COMPUTER AND SERVER NAME = SCIENCE) and the
DNA-2 (SHARED KEY = BOMPUTER AND SERVER
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TABLE 8. Performance metrics of 8 x 8 fingerprint s-boxes on average.

S-Box Type sac _Nonlinearity lionl'“ear'ty DU DP LAT LP  BIC-SAC BIC-NL  Time Tl.“v
max  min ercentage ime
; Averageof 1050 163 88 0.73 15 00582 40 01555  0.4990 102 0201  0.115
Bifurcation S-boxes
Average of Ridge 5,y o5 g 0.75 12 0.0469 38  0.1484  0.5005 103 0261  0.118
ending S-boxes
Average of
Bifurcation-Ridge 04902 166 84 0.70 17 00653 44  0.1719  0.4966 102 0285  0.116
ending S-boxes
Average of All
. i 04954 165 87 0.73 15 00568 41  0.1586  0.4987 102 0249  0.116
Fingerprint S-boxes
TABLE 9. Security analysis of the dna and the rna s-boxes.
S-Box sac _Nonlinearity ~Nomlinearity \y,  yy pAr  [p  BICSAC BICNL  Time Inv
max _ min Percentage Time
Kadhim [60] DNA-1 04785 170 80 0.67 26 0.1016 48 0.1875  0.5020 103 0216  0.240
Kadhim [60] DNA-2 04524 182 54 0.45 58 02266 74 02891 04761 98 0.388  0.400
Average of DNA 04655 176 67 0.56 42 01641 61 02383  0.4890 100 0302 0.320
Farhan [61] RNA-1 04890 168 74 0.62 16 00625 54 02109  0.4934 101 130 130
Farhan [61] RNA-2 04824 172 84 0.70 12 00469 44 01719 04973 102 130 130
Farhan [61]RNA-3 04971 164 92 0.77 12 00469 36 01406 0.5016 103 130 130
Farhan [61]]RNA-4 04741 184 72 0.60 14 00547 56 02188  0.4971 102 143 143
Farhan [61]RNA-5 04932 166 84 0.70 12 00469 44 01719  0.5020 103 143 143
Average of RNA 04872 171 81 0.68 13 0.0516 47 0.1828  0.4983 102 135 135
Average of Al 04810 172 77 0.64 21 00837 51 01987  0.4957 102 97 97

NAME = SCIENCE) s-boxes from [60] and RNA-1 (Secret
key = “ABC”), RNA-2 (Secret key = ‘“!kh”), RNA-3
((Secret key = “ U@m”), RNA-4 (Secret key = “%: %),
RNA-5 (Secret key = “%: %) s-boxes from [61] are given
in Table 9. The comparison comments are as follows:

o The DNA-based s-boxes and the RNA-based s-boxes
do not reach the ideal SAC value. The average SAC
value of the fingerprint s-boxes is much better than the
average SAC of the DNA and RNA s-boxes. The SAC
value of the fingerprint s-boxes is between 0.4753 and
0.5100 but the SAC value of the DNA s-boxes is between
0.4524 and 0.4785 and the SAC value of RNA s-boxes
is between 0.4741 and 0.4971. The average SAC value
of the fingerprint s-boxes is 0.4954 and the average SAC
value of the existing biometric s-boxes is 0.4810. As a
result of SAC value, the fingerprint s-boxes have the best
SAC value.

o The ideal nonlinearity percentage is 93% and the ideal
nonlinearity is 112 according to the AES s- box.
The nonlinearity percentage of the existing biometric
s-boxes is 82% on average and the average nonlinearity
of all the existing biometric s- boxes is 98 on average.
The nonlinearity percentage of the DNA s-boxes is 56%
on average, the nonlinearity percentage of the RNA
s-boxes is 68% on average, the nonlinearity percentage
of all the existing biometric s-boxes is 64% on average,
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the nonlinearity percentage for the fingerprint s-boxes is
73% on average. The average nonlinearity of the DNA
s-boxes is 67, the average nonlinearity for the RNA
s-boxes is 81, the average nonlinearity of all the existing
biometric s-boxes is 77, and the average nonlinearity for
the fingerprint s-boxes is 87. According to nonlinearity,
the fingerprint s-boxes are more nonlinear than the exist-
ing biometric s-boxes.

The average DP value of the existing s-boxes is
0.0340 and the average DU value of the existing s-boxes
is 9. The average DP value of the DNA s-boxes is 0.1641,
and the average DU value of the DNA s-boxes is 42. The
average DP value of the RNA s-boxes is 0.0516, and
the average DU value of the RNA s-boxes is 13. The
average DP value of all the existing biometric s-boxes
is 0.0837, and the average DU value of all the existing
biometric s-boxes is 21. The average DP value of the
fingerprint s-boxes is 0.0568 and the average DU value
of the fingerprint s-boxes is 15. According to DP and
DU, the fingerprint s-boxes are more robust against the
differential attacks than the DNA s-boxes.

The average LP value of the existing s-boxes is
0.1163 and the average LAT value of the existing s-boxes
is 30. The average LP value of the DNA s-boxes is
0.2383, and the average LAT value of the DNA s-boxes
is 61. The average LP value of the RNA s-boxes is
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TABLE 10. An example of the fingerprint s-box and its analysis results.

SAC NL max NL min NL Percentage DU DP LAT LP BIC-SAC BIC-NL
0.5002 162 94 0.78 10 0.0391 34 0.1328 0.5047 103
row\column 0 1 2 3 4 5 6 7 8 9 A B C D E F
0 64 79 28 31 30 89 34 35 10 50 45 49 101 104 77 133
1 38 240 125 68 140 83 91 194 192 170 234 213 63 209 254 88
2 150 27 65 222 164 156 229 168 82 115 111 71 143 251 244 26
3 4 197 199 43 183 74 137 131 239 93 211 80 6 9 20 193
4 134 232 123 190 90 205 129 sl 33 72 117 174 108 212 21 202
5 48 121 112 14 173 187 151 169 243 119 175 223 204 160 221 29
6 86 216 210 245 128 78 179 13 185 12 220 53 25 198 149 95
7 59 238 62 17 176 225 230 92 116 159 161 54 253 135 141 132
8 58 41 147 237 171 5 178 227 52 189 81 99 224 69 152 127
9 148 200 235 98 231 166 146 158 56 233 184 219 208 182 153 145
A 22 110 126 87 226 252 37 67 157 248 206 162 191 139 100 188
B 18 70 97 138 177 16 144 6l 3 218 241 124 44 113 106 172
C 60 102 39 36 130 215 242 165 66 114 23 73 228 105 246 32
D 7 217 47 42 136 196 247 236 1 24 120 15 122 2 75 11
E 195 255 214 180 0 167 109 40 118 76 46 103 8 154 84 250
F 19 57 201 96 163 249 181 142 85 207 155 203 186 94 55 107

0.1828, and the average LAT value of the RNA s-boxes
is 47. The average LP value of all the existing biometric
s-boxes is 0.1987, and the average LAT value of all the
existing biometric s-boxes is 51. The average LP value
of the fingerprint s-boxes is 0.1586 and the average LAT
value of the fingerprint s-boxes is 41. According to LP,
the fingerprint s-boxes are more robust against the linear
attacks than all the existing biometric s-boxes.

o The average BIC-SAC value of the existing s-boxes is
0.5029 and the average BIC-NL value of the existing
s-boxes is 103. The average BIC-SAC value of the DNA
s-boxes is 0.4890 and the average BIC-NL value of the
DNA s-boxes is 100. The average BIC-SAC value of the
RNA s-boxes is 0.4983 and the average BIC-NL value of
the RNA s-boxes is 102. The average BIC-SAC value of
all the existing biometric s-boxes is 0.4957 and the aver-
age BIC-NL value of all the existing biometric s-boxes
is 102. The average BIC-SAC value of the fingerprint
s-boxes is 0.4987 and the average BIC-NL value of the
fingerprint s-boxes is 102. As a result of BIC-SAC and
BIC-NL, the fingerprint s-boxes are better than all the
existing biometric s-boxes.

o The average execution time of the DNA s-box gener-
ation algorithm is 0.302 milliseconds and the average
execution time of the DNA inverse s-box generation
algorithm is 0.320 milliseconds. The average execution
time of the RNA s-box generation algorithm is 135 mil-
liseconds and the average execution time of the RNA
inverse s-box generation algorithm is 135 milliseconds.
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The average execution time of the fingerprint s-box gen-
eration algorithm is 0.248 milliseconds and the average
execution time of the fingerprint inverse s-box genera-
tion algorithm is 0.115 milliseconds. The execution time
of the fingerprint s-box and inverse s-box generation
algorithms are much lower than both the DNA and the
RNA s-boxes and inverse s-boxes generation algorithms.

The best fingerprint s-box is given in Table 10 with its anal-
ysis results. The analysis results showed that the fingerprint
s-box is much better than the existing biometric s-boxes.

VI. CONCLUSION
In this article, a new, simple, and effective fingerprint s-box
generation algorithm is introduced by using different finger-
print patterns. The feasibility of the proposed algorithm is
evaluated, and the fingerprint s-boxes are compared with not
only some existing chaotic s-boxes but also biometric s-boxes
according to security metrics of a good s-box. As evalua-
tion security metrics, Nonlinearity, Nonlinearity Percentage,
Strict Avalanche Criteria, Differential Uniformity, Differen-
tial Probability, LAT, Linear Probability, Bit Independence
Criterion-SAC, Bit Independence Criterion-NL, Bijective,
Randomness, Confidence Interval, Time Consumption are
utilized. The obtained performance parameters show that;

(1) the fingerprint s-boxes get the different result according
to fingerprint pattern,

(2) the fingerprint s-boxes with the ridge ending feature has
the best security metrics results,
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Algorithm 1 Fingerprint 8 x 8 Substitution Box and Inverse Substitution Box Algorithm

input: A minutiae type of fingerprint and fingerprint
output: A 8 x 8 substitution box and inverse substitution box

AR

O O N N N N N T o B S R T R T R S S T R T S I N B B R N B R R N R N R g = =)
PLRARFINERNNT2ORIINERN OO RXRTINERD OO0 NE RN 7O

Read fingerprint F in binary format B
Resize B
Specify the pattern of fingerprint with bwmorph function P
Thinned the pattern of fingerprint T
for row 1 to size of T do
for column 1 to size of T do
if it has connection near square of pixels then
add one to the pixel counter for each side
end if
set counter to matrix(row, column)
end for
end for
if minutiae type is equal to 1 then
set column and row of bifurcation where matrix(row, column) is greater than three
for all bifurcation do
set result of xor column and row to bifurcation
end for
for all xor result do
if first element of bifurcation is same with next element of bifurcation then
delete next element
end if
end for
set all elements to substitution box
set nonexistence values randomly to substitution box
end if
if minutiae type is equal to 2 then
set column and row of ridge where matrix(row, column) is equal to two
for all ridge do
set result of xor column and row to ridge
end for
for all xor result do
if first element of ridge is same with next element of ridge
delete next element
end if
end for
set all elements to substitution box
set nonexistence values randomly to substitution box
end if
if minutiae type is equal to 3 then
set column and row of bifurcation where matrix(row, column) is greater than three
set column and row of ridge where matrix(row, column) is equal to two
combine bifurcation and ridge
for all values do
set result of xor column and row to BR matrix
end for
for all xor result do
if first element of BR matrix is same with next element of BR matrix then
delete next element
end if
end for
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Algorithm 1 Continue:

51: set all elements to substitution box
52: set nonexistence values randomly to substitution box
53: end if

54: for row 0 to 15 do
55: for column 0 to 15 do

56: assign row and column to value

57: assign first digit of sbox(row,column) to new_row

58: assign second digit of sbox(row,column) to new_column
59: set value to inv_sbox(new_row,new_column)

60 end for

61: end for

(3) the fingerprint s-boxes have satisfactory results accord-
ing to the result of the existing chaotic s-boxes,

(4) the fingerprint s-boxes have a higher security perfor-
mance than both the DNA and the RNA s-boxes,

(5) the execution time of the proposed fingerprint s-box
generation algorithm is better than both the DNA and the
RNA s-box generation algorithms,

(6) the execution time of the proposed fingerprint inverse
s-box generation algorithm is better than both the DNA and
the RNA inverse s-box generation algorithms

(7) the LP and DP results of the fingerprint s-boxes have a
higher score than the DNA s-boxes showing that the proposed
fingerprint s-boxes has apparent advantages to restrain the
differential and linear cryptanalysis attacks.

Taking into consideration the success of the proposed
fingerprint s-box generation algorithm based on utilizing
biometric data, to ensure uniqueness and randomness the
algorithm confirms its suitability for using as a good s-box
in cipher algorithm.

We have more scenarios for the inverse s-box: (1) it can be
generated by sender and send it over communication channel
to the receiver, (2) the fingerprint image is sent over com-
munication channel to the receiver and the receiver generates
an inverse s-box, (3) the fingerprint image can be stored in
application to generate an inverse s-box, (4) an s-box can be
stored in the application to generate an inverse s-box. We will
test the s-boxes on cipher algorithms to decide which scenario
is suitable for inverse s-box as a future work.

APPENDIX
See Algorithm 1.
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