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ABSTRACT We present a detailed survey of the literature on the ISA100 Wireless industrial Internet
standard (also known as ISA100.11a or IEC 62734). ISA100 Wireless is the IEEE 802.15.4-compatible
wireless networking standard “Wireless Systems for Industrial Automation: Process Control and Related
Applications™. It features technologies such as 6LoWPAN, which renders it ideal for industrial Internet
edge applications. The survey focuses on the state of the art research results in the frame of ISA100 Wireless
from a holistic point of view, including aspects like communication optimization, routing mechanisms,
real-time control, energy management and security. Additionally, we present a set of reference works on
the related deployments around the globe (experimental testbeds and real-terrain installations), as well as
of the comparison to and co-existence with another highly relevant industrial standard, WirelessHART.
We conclude by discussing a set of open research challenges.

INDEX TERMS Industry 4.0, industrial internet, industrial control, Internet of Things, manufacturing

automation, process control, wireless sensor networks.

I. INTRODUCTION

The Industry 4.0 paradigm is a many-faceted approach
involving aspects as diverse as robotics, automation, wireless
networking, artificial intelligence, human-in-the-loop design,
data management, and digital twins. A key aspect in Industry
4.0 is the possibility to interconnect industrial systems at
different scales (shopfloor, factory, enterprise) through digital
technologies, enabled by the pervasiveness of Internet con-
nectivity. In principle, any physical object can be represented
by a digital twin, making the distinction between the physical
and cyber worlds blurring (cyber-physical convergence), and
enabling unprecedented flexibility in terms of control and
optimization processes [1].

Data flows are one of the key enablers of this convergence,
as they allow the linking between the physical objects and
their counterparts in the cyber world. This consolidates the
advanced integration of industrial machines and the new
generation of data distribution over the Internet, it introduces
a new interconnectivity of industrial resources, network ele-
ments and diverse data types [2]. However, technical chal-
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lenges have appeared, specifically related to efficient and
standardized connectivity and communication [3], routing
mechanisms [4], real-time control [5], energy management
[6], and security administration [7]. Intelligent industrial
control systems operate over proprietary protocols and are
distributed throughout the entire IPv4 and IPv6 spaces. The
main Industry 4.0 requirements introduce the necessity for
high reliability, fast response times, and exploitation of com-
putational resources at the edge of the network, with effi-
cient data management, computation and communication [8].
Moreover, as industrial stakeholders proceed to establishing
data-oriented cognitive robotics and modular manufacturing
systems, converting their manufacturing processes to include
more competitive and adaptive features, they face the issue
of seamless interconnection of the physical automation pro-
cesses with their digital counter parts. This issue can increase
the required costs and difficulties with respect to network
planning and management [9].

Wireless technologies are now playing a key role in this
cyber-physical convergence and the industrial data man-
agement [10]. Wired industrial control systems necessitate
expensive communication equipment (such as cables) to be
mounted and maintained. Moreover, cabling significantly
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limits the flexibility of use of many objects. Therefore, wired
deployments are increasingly replaced by wireless technolo-
gies [9], and there is an emerging need for standardized,
cost-efficient wireless industrial technologies which enable
significant savings and satisfy Industry 4.0 requirements by
optimizing the management of industrial spaces [11]. IEEE
802.15.4 is a suitable technology for a wide range of wireless
industrial use cases, thanks to its cost-efficient energy con-
sumption, satisfying communication range, sufficient scal-
ability, and mesh networking reliability. Its physical layer
is able to support short/medium range communications and
provides industrial stakeholders with an option for low cost
purchase and maintenance, low data rates and reduced energy
consumption. Moreover, it is already supported by many
commercial off-the-shelf integrated circuits [12].

In response to the emerging industrial requirements, there
are some working groups with the purpose of defining
and establishing industrial wireless-technology standards for
diverse use cases. Due to the widespread acceptance of IEEE
802.15.4 amongst industrial users and vendors, the majority
of those working groups have adopted the IEEE 802.15.4
physical layer. One of those working groups is the Interna-
tional Society of Automation (ISA), which has defined the
ISA100 Wireless standard. ISA100 Wireless is one of the
candidate standards which are potentially able to address
the strict requirements on monitoring, control, reliability and
safety imposed by Industry 4.0 [13]. ISA100 Wireless defines
the protocol stack, system management and security func-
tions for use over low-power, low-rate wireless networks.
On the other hand, it does not specify a process automation
protocol application layer or an interface to an existing proto-
col. It only specifies tools for constructing an interface [14].

A. CONTRIBUTION AND ROADMAP

This survey article reports on the research literature over the
period 2009-2020 on the ISA100 Wireless standard. The arti-
cle targets at filling the gap of a dedicated ISA100 Wireless
survey and taxonomy of improvements and approaches (e.g.,
for data management) built on top of the standard, instead of
extensively describing the standard and comparing it to other
related solutions. The motivation behind our methodology is
to provide the readers coming from both the ICT and manu-
facturing and control fields with an overview of the existing
focus of the literature, as well as some open research chal-
lenges. The article roadmap is displayed in Fig. 1. Although
there are already some surveys and review articles which
partially cover some aspects of the literature, the current
article is necessary due to a number of reasons, which for
easiness of presentation are provided in section II, together
with a comparison to other related survey/review articles.
In section III, we introduce a short description of the ISA100
Wireless standard, focusing on its structural characteristics,
the application on critical control use cases and the similari-
ties and differences with other related standards, most notably
WirelessHART. Section IV presents the core improvements
of the ISA100 Wireless mechanisms and services on top of it
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that have been presented in the literature so far. We grouped
those improvements and services in five fundamental cat-
egories; communication optimization, routing mechanisms,
real-time control and security administration. In section V,
we present some practical considerations on ISA100 Wireless
which have been addressed by a considerably large portion
of the literature and we discuss a set of works which demon-
strate actual industrial deployments across the globe. Finally,
in section VI we outline some open research challenges that
we identified after the literature review.

Il. RELATED SURVEY ARTICLES

There are already some articles which partially cover some
topics presented in our article. This section presents a review
of the most interesting works. In the first part of the section we
describe the main content of each work. Then, we highlight
the difference between them and our paper, and the gaps that
our paper fills in this landscape. Table 1 displays the con-
frontation with those works which focus on ISA100 Wireless
among other technologies.

We note that a closely related research field is the 5G
ultra-low latency (ULL) and ultra-reliable low-latency com-
munication (URLLC). Although these 5G ULL and 5G
URLLC techniques are not (yet) directly applicable for most
industrial applications, the 5G ULL and 5G URLLC tech-
niques are getting better and better and may soon find their
way into the industrial domain. Therefore, the interested
reader can get informed about this related area through a
series of articles, such as [15], which presents a survey
of the IEEE TSN and IETF DetNet standards, [16], which
presents a survey on the emerging technologies to achieve
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TABLE 1. Comparison with existing survey/review articles which include ISA100 Wireless among other standards.

current [19] [12] [20] [21] [22] [23] [24] [11]
Communication v v v v
Routing v v v v v v
Real-time control v v v
Security v v v v v v
Energy v v v v
Comparisons v v v v v v v v
Implementations v v v
ISA100-exclusive v
survey
ISA100-specific v
research directions
Coverage up to 2020 2018 | 2016 | 2015 | 2012 2010 2009

ULL considering elements such as software defined net-
works, network function virtualization, caching, and mobile
edge computing, [17], which discusses the design challenges
related to URLLC use cases and on the available technology
components from 3GPP Rel-15 and potential ones from Rel-
16, as well as [18] which describes the functionality of both
the NR and LTE radio interfaces to provide URLLC services.

A first review article is [11], the aim of which is to give
a presentation of the state of the art on industrial wire-
less networks and lay down the research challenges of this
topic. The authors first introduce general technical issues
and design considerations for industrial wireless in terms of
software (SW) development, hardware (HW) implementation
and system architecture. In particular, they focus on radio
frequency (RF) and energy harvesting technologies, as well
as cross-layer designs and implementations. The relevance
of this survey with our paper comes in the second part,
in which wireless standards are presented (including ISA100
Wireless) for the industrial operators, who plan to use related
technologies for automation use cases.

In [22], the authors review Zigbee PRO, WirelessHART,
and ISA100 Wireless and present their security mechanisms.
They identify a group of threats and possible attack schemes
in the routing layer, and they give some recommendations as
well as countermeasures to better fortify industrial deploy-
ments.

In [19], the authors discuss implementation targets, chal-
lenges, and methods for industrial wireless networks. They
also present an extended outline of popular industrial proto-
cols and standards, including ISA100 Wireless, along with a
report on useful HW designs and selected energy harvesting
solutions.

In [23], the authors observe that the coexistence problem
between IEEE 802.15.4 based networks has been deeply
explored when it comes to other non-IEEE 802.15.4 stan-
dards. Also that the problem has been further investigated
in the scope of ISA100 Wireless, as well as other standards
like Zigbee and WirelessHART. Therefore, the authors report
on the traditional techniques in this field, and present the
approaches followed by different works. Then, based on their
classification, they present some open challenges of future
investigation.
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In [24], the authors first select different wireless indus-
trial standards - ISA100 Wireless, WISA (Wireless Interface
for Sensors and Actuators), WirelessHART, ZigBee, ZigBee
PRO, IEEE 802.15.4e - and afterwards write a report on
their main attributes. Afterwards, they focus on automation
use cases to understand the quality of service requirements
and classify the presented standards according to the require-
ments. Then, they carry out an investigation of possible
threats targeting pertinent security requirements and they
explore if and how the presented standards satisfy the security
requirements.

Another paper which surveys existing popular industrial
wireless standards is [21] (ISA Wireless, WISA, Wire-
lessHART, ZigBee PRO, IEEE 802.15.4e, WIA-PA, TSMP).
This paper reports on the advantages and the disadvantages
of each standard and investigates the extent to which every
standard can satisfy the strict requirements of Industry 4.0.
Furthermore, it summarizes research approaches which tar-
get real-time critical automation use cases. The paper also
presents some key open challenges existing on the physical
layer of industrial wireless which have yet to be tackled in
order to ensure the resilient utilization of industrial wireless
standards in monitoring and control use cases.

In [12], the authors discuss and comparatively examine
key and architectural aspects of ISA100 Wireless, ZigBee,
WirelessHART, and WIA-PA. The peculiarities of each stan-
dard are exposed and design considerations are highlighted.
The authors also present and confront the pros and cons of
each standard at each ISO/OSI layer. With consideration of
the functionality and operating mechanisms of the standards,
the authors examine also their suitability to satisfy the related
industrial requirements.

In [20], the authors try to identify standards which are
able to support reliable communication in electrical substa-
tions under impulsive noise. They report on several standards
- ISA100 Wireless, 6LoWPAN, ZigBee, WirelessHART,
OCARI (Open Communication protocol for Ad hoc Reliable
industrial Instrumentation) - and they note that the lower
layer attributes are similar for all the selected standards
(IEEE 802.15.4), with considerable structural diversity exist-
ing in the higher layers. Finally, the authors provide a review
of characteristic properties of impulsive noise in electrical
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substations (for example, amplitude, duration and rising time,
impulse rate).

Although the aforementioned papers provide a detailed
introduction to the current state of the art on industrial wire-
less networking, there are important gaps in the literature that
our paper fills. Specifically:

o The vast majority of the existing surveys provide generic
guidelines, applications and challenges for industrial
wireless networking, highlighting them also from the
point of view of ISA100 Wireless, among other stan-
dards as well. On the contrary, to the best of our knowl-
edge, the current paper is the first dedicated survey on
ISA100 Wireless.

o Most of the other existing surveys do not serve as
exhaustive surveys of the work that has been done on
ISA100 Wireless; they rather act as critical reviews on
this and other standards, and discuss the foundations of
industrial inter-networking. On the contrary, the current
paper acts as an exhaustive literature survey on the tech-
nical works that have addressed, improved or compared
with ISA100 Wireless.

o As shown in Table 1, the current paper covers a holis-
tic collection of focus areas that — to the best of our
knowledge — have never been addressed collaboratively
in the past by a single paper. Additionally, due to the
fact that the rest of the works presented in this paper
have been published 2-11 years ago, the current paper
provides a more up-to-date review of existing literature
and the latest developments in the field.

IIl. ISA100 WIRELESS
ISA is developing standards for industrial automation.
An ISA committee, which is called ISA100, is responsible
for the development of industrial standards and recommended
practices targeting technological implementations of automa-
tion and control wireless systems. The ISA100 committee
has established a set of industrial wireless standards called
ISA100 [25]. The ISA100 set targets at standardization com-
patible with networks for the industrial manufacturing envi-
ronment. The ISA100 Wireless Compliance Institute (WCI),
a member of the Automation Standards Compliance Institute
(ASCI), consolidates wireless products and system specifica-
tions and processes used by the ISA100 wireless set. Manu-
facturing and automation control system stakeholders which
participate in WCI, are creating and testing standardized,
industrial wireless solutions. WCI owns the “ISA100 Wire-
less Compliant” certification and is testing independently
wireless devices in order to verify that they conform to the
ISA100 Wireless standard [26]. When adopting the “ISA100
Wireless Compliant™ certification, different industrial stake-
holders can work under the same technical specifications
and increase the mutual interoperability on their wireless
communication platforms.

The ISA100 Wireless standard has been developed to
be a universal standardized solution for industrial wireless
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networks. ISA100 Wireless targets at ensuring reliable and
secure services for a wide number of applications, such as
supervisory control, alerting, open and closed loop control,
as well as non-critical monitoring [19]. Within the frame
of the ISA100 Wireless, the main specification definitions
include the protocol stack, the system administration, the
details regarding the network gateway implementation and
the security considerations for low data rate wireless devices
(both stationary and mobile) which enable low power con-
sumption. ISA100 Wireless focuses on addressing the emerg-
ing Industry 4.0 requirements, such as monitoring and pro-
cess control where end-to-end latencies at the order of 100ms
can be achieved, with additional potential for even shorter
latencies. In order to achieve this objective, it manages to
address interference found in harsh industrial environments
with robust performance, even under the presence of various
other standardized wireless communication solutions. Addi-
tionally (as it will also be demonstrated by some works pre-
sented in the following sections), it can successfully coexist
with diverse wireless devices in the shopfloor, like smart-
phones, or IEEE 802.15x, IEEE 802.11x and IEEE 802.16x,
enabled devices. Finally, ISA100 Wireless enables ISA100
devices interoperability and does not explicitly specify the
performance characteristics of shopfloor wireless security.
Instead, the shopfloor security design is left to the end user’s
side of implementation [27].

ISA100 Wireless was approved as an international stan-
dard in 2011 (ISA/ANSI ISA100 Wireless-2011). Due to
the fact that IEC standards hold a better visibility and adop-
tion outside the US, ISA100 Wireless received IEC approval
in 2014 as ISO/IEC 62734. In this form, the standard is
able to define the specifications complying to the OSI Basic
Reference Model (ISO/IEC 7498-1), and, according to [20],
the manufacturers of ISA100 Wireless did not provide to the
standard a built-in interoperability. However, due to the fact
that the standard can employ 6LoWPAN in order to handle
IPv6 (Internet) traffic, it is also able to achieve compatibility
with the industrial Internet.

A. STRUCTURAL CHARACTERISTICS

A very nice introduction to the structural characteristics
of ISA100 Wireless is provided in [12] and [28]. Security
aspects are extensively covered in [22]. We outline here some
basic features, for the reader’s convenience. The ISA100
Wireless network architecture is depicted in Fig. 2. For a
deeper discussion, the reader can refer to [12]. In Table 2,
we juxtapose the ISA100 Wireless stack with the ISO/OSI
stack and we note that the OSI presentation and session layers
are absent in the ISA100 Wireless stack.

« ISA100 Wireless uses in the physical layer the IEEE
802.15.4 standard [29], which uses 27 channels, num-
bered 0-26, at three different frequency bands. The
2.4 GHz band (which is globally unlicensed for almost
all channels) is assigned to channels 11-26, with 5 MHz
channel spacing. Consequently, ISA100 Wireless is
using the 2.4 GHz frequency band.
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FIGURE 2. ISA100 Wireless network architecture.

TABLE 2. ISA100 Wireless functionalities (based on info extracted from [12],

[19]).

[ ISO/OSI Layer || ISA100 Wireless Functionality |
Application Object-oriented, pub/sub, client/server, native/non-native, tunelling
Presentation -
Session -
Transport connectionless, optional security (symmetric/assymetric)
Network 6LoWPAN, graph/source/superframe routing, fragmentation
Data link || CSMA/CA, TSMP, channel hopping (slotted, frequency), blacklisting
Physical IEEE 802.15.4 (2.4 GHz)

o ISA100 Wireless uses, on top of the IEEE 802.15.4
physical layer, a modified version of the IEEE 802.15.4
MAC layer, by enhancing the MAC with added func-
tions like channel hopping, communication with time
slots and synchronized TDMA/CSMA in the domain of
time.

In fact, logically, the aforementioned functions are usu-
ally part of the MAC layer, but are implemented in the
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data link layer. Source, graph and superframe routing
mechanisms are also implemented in the data link layer.
This is due to the fact that network layer routing is
reserved for the backbone router.

The ISA100 Wireless network and transport layers are
compatible with 6LoWPAN [30], which introduces IPv6
(Internet) packets in IEEE 802.15.4 networks and deals
with requirements of the industrial Internet. This feature
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is particularly important, as an emerging trend of Indus-
try 4.0 is the gradual replacement of existing wired
networks; therefore industrial wireless installments with
Internet compatibility are beneficial, especially when
they are able to provide interplay with wired solu-
tions, such as industrial Ethernet. Additionally, the net-
work layer supports fragmentation for transmitting large
amounts of data.

o The application layer of ISA100 Wireless intro-
duces a reference tunneling mechanism which enables
the wireless devices to encapsulate legacy protocols.
Object-orientation also further promotes the interoper-
ability between diverse commercial devices.

ISA 100 Wireless defines two main classes of devices, Field
Devices and Backbone Devices, and two dedicated manager
devices: the system manager and the security manager [31].
The system manager is in charge of the network resource
management and communication provisioning, while the
security manager implements the security design which
depends on the security policy adopted. The class of Field
Devices can support wireless devices with or without routing
capability. For example, a mobile, handheld device such as a
smartphone can be classified as a field device without routing
capability. The indicative objective of such a device in the net-
work is to associate with a routing device and to pass impor-
tant data or monitor and analyze the network traffic. Roaming
of mobile devices is out of the scope of ISA100 Wireless.
Backbone devices in the network are provided with high
energy supplies and are thus constantly powered, while field
devices typically have limited battery capacity. The system
manager acts as the global network clock and manages the
time and time-synchronization information. ISA100 Wireless
is assumed to implement a TDMA mesh topology resulting
in a robustly centralized and relatively stationary deployment,
targeting related Industry 4.0 applications. Although the star
topology can be supported by the standard, the mesh topol-
ogy is preferable since it offers greater reliability, as well
as a greater capacity for external interference management.
ISA100 Wireless central data management (through the sys-
tem manager), achieves dynamic topological modifications in
face of failures, according to the selected routing mechanism
and pre-determined time synchronized message scheduling.

The security administration of ISA100 Wireless is optional
and can be disactivated. The disactivation can lead to
increased flexibility, improve the network effectiveness and
increase the network lifetime. As mentioned earlier, the secu-
rity manager implements the security design which depends
on the adopted security policy. The security options typi-
cally range from (i) nonsecured networks (which are not
recommended), to (i) symmetrically secured networks, and
(iii) assymetrically secured networks. The security adminis-
tration of ISA100 Wireless is implemented at the link and
transport layers [22]. In particular, the data are authenticated
at link layer, while the data payload is encrypted using the
Advanced Encryption Standard algorithm. ISA100 Wireless
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can also protect and secure the transport and payload header,
at the transport layer.

B. CRITICAL CONTROL APPLICATIONS

ISA100 Wireless is particularly useful for addressing crit-
ical control applications through the implementation of
Internet-oriented wireless networked control systems. In this
network paradigm, sensor motes coupled with industrial
physical plants obtain and propagate their data to the system
manager over wireless channels. Then, the system managers
apply different control commands based on these acquired
data, which are then propagated to the actuators so as to adapt
the behavior of the physical plant. The technical challenges
associated with wireless industrial network design and imple-
mentation for critical control applications and the definition
of related novel approaches, optimizations, algorithms, and
protocols have been presented thoroughly in [32]-[34], and
[35]. Based on the findings of those articles, we briefly
discuss selected identified challenges and we outline the
feasibility of addressing them with ISA100 Wireless.

o Communication optimization. The effective config-
uration of medium access control mechanisms in
Internet-oriented wireless networked control systems is
not trivial for critical control applications, as mentioned
in [32]. The overall performance of such systems sig-
nificantly depends on the dynamics of the industrial
environment. For example, random MAC mechanisms
are suitable for the cases where a large number of less
dynamic devices are the core component of the wire-
less network. In this case, due to the high number of
control loops, a scheduled MAC mechanism might lead
to significant delays between the an event of interest
and the transmission of the related information in its
assigned slot. However, most time slots are underuti-
lized, due to the fact that the traffic is lower in less
dynamic networks. On the contrary, a scheduled MAC
mechanism performs well in the case of more dynamic
networks. Contention-based random access usually low-
ers the reliability and latency metrics in the case of
dynamic networks with high amounts of traffic. In the
case of random access approaches with high packet
losses, the event-triggered control may further augment
the traffic, which may eventually lead to instability situ-
ations. As [32] notes, such challenges can be technically
addressed by optimizing the wireless communication
aspects of ISA100 Wireless. Details on communication
optimization aspects of ISA100 Wireless are presented
in section I'V-A.

o Routing mechanisms. The deployment of Internet-
oriented wireless networked control systems is asso-
ciated with several limitations in the network routing
domain. For example, as mentioned in [34], the net-
work nodes are subject to power drainage and fail-
ure and can potentially become unavailable. Also, the
wireless communication channels can introduce delays
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and unreliability’ in the data propagation between the
network nodes and, therefore, limit the application
scalability. Consequently, according to [32], the rout-
ing mechanisms play an extremely important role in
achieving high reliability and end-to-end delay guar-
antees, together with energy efficiency and robustness
in large scale networked control systems. Various rout-
ing mechanisms have been proposed to achieve energy
efficiency for traditional environments. However, the
harsher and noisier industrial environments, necessitate
routing mechanisms which additionally provide reliable
transmissions. Details on the routing mechanism aspects
of ISA100 Wireless are presented in section I'V-B.

o Real-time control. 1t is usually desirable to be able to
support multiple control loops in a same wireless indus-
trial network, so as to reduce the costs and increase
the flexibility. As mentioned in [33], the reliability and
control metrics of such networks heavily rely on the
effectiveness of the real-time wireless communication.
Consequently, feedback control loops in a networked
control system place strict constraints on reliability
and real-time guarantees in wireless communication in
order to prevent operational failures and accidents. For
instance, in oil refinery deployments, the of oil tanks’
spilling must be avoided by monitoring the oil level
in real-time. However, some industrial plants consist of
harsh environmental spaces for wireless communication
due to unpredictable channel behaviors, limited band-
width, multipath fading, physical obstacles and interfer-
ence from nearby wireless devices. With the adoption
of industrial wireless standards such as ISA100 Wire-
less, process monitoring and control functionalities have
become able to achieve reliability and real-time wire-
less communication via spatial and spectrum diversity.
Details on real-time control aspects of ISA100 Wireless
are presented in section I'V-C.

o Energy management. The management of the available
energy supplies in the network can be performed in
two ways, as mentioned in [35]: by targeting a low
consumption or an efficient consumption. Regarding
low consumption, the network nodes are usually fed by
batteries and they are designed to be energy efficient
in order to achieve longer network lifetimes. Regard-
ing efficient consumption, in order to augment the
energy efficiency of the wireless network, the energy
consumption over the network needs to be balanced.
Energy-aware management solutions and routing pro-
tocols are fundamental for energy balance and, conse-
quently, increase the network lifetime. Details on the
energy management aspects of ISA100 Wireless are
presented in section IV-D.

o Security administration. Wireless networks are more
prone to attacks in comparison with wired networks,
in which the attacker needs to be physically connected
to the network. Similarly, the typical wired security
solutions do not immediately meet the requirements of
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the wireless networks security. As mentioned in [35],
authenticity, integrity and confidentiality are signifi-
cant target objectives. The significance of those objec-
tives depends on the industrial application requirements.
Examples of attacks and threats in wireless networks are
node tampering, node control, denial of service and radio
interference. A basic design objective is to implement
an effective security administration, taking into account
the weak abilities of the constrained hardware which is
usually used and the required energy efficiency. Security
administration is a fundamental cornerstone of the major
industrial standards and in many cases is handled with
equal significance in comparison with other require-
ments. A dedicated security manager is used in ISA100
Wireless for security services. Details on the security
administration aspects of ISA100 Wireless are presented
in section I'V-E.

C. COMPARISON WITH WirelessHART (AND OTHER
INDUSTRIAL WIRELESS stANDards)

ISA100 Wireless shares architectural characteristics with
other industrial wireless standards, most notably with Wire-
lessHART. In fact, and ISA100 Wireless have been described
as competitors in the quest of becoming the de facto global
standardized solution for wireless communication in indus-
trial automated environments. In this section, we firstly
describe some fundamental similarities and differences
between the two standards, and then we report the state of
the art regarding the comparisons that have been performed
of the two standards. Finally, we also report the comparisons
that have been performed regarding additional standards as
well.

1) SIMILARITIES AND DIFFERENCES

ISA100 Wireless presents many systemic similarities with
WirelessHART. For example, the choice of 2.4GHz fre-
quency as communicational base, the adoption of synced
TDMA access, as well as the fundamental concept of channel
hopping are indicative resemblances of the two standards.
In WirelessHART, the time slot size is set at 10ms, while in
ISA100 Wireless it is variable and fixed to a specific value
by the system manager when a node enters the network.
Furthermore, to better address coexistence and interference
aspects, both WirelessHART and ISA100 Wireless apply
some spectrum-management approaches. Another common
point is that both standards can apply configurable admin-
istration to ensure the security of the network, relying on a
security manager for the generation and circulation of the
security keys and the authentication of new nodes.

ISA100 Wireless also presents numerous technical simi-
larities with WirelessHART. A complete introduction to the
two protocols’ diverse characteristics is given in [28]. The
most important differences are extracted as follows. A first
fundamental difference is that in WirelessHART, all network
devices and adapters are defined as routers able to forward
data to and from other network nodes, enabling a mesh
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topology. Furthermore, all nodes are able to provision other
nodes to enter the network. However, in ISA100 Wireless, the
field device role is differentiated from the router role. This
renders ISA100 Wireless field devices to be set as either end
nodes with no routing ability or router nodes with routing
ability. Consequently, an ISA100 Wireless deployment can
form a star, star-mesh, or mesh network topology, depending
on the roles of the network nodes. Furthermore, differently
from WirelessHART though, the ISA100 Wireless network
and transport layers make seamless use of 6LoWPAN, which
allows the use of IPv6 (Internet) compatibility [19], making
it suitable for the industrial Internet and the interconnected
industries vision. Another difference resides in the applica-
tion layer. WirelessHART inherits its application layer from
the wired HART application layer, which includes the com-
mands, responses, data types, and status reporting provided
by the HART field communication standard. On the contrary,
ISA100 Wireless application layer defines SW objects to
model real world objects.

2) WORKS ON COMPARISONS WITH WirelessHART

Due to the increased resemblance of the two standards, there
have been quite a few works presenting various aspects
of comparative examination between ISA100 Wireless and
WirelessHART.

In [36], the authors address and compare the main features
of ISA100 Wireless and WirelessHART. They confront the
two standards in the context of the Internet of Things within
the vision of Industry 4.0. The analysis demonstrates that the
two standards share a significant amount of similarities and
that, in various industrial use cases, they perform in a com-
plementary way. Some indications of successful co-existence
are also provided. ISA100 Wireless though, is shown to have
various functionalities which render it more adjustable to
industrial applications. Specifically, (a) the support of IPv6
(Internet) interconnectivity, (b) the object-oriented and more
modular application layer, and (c) the increased flexibility
in multiple layers (time scheduling, cast schemes, device
assignments).

The main contribution of [28] is the theoretical (systematic
and technical) confrontation of ISA100 Wireless and Wire-
lessHART. The authors note that although the two standards
present some diversity, most of the basic characteristics of
the fundamental wireless communication are similar, and that
both standards can operate in harsh industrial environments
and achieve reliable and robust performance.

[21] provides a review of popular wireless technologies
usually used for control and monitoring use cases, including
ISA100 Wireless and WirelessHART. It presents the advan-
tages and the disadvantages of each standard and investi-
gates the extent to which each standard can satisfy the strict
industrial control and monitoring requirements. Furthermore,
it reviews the solutions proposed by the research community,
focusing in methods which apply to critical use cases with
real-time and reliability industrial requirements. The paper
also lays down specific important open problems based on the
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physical layer and the challenges that have yet to be resolved
so as to permit the successful utilization of the standards in
industrial control and monitoring applications.

3) WORKS ON COMPARISONS WITH WirelessHART AND
OTHER STANDARDS

[12] presents another, wider confrontation, among ISA100
Wireless, ZigBee, WirelessHART, and WIA-PA, the design
and architecture of which are comparatively investigated.
The authors try to show the distinct characteristics of the
standards, also justifying several design choices. They also
present the resemblances and the diversities of the examined
standards, as well as a suitability examination of each stan-
dard with respect to meeting the requirements of Industry 4.0.

In [37], ZigBee, WirelessHART and ISA100 Wireless are
introduced as typical industrial wireless standards, and activi-
ties of international standardization and regional radio regula-
tions are shown. Also in [20] the authors review 6LoWPAN,
Zigbee, WirelessHART, ISA100 Wireless and OCARI. All
those standards assume the same physical layer technology,
but bring in significant architectural diversity in the higher
layers. The paper tries to identify the most suitable sensor
networking standard to reliable communication for electrical
substation deployments in the presence of impulsive noise.

In [24], the authors select WirelessHART, ISA100 Wire-
less, as well as ZigBee and 802.15.4e MAC, and the WISA
standard which employs IEEE 802.15.1. Then, they iden-
tify several quality-of-service industrial requirements, mainly
based on reliability and efficient real-time management, and
evaluate their performance so as to understand to which extent
the requirements can be met. Their analysis surprisingly
shows that those standards are not yet capable of meeting
to the maximum extent the strict industrial real-time require-
ments. The authors also make reference to some security con-
siderations of the aforementioned standards and they present
potential attack schemes that would be able to harm the
normal industrial network function. They conclude that the
ISA100 Wireless is efficient against most of the presented
threats, excluding: long-term jamming targeting all available
frequencies, connection requests flooding and multiple colli-
sion attacks.

In [38] and [39], the authors study and conduct an eval-
uation of ISA100 Wireless, Zigbee and Wireless HART via
Castalia on OMNeT++ simulator, and conclude that ISA100
Wireless outperforms WlrelessHART and Zigbee. This is
(according to the analysis of the paper) due to the fact
that ISA100 Wireless takes advantage of CSMA/CA with
OQPSK, which makes its physical layer more effective. Also,
the direct Internet compatibility helps ISA100 Wireless to
interface with legacy standards and also helps to exchange
data with different standards without necessitating complex
routing gateway management.

[40] reviews the constraints of related standards pro-
cess automation, supported short-range wireless technolo-
gies, as well as associated pros and cons. Particular focus is
placed on ISA100 Wireless, WirelessHART and ZigBee.
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TABLE 3. Notable differences among notable existing wireless standards (information extracted from [12]).

ISA100 Wireless WirelessHART ZigBee WIA-PA
resource allocation central central combined combined
P2P networking v v v limited

portable/handheld v’ (under conditions) v v (under conditions) X

A set of extracted features regarding existing techniques of
selected industrial wireless standards, based on the analysis
provided in [12], is presented in table 3.

Time slot administration and channel allocation are impor-
tant design choices in communication resource allocation,
in all standards. The approach for achieving this allocation
can be central (through a system manager), distributed (at
a local, node level), or combined (a selection between the
previous two options). ISA100 Wireless and WirelessHART
do not define how to implement the allocation of the net-
work resources. By default, they use centralized resource
allocation, in which the system manager uses information on
topological characteristics and communication requirements,
and requests from network devices and applications to come
up with a schedule. The ZigBee resource allocation can be
characterized as both centralized and distributed. The same
holds for WIA-PA, in which the cluster heads assist the
decentralization process.

P2P networking can be implemented in ISA100 Wireless,
in the case that the network nodes are defined as routing
devices. Also in ZigBee, although P2P networking is limited.
In WirelessHART, the ability of all devices to act as a routers
means that the system manager can initiate P2P network-
ing between any devices. However, in the case of WIA-PA,
the unique topological outline comprised of mesh and star
subnetworks, lowers its P2P networking ability only within
network clusters.

In many industrial use cases, handheld and portable user
devices communicate with robotic elements and industrial
equipment. ZigBee is not exclusively targeting demanding
industrial applications, so it does not take into account this
particular requirement. The rest of the standards though sup-
port the utilization and inclusion of handheld devices, render-
ing them able to be connected to the gateway or to a network
node with routing capabilities.

4) PRACTICAL CHALLENGES AGAINST WirelessHART

As noted in [28], although both ISA100 Wireless and Wire-
lessHART define some security administration methods to
ensure the integrity of the deployment, some possible secu-
rity weaknesses can occur in the ISA100 Wireless case. For
WirelessHART, all security features are obligatory, while
in ISA100 Wireless, numerous security features are defined
as optional. Taking into account that security configuration
necessitates additional processor memory, time and power,
the introduction of obligatory security functions, like in Wire-
lessHART, turns even the devices that do not need them into
highly power hungry units and therefore reduces the network
lifetime. However, the additional flexibility of the optional
security functions of ISA100 Wireless can potentially pose
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a security threat for the standard itself and a barrier when it
comes to interoperability.

This inherent flexibility of ISA100 Wireless can lead to
further technical challenges regarding implementation com-
plexity and interoperability. As noted in [36], from the stand-
point of implementation, WirelessHART is quite simple,
with a small number of configuration options and parame-
ters. ISA100 Wireless, however, is a complex standard with
numerous configuration options and optional parameters. The
strict approach of WirelessHART makes sure that all nodes
will behave similarly. This results though in a lack of flexi-
bility to configure the behavior of the network according to
specialized application needs. In ISA100 Wireless, the rich
variety of available optional parameters provides greater flex-
ibility for adapting to various application needs. On the other
hand, this ability might lead to interoperability problems,
due to the fact that different industrial actors might want to
implement different features of ISA100 Wireless.

5) CONVERGENCE EFFORTS

The ISA100.12 subcommittee was created for providing
system designers with a way to perform the convergence
and end-users with educational materials which promote for
successful deployments of both WirelessHART and ISA100
Wireless networks in industrial spaces. The design of a
convergence specification to converge WirelessHART and
ISA100 Wireless was included in the subcommittee’s activi-
ties. The objectives of the ISA100.12 Convergence Subcom-
mittee included a specification of techniques so that end-users
would achieve high interoperability between WirelessHART
and ISA100 Wireless networks that are deployed in the same
industrial space, a comparison that would outline the differ-
ences between ISA100 Wireless and WirelessHART, and an
ISA recommended practice, which would present solutions
for a single wireless node to be placed and configured to run
either ISA100 Wireless or WirelessHART.

The ISA100.12 subcommittee dropped its activities prior
to defining a convergence approach for WirelessHART stan-
dard with the ISA100 Wireless standard. The subcommittee
had drafted a request for proposals, requesting from third
parties to propose a technical approach for creating a related
specification. The fundamental technological incompatibili-
ties preventing interoperability between WirelessHART and
ISA100 Wireless were time synchronization, slot time, mesh-
ing methods, network addressing, and transport layer. One
of the early results of the ISA100.12 meetings was a rec-
ommendation by a small group of end users that suppliers
could ship products which would be configured by the sup-
plier at the factory, or later by the end user, to operate on
either WirelessHART or ISA 100 Wireless. This process was
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TABLE 4. Communication optimization for ISA100 Wireless.

[ Article | Issue addressed

[ Method used

[ Results |

[41] | channel quality and com-
munication overhead vari-

lightweight, adaptive and
cooperative channel hop-
ations ping

reduced channel hopping
complexity and commu-
nication, increased anti-
interference

[42] | reliability

[43], [44]

adaptive channel diversity

65% reduced system delay
under interference

10~ packet error rate is
achieved with 0.85-1.30s
delay,

[45] | IEEE 802.11b interference

analytical model for coex-
istence

acceptable packet error
rate  and  satisfaction
of delay requirements
(significant channel
interference)

[46] | performance of TDMA
and CSMA/CA, such

MAC and physical layer
simulation model

maximum throughput 35%

as  maximum  backoff
exponent, duration
of timeslot, period of
superframe
[47] | evaluation of the priority | simulation model increased bandwidth uti-
CSMA/CA lization and reduced ac-

cess queueing delay

called dual-boot system, but it was not worth until users
demanded it. Finally, there was no proposal that could solve
the core problem: the creation of a technical approach that
could include both WirelessHART and ISA100 Wireless and
provide backward compatibility with the devices adopting
both standards. The incompatibilities between the two stan-
dards consequently stayed unsolved, and the subcommittee
dropped its activities.

IV. IMPROVEMENTS OF ISA100 WIRELESS CORE
MECHANISMS

This section presents the core improvements on top of or in
ISA100 Wireless that have been presented in the literature so
far. We grouped those improvements in five fundamental cat-
egories; communication optimization, routing mechanisms,
real-time control, energy management and security adminis-
tration. For each group, we present the identified works of
interest and an accompanying table with selected, extracted,
interesting characteristics and observations. Also, for each
group, we have identified selected research challenges which
are presented in section VI.

A. COMMUNICATION OPTIMIZATION

The first group of works of our survey focuses on commu-
nication optimization for ISA100 Wireless. Those works are
focusing on the lower layers of the standard and are exploit-
ing the channel hopping and framing mechanisms so as to
either investigate or improve its performance. Interference
is in some cases considered, either in the implementation,
or as a side effect. The details are depicted in Table 4. The
main shortcoming of those works is that frequency hopping
increases algorithmic complexity as well, and introduces
additional overhead in the stack implementation.
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1) CHANNEL HOPPING AND DIVERSITY

In [41], the authors point out that channel hopping in ISA100
Wireless is focusing on five characteristic hopping methods
and does not take into consideration the online variations
of channel quality and the communication extent and over-
head. Therefore, they propose a lightweight channel hop-
ping method for small-scale ISA100 Wireless networks. The
method is cooperative and adaptive and selects a node among
all available nodes while balancing their energy consumption,
and periodically checks the consumed energy by skimming
through all the channels so as to come up a channel list. The
method inserts the related information in the payload field of
the frame, a trick that can greatly reduce the communication
overhead. Finally, the authors demonstrate that the introduced
method can decrease the channel hopping communication
overhead and complexity, and improve the standard hopping
patterns as well as the interference management.

In [42], the authors present an adaptive channel diversity
method for ISA100 Wireless enabled industrial monitoring.
They use measured data in order to compute reliability met-
rics and improve it by selecting in real-time more robust
channels. Then, in the performance evaluation part, they
demonstrate that, for star topologies, their approach is able
to reduce the data access delay by about 65% under wire-
less local area interference. Consequently, their approach can
be convenient for calculating communication link quality in
wireless radio use cases and for managing interference from
additional existing devices in the space.

Another adaptive channel diversity method, which is again
targeting reliability and delay metrics, is introduced in [43]
and [44]. Here, the authors find the optimal channels based on
the amount of online radio interference. In the performance
evaluation part (which was conducted on a real testbed, again
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TABLE 5. Routing mechanisms for ISA100 Wireless.

[ Article | Routing mechanism [ Improvement | End-to-end delay |

[48] | path throughput estimation enhanced throughput v

[49] | graph generation considering | decreased round-trip delays v
schedule of time slot schedule
in superframe

[50], [51] | estimation of next hop resid- | enhanced network lifetime v

ual energy and packet recep-
tion rate, integer linear pro-
gramming

[52] | co-existent CAN-ISA100 | decreased delay v

Wireless management

[53] | finite-Markov model

reliability prediction

[54] | spatial diversity by multiple
backbone routers

redundancy

[55] | cluster based route stored

flexible graph routing, graph
graph generation efficiency without a
system manager

star topology but also multi-hop topology), a 10* packet error
rate is achieved within very low delay. The authors validate
their findings with additional simulations with stochastic
variables.

2) HOLISTIC MODELING AND SIMULATION

Another work on wireless LAN interference management and
coexistence is presented in [45]. The authors target at mod-
eling the coexistence between ISA100 Wireless and IEEE
802.11b and at calculating the packet error rate and aver-
age end-to-end delay. They demonstrate that ISA100 Wire-
less performs well with respect to the packet error rate and
satisfies the industrial delay requirements, especially under
increased channel interference.

In [46], the authors evaluate the performance of the
CSMA/CA and TDMA functions of ISA100 Wireless via
accurate simulations of the physical and MAC layers. They
variate significantly the network parameters in order to
achieve a comprehensive evaluation of the maximum backoff
exponent, the superframe period and the timeslot duration.
The authors evaluate the throughput, delay, and power effi-
ciency as the main network parameters and show that ISA100
Wireless significantly improves the throughput and that the
parameter selection should be considered with care during the
network design steps in order to achieve the optimal results.

In [47], the authors evaluate in simulations the ISA100
Wireless CSMA/CA, taking into account the influence of the
backoff process and the priority to the chance of collision and
successful slot utilization. They demonstrate that an increase
in the numbers of priority classes can lead to higher network
utilization and increased network lifetime.

B. ROUTING MECHANISMS

The second group of works of our survey focuses on routing
mechanisms for ISA100 Wireless. Those works are focusing
on the network layer of the standard and are typically suggest-
ing new routing alternatives. End-to-end delay is considered
in some cases, either in the design (minimization), or as an
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evaluation metric. The details are depicted in Table 5. The
main shortcoming of this research line is the absence of a
common routing framework with other standards, such as
WirelessHART and the lack of large-scale open testbeds for
efficient data routing solution testing.

1) DECREASING THE END-TO-END DELAY

The authors of [48] propose a routing mechanism that
increases the throughput efficiency and decreases end-to-
end delay in interference overloaded ISA100 Wireless-based
(cognitive) networks. The proposed mechanism is tailored
to clustered networks in which the sensed data are grouped
before delivery to the recipient. The mechanism is using
path-based maximum throughput estimation, and uses the
most convenient paths in order to route the data. The authors
demonstrate via simulations that the routing mechanism can
enhance the throughput and decrease the end-to-end delay.

In [49], the authors note that the graph creation rule is
not specified in ISA100 Wireless and that ISA recommends
to implement custom graph creation approaches. Then, they
propose a graph creation approach by taking into account
the superframe slots. Their approach effectively propagates
the data from the producer node to the consumer node while
keeping the reliability levels high enough. The authors ana-
lyze the end-to-end and round-trip delays and they demon-
strate that their approach can achieve lower delays when
comparing to other state of the art approaches.

In [50] and [51] the authors introduce a routing mechanism
that enhances the network lifetime and decreases the end-to-
end delay. The proposed mechanism is shown effective in
multi-hop topologies as well as in large-scale deployments.
The generated data are able to be propagated via optimal
paths, by computing the remaining node energy levels and
the packet reception rates. Furthermore, the power require-
ments and the data access delay can be kept to a minimum
level, as demonstrated with ILP techniques. The authors also
demonstrate that their mechanism achieves significant energy
efficiency and decreased data access delay.
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TABLE 6. Real-time control for ISA100 Wireless.

[ Article | Real-time aspect

Method introduced

Metrics improved

[56]

network flow utilization

schedulability analysis

max utilization bound

[57], [58]

network management

dynamic resource reservation
and management

higher network man-
agement efficiency

[59]

visual management

simulated reality topological
distribution

online analysis,

remote monitoring

[60] | network synchronization

self-stabilizing firefly synchro- | complete fault-
nization tolerance, robustness
against the

interference, accuracy
without any central

control
[61] | network software design modular application and sys- | successful control
tem management design loop system building
[62] | message delivery hard require- | message scheduling method on | real-time message
ments shared timeslots delivery within
deadlines
[63] | real-time delivery throughput,  end-to-
end delay

In [52], the authors present a solution for deploying a
multi-technology network consisting of the CAN and ISA100
Wireless standards. They use packet encapsulation and frag-
mentation so as to distribute the network data between the
different technologies. They study via simulations the delay
aspects of the multi-technology network. The evaluation
results highlight that the ISA100 Wireless part becomes the
network bottleneck and results in more than 95% of the
overall end-to-end data access delay.

2) RELIABILITY, REDUNDANCY AND FLEXIBILITY

In [53], the authors focus on effectively predicting net-
work reliability issues using a finite-Markov approach. Their
approach can be used as a reliability preserving routing mech-
anism. In [54], the authors explore aspects of topological
diversity under the presence of multiple backbone routers
in ISA100 Wireless. They show how the backbone router
activities and mesh routing can optimize the effects of topo-
logical diversity, and they highlight the superiority of the
multi-backbone router redundancy via experimental demon-
strations. In [55] the authors suggest that even if ISA100
Wireless introduces a straightforward and reliable graph rout-
ing mechanism, the graph routing is a static routing and
consequently very inflexible. Therefore, they introduce an
alternative cluster based graph storing method for routing,
and show that it can address the drawbacks of the inflexible
graph routing and that it can create the graphs efficiently in a
distributed manner.

C. REAL-TIME CONTROL

The third group of works of our survey focuses on real-time
control for ISA100 Wireless. Those works are focusing on
the different layers of the standard and they cover a variety
of real-time operations. The methods presented are diverse
and target improvements of numerous metrics. The details are
depicted in Table 6. The main shortcoming of this research
line is the absence of a consolidated framework for real-time,
local and distributed data management.
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1) NETWORK ADMINISTRATION

In [56] the authors develop an analytical framework targeting
network scheduling based on utilization metrics. This is an
open research topic in the area of wireless sensor networks,
applied also to ISA100 Wireless enabled systems. In their
framework, they retrieve network paths of maximum utiliza-
tion and label a path as schedulable if the overall utilization
value does not surpass the maximum observed utilization
value in the network. They demonstrate that the framework
can achieve a very low runtime overhead, and a highly effi-
cient utilization scheduling.

In [57] and [58], the authors design a distributed network
administration method, which target at satisfying the indus-
trial requirements in terms of real-time services, in the pres-
ence of low power wireless devices. This method dynamically
reserves network resources on behalf of the routers and con-
figures the wireless devices in localized star sub-topologies.
The authors show that the method manages the entire network
more efficiently than the pure ISA100 Wireless, maintaining
at the same time low data access delay and increased network
reliability.

In [59], the authors identify that visual administration of
industrial wireless deployments necessitates both fast data
management and increased interaction flexibility with the
related GUI. However, they note that the state of the art visual
administration systems are too simplistic and do not depict
realistically enough the network spatial parameters. Exam-
ining the topological characteristics of ISA100 Wireless and
WIA-PA standards, they propose a toolkit for depicting real-
istic spatial deployments of wireless networks. The toolkit
offers a collection of universal and transparent functions
which successfully implement visual remote monitoring and
real-time administration of the industrial network.

2) SOFTWARE METHODOLOGIES

In [60], the authors present an insect-based real-time control
approach focusing on synchronization for ISA100 Wireless
networks. The approach is based on the synchronization
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manner of South-East Asian male fireflies. The approach is
self-stabilizing and gives the option to each node to return
online after a central failure. In order to achieve this result, all
network nodes are able to collaborate distributively targeting
local synchronization. The simulation results show that the
approach is highly fault tolerant during the returning online
period, and comes with resistance on external interference.
In [61], the authors implement a modular SW methodology
targeting the the application layer of ISA100 Wireless, and
they give the hands-on details in order to implement it on the
wireless HW. Then, they evaluate its performance and they
show that the control loop system can be built successfully.

3) DATA SCHEDULING

In [62], the authors propose message allocation on dedicated
time slots of ISA100 Wireless in order to address real time
requirements, targeting both periodic and aperiodic real time
data. They divide superframes in dedicated time slots which
are mapped to the real time data and shared time slots which
are mapped to non real time data and alarm data. Additionally,
they classify network traffic in low and high and they adjust
accordingly the schedulability of the data. The performance
evaluation demonstrates that in this way, they are able to
allocate real time data in superframes and multi-superframes.
Therefore, the network consumers are receiving the real time
data within the delay deadlines.

In [63], another data scheduling approach using times-
lots sharing of ISA100 Wireless is proposed, in order to
enhance real-time performance. In this case, consumers are
grouped into distinct groups, and then take over the equivalent
channels in the allocated time cycles by estimating a colli-
sion based stochastic threshold. The performance evaluation
demonstrates that this approach significantly enhances the
network throughput and the end-to-end data access delay.

D. ENERGY MANAGEMENT

The fourth group of works of our survey focuses on energy
management for ISA100 Wireless. Those works are centered
on different application areas of the standard. The details are
depicted in Table 7. The main shortcomings of those works
are the absence of theoretically proven tight upper bounds
on network lifetime, and of a truly holistic network energy
administration (based not only on individual devices).

TABLE 7. Energy management for ISA100 Wireless.

[ Article | Application area |

[64] | petroleum refinery instrumentation network
[65] | energy-harvested wireless monitoring system
[66] | energy constrained I/O device requirements
[67]
[68] | demand-response industrial smart grid

1) APPLICATION-SPECIFIC SOLUTIONS

Some works in this class focus on specific applications,
and provide energy management solutions based on the ISA
standard. A relevant example is [64], in which the authors
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present a petroleum refinery network configured with ISA100
Wireless. The authors make an interesting energy metric
related statement, by highlighting that the most efficient
energy management can be achieved when the definition of
the network lifetime is based on the maximum rather than
the average device energy consumption. The performance
evaluation demonstrates that, in this way, it is possible to
significantly increase the network lifetime compared to other
related energy optimization approaches (also in the large
scale).

2) ENERGY CONSTRAINED REQUIREMENTS

[65] focuses on novel energy harvesting for industrial
networks, and [66] introduces a modification of ISA100
Wireless targeting the power efficiency requirements of
ISA100-enabled devices. This modification applies dis-
tributed network administration by giving management role
to the router nodes. It also introduces a router clustering
technique with which nodes can select master routers. It is
demonstrated that the modification additionally improves real
time administration, data access delay and reliability.

The authors of [67] investigate the joining phase power
efficiency. They propose a network joining approach trying
to provide highly efficient energy harvesting. This approach
achieves low joining times with respect to the original ISA100
Wireless joining approach. It also achieves reliable data prop-
agation via using spatial diversity which again outperforms
the ISA100 Wireless data publication through significant
improvement in packet reception.

3) INDUSTRIAL SMART GRID

In [68], the authors design an industrial smart grid
demand-response HW simulation tool. The tool focuses on
energy consumption, control and monitoring, as well as wired
and wireless industrial field networking. The authors use
the tool in order to conduct an experimental evaluation of a
use case and they highlight that through switching the field
electricity demand from high to low demand intervals we can
highly increase the grid performance.

E. SECURITY ADMINISTRATION

The fifth group of works of our survey focuses on security
administration for ISA100 Wireless. In ISA100 Wireless,
in general, the security manager generates, authenticates,
stores and distributes the security keys targeting end-to-end
security [19]. The approach presents commonalities with
the security approach of WirelessHART. On the other hand,
unlike WirelessHART, the security options are optional and
can be disactivated, depending on the application require-
ments. For example, if the objective is flexibility and
increased power efficiency, then, naturally security mech-
anisms can be (and usually are) disactivated. Therefore,
ISA100 Wireless allows the network administrator to config-
ure the standard parameters of the joining key. The details
of these works are depicted in Table 8. The validation of the
studies was performed either on certified devices, or on non
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TABLE 8. Security services for ISA100 Wireless.

[ Article | Tssue addressed

[ Method used

[ Validation

[69]

initial secret key distribu-
tion

public/symmetric key
cryptography

[22]

[70]

threat prevention

rekeying, audit, distance-
bounding

nonce structure, message
integrity code, symmetric
key, modes of operations

non certified devices

[71]

anomalous events preven-
tion

reputation-based early
warning system

[72]

security assurance

communication test and
security function assess-
ment

[73]

security provisioning

provisioning verification

certified devices

[74]

key updates

optimal calculation of up-
date time schedules

simulations

certified devices, or via simulations. The main shortcoming
of this research line is the flexibility of the optional security
features might be a security threat for ISA100 Wireless itself.

1) SECURITY REVIEWS

In [69], the authors provide a nice review of the actual ISA100
Wireless practice and the requirements for key distribution
and they present a set of open challenges. In [22], the authors
review the security characteristics of three industrial stan-
dards. First, they identify routing mechanism threats vulner-
abilities. Then they analyze the inherent security weaknesses
and intrusion points. Finally, they present some recommenda-
tions and countermeasures to guide industrial administrators
to protect their deployments and to achieve high resilience in
critical use cases.

2) VALIDATION WITH NON CERTIFIED DEVICES

[70] introduces a security approach which addresses secu-
rity systems with symmetric key, and other related param-
eters, in order to protect the data propagation security for
ISA100 Wireless. The authors emphasize the security threats
in ISA100 Wireless networks and propose a holistic security
framework. Then, they discuss different communications ori-
ented security aspects, such as secure frame compositions and
secure data propagation among the network nodes. Also, they
present how to improve network security based on specific
fundamental requirements, and they lay down an evaluation
on ISA100 Wireless security testing.

In [71], the authors propose an ISA100 Wireless enabled
early warning system for controlling the network perfor-
mance. This is a clustering approach as well, in which the
network nodes are allocated into clusters with a single node
acting as cluster head. This node serves also as reputation
administrator. The performance of this approach is experi-
mentally validated in a smart grid use case with real devices.

In [72], the authors introduce a security assurance tech-
nology for ISA100 Wireless-enabled IoT devices, including
communication security testing and and validation. They
focus on implementation and deployment aspects of ISA100
Wireless and introduce specific parameters for security func-
tion assessment. They verify the suitability of the introduced
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security assurance by implementing the technology in a real
testbed.

3) VALIDATION WITH CERTIFIED DEVICES

In [73], the authors focus on ISA100 Wireless to also exam-
ine security provisioning aspects. They provide an interest-
ing verification using devices which implement the ISA100
Wireless standard as well as devices which are ISA Wireless
certified.

4) VALIDATION VIA SIMULATIONS

In [74], the authors focus on key update times and they
introduce a related two-step scheduling algorithm which can
identify cases where keys might be compromised, such as
rates of data generation, security quantification, etc. Firstly,
the algorithm computes the optimal key update time, and
secondly, it plans the schedule of the key updates. The algo-
rithm considers data propagations of each node at the initial
phase, when it creates the schedule for the key updates.
Following the evaluation results, the algorithm minimizes the
unnecessary computations of updates and adapts to different
data propagations by adjusting diverse parameters.

V. REAL INDUSTRIAL DEPLOYMENTS

A significant part of the literature is devoted to the design,
deployment and testing of actual industrial ISA100 Wireless
based networking equipment. The deployments range from
small scale prototypes and testbeds to large scale networks in
industrial plants. Also, the significant interest about related
implementations is shown by the large number of countries
in which there have been related deployments. The exact
works, number of nodes, types of deployment, purpose and
location are depicted in Table 9. We have identified four types
of deployment applications, namely, smart grid, SW devel-
opment, sensor networks, and networked aerospace applica-
tions. Naturally, the sensor network type gathers the most
attention.

A. SMART GRID DEPLOYMENTS
In [75], the authors employ ISA100 Wireless and Wire-
lessHART in order to develop a demand response
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TABLE 9. Deployments of ISA100 Wireless.

[ Article [ Type [ Purpose [ Location

[75] smart grid energy consumption monitoring China

[76] SW development protocol conformance testing

[77] field instrument adjustment and configuration Japan

[78] wired device conversion to wireless ISA100-
compliant

[25] sensor networks refinery plant pressure monitoring

[79] radio measurements on dry riverbed, industrial
plant, anechoic chamber

[80] scalability, data update time and reliability evalu-
ation

[81] pipe rack safety monitoring South Korea

[82] gas detection in underground mines South Africa

[83] monitoring of gas control, generator shaft seal | India
and stator cooling water systems

[84] integration with WirelessHART, condition moni- | Thailand
toring

[85] address assignment algorithm China

[86] coexistence interference analysis

[87] integration with Ethernet, multi-connection and
communication evaluation

[13] delay analysis under WirelessHART and Wi-Fi | Norway
interference

[88] experimental verification of the simulated | Saudi Arabia
802.15.4 layer

[65] energy-harvested vibration monitoring in auto- | Italy / UK
motive manufacturing and railway transport

[89] KPI evaluation in dualstandard network Romania

[90] networked replace intra-satellite traditional UWB data com-

aerospace munications
applications

[91] UWB redundant and reliable network determin- | Czech Republic
ism

[92] uncertain 802.11g interference evaluation USA

deployment. They evaluate the performance of the deploy-
ment by controlling the electrical loads using the standards
and obtaining their energy consumption data centrally.

B. SW DEVELOPMENT

FieldMate is a SW targeting field instrument adjustment
and configuration, adopting specialized SW languages, such
as Electronic Device Description Language and tools, such
as Field Device Tool and Device Type Manager. The prin-
cipal targets of this SW are (a) support of a wide range
of field instruments and communication models, including
ISA100 Wireless. Yokogawa has developed a device Device
Type Manager, the technical features and effectiveness of
which is reported in [77]. In [76], the authors develop an
ISA 100 Wireless protocol conformance testing software
and they validate its functionality in the lab by using real
devices. In [78], the authors develop ISA100 Wireless Gate-
way Device Type Managers for network adapters. This net-
work adapter line supports both Modbus and HART. Since the
Gateway Device Type Manager is using FDT (Field, Device,
Tool) technology, it promotes the utilization of typical Device
Type Managers without any alterations and renders the con-
figuration of those devices from FDT Frame application
available.

C. SENSOR NETWORKS
In [25], the authors present an actual use case of indus-
trial wireless network deployment in a refinery plant, based
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on ISA100 Wireless technology. The objective of this use
case is remote pressure and temperature monitoring using
numerous measuring nodes of the deployment. The main
contribution of the paper is the replacement of the traditional
pressure and thermal gauges which require periodic manual
monitoring with real-time remote pressure and temperature
data collection utilizing ISA100 Wireless based sensors. The
authors demonstrate that, through this approach, they can
achieve very resilient wireless data collection with decreased
reception errors. Therefore, they argue that ISA100 Wireless
introduces important advantages, such as improved operation
efficiency, limited human errors and continuous monitoring
of the deployment.

[79] presents radio measurements that were collected from
a dry riverbed deployment without obstacles, on an industrial
plant with and without line of sight communication, as well
as in an anechoic chamber.

In [80], the authors evaluate the performance of an ISA100
Wireless network with respect to scalability, reliability, and
data update time. The network includes 500 wireless devices
(transceivers). The network status has been observed so as to
validate the stable connections of the devices over one year,
including metrics such as packet error rates. The authors show
important performance gains with respect to communication
distance, data update rate, reliability, and routing flexibility.

In [81], the authors present an ISA100 Wireless deploy-
ment on an industrial pipe rack targeting safety monitoring.
They evaluate the deployment’s performance in large-scale
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petrochemical plants. The data collected from the network
nodes reveal that the network can monitor the structural
stability of the pipe rack in real-time, and come up with risk
management indications emerging from the actual measure-
ments.

In [82], the authors demonstrate, in South Africa, a network
tailored at gas sensing in underground platinum mines. They
target at exploring the utilization of ISA100 Wireless enabled
detectors in underground mines. The detector’s accuracy and
communication performance (under multiple frequencies)
has been demonstrated via an extensive experimental eval-
uation, highlighting that it is ideal for difficult deployments
in such harsh terrains.

Another real-device implementation is presented in [83],
where the authors try to boost end user involvement and trust
in industrial standards, via the implementation of wireless
networks and testbeds. They manage to achieve this objec-
tive by demonstrating high instrumental reliability, network
resilience in presence of obstacles, as well as interference
management, and extended lifetime.

[84] introduces an integration method of ISA100 Wireless
and WirelessHART devices in a condition monitoring deploy-
ment using Wonderware InTouch software. This multi-radio
environment is designed to provide automatic data delivery
so as to support the envisioned monitoring application. The
real-time operation is achieved through centrally buffering
and mapping the collected diagnostic data to Modbus and
TCP registers.

[85] investigates topological aspects of ISA100 Wireless
networks, and presents an address assignment scheme for
efficient access to network devices. The scheme is based
on a three-layer hierarchy, focusing on assigning routing
addresses to nodes. The testing results show that the scheme
achieves great scalability and consumes less time for network
formation with respect to other alternatives. Concluding, the
scheme satisfies the address assignment requirements while
overcoming any orphan nodes issues.

In [86], the authors note that the extensive use of known
industrial standards lead to interference problems, as most
of them are operating on the overcrowded 2.4 GHz ISM
frequency band. Hence, they explore the data success rate
of ISA100 Wireless and WirelessHART on the data link
layer when coexisting with other IEEE 802.15.4 and IEEE
802.11n networks. The authors setup a real wireless testbed
consisting of ISA100 Wireless, WirelessHART, ZigBee and
IEEE 802.11n devices. The main focus of investigation is just
the performance of the ISA100 Wireless and WirelessHART
parts though (the rest are used for providing sources of
interference). The testbed operates in a harsh environment
with metallic objects and other industrial equipment which is
further boosting interference effects. The performance evalu-
ation gives important insights regarding wireless interference
and coexistence abilities of those diverse standards.

A novel approach for access to the gateways, focusing
on the application layer of ISA100 Wireless is proposed in
[87], which implements an interconnection between ISA100
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Wireless and Ethernet. The network contains four compo-
nents: a wireless interface component (ISA100 Wireless),
a wired interface component (Ethernet), a data caching com-
ponent and a protocol conversion component. Every com-
ponent is assigned to diverse networking tasks, in order to
achieve seamless communication and data distribution in the
network. The performance evaluation demonstrates that the
gateway behavior is stable and reliable and that it is able to
achieve internal efficient data administration and real-time
monitoring in the network.

[13] explores the ways of setting up a wireless control
network over ISA100 Wireless. The authors evaluate exper-
imentally the real-time performance of ISA Wireless with
respect to multiple networking configurations. An interesting
observation coming from the evaluation is that the data deliv-
ery delay between the data producer and the network con-
troller remains high for specific applications even in the case
that the sensor sampling is happening following sub-second
rates. Also, the variability of delay remains high, even when
the wireless links are stable. This observation leads us to
the conclusion that this setting is not suitable for low jitter,
deterministic delay industrial control applications.

Another interesting set of results is presented in [88],
in which the authors confront ISA100 Wireless physical
layer experimental and simulated results. The first ones are
obtained by a real industrial deployment, while the second
ones are produces from the equivalent parameterized sim-
ulations in Matlab environment. The confrontation mainly
concerns RSSI and data delivery rates, and the observed per-
formance differences are attributed to external environment
factors that could not be simulated in Matlab, such as dust
which adds noise to the radio channel, and high temperature
which adds additional (thermal) noise.

[65] presents the results of two representative use cases -
self-powered vibration wireless control and monitoring for
sophisticated industrial spaces, and reliable Internet con-
nectivity for channel-hopping time-synchronized wireless
deployments. The approach followed tackles the related
issues by implementing an industrial control and monitoring
network of energy harvesting wireless sensors that collab-
oratively estimate upcoming machine faults and achieve a
real-time failure prediction.

The focus of [89] is to investigate the KPIs of a dual-radio
industrial deployment (joining times, data delivery rates and
client/server response times), on mesh and star topologies.
The authors are using the technology of a dual-radio gateway
in order to build a wireless testbed which includes both
ISA100 Wireless and WirelessHART in a unique HW unit.
The performance evaluation demonstrates that a dual-radio
approach is able to combine the pros of each technology into
a complete, better performing network.

D. NETWORKED AEROSPACE APPLICATIONS

In [91], the authors demonstrate the suitability of
ultra-wideband systems for deterministic and reliable net-
works in aerospace applications. Time division multiple
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access implements the determinism and the system manager
is administrating the resource allocation. The centralized
network management and provides redundant and reliable of
network operation.

Ultra-wideband for space applications is also mentioned
in [90], where ISA100 Wireless over an ultra-wideband radio
channel is used for implementing and validating a network
of intra-satellite wireless sensing units. The validation was
conducted on a testbed which includes camera sensors as
well as a wireless gateway, and the performance results high-
light the suitability of the interplay of ISA100 Wireless and
ultra-wideband for achieving robust wireless communication
in a spacecraft environment.

In [92], the authors present a rigorous analysis of the
effects of 802.11g interference on ISA100 Wireless-based
and ZigBee Pro-based networks in a representative analog
crewed aerospace environment. They conclude that ISA100
Wireless is proven more reliable, especially in unreliable and
not easily manageable (due to interference) environments,
such as satellites or interplanetary probes, which necessitate
robust spectrum administration and environmental determin-
ism.

V1. FUTURE CHALLENGES

After having extensively surveyed the entire research liter-
ature regarding ISA100 Wireless, we have identified some
emerging development trends and open issues in the field.

A. COMMUNICATION OPTIMIZATION

Frequency hopping offers significant advantages for wire-
less control and monitoring: it is an efficient approach to
contain interference from external devices using the same
frequency band, and offers a more robust alternative to
address the shortcomings of multipath interference. Accord-
ing to [12], frequency hopping can minimize interference and
increase security guarantees in congested links for various
technologies and use cases. Unfortunately, frequency hop-
ping increases algorithmic complexity as well, and introduces
additional overhead in the stack implementation. ISA100
Wireless research activity can contribute to the design of
simple yet effective frequency hopping techniques with low
complexity and communication overhead.

Interference detection solutions are incorporating more
and more intelligence and are becoming more popu-
lar. In ISA100 Wireless, various detection solutions have
appeared from the physical layer to the MAC layer. As high-
lighted in [23], different solutions can be designed so as to
address diverse detection requirements.

B. ROUTING MECHANISMS

According to [83], commercial products adopting ISA100
Wireless routing mechanisms are not able to directly route
the data to commercial products aligned to WirelessHART.
This issue leads to an emergent need of efficient inter-
play and careful industrial network planning and manage-
ment, so as to achieve maximum compatibility. For example,
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as demonstrated by some works presented in this paper, such
as [89], the introduction of generic dual-standard frameworks
could promote a facilitation to the experimental research
community.

The solution testing trend of ISA100 Wireless shows that
researchers have preferred examination of data routing in
actual networked deployments (section V) over detailed sim-
ulations. This can be partly attributed to the fact that there
has not been developed any open, easily accessible, detailed
network simulator of ISA100 Wireless. Such a development
could offer a useful tool to the networking community for
convenient, large-scale data routing testing, alleviating the
burden of setting up actual industrial equipment. Addition-
ally, it would significantly assist the reproductibility of the
ISA100 Wireless related algorithmic, system and network
design.

C. REAL-TIME CONTROL

As noted in [93], distributed, real-time data management and
control is a crucial aspect of modern industrial deployments,
especially when the industrial operator needs the sensitive
production data to be contained just in the industrial space,
and to not be shared with external third-party cloud service
providers. Distributed management services could be another
important improvement on top ISA100 Wireless, and could
offer the necessary flexibility required to maintain the extent
of data distributiveness as required by the use case require-
ments. This could be potentially implemented for ISA100
Wireless via using peer-to-peer industrial routing mecha-
nisms [94], or distributed data caching techniques [95].

D. ENERGY MANAGEMENT

Network lifetime maximization is a crucial issue, especially
in remote, large-scale, wireless deployments [96]. Currently,
it appears that there is no theoretically proven tight upper
bound on the lifetime of ISA100 Wireless deployments [31].
Nevertheless, an important related approach is provided in
[64], where the authors experimentally showcase that opti-
mizing the system operation could still significantly increase
the network lifetime.

Large scale efficient energy management and low power
consumption can be further boosted not only by individual
device optimization, but also through holistic network admin-
istration. Traditional methods of network energy manage-
ment can be tailored to improve ISA100 Wireless systems
as well; ranging from energy efficient routing design [97],
large scale wireless energy harvesting [98], wireless power
alternatives [99], and others.

E. SECURITY ADMINISTRATION

In ISA100 Wireless, most of the security functions are
optional. Taking into account that security configuration
necessitates additional processor memory, time and power,
the introduction of obligatory security functions, like in Wire-
lessHART, turns even the devices that do not need them into
highly power hungry units and therefore reduces the network
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lifetime. However, the additional flexibility of the optional
security functions of ISA100 Wireless can potentially pose
a security threat for the standard itself and a barrier when it
comes to interoperability. As noted in [100], the absence of
design specifications and ambiguous security definitions pre-
vent the practical implementation of the standard, due to the
fact that the system designers are required to have a detailed
knowledge of all the core guidelines. [28] explains that evi-
dence from practical activities to implement a WirelessHART
protocol stack showed that performing the AES computations
in SW on embedded devices is too time consuming to meet
the 10ms time-slot requirements of WirelessHART. To meet
the said requirements, an idea would be to use an AES HW
accelerator. This problem can be located in ISA100 Wireless
deployments as well, especially in the case that a variable
time-slot duration of 10ms or less is utilized.
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