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ABSTRACT Smart cities rely heavily on collecting and using data. Smart systems are implemented and
deployed to provide intelligent features that help improve efficiency and quality of life. This creates a huge
repository of data representing many aspects of smart city operations. Many data-driven applications can
take advantage of this data to further improve the ‘‘smartness’’ of a smart city. At the same time, smart city
systems, being very large-scale distributed systems and highly integrated with the physical infrastructure and
residents of the city, pose immense security challenges as well. So why don’t we take advantage of this data
to improve security measures? In this paper we propose the use of data-driven security approaches to secure
smart city systems. To illustrate the significance of this approach we first identify the different challenges for
securing smart city systems given the unique characteristics of these systems. Then we discuss the benefits of
using data-driven security. Furthermore, we categorize the different types of security applications (features)
needed to help capitalize on the data needs and benefits. We also discuss the how these categories of
applications can alleviate some of the challenges. In addition, we highlight possible future research directions
to incorporate effective data-driven security in smart city systems.

INDEX TERMS Smart city, data-driven security, cybersecurity, security protection techniques, security
policies, security management.

I. INTRODUCTION
The number of people living in cities has grown from
746 million people in 1950 to around 3.9 billion in 2014 [1].
This number is expected to grow to over 6 billion by 2050.
Consequently, a number of cities are quickly growing into
mega cities. For instance, the number of big cities, with more
than 10 million people, will increase from 10 in 1990 to 41 in
2030. Accordingly, many issues will arise with respect to the
administration of these mega cities and offering decent qual-
ity of life for their inhabitants. One feasible solution, some
cities are either working on or considering, is transforming
into smart cities [2], [3].

Developments in the Internet of Things (IoT), cyber-
physical systems (CPS), cloud computing, fog computing,
communication technologies and software technologies can
contribute to effectively design and implement smart cities.
Many exceptional prospects can be presented by these tech-
nologies to develop smart city applications such as smart
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energy grids, smart water networks, smart transportation
systems, smart healthcare systems and smart public safety
and security. These applications utilize the advantages in
information and communication technology (ICT) to form
smart city systems that offer enhanced quality of life for
residents, improved city resources utilizations, and better
sustainability. While smart city systems can offer many ben-
efits, security threats are a major obstacle in realizing these
benefits. As most smart city systems are networked, they can
be highly exposed to many potential security risks. However,
the risks associated with attacks on a smart city can be
more harmful as they will impact humans and systems. The
security attacks on smart city systems can lead to damages in
city infrastructures, reduced quality of life, reduced resource
utilization efficiency, and reduced sustainability. In extreme
cases, it could lead to human harm as in injuries, death, and
wrongful accusations.

While there are many security techniques developed to
protect smart city systems, there are also more complex and
advanced security attacks being developed every day. There
are many challenges in rapidly identifying these attacks,
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analyzing them effectively, preventing them completely,
and/or reducing their associated risks. One emerging
approach that can provide many advantages is data-driven
security [4]–[6]. Data-driven security relies on security data,
data analytics, machine learning, data visualizations, and
dashboards to improve systems and networks protection. Our
work here aims to discuss the challenges of securing smart
city systems in light of the unique characteristics these have.
In addition, we provide a thorough discussion of the bene-
fits of using data-driven security for smart city systems and
categorize the different types of security applications that
can benefit from this approach and discuss their issues and
how they will take advantage of the approach to help resolve
them. Finally we highlight some ideas and research directions
for the future to further improve and incorporate data-driven
security in smart city systems.

The rest of the paper is organized as follows. Section II
covers some related work. Section III discusses the primary
concepts of smart cities, their enabling technologies, data-
driven security, and IoT Security. We then discuss different
security challenges of smart cities in Section IV. Section V
outlines the benefits of using data-driven security for smart
city systems. Section VI defines the different types of security
applications and issues of applying data-driven security for
smart city systems. Section VII offers a big picture view
for utilizing data-driven security for smart city systems and
its possible impact. In Section VIII we suggest different
areas open for future research and development efforts and
advancements, then conclude the paper in Section IX.

II. RELATED WORK
Several researchers investigated and highlighted the impor-
tance of securing smart cities and the associated issues.
General security and privacy issues and possible solu-
tions in smart cities are studied by Zhang et al. [7],
Elmaghraby and Losavio [8], Bartoli et al. [9], Kitchin [10],
Ijaz et al. [11], Khatoun and Zeadally [12], Laufs et al. [13],
Verma et al. [14], Cui et al. [15], Braun et al. [16], and
Kitchin and Dodge [17]. None of these papers focused on
studying data-driven security in particular. Others studied
different aspects of smart city security including Biswas and
Muthukkumarasamy [18] focusing on utilizing blockchain
for smart cities, Wu et al. [19] with focus on defending
against sophisticated attacks on wireless Sensor networks,
Khan et al. [20] discussing cloud based smart cities data
security and privacy management, Sen et al. [21] with focus
on the role of software in smart city security and privacy,
Baig et al. [22] focusing on digital forensic issues,
Wang et al. [23] discussing data security and threat mod-
eling, Chakrabarty and Engels [24] proposing a secure IoT
architecture, Farahat et al. [25] focusing on protecting citizen
data, Aloqaily et al. [26] focusing on intrusion detection
for connected vehicles, and Hasbini et al. [27] outlining the
information security management role in smart city organi-
zations. In addition, Edwards [28] studied privacy, security
and data protection in smart cities from the law perspective.

Hassan et al. [29] used deep learning model to extract mean-
ingful features, similar to discovering facts and patterns in
data-driven security, to efficiently detect network intrusions.

There have been many studies recently on utilizing
data-driven approaches for improving operations of differ-
ent aspects of smart cities. Examples include general city
management [30], urban water management [31], public
transportation management [32], vehicular network improve-
ments [33], rail transit safety [34], crisis response and
disaster resilience [35], communication performance man-
agement [36], load forecasting in buildings [37], energy
management [38]–[40], and in general city decision-making
processes [41], [42]. These studies show the advantages
of using data-driven approaches for smart cities. Yet,
we have not seen any work specifically discussing the use
of data-driven security solutions for smart cities.

Unlike other research papers, the main contributions of
this paper are in identifying potential data-driven security
applications for smart city systems, the benefits of data-driven
security for such environments, and the issues associated with
its use. In addition, we outline future research directions to
further facilitate the effective use of data-driven security for
smart city systems.

III. PRELIMINARY CONCEPTS
The three main players in this paper are smart city systems
comprised of various infrastructures, humans and ICT, data-
driven security solutions that can be used to protect smart city
systems, and IoT security as it comprises the most common
part of the infrastructure for smart cities. Therefore, in this
section we provide some preliminary background informa-
tion on them.

A. SMART CITIES AND THEIR ENABLING TECHNOLOGIES
The smart city goals are to improve the quality of life of
the inhabitants, enhance the use of city resources, improve
sustainability, and decrease the harmful on the environment.
This idea depends a recipe of competence and optimization
techniques, technological inventions, and both historic and
live data to realize these goals [43]. The smartness level of
a city can be assessed by numerous aspects including smart
people, smart living, smart economy, smart mobility, smart
environment, and smart governance. Several cities in different
countries have decided to become smart cities for numer-
ous motives. These include speedily growing populations,
the lack of enough open spaces for expansion and develop-
ment, inadequate resources, improved awareness on energy
efficiency, environmental sustainability, and economic
development.

The architecture of Smart Cities can be different depend-
ing on the types of applications a city may want to
implement [24], [44]. Smart city systems may only target
increasing utility efficiency (e.g. power, water, gas, etc.),
while others aim to increase the safety and effectiveness of
law enforcement [3]. In addition, many cities strive to achieve
all possible benefits of becoming smart cities. These smart
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city systems are enabled by the use of ICT [45]. Examples
of ICT used to implement smart city systems include:
the Internet of Things (IoT) to enable connecting different
smart city physical devices and sensors [46]; the Internet of
Services (IoS) to enable providing services for different smart
city systems and organizations via the Internet [47]; cloud
and fog computing platforms to provide scalable computa-
tion and data storage capabilities and other advanced ser-
vices for different smart city systems [48]; Cyber-Physical
Systems (CPS) to facilitate useful interactions between the
cyber world and the physical world [49]; Unmanned Aerial
Vehicles (UAV) to provide fast mechanisms for delivery,
infrastructure inspections, environmental and security mon-
itoring for smart cities [50]; and software solutions spanning
features and functionalities that support the different oper-
ations of the smart city. These rely on some conventional
methodologies; however, most require the use of smart soft-
ware approaches powered by artificial intelligence, data ana-
lytics, machine learning, predictive analytics, and decision
support.

Given all these heterogeneous components and the
constant interactions between them, it is very difficult to
efficiently and timely keep track of all of them and their
activities. Add to this the high levels of physical world and
human interaction in these systems and you will be facing
a very complex and difficult job. This creates huge secu-
rity and privacy concerns as components have different lev-
els of capabilities to support effective security mechanisms.
Moreover, the control and management of the different tiers
and resources in smart city systems is typically distributed
among varying entities. This introduces an additional layer of
security concerns and limitations. Furthermore, having every-
thing connected through networks (public and/or private),
maintaining communication channels adds on the security
burden as it exposes all the resources and applications in
smart city systems to additional security threats.

B. DATA-DRIVEN SECURITY
Data-driven security is considered an application of data-
driven decision making. Data-driven decision making is a
process that requires collecting data based on defined mea-
surable goals then discovering facts, patterns, correlations,
insights and knowledge from this data. This knowledge is
then used to develop or revise processes, activities, systems,
policies, and strategies to benefit the owner of the
data/system. The owner of the data can be a business, a private
or public organization, or a governmental organization. The
goals can be to increase business’ profits, to improve cus-
tomers’ satisfaction about the products or services offered by
an organization, increase students’ retention rate in schools
and universities, or provide basis for planning, management
and enhancements of the systems in general.

Data-driven security aims to utilize collected data (general
and specifically security data) to improve the security mea-
sures of an application, a system, or a complete organization
or environment. The proper use of security data can help

reduce possible security incidents, reduce security risks, dis-
cover and mitigate security incidents, and improve services’
availability and quality. Data-driven security is a combination
of concepts that work together to provide security decision
making informed by data-collected and analyzed, rather than
by intuition or general sense of what the correct way of pro-
tecting different systems. The base of data-driven security for
a specific system is the data sets collected from that system
and its surrounding and operating environment. These data
sets may pass through different steps such as data clearing,
filtering, anonymization, aggregation, organization, storage,
exploration, analysis, discovery, and knowledge building.
These will lead to generating security actions to improve the
level of the security in the system.

In addition to collecting and appropriately processing and
preparing relevant data to achieve Data-Driven Security,
different advanced analysis techniques are needed. These
include machine learning [51], [52], data mining [53]–[55],
data visualization [56], [57], data analytics [58], in addition
to many different security optimization techniques [59]–[61].
Moreover, diversemodeling and simulation techniques can be
used to enable evaluating new security improvements before
they are applied [62], [63]. Visualization techniques can also
help improve risk discovery and response decisions, while
using statistical models can create capabilities for forecasting
and planning for possible future security incidents.

C. IoT SECURITY
The security mechanisms aim to secure communication pro-
tocols at various layers; physical, network and application,
in a way that data in transit are confidential, reliable and
available. The implementation of these security mechanisms
is carried out by extending network protocols or developing
new ones. At physical layer, the wireless protocol IEEE
802.15.4 defines different security suites to enable encryption
that guarantees confidentiality and ensures the authentication
of the data frame and the data integrity. The new version
of Bluetooth Low-Energy (BLE, ver. 4.2) uses a short-range
radio with a minimal amount of power to operate for a longer
time. In addition, BLE provides replay protection, achieves
message confidentiality by encrypting the payload portion
of a frame. The family of Wi-Fi networks use WEP, WPA,
or WPA2 protocols to implement authentication and encryp-
tion processes. These protocols use a 64- or 128-bit encryp-
tion to prevent attacks. For the LTE network, encryption and
integrity algorithms were developed and standardized.

The routing protocols Internet Protocol (IPv6) extends
IPv4 from 32 to 128 bits per IP address offering scalability
for the IoT world. IPv6 also supports more-secure name
resolution achieving network layer confidentiality, integrity
and authentication through IPsec. IPv6 secures its transmis-
sion by employing cryptographically generated addresses
(CGAs) to encrypt messages. CGA helps nullify neighbor/
solicitation/advertisement spoofing, neighbor unreachabil-
ity detection failure, DOS attacks, router solicitation,
and advertisement and replay attacks. In the application
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layer, a lightweight HTTP version Constrained Application
Protocol (CoAP) is developed for constrained IoT devices.
However, integrating these protocols in the current Internet
infrastructure may add complexity in terms of management
and protocols interoperability [64]. Additional work regard-
ing IoT security is discussed in [65] where security issues and
future challenges were outlined.

Under the Internet Engineering Task Force (IETF) guid-
ance, several working groups (WGs) have been established
aiming to standardize new IoT protocols or adapt the TCP/IP
protocol stack to overcome the security challenges in IoT.
The goal is to develop security mechanisms that prevent
cyber-attacks like: Data encryption to protect data; access
control and authentication system; secure routing; firewalls;
intrusion detection system; anti-malware Solutions; and trust
management system to provide trustworthy IoT system.

IV. CHALLENGES OF SECURITY IN SMART CITY SYSTEMS
A smart city is an integrated complex collection of resources
from ICT, IoT, software and humans. This exposes smart
city systems to many security risks and creates various chal-
lenges in addressing them. A smart city system’s complex-
ity arises from various directions: technological components
used, large-scale distribution, heterogeneity, direct effects on
the physical environment, and large user base, to name a few.
As a result various challenges arise when considering security
measures for smart city systems.

Since a lot of the smart city infrastructure relies on IoT
devices, it is important to create an understanding of IoT
security issues and how they impact the overall data-driven
security in smart cities. Although, some of the IoT security
breaches and vulnerabilities are common with the current
Internet, IoT presents new security concerns that make it
the ‘‘Internet of Vulnerabilities’’ [66]. For example, some
of the primary IoT attacks are DY (Dolev-Yao) intruder,
DoS/DDoS, physical attacks, privacy attacks, eavesdropping,
data mining, and traffic analysis. Additionally, new types
of attacks related to the constrained things characteristics
(low power, low processing, etc.) are IoT specific. Therefore,
the security and privacy issues, if not addressed, can hinder
the use of IoT and the realization of smart city systems.

Several technology leaders, governments, and researchers
are putting serious efforts to developed effective security
solutions enabling wide IoT deployment. A secured IoT
where data in transit is confidential, reliable, and available,
creates a ‘‘trust and interoperable ecosystem’’ [65] and
enables large-scale IoT deployment. Introducing trust mech-
anism into IoT can lead to higher and trustful collaboration
between nodes, flexibility in dealing with changeable secu-
rity conditions, reduction in management cost, and consis-
tency across heterogeneous IoT domains. In addition, IoT
devices provide the additional capability of collecting enor-
mous amounts of data where they are deployed. This provides
a rich dataset that can be used to facilitate data-driven security
for smart cities.

Challenges of security for smart city systems stem from the
same challenges identified for distributed systems, IoT-based
systems and systems of systems in general. However, there
are certain characteristics of smart city systems that make
them more vulnerable to security attacks and a lot harder to
protect.

One of the main characteristics of a smart city system is
that it includes hundreds or even thousands of heterogeneous
components connected and required to work together and
interact with physical infrastructures and humans. Thus it is
an important security requirement to protect all components
to be able to provide the intended functions with good degrees
of reliability, availability, and efficiency. In addition, many
of these components come with limited resources and capa-
bilities, thus including security mechanisms to them may be
beyond their actual capabilities. Other components may be
exposed to threats due to their location like open spaces or
dangerous environments. Others may have good capabilities
and resources, but many come with different interfaces and
control tools. Some of these components are more difficult
to protect as they are physically distributed all over the city
and may be in difficult or exposed locations, in addition to
their limited capabilities and resources. For example sensing
devices in an infrastructure may be using different standards
while collecting the same types of data, thus requiring addi-
tional methods for integration and for securing not only the
exchange of, but also the transformation of the data. Another
example is a wireless sensor network (WSN), which require
specialized security mechanisms to securely integrate with
and support smart city systems [19].

Another important characteristic is the various levels and
types of integration techniques needed to build a complete
smart city system from these heterogeneous components
while maintaining adequate security measures. Even when
technical components are protected individually, the inte-
gration of multiple components in a single system raises
many additional security issues [67]. These issues arise due
to using networking and communication tools and protocols
to connect these components. A well protected component
individually will be exposed to additional threats as soon as
it is connected to other components. Threats can be because
of network exposures or even from compromised or misbe-
having components. For example, smart buildings can use
a cloud-enabled building management system [68] to pro-
vide advanced buildings monitoring and control services to
improve operational efficiency. Using a network to integrate
these components and connect them to remote cloud services
will add to the security concerns for building operations,
occupants, and owners.

There is also the need for two-way control flow for most
smart city systems. In general a smart city system col-
lects data, processes it, makes decisions, and issues control
commands to adjust specific operations in the system. This
leads to additional threats as any interruptions, changes,
delays or modifications to the control commands could lead
to catastrophic results. For example, a delay in issuing a
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fire alarm to initiate protection procedures like evacuations,
notifying the fire department and initiating firefighting mea-
sures could cause catastrophic human and infrastructure
losses. The control and feedback systems are usually attrac-
tive targets to intruders. Attacks like denial of service,
spoofing, malicious data injection, and many others would
disturb the smart city systems. Most of these malicious
attacks and misbehaviors are discovered based on third party
inspection and auditing [7].

Additionally, we have to consider the privacy issues arising
from the use of smart city systems. While smart city sys-
tems can provide many advanced and efficient services, they
can be associated with the risk of compromising residents’
personal information. Smart city systems collect, store and
use data from every part of the city including its residents.
Even with the assumption that the smart city systems are
operated correctly and there are no issues of misuse of this
data, we still have the risks of security attacks that can expose
the data in various ways. Data centers may be hacked, and
data is stolen, data can be intercepted in transit, and it is also
possible to hack individual components and expose collected
data from these components. We have seen such incidents in
various systems and the threat is a lot bigger when we are
dealing with a smart city system that has data about each and
every part of the city and its residents. Unauthorized access
to the data is a big risk [69] and we also have to consider the
data ownership issues and access control to reduce privacy
invasion risks [70].

These unique characteristics of smart city systems pose a
lot of challenges when considering their security. There are
several challenges facing computer security in general [71].
Some are very similar for smart city systems and others
become even more difficult to address due to the characteris-
tics of these applications. The following is an adapted and
extended list of security challenges pertaining specifically
to smart city systems (may also apply to other large-scale
distributed systems and systems of systems with direct con-
nections with the physical world).

1. Complexity. Although security requirements can be
stated in simple terms such as authentication, confiden-
tiality, nonrepudiation and integrity, actually creating
systems that can achieve all of these requirements is
very complex. Many mechanisms and approaches are
possible to use, and options and capabilities become so
heterogeneous when considering a large-scale system
like smart city systems. One method may work in some
part of the systems, while it conflicts with other opera-
tions in other parts of the system. Unifying approaches
across the whole systems is practically impossible.

2. HumanFactor. Unlikemany other distributed systems,
smart city systems will be accessed, used and affected
by people of all types. Human-system interactions are
extensive and have two-way effects on the system
and its users. Unfortunately, many security risks on
any distributed system arise due to human errors [72].
The result? More exposure, higher security risks, and

significant impact of security incidents. This effect is
amplified by the enormous number of users in smart
city systems and the huge discrepancies in their skill
levels and security awareness. Therefore, introducing
security measures must keep in mind this factor and cre-
ate security mechanisms that will either minimize the
user interactions, which counters the main goal of smart
cities; or strengthen the security policies and procedures
humans must follow to gain access, which could cause
difficulties and inconveniences to many users.

3. Physical Infrastructure and Resources. Unlike many
distributed systems, a smart city system is directly
responsible for some infrastructure, environmental and
human related services and activities. Security breaches
are not limited to loss of operations or data, but also
extend to affect all aspects of city life. A compro-
mised smart traffic light system can wreak havoc on
the streets. A faulty or compromised building entrance
access control could allow unauthorized persons to
enter. Compromised smart meters in an energy grid,
could lead to overcharges on customers. Hacked venti-
lators, insulin pumps, heart monitors, or any othermedi-
cal devices directly connected to patients could result in
the death of patients. The severity of such security risks
increases the need for strong security measures in smart
city systems and, at the same time, further complicates
these measures.

4. Potential Attacks. To create effective security mea-
sures, it is important to identify all possible types of
attacks on these measures. In a smart city system, given
their characteristics, there is a huge number of sources
of threats and attacks that may happen in so many
different ways. In addition, we have the complications
described in points 2 and 3 above further increasing
possible threats. It is very difficult (practically impos-
sible), costly and time consuming to try and identify
all possible attacks. For example, including encryption
to protect data in transit. This requires making the
encryption/decryption functions available on all devises
in the system (think hundreds or thousands). Howmany
possible attacks can happen to this set up?

5. Placement. The placement of the security measures
plays an important role in how effective they can be.
Physical and logical locations are important to evalu-
ate for best results. Considering a smart city system,
we have a huge number of possible locations, physical
and logical, to consider. Will the security measures
be more effective at the device level, on the network
components or on the edge or cloud nodes, maybe all
of them? It is a great challenge to test and estimate the
effectiveness of such placements in a large system like
a smart city system.

6. Secret Information. Security mechanisms and meth-
ods usually entail the use of some secret information.
Authentication credentials, encryption keys, security
certificates are some examples. Generating, distribut-
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ing, monitoring and managing this information has
been a challenge in small-scale distributed systems.
As we grow the system size and user base to city
wide coverage, handling secret information becomes an
even bigger challenge. Smart city systems are highly
distributed, managed by various entities, used by a
huge user base and operated by a large number of
personnel. Many questions arise like: how will the
secret information be generated; who is responsible for
generating and managing them; how different entities
can agree on or exchange secret information; who is
responsible for enforcing the secrecy and validation of
this information?

7. Monitoring. Securing systems also requires constant
monitoring of its operations, security measures effec-
tiveness, unauthorized access, malicious attempts to
access its components, unintentional errors leading to
security risks, and proper application of all measures
and policies by all system operators and users. The
larger the system the bigger and more complex this task
becomes. In addition, the growth in complexity is not
always linear. Various aspects come into account such
as ownership, responsibilities, compliance among other
things and these can further complicate the monitoring
processes by introducing more dimensions in the mea-
surement and monitoring metrics.

8. Disposal. Data and system components that are not
needed in a system pose an additional security threat.
Keeping them means adding extra resources to store
and protect them, while disposing of them requires very
strict measures to ensure that they will not be exploited
and become a security threat. The issue does not pertain
only to the software components, but also to physical
components. An example illustrating this issue is an
article in INSIDEEVs [73] that discusses finding sev-
eral old Tesla computers with personal data still on them
and easily retrievable even with physical damage to the
units. This issue grows in size and complexity when
you consider the volume and variety of smart devises,
sensors, and control components that have some private
data on them. There are bound to be more similar
problems coming up and these must be addressed.

9. Patching Holes. Taking point 4 in consideration, how
much effort is needed to find every possible weak spot
in the system and patch it to reduce attacks? How many
of these weak spots will an attacker need to compro-
mise the whole system? Imagine an army under siege
barricading in a castle surrounded by high and strong
walls for protection. The defense from inside relies
heavily on finding and patching each and every possible
weakness in the castle walls. It also requires securing
all entrances and ensuring that only authorized people
can go through. Furthermore, everything and everyone
leaving the castle must be well protected as it leaves the
castle and authenticated and verified when they come
back. The enemy on the other hand, only needs to find

one hole or weakness to penetrate the castle. This could
be a tiny crack in a wall, a faulty lock, sloppy guards,
or even internal collaborators. If you assume the smart
city systems and their users are the army and you have a
base security coverage (the wall) in place. How vast and
complex fortifying and securing these walls can be? The
walls are a lot bigger, there are significantly more exit
and entry points to secure, there is huge movements of
data, people and components, and there are thousands
or millions of people involved. In addition, every part
or function of this city may be owned and governed by
different authorities and in many different ways. On the
other hand, how many possible holes in these walls an
attacker can exploit?

10. Discrete Approaches. Most approaches proposed for
securing smart city systems offer individual solutions
addressing very specific aspects or functions of smart
cities. For example using data-driven methods to man-
age dynamic public transport systems, security of con-
trol systems, and data storage security. Except for
a few articles discussing smart city systems security
approaches and challenges, no one addresses the use of
generic data-driven methods and tools to provide effec-
tive and efficient security measures for smart city sys-
tems as a holistic approach. As a result, many proposed
approaches may interfere with each other or cause other
security issues. Providing a holistic approach to address
security issues in smart cities will help improve the
effectiveness of the approaches and the management
aspects as well.

11. Tunnel Vision. Security mechanisms are complex,
and it is difficult to understand the full impact and
need for each security measure until we gain a good
understanding of the various aspects of all threats.
In a smart city system, this issue becomes even more
difficult due to the large number of components, which
in turn increases threats and security risks. In addition,
the introduction of discrete security measures amplifies
this problem as each one brings the focus to a very
specific view of security risks. Any security measure
to be deployed must be considered in light of all pos-
sible interactions with and around it to ensure effective
results. It is always possible to introduce a very strong
security measure in one part of the system that could
easily compromise the effectiveness or security of other
components.

12. Management. Management of security policies, tech-
nologies and data has been and will continue to be a
tough task for any system with any level of exposure
to the outside world. Security management include
tasks like risk assessment and mitigation, creating and
enforcing effective policies, training users and ensuring
their compliance, ensuring compliance with regulatory
and standards requirements, and planning for the future.
Generally many organizations were able to successfully
incorporate security management tasks and controls
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into their regular operations. Unfortunately, when we
discuss smart city systems, we also have to start from
an important fact, the system components are numer-
ous, highly heterogeneous and interconnected. Smart
components and different software applications in a
smart city system will need to communicate, exchange
information, and collaborate to achieve their goals.
Managing a system like this becomes very complex
and could easily have various incompatible policies,
controls and management. All the challenges described
before this one further adds to the complexity of the
management process.

13. Ownership and Control. Another area affecting the
management and effectiveness of security measures
is ownership. When data and system components all
belong to a single (or a group of federated) organiza-
tions, identifying ownership of the data and incorpo-
rating the proper privileges for access and control can
be included to enhance the security of the data. It is
not a simple task, but it is generally doable. However,
a smart city system spans multiple entities who may
own parts of the resources and data. These entities, most
likely will have different rules defining ownership and
control of data. They would also have varying levels
of acceptance to share data and resources with other
systems. Consolidating these rules and preferences to
allow smooth access across the whole system is a great
challenge.

14. Costs versus Benefit. Incorporating effective security
measures in a software system adds to the cost of
developing and operating it. Consider all the challenges
we already discussed. How much will it cost to try to
counter each and every one of them? This has led some
organizations to not incorporate them until they face
a real (and costly) security problem. This cost adds up
very quickly whenwe consider smart city systems. Now
we have to secure devices, software, networks, and end
user access points, amongmany other aspects. Covering
all possible risks and creating mitigation plans quickly
adds up and projects become more costly. In addition,
development time increases and usually delays delivery
and operations of the systems. This increase in cost and
time to market without showing any immediate benefits
leads to leaving out some security measures to avoid the
costs and speed up production.

15. Performance. Introducing security measures to a large
system, means there will be needs for more energy, pro-
cessing power, storage, and communication bandwidth.
These requirements can negatively impact the overall
performance of the system. Encryption and decryption
for example add significant processing requirements of
the data, thus leading to either having to spend more on
additional resources or suffer a noticeable impact on the
system’s performance. Adding extra checks and fire-
walls on networks will lead to higher communication
delays.With a system as large as a smart city system and

attempts to address all security challenges and require-
ments, these performance issues become more notice-
able and have bigger negative impact on overall system
performance. As a result, some organizationsmay opt to
minimize security measures for the benefit of better per-
formance. In addition, a smart city system incorporates
a large number of entities each with a different view
of the balance between security and performance. Thus
leading to possible issues when the system components
belonging to different entities are integrated and are
collaborating to achieve common tasks.

In light of these challenges, it is clear that the security of
smart city systems is not only extremely difficult, but also
time consuming and may affect the overall performance and
usability of the systems. Yet we also have an advantage inherit
to smart city systems that can support security efforts and
help make them more effective and efficient, DATA. A lot
of data is collected, generated and restructured through the
different applications in a smart city system. A lot of this data
is a by-product of other operations; however, there is a wealth
of information among this data that can be extremely helpful
for the security requirements. For example, a video streaming
service may be monitoring and collecting IP addresses of
the originating requests to improve the availability of the
service close to the customers’ locations. This same data can
be used to analyze security aspects such as the attempts to
thwart DDoS (Distributed Denial of Service) attacks or con-
trol users’ access based on their location. Another example is
the data collected by a smart building on the occupancy levels
and locations of occupants for energy regulation purposes.
This data can also be used to optimize access controls for
applications within the building. Thus we are proposing the
use of data-driven security approaches for smart city systems.
We can use available data and introduce more data collection
components to be the bases for these approaches.

Several of the challenges described can be addressed using
data-driven security techniques. The following sections will
further relate these challenges to the different types of secu-
rity applications for smart city systems and how these can be
alleviated using data-driven techniques.

V. DATA-DRIVEN SECURITY FOR SMART CITY SYSTEMS
Security of distributed systems can be approached using
many different methods and technologies. In a smart city,
a large number of distributed systems are integrated to form
the ultimate mega-scale distributed system. This system and
its sub-systems continuously interact and collectively record
and generate huge amounts of data. This data can be the basis
for adding more sophisticated security measures. Data-driven
security can provide many advantages for securing smart city
systems. The distributed components of smart city systems
reside in various locations and communicate through various
types of networks (private and/or public, dedicated and/or
shared). The networks can also be wired, wireless, or a com-
bination of both with various options in the types of wireless
connectivity as well.
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In all cases, all components, the networks and the appli-
cations, need to be protected from security attacks to ensure
the reliability and availability of the smart city systems and
protect the privacy and the wellness of its residents. To secure
smart city systems, different security components must be
added to the software and hardware infrastructure. These
security components can be firewalls, intrusion detection sys-
tems (IDS), intrusion prevention systems (IPS), vulnerability
management systems, hardware-based encryption/decryption
components, and sophisticated authentication and authoriza-
tion mechanisms. All of these security components along
with the different smart city applications, devices, and net-
works will capture, process and generate large amounts of
security-related data.

The security data can be utilized to apply data-driven secu-
rity for protecting smart city systems. The collected data can
be stored, analyzed to assist in understanding security risks,
identifying better techniques for security and making smarter
and more informed decisions to achieve more effective secu-
rity solutions for the system. As more data is collected, there
are more opportunities to reach more accurate and reliable
deductions and improve overall reliability and availability.
In addition, the data is also collected by some systems that are
similar in their operational conditions or may have the same
types of security risks. This collective data can facilitate better
analytics and learning techniques using the larger set of data.
This will lead to many advantages for smart city systems.
Some of these advantages and benefits are the following.

A. SECURITY RISK ANALYSIS ENHANCEMENTS
The availability of security data from components of different
smart city systems is important to reach fast conclusions.
Having data from one smart application regarding the security
status, possible breaches, and occurring incidents is good.
However, if we can collect similar sets of data simultaneously
from many smart applications, we will have a much larger
data set to work with. This will lead to faster recognition
of patterns that affect security risks and identification of
conditions leading to a security incident. In addition, this
will also lead to corrective actions not only for the breached
components, but also for all other similar components to pro-
tect them from similar incidents. For example, if we collect
detailed information about many DDoS and low-rate DDoS
(LDDoS) [74] attacks that occurred in different smart city
systems, it will provide a larger sample for analytics and
could lead to identifying common preconditions that made
these attacks possible and also find more accurate informa-
tion about the sources and mechanisms used in the attacks.
As a result, the response occurs faster and delivers more
accurate and adaptive countermeasures.

In addition, this collection of data from multiple sources
will also allow for comparisons with other applications and
sub-systems in the smart city. For example if a DDoS attacks
occur on several similar applications around the city, but not
on some others, the data collected from both types can be
analyzed closely to compare set up, configurations, security

measures in use, and any other factors that may have created
those differences. The data can be informative in terms of the
factors that allowed, stopped or limited the attacks’ effects.
This can lead to improvements in all similar applications
by applying the most effective security configurations and
policies used.

B. SECURITY PROTECTION IMPROVEMENTS
As a larger security dataset is collected and analyzed, it is pos-
sible to utilize this dataset to improve the defensemechanisms
to better protect smart city systems. This data can be also
utilized to build better situation-based security systems for
smart cities. Careful analysis of multiple smart applications
security information can lead to better understanding of how
these attacks work and what are the best ways to protect the
applications from them. In addition, this provides a learning
pattern for the security algorithms to identify and adapt to
changes in possible security attacks.

Using data from multiple sources can also be used to
fuel aggressive forecasting algorithms (sort of like weather
forecasting). This type of analytics does not have to be in
real-time or highly responsive. Therefore, with more data
available over extended periods of time, the forecasts will
become more accurate and could help prepare for possible
risks or improve current measures to focus on the most
eminent of these risks.

Developing a knowledgemanagementmethodology to col-
lect and organize security data is important for forensics
purposes [75]. However, it is also a very important component
for predicting and protecting from future security attacks.
Moreover, predictions of possible attacks can be further
enhanced using advanced analysis, data mining and machine
learning techniques. Various approaches can be used based
on data [76] to articulate possible attacks and thus mitigate
them or at the very least be better prepared for them ahead of
time.

C. SECURITY MODELING, SIMULATION, AND
VISUALIZATION CAPABILITIES
The collected security data can be utilized to create accurate
virtual models representing different smart city applications/
environments. These models can then be used to simulate
different situations and security issues to identify problem
areas [77]. For example, simulating a DDoS attack on the
smart building management systems in a smart city and eval-
uating the impact on the buildings controls and residents.
In addition, these models and simulations can help iden-
tify weak spots, provide insight on possible mitigation and
protection activities, and create a safe environment to test
these scenarios. The results can be used to study possible
improvements in protecting smart city systems from security
attacks.

Simulation models also help create different levels of
abstractions that allow developers and managers focus on
specific areas of the system in details or get a high-level
view of a larger portion of the system with underlying details
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hidden. This navigation capabilities into the different levels
of details help to create better understanding of the whole
system and at the same time appreciate the intricate details of
each part. Moreover, it can help expose risks that may have
not been visible through normal testing procedures. Another
use for simulation models is to test additions or changes to the
system or application. For example, an accurate simulation
of the system can be compared to one with the modifica-
tions to see how much of the system is being affected by
this new addition or modification. Even the introduction of
hardware components or other resources can be simulated
before implementing the changes.

Simulation models can also be used to experiment with
new types of attacks, security protocols, and protection
approaches. In addition, the models can be used to educate
and train users. For example, creating a situation where a
user can cause a security issue and showing the user what
happens if that is actually done in production system. More
drastic scenarios can be simulated to show accurate account
of damages and losses if certain security attacks or breaches
occur.

Visualizing security data is another important advantage of
using data-driven security for smart cities. Visualization can
be used to gain deeper understanding of risks and threats of
different systems in smart cities [57], [78].While it is difficult
to monitor and understand security events using statistical
analysis, it is easier to achieve these objectives within short
times in some cases using visualization techniques for smart
cities’ security data. In addition, it is possible to uncover
hidden patterns, correlations, and insights on security data
and events. Visualization can be used to understand historical
security events, current security events, or to understand and
evaluate the outcomes and impact of future security improve-
ments on smart cities systems.

D. SECURITY MANAGEMENT IMPROVEMENTS
Another benefit from data-driven security is the enhance-
ments possible in smart city systems security management.
Different data-driven techniques can be used to improve secu-
rity management processes in smart cities. Collected data,
analytics, and simulations can provide accurate insights into
how well (or bad) management processes and use/access
policies are working. They provide a more detailed view
of all policies and their impact and allow for creating bet-
ter policies and improving current ones. This can apply to
various management activities such as auditing, upgrading
and optimizing processes, handling emergency and recovery
procedures, and creating more accurate authentication and
authorization policies and access controls.

Security management include managing access controls,
assets, incidents and business continuity. Using the available
data, each policy can be accurately monitored and assessed
in terms of its effectiveness and efficiency. Collected data
can help study current security policies and procedures and
identify weaknesses to improve them. It can also helpmonitor
the resources being used to apply security measures and help

find ways to optimize this usage. In addition, analyzing the
security risks of an update in software and hardware compo-
nents can be performed using available data and intelligent
algorithms in addition to the simulation models.

These improvements can be applied to various policies and
procedures. User authentication policies, for example, can be
assessed in terms of the number of breaches happening and
the reasons for these breaches. Multiple sources will increase
the accuracy of this data and help improve the policies such
as adding multi-factor authentications for all users or limiting
access to specific IP addresses or through a VPN (Virtual
Private Network). Incident management procedures include
activates like identifying possible incidents, planning mitiga-
tion or protection plans, and creating more secure policies.
Using data-driven techniques can make minimizing incidents
risks more efficient, highly adaptive, and possibly faster.
Furthermore, achieving more efficient policies and proce-
dures, using simulation models and forecasting techniques,
and continuous monitoring of the system will lead to better
capabilities to make the application or system more reliable
and available to ensure business continuity.

E. SECURITY MANAGEMENT AUTOMATION
Several security policies and procedures require human inter-
vention, which can slow down the reactions to security inci-
dents and hinder the efforts to contain the incident or its
damages. Many of these policies and procedures can be
automated, if the right data is made available and efficient
algorithms to make decisions based on this data are uti-
lized. Forecasting possible risks in the near future can add
another dimension to the decision-making process and cre-
ate automated responses capable of handling many of the
security risks without (or with minimal) human intervention.
The result is faster detection, mitigation and adjustment in
the applications and more effective and faster actions. The
key to achieving more automation is continuous monitoring
and analysis of activities relevant to security in the system,
logins, abnormal access patterns, highly increased volume
of requests are some examples that can be detected and
acted upon automatically, while notifying system managers.
Updates and reconfigurations can also be done via automatic
configuration tools and scripts instead of manually applying
them. The testing can also be automated to first take advan-
tage of simulationmodels then running a large set of test cases
in production and analyzing the results.

Many techniques for incident preparedness and response
can be configured in different ways for effective results.
These configurations can be optimized to efficiently and
accurately protect smart city systems based on different cri-
teria including the networks and systems capabilities, the
protection techniques used, smart city applications types, and
the heterogeneity, dynamicity, distribution of smart city com-
ponents. Such optimizations usually require huge effort and
time from skilled security professionals to identify different
configuration issues, possible configuration solutions, system
adjustments, operations and security procedures evaluation,
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FIGURE 1. Applications of data-driven security for smart city systems.

and application of new configurations.With data-driven secu-
rity, it is possible to automate several activities in this process.
It is possible to build a closed loop control for automating the
security improvements. It is possible to use collected secu-
rity data to identify issues in current security configurations,
create accurate virtual models representing different smart
city security components and use them to generate and eval-
uate optimized configurations and procedures, then applying
them in the system. One main advantage of this approach is
that the cycle will be automatically repeated to reach a stable
and optimized security conditions.

Collected data from the continuous update cycle can also
be used to create incident response plans and procedures.
Every time an incident occurs, the preconditions, activities
and impact of the incident is recorded. This information can
help feed the control loop with additional information for the
next set of adjustments. The security configurations can also
be augmented with tools and techniques to detect and respond
to security incidents. Many of the response activities can be
automated and measured in the same closed loop. Therefore,
the security configurations can be automatically adjusted
whenever a new incident occurs in the smart city system.With
this advantage, it is possible to have more adaptive security
mechanisms for the dynamic smart city systems.

VI. APPLICATIONS AND ISSUES OF DATA-DRIVEN
SECURITY FOR SMART CITY SYSTEMS
There are many types of applications for data-driven
security approaches for smart city systems. However, there

are also several issues that need to be addressed for opti-
mal utilization. We will discuss the applications and issues
then introduce ideas for possible solutions for these issues.
Utilizing data-driven security approaches offers many ben-
efits for smart city systems security. However, the issues
associated with these approaches are creating different obsta-
cles impeding the advances in this direction. These issues
are not the same for all applications of data-driven security
approaches. However, they change based on the different
application categories of data-driven security as shown in
Figure 1. In addition, Table 1 provides a summary of these
issues, identifies the different types of applications relevant
to these issues and attempts to provide possible solutions
approaches for the different applications categories.

A. APPLICATIONS FOR DYNAMIC ATTACKS DETECTION,
PREVENTION, AND MITIGATION (DYNAMIC DETECTION)
Interactive and real-time smart city applications require
immediate and adaptive responses to security incidents.
These applications need to handle different security situa-
tions in real-time. One example is situation-based intrusion
detection and prevention systems (IDPSs). These systems
must be continuously monitoring the conditions and respond
immediately when a threat is detected. The issues of dynamic
data-driven security for detection, prevention, and mitigation
are mainly due to the distributed nature of smart city sys-
tems and the requirements of real-time actions and feedback.
Security methods in this type of applications also need inter-
active and real-time data collection, effective handling of
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TABLE 1. Data-driven security applications categories for smart city systems with their issues and possible solution approaches.

distributed data, fast attacks detection and mitigation actions.
In addition, it is required to have an interactive and effec-
tive dashboard that can help view the security status of the
applications. Analyzing huge amounts of data in real-time
and producing usable results requires a lot of resources and
may not always be accurate or effective.

One possible solution is to use a policy-based or rule-based
management approach for applying different security policies
as needed. This approach can provide fast and efficient secu-
rity mechanisms for protecting smart city systems and reduc-
ing the bourdon on the detection components. Policy-based
management also creates a more manageable set of data to
be monitored and analyzed to detect and react to threats.
A different approach is to use real-time stream analysis ser-
vices to quickly classify data and identify risks or threats.
Other possible approaches involve using multi-agent decision
making and parallel processing to make security decisions
faster, more efficient, and more accurate.

B. APPLICATIONS FOR FORECASTING POSSIBLE
SECURITY THREATS (FORECASTING)
Forecasting applications rely heavily on the availability of a
rich repository of past and current security data. In addition,
they use artificial intelligence and machine learning to find
variabilities in the smart city system and predict attacks or
threats. The forecast results can be used to enhance current
monitoring and protection procedures and policies; create
and deploy suitable counter measures; identify and patch
vulnerable areas; and plan to minimize possible damages
if such attack occurs. Here too we find several issues in

analyzing past and current aspects and providing effective and
accurate forecasts. One of the main difficulties is identify-
ing the data needed for analysis and producing the required
results. Data is collected and generated at very high rates and
in huge volumes. Yet, not all of it is relevant, or useful for
the specific forecasting needs. Therefore, it is important to
recognize the important types of data, apply data filtering and
organization techniques first. The resulting data sets will still
be large and may also be dynamically changing over time.
Therefore, the analysis and forecasting techniques require
compute intensive algorithms that need high performance
computing infrastructures. As a result, it is not always feasible
to apply these techniques unless the return is equally benefi-
cial. Furthermore, forecasting techniques need to be detailed
and specific to certain applications, thus requiring redesign
and customization for different applications and data sets.

Some possible activities that may help improve the situ-
ation are creating generic data organization and aggregation
solutions that will help put the needed data in a more effec-
tive format for the analysis. Another possible approach is to
design and deploy a knowledgebase system with facilities to
apply ETL (Extract, Transform, Load) techniques to make
the data useable by different forecasting techniques in dif-
ferent applications. Along with that, integrated cloud and fog
components and services can support the different parts of
the process in more efficient ways. For example, aggregation
and organization can be done on incoming data streams at
edge locations using fog nodes. Resulting data can then be
streamed to the cloud for proper storage, organization and
analysis.
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C. APPLICATIONS FOR ENHANCED SECURITY
MANAGEMENT (MANAGEMENT)
Effective security measures in smart cities cannot be achieved
without proper management of the different security related
systems. Here there are several opportunities to utilize secu-
rity data to enhance management and system configuration
processes. In addition, this data can help improve risk analysis
and management and access control for smart city systems.
The common factor in this type of applications is the need
for intensive data analytics to arrive at the most useful solu-
tions. Therefore, accurate responses are needed, yet there is
usually more time available to get these responses. Many
management activities are done in the background and can
be implemented as needed and over different periods of
time. For example, applications analyzing collected data to
identify week spots and offer solutions can take longer as
the data sets grow, and the accuracy requirements increase.
The issues are mainly related to the complexity of build-
ing effective knowledge, decision-making, optimization, and
evaluation techniques for the applications. However, security
approaches here are generally not real-time and can oper-
ate independently from the operational components of the
system.

Possible solutions for these issues include using data
mining, machine leaning, operation research, and simulation
techniques coupled with the integration with powerful and
high-performance computing infrastructures like the cloud.
This will provide the necessary methods and resources for
intensive analysis of security data and find new observa-
tions and trend. Using these we can optimize and evalu-
ate new security management and configuration solutions.
Furthermore, it is important to be able to model attackers,
attacks, users, network risks, and defensive strategies for
effective security applications in this category [23].

D. APPLICATIONS FOR SECURITY PLANNING (PLANNING)
Security planning include utilizing security data for future
security planning in smart cities including proposing
new security protection methods and strategies, new security
systems, new security architectures, and new regulations and
policies that can provide long-term security improvements for
smart city systems. These activities usually take a long time
and require extensive analysis of the security data collected
over long periods of time. In addition, modeling and simula-
tion techniques become very important in this type of security
planning as new tools, scenarios and cases can be modeled
and simulated to understand how they work and what their
effects will be. Furthermore, many optimization techniques
can be introduced here to further improve future plans for
securing smart city systems. The main issues in this category
are mainly related to dealing with big data, the complexity
of data trustworthiness, data sharing among different orga-
nizations within a smart city, knowledge building and pro-
cessing, planning optimizations, and new solutions/decisions
evaluations.

One way to address these issues is using efficient big
data management, mining, and learning tools and services
for the applications. Another solution is using blockchain to
apply credit-based systems to enable data sharing and trust
management [79], [80]. In addition, operations research and
simulation techniques can be very helpful to optimize and
evaluate any solutions for security planning in smart cities.
For this type of analysis high performance computing infras-
tructure is necessary. Integrating different analysis models
and scenario-based evaluations becomes helpful. In addition,
user interfaces are very important to allow humans to inter-
act with and use the generated results for planning and
management.

VII. THE BIG PICTURE AND POSSIBLE IMPACT
The discussion of the benefits and application categories for
data-driven security for smart city systems leads to the need
for an understanding of how they can help alleviate some of
the challenges identified earlier. Different data-driven secu-
rity application categories can address a subset of the chal-
lenges or in some cases set the stage to create other security
applications. For example, creating a security application
to monitor incoming requests to a system will help detect
possible DDoS attack, but will also provide a dataset that
can be used to create forecasting or automation techniques.
Table 2 provides an overview of how these challenges may
be addressed. Each row identifies a challenge, the data-driven
security application category or categories that can help
alleviate it, and a brief explanation of the techniques or
approaches possible.

Data-driven security applications for smart city systems
developed within each of the four categories summarized
earlier in Table 1 can take advantage of available resources
and create more innovative methods relying on the wealth
of data available in smart city systems. Applications within
the same category can also collaborate effectively across
multiple systems in a smart city to achieve better and faster
results. Furthermore, data-driven security applications across
categories can be integrated to collaborate and provide more
effective security solutions. Information, knowledge, and pro-
posed actions can be aggregated among these application
categories as shown in Figure 2 to improve and optimize
security mechanisms, while reusing already available data
and resources.

One example is facilitating the collaborations between
applications of data-driven security for interactive attacks
detection, prevention, and mitigation and applications of
data-driven security for better security configuration and
management. The first (level 2) offers continuous and fine-
grain data collection creating a detailed view of past and
current activities and events (level 3). This data can be the
basis for the knowledgebase needed for configuration and
management applications (level 4). Aggregated and filtered
data can be shared with the configuration and management
applications, which use their techniques to effectively use
this data and enhance security processes. New configurations,
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TABLE 2. An overview of how the challenges in security for smart city applications can be alleviated by applying different categories of data-driven
security applications.
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FIGURE 2. Information and action flow among different data-driven security applications categories.

policies, procedures will be generated based on real data and
delivered to level 2 through 3a. In addition, the results of these
updates will be used to adjust and enhance real-time security
measures for all applications, which in turn generate more
data for the upper level.

Many of these activities can also be achieved automati-
cally through this collaboration, while some may still require
human intervention. For example software changes and pol-
icy updates can be fully automated, but replacing devices,

adding new physical connections or components to the sys-
tem cannot. Automating security management is accom-
plished by including effective closed loop controls in a cycle
to apply, evaluate and enhance operations and configurations.
A major issue is the required collaboration and data exchange
across many applications and systems across the smart city.
Logistics, privacy, ownership and regulations can affect the
efficiency and effectiveness of data sharing, which is themain
requirement for these applications.
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TABLE 3. A summary of different data-driven applications and their relationships.

Another collaboration opportunity can be created between
the applications of data-driven security for forecasting secu-
rity events (level 4b). Forecasting requires access to a detailed
data covering long time periods (from 3b) that is being pop-
ulated from level 2. The forecasting process itself is complex
and time consuming; however, the results it generates are
very important and informative. The knowledge generated
(in 5b) will inform the planning applications (level 6) to
assess plans and adjust for foreseeable needs. In addition,
forecasting applications will pass some direct information to
the management applications (level 4a) to help make short
term decisions based on forecasted information. Table 3 pro-
vides a summary and comparison of the four application
categories of data-driven security for smart city systems. The
table shows the characteristics of and the relationships among
these applications’ categories.

From another perspective, we can identify the main com-
ponents in a smart city as its residents, resources, services,
and economy. These components must be secured for cities
to effectively and safely operate as smart cities. It is important
to secure these components directly or indirectly through
several security functions that can be enabled using the
data-driven approach. These security functions are usually
handled by security engineers who work to implement and
apply security functions to maintain the smart city security
goals. Security engineers work to manage security risks,
ensure safety, maintain the availability of smart city systems,
improve security operations, reduce operational [and resi-
dents] inconveniences, optimize security resource utilization,
and improve security future planning. These security func-
tions are enabled with the availability of advanced security
tools such as security tools for forecasting, decision support,
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FIGURE 3. An impact architecture of data-driven security on smart cities.

optimization, and evaluation. Creating these tools based
on data-driven approaches will highly benefit the security
applications and smart city systems. Data is already being
collected and used for several other purposes in smart city
systems. Adding new features for security using this data
and additional specifically provisioned data for security is a
natural transition. Data-driven security tools can be deployed
and operated using smart city infrastructure and available
advanced technologies such as cloud and fog computing, IoT,
IoS, CPS, blockchain, and data analytics. The infrastructure
is mostly in place and already capable of supporting different
levels of resources and processing requirements. Therefore,
it will be possible to apply intelligent algorithms for
optimizations, decision support and automation in general.
Figure 3 provides an impact architecture of data-driven
security in smart city systems.

VIII. FUTURE DIRECTIONS
As smart city systems continue to grow and become more
important, security techniques for smart city systems will
need to be developed to match the growth. Current security
solutions and approaches provide different level of protec-
tion. However, the complexity and sheer size of smart city
systems in addition to their direct impact on humans and
physical infrastructures dictate the need for a lot more to
be done. Data-driven security approaches offer some good
possibilities and open up more research directions.

1. Data Science. An important research area that needs
to be studied and linked to data-driven security. This
field has made great strides and research has promising
results in terms of optimized methods and algorithms
to better use and manage data. Many of these methods
can be applied as is or adapted for security purposes.
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Some examples of data science techniques are context
representation, reasoning, using graph grammars, using
stream-based classification [4], and rules evaluation.
An example is adapting techniques in data science
for intrusion detection and prevention systems (IDPSs)
and in dealing with challenging situations such as
advanced persistent threats (APTs) [81] and slow DoS
attacks [82].

2. Big Data Analytics. Another area providing great
insights on the best practices and methods to handle
big data effectively. Data-driven security planning relies
heavily on big data and we can benefit a lot from this
field. Various infrastructures have been designed along
with the needed tools and algorithms to handle big
data. For example, the Hadoop ecosystem [83], [84],
non-relational (NoSQL) databases [85], in-memory
databases [86], blockchain [18] and data lakes [87].
All of these offer some optimized infrastructures and
operational methods that can be utilized to enhance
the performance of data-driven security techniques.
In addition, many of the approaches used can be further
refined to specifically fit the data-driven security needs.

3. Modeling, simulation and visualization. Many tech-
niques are currently available in general applications.
These can be researched and adapted for security data
and security analysis purposes. These techniques can
be designed for creating and validating accurate sys-
tem security models, simulating different aspects of the
security functionalities, and visualizing the data in ways
that facilitate better understanding and utilization of it.
An example is using risk-based approaches to security
metrics [4] by using specific simulations of the working
parts of the security system.

4. Data trustworthiness. Data sharing’s most important
requirement is the trustworthiness. When various enti-
ties need to share data across systems and applications,
it is important that the sharing and usage are done safely
and securely. To achieve that, entities must be able to
trust the others and the data they share first. Research
in this direction has led to several approaches, many of
which are working well in other context. Here, we need
to find ways to establish and build trust in shared data
in more innovative and efficient ways to facilitate effi-
cient large-scale data-driven security. Techniques like
provenances-based, formal policy analysis, and secu-
rity experiments reproducibility need to be investigated
and adapted. In addition, new more tailored techniques
need to be created. Furthermore, new technologies like
blockchain can be enablers for trust establishment in
data-driven security [79].

5. Blockchain. Security of smart cities require trustwor-
thy mechanisms across multiple entities, organizations,
users and infrastructures. Blockchain [18] is an emerg-
ing technology facilitating encryption capabilities, non-
repudiation, and transparency of transactions. These
features are needed to facilitate security mechanisms as

well. For example, when blockchain is used to automat-
ically log every access and action in a smart city system,
it will be easy to recognize and isolate illegitimate activ-
ities and security attacks. In addition, different entities
can safely exchange information through the encrypted
capabilities of block chain and at the same time can
trust these transactions. The research in blockchain has
moved forward in various ways. However, there is more
to be accomplished in terms of the efficiency and scal-
ability of blockchain on a large scale, interoperability
and sustainability of its methods [88].

6. Human Behavior. Another area in need for in depth
research is the relationships between human behav-
ior and the vulnerability to different types of security
attacks [89]. There are needs in two directions: one
is developing effective models to collect, organize and
analyze relevant behavior data; and the other is using
the results of the analysis to enhance the data-driven
security designs and policies to reduce vulnerability.
Available examples are human behavior-based security
solutions that incorporate human behaviors [90] and
the use of context-aware techniques to enhance security
measures [91]. This direction of research will benefit
different sectors in smart city systems such as systems
administrators, residents, development companies, and
governments. In addition, this will create a better under-
standing of how well (or not) a security system will be
effective and usable.

7. Smartness. Artificial intelligence, predictive analytics,
and machine learning tools are supporting progress in
various fields including security. However, what we
currently have is just the tip of the iceberg. A lot
more research is needed to create intelligent data-driven
security applications and enhance current ones. In addi-
tion, the rising use and reliance on smart devices is
establishing another foundation to explore and utilize
to enhance security and enrich the data sets avail-
able to achieve more advances in data-driven security
techniques.

8. New Technologies. Researchers also need to start
thinking outside the box and coming up with new ideas
to further improve the security of smart city systems.
Whether it is new hardware components, networking
models, security protocols, or new methods for data
analysis and utilization. We currently have tremendous
technological growth and tons of advanced smart tech-
nologies that promise a lot more benefits.

The ultimate goal of a smart city is to optimize operations
and quality of life without jeopardizing the security and pri-
vacy of this city and its people. Advancing research in these
and possible many other areas in technology, will help get us
closer to this goal.

IX. CONCLUSION
As development of smart city systems intensify, it is imper-
ative that they are matched by development in security
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approaches to protect them. Smart city systems are generally
data-driven and decision based. Therefore, data-driven secu-
rity is a logical and effective approach that leverages the data
collected in smart cities for security purposes. In this paper
we propose using data-driven approaches to create security
applications for smart city systems.

We first established the sources of complexity in smart
city systems and their security requirements based on their
characteristics. We also briefly outlined several challenges
imposed due to these characteristics. Examples of these chal-
lenges are the management, monitoring, potential attacks,
ownership and control, cost vs. benefits, among others.
These challenges further complicate security requirements
and methods. Therefore, conventional security measures are
not enough to provide active and effective protection for smart
city systems, hence our opposed approach.

We then discussed the benefits of utilizing the data-driven
security approaches for protecting smart city systems. These
benefits include fast security risk analysis, security protec-
tion improvements, security modeling and simulation, and
security management improvement, and automation. In addi-
tion, there are many applications of data-driven security
in smart city systems, which were arranged in four cate-
gories: data-driven dynamic attacks detection, prevention,
and mitigation; data-driven forecasting of security threats;
data-driven enhanced security management, and data-driven
security planning. Applications in each of these categories
and those integrating across multiple categories play impor-
tant roles in protecting smart city systems. We also outlined
several issues to be addressed for each category and proposed
possible approaches for solutions.

This work shows that data-driven security is a strong candi-
date to help achieve high levels of security for smart city sys-
tems. However, there is still a lot to do to make this approach
more effective, efficient and practical. Thus, we included a
discussion of the impact of these approaches and possible
future directions for research. These include investigating
different areas of promise such as data science, big data,
data trustworthiness, smart techniques, human behavior, and
data modeling. In addition, there is always the need for more
innovations and inventions for better data-driven security for
smart city systems.
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