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ABSTRACT Nowadays, 5G network is considered to be one of the main pillars of various industries,
including the Internet of Things (IoT), smart cities, virtual reality, and many more. Unlike previous
network generations, 5G utilizes complex digital technologies such as massive Multiple Input Multiple
Output (mMIMO) and runs over higher radio frequencies. The introduction of new technologies and
advanced features in the 5G network raises new challenges for network operators, and merging Artificial
Intelligence (AI) is one of the effective solutions to address these complexities. However, AI-enabled 5G
network engenders security concerns and requires improvement to meet the standardization and qualification
of the new network generation. To mitigate these dilemmas, Blockchain must be integrated. Blockchain, as a
decentralized methodology provides a secure sharing of information and resources among various nodes
of 5G environments. Blockchain can support other technologies, such as AI-based 5G, to create smarter,
more efficient, and secure cellular networks. In this article, we present a comprehensive intelligence and
secure data analytics framework for 5G networks based on the convergence of Blockchain and AI named
‘‘Block5GIntell’’. We depict the applications of Blockchain and AI on 5G networks separately and we argue
on the support that Blockchain can provide for AI to create smart and secure 5G networks relying on our
proposed framework. To support our proposition, we present an energy-saving case study using Blockchain
for AI-enabled 5G. The simulation shows an overall 20% decrease in energy consumption at the RAN level.

INDEX TERMS 5G networks, artificial intelligence, blockchain, smart contract, security, and privacy.

I. INTRODUCTION
Compared with earlier generations of wireless communi-
cation technology, the rationale for 5G development is to
expand mobile networks’ broadband capability and allow the
migration of all the services depending on a fixed connection,
into ubiquitous mobile connectivity. The new generation of
networking enhances mobile broadband, supports massive
machine type communication, and provides an ultra-reliable
and low latency communications [1], [2]. 5G networks
adopt five key technologies, includingmassivemultiple-input
multiple-output, radio access technology, Ultra-Dense Net-
work (UDN), channel coding and decoding, and millimeter-
wave access [3]–[5]. These technologies improve the notion
of network slicing and virtualization to fit into the feasibility
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of operating different services on the same infrastructure. 5G
networks certainly revolutionize networking technology and
successfully embrace large-scale applications such as IoT,
smart cities, virtual reality, and many more. However, the
advancement of 5G networks raises multiple concerns. The
massive number of Machine-Type-Communication (MTC)
devices adds more intricacy to the UDN as it requires the
achievement of high availability, reliability, security, and
a very low latency [6]–[9]. Besides, 5G radio technology
operates on higher frequencies, which creates a convoluted
antenna configuration and uses more sophisticated connec-
tivity mechanisms. Additionally, at the level of network and
service design, unlike the previous generations, 5G new radio
has new layers of complexity that require analytical capabili-
ties and fast responsiveness, which goes beyond what human
power can provide. Conjointly, assuring the performance of
different applications such as the Industrial Internet of Things
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(IIoT), e-Health systems, and smart cities require continuous
network monitoring and optimization.

To mitigate these problems, numerous researches propose
to merge Artificial Intelligence (AI) and its subcategories
such as Reinforcement Learning (RL), Deep Learning (DL),
supervised and unsupervised learning, and Natural Language
Processing (NLP) with 5G networks.

In fact, 70% of network operators are testing AI’s feasi-
bility for 5G networks and planning to fully integrate it by
the end of 2020 [91]. The merge of AI creates a smart and
optimized 5G network; however, the centralized nature of
AI brings up numerous security concerns and complications.
AI is designed to collect and analyze a massive amount
of data generated by the network’s components. Hence,
it creates more considerable computational complexity and
makes it arduous to be applied to the real-word latency-
intolerant 5G-based applications. Moreover, the collected
data embrace sensitive personal information (i.e.; user’s iden-
tification, user’s location). The above-mentioned information
and many others are subject to various attacks, and it must
be securely protected from any possible leaking. Fortunately,
Blockchain as a distributed ledger is capable to unscrambling
these obstacles. Abundant states-of-art examined the benefits
of Blockchain on 5G networks such as security, reliability,
immutability, and permanence. Still, only a few of them
have considered merging Blockchain with AI for a smart and
secure 5G network.

Our paper focuses on the integration of three leading-
edge technologies of today. We review the studies conducted
on Blockchain for 5G and AI for 5G separately alongside
our vision of merging Blockchain with AI for 5G networks.
We analyze the benefits of this convergence on 5G networks
and beyond to create a smart, optimized, and secure network
that is a pillar of the digital transformation of millions of
applications and businesses around the globe.

To this end, we have examined and studied 150 papers and
articles regarding Blockchain for AI, Blockchain for 5G, and
AI for 5G. We tried to eliminate old publications and focus
more on 5G related solutions and challenges, which lead us
to 90 states-of-art and literature reviews. To organize and
structure our study, we formed six Research Questions (RQ)
depicted as follows:

RQ1: What are the significant challenges facing 5G
networks?

RQ2: How can these challenges be approached by AI?
RQ3: How can these challenges be approached by

Blockchain?
RQ4: What are the concerns of only using AI to approach

these challenges?
RQ5: What are the concerns of only using Blockchain to

approach these challenges?
RQ6: How can Blockchain support AI to efficiently mit-

igate these challenges and create a smart and secure 5G
network?

Based on the above-mentioned questions, we organized the
collected papers and articles into four categories:

FIGURE 1. Visualization of a Systematic Mapping Study.

1) Evaluation research: Researches that practically mea-
sure the implementation of Blockchain for 5G and/or AI for
5G networks and show its consequences and drawbacks.

2) Validation research: Researches that investigate novel
techniques on 5G networks and validate them through
experiments.

3) Solution research: Researches that propose a solution to
existent problems regarding 5G. These solutions can be either
novel or significant extension of an existing technique.

4) Opinion research: Researches that review and survey
other state-of-art works and presents a summarized technical
opinion.

Tables 1, 3, and 4 summarize those papers and categorize
them based on their contribution. Figure 1 presents a visual-
ization of the systematic mapping study used in our paper.

Research contribution: Themain contributions of our paper
are as follows:

1) We present a comprehensive intelligence and secure
data analytic framework named ‘‘Block5GIntell’’ on
the convergence of Blockchain andAI for 5G networks,
which supports the development of a novel methodol-
ogy for decentralized, distributed, and immutable smart
applications.

2) This article presents high-level taxonomies of
Blockchain and AI for 5G with existing state-of-art
techniques and applications.

3) We discuss the benefits of Blockchain and AI for 5G
networks separately while covering performance and
security issues. We argue as well in this article on the
support of Blockchain for AI-Enabled 5G networks.

4) We demonstrate the potency of our concept by pro-
viding an overview framework and an energy-saving
study-case to evaluate the proposal.

5) We discuss the open research challenges of using
Blockchain and AI for 5G in terms of security and
performance issues.

The rest of the paper is organized as follows: In Section 2,
we present a general overview of Blockchain, Artificial Intel-
ligence, and 5G networks as well as the related works regard-
ing Blockchain and AI for 5G networks. Section 3 discusses
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TABLE 1. Contribution of our study related to existing research.

the convergence of Blockchain and AI into 5G separately.
Section 4 presents our contribution identified as Blockchain
for AI-enabled 5G networks. In this section, we include a
comprehensive framework, an analyzed discussion supported
by a summarized taxonomy, a qualitative, and a quantitative
analysis to evaluate our proposed framework. Section 5 dis-
cusses some open research challenges. Finally, we conclude
this work with a summary in Section 6.

II. BACKGROUND
In this section, firstly we cover an overview of Blockchain,
5G, and Artificial Intelligent. Secondly, we present a com-
prising table summarizing the related works.

A. BLOCKCHAIN
Blockchain is a chain data structure. Each data composes a
block where all the created blocks are sequentially connected
in chronological order. Blockchain is a cryptographically
guaranteed neither non-falsified nor modified distributed
ledger technology. Blockchain networks have a small-world
model that can maintain network stability in case of node
changes, integrity, and consistency of the transacted data.
Despite its short history, blockchain has been rapidly devel-
oped and gained the trust of various applications. The invest-
ment in blockchain is expected to reach 2.3 billion in 2021.
Apart from its financial uses such as Bitcoin and similar
applications, Blockchain has proved its role as a secure
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FIGURE 2. High-Level Taxonomy of Blockchain for 5G networks.

and decentralized database. Blockchain technology can be
merged into numerous non-financial applications, including
networking. The decentralized storage in blockchain is used
for storing a large amount of data, which links the current
block to the previous one by smart contract code [13]. The
decentralized and secure nature of blockchain makes it a
promising solution for the 5G network. Blockchain proto-
cols, including proof-of-work, proof-of-bandwidth, Byzan-
tine Fault of Tolerance, and many more can improve the
performance and security of 5G networks as we will discuss
in the third section. Moreover, Blockchain technology engen-
ders four main types that could enhance privacy, security as
well as optimization for 5G networks. Figure 2 presents the
taxonomy of feasible Blockchain categories that could be
applied to 5G networks.

1) CONSENSUS PROTOCOLS
The key contribution of Blockchain is the consensus algo-
rithm. It decides how the agreement will be made to append
a new block between all nodes in the network [14].

2) DECENTRALIZED INFRASTRUCTURES
Blockchain was originally designed as a linear infrastruc-
ture based on the linked data structures and hashing strate-
gies [15]. However, recently, the non-linear infrastructures
are being used for real-time applications as it can handle
big databasing on graph theory and queuing information
models, which makes it perfect for the 5G network’s latency-
intolerant applications.

3) TYPES OF BLOCKCHAIN
We can distinguish four types of Blockchain; public or
permission-less Blockchain, where anyone can join the
network and participate as any other node. Private or per-
missioned Blockchain where a certain entity makes a restric-
tion. The smart contract that executes the acts included
automatically once the conditions are fulfilled without the

FIGURE 3. Key Performance Indicators in 5G.

intervention of a third party. And finally, the consortium
Blockchain or semi-decentralized Blockchain; unlike the pri-
vate Blockchain, the consortium Blockchain is controlled by
a group of approved entities and not just one, thus ensuring
the privacy of the network as well as its security.

In 5G networks, each type of Blockchain is deployed dif-
ferently for several reasons and has different outcomes.

B. 5G NETWORK
5G network is evolving rapidly across a broad tech-
nological environment, including virtualization, IoT, and
Industry 4.0 [12]. The number of connected devices in 2018
reached 22 billion devices, and this number is expected to
increase up to 50 billion by 2030 [16]. Alongside the con-
tinuous growth of applications and devices relying on the
telecommunication network, a need to evolve the concept
of wireless connectivity to the fifth generation of mobile
technology was created. 5G enables new ways to define
performance monitoring and assurances as well as enhancing
Quality of Service (QoS) and Quality of Experience (QoE).

The QoS/QoE of the advertised service should be consis-
tent with the QoS/QoE of the delivered service and should
be the same for each user [17-18]. To achieve the QoS/QoE
required from the 5G network, five main Key Performance
Indicators (KPI) shall be considered, including availability,
accessibility, retainability, security, and mobility. Figure 3
summarizes 5G’s KPI. With those considerations, 5G will be
able to support various real-world applications and enhance
their performance. Assuring the KPI requirements allows
fast and secure real-time data transmission. Thus, making
5G a fundamental technology for the development of smart
city applications [38] Machine-to-Machine communication,
virtual reality as well as mission-critical applications such as
V2X and e- Healthcare systems.

C. ARTIFICIAL INTELLIGENT
Artificial Intelligence (AI) is the science that aims to develop
machine systems toward the same intelligence as a human
mind [39]. It is used to solve complex problems automatically
and undependably from human intervention [40]. The taxon-
omy in Figure 4 presents two main AI’s subcategories that
can be deployed to enhance 5G networks. We briefly explain
in this section the role of each method.
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FIGURE 4. High-Level Taxonomy of AI techniques for 5G.

1) SUPERVISED LEARNING
The supervised learning can be used to explain the rela-
tionship between a giving input and output to deduct the
primary function [41] This function can be used to make
future predictions based on the learned patterns.

2) UNSUPERVISED LEARNING
Unsupervised Learning aims to find similarities between
input values and a similar group of data into clusters [42].

3) REINFORCEMENT LEARNING
In reinforcement learning, there is no input nor output data;
the learning is consummated through experience relying on a
trial-and-error model to learn to obtain a reward.

4) DEEP LEARNING
Deep learning can conduct unsupervised learning from
unstructured and unlabeled data, imitating by that the human
brain functions [93]. Because of the interventional optimiza-
tion of deep learning algorithms, artificial intelligence has
made great breakthroughs in many aspects [43].

5) NATURAL LANGUAGE PROCESSING
Natural Language Processing (NLP) makes it possible for
computers to interact with a human using a natural language,
NLP can understand, decipher and make sense of human
language in a valuable way [44]. The summary of existing
papers is shown in Table 1.

III. THE CONVERGENCE OF BLOCKCHAIN AND AI FOR 5G
This section covers the applications of Blockchain for 5G and
AI for 5G separately. We discuss the convergence as well

of Blockchain with AI-enabled 5G networks. Our concept is
supported by an overview framework named Block5GIntell
that explains the way Blockchain can support AI to create a
full endorsement to 5G networks. We describe the benefits of
this framework in our provided taxonomy.

A. BLOCKCHAIN FOR 5G NETWORKS
Blockchain techniques can fully assist 5G’s authentication
security, communication security, and network coding secu-
rity as well as establishing new economic benefits for 5G
operators and providers [45].We explain those points in detail
in this section.

1) SECURE AUTHENTICATION
5G networks face several authentication issues, from the fre-
quent authentication applied in Ultra-Dense Network (UDN)
to the authentication vulnerability such as key derivation
scheme [10]–[11]. These dilemmas expose the network to
attackers and increase the latency. Fortunately, Blockchain
can mitigate these problems. Blockchain Byzantine Fault tol-
erance consensus protocol mechanism can generate a group
of trusted Access Points to share the authentication result
with [20]. Hence, reducing the authentication frequency and
securely enhancing the response time. Since, the User Equip-
ment (UE) will be moving between different APs and know-
ing that the physical security environment of AP is complex
and different. The risk of connecting to a malicious or illegal
AP is higher. Thus, securing the fast authentication to the AP
is critical in the UDN environment. The approach presented
by Chen et al. [20] tried to solve this problem by performing
an optimized Byzantine fault Tolerance algorithm with a
reverse screening method to enhance the accuracy of joined
APs and improve access efficiently.

In a supply chain environment, real-time transmitted
data between different departments need to be secured.
5G- enabled IoT in mobile edge computing is intended
to cover this issue. Jangirala et al. [25] propose a
lightweight Blockchain-Enabled RFID based authentication.
RFID enabled devices to deal with sensitive information such
as passports and identity documents. These data are exposed
to cyberattacks threats in the case of real-time applications
and health care monitoring systems. The proposed scheme
called LBRAPS is based on bitwise exclusive-or (XOR),
one-way cryptographic hash, and bitwise rotation operations
only.

LBRAPS will provide a secure, shared authentication
between different departments, all while considering different
threat models such as:
1) Dolev-Yao: An adversary can eavesdrop the commu-

nicated messages as well as modify, delete, or insert fake
messages in between the messages [46].
2) Impersonation Attack: An adversary can successfully

impersonate one of the legitimate parties in a communication
protocol using their identity.
3) Replay Attack: A valid data transmission is maliciously

repeated or delayed.
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4) Man-in-the-Middle Attack: The attacker gets between
two parties in a communication scenario and reads, modifies,
or deletes the communicated messages. While those two
parties believe that they are directly communicatingwith each
other.
5) Ephemeral Secret Leakage Attack: Compromises the

private keys of clients and the session key by an adversary
from eavesdropped messages [47].

The authentication protocol proposed will handle the
problems related to blockchain-enabled RFID based authen-
tication for supply chains in the 5G mobile edge computing
environment. It is proved to be efficient in communication
and computation as well as supporting security and function-
ality features.Moreover, the centralized access authentication
in a cloud radio access network is performed in the mobile
core network. This fact causes an extremely high operating
and capital expenditure for the network. To mitigate this
problem, Blockchain-based Trusted Authentication (BTA)
architecture for 5G using the Blockchain-based Anonymous
Access (BAA) scheme in cloud radio over fiber network can
be used [24]. This approach is based on the public blockchain
platform and Zero-knowledge proof protocol for reference
in C-RoFN. The proposed solution can eliminate the uni-
fied authentication in the core network and introduce decen-
tralized tripartite agreement with the blockchain consensus
platform. As a result, radio resources can be optimized,
access and authentication can be secured, and the cost can
be lowered.

2) SECURE COMMUNICATION
5G network, with its ultra-low latency, comes to support
new use cases such as the sully autonomous vehicle [48].
However, the cybersecurity of V2V communication is not
fully covered, as the risk of losing control over a vehicle is
possible. Creating a Permissioned Blockchain can mitigate
this issue [21]. In this approach, when a new vehicle enters
the network, it can immediately start sending information
and communicate with other vehicles by using its private
key to add a digital signature to all its transmitted messages.
The receivers by their role will verify the accuracy of the
information by comparing their estimation with the provided
information and add their review to the shared ledger. Hence,
if a vehicle has received different reviews from different par-
ticipants, which confirm its validity, this confirmation could
be added as a secure node in the blockchain. Thus, the blocks
of generated transactions are affirmed to be trustable, and the
5G-based Vehicle-to- everything (v2x) and vehicle-to-vehicle
(V2V) communication and is conducted anonymously and
securely.

3) SECURE NETWORK CODING
A scalable bandwidth offers a high data rate and meets end-
to-end QoS requirements [49]. Network Coding is a key
enabler for scaling bandwidth and optimizing energy con-
sumption in the UDN environment. However, before mov-
ing to the phase of network coding and adaptation in 5G

network deployment, the security vulnerabilities need to be
considered [50]. Adat et al. [51] considered this issue and pro-
posed a blockchain-based message authentication scheme,
which can minimize the delay and signaling costs, all while
studying the performance of RandomLinear Network Coding
for wireless mobile networks. Network coding is vulnerable
to pollution attacks, threatening the correct reconstruction
of the original information and deteriorate the overall 5G
network performance. To this end, the authors suggested
the use of homomorphism hash function and signature of
each block. They eliminated the polluted nodes with the
help of Blockchain distributed ledger of immutable encrypted
values.

4) RESOURCE CONFIGURATION FRAMEWORK
The resource configuration framework is designated for orga-
nizing, designing, and orchestrating the firm’s resources
regarding 5G’s sub-slicing. Valtanen et al. [52] presented an
analyzed study about the value creation process by describing
resource configuration micro-processes and explaining the
way Blockchain could facilitate the implementation of these
processes based on previous studies. As a case study, they
assessed the features of the broker/ledger concept against
the blockchain capabilities to find the most appropriate val-
ues creation micro-processes and roles for the broker/ledger.
According to this study, Blockchain can potentially be bene-
ficial in the following areas:
• Continuous Testing: Firms should continuously test their
offerings for 5G sub-slices and adjust them accordingly;
Blockchain can be used to automate offer modifying
processes based on the parameters stored in a shared
ledger.

• Resource Crowdsourcing (RC): RC creates value
by collecting distributed under-utilized resources to
reach a scale. Blockchain facilitates the resource
crowd-sourcing process by providing a trusted environ-
ment with lower transaction costs. Based on that, 5G’s
network operators can manage to get the best offer from
the network’s sub-slices’ service offers.

• Sorting: Sorting brings value by categorizing resources
to enable effective matching between 5G networks’
needs and offered resources. However, the sorted data is
exposed to security risks such as leaking of stakeholders’
identity. To mitigate this issue Blockchain, homomor-
phic encryption can be used to allow data analytics and
computations to be run over encrypted data without
revealing data’s sensitive information. Homomorphic
encryption technology includes partially homomorphic
and fully homomorphic; however, the fully homomor-
phic encryption is not practical [53].

• Prospecting: Firms try to predict the 5G network’s
resource needs and controllers’ expectations, the predic-
tion made is based on previously generated data, and at
this point, Blockchain can be used to securely store those
data and provides it to an AI system to analyze it and
extract future predictions from it.
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TABLE 2. Summary of Blockchain applications on 5G networks.

• Grafting: Grafting tries to couple hetero unconnected
resources and 5G network operators’ needs to pro-
duce novel complementarities. Large datasets can
help in finding unique business combinations and
crowd-sourcing of human intelligence in business pro-
cess development can produce valuable results, and as
it is known, Blockchain can efficiently enhance the
crowd-sourcing process by generating a reward mech-
anism; those who contribute the most get the bigger
reward.

• Streamlining: Streamlining is a method used by firms
to reduce the incompatibilities and uncertainties that the
grafting process may create. Blockchain can contribute
by facilitating rapid experiments.

Based on this analysis, blockchain proves to have a huge
impact on the network’s economic system. Especially, in the
5G area where the notion of network slicing is a key per-
formance to the network. Blockchain can enable the storage
of various needs from vertical industries and applications.
Moreover, a smart contract can automate negotiation, which
will efficiently reduce transaction costs. The data stored in the
blockchain can be used anonymously later to streamlining the
services created in the Grafting process.

Blockchain’s smart contract can be used as well to secure
contract negotiation between 5G network slice providers
and the network provider; Nour et al. [22] proposed a
Blockchain-Based network slice broker for 5G services. The
scheme presented will announce an anonymous request to
receive the necessary resources to build an end-to-end net-
work slice. The approach promised secure auctions and trad-
ing, secure end-to-end slicing, and anonymous transactions
using smart contracts. Table 2 presents a summary of the
above-mentioned related works.

B. ARTIFICIAL INTELLIGENT FOR 5G NETWORKS
A fully operating network ought the support of AI; 5G can
benefit from the assistance that AI could generate to enhance
the network performance and security. We present in this
section a detailed explanation about the impact of AI on 5G
network components, performance, security, and privacy.

1) MASSIVE-MIMO
Massive MIMO or (mMIMO) is a key 5G network’s enabler
as it allows the base station to be equipped with numerous
antennas, which are several orders of magnitude higher than
the number of antennas in the previous network generations.
The mMIMO grants the service to multiple users simulta-
neously on the same time-frequency resources [54]. Since
the mMIMO system is associated with hundreds of anten-
nas, detection and channel estimation can lead to a high-
dimensional search problem [55]. In a wireless system, all
communications pass by a channel between the sender (base
station, access point) and the receiver (user equipment). The
communication signals are coded, and a noise is added by
the channel. The characteristics of the channel where the
signal has passed through must be revealed using channel
estimation techniques to decode the signals without errors.
And to enhance transmission efficiency, avoiding repeated
channel estimation is highly required. To mitigate this prob-
lem, Principal Component Analysis (PCA) and Independent
Component Analysis (ICA) are used to reducing channel
estimation during the transmission scenarios between smart
utility meters and power utility stations [56].

PCA and ICA are capable of blindly separating signals
before the decoding phase, which will enhance efficiency and
security by eliminating wideband interference and Jamming
signals [55]. Furthermore, theHierarchical version of Support
Vector Machine (H-SVM), a powerful binary classification
mechanism, can be deployed [32]. Using this function, even
the simplest information will be enough to perform the task
of estimation due to the capability of H-SVM to transform
the various types of network information into the feature
space.

The authors also used a parallel learning algorithm to
reduce memory space and computational power to make it
easily adopted by high mobility users. A pilot contamination
problem happens when two terminals use the same reference
signal known as the pilot, to solve this dilemma. Bayesian
Learning technique can be used to detect the channel parame-
ters of the desired links in a target cell, and the sparse channel
components can be reconstructed using a small number of
observations [57].
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2) NETWORK PLANNING
In 5G networks, one of the most effective costs saving
way is to automate network designs by applying soft-
ware planning tools. AI can be very advantageous in this
case, Poon et al. [58] proposed an AI-based system that can
automate and optimize the planning process using graph
theory-based problem formulation, Mixed Integer Linear
Programming (MILP), Ant Colony Optimization (ACO) and
Genetic Algorithms (GA). In other approaches, AI can be
used to fix 5G’s Radio Access Network (RAN) complex-
ity. AI’s classification, prediction, and clustering models
can be deployed to create a Self-Organizing 5G Network
(SON) [59]. SON mainly has three functions: Automating
the resource’s allocation decision in Self-Planning function,
improving andmaintaining the network performance in terms
of coverage using the Self-Optimization function. It is keep-
ing the network operational and preventing disruptive prob-
lems from arising using the Self-Healing function.

3) NETWORK OPTIMIZATION
AI techniques could efficiently serve network optimization,
notably AI-Natural Language Processing NLP. Understand-
ing network context will help reducing radio resources used
for information transition. For example, a base station can
transmit only the coded information’s contextual data instead
of full-text information to the user equipment, and the UE,
by its turn, decodes the text and extract the exact informa-
tion [29]. Generally, they are two approaches to summarize
the data context: using new expressions to express the context
in the Abstractive approach, or deploying only the original
context in the Extractive approach. However, summaries gen-
erated by these approaches may lack logical coherence [60].

Pellet reasoner can be deployed as well to support debug-
ging for ontology [30]. Using NLP can intensively reduce
network traffic and improve the Quality of Service desired.
Towards another approach and to optimize the network, rein-
forcement learning methods can be used as well to decrease
the number of resources and determine the value of parame-
ters for an optimal network slice setup [61].

4) LATENCY OPTIMIZATION
Predicting computational resources based on historical data
using machine learning will permit the network to sched-
ule the resources in advance, hence reducing global latency.
Furthermore, in fog enabled wireless systems, numerous
machine learning techniques including incremental learn-
ing, divide-and-conquer, parallelization, sampling, granular
computing, feature selection, and hierarchical classes for big
data analytics can be used to achieve awareness at edge net-
work [62]. Deploying AI can allow the smart use of different
Radio Access Technology; the base station can learn when
to transmit and on which type of frequency band based on
the network condition. While heterogeneous learning models
can be used to identify the unused spectral slot, elect from it a
sub-channel and configure the terminals [63]. Other methods,

including Support Vector Machine (SVM), gradient boosting
decision tree, and spectral clustering, can be used as well to
meet latency and bandwidth requirements for 5G [61]. These
methods will noticeably reduce the latency and enhance the
Quality of Service.

5) ENERGY EFFICIENT
The RAN consumes over 80% of wireless network power.
Especially at the base station as it stays active regardless
of the variation of traffic loads. The continuous growth of
IoT devices in both numbers and requirements makes current
energy planning incompetent for future applications such as
smart cities [60]. The need to create a green communication
rises, and AI can fulfill it [65]. Autonomous network equip-
ment controlling such as servers based on AI can be used to
optimize energy consumption [31]. Using predictive models,
including neural network and Markov decision, can create
wireless power transfer for IoT devices in smart cities [64].
In contrast, Li et al. [23] merged the prediction and rea-
soning modules to propose a traffic-aware greener cellular
networks by using Markov chain to model possible traffic
load variation and applied branch-and-bound algorithm to
determine the appropriate base station’s switching policy. The
proposal module can estimate traffic load based on the online
experience, and then select the feasible base station switching
operation. Based on SDN controllers’ feedbacks, the recip-
rocal cost will be acknowledged, and the AI center would
learn which base station’s switching operation to be used for
one specific traffic load profile. Similarly, Trivedi et al. [66]
proposed an energy harvesting for a communication network
that relies on SDN.

To realize the same goal and to optimize energy con-
sumption in mobile devices, linearization techniques are used
to remove the complex computations and reduce energy
consumption [67]. Moreover, supervised machine learning
techniques including variants of linear discriminant analy-
sis, linear logistic regression, non-linear logistic regression
with neural networks, k-nearest neighbor, and support vector
machines can be used to predict device wireless data and
location interface configurations. The results prove that AI
can improve an average of 24% of energy-saving [68].

6) NETWORK MANAGEMENT
To achieve a high throughput of packet processing, control-
ling heterogeneous network traffic is fundamental. In this
case, Deep Learning can be very effective [69]. Based on the
number of configurable parameters (over 2000), reinforce-
ment learning must be adopted to create a smart network
reconfiguration [61].

7) SECURITY
Wireless communication systems have been prone to security
vulnerabilities from the very inception;

Therefore, it is crucial to highlight the security chal-
lenges and propose vigorous solutions [70]. Fortunately,
AI can bring its benefits to secure the 5G network. Using
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TABLE 3. Summary of artificial intelligent for 5G networks.

unsupervised learning techniques to analyze the traffic can
help in the detection of instruction and spoofing attacks by
statistically identifying unusual behavior from the system
operation data [61]. Following the same context, a random
key distribution based Artificial Immune System (AIS) has
been proposed to create a spoofing attack detection scheme
with a rate above 90%. The technique used is a random
key hopping based approach. The randomness creates diffi-
culty in altering the network operation by spoofing unwanted
packets as the malicious nodes will be unaware of it [71].
The security issues arise in the context of Mobile Ad-hoc
Network (MANET) in 5G, which is a radio system aimed
at extremely high data rates and lower latency, energy, and
cost [72].

Barani [73] proposes an approach based on the Genetic
Algorithm (GA) and AIS called (GAAIS). This solution can
secure the network by creating dynamic intrusion detection in
MANET. Applying this approach can be efficiently beneficial
for 5G-MANET as it will provide a secure environment for
the networks.

8) QUALITY OF EXPERIENCE
It exists three Quality of Experience aspects that should be
considered, as shown in Figure 5.

Since the QoE is mainly affected by the user’s behav-
ior and other factors that cannot be controlled. Under-
standing the user’s behavior becomes a critical point to
achieve the expected QoE. In this context, unsupervised
machine-learning can be used to find the user’s context influ-
ence factors through big data analyzing while learning can be

FIGURE 5. Quality of Experience Aspects.

used to deduce the rules to determine the Quality of Service
norms related to users [28].

A survey study was conducted to generate the needed
data. AI can apply machine learning techniques (supervised
and unsupervised learning) on these data to enhance the
network by learning about the user’s behavior and detecting
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anomalies [42]. Semi-supervise learning can support the ben-
efits of both supervised and unsupervised learning [74].

IV. BLOCKCHAIN FOR ARTIFICIAL INTELLIGENT-
ENABLED 5G NETWORKS
We solely reviewed the applications of Blockchain and AI
on 5G networks separately. In this section, we present our
vision of merging Blockchain with AI-enabled 5G. we pro-
vide an overview Framework named Block5GIntell along
with a detailed taxonomy. We argue as well on the support
provided by Blockchain for AI to create a smart and secure
5G network.

A. BLOCKCHAIN FOR ARTIFICIAL INTELLIGENT-ENABLED
5G NETWORKS
Following our analysis of the applications of each technol-
ogy into 5G separately, in this section, we present a fur-
ther discussion about the convergence of Blockchain with
AI-enabled 5G. 5G necessitates the endorsement of AI to
meet its requirements. However, without the assistance of
Blockchain, AI cannot bring its all benefits to 5G.

We present an overview of the proposed framework illus-
trated in Figure 6. The framework is mainly composed of
four hierarchical layers: (1) Device Layer, (2) Access Layer,
(3) Fog Layer, and (4) Cloud Layer. The device layer con-
sists of four slices subsequently made of heterogeneous IoT
devices, smart transportation and infrastructure, smart homes
and sensors, and e-health systems. The device layer pro-
duces a tremendous amount of data. Thus, we integrated
Blockchain in the device layer to collect and store the data
generated securely and privately. Blockchain is integrated
at the access layer as well for the same intentions. The
access layer contains macro and small base stations, core
network, cloud/centralized radio access network, and base
station controllers. The access layer yields information about
the network’s status, resources, and performance. The data
generated at the device layer and access layer is stored in it
relevant Blockchain at each layer and sent to the cloud layer
where it would be organized and stored and forwarded to the
fog layer. The fog layer, by its turn, contains AI-powered
fog nodes and computation resources. The fog nodes have
two main roles, including Performing Learning methods and
Acting methods. The learning modules use the data stored
at the Blockchain-cloud layer and process the data to extract
acting results, which can optimize, plan, manage and secure
the network, aswe discussed in the third section. These results
are applied to the network’s access layer. AI’s successful
learning algorithms and knowledge discovery are sent back
to the Blockchain-cloud layer and stored in smart contracts
to be executed directly on the access layer depending on the
next-time network status.

1) DEVICE LAYER
The device layer in this framework contains heterogeneous
5G network slices; this layer generates a tremendous amount
of data regarding human statistics. Such as user’s age and

expertise, context’s information, for instance, location, move-
ment and usage, and system’s information essentially device
type, security, and delay.

This information includes private individual data that need
to be secured and protected [83] are collected locally in the
relevant Blockchain ledger and sent to the Blockchain-cloud
layer where it will be organized and stored for the AI learning
module. As an example of howAI can learn from these data to
improve the network is explained in section 3. Unsupervised
machine learning can be used to find the user’s context influ-
ence factors through big data analyzing, while supervised
learning can be used to deduce the rules to determine the
Quality of Service norms related to users. Correspondingly,
AI’s acting module can enhance the Quality of Service and
Quality of Experience as well as preventing future errors from
occurring.

2) ACCESS LAYER
The next layer in proposed framework Block5GIntell is the
Access layer. It generates data about base stations, core net-
work, and C-RAN’s condition and status. The Blockchain in
access layer stores these data as well as enables secure peer-
to-peer communication between different base stations to
share status information. The data generated is sent as well to
the Blockchain-cloud layer to be organized and AI in the fog
layer can use it for its learning modules. The data produced
in the access layer are mandatory for AI’s acting modules
to bring its solutions to the massive-MIMO dilemma, net-
work planning, and optimization, energy efficiency as well
as enhancing the network security.

3) FOG LAYER
The third layer in our Intelligence and Secure Data Analytic
framework Block5GIntell is the fog layer. The fog layer is
where AI’s learning modules and acting modules are inte-
grated with its relevant computational resources. Learning
modules use the data stored in the Blockchain-cloud layer
to perform the necessary learning algorithms on it such as
Linear Regression, Decision Tree, SVM, KNN, K-Means,
Q-Learning, Naïve Bayes and so on. The results are for-
warded to the acting modules, which by its turn, apply it
directly to the network. Successful results such as searching
results are sent back to the Blockchain-cloud layer and stored
in the form of a smart contract. The smart contract will be
executed automatically on the network without passing by the
fog layer.

4) CLOUD LAYER
The last layer in our Intelligence and Secure Data Analytic
framework Block5GIntell is the cloud layer or Blockchain-
cloud layer. As the last name indicates in this layer,
Blockchain will be able to store in an organized way all the
data forwarded by the previous three layers. The AI in this
layer is integrated to provide decentralized and secure data
organization and clustering in Blockchain so it can be used by
the fog layer easily and efficiently. We joined a Blockchain
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FIGURE 6. Overview of The Secure Data Analytic framework Block5GIntell for 5G networks.

synchronization module in this layer to maintain a real-time
raw data update from the device and access layer.

B. EVALUATION OF THE PROPOSED INTELLIGENCE AND
SECURE DATA ANALYTIC FRAMEWORK FOR 5G
In this section, we discuss the evaluation of the proposed
Intelligence and Secure Data Analytics Framework for 5G.
Our evaluation is divided into 2 parts: Qualitative analysis
and Quantitative analysis. In qualitative analysis, a high-level
taxonomy is presented to explain the framework overview
and discuss in detail how can Blockchain support AI to create
smart and secure 5G networks. In the second part, in quantita-
tive analyses, a case study is presented to give an example of
how our Intelligence and Secure Data Analytics Framework
for 5G is working.

C. QUALITATIVE ANALYSES
In this section, we present a detailed taxonomic discussion
about key concepts of AI-based Blockchain and its appli-
cations for 5G networks. We explain the deficiency of AI’s
deployment on 5G and demonstrate possible solutions based
on Blockchain technology. Figure 7 presents a classification
tree based on Salah et al. [15] taxonomy; we extend it to be
applied for 5G networks.

1) AUTONOMIC COMPUTING
The Blockchain architecture can ensure operational decen-
tralization and keep permanent footprints of interactions

FIGURE 7. Blockchain for AI-enabled 5G networks Classification Tree.

between users and user/network provider. This autonomous
decentralized system not only can automate the 5G network
design, but it can help in solving the automatic billing prob-
lems between users and 5G network providers as all the
interactions are kept in a secure Blockchain ledger.

Network Optimization: Network optimization can be
achieved efficiently with the enablement of decentralized
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AI’s optimization strategies using Blockchain. Blockchain
enables highly relevant data processing for AI algorithms by
collecting, storing, and organizing data in a secure and trusted
ledger. AI-based Blockchain can enhance the efficiency of 5G
network optimization.

2) PERCEPTION
In a heterogeneous 5G network environment, AI appli-
cations will continuously collect and analyze data using
centralized perception strategies, these methods generally
lead to a monolithic data collection [75]. Blockchain can
be mitigated to this problem by decentralizing perception
strategies. Blockchain decentralized nature facilitates secure,
immutable, and permanent data collection. This feature
brings magnificent support to AI to perform learning algo-
rithms on user’s behaviors and network traffics. Predicting
computational resources and identifying unused spectral slots
using the data collected and stored in Blockchain. Consider-
ing the permanent nature of Blockchain, only the footprints
of successful perceptions should be stored to optimize AI’s
performance. Perception can achieve awareness for the 5G
network’s latency optimization.

3) 5G NETWORK’S SMART CONTRACT
Blockchain-enabled
smart contracts can support AI by enabling learning algo-
rithms and knowledge discovery to be executed automatically
depending on the network status. However, since the smart
contracts are permanent, they should be implemented care-
fully and only after training and testing it.

4) CHANNEL ESTIMATION AND DETECTION
In channel estimation, AI’s searching algorithms are applied
to detect the right channel to use. However, implementing
searching methods intermittently can affect the performance
of the algorithm, reduce the performance of the network,
and increase the latency. Moreover, the statistical knowl-
edge on the channel should be available all the time [76].
To solve these issues, Blockchain can be used to store per-
manently and securely successful search traces and traversal
paths which will optimize the search solutions for future
operations.

5) SELF-ORGANIZED NETWORK
To realize a self-organized network, AI reasoning methods
can be deployed. However, the centralized nature of AI’s
reasoning methods leads toward generalized behavior that
could be spread across the network [77]. Using Blockchain
distributed reasoning strategies can be beneficial to develop
personalized reasoning strategies for network Self-planning,
Self-optimization, and Self-healing separately. In addition to
permanently storing the successful reasoning methods for
future deployment using smart contracts. Decentralized rea-
soning strategies can efficiently create a self-organized 5G
network.

FIGURE 8. Global Blockchain for an Accurate Machine Learning Results.

D. QUANTITATIVE ANALYSIS
In this section, a case study is proposed as an example to
measure the performance of our framework. In 5G networks,
RAN consumes over 80% of wireless network power. Espe-
cially, the base station as it stays active regardless of the
network traffic, thus consumingmore gas to cover the amount
of demanded energy. This will make the network incom-
patible with future applications such as smart cities. In this
context, the need to create a smart and secure green network
communication rises. Vodafone partnered with Ericsson to
reduce network operating costs usingMachine Learning [90].
This method is surely effective; however, the learned pat-
terns are provided by one network operator, which means
that each network operator has to collect and learn from its
available data on-site separately. The more data a machine
learning algorithm is fed, the more accurate the learned pat-
terns are, and the better the results are. Thus, we suggest
creating a Global Blockchain located on the cloud as our
framework shows. Each Network Operator (NO) collects its
data from its relevant base stations in every site using its
private Blockchain. Those data are shared globally between
other network operators in the Global Blockchain and used
for the learning phase, as shown in Figure 8.

Every NO has its consortium Blockchain that collects
the information sent by the relevant base stations. How-
ever, to make sure that all the participated base stations are
legal and not fake nodes that trie to send false and mislead-
ing data to the Global Blockchain; we refers to the study
in [20]. Chen et al. [20] presented a secure authentication
scheme based on the Blockchain-Improved Practical Byzan-
tine Fault-Tolerance (PBFT) algorithm; the PBFT is derived
from the Byzantine Generals problem, that is, how to reach
consensus on an untrustworthy distributed network.

According to the paper proposed in 1982 by Lamport [89],
to tolerate f traitors or less, we need 3f + 1 generals and f+1
rounds of information exchange. The BGP has been extended
to Fault-tolerant theory in the field of network computing.
We extend and develop the proposed version of the algorithm
to be sure that only legal base stations are participating in our
proposed system and all the data sent are accurate and none
falsified.
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Algorithm 1 Legal Base Station’s Selection (LBSS)
1:Input: Base station ID and the request message to join
the Blockchain
2:Output: Decision and final consensus result (If the base
station can join
and participate in the Blockchain or not)
3:Process:
4: BSk.Send(<BSID, Msg, t>, request, LSC);
//with BSID: Base station identify, t: timestamp
5: LSC.Verify (<BSID, h, Msg, t>, BS0); //h : the Msg
high
6: BS0.Prepare(<v, h, d>, Msg); //d : the Msg digest, v :
view identity
7: BS0.Broadcast(<v, h, d, s>, BSn ); //s : the digest
signature of BS0
8: for i= 1 to n

{
9: BSi.Receive(<v, h, d, s>);
10: Bsi.Verify(<v, h, d, s>, f, n);
11: Bsi.Prepare(<v, h, d, s>);
12: Bsi.Broadcast(<v, h, d, s>, BS|n-i|);
13: BSi.count(<f: fault d>, count m);

}
//if m > f+1, broadcast commit, mark and reply to

LSC(BS0).
14: while count: m> (f + 1) then

{
// add a marking function to determine whether it is

consistent with the final result.
//r : the result of the request operation

15: BSi.Mark(<v, in : d, out : d, t, Mark: k>);
16: BSi.Commit(<v, h, d, s, t>, Result : k, BS0);

}
17: BS0.Receive(<v, h, d, s, t>, Msg: r, count m);
18: while count: m>(2f+1) then

{
19: BS0.Compute(<v, h, d, s >, Msg: r,
BSk=0.Mark = r);

}
20: for k=1 to n

{
21: BS0. finalCheck(BSk.Mark = r);
22: if BSk.Mark == BS0.Mark then

{
23: addBSToBlockhain (BC, BSID, 0, BSk );

}
24: else
25: skip;

}

The Legal Base Station’s Selection (LBSS) to join the
Blockchain can be described as follows:

1) If a base station BSk wants to join the Blockchain and
participate with its data, it has to send a requestmessage

FIGURE 9. Performance of the PBFT based on the delay of transaction.

to the networks Local Service Center (LSC), the LSC
is considered as the root in this algorithm and assigned
BS0.

2) LSC verifies the identity of the base station that
sent the request. If the identity is accurate BS0 pre-
pare and broadcasts the verification message to other
peers. Since we are using a consortium Blockchain,
we assume that the peer that will verify the accuracy of
the message are pre-selected by the network operator
and are trusted base stations.

3) Each peer receives the message from BS0, verifies it,
and prepare to broadcast it between the other peers.

4) The peers continue to forward and receive the message
from each other and at the same time begin to accumu-
late the number of messages in their memory.

5) When the prepare message reaches f+1 rounds, the
peers broadcast the commit status, mark the result, and
send a reply to the BS0. Marking the result will help
in the final checking phase to determine whether it is
consistent with the final result.

6) Each peer keeps returning the results to BS0 until the
retuned results equal to 2f+1.

7) After that, the final checking function is executed to
compare the BSk result with the final result marked in
BS0. If both results are consistent, the BSk is consid-
ered a legal base station and can join the Blockchain
and participate with its data as well, if not then the
request will be canceled.

This algorithm makes a noticeable improvement on the tradi-
tional PBFT algorithm. The procedure mark is added before
the commit procedure, which improves the efficiency of the
final check. Moreover, we chose consortium Blockchain to
use in our extended version of the algorithm, the thing that
reduces the number of nodes participating in the consensus
phase and reduces the computation time. Figure 9 represents
the performance of the improved PBFT algorithm. As it
shows, the algorithm scores less delay time per millisecond
compared to the traditional PBFT algorithm.
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Using this algorithm, we can be sure of the accuracy of
data collected as all the participants base stations are legal,
thus creating a safe environment for machine learning to
learn from. Moreover, the collected data are securely stored
in a shared Global Blockchain, which creates a tremendous
amount of data for machine learning algorithms, the thing
that will lead to more accurate results and notably reduce
the energy consumption. Improving the efficiency at each site
using machine learning and Blockchain makes a significant
reduction in the overall energy consumption. All the network
operators will be able to participate and share accurate infor-
mation related to base station status and the best time to
switch off and on the base station, thus creating a global 5G
green communication, saving energy, and thereof saving gas
and creating a green environment for 5G networks.

In order to simulate our proposed idea, we used Net-
work Simulator-3 (ns-3) which relies on C++ to implement
the network models and Python for network topology. The
machine-learning algorithm was implemented using Python
and GO-Ethuriem was deployed to implement the Global
and private Blockchain. The simulation was performed on an
intel core-i7 computer with 16 GB of RAM running under
Ubuntu Linux. Using our virtual environment, we created
four BS (BS1, BS2, BS3, BS4) belonging to four differents
NO denoted recursively as (NO1, NO2, NO3, NO4) and
located at four different locations (LO1, LO2, LO3, LO4)
in a square topology of 500m X 500m. We configured 50
UEs randomly distributed between the four locations. At an
initial state, we measure the Physical Resource Block (PRB)
which is used to determine the usage of time and frequency
resources [92] at every BS and fed the collected data to the
machine learning algorithm for four weeks for training. The
results were anonymously stored in the Global Blockchain.
The machine-learning algorithm was trained during four
weeks on site-specific data by each NO to learn the patterns
of local UE’s activities, daily high and low traffic times, and
the time at which the base station can be switched on or off all
while keeping the Quality of Experience needed and without
any human intervention. The results show a 14% decrease in
energy consumption as the machine learning algorithm was
able to precisely predict when usage would peak and decline,
and how to optimize energy allocation to automatically con-
trol the BS’s switching (on/off).

After four weeks, we added another new base station BS5
belonging the NO1 in the location LO2 (notice that NO1 has
been operating only in LO1) which belongs to NO2. Using
the knowledge stored in the Global Blockchain, the BS5 was
able to learn the patterns of UEs and the traffic times in
the LO2. During two more weeks, we notice that BS5 has
fastly adapted to the energy consumption in that area and
recorded an energy decrease of 20%. Figure 10 represents the
numerical results of our simulation.

V. DISCUSSION AND OPEN RESEARCH CHALLENGES
5G networks and beyond (6G) require the integration of
AI to meet the demands of users and network providers.

FIGURE 10. Network Energy Consumption.

Yet, the continuously growing number of connected devices
and the heterogeneous nature of networks restrain AI from
bringing the optimization and smart solution to 5G networks
and beyond. The tremendous amount of data generated from
diverse parties can even worsen the network performance
when applying AI algorithms on it as it consumes massive
computational power and time to analyze the data generated.
Moreover, security issues rose with the centralized nature of
AI. However, with the use of Blockchain, these problems can
be solved. Blockchain is not only able to store organized data
for AI, but it can apply AI acting modules directly on the
network using smart contracts and lighten the use of AI for
networks. Thus, we firmly believe that Blockchain and AI
should not be separated and must be considered together in
future researches for scalable, smart, and secure 5G networks
and Beyond.

A. DISCUSSION ABOUT BLOCKCHAIN FOR AI-ENABLED
5G
AI and its subcategories can bring an adequate improvement
to the 5G network, enhance network planning and organiza-
tion, augment Quality of Service and Quality of Experience
as well as energy efficiency. However, the merge of AI with
a cellular network is accompanied by security complications
as well. The cybercriminals are using AI, in the same way,
to profuse the threats rapidly and find more network vulner-
ability points, hence creating more victims. The centralized
nature of AI exposes the data collected for the learning phase
to different security threats. Furthermore, since 5G is a het-
erogeneous network, and it is designed to support a range
variety of IoT devices, user equipment, and smart vehicles,
the amount of data communicated and generated is tremen-
dous. The amount of data can provoke a heavyweight on AI
to analyze, hence, limiting its performance [78]. Neverthe-
less, Blockchain can partially, if not completely solve those
problems. Blockchain alone can bring security and economic
benefits to the 5G network, but the network performance’s
issues will still be untreated. Thus we strongly advocate the
convergence of both technologies for a better outcome to
cover security and performance of 5G networks. Blockchain
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can securely store 5G’ generated data in a real-time shared
ledger, organize and sort it in categories while keeping the
data anonymous without revealing sensitive information such
as identity or location using homomorphic encryption. AI can
make use of this organized and secured data ledger to perform
learning algorithms, optimizing the performance of the net-
work, predicting and preventing future errors from occurring.

Moreover, Blockchain can host an AI advanced enough to
works on its own, which introduces the concept of decen-
tralized AI [15]. Applied on the 5G network, decentralized
AI applications will be able to operate autonomously and
execute network planning, network optimization, user behav-
iors, and network traffic learning and knowledge manage-
ment strategies. All without the intervention of a third party,
thus remarkably enhancing network performance, tightening
security, and reducing cost both on network operators and
providers.

With the support of Blockchain and the use of its protocols,
AI can fully bring its benefits and create an optimized, secure
5G network. Thus, we believe that both technologies are not
separable and should be studied wildly together for a truly
smart 5G and beyond 5G networks.

B. OPEN RESEARCH CHALLENGES
Wehave discussed the advantages of usingAI andBlockchain
on 5G networks. We have argued on the implementation of
these technologies as it can notably enhance the network
performance and optimize it all while maintaining a secure
environment for the network user. However, combining AI
with blockchain can have its drawbacks that could affect 5G
networks as well. In this section, we cite some of the issues
that could occur with the convergence of AI and Blockchain
and how they can disturb 5G networks.

1) PRIVACY
Collecting data in a public blockchain can help improving AI
algorithms and network performance.

However, it does impose a user’s sensitive information at
risk of privacy leaking as the public blockchain nature is
accessible to anyone. Using private blockchain can be secure,
but it does not help AI as it will limit the data generation
process from 5G heterogeneous environments, thus affecting
AI performance and narrowing its benefits. Subsequently,
existing privacy-preserving approaches such as [79]–[81] can
be used to protect the privacy of compressive data and loca-
tion data in the 5G network.

2) SCALABILITY
Blockchain scalability is still one of the biggest challenges
that face Blockchain developers, and it is one of the main
reasons why implementing a large-scale AI into Blockchain
is still considerate as a risky move for many researchers.
Especially in 5G network environment where the amount of
data collected from various parties can create a scalability
problem. However, optimizing consensus algorithms used
and choosing the right ones can partly solve this problem and

improve the performance of blockchain. Further works are
highly needed to increase the scalability of Blockchain.

3) SECURITY
Although the secure nature of blockchain, the public
blockchain ledger is still prone to cyber-attacks as that of a
51% attack [82]. This fact is treating for AI’s collected data
from the network as it affects AI performance and leads to
false learningwhich can severely damage 5G networks and its
components. For this case using a private blockchain seems
to be the only solution at the moment even though it will
decrease AI abilities to support 5G networks [94]–[96].

4) SMART CONTRACTS
Since the smart contracts are permanent and non-modifiable,
it is necessary to ensure the integrity and security of AI appli-
cations before implementing it into a smart contract. Any
falsified data or security vulnerability can severely damage
the network [97]–[99]. Thus, training and testing AI applica-
tions is a crucial phase. Moreover, the cost of generating and
executing a smart contract is still considered very expensive
in terms of money and time.

VI. CONCLUSION
In this article, we presented a comprehensive overview frame-
work on the convergence of Blockchain with AI-enabled
5G networks named Block5GIntell. The framework supports
the development of a novel methodology for decentralized,
distributed, and immutable smart applications. This article
presented a high-level taxonomy of Blockchain and AI for
5G separately based on recent related studies as well as
Blockchain for AI-enabled 5G network. We have proposed
as well a case study using Blockchain and AI to create a
green 5G network environment and save the gas and energy
consumption at the level of RAN. Following our proposition,
Blockchain can fully support AI to reduce energy consump-
tion and enhance the security and accuracy of collected data
in 5G network. Moreover, different Network Operators will
be able to share their knowledge about energy consumption
at each location securely, which will lead to a noticeably
overall, global and effective energy saving and reduction of
gas consumption and cost as well.
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