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ABSTRACT The Analytics companies enable successful targeted advertising via user profiles, derived from
the mobile apps installed by specific users, and hence have become an integral part of the mobile advertising
industry. This threatens the users’ privacy, when profiling is based on apps representing sensitive information,
e.g., gambling problems indicated by a game app. In this work, we propose an app-based profile obfuscation
mechanism, ProfileGuard, with the objective of eliminating the dominance of private interest categories (i.e.
the prevailing private interest categories present in a user profile). We demonstrate, based on wide-range
experimental evaluation of Android apps in a nine month test campaign, that the proposed obfuscation
mechanism based on similarity with user’s existing apps (ensuring that selected obfuscating apps belong
to non-private categories) can achieve a good trade-off between efforts required by the obfuscating system
and the resulting privacy protection. We also show how the bespoke (customised to profile obfuscation)
and bespoke++ (resource-aware) strategies can deliver significant improvements in the level of obfuscation
and (particularly bespoke++) in the use of mobile resources, making the latter a good candidate strategy in
resource-constrained scenarios e.g., for fixed data use mobile plans. We also implement a POC ProfileGuard
app to demonstrate the feasibility of an automated obfuscation mechanism. Furthermore, we provide insights
to Google AdMob profiling rules, such as showing how individual apps map to user’s interests within their
profile in a deterministic way and that AdMob requires a certain level of activity to build a stable user profile.

INDEX TERMS Privacy, targeted ads, mobile apps, obfuscation, user experience.

I. INTRODUCTION

Online user profiling for the purpose of targeted, personalised
advertisements has become an invaluable component of the
advertising industry. While in-browser information collec-
tion was the initial focus, in the mobile environment the
prevalence of apps has enabled further development of the
mobile-specific profiling and targeting. Within the mobile
advertising environment, companies such as Google Analyt-
ics for mobiles' or Flurry? collect a rich set of information
from the apps use [1], to target individuals with ads that will
result in sales and increase the revenues for all stakeholders in
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1Google Admob https://apps.admob.com
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the advertising ecosystem. However, from the user’s point of
view, the leakage of their personal information is considered
as a threat to privacy and all parties in the ecosystem need
to adhere to ethical and legal constraints in regards to user’s
data [2].

Prior research has addressed the prevalence of collecting
individual’s information and associated privacy threats [3]
including the extent of web tracking [4], information leakages
through inference attacks based on monitoring displayed ads
in browsing sessions [5], [6], ad library API calls [7], and
tracking user’s history through browser fingerprinting and
cookie syncing [8], [9]. In line with these, there are a number
of works on protecting the user’s privacy, by using techniques
such as obfuscating user data, proposed in different contexts,
e.g., for browsing [10] and location based services [11].
Privacy preserving advertising systems that utilise a mix of
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cryptography techniques and obfuscation mechanisms have
also been proposed, e.g., [12], [13]. However, we note that the
majority of prior works in private advertising systems have
focused on browser based ads [14]-[17] whereas only few
works address the in-app targeted ads, which is the primary
focus of our work [18].

In this paper, our main focus is on protecting individual’s
privacy within the mobile advertising system from both pro-
filing of specific attributes (selected as private), which the
analytics companies may use for targeted advertisements,
and ads targeting based on these attributes. We note that the
advertising companies usually group mobile applications into
thematic categories (e.g., on Google Play store® or the Apple
store4). Furthermore, the various items in a user profile,
derived from the use of installed apps (interests in Google’s
terminology), are also gathered in similar categories. Our
purpose is to obfuscate a selected interest category within
a profile along with the corresponding apps category, which
may be considered private by the user. For instance, the user
may not wish the categories of gaming or porn to be included
in their profile, as these would reflect heavy use of corre-
sponding (gaming and porn) apps. This would be of particular
relevance in common scenarios such as when a user uses a
business mobile device for private purposes. In this paper,
we extend our previous work [18] and present a mechanism
to deflect the attacks on privacy via app-based profiling and
the ad-based inference attacks. We provide the following
contributions.

We examine the profiling process used by a major analytics
network i.e. Google AdMob, by investigating the relation
between the mobile app characteristics and the resulting
user profiles. We carry out wide-range experiments for a
period of over 9 months; based on our extensive experimental
results we show that the profile interest categories can be
predicted from the app categories with a high accuracy
of 81.4%, reflecting the dominating interests’ categories.
We moreover determine the broad profiling rules: that pro-
files are characterised by an aggregation of interests deter-
mined by use of individual mobile apps, that the mapping of
apps to sets of interests is deterministic and that it requires a
minimum level of activity (up to 72h) to build a stable user
profile.

We propose ProfileGuard, an app-based obfuscation
mechanism that, for a selected private interest category,
reduces the level of dominance of private interest category
in a user profile. We demonstrate, through a POC imple-
mentation, the feasibility of a fully automated obfuscation
system of ProfileGuard app, which installs and runs the
selected obfuscating apps. Two main obfuscation approaches
are considered: (a) based on most similar (obfuscating) apps
from any non-private app category, similar to the app-based
recommender systems; and (b) bespoke, which is customised
to the user’s profile interests (we also take another variant of

3Google Play store: https://play.google.com/store
4Apple App store: https://www.apple.com/ios/app-store/

VOLUME 8, 2020

this strategy, bespoke-++-, that takes into account the resource
use). In addition, the obfuscation system randomly chooses
apps from any non-private app category and compares with
other approaches. We demonstrate via experiments that the
similarity based strategy brings the best tradeoff between the
app cost and the reduction of threat to the privacy by reducing
the magnitude of dominance level of private interest category
in a user profile. Note that cost is measured by the number
of newly introduced obfuscating apps, which are required
to provide privacy protection for a selected private interest
category. For instance, based on similarity, a single obfuscat-
ing app decreases the dominance of a Comics category by
50% compared to a 33% decrease for random obfuscation
strategy. On the other hand, the bespoke and bespoke++
strategies provide an average of 48.1% improvement and a
low average app costof only 30% required for a non-private
category to become dominant in a profile. This compares
to 99% and 123% respectively for the similarity and ran-
dom based obfuscation strategies. We note, however, that
these strategies require the knowledge of mapping of apps
profiles to user profiles that presently requires significant
pre-processing overhead. We are planning for future work
to consider different ways for minimising this overhead by
evaluating approximate profile evaluation.

We evaluate the overhead introduced by running the
obfuscating apps. We show that there is a wide range of
the resulting overhead, both in the mobile device resources
like battery power, CPU and memory use and in the use of
communication resources. We show that, in line with the
lower number of apps required for obfuscation, the bespoke
and bespoke++ strategies have lower resource require-
ments. Additionally, the resource-aware bespoke++ strat-
egy can decrease the bandwidth overhead introduced by
similarity and random strategies by, respectively, 64% and
65% and by 57% compared to bespoke when a single
app is used for obfuscation. This is increased to 81%,
77% and 66% improvement compared to the same strate-
gies for complete obfuscation, demonstrating a significant
benefit to the user and a promising direction to further
explore.

Finally, we show the impact of proposed obfuscation
strategies on targeted ads. We demonstrate that user profiles
consist of a wider range of interests from different interest cat-
egories and will result in a broader range of ads delivered to
the corresponding mobile user devices. This will also reduce
the level of ads targeting and the likelihood of ads-based
profile inference.

We organise this paper as follows: Section 2 presents
background on the ads ecosystem. In Section 3, we present
system model and describe various obfuscation strategies.
Section 4 presents details of the system evaluation and our
experimental setup. We present the experimental results using
different obfuscation strategies in Section 5. We further dis-
cuss the pros and cons of different approaches in Section 6.
Prior work is presented in Section 7 and our conclusions in
Section 8.
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FIGURE 1. The In-App advertising ecosystem and the information flow
between different parties.

Il. BACKGROUND

This section presents background on the mobile advertis-
ing ecosystem. A representative in-app mobile advertising
ecosystem is shown in Figure 1, which comprises users,
the analytics components and the ad placement system. User
devices (shown in the left side of Figure 1) have a number
of apps installed; these are utilised by mobile users, with
specific use frequency and duration. We note that majority
of mobile apps include analytics SDKs that instantaneously
monitor user’s actions and send this information to the Ads
system network, for tracking user’s activities and for serving
ads [19]. The advertising system also comprises the Aggrega-
tion Server, which aggregates user’s information sent by ad
analytics libraries, and the Ads Placement Server that deliv-
ers ads within the mobile applications. An important entity
within the advertising ecosystem is the Analytics Server,
that develops user profiles (associated with specific mobile
devices and corresponding users) from the collected data.
This data relates to the usage of mobile apps and the success
of displayed ads. We note that user profiles comprise a num-
ber of interests, which specify the use of related apps, e.g.
games, business apps, etc. Examples of user profiles derived
through use of mobile apps include Google AdMob> and
Flurry [20] (we note this is only visible to the app developers).

Targeted ads are served to mobile device users according
to their individual profiles. We note that other i.e., generic
ads are also served to diverse profiles according to the ad
network’s advertising strategy. However, in line with our
focus on targeting, in this work our primary interest is in the
targeted ads.

‘We consider two attack scenarios. First, the direct attack
where the Analytics network (in this work, we focus on
Google AdMob) legitimately derives user profiles. Second,
the indirect attack, involves a third party intruder; where the
ads traffic (sent in clear text [21] to mobile devices) is being
monitored, to infer user profiles based on the served targeted
ads. In both attack scenarios, the user is willing to receive

SThe inferred Google AdMob profile can be accessed via the Google
Settings system app on Android devices.
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relevant ads on selected topics of interest and is not opposed
to profiling in general; however, the user does not wish for
specific parts of their profile (considered private) (attributes)
to be known to the Analytics network or any other party, or to
be used for targeting.

Ill. USER PROFILE OBFUSCATION

Our aim is to obfuscate the user profile, so that an adver-
sary (either the analytics companies or an observer listening
in to the ad/control traffic) cannot determine the nature of
user’s specific (private) mobile applications, which produce
selected profile interests.

We accomplish the obfuscation using this ProfileGuard
system. The ProfileGuard system comprises of a bespoke
app that performs different tasks, such as, providing user pro-
filing information exchange, recommendations for specific
standard (obfuscating) apps, and the automated running of
obfuscating apps and the server that implements the obfis-
cating app selection. We first explain the system model to
describe the obfuscation methodology.

A. SYSTEM MODEL

A mobile app marketplace comprises a set of .4 mobile apps,
that are usually (e.g., in Apple App store or in Google Play)
organised within @ categories. We represent a mobile app by
ajj,i=1,...,Aj, where A; is the number of apps that belong
to an app category ®;,j =1, ..., ®, where ® the number of
various apps categories in the marketplace.

Each app a;; = {{Km,,;j} lajj € A} can be characterised
by keywords k;; j, derived e.g., from various characteristics
associated with an app described in the app marketplace, such
as title and description of a apps etc. Here m = 1, ..., M, ,
where M;; is the number of keywords for app a;j, i =
L...,A,j=1,...,Q.

We characterise users by a combination of mobile apps
installed on their mobile device(s), consisting of a subset S, of
app set A and their associated keywords. An Apps profile K,
can therefore be defined as K, = {{{xm,i;}, @} : aij € Sa}.

Analytics companies (e.g., Google or Flurry) characterise
and profile users by defining a set of profile interests G,
i.e., characteristics that may be assigned to individual users.
We note that interests are commonly grouped into different
categories, with an interest gy 1, k = 1, ..., G;, where G is
the number of interests that belong to an interest category W,
I =1,..., V. Vis various interest categories defined by an
analytics company.

Profiling characterises the user by the combination of
their interests, i.e., by a subset S, of the full interest set
G. An Interest profile I, can therefore be defined as: I, =
{{gk.0. Wi}« g € Sg -

We focus on the interests derived from the use of installed
apps although we note that there are various types of infor-
mation may be used to generate user profiles. We presume
that there is a fixed mapping of Apps profile to an Interest
profile, defined by the mapping M, M : {Ka — Ig}. This
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TABLE 1. List of notations.

Symbol | Description
Set of apps in a marketplace
[ Number of app categories ®,,5 =1,...,®
Sa Subset of apps installed on a user’s mobile device
So Set of obfuscating apps
Anappa;; € Ai=1,..,A;,5=1,..,0, Ajis
the number of apps in ®;
Ka App profile consisting of ki j keywords
Kmij Keywords of a; j,m =1,.... M; j,i,j € ai

4,5

G Set of interests in Google interests list
W Interest category in G, [ = 1, ..., U, W is the number of
! interest categories defined by Google

Sy Subset of Google interests in G derived by Sq

Iy Interest profile consisting of gi, 1, gk.| € S¢
Gkl Aninterestin Iy, k € G, l € ¥

vy Private interest category in a user’s profile

Dy User’s private app category

D Dominance ratio of a user’s profile

Us Usability of an app

C App cost of obfuscation
Rij App resource overhead, when used for obfuscation

also includes the mapping of app categories ®; to interest
categories ;.

We define W), a private interest category that a mobile user
considers as private and wishes to protect. We assume that
there is a corresponding private app category ®,,, defined by
M.

Furthermore, we describe the dominance ratio D as the
ratio of number of interests in a selected category W,
{l{gx.»}|} and the maximum number of interests in any of
the other categories W, present in a user profile. We note that
D > 1 indicates that a private interest category is dominant
in a user profile, i.e., the profile has the largest number of
corresponding interests.

D = min({|{gk, p}}/{l{gk, 1}|}) :
YU, #WV,, g1 € Sg @))

The aim of the proposed obfuscation mechanism is to gen-
erate a new obfuscated profile / ; by reducing the dominance
ratio of a selected private category W, in a user profile /.
We achieve this by installing and using selected obfuscating
apps S,, in addition to the original set of apps (S,), resulting
in an obfuscated app set S/,. Table 1 summarises the notations
used in this paper. We define various strategies for selecting
obfuscating apps in the following sub-section.

B. OBFUSCATION STRATEGIES

We describe the following profile obfuscation strategies to
select candidate apps. We note that all the obfuscation strate-
gies select the candidate obfuscation apps from categories
other than the category ®,, which correspond to the pro-
file (private) category that the user is protecting W,. We state
that the user is protecting any number of private interests
categories ¥V,,,p = 1, - - - , Q and 2 is the number of different
interests categories that are private to the user.

1) SIMILARITY BASED STRATEGY

This strategy selects the candidate obfuscating apps based on
a similarity metric. The obfuscating set S, consists of apps
with highest similarity to the currently installed apps in S,.
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We calculate the set S$™ for a single obfuscating app and the
private app categories ®,, corresponding to the private interest
categories W), as:

a® <« |SiM(Cli,p» aIIJ)|max :
Vr=1,0;, Vp=1,Q; a;p € Sa; @
agr & Sa; P, # Pp

sim __
S, =

The utility (defined in Section III-C) is the major moti-
vation for the use of similarity by taking into consideration
that the potential obfuscating apps may be of real interest to
the user. We calculate the similarity based on app keywords
using the tf —idf (cosine similarity) metric [22]. Note that this
strategy is not metric-specific while other similarity metrics
can also be utilised.

We represent k, ; p and ki, as the set of app keywords
respectively in a; , and a; . Let ¢ and d be a particular key-
word respectively in «p, ; p and k. i, r, then the term frequency,
i.e. frequency of a particular keyword ¢ in d, is tf; 4. The
inverse document frequency of t € Ky ;p, within d can be
calculated as idf; = lOgd%’ where N is the set of apps
keywords and df; is the document frequency i.e. the number
of apps keywords that contain . Hence, the #f-idf can be
calculated as tf —idf; 4 = tf; 4 x idf;. Consequently the score
for ki p can be calculated as:

score (Km,,-,p,d) = Z o —idfta 3

1€Km,i,p

The similarity score is calculated for the entire set of
private interest categoriesi.e.p =1, ---, Q.

2) BESPOKE STRATEGY

We assume that the mapping M of Apps profile (we take
the apps keywords and categories) to an Interest profile is
available for individual apps. Practically, we conduct a series
of tests to derive the user profile interests for specific apps
(Section IV presents experimental results for selected apps).
Following, we select as the obfuscation candidate apps that
generate (known) interests, which belong to categories that
are already present in the set of interests from a specific user
Interest profile S,. Assuming a single obfuscating app along
with the private app categories ®, (and the corresponding
private interest categories W,) we calculate obfuscating apps
using bespoke strategy as:

a’ < ag,:
Vr=1,®;, Vp=1,Q; grr & Vp; 4
8k,r € Sg; dg.r ¢ Sa

bes __
S," =

To achieve the complete obfuscation (i.e. have D < 1
for the private category), we select multiple obfuscation
candidates:

a’ < ag, :
Vr=1,&;:Vp =1, gkr & Wp; (5)
8k,r € Sg; Aaq,r ¢ Sa; Aag.r ¢ Sges

S(l;es —
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3) BESPOKE++ STRATEGY

Building on the bespoke strategy approach, we make a further
assumption that the resource overhead R; ; of individual apps
a;j is known. Le., that the pre-processing experiments to
generate mapping of apps to interests include characterising
the use of resources like bandwidth consumption, CPU and
memory use (we will address resource consumption in detail
in Section III-C). From the candidate set of bespoke apps,
as per Equation 5, we select the candidate obfuscating apps
that would generate the lowest amount of resource overhead:

S(lzes++ — {a() <« \Rq’r (aq’r)| . aq,r (S SSL’S} (6)

min
4) RANDOM STRATEGY

Finally, for the random strategy we randomly select the can-
didate apps, however still with the awareness of user privacy.
This strategy chooses apps from any non-private app category

D; # D).

Srnd — a’ < dq,r - (7)
¢ Vp=1,%; ag, & Sa; Oy # D)

C. EVALUATION METRIC

We define the evaluation metrics used to calculate the utility
and app cost of obfuscation in order to compare various
obfuscation strategies for selecting obfuscation apps. Addi-
tionally, to assist in the refining and implementation of the
bespoke++ strategy, we define the app resource overhead,
introduced when they are used for obfuscation.

There are few research works related to obfuscation of
browser based profiling; the authors in [23] define the utility
as the success rate for the removal of private query tags.
Similarly for rating systems, the proposed utility metric is the
level of suppression of original user preferences [24]. Cost
is commonly defined as the ratio of obfuscating to original
data [23].

1) UTILITY

We define utility based on two components: first, from the
effectiveness of privacy protection viewpoint, we use as met-
ric the level of reduction R, of dominance ratio D of a
selected private category W, in a user profile, achieved by
obfuscation, with R, = D’/D. Here D' is the new dominance
ratio resulting from using apps in S/,.

Next, we introduce the notion of usability of the obfuscat-
ing app. The usability relates to the probability that a user
would actually use this app, rather than just install and run it
for the purpose of privacy protection. Considering the com-
mon use of similarity in recommender systems to suggest [25]
e.g., an app that a user is likely to be interested in, we define
the usability Ug of an app a,, in regards to a user with a
specific Apps profile, as the ratio of similarity between this
app and any of the apps in the original set of installed apps
S, and the maximum similarity of any other app from A, not
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present in S, and apps from the same set:

Us = min [ 2002 Gir) )
Sstm (aq,r, Cli’p)

aip € Sa, dg,r ¢ Sa ®)

Combining the two, the total utility can then be calculated
as: Ur =a-R, + B - Us.

The magnitude of weighting factors @ and 8 can be tuned
by the obfuscating mechanism (e.g., as part of user prefer-
ences). We note that the similarity based strategy is targeting
high Us, although it limits the app choices to non-private
app categories.

2) COST AND RESOURCE OVERHEAD

Although the cost and overhead could be considered as equiv-
alent terms in the context of introducing new activities (a set
of new apps) that result in spent time and resources, for the
sake of clarity we use two separate terms.

We define app cost C as a metric that relates to the
reduction of the overall user’s time available to the original
(non-obfuscating) apps. In the basic scenario where, on the
average, the usage of all apps is uniformly distributed within
a time period, this is equivalent to the ratio of the number of
obfuscating apps in S,, that need to be installed and used to
achieve privacy protection, and the size of the original app set
S4. Cost is therefore defined as C = |S,|/|S4].

We consider the app resource overhead R, to be the
overall use of resources by the obfuscating apps. For each
app a; j, there will be a corresponding overhead R; j, com-
prising broadly of communication Rl.c’;’.’”, computing RZ’;W ,and
battery consumption overheads R? Iz

Rij=Ri$" + R + Ry, ©)

We experimentally evaluate various components of the
overall overhead R in Section IV-E. To simplify the
bespoke++ strategy implementation, we only consider
the communication overhead Rffj’.’" of apps, when selecting
the obfuscating apps under this strategy.

D. ProfileGuard: THE OBFUSCATING SYSTEM

The ProfileGuard system implements our proposed
obfuscation mechanism. Various components are presented
in Figure 2. A user installs and runs the ProfileGuard
app in order to protect a specific aspect of their profile; this
approach is similar to the existing app recommender systems,
such as AppBrain [26]. This app acquires the information
about existing apps installed on a user’s device, to interact
with the user in regards to the selection of private attributes to
be protected; it also receives the list of candidate obfuscating
apps and presents them to user and can be used to install and
run the selected obfuscating apps. The Obfuscation engine
(i.e. server) calculates the user profile, based on the installed
apps and derives the set of obfuscating apps, according to
specific obfuscation strategy.

VOLUME 8, 2020
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FIGURE 2. ProfileGuard obfuscating system includes the ProfileGuard
app client and the obfuscation engine (server) components.

To forward the list of the installed apps to the server
(the ProfileGuard Obfuscating Engine), the client starts a
Thread by opening a Socket (SERVER_ADDRESS,
SERVER_PORT) with the corresponding server details.
Using this socket the client writes this data, using
BufferedWriter. The Obfuscating Engine then selects
the obfuscating apps, according to one of the strategies
presented in Section III-B, and forwards the list of apps to
the client. Each app is displayed to the user as a link to the
Google Play store, by invoking the startActivity (new
Intent (Intent .ACTION_VIEW,

Uri.parse (“market://details?id="
+appPackageName) ) ). The description, i.e., the
activity name (the app to be installed) is specified using
appPackageName function, and is provided using the
Intent class.

The obfuscating apps are then run using the function
startActivity, in a loop comprising all (obfuscating)
apps, in a singgle Thread and for a specified amount of
time required to generate new profile interests in the ad
system. The Intent is set with the ComponentName and the
execution of all obfuscating apps is stopped using the same
Thread.

We envisage that ProfileGuard would be active when the
phone is not in use (although the current POC does not
implement scheduling, we have verified that this is feasi-
ble). The performance can be enhanced by scheduling these
activities to only when the phone is being charged (so that to
reduce energy costs) and is in Wi-Fi coverage (to help reduce
the bandwidth overhead). To improve efficiency, the client
may also keep track of the set of originally installed apps,
the obfuscating apps suggested by the Obfuscating Engine,
the set of installed apps, and the obfuscating apps that were
suggested by the Obfuscating Engine but were not installed
by the client.

IV. EXPERIMENTAL EVALUATION: SETUP AND
OBSERVATIONS

In this section, we outline the methodology used to evaluate
the proposed obfuscation strategies, considering both their
utility and resource overhead. We start with an overview
of the experimental setup along with the collected datasets.
First, we investigate the rules for building user profiles. Next,
we demonstrate the degree of private information revealed
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by the unprotected user profiles. Subsequently, we discuss
the resource use measurement methods and further provide
insights into resource-usage by various apps.

A. EXPERIMENTAL SETUP: PROFILING AND ADS

Among the initial goals of this study is to gather insights
about specific rules used by the advertising companies to
establish the Interest profile entries in addition to the temporal
evolution of different profiles. We note that the profiling
rules are proprietary to the advertising companies; however,
there are previous studies that establish the relevance of
app-based profiling (and hence ads targeting, since mobile
apps send targeting information to ad networks [27], [28])
to the mobile ads ecosystem. In our present work, we focus
on Google AdMob since it is the leading market in mobile
user profiling and mobile advertising. However, we note that
our methods can be readily applied to other ad or analytics
networks. Recall that, our focus is exclusively on profile
interests derived from the usage of mobile apps in the Apps
profile.

For evaluating app based profiling rules and other experi-
mentations, we randomly select 27 different apps categories
from Google Play store. We note that the mobile apps in
Google Play store are classified into 34 categories (e.g.,
Entertainment, Business, etc). Frits, we select top 100 free
apps from randomly chosen 27 categories and further nar-
rowing down this selection to 10 highest ranked apps from
selected categories. We had to make sure that these apps
receive ads (we detail the relevance of ads to building of
Google profile in Section IV-B).

Google profile interests® are also hierarchically grouped
under 25 interest categories with 2042 specific interests.
We run a series of profiling experiments in order to determine
temporal Interest profile evolution and further demonstrate
the mapping of Apps profile categories to Interest profile
categories. For these experiments, we install the full set
of 100 apps from a selected category on test phones; we use
a subset of 10 apps from this set, one at a time, where each
app is run for a period of approximately 2.4 hours within any
24h testing period.

We use an automated app for all the experimentation dis-
cussed in this section, which enables all the communication
between a PC and connected Android devices through the
use of the Android Debug Bridge.” Furthermore, all the
ads (including the control traffic communicated for track-
ing/profiling/personalisation purposes) traffic was collected
using fcpdump [29] and saved to a local database during
the entire experimentations. Correspondingly, before start-
ing each experiment we reset the profile® to ensure that
Interest profile is only resulting from the currently installed
and used apps. Similarly, in parallel, we also run a set of

6Google profile interests are listed in  https://adssettings.
google.com/authenticated?hl=en, displayed under the ‘Ad personalization’.
7developer.android.com/tools/help/adb.html

8The profile is reset by using the ‘Reset advertising ID’ option in the
Google settings system app.
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phones with the same app configuration, but with ‘Opt-out of
interest-based ads’ setting enabled in Google settings system
app. This was done in order to have a base reference for both
generated user profile and received ads. We manually check
the profile on each of the phones in 6h intervals (note this
cannot be automated). We run the profiling experiments for
all the app categories for 24 hours a day and for 5 months;
we use 10 smartphones due to practical limitations of the
experimental environment.

We note that the collected app traffic is also used to calcu-
late the resource usage, as detailed in Section IV-D.

We use a second (mapping) experimental setup in which
we only select a single mobile app from an app category
and run it (in an automated way) for a period of up to 96h.
The purpose of these experimentations is to calculate the
mapping of specific App profile to Interest profile so that
the contribution of individual app can be determined in an
Interest profile. During the experiments, we reset each test
phone before running any experiment, similarly, we per-
form manual profile verification every 6h. These experiments
resulting in Interest profile for the 270 highest ranked apps
(that also receive ads) have taken around 3 months to com-
plete. We note that findings from these experiments also help
us in selecting obfuscating apps for the bespoke obfuscation
strategy.

Finally, we run a series of obfuscation experiments to verify
the extent of profile obfuscation for selected obfuscation
strategies. This process results in the evolution of Interest
profile with the new subset S/, comprising a combination of
the original apps set S, (used for profiling experiments) and
the obfuscating set S,,. In line with the profiling experiments,
we run each app, in succession, from S; for a total of 24K/ |S;|
in any 24h period. Recall, as detailed in Section IV-B, that
apps must have activity for a minimum time duration in order
to generate interests within the Interest profile. We make it
sure that we run apps from S/, for a sufficient time period in
order to achieve the desired outcome.

We collect the following dataset from the above
experiments respectively containing the snapshots of
Interest profiles taken in 6h intervals for: (a) multiple
apps from a single category i.e. we call this dataset
a multiapp-profile; (b) individual apps from
all categories i.e. singleapp-profile (c) the
set of apps containing a mix of multiple apps from
individual categories and a single obfuscating app i.e.
obfuscated-oneapp and (d) as, previous, but for
multiple obfuscating apps i.e. obfuscated-complete.
Likewise, following datasets contain all the data and control
traffic collected from the same experimental configurations:
multiapp-traffic, singleapp-traffic, obfus-
cated-oneapp-traffic and obfuscated-comp-
lete-traffic. Overall, we run these experiments for a
period of 9.5 months and using a total of 2700 apps, which
resulted in 140 collected profile interests and 246657 ads.

In addition, we collect data related to apps and Google
profile interests, which we use for analysis of user profile
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protection strategies. The first dataset comprise of the top
100 apps from each category of Google Play store, including
all keywords and apps categories. The second dataset includes
the 2042 Google profile interests.

It is important to note that we perform all our experiments
in a single geographical location. However, we believe that
this methodology or the findings of this study are not com-
promised since the user profiling mechanism is unrelated to
locations. On the other hand, the volume and diversity of ads
pool are related to geographical areas. However, our focus is
to analyse the delivered ads only in regards to profile interests
based (i.e. targeted advertising) targeting and we focus on the
differences resulting from profile changes.

B. INSIGHTS ON PROFILING RULES AND APP USE
THRESHOLD

In this section, we outline our observations about the devel-
opment of user Interest profiles, based on app characteristics
and usage.

We note that all the apps in an Apps profile (i.e. installed
in a specific mobile device) do not necessarily contribute to
the profile.” This is due to the fact that every mobile app does
not come with the AdMob SDK i.e. to receive ads, in order
to generate one or more interests. We verify this via testing
1200 apps selected from a subset of 12 randomly chosen
apps categories, for duration of 8 days. We note the resulting
Interest profiles from running these apps on all the test phones
indicating ‘“‘unknown” interests. Additionally, we note that
the Google analytics generates the Interest profiles in a deter-
ministic way, i.e. after a certain period of activity, specific
apps will always generate selected (identical) interests. Simi-
larly, we note that the resultant Interest profile from the use of
multiple apps is an aggregation (union) of individual interests
for entire set of apps.

In addition, we note that the profiling process requires a
minimum level of activity from one or more apps in order to
generate an interest(s) in an Interest profile. Our experimental
evaluations indicate that the mobile apps need to be active
within of 24h, with a minimum activity of about 1.5h for
individual apps. We also have observed, in regards to tem-
poral evolution of user profiles, that in some cases additional
interests are added to the profile in subsequent 72h period.
For this we run a similar experiment with a number of apps
for 8 days. However, after 4 days of the profile evolution,
it becomes stable and it does not result in any changes with
additional app activity.

We now evaluate the mapping M between the app cate-
gories in App profile and interest categories of Interest profile.
To do this, as defined by Google, we first unify both types of
categories and then experimentally evaluate how this map-
ping is carried out in practice. Table 2 presents the resulting
matches form the original lists of Google Play app’s cate-
gories to Google interest’s categories. We note that 11 apps

9The full list of installed apps on an Android based phone is included in
the library . db file /data/data/com.android.vending/databases/library.db.
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TABLE 2. Mapping of Google Play store apps categories to Google
interest categories.

Google Play Apps

Google Interest

G.Apps to G.Interests

Categories Categories
Books & Reference (BR) Arts & Entertainment Books & Literature
Business (BU) Auto & Vehicles Business & Industrial
Comics (CO) Beauty & Fitness Arts & Entertainment
Cc ication (CM) Books & Literature Internet & Telecom
Education (ED) Business & Industrial Jobs & Educati

Entertainment (EN)

Computers & Electronics

Arts & Entertainment

Finance (FI)

Finance

Finance

Game (GA)

Food & Drink

Game

Health & Fitness (HF)

Games

Beauty & Fitness

Libraries & Demo (LD)

Hobbies & Leisure

Reference

Lifestyle (LD)

Home & Garden

Hobbies & Leisure

Live Wallpapers (LW)

Internet & Telecom

Online Communities

Media & Video (MV)

Jobs & Education

Arts & Entertainment

Medical (ME)

Law & Government

Science

Music & Audio (MA)

News

Arts & Entertainment

News & Megazines (NM) | Online C News

Personalization (PE) People & Society Online Communities
Photography (PH) Pets & Animals Arts & Entertainment
Productivity (PR) Real Estate Computers & Electronics
Shopping (SH) Reference Shopping

Social (SO) Science People & Society

Sports (SP) Shopping Sports

Tools (TO) Sports Computers & Electronics

Transportation (TR)

Travel

Business & Industrial

World Localities

Travel

Travel & Local (TL)
Weather (WE) News
Widgets (WI) Computers & Electronics

categories can be directly matched to top level interest cate-
gories by comparing category names (e.g., Business app cat-
egory with Business & Industrial interest category). Further,
13 apps categories directly matches to a lower category in
the interest category hierarchy; an additional 10 categories
are listed as second and additional three categories as third
hierarchical level of interest categories. We manually map
three app categories to interest categories i.e. Medical to
Science, Widgets to Computers & Electronics and Lifestyle
to Beauty & Fitness. We note that the Medical app category
is only challenging category for finding a match, as this
is clearly considered as potentially private when defining
profiling categories. For this, we consider Science to be the
closest match as it includes anatomy - although this only
covers a small part of Medical topics, we believe that this
mapping minimises the likelihood of false positives.

Figure 3 shows the relationship, results of our profiling
experiments based on the multiapp-profile dataset,
between the Interest profiles and (generated from) the Apps
profiles. It can be observed that the interests in Interest pro-
files contain a matching category in majority of cases (81.4%)
showing a direct threat to the user privacy. We also observe
that only 5 categories do not have direct matches. Therefore,
in the remainder of this paper, this mapping is being used to
evaluate both the impact of obfuscation and the threats to the
privacy, under the assumption that a user wishes to keep a
selected interest (and app) category private.

C. PRIVACY EXPOSURE VIA UNPROTECTED PROFILES

In this section we show comprehensive results of profil-
ing experiments (using the multiapp-profile dataset),
demonstrating the dominance of profiling categories that
match the selected interest categories in an Interest profile.
Figure 4(a) shows the number of unique interests and the
number of interests in specific categories, for all app interest
categories. As an example, it can be noted that the Interest
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FIGURE 3. Relation between apps characteristics and Google interests:

black denotes a category match, grey that an interest from a
non-matching category is present in the profile.

profile generated by Games apps category results in seven
unique interests, among which, one belongs to Internet &
Telecom and 6 to Games interest categories. Overall, during
the profiling experiments, we capture 140 interests including
78 unique interests belonging to 20 (out of 24) Google interest
categories. Furthermore, we observe that Arts & Entertain-
ment and Computer & Electronics interest categories con-
tribute in the majority of the Interest profile i.e. respectively
in 21.9% and 19.3%. Following, this is followed by Internet
& Telecom, Reference, and Games categories being close to
10% while the remainder of interest categories being repre-
sented by between 1-4%.

Figure 4(b) presents the dominance ratio D of selected
interest categories (matching to app category) assuming all
categories are chosen private. It can be observed that an
average value of D = 1.35, which is quite broad across all
categories. The critical value of D > 1 (which indicates that
a private category is dominant in an Interest profile) is present
in 37% of categories, with a further 31% having D = 1.
This is consistent with the results presented in Figure 3,
which again indicates a high level of threat to user privacy
from the presence of private interests in the matching private
categories. The Games category has the highest privacy con-
cerns with higher dominance ratio and could justifiably be
considered as private.

In the following sub-section, we will describe the method-
ology used for resource utilisation experiments.

D. RESOURCE USE EXPERIMENTS
To evaluate the communication overhead, we utilise the
traffic collected during the experiments as described in
Section IV-A.

We rely on the Android SDK'? utilities to automate
our measurements for computing and battery consumption
overheads. E.g., to calculate the current CPU usage when any

10https:// developer.android.com/studio
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FIGURE 4. Unique Interests (a) and Dominance Ratio (b) of all Interest Profiles based on their respective apps Profiles.

single app is running, we execute the appropriate command
(adb shell top -m 10) within the Process p
= Runtime.getRuntime () .exec (“command”).
To evaluate the computing overhead, we consider both the
CPU use and storage space consumption.

The storage space consumption can be partitioned into
installation storage space, the size of the internal data
size i.e. storage used for apps’ files, settings, accounts,
databases, etc., and the cache storage i.e. temporary
stored data, such as images, downloaded from the Inter-
net. We use the PackageStats package to obtain var-
ious static values as defined within this package; we use
codeSize, dataSize, and cacheSize respectively for
calculating the app’s installation, data, and cache storage
consumption.

Finally, for Battery consumption, we use adb shell
dumpsys battery | grep level to capture the cur-
rent battery status. This is displayed by initiating the
startActivity () of the Intent utility of the android
SDK. To measure the power consumption for each app,
we first charge the mobile battery to full (100%) and run
the app for one hour, while accessing the Wi-Fi network.
Although, in a real life scenario, users are likely to utilise
apps (equally) on a mobile network, our interest is in the
overhead of obfuscating apps that we envisage (as per
Section III-D) would be used over Wi-Fi to reduce the over-
head costs.

E. INSIGHTS ON RESOURCE USE
The communication overhead of the obfuscating apps is gen-
erated by both the app’s core functionality and by the ad
related traffic. As reported by prior work [30], and in line
with our experimental results, ads are a major contributor to
this overhead. Therefore, we approximate the overall commu-
nication cost by the traffic generated by ads.

From the bandwidth use point of view, ads traffic can be
characterised by the ad refresh rate (although technically this
is the inter-arrival time between two consecutive ads, it is
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TABLE 3. Various ad-related messages and objects and their average size
in bytes.

[ Message Type [ Size (bytes) | M Type [ Size (bytes) |
DNS Query Request 68 Ok/(PNG) 1300
DNS Query Response 334 Ok/(JPEG) 1300
GET /pagead/images 578 Ok/(GIF) 1000
GET /simgad 252 OKk/(application/json) 240
GET /mads/gma 685 Ok/(text/javascript) 800
GET /imp 244 Ok/(text/css) 824
GET /geocode 224 no content 396
GET /generate_204 244 TCP Ack 66
GET /csi 595 TCP Syn 74
Ok/(text/html) 1200 TCP reassembled PDU 1434
200 Ok 496 POST 350

referred to as the rate in AdMob'!), the number of objects
contained in an ad and the size of these objects. Table 3
shows a summary of various ad-related objects and messages,
derived by analysing the traffic log files. We note that the
average size of an ad is 16KBs and that the ad contains,
on the average, 8-10 objects (images, javascript files etc). The
average number of request/response messages for each ad is
between 30-35.

It is important to note that the ad refresh rate for any
selected app is deterministic; this is configured by the devel-
oper at the time of registering the app on the app market (i.e.
Google Play store). The range of supported values is between
12-120 seconds and our experimental results indicate that the
ad refresh rates vary between 20-60 seconds, with values
of 20, 30, 45 and 60 seconds being adopted by, respectively,
36%, 47%, 15% and 2% of all apps. Practically, as the ad
sizes do not vary widely, the communication overhead for
the bespoke++ strategy described in Section III-B3 can be
minimised by selecting the obfuscating apps that have the
maximum overall ad refresh rate (while conforming to other
bespoke criteria).

Figure 5 shows the cumulative distribution of the band-
width used by apps (the outer graph) along with the prob-
ability density function (inner graph). The bandwidth use
shown is for a total of 2.5 hours of running each app selected

1 https://apps.admob.com
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FIGURE 5. Bandwidth consumption (MB) calculated for ads by the apps
during experiments.

as per Section IV-A. We note that the apps with lower ad
refresh rates i.e. 20 and 30 seconds, use between 3MB and
5.5MB bandwidth in the measured time period; these apps
represent around 70% of all apps used in our experiments.
The remaining 30% of apps (with ad refresh rates of 45 and
60 seconds) utilise between 0.SMB and 2.5MB bandwidth.
The PDF of network bandwidth consumption (inner graph
in Figure 5), shows that the 26.30% of the apps have a high
4-4.5MB bandwidth use.

We now evaluate the computing overhead of tested apps.
The measured CPU use varies, although not widely, across
different apps: the CPU-intensive apps such as those from
the Games category use between 25% to 30% of the full
CPU; less-interactive apps such as inkpad'?> use between
15% to 20%.

We note that the app functionality is closely related to
the storage space requirements: e.g., a language transla-
tion app will consume less installation storage space than
the data storage space, as it needs to save library files
(in data storage), so that a user can do an offline trans-
lation without accessing the Internet. Similarly, the Face-
book app would consume more data storage space since
it has to store different settings, user accounts, group set-
tings etc. On the other hand, a Google maps app would
use more cache storage space due to the requirement to
e.g., save searched places. Representative apps with differ-
ent combinations of storage space requirements are shown
in Table 4.

Figures 6(a) through 6(c) show the distribution of different
types of storage space along with the PDF of apps having
different storage space requirements (inner graph in each
of the sub-figures of Figure 6). We can observe, from the
Figure 6 (a) (inner graph), that about half (54%) of the apps
have a low storage space use, i.e. are in the bin of 0.5MB to
10MB. On the other hand, only 1.48% of the apps require
relatively high storage of 50-60MB. Similar observations
can be made about the other two types of storage overhead,

12https :/Iplay.google.com/store/apps/details?id=com.workpail.inkpad.
notepad.notes
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TABLE 4. Apps with the different combination of storage spaces.

Storage space consumed

App Names Installation | Data | Cache
Google Earth 11.66 26.35 19.41
Talking 3 Headed Dragon 55.35 14.44 9.2
Facebook 27.48 43.70 0.96
File Manager 7.37 15.4 7.34
Jw Language 14.24 77.04 0.02
London City Guide 5891 78.25 5.15
Google Maps 24.16 7.38 79.8
360 Online 43.56 10.57 | 0.02
Babel 51.98 1479 | 0.02
Subway Surf 44.49 47.89 743
Tom Loves Angela 16.87 69.04 1.56
Google Translate 5.53 272 0.34
Fxguru 57.23 27.76 0.06
Amazon Kindle 45.30 23.33 5.76
Talking Angella 56.56 28.98 6.00
Linguee 41.31 92.04 0.02

as per Figures 6 (b) and 6 (c). Overall, we can observe
that the majority of apps use a low(er) amount of storage
space; e.g., 80%, 97%, and 98% of all apps belong to the
lowest storage space consumption bins, i.e. 0.5MB - 20MB,
0.01MB - 20MB, and 0.01MB - 10MB respectively for instal-
lation, data, and cache storage spaces.

The battery consumption measured in our experiments
shows a relatively low variation between various apps, with
between 30% to 40% of the total battery (100%) being used
by each app during the measurement period.

We will further evaluate the consumption of resources by
selected obfuscation strategies in Section V-D.

V. PERFORMANCE OF OBFUSCATION STRATEGIES

In this section, we provide detailed investigation over the
effectiveness of ProfileGuard in obfuscating user profiles
through various candidate obfuscating strategies, described in
Section 11l i.e. similarity, bespoke, bespoke++, and random.
For this, we focus on 12 interest categories (and the corre-
sponding app categories) without loss of generality, which
we consider to be private: Comics, Games, Entertainment,
Health & Fitness, Media & Video, Medical, Music & Audio,
Shopping, Photography, Sports, Travel & Local, and Social.
For the obfuscation experiments, as detailed in Section IV-A,
same original set of apps S, are used from the profiling exper-
iments (belonging to a single private category), whereas we
choose the obfuscation apps S, from the remaining 2600 apps
in non-private categories.

We note that the private categories of Social and
Travel & Local (see Figure 4(b)) have a dominance ratio
D = 0. Therefore, although we perform the experiments for
the sake of completeness, we only show the interest categories
introduced by obfuscation, rather than the new D values.

We use various metrics, defined in Section III-C, to assess
different obfuscating strategies. As discussed the utility is
the reduction of dominance ratio D, R,, and usability Uy,
demonstrating the likelihood that the user would be interested
in an obfuscating app. The wutility is vastly dependent on
o and B i.e. weight coefficients, therefore we compare its
components separately rather than its combined effect. Recall
that the cost C is the increase in number of apps and is directly
related to the number of obfuscating apps. Following, we first
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demonstrate the minimum cost case i.e. when only one app is
used for obfuscation, subsequent, the multi-app cost case i.e.
targeting a change in dominating interest category.

A. MINIMUM APP COST CASE: PROFILE OBFUSCATION
WITH A SINGLE APPLICATION

Figure 7 shows obfuscated Interest profiles achieved by the
four obfuscation strategies. In order to compare, we also
include the original Interest profile, for the 12 selected private
categories. The effect of introducing a single obfuscating
app can be easily observed, it changes majority of categories
in newly constructed Interest profiles. As discussed earlier,
the objective of bespoke strategy is to introduce interests in
the already existing interest categories in original profiles,
excluding the private category. An additional benefit of the
bespoke++ strategy is to lower the overhead introduced
by the obfuscating apps. Figure 7 shows a similar perfor-
mance of the bespoke and bespoke++ strategies. For exam-
ple, when either of the strategies is applied to the Comics
profile, it increases the number of interests in Computers &
Electronics (which is the existing category in the original
profile) by one and two, respectively with the bespoke and
bespoke++ strategies (we note that minor differences in the
performance of these strategies are due to the overlap in
the profile interests of a number of apps). We note similar
change in newly constructed Interest profiles due to single
obfuscating app chosen by the random and similarity based
strategies, e.g., the similarity based strategy introduces two
new interests from Computers & Electronics interest’s cat-
egory to the Games profile. Finally, note that the entire set
of interests from original profile are present in the respective
obfuscated profiles. This confirms our earlier findings that
introducing a new app can either add a new interest to the
profile or leave it unchanged.

Table 5 presents the statistics for usability metric, Us, for
four obfuscating strategies. It can be observed that the simi-
larity strategy achieves higher score than the other strategies,
which indicates that it is highly probable that users would
utilise the suggested obfuscating applications. As demon-
strated in our earlier experiments, there is a minimum level
of activity required for apps to create an entry in an Interest
profile. Hence, it naturally follows that the similarity based
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TABLE 5. Average and standard deviation (St. dev.) values for
usability Us, for single-app and complete obfuscation.

Single-App
Similariy | Bespoke | Bespoke++ | Random
Avg 0.78 0.52 0.50 0.58
St. Dev. 0.09 0.16 0.15 0.16
Complete Obfuscation
Avg [ 080 [ 056 | 0.56 [ 057
St.Dev. | 006 [ 013 | 0.13 | 0.14

strategy will have a greater chance at achieving obfuscation.
Another interesting fact is to observe that both the bespoke
and bespoke++ strategies have slightly lower usability than
random strategy. It can be due to the fact that the former two
strategies focus on choosing obfuscating apps that generate
interests belonging to interest categories that are already
present in the Interest profile, without taking into consider-
ation whether the app may be of interest to the user.

Figure 8 shows the comparison of dominance ratio D for
private interest categories present in both obfuscated and
original profiles.

It can be observed that all the obfuscating strategies achieve
a reduction in dominance ratio R, for all but one of the
Interest profiles (Music & Audio for the random strategy).
In some instances, we note a substantial reduction in D,
such as, all strategies achieve a 50% reduction for Comics.
Furthermore, we observe an additional 17% in reduction of
dominance ratio in two categories i.e. Comics and Music &
Audio, using the bespoke—++ strategy as compared to bespoke
strategy.

In summary, we note that introducing a single obfusca-
tion app can potentially achieve a notable change in both
the overall structure of Interest profile and its dominance
ratio. However, the level of perturbation achieved with a
single app is not sufficient to modify the profile so that
new dominant categories emerge, i.e. to achieve complete
obfuscation.

B. COMPLETE OBFUSCATION

For complete obfuscation, we recursively select obfuscating
apps according to a specific strategy, as an example for
similarity based strategy, we select the obfuscating apps in
descending order i.e. starting with highest similarity value.
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FIGURE 7. Comparison of unique number of interests in the original and obfuscated interest profiles (|So| = 1).
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FIGURE 8. Comparison of Dominance Ratio D of original and obfuscated interest profiles when [So| = 1;
note the reduction Rp is shown on top of the bars for each category.

We then experimentally derive new Interest profile until any
non-private category becomes dominant. Figure 9 shows the
results of the obfuscated profiles for all strategies including
the original profile for comparison purposes, after complete
obfuscation is achieved. We observe significant differences
between the obfuscated and original profiles. We note that
after the complete obfuscation the originally dominant inter-
est categories are still present, since it adds up to the original
profile and profile entries are not removed, however they
are no longer dominant. For example, the similarity based
strategy changes the dominant interest category for Comics
profile from Arts & Entertainment to Computers & Electron-
ics, which is an already existed interest category in the origi-
nal profile. Similarly, the bespoke and bespoke+-+ strategies
only dominates to the already present interest categories,
as per their design (see Section III-B), the other two strategies
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can create interests from new categories. As an example,
the similarity based strategy introduces interests from two
new categories i.e. Computer & Electronics and Arts & Enter-
tainment, in the obfuscated Health & Fitness profile. In some
cases, we notice that entirely new interest category becomes
dominant, which did not exist in the original profile. For
instance, after obfuscation with both similarity and random
strategies, the dominant interest category in the Games profile
changes from Games to Computer & Electronics.

Table 5 presents the statistical results for the usability
metric for both the single-app and complete obfuscation. Note
that the usability metric for similarity based strategy and for
single-app obfuscation is considerably higher than for other
strategies. It shows that this strategy has the greatest chance
to succeed as the obfuscating apps recommended by this
strategy would more likely be utilised by the users.
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FIGURE 9. Comparison of unique number of interests in

the original and obfuscated interest profiles (complete

obfuscation); note the values of cost C are shown on top of the bars for each category.

TABLE 6. Comparison of unique ads received by the original and
obfuscated profiles.

Unique Ads
Cats Single-App Complete
O S B B++ R S B B++ R
CcO 134 141 121 73 124 | 324 | 282 159 343
EN 105 188 93 48 152 | 302 | 250 162 | 331
GA 36 63 122 53 136 | 268 158 105 291
HF 74 71 84 64 89 286 135 95 264
ME 57 78 82 54 86 196 163 117 219
MV 44 75 77 68 85 296 164 102 | 306
MA 91 112 86 75 95 308 195 124 | 318
PH 89 102 113 83 108 | 237 159 112 | 261
SH 67 86 92 63 96 219 171 126 | 273
SP 45 60 58 80 83 196 125 102 | 237
Profile Similarity (Jaccard Index)
Cats Single-App Complete
O S B B++ R S B B++ R

CO | 033 ] 026 | 0.14 | 0.18 | 0.20 | 0.13 | 0.06 | 0.12 | 0.08
EN [ 0.53 | 031 | 0.21 | 0.19 | 0.27 | 0.08 | 0.12 | 0.10 | 0.14
GA | 043 | 0.19 | 0.16 | 0.16 | 0.24 | 0.06 | 0.11 | 0.09 | 0.08
HF | 037 | 0.20 | 0.22 | 0.20 | 0.22 | 0.13 | 0.17 | 0.10 | 0.14
ME | 042 | 028 | 024 | 0.13 | 0.27 | 0.15 | 0.16 | 0.12 | 0.13
MV | 038 | 0.28 | 0.17 | 0.12 | 0.19 | 0.I1 | 0.20 | 0.09 | 0.13
MA | 041 | 0.22 | 0.21 | 0.14 | 030 | 0.12 | 0.16 | 0.12 | 0.16
PH | 047 | 031 | 026 | 0.11 | 0.28 | 0.09 | 0.11 | 0.13 | 0.15
SH | 038 | 0.18 | 021 | 0.12 | 022 | 0.14 | 0.18 | 0.I1 | 0.13
SP 048 | 0.21 | 0.14 | 0.17 | 026 | 0.13 | 0.16 | 0.13 | 0.11
First Column: Comics (CO), Entertainment (EN), Game (GA),

Health Fitness (HF), Medical (ME), Media Video (MV),

Music & Audio (MA), Photography (PH), Shopping (SH), Sports (SP)

Third Row: Original (O), Similarity (S), Bespoke (B),

Bespoke++ (B++), Random (R)

Figure 9 also includes the values of cost C, on the top of the
bars for each category. We can observe that the costs for the
random and similarity based strategies are similar, while the
bespoke and bespoke—++- strategies consistently incur similar
or lower costs, i.e., relative increase in the number of apps.

C. IMPACT ON ADS

The advertising companies utilise the user profiles created
by ad analytics for targeted advertising, as is also shown
by our work [27]. In this section, the impact of proposed
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obfuscating strategies is quantified based on received targeted
ads using the ad traffic captured in our experiments (see
Section IV-A). We calculate this by considering the similarity
between unique ads served to the original and obfuscated
profile, using the Jaccard Index J (A, B) = %; where A and
B are the sets of unique ads received by respective profiles.

Table 6 presents results for all strategies for the subset
of nine private categories in the obfuscation experiments for
both the single-app and complete obfuscation. We observe
a consistent increase in number of received unique ads,
by obfuscated profiles, for all suggested profiles and obfus-
cation strategies. The complete obfuscation results in sub-
stantial increase in number of unique ads i.e. more than
100% increase. It is also consistent with the increased num-
ber of interests generated in specific user profiles, gener-
ating a richer basis for targeted advertising. For instance,
both bespoke and bespoke—++- strategy, on average, introduce
an additional 9.9 interests, random strategy an additional
12 interests and similarity strategy 11.7, compared to the
average number of original 6 interests. Similarly, we note that
there is a proportional increase in the number of unique ads,
which is highest for the random (339%), followed by 304%
for similarity based, 165% for the bespoke strategy, and 77%
for the bespoke++ strategy. Note that apps introduced with
the bespoke++ strategy have (by strategy design) the lowest
number of unique ads (this is also reflected in the overhead,
which we will discuss in Section V-D).

D. RESOURCE USE IMPROVEMENTS

For evaluating the resource overhead generated by obfus-
cating apps, we use the experimental setup described in
Section IV-A, (2.5 hours of activity is captured for each app).

1) COMMUNICATION OVERHEAD
Table 7 shows the bandwidth utilised by the obfuscating
apps under different obfuscating strategies. We can observe
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TABLE 7. Bandwidth consumption (MB) by obfuscating apps calculated
for various obfuscation strategies; for single-app (left) and complete
(right) Obfuscations.

. Single-App Complete Obfuscation

Apps Categories | —g——5= T B TR S B [ B++ | R
Comics 488 [ 350 | 0.81 [ 3.52 1574 | 1217 | 737 | 1573
Entertainment 372 1249 [ 1.33 ] 256 1321 | 1553 | 632 | 18.07
Game 229 [ 213 [ 090 | 435 1376 | 10.69 | 428 | 1943
Health Fitness 350 | 3.61 [ 1.86 | 2.64 1267 | 947 | 448 | 16.27
Medical 3.13 [ 2.0I [ 095 | 450 1406 | 875 | 531 | 19.56
Media Video 421 1208 | 133 [ 329 1257 1 629 | 232 | 20.88
Music Audio 412 ]380 | 213 [ 433 1413 1 1023 | 540 | 17.53
Photography 224 1385 | 1.04 | 3.83 1643 | 824 | 233 | 12.54
Shopping 361 | 403 | 1.07 | 421 13.66 | 9.78 | 2.33 | 16.33
Sports 327 [ 219 [ 1.16 | 2718 1256 | 556 | 6.07 | 1245
Average 350 [ 297 [ 1.26 | 3.60 1388 | 9.67 | 325 | 16.88
St. Dev. 082 [ 085 ] 042 [ 0.75 1.31 2.85 1.81 2.83
S = Similarity, B = Bespoke, B++ = Bespoke++, R = Random

that for single-app obfuscation, the obfuscating apps utilise
an average of 3.60MB bandwidth of data (for ad related
activity) with the random strategy, followed by, respectively,
3.50MB, 2.97MB, and 1.26MB for similarity, bespoke and
bespoke++ strategies. For complete obfuscation, there is a
significantly higher difference in the bandwidth use, with,
respectively, 16.88MB, 13.88MB, 9.67MB and 3.25MB od
data used by obfuscating apps under the random, similarity,
bespoke and bespoke++ strategies. Although it is not sur-
prising that the bespoke and bespoke++ strategies benefit
from their (by design) customised app selection mechanisms,
it is interesting to note the relevance of bespoke++ strat-
egy to reduction of resource use. Compared to the similar-
ity strategy it delivers a 64% improvement and a smaller
but still significant improvement of 57% over the bespoke
strategy.

2) COMPUTING OVERHEAD

We note that the CPU usage of the obfuscating apps can be
clustered according to high-resource consuming apps, such
as game apps, with the usage in 25% to 30% and with the
low-resource usage apps with the CPU usage in between 15%
to 20%. Furthermore, the Table 8 shows the various storage
spaces for various obfuscating strategies under the single-
app complete obfuscations. Recall that these storage spaces
depend on the behaviour of apps in terms of storing tem-
porary files i.e. cache, the apps settings/databases/accounts
etc. data, and the actual apps’ files i.e. installation stor-
age sizes. We can observe that, on average, the obfuscating
apps consume 12.15MB, 14.76MB, 13.11MB, and 10.87MB
respectively under the similarity, bespoke, bespoke++-, and
random strategies. Similarly, these statistics under the com-
plete obfuscation are 125.95MB, 85.18MB, 78.53MB, and
128.85MB of used installation storage space. We can also
observe that the installation storage space is the dominant
factor, significantly higher than the cache and data space
needed. Note that various statistics under the complete obfus-
cation, given for various app’s categories and for different
storage types, are the sum of the storage spaces consumed
by all the obfuscating apps used for the complete obfuscation.
We farther note, among the three types of storage spaces, that
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the cache and data take less storage spaces compared to the
installation storage space.

3) BATTERY CONSUMPTION

We now evaluate the battery consumption by the apps under
different obfuscation strategies using single-app and com-
plete obfuscation. Table 9 shows the battery consumption for
different obfuscation strategies. We observe that the average
battery consumption for single-app obfuscation ranges from
31% to 33% of the total battery (i.e. 100% of full charge),
while this is increased to up to 40% with the complete obfus-
cation. This is in line with the higher number of apps used for
complete obfuscation.

VI. DISCUSSION

The use of privacy apps is very much dependent on the users’
motivation towards preserving their privacy. In recent times,
both with public and in the regulatory environment, there
has been an enormous increase in privacy awareness. This
has been motivated by the exposure of mass surveillance
activities [31] and by unintentional leaks of datasets with
personal records. Hence, there is an increased interest in
the adoption of personal (bespoke) privacy tools. The Pro-
fileGuard is considered to be consistent with the growing
number of app recommender and personalisation systems,
however, with an emphasis on not only suggesting apps of
interest to the users, but also enabling privacy protection.
The results achieved with the ProfileGuard using similarity
based strategy, presented in Section V, suggest that it can
reduce, on the average, the dominance ratio of a private
interest category by 46.3% with a single-app. Furthermore,
it ensures that the recommended apps are of actual use to the
individuals, with a good usability of 43.1% lower similarity
than the best app from those considered in the Google Play
apps set. We plan for more complex recommender system
approaches in future work.

The second issue relevant to the user is resource use -
we demonstrate that this can be significantly reduced by
selecting the bespoke++- strategy. During the total time of our
experiments (6 months) we have repeatedly built user profiles
based on the app categories (see Section IV and while the time
to establish a profile was consistent (24 hours, regardless of
the number of tested apps), the time required for an app to
register in the user profile was less so. The absolute values
for resource use, presented in Sections IV and V, for our
experiments where each app was utilised for 2.5 hours, indi-
cate a relatively large resource (e.g. bandwidth) use. On the
average, it ranges between close to 17MB with random to
around 3MB with bespoke++ strategy, to achieve complete
obfuscation. This increases the level of motivation for using
the bespoke-++- strategy, particularly for users who may be on
a fixed data use mobile plan. We note that AdMob or other
advertising companies may change the profiling rules (and
often do). E.g., the user profile on Android phones is currently
(as of July 2015) derived from both the mobile app and the
browsing use, so a combination of app based and browser
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TABLE 8. Installation, data, and cache storage space taken by the obfuscating apps for single-app (above) and complete (below) obfuscation.

Single-App Obfuscation
. Installation (MB) Cache (MB) Data (MB)
App Categories | — B B+t | R S T B [B++] R S B B+t R
Comics 468 | 2870 | 2354 | 734 1.64 | 1.94 | 0.63 | 1.68 342 | 247 0.15 7.75
Entertainment 11.82 5.12 9.64 8.58 0.85 | 099 | 1.32 | 0.38 8.92 5.65 2.92 3.29
Game 858 | 24.06 | 1447 | 3110 038 | 0.75 | 5.78 | 0.38 329 | 195 2.54 4.02
Health Fitness 8.89 1.52 13.64 14.25 0.67 | 0.13 | 4.66 | 0.25 0.54 0.51 1.22 4.13
Medical 3923 | 9.64 | 9.07 | 1104 122 [ 145 | 053 | 1.26 364 | 607 0.23 2.67
Media Video 19.86 54.52 1.27 8.92 0.81 | 0.75 | 1.09 | 1.74 5.85 7.39 1.42 7.48
Music Audio 445 502 | 959 | 829 198 | 1.44 | 042 | 0.76 234 | 8.20 0.98 7.26
Photography 16.09 8.95 41.12 0.96 094 | 0.16 | 5.64 | 0.44 0.36 4.25 0.36 8.17
Shopping 747 307 | 606 | 747 586 | 1.93 | 466 | 5.86 49.08 | 2.10 2.09 49.08
Sports 0.42 6.95 2.65 10.78 0.75 | 1.58 | 4.66 | 1.12 6.44 6.98 0.15 5.49
Average 1215 | 1476 | 13.11 | 10.87 I51 | LIT | 294 | 1.39 839 | 4.6 1.21 9.93
St. Dev. 11.09 16.61 11.72 7.88 1.60 | 0.66 | 230 | 1.66 14.54 2.67 1.03 13.90
Complete Obfuscation
Comics 104.37 63.79 87.45 | 128.43 1.64 | 090 | 1.02 | 2.64 17.53 | 14.99 | 1w8.22 72.75
Entertainment | 136.76 | 83.76 | 70.58 | 136.45 146 | 132 | 1.85 | 1.36 29.70 | 15.19 | 1420 | 100.03
Game 203.59 59.83 94.05 | 235.67 241 | 0.78 | 2.01 | 3.84 3342 | 11.80 21.45 113.06
Health Fitness | 98.44 | 9471 | 83.90 | 103.63 262 | 194 | 1.82 | 435 49.15 | 10.16 | 1457 | 7832
Medical 105.30 | 138.62 | 62.20 | 116.09 378 | 1.38 | 1.41 | 3.59 73.65 | 21.12 25.53 55.64
Media Video 12750 | 7492 | 7528 | 12641 247 | 072 | 2.01 | 2.19 2126 | 2029 | 2798 | 61.79
Music Audio 149.54 69.88 63.43 | 116.73 332 | 0.62 | 1.30 | 1.37 85.54 | 23.93 18.34 96.96
Photography 131.58 | 85.62 | 84.98 | 97.50 1.07 | 127 | 218 | 1.43 2389 | 14.67 | 18.76 | 55.13
Shopping 105.62 53.85 80.47 | 121.64 219 | 147 | 1.75 | 2.25 51.59 | 15.15 23.87 72.88
Sports 96.82 | 126.87 | 82.22 | 105.93 345 | 070 | 1.50 | 2.12 17.32 | 2249 | 2465 | 62.10
Average 125.95 85.18 78.53 | 128.85 244 | 1.11 | 1.69 | 2.51 40.31 | 16.98 20.76 76.87
St. Dev. 3274 | 28.10 | 1028 | 39.41 0.89 | 043 | 0.37 | 1.08 2404 | 4.67 4.69 20.15
S = Similarity, B = Bespoke, B++ = Bespoke, R = Random
TABLE 9. Battery consumption (%) by obfuscating apps calculated for arguably manageable. For the bespoke and bespoke++ strate-
single-app (left) and complete (right) obfuscation. . . .
gies there is a trade-off, where the level of pre-processing
S — S — Comple Obcaton required befqre these str.ategles can be effectively applle.d,
Sl T - BN Fh e based on a rich set of diverse apps, can be balanced with
Entertainment | 39.42 | 32.45 | 25.62 | 3131 3950 | 4025 | 3943 | 41.21 the resource use (and other) SaVingS delivered by these
Game 4046 | 33.44 | 27.78 | 24.12 38.05 | 39.00 | 39.37 | 40.23 .
Health Fitness 2441 | 37.02 | 31.75 | 26.29 39.50 | 40.67 | 39.08 | 40.00 Strategles.
Medical 32.01 | 38.10 | 26.49 | 40.26 41.56 | 39.67 | 40.33 | 40.00 . . .
Media Video | 24.07 | 3046 | 31.64 | 3720 4000 | 3950 | 3839 | 4025 We note that, to implement the bespoke strategy, it requires
S~ e a significant effort to derive the Interest profile for individ-
Shopping 29.05 [ 27.16 [ 29.69 | 29.40 40.00 [ 40.00 [ 40.22 [ 43.07 ual apps, if done manually. Additionally, we believe that it
Sports 3446 | 2521 | 30.16 | 31.48 39.75 | 41.00 | 39.92 | 42.29
Average 3147 [ 3160 | 2942 | 3326 39.65 | 40.08 | 39.18 | 40.96 would be difficult to collect this information voluntarily while
St. Dev. 6.75 4.40 2.69 5.98 1.04 1.13 1.06 1.14 . . . . . .
S = Similarity, B = Bespoke, B++ = Bespoke++, R = Random motivating users 1n a crowdsourcmg environment, as it the

based obfuscation may be needed to completely obfuscate the
full mobile profile (although our methodology would still be
applicable to app-based profiling, which is the topic of this
paper).

Considering the number of different options, we envisage
that the ProfileGuard system app (discussed in Section III-D)
would enable users to make an informed choice while select-
ing obfuscating apps, indicating (with every recommended
app) the level of preference for usability, resource use, and
privacy protection along with the their expected levels for all
parameters.

On a system level, for a specific selection strategy, we con-
sider the level of effort required by the obfuscation system
engine in order to select the candidate obfuscation apps.
From a practical point of view, the similarity based strat-
egy has a comparable level of implementation effort to
the recommender system apps like AppBrain [26], and we
note that this is higher than for a random strategy, it is
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requirement is to run a selected app in isolation (starting
with already reset Google profile) and the profile needs to be
manually checked and recorded. However, an approximation
of the profile could be derived (and this process automated)
based on the app category and keywords, using the interest
mapping approach outlined in Section IV-B. We note that
this would incur a penalty in profile accuracy, which needs
to be evaluated in future work. Obtaining the ad frequency
to estimate the bandwidth use for the bespoke++ strategy
would be a relatively simple task, that could be automated on
the mobile devices and crowdsourced (e.g., the ProfileGuard
app could perform a short test to capture the ad request traffic
and subsequently forward this to the back end, for inclusion
in the database).

Considering the utility, the app cost and resource use for
all strategies, we believe that the similarity based strategy
has the best overall potential for implementation in a real
world obfuscation system. As a second choice, this should
be augmented with the bespoke++ strategy for a resource
constrained mobile user.
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VII. RELATED WORK

Privacy threats resulting from collecting individual’s online
data have been extensively investigated in the literature, with
anumber of works [32]-[39] demonstrating how it is possible
to infer user’s undisclosed private information such as age,
gender, relationship status, etc. from their online data. In [34],
the authors analysed client-side browsing history of 250K
users and were able to infer various personal attributes includ-
ing age, gender, race, education and income. The extent
of data collection and the related privacy treats were first
investigated in [3]. Specific information leakage through
ad library APIs was presented in [7], while further works
including [5] and [6] demonstrate the potential for infer-
ence attacks based on (captured) ads from user’s browsing
sessions.

Researchers have evaluated how users’ history can
be tracked with browser fingerprinting and cookie
syncing [8], [9], the extent of web tracking [4], [40]-[42],
user tracking on multiple devices [43], privacy implications
using active and passive learning approaches [2], and how
third party tracking services leak information [44]. Another
work utilizes Oracle’s Bluekai registry to investigate user
profiling process by simulating web browsing sessions
based on the updates posted to Reddit [45]. A second study,
based on a large-scale measurement, evaluates the extent
of privacy leakage in location-based mobile advertising
services [46]. The authors further implement a mechanism
for obfuscating the location data in real-time, which disrupts
the targeted mobile ads. Studies have shown that the profiling
for online advertisements is largely biased [47] and often
not correct [48], [49] causing many users feel uncomfortable
with being profiled [50] and requesting more control over
their data [51].

We note that the majority of prior works on privacy protec-
tion in advertising systems have focused on browser based
ads [14]-[17], [52], [53] while only a small body of work
addresses in-app targeted ads, which is the primary focus of
our work [18]. A number of proposals advocate the use of
locally (either in the browser of the mobile device) derived
user profiles, where user’s interests are generalised and/or
partially removed (according to user’s privacy preferences),
before being forwarded to the server or an intermediary that
selected the appropriate ads to be forwarded to the clients.
The privacy requirements are also, in a number of prior works,
considered in parallel with achieving bandwidth efficiency
for ad delivery, by using caching mechanisms [12], [54], [55].

The simplest and straightforward privacy protection mech-
anism is to anonymise data by masking or removing specific
data fields (direct identifiers) that expose personal infor-
mation. In the context of targeted advertising, the removal
of direct identifiers includes user IDs (replacing them with
temporary IDs) or mechanisms to hide used network address
(e.g., using TOR [56]). The PBooster [15], an anonymisation
scheme for web browsing history, protects user’s privacy
by anonymising users’ browsing history by first inferring
relevant links and then adding those links to the browsing
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history. However, if only the most obvious anonymisation is
applied without introducing additional (profiling and target-
ing oriented) features, the ad networks ecosystem would be
effectively disabled.

The second group of privacy mechanisms uses obfuscation
techniques. A large body of research work focuses on generic
noisy techniques, starting with [57] who have proposed the
approach of adding random values to data, generated inde-
pendently of the data itself, from a known e.g., the uniform
distribution. Subsequent publications (e.g., [58]) improve the
initial technique, however other research work [59] has iden-
tified the shortcomings of this approach, where the added
noise may be removed by data analysis and the original
data (values) recovered.

Generalisation and noisy approaches have been recently
analysed and compared in [60], [61], demonstrating the
advantage of noisy techniques. A novel noisy technique for
privacy preserving personalisation of web searches is also
recently proposed [61]. In this work, the authors use Bloom
cookies that comprise a noisy version of the locally derived
profile. This version is generated by using Bloom filters [62],
an efficient data structure; they evaluate the privacy ver-
sus personalisation trade-off. Another approach generalises
potentially identifying user data (e.g., gender, ZIP code),
referred to as quasi-identifiers (QIDs), by grouping them into
a broader category that includes a specific minimum number
of users (e.g., locations into post codes) [63], [64]. This
approach is applied in practice in most ad networks by intro-
ducing a minimum group size for targeted ads (see e.g. [65]),
however, this (traditional) approach has been demonstrated as
inadequate by a number of research works (e.g., [66]), where
anonymised private information was linked to other publicly
available data, resulting in private data exposure.

Differential privacy [67] is a noisy technique that provides
an unconditional privacy guarantee, assuming any compu-
tational power, or externally available information to the
attacker attempting to break privacy and derive information
about users. A number of prior works use differential privacy
in the context of profiling and advertising. The authors in [68]
propose a system for differentially private statistical queries
by a data aggregator, over distributed users data. A proxy
(assumed to be honest-but-curious) is placed between the
analyst (aggregator) and the clients and secure communica-
tions including authentication and traffic confidentiality are
accomplished using TLS [69].

The SplitX system [70] also provides differential privacy
guarantees and relies on intermediate nodes, that forward and
process the messages between the client that locally stores
their (own) data and the data aggregator. Further examples
include works proposing the use of distributed differential
privacy [71], [72]. We note that above approaches may render
targeted advertising to be ineffective as they introduce noise
to the user profile. While our approach relies on modifying
the user profile, we do so in a calculated manner with the
aim of reducing the dominance of selected private user profile
interest categories.

143833



IEEE Access

1. Ullah et al.: Protecting Private Attributes in App Based Mobile User Profiling

Additionally, cryptographic solutions can be used to pro-
vide part of the system functionality. They are commonly
used in conjunction with obfuscation, e.g., in [71], [72] or
generalisation [13]. [71] combines differential privacy with
a homomorphic cryptosystem. Chen et al. [68] uses crypto-
graphic mechanism to combine client-provided data (modi-
fied in accordance with differential privacy). They utilise a
probabilistic Goldwasser-Micali cryptosystem [73]. In their
subsequent work [70], the authors use an XOR-based crypto-
mechanism to provide both anonymity and unlinkability to
analysis (queries) of differentially private data distributed
on user’s devices (clients). Adnostic [13] uses a combina-
tion of homomorphic encryption and zero-knowledge proof
mechanisms to enable accounting and billing in the adver-
tising system in a (for the user) privacy pre- serving way.
Effectively, the user is protected as neither the publisher
(website that includes the ads) or the advertisers (that own
the ads) have knowledge about which users viewed spe-
cific ads. A web-based advertising system based on Private
Information retrieval was first proposed by Juels [74], where
they use information-theoretic (threshold) PIR in an honest-
but-curious multi-server architecture. Finally, a cryptogra-
phy technique, mixing [75], [76] is also commonly used
as part of anonymisation [74], [77], where mix servers are
used as intermediaries that permute (and re-encrypt) the
input.

We note that the previously proposed in-browser and in-
app private advertising systems protect the full user profile
and advocate the use of novel mechanisms that necessitate
re-designing of some parts or all of the current advertising
systems (although some, e.g., Adnostic [13] can operate in
parallel with the existing systems). Our proposal focuses on
the protection of selected attribute(s) and does not require
any changes to the current ad networks; i.e., it enables stan-
dard profiling and targeted advertising, however based on
attributes that the user does not consider private.

VIil. CONCLUSION

We propose to directly obfuscate the mobile app based pro-
filing by introducing obfuscating apps. We demonstrate that
the similarity based strategy can achieve a good level of
obfuscation of both the profiles and correspondingly received
ads, which can be viewed as a version of an app recommender
system. We also show how a resource-aware strategy can be
used to further enhance the performance of the obfuscating
system, by reducing the use of bandwidth and other mobile
resources. In future work, our plan is to further investigate
various factors that could influence the acceptability of an
app-based obfuscation system in a real world environment.
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