
Received July 10, 2020, accepted July 27, 2020, date of publication August 3, 2020, date of current version August 12, 2020.

Digital Object Identifier 10.1109/ACCESS.2020.3013635

Secure Massive MIMO Downlink With
Low-Resolution ADCs/DACs in the
Presence of Active Eavesdropping
QIAN XU , (Graduate Student Member, IEEE), AND PINYI REN , (Member, IEEE)
School of Information and Communications Engineering, Xi’an Jiaotong University, Xi’an 710049, China
Shaanxi Smart Networks and Ubiquitous Access Research Center, Xi’an 710049, China

Corresponding author: Pinyi Ren (pyren@mail.xjtu.edu.cn)

This work was supported in part by the National Natural Science Foundation of China under Grant 61941119 and Grant 61431011; and in
part by the Fundamental Research Funds for the Central Universities.

ABSTRACT In this paper we study the secrecy performance of a downlink massive multiple-input multiple-
output (MIMO) system in the presence of pilot spoofing attack (PSA). Specifically, the base station (BS),
which is equipped with low-resolution analog-to-digital converters (ADCs) and digital-to-analog convert-
ers (DACs), exploits the low-complexity random artificial noise (AN) to improve secrecy. With the aid of
the additive quantization noise model, the ergodic secrecy rate is derived. Based on the derived results,
we study the impact of ADCs’ and DACs’ resolutions on the secrecy performance for the two different
scenarios: the scenarios with and without the knowledge of the PSA power. The optimal power allocation
parameter, which allocates power between the information-bearing signal and AN, is derived for the scenario
with the knowledge of the PSA power. For ADCs, our theoretical results indicate that high-resolution ADCs
are always favorable for improving secrecy, regardless of the availability of the PSA power. However, the
impact of DACs’ resolution is related to the knowledge of the PSA power. For the scenario without the PSA
power, enhancing the resolution of DACs does not necessarily improve the secrecy performance due to the
inappropriate power allocation. For the scenario with the PSA power, DACs with different resolutions can
achieve the same ergodic secrecy rate in most cases, since the optimal power allocation can make a balance
between mitigating the rate loss due to coarse quantization and injecting AN for anti-eavesdropping. Only
in the case where the PSA power is small, high-resolution DACs achieve a higher ergodic secrecy rate.
Finally, we propose a PSA detection method and study the effect of low-resolution ADCs on the detection
performance. It is found that the resolution of ADCs has little effect on the performance of PSA detection.

INDEX TERMS Physical layer security, massiveMIMO, low-resolution ADCs, low-resolution DACs, active
eavesdropping.

I. INTRODUCTION
Due to the increasingly ubiquitous information exchange
among mobile users, the secrecy assurance of private
messages is becoming more and more important and has
aroused great research interests. However, the broadcast
nature of wireless channels exposes the confidential messages
to eavesdroppers, which greatly increases the risk of infor-
mation leakage. The traditional anti-eavesdropping strategy
is based on cryptography. For this cryptographic method,
secret keys are needed to encrypt the confidential message
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before transmission. Thus, the generation and distribution
of secret keys is the most important issue for this method.
Different from the cryptographic method, physical layer
security (PLS) [1], which has been considered as another
promising anti-eavesdropping strategy, can achieve secure
transmission without secret keys. Moreover, PLS can achieve
information-theoretical secrecy. That is, the achieved secrecy
is always guaranteed regardless of the eavesdropper’s com-
puting capability. The core idea of PLS is exploiting the
randomness and independence of wireless channels to guar-
antee the secrecy of the transmitted message. By using the
wiretap codes [2], the confidential message can be success-
fully obtained by the intended user while unaccessible to

VOLUME 8, 2020 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 140981

https://orcid.org/0000-0002-4979-3932
https://orcid.org/0000-0002-0147-3673
https://orcid.org/0000-0002-6867-4277


Q. Xu, P. Ren: Secure Massive MIMO Downlink With Low-Resolution ADCs/DACs in the Presence of Active Eavesdropping

the eavesdropper. Based on the theoretical work in [2]–[4],
a great number of PLS-based secure transmission strategies
have been proposed, including artificial noise injection [5],
secure precoding [6], and cooperative transmission [7], [8].

Among many PLS-based secure transmission techniques,
multi-antenna transmission is an important technique, since
it can boost the signal power at intended users while
degrade that at eavesdroppers. From this perspective, massive
multiple-input multiple-output (MIMO) is naturally benefi-
cial for secrecy improvement due to the large number of
antennas at the base station (BS) [9], [10]. With the channel
state information (CSI) of intended users, the signal beams
can be directed to intended users with little signal intercepted
by eavesdroppers. Note that the eavesdroppers in [9], [10]
are passive eavesdroppers who keep silent without trans-
mitting any signals. In contrast, the eavesdroppers who can
transmit to facilitate eavesdropping are called active eaves-
droppers. Typically, the active eavesdropper can launch two
kinds of attacks, jamming attack [11], [12] and pilot spoofing
attack (PSA) [13]–[17]. For jamming attack, the eavesdrop-
per broadcasts jamming signal or random noise to block
the signal reception at intended users. On the contrary, PSA
focuses on the channel estimation phase instead of the mes-
sage transmission phase. By sending the same pilot sequence
as the intended user’s, the estimated channel of the intended
user is contaminated by the eavesdropping link, which will
make the BS beamform the confidential message to the eaves-
dropper. In this paper, we only consider the threat of PSA as
in [13]–[17]. The research in [13] evaluated the achievable
secrecy rate of a massive MIMO relay system and concluded
that the detrimental effect of PSA cannot be mitigated even
with infinite number of antennas at the BS. The works in [14]
and [15] first detected the existence of PSA using energy
detectors and then performed secure downlink precoding.
The authors in [16] exploited random pilot sequences for PSA
detection while the authors in [17] proposed a double training
method for PSA detection.

The aforementioned research works all assume per-
fect analog-to-digital converters (ADCs) and digital-to-
analog converters (DACs). However, according to [18],
the energy consumption of ADCs and DACs grows expo-
nentially with the quantization bits. For a practical mas-
sive MIMO system with hundreds of antennas, the power
consumption will be prohibitively high if each antenna
is connected to an infinite-resolution ADC for signal
receiving and infinite-resolution DAC for signal transmis-
sion. To tackle this issue, great research effort has been
devoted to low-resolution ADCs/DACs [19]–[24] and mixed-
ADCs/DACs [25], [26] for reducing power consumption.
For low-resolution ADCs/DACs in [19]–[24], the ADC/DAC
for each antenna has the same number of quantization bits
(e.g., 1-3 bits). The work in [19] studied the channel
estimation with low-resolution ADCs. It is concluded that
massive MIMO with low-resolution ADCs requires more
training time compared with the system with infinite-
resolution ADCs. The work in [20] investigated the energy

efficiency of massive MIMO system with low-resolution
ADCs while the work in [21] considered both the low-
resolutionADCs andDACs. The above study is then extended
to full-duplex massive MIMO as in [22] and [23]. Different
from [19]–[23] where the Rayleigh fading was assumed,
the work in [24] studied the uplink spectral efficiency of
massive MIMO with low-resolution ADCs in Rician fading
environment. For mixed-ADCs/DACs in [25], [26], both low-
resolution and infinite-resolution ADCs/DACs are employed.
The work in [25] showed that the mixed-ADC/DAC system
can achieve a favorable trade-off between throughput and
power consumption. The performance of the above mixed-
ADC/DAC structure is also studied for Rician fading chan-
nels in [26]. A comprehensive study of millimeter-wave mas-
siveMIMO systemswith low-resolutionADCswas presented
in [27], where several key issues such as channel estimation
and signal detection were investigated.

Although there have been plenty of studies on massive
MIMO with low-resolution ADCs/DACs, to the best of our
knowledge, only a few research works [28]–[30] have investi-
gated the secrecy performance of such systems when exposed
to eavesdroppers. The authors in [28] considered a massive
MIMO amplify-and-forward (AF) relay system where the
relay is equipped with low-resolution ADCs but infinite-
resolution DACs. The achievable secrecy rate and the secrecy
energy efficiency were analyzed. A similar scenario was con-
sidered in [29] but with an injected null-space artificial noise
(AN) for secrecy improvement. Different from the above
two works, the work in [30] assumed low-resolution DACs.
By studying the ergodic secrecy rate, it was found in [30]
that the quantization noise of low-resolution DACs can be
regarded as another form of AN, which may enhance the
secrecy rate in some scenarios.

Inspired by the above considerations, in this paper,
we study the secrecy performance1 of a downlink massive
MIMO system where the BS is equipped with low-resolution
ADCs/DACs. Different from [28]–[30], we study the impact
of the coarse quantization of both ADCs and DACs. More
importantly, the eavesdroppers in our work are assumed to
be able to launch PSA to facilitate eavesdropping, which
has not been addressed in [28]–[30]. With PSA, it is impor-
tant to study both the impact of low-resolution DACs and
the impact of low-resolution ADCs. Due to PSA, the esti-
mated channel at the BS includes both the channel for the
intended user and that for the eavesdropper. Increasing the
quantization bits of ADCs not only improves the estimation
accuracy for the intended user’s channel but also for the
eavesdropper’s channel. Consequently, it is unclear whether
increasing the resolution of ADCs is beneficial for secrecy
improvement or not. Moreover, the BS can employ some PSA
detection methods to discover the existence of PSA. It is

1The secrecy performance considered in this paper mainly includes the
ergodic secrecy rate and the maximum tolerable PSA power. The energy
efficiency [25], [26], which is specified as secrecy energy efficiency [28],
[29] in the context of PLS-based secure communications, is beyond the scope
of this paper and left for our future work.
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obvious that ADCs with different quantization bits lead to
different PSA detection performances. As for DACs, due to
the existence of PSA, the impact of low-resolution DACs is
related to the knowledge of the PSA power, i.e., the eaves-
dropper’s pilot transmit power. More detailed analyses are
given in the following sections.We now summarize our major
contributions as below.

1) We consider a time-division-duplex (TDD) massive
MIMO system where the BS is equipped with low-
resolution ADCs and low-resolution DACs. The BS
performs channel estimation in the presence of PSA,
based on which the matched filter (MF) precoding
and random AN are exploited for downlink transmis-
sion. By using the additive quantization noise model
(AQNM) as in [19]–[29], we derive the ergodic secrecy
rate for the system. Then, the maximum tolerable PSA
power is derived, which is the PSA power that reduces
the secrecy rate to zero. The optimal power allocation
parameter is also derived, which however needs the
knowledge of the PSA power.

2) The impact of low-resolution ADCs and low-resolution
DACs on the secrecy performance is studied for the
following two scenarios: the scenario where the BS
knows the PSA power; the scenario where the PSA
power is unknown to the BS. It is found that for both the
two scenarios, enhancing the number of quantization
bits of ADCs is useful for secrecy improvement.

3) The impact of low-resolution DACs depends on the
knowledge of the PSA power. For the scenario without
the PSA power, the optimal power allocation param-
eter is unavailable. In this case, when the power allo-
cated to AN is sufficient, high-resolutionDACs achieve
larger secrecy rate than low-resolution DACs. In con-
trast, when the power allocated to AN is small, low-
resolution DACs are better. For the scenario with the
PSA power, the BS can exploit the optimal power
allocation parameter. With the optimal power alloca-
tion, it is found that the same ergodic secrecy rate
can be achieved for DACs with different quantization
bits. Only in the case with a small PSA power, high-
resolution DACs are preferred.

4) A PSA detection method is proposed based on the
energy of the received signal. The impact of ADCs’
resolution on the detection performance is studied. It is
found that given a predetermined false alarm proba-
bility, the resolution of ADCs has little impact on the
successful detection probability of PSA.

The outline of this paper is given as follows. Section II
introduces the system model including system topology,
quantization model, channel estimation, and downlink trans-
mission. Section III evaluates the secrecy performance from
the perspective of ergodic secrecy rate as well as maximum
tolerable PSA power. The optimization of power allocation
is also studied in Section III. Then, the impact of ADCs’
and DACs’ resolution is studied in Section IV. Section V
proposes a PSA detection method and evaluates the impact of

low-resolution ADCs on the detection performance. Numeri-
cal results are presented in Section VI to verify our analytical
results. Finally, the paper concludes with Section VII.
Notations: In this paper, we use bold lower-case and bold

upper-case letters to denote vectors and matrices, respec-
tively. (·)T , (·)∗, and (·)H represent the transpose, conjugate,
and conjugate transpose of a matrix or vector, respectively.
For a square matrixA, we useA−1 to denote the inverse ofA.
The N×N identity matrix is denoted as IN . x ∈ CN×1 means
that x is a N × 1 complex-valued vector. Finally, CN (0, �)
represents the circular symmetric complex Gaussian distribu-
tion with mean zero and covariance �.

FIGURE 1. System model: Downlink massive MIMO system exposed to
active eavesdroppers.

II. SYSTEM MODEL
A. SYSTEM DESCRIPTION
We consider a downlink massive MIMO system where the
Nt -antenna BS transmits confidential messages to K single-
antenna intended users, as illustrated in Fig. 1. Meantime,
there are also K single-antenna active eavesdroppers Eves
who can transmit to help eavesdrop the confidential mes-
sages. Similar to [17], we assume that each user is eaves-
dropped by a single Eve, i.e., the kth user is eavesdropped
by the kth Eve, which is typical enough for studying the
threat of PSA attack. The massive MIMO system works in
the TDD mode, where the channel reciprocity holds. The
wireless channel between the BS and the kth user is denoted
as hk ∈ CNt×1 while the wireless channel between the BS
and the kth Eve is denoted as he,k ∈ CNt×1. As discussed
in Section I, the active eavesdropper can launch jamming
attack or PSA. In this paper, we only consider PSA, since the
Eves in this paper are assumed to work in half-duplex mode.
Therefore, they cannot eavesdrop the downlink transmission
if they perform jamming at the same time.

B. QUANTIZATION MODEL
In general, it is difficult to accurately characterize the effect
of quantization since the quantization operation is nonlinear.
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Fortunately, the AQNM has been proposed for efficiently
evaluating the performance of a quantized system, and has
been widely adopted in quantized massive MIMO systems
[19]–[29]. With AQNM, the signal after quantization can be
approximated as the sum of two uncorrelated terms

y = Q(̃y) = αỹ+ q, (1)

where Q(·) denotes the quantization operation, ỹ and y
are the input and the output of the quantizer, respectively.
In addition, q is the additive Gaussian quantization noise
which is uncorrelated with ỹ. According to [22], the covari-
ance of q is given by

Cqq = α(1− α)diag
(
E
{̃
ỹyH

})
. (2)

The parameter α is the linear gain, the value of which depends
on the quantization bits b of the quantizer. The typical values
of α are given in Table 1 [22]. For b > 5, the value of α
is α = 1 −

√
3π
2 2−2b [31]. We can see that the value of α

is smaller than 1, which characterizes the attenuation of the
signal due to quantization.

TABLE 1. Values of α for different quantization bits b.

C. CHANNEL ESTIMATION
Before downlink transmission, the BS needs to acquire the
instantaneous CSI for downlink precoder design. In TDD
communications systems, the channel between the BS and
intended users can be estimated through uplink channel train-
ing due to channel reciprocity. To avoid pilot contamination,
τ -length (τ ≥ K ) orthogonal pilot sequences are exploited.
Specifically, the pilot sequence of user k , which is denoted as
ϕk , is designed as the kth column of the unnormalized τ × τ
discrete Fourier transform (DFT) matrix with ϕHk ϕk = τ and
ϕHk ϕi = 0 for ∀i 6= k . Since the pilot sequences are usually
publicly known, after being synchronized with the BS, the kth
Eve can send the identical pilot sequence with user k to make
the BS beamform the confidential message of user k towards
herself. Thus, the received pilot signal at the BS is given by

Ỹp =
√
Pp

K∑
k=1

hkϕTk +
√
Pe

K∑
k=1

he,kϕTk + Np, (3)

where Pp is the pilot transmit power of intended users;
Pe represents the PSA power, which is the pilot transmit
power for Eves; Np ∈ CNt×τ is the receiver noise at
the BS with independent and identically distributed (i.i.d.)
CN (0, 1) element. To gain some simple but insightful results,
we adopt a simplified channel model as in [10], [30] where
the entries of hk and he,k , k = 1, . . . ,K , are modeled as i.i.d.
complex-valued Gaussian variables with mean zero and

unit variance.2 With this model, the strength of the PSA is
mainly determined by the value of Pe compared with Pp.

As shown in Fig. 1, the received signal Ỹp needs to be quan-
tized by the ADC before being further processed for channel
estimation. With the aid of the AQNM in (1), the quantized
signal can be expressed as [20], [22]

Yp = Q(Ỹp) = αAỸp +Qp, (4)

where αA depends on the number of quantization bits of
ADCs, as shown in Table 1. Qp = [qp,1, . . . ,qp,τ ] is the
quantization noise with qp,t ∼ CN (0,Cqpqp ), t = 1, . . . , τ .
According to [19], [20], the covariance matrix Cqpqp can be
calculated as

Cqpqp = αA(1− αA)diag
(
E{̃yp,t ỹHp,t }

)
= σ 2

qpINt , (5)

where ỹp,t is the tth column of Ỹp, and

σ 2
qp = αA(1− αA)

(
KPp + KPe + 1

)
. (6)

For estimating the channel between the BS and user k ,
we project the quantized signal Yp onto ϕ∗k and obtain

ŷk = Ypϕ
∗
k

= ταA
√
Pphk + ταA

√
Pehe,k + αANpϕ

∗
k +Qpϕ

∗
k . (7)

Based on ŷk , the linear minimum mean squared error
(LMMSE) estimate of hk is given by [20]

ĥk = CH
yhC
−1
yy ŷk , (8)

where

CH
yh = E

{
hk ŷHk

}
= ταA

√
PpINt (9)

and

Cyy = E
{̂
yk ŷHk

}
=

(
τ 2α2APp + τ

2α2APe + τα
2
A + τσ

2
qp

)
INt . (10)

Note that although the theoretical expression for Cyy in (10)
involves Pe, Cyy can be obtained empirically by calculating
E
{̂
yk ŷHk

}
based on the observed ŷk . From (8)–(10), the esti-

mated channel between the BS and user k can be formu-
lated as

ĥk=ξταA
√
Pphk + ξταA

√
Pehe,k + ξαANpϕ

∗
k + ξQpϕ

∗
k

(11)

2Similar to many existing studies on massive MIMO [9], [10], [16], [17],
[21]–[23], [25], [28]–[30], the independent Rayleigh fading is assumed in
this paper, where the correlation among antennas and users is not considered.
In real propagation environment, the correlation usually exists due to limited
number of scatters, and thus there will be gap between the theoretical result
based on the i.i.d. Rayleigh fading and the one based on measured channels.
As shown in [32], [33], the gap can be very small in several scenarios for
different types of antenna arrays, which implies that the use of i.i.d. Rayleigh
fading can provide a theoretical evaluation for the realistic system. Therefore,
in this paper we use the i.i.d. Rayleigh fading model for performance
analysis. More specific channel models such as the cluster based model in
[34] and the corresponding performance difference will be considered in our
future work.
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with

ξ =
αA
√
Pp

τα2APp + τα
2
APe + α

2
A + σ

2
qp

. (12)

As indicated in (11), due to the PSA, the estimated channel for
user k is contaminated by the eavesdropping link he,k , which
will leak user k’s downlink confidential message to Eve k .

From (11), the estimated channel ĥk follows a complex
Gaussian distributionwithmean zero and covariance given by

Cĥk ĥk = E
{̂
hk ĥHk

}
= σ̂ 2

0 INt , (13)

where

σ̂ 2
0 =

τα2APp
τα2APp + τα

2
APe + α

2
A + σ

2
qp

. (14)

Denoting the channel estimation error for user k as 1hk ,
we have

hk = ĥk +1hk . (15)

Based on the orthogonality property of LMMSE estima-
tion, ĥk and 1hk are uncorrelated. Moreover, since they
are both complex Gaussian distributed, ĥk and 1hk are
independent [20], [22].

D. DOWNLINK TRANSMISSION
With the estimated channel, the BS can design down-
link precoders for achieving secure message transmission
to each user. Considering that the zero-forcing precoding
needs to calculate the inverse of the estimated channel
Ĥ = [̂h1, . . . , ĥK ], the computational complexity of which
is prohibitively high for massive MIMO with large Nt ,
we exploit the simpler MF precoding for downlink transmis-
sion. To enhance secrecy, AN is injected into the information-
bearing signal. Also, for reducing computational complexity,
we employ the random AN [13], [30], which is proved to
be beneficial for secrecy improvement in massive MIMO
although the AN is inevitably leaked to intended users. Thus,
the downlink transmit signal before quantization can be for-
mulated as

x̃ = γ1
√
θPd Ĥ∗s+ γ2

√
(1− θ )PdWz, (16)

where s and z are the information-bearing symbol vector
and AN vector, respectively, where E

{
ssH

}
= IK and z ∼

CN (0, INt−K ); W = [w1, . . . ,wNt−K ] is the AN shaping
matrix, where wi is randomly generated as wi =

w̄i
‖w̄i‖

with
w̄i ∼ CN (0, INt ); Pd denotes the average downlink trans-
mit power at the BS, and θ ∈ [0, 1] represents the power
allocation between the information-bearing signal and AN.
To satisfy the average power constraint at the BS, the constant
amplification factors γ1 and γ2 are given by

γ1 =
1√

E{‖Ĥ∗s‖2}
=

1√
KNt σ̂ 2

0

, (17a)

γ2 =
1√

E{‖Wz‖2}
=

1
√
Nt − K

. (17b)

Note that although the value of γ1 depends on σ̂ 2
0 which is

related to Pe, σ̂ 2
0 can be obtained empirically based on the

observed covariance of ĥk .
Similar to the uplink channel estimation, for the down-

link transmission phase, the signal x̃ needs to be quantized
by DACs before transmission. By using the AQNM in (1),
the signal after quantization can be expressed as

x = Q(̃x) = αDx̃+ qd , (18)

where αD is determined by the number of quantization bits
of DACs, and qd is the quantization noise whose covariance
matrix is [25], [30]

Cqdqd

= αD(1− αD)diag
(
E{̃x̃xH }

)
= αD(1−αD)diag

(
θPdγ 2

1 Ĥ
∗ĤT
+ (1−θ )Pdγ 2

2WWH
)
.

(19)

The average power of the quantized signal equals

E{‖x‖2}
= E

{
Tr(xxH )

}
= Tr

(
α2DE{̃x̃x

H
} + Cqdqd

)
= Tr

(
α2Ddiag

(
E{̃x̃xH }

)
+ αD(1− αD)diag

(
E{̃x̃xH }

) )
= αDE

{
‖̃x‖2

}
= αDPd . (20)

From (20), the average power of the quantized signal scales
with αD. To make a fair comparison among DACs with
different quantization bits, similar to [21], [25], we introduce
a normalization factor 1

√
αD

and the final transmit signal can
be expressed as

xd =
1
√
αD

x =
√
αDx̃+

1
√
αD

qd (21)

with E{‖xd‖2} = Pd .

III. SECRECY PERFORMANCE ANALYSIS
First of all, we focus on the achievable ergodic rates at
intended users and Eves, respectively. Accordingly, the
ergodic secrecy rate for each user is derived. Then, the maxi-
mum tolerable PSA power, which reduces the secrecy rate to
zero, is investigated. Finally, the optimal θ which maximizes
the ergodic secrecy rate is derived.

A. ERGODIC RATE AT INTENDED USER
With the normalized quantized signal xd in (21), the received
signal at user k , k = 1, . . . ,K , is given by

rk = hTk xd + nk

=

√
θPdαDγ1hTk ĥ

∗
ksk +

√
θPdαDγ1

K∑
i 6=k

hTk ĥ
∗
i si

+

√
(1− θ )PdαDγ2hTkWz+

1
√
αD

hTk qd + nk , (22)
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where nk ∼ CN (0, 1) is the receiver noise. As in [10],
the ergodic rate at user k is given by (23) at the bottom of the
page. However, it is difficult to obtain an analytically tractable
result for the expected value in (23). Therefore, we use the
method in [10], [13], [16] to find a tractable lower bound for
(23), which will finally provide a lower bound for the ergodic
secrecy rate of the system.

Considering that there is no downlink channel training for
users to acquire the CSI, as in [10], [13], [16] we assume
that the statistical CSI is exploited by each intended user for
signal detection. Thus, the received signal at user k can be
rewritten as

rk =
√
θPdαDγ1E{hTk ĥ

∗
k}sk + ñk (24)

with effective noise ñk defined as

ñk =
√
θPdαDγ1

(
hTk ĥ

∗
k − E{hTk ĥ

∗
k}

)
sk

+

√
θPdαDγ1

K∑
i 6=k

hTk ĥ
∗
i si +

√
(1− θ )PdαDγ2hTkWz

+
1
√
αD

hTk qd + nk . (25)

Note that the effective noise is uncorrelated with the desired
signal. Considering that the worst uncorrelated additive noise
is Gaussian distributed, the ergodic rate of user k , which is
given in (23), can be finally lower bounded by [10], [13], [16]

Rk = log2 (1+ SINRk) (26)

with

SINRk =
Ak

Bk + Ck + Dk + Ek + 1
, (27)

where

Ak = θPdαDγ 2
1

∣∣∣E{hTk ĥ∗k}∣∣∣2 , (28a)

Bk = θPdαDγ 2
1Var

(
hTk ĥ

∗
k

)
, (28b)

Ck = θPdαDγ 2
1

K∑
i 6=k

E
{
|hTk ĥ

∗
i |
2
}
, (28c)

Dk = (1− θ )PdαDγ 2
2 E

{
hTkWWHh∗k

}
, (28d)

Ek =
1
αD

E
{
hTk Cqdqdh

∗
k

}
. (28e)

The tightness of the lower bound Rk in (26) will be evaluated
in Section VI.

By calculating the expectations and the variance in
(28a)–(28e), forNt →∞, the achievable ergodic rate of each

user converges to

Rk
Nt→∞
−−−−→ R∞u = log2

(
1+

θPdαDNt σ̂ 2
0

KPd + K

)
, (29)

where σ̂ 2
0 has been given in (14). The derivation of (29) is

summarized in Appendix A. From (29), one can observe that
R∞u increases as θ increases, which is expected since the
power of the information-bearing signal improves. Moreover,
R∞u decreases with the increase of Pe, since σ̂ 2

0 is a monotonic
decreasing function of Pe. Therefore, with the increase of
the PSA power Pe, the downlink signal beam is more sig-
nificantly directed to Eve, which causes the leakage of the
confidential message.

B. ERGODIC RATE AT EVE
Similar to (22), the received signal at Eve k , k = 1, . . . ,K ,
can be written as

re,k = hTe,kxd + ne,k

=

√
θPdαDγ1

K∑
k=1

hTe,k ĥ
∗
ksk+

√
(1−θ )PdαDγ2hTe,kWz

+
1
√
αD

hTe,kqd + ne,k , (30)

where ne,k ∼ CN (0, 1) is the additive noise at Eve k’s
receiver. When Eve k tries to detect sk , we make a pessimistic
assumption that the inter-user interference (IUI) has been
successfully removed [9], [10], [30], which actually describes
a worst-case scenario for secrecy. Thus, the observed signal
for Eve k to detect sk can be rewritten as

ye,k =
√
θPdαDγ1hTe,k ĥ

∗
ksk +

√
(1− θ )PdαDγ2hTe,kWz

+
1
√
αD

hTe,kqd + ne,k . (31)

Based on (31), the ergodic rate at Eve k is given by

R̃e,k = E
{
log2

(
1+ SINRe,k

)}
(32)

with

SINRe,k

=
θPdαDγ 2

1 |h
T
e,k ĥ
∗
k |
2

(1−θ )PdαDγ 2
2 h

T
e,kWWHh∗e,k+

1
αD

hTe,kCqdqdh
∗
e,k+1

.

(33)

However, it is difficult to obtain the exact value of Re,k .
Here, we adopt a common approximation for massiveMIMO,
i.e., E

{
log2(1+ X/Y )

}
≈ log2(1 + E{X}/E{Y }), which is

R̃k = E

{
log2

(
1+

θPdαDγ 2
1 |h

T
k ĥ
∗
k |
2

θPdαDγ 2
1
∑K

i 6=k |h
T
k ĥ
∗
i |
2 + (1− θ )PdαDγ 2

2 h
T
kWWHh∗k +

1
αD

hTk Cqdqdh
∗
k + 1

)}
(23)
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shown to be accurate for large Nt [35], [36]. By using this
approximation method, R̃e,k can be approximated as

Re,k = log2

(
1+

Ae,k
Be,k + Ce,k + 1

)
, (34)

where

Ae,k = θPdαDγ 2
1 E

{
|hTe,k ĥ

∗
k |
2
}
, (35a)

Be,k = (1− θ )PdαDγ 2
2 E

{
hTe,kWWHh∗e,k

}
, (35b)

Ce,k =
1
αD

E
{
hTe,kCqdqdh

∗
e,k

}
. (35c)

After calculating the above expectations, the approximate
ergodic rate at Eve k when Nt →∞ is given by

Re,k
Nt→∞
−−−−→ R∞e = log2

(
1+

θPdαDγ 2
1 λ0

(1− θαD)Pd + 1

)
, (36)

where

λ0 = τξ
2α2ANt [τPp + τPe(Nt + 1)+ 1]+ τξ2Ntσ 2

qp . (37)

The derivation of (36) is summarized in Appendix B.
As shown in (36), R∞e is a monotonically increasing function
of θ , which is expected since as θ increases, the power for the
information-bearing signal increases while the power for AN
decreases. However, the monotonicity of R∞e with respect to
Pe cannot be directly obtained from (36). An intuitive conclu-
sion is that R∞e increases as Pe increases. The mathematical
proof is given as below.

From (36), the monotonicity of R∞e with respect to Pe
depends on the term γ 2

1 λ0. Recalling (6), (12), (14), (17)
and (37), we have

γ 2
1 λ0 =

τα2A

K

[
τPp + τPe(Nt + 1)+ 1

] ξ2
σ̂ 2
0

+

τσ 2
qp

K
ξ2

σ̂ 2
0

=

τα2APp + τα
2
APe(Nt + 1)+ α2A + σ

2
qp

K (τα2APp + τα
2
APe + α

2
A + σ

2
qp )

=
1
K
+

τα2A NtPe
K (τα2APp + τα

2
APe + α

2
A + σ

2
qp )

=
1
K
+

1
K

ταANtPe
αA(τ−K )(Pp+Pe)+ KPp + KPe + 1

.

(38)

It can be easily observed from (38) that γ 2
1 λ0 is a mono-

tonically increasing function of Pe. Consequently, R∞e is a
monotonically increasing function of Pe.

C. ERGODIC SECRECY RATE
Based on (26) and (34), the ergodic secrecy rate for each user
is defined as [9], [10], [13]

Rsec,k = [Rk − Re,k ]+, (39)

where [x]+ = max(x, 0). With the aid of (29) and (36),
a tractable approximation of Rsec,k whenNt →∞ is given by

Rsec,k
Nt→∞
−−−−→ R∞sec = [R∞u − R

∞
e ]+. (40)

The accuracy of R∞sec will be evaluated in Section VI. In the
following sections, we use R∞sec to analyze the secrecy per-
formance as well as the impact of low-resolution ADCs and
DACs.
Remark 1: As discussed in [9], [10], the secrecy rate in

(39) is actually a lower bound of the ergodic secrecy rate
in fading channels [4], which is a widely-adopted metric for
evaluating the secrecy performance of a system. According to
[4], to achieve this ergodic secrecy rate, the eavesdropper’s
CSI is not needed while the PSA power Pe is required. When
the eavesdroppers are registered users in the network, the
PSA power can be obtained through the periodic interchange
between the registered users and the BS. In this case, the PSA
is usually referred to as pilot contamination [20]. When the
eavesdroppers are external devices, we first use the PSA
detector proposed in Section V to identify the cases that PSA
occurs. Based on the identified cases, the value of σ 2

H1
in (69)

can be obtained empirically. Then, the value of the PSA power
Pe can be estimated using the method in [14, Appendix A].

D. MAXIMUM TOLERABLE PSA POWER
In this section, we study the PSA power that makes
the secrecy rate R∞sec equal to zero. As discussed in
Sections III-A and III-B, with the increase of Pe, R∞u
decreases while R∞e increases. Therefore, the ergodic secrecy
rate R∞sec decreases as Pe increases, which indicates that when
Pe increases from 0 to∞, there is a critical point Pmax

e which
reduces R∞sec to zero. The value of Pmax

e is defined as the
maximum tolerable PSA power.

According to (40), Pmax
e is the root of R∞u −R

∞
e = 0, which

is equivalent to

θPdαDNt σ̂ 2
0

KPd + K
−

θPdαDγ 2
1 λ0

(1− θαD)Pd + 1
= 0. (41)

Plugging (14) and (38) into (41), the maximum tolerable PSA
power Pmax

e can be obtained, which is given in (42) at the
bottom of the next page. It is worth noting that the derived
Pmax
e in (42) does not apply to the case θ = 0. Actually, when
θ = 0 the secrecy rate is always zero, regardless of the value
of Pe.

E. OPTIMIZATION OF θ
With the derived ergodic secrecy rate in (40), we can optimize
θ to maximize R∞sec. Assuming a positive secrecy rate and
plugging (29) and (36) into (40), we have

R∞sec = log2

(
1

KPd + K
f (θ, αD)

)
, (43)

where

f (θ, αD) =
−a1α2Dθ

2
+ b1αDθ + c1

a2αDθ + c2
(44)

with a1 = P2d Nt σ̂
2
0 , b1 = Pd (Pd + 1)(Nt σ̂ 2

0 − K ), c1 =
K (Pd + 1)2, a2 = Pd (γ 2

1 λ0 − 1), and c2 = Pd + 1. Thus,
the monotonicity of R∞sec with respect to θ is determined
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by f (θ, αD). The derivative of f (θ, αD) with respect to θ is
given by

∂f (θ, αD)
∂θ

=
−a1a2α3Dθ

2
− 2a1c2α2Dθ + (b1c2−a2c1)αD
(a2αDθ + c2)2

.

(45)

By forcing ∂f (θ,αD)
∂θ

= 0, we can find a local maximum point
of f (θ, αD), which is given by

θ∗ =
a1c2 −

√
a21c

2
2 + a1a2(b1c2 − a2c1)

−a1a2αD
. (46)

Note that θ∗ exists only when a21c
2
2+ a1a2(b1c2− a2c1) > 0;

otherwise, f (θ, αD) is a monotonically increasing or decreas-
ing function of θ , which indicates that the maximum f (θ, αD)
is achieved at θ = 1 or θ = 0. Therefore, the optimal power
allocation parameter θopt which maximizes R∞sec belongs to

θopt ∈ {0, 1, θ∗}. (47)

When θopt = 0, the maximum ergodic secrecy rate is zero.
For the case θopt = 1, all the power is allocated to the
information-bearing signal, which indicates that there is no
need to inject AN. Moreover, note that θ∗ involves a2, which
is related to λ0. Recalling the expression for λ0 in (37), one
can see that the availability of θ∗ requires the knowledge of
the PSA power Pe.

IV. IMPACT OF LOW-RESOLUTION ADCs/DACs
In this section, we study the impact of the quantization bits of
ADCs and DACs on the secrecy performance. From Table 1,
the impact of the quantization bits of ADCs and DACs can
be described by the corresponding parameters αA and αD,
respectively. Therefore, in the following sections we inves-
tigate the impact of αA and αD on the secrecy performance.
Recalling that the optimal power allocation parameter θopt
requires the knowledge of the PSA power Pe, we consider
the following two scenarios: the scenario without Pe and the
scenario with Pe. The impact of αA and αD is studied for both
the two scenarios.

A. THE SCENARIO WITHOUT Pe
When Pe is unavailable, the optimal power allocation param-
eter is also unavailable. In this case, the value of θ is prede-
termined and fixed according to certain system requirements.

For example, the value of θ may be determined according to
the minimum required ergodic rate at intended users or with
the assumption that there is no PSA. Therefore, in what
follows the impact of αA and αD on the secrecy performance
is analyzed for a fixed θ .

1) IMPACT OF ADC PARAMETER αA
When θ = 0, the secrecy rate is always zero. Thus, we only
consider the case that θ ∈ (0, 1]. First, we study the impact
of αA on the maximum tolerable PSA power Pmax

e . Taking the
derivative of Pmax

e in (42) with respect to αA, we have

∂Pmax
e

∂αA
=

c0(
(Pd + 1)(τ − K + τNt )αA + K (Pd + 1)

)2 , (48)
where

c0 = (Pd+1)
(
τKNtPp

(
(1−θαD)Pd+1

)
+(τ−K )(Pd+1)

+τNt (Pd + 1)(KPp + 1)
)
> 0. (49)

From (48), Pmax
e is a monotonically increasing function of αA

for any θ 6= 0. Consequently, using high resolution ADCs
is beneficial for combating against PSA, since a higher PSA
power is needed by Eve to force the secrecy rate to zero.

Then, we focus on the ergodic secrecy rate. Assuming a
positive secrecy rate, R∞sec in (40) can be reformulated as

R∞sec = R∞u − R
∞
e

= log2
(
1+ l1σ̂ 2

0

)
− log2

(
1+ l2σ̂ 2

0 + l3
)

= log2
(
f (̂σ 2

0 )
)

(50)

with

f (̂σ 2
0 ) =

1+ l1σ̂ 2
0

1+ l2σ̂ 2
0 + l3

, (51)

where

l1 =
θPdαDNt
KPd + K

, (52a)

l2 =
θPdαD

(1− θαD)Pd + 1
NtPe
KPp

, (52b)

l3 =
θPdαD

K (1− θαD)Pd + K
. (52c)

θPdαDNt σ̂ 2
0

KPd + K
−

θPdαDγ 2
1 λ0

(1− θαD)Pd + 1
= 0

H⇒ Nt σ̂ 2
0
(
(1− θαD)Pd + 1

)
− γ 2

1 λ0K (Pd + 1) = 0

H⇒
ταANtPp

(
(1−θαD)Pd + 1

)
(τ − K )αA(Pp + Pe)+ KPp + KPe + 1

− (Pd + 1)
(
1+

ταANtPe
(τ − K )αA(Pp + Pe)+ KPp + KPe + 1

)
= 0

H⇒ ταANtPp
(
(1−θαD)Pd + 1

)
− ταANtPe(Pd + 1)− (Pd + 1)

(
(τ−K )αA(Pp+Pe)+KPp+KPe+1

)
= 0

H⇒ Pmax
e =

ταANtPp
(
(1− θαD)Pd + 1

)
− (Pd + 1)

(
(τ − K )αAPp + KPp + 1

)(
(τ − K )αA + K + ταANt

)
(Pd + 1)

. (42)
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The first order derivative of f (̂σ 2
0 ) with respect to σ̂ 2

0 is
given by

∂f (̂σ 2
0 )

∂σ̂ 2
0

=
l1 − l2 + l1l3

(1+ l2σ̂ 2
0 + l3)

2
. (53)

When R∞sec > 0, there is (l1 − l2 )̂σ 2
0 > l3, which indicates

that l1 > l2 > 0, since l3 > 0. Therefore,
∂f (̂σ 20 )
∂σ̂ 20

> 0 when

R∞sec > 0. Meantime, it can be easily verified that
∂σ̂ 20
∂αA

> 0.

Based on the above discussions and the fact that log2(x)
is an increasing function of x, we have the conclusion that
∂R∞sec
∂αA

> 0 when R∞sec > 0, which shows that higher-resolution

ADCs yield larger ergodic secrecy rate. Note that for the case
R∞sec = 0, a larger αA may help to improve R∞sec from zero to a
positive value, since Pmax

e increases with the increase of αA.
From the above results, we can see that given a fixed

θ , improving the quantization bits of ADC is beneficial for
improving both the maximum tolerable PSA power and the
ergodic secrecy rate. Although from (50), increasing αA
can also increase eavesdropper’s achievable rate R∞e , since
higher-resolution ADCs yield a more accurate estimated
channel, which benefits both the intended user and the eaves-
dropper. However, once a positive secrecy rate is achieved,
enhancing the quantization bits of ADCs is beneficial for
secrecy rate improvement.

2) IMPACT OF DAC PARAMETER αD
Now, we study the impact of αD. Similarly, we consider
the case that θ 6= 0. Recalling (42), we can see that Pmax

e
decreases with the increase of αD, which implies that for a
fixed θ , enhancing the quantization bits of DACs will reduce
the maximum tolerable PSA power. This is because for the
same PSA power, the downlink signal beam will be more
accurately directed to Eve when the BS is equipped with
higher-resolution DACs.

Then, we concentrate on the ergodic secrecy rate R∞sec,
the monotonicity of which depends on the function f (θ, αD)
given in (43). According to (43), the derivative of f (θ, αD)
with respect to αD is given by

∂f (θ, αD)
∂αD

=
−a1a2θ3α2D − 2a1c2θ2αD + (b1c2−a2c1)θ

(a2θαD + c2)2
.

(54)

From (54), the value of ∂f (θ,αD)
∂αD

depends on the parameters a1,
a2, b1, c1, c2, and θ , the definitions of which are the same as
those in (44). Thus, it is nontrivial to tell the monotonicity of
f (θ, αD) with respect to αD. In the following, we study sev-
eral special cases to get some insightful results. Specifically,
we consider the following two special cases: 1) θ → 0 and
Pe = 0; 2) θ = 1 and Pe = 0.
For the case θ → 0 and Pe = 0, combining the fact

that αD ∈ (0, 1), we can see that whether ∂f (θ,αD)
∂αD

> 0 or
∂f (θ,αD)
∂αD

< 0 is mainly determined by the term b1c2 − a2c1.
When Pe = 0, we have that a2 = Pd ( 1K −1) < 0. Besides, for

Nt � K , there is b1 > 0. Recalling the fact that c1 > c2 > 0,
we have b1c2 − a2c1 > 0, which yields ∂f (θ,αD)

∂αD
> 0.

Therefore, for the case θ → 0 and Pe = 0, R∞sec increases
with the increase of αD.

For the case θ = 1 and Pe = 0, the derivative in (54) can
be simplified as

∂f (θ, αD)
∂αD

=
−a1a2α2D − 2a1c2αD + b1c2−a2c1

(a2αD + c2)2
. (55)

For notational simplicity, we define g(αD) = −a1a2α2D −
2a1c2αD + b1c2−a2c1. As aforementioned, when Pe = 0,
there is a2 < 0. Since a1 > 0, we have that g(αD) is
convex. The axis of symmetry of the parabola of g(αD) is at

xsym = −
c2
a2
=

Pd+1
Pd ( 1K −1)

> 1. Recalling that b1 > 0 generally

holds, it can be easily verified that g(αD)|αD=0 > 0. However,
the value of g(αD)|αD=1 is relevant to Pd . When Pd � 1,
we have

g(αD)|αD=1 = −a1a2 − 2a1c2 + b1c2 − a2c1
(a)
= −P3dNt σ̂

2
0

(
1
K
− 1

)
− 2P2dNt σ̂

2
0 (Pd + 1)

+Pd (Pd + 1)2(Nt σ̂ 2
0 − 1)

(b)
≈ −P3dNt σ̂

2
0

(
1
K
−1
)
− 2P2dNt σ̂

2
0

+Pd (Nt σ̂ 2
0 − 1)

= PdNt σ̂ 2
0

(
−

1
K
P2d + (1− Pd )2

)
− Pd

(c)
≈ Pd (Nt σ̂ 2

0 − 1), (56)

where (a) is obtained by plugging Pe = 0 into (38); steps
(b) and (c) are obtained based on Pd � 1. In general,
we have Nt σ̂ 2

0 > 1. Therefore, g(αD)|αD=1 > 0 for Pd � 1.
In contrast, for the case Pd � 1, we have

g(αD)|αD=1
= −a1a2 − 2a1c2 + b1c2 − a2c1

= −P3dNt σ̂
2
0

(
1
K
− 1

)
− 2P2dNt σ̂

2
0 (Pd + 1)

+Pd (Pd + 1)2(Nt σ̂ 2
0 − 1)

(d)
≈ −P3dNt σ̂

2
0

(
1
K
−1
)
− 2P3dNt σ̂

2
0 + P

3
d (Nt σ̂

2
0 − 1)

= −
1
K
P3dNt σ̂

2
0 − P

3
d < 0, (57)

where step (d) is from Pd � 1. By using the convexity
of g(αD), the axis of symmetry xsym > 1, and the values
of g(αD)|αD=0 and g(αD)|αD=1, when Pd � 1, we have
g(αD) > 0, ∀αD ∈ (0, 1), which indicates that R∞sec is an
increasing function of αD. However, for the case Pd � 1,
there exists a point α∗D. When αD < α∗D, g(αD) > 0; while
when αD > α∗D, g(αD) < 0. Consequently, as αD increases,
R∞sec first increases and then decreases.
Based on the above discussions, we can see that differ-

ent from the case for ADCs, increasing the resolution of
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DACs cannot always guarantee an improvement in secrecy
performance. However, if the power allocation parameter θ
can adjust according to the PSA power Pe, the conclusion is
different, which will be discussed in the following sections.

B. THE SCENARIO WITH Pe
When the PSA power Pe is known by the BS, the optimal
power allocation parameter θopt in (47) can be exploited.With
θopt, we then study the impact of αA and αD on the secrecy
performance in terms of maximum tolerable PSA power and
ergodic secrecy rate.

1) IMPACT OF ADC PARAMETER αA
We first focus on the maximum tolerable PSA power. Differ-
ent from the analysis in Section IV-A1, the derivative in (48)
is not applicable to the case with θopt, since θopt is a function
of both αA and Pe. Note that θopt corresponds to the optimal
power allocation parameter which maximize R∞sec. Therefore,
if θopt → 0, the maximum achievable ergodic secrecy rate
will tend to zero. Based on the definition that Pmax

e is the PSA
power which reduces R∞sec to zero, the maximum tolerable
PSA power when θ can adapt to Pe is given by

Pmax
e,opt = Pmax

e |θ→0

(e)
=
ταANtPp − (τ−K )αAPp−KPp−1

(τ − K )αA + K + ταANt
, (58)

where step (e) is obtained by plugging θ → 0 into (42). Note
that Pmax

e,opt ≥ Pmax
e , since when Pe is available, the BS can

adjust θ to maximize Pmax
e . It is straightforward to obtain that

∂Pmax
e,opt
∂αA

> 0. Therefore, when Pe is available, increasing the

resolution of ADCs is still useful for improving the maximum
tolerable PSA power.

As for the ergodic secrecy rate, the conclusion based on the
derivative in (53) is inapplicable, since θopt is also a function
of σ̂ 2

0 . The following proposition summarizes the effect of
αA on the ergodic secrecy rate with θopt. In the proposition
below, for any ADC parameter αA,i, θopt,i denotes the opti-
mal power allocation parameter corresponding to αA,i, and
R∞sec(θopt,i, αA,i) denotes the value of R

∞
sec with θ = θopt,i and

αA = αA,i.
Proposition 1: For two ADC parameters 0 < αA,1 <

αA,2 < 1, we have

R∞sec(θopt,1, αA,1) ≤ R
∞
sec(θopt,2, αA,2). (59)

The equality in (59) holds when R∞sec(θopt,1, αA,1) =

R∞sec(θopt,2, αA,2) = 0.
Proof: According to the results in Section IV-A1, for a

fixed θ , increasing αA helps to increase the ergodic secrecy
rate. Thus, we have R∞sec(θopt,1, αA,1) ≤ R∞sec(θopt,1, αA,2),
where the equality holds when both the two terms equal
to zero. Besides, since θopt,2 maximizes the ergodic secrecy
rate for αA,2, we have R∞sec(θopt,1, αA,2) ≤ R∞sec(θopt,2, αA,2),
where the equality holds when R∞sec(θopt,2, αA,2) = 0. Com-
bining the above results, we finally have R∞sec(θopt,1, αA,1) ≤
R∞sec(θopt,2, αA,2), which completes the proof. �

Based on the above discussions, we can see that when the
PSA power is available, high-resolution ADCs are preferred
compared with low-resolution ADCs, in terms of maximum
tolerable PSA power and ergodic secrecy rate.

2) IMPACT OF DAC PARAMETER αD
Based on the discussion in Section IV-B1, when Pe is known
by the BS, themaximum tolerable PSApower isPmax

e,opt in (58).
From (58), we can see that Pmax

e,opt is independent of αD. There-
fore, for the case with Pe, DACs with different quantization
bits can guarantee the same maximum tolerable PSA power.
Now, we study the ergodic secrecy rate. According to (47),

the value of θopt can be 0, 1, or θ∗. Therefore, the impact of
αD on the ergodic secrecy rate with θopt is studied by the fol-
lowing three propositions. In the propositions below, for any
DAC parameter αD,i, θopt,i denotes the optimal power allo-
cation parameter corresponding to αD,i, and R∞sec(θopt,i, αD,i)
denotes the value of R∞sec with θ = θopt,i and αD = αD,i.
Proposition 2: For any two different DAC parameters αD,i

and αD,j, once θopt,i = 0, we have

θopt,j = θopt,i = 0, (60a)

R∞sec(θopt,j, αD,j) = R∞sec(θopt,i, αD,i) = 0. (60b)
Proof: Since θopt,i = 0, we can know that the PSA

power Pe is already larger than Pmax
e,opt. From (58), Pmax

e,opt is
independent of αD, which implies that changing αD cannot
improve Pmax

e,opt. Therefore, when Pe ≥ Pmax
e,opt, the maximum

ergodic secrecy rate for any αD is zero. The correspond-
ing optimal power allocation parameter for any αD is also
zero. �
Proposition 3: For any two different DAC parameters αD,i

and αD,j, if θopt,i ∈ (0, 1) and θopt,j ∈ (0, 1), we have

R∞sec(θopt,i, αD,i) = R∞sec(θopt,j, αD,j) = 5c, (61)

where

5c = log2

(
1

KPd + K
−a132

+ b13+ c1
a23+ c2

)
(62)

with 3 =
a1c2−

√
a21c

2
2+a1a2(b1c2−a2c1)

−a1a2
. The definitions of a1,

a2, b1, c1, and c2 are the same as those in (44).
Proof: According to (47), when θopt ∈ (0, 1) we have

θopt = θ∗. Plugging the expression for θ∗ in (46) into (43),
the conclusion in Proposition 3 can be proved.3 �
Before giving Proposition 4, we first introduce the follow-

ing lemma, which is needed by the proof of Proposition 4.
Lemma 1: For two DAC parameters 0 < αD,1<αD,2<1,

if θopt,2 = 1, we have

θopt,1 = 1, and R∞sec(θopt,1, αD,1)<R
∞
sec(θopt,2, αD,2). (63)

3Note that a similar result was found in [30] that DACswith different quan-
tization bits can achieve the same ergodic secrecy rate with the optimal power
allocation parameters. However, the result in [30] was obtained numerically
while we in this paper provide a theoretical explanation for this phenomenon.
Moreover, we study the scenario with PSA and channel estimation error,
while the work in [30] assumed perfect CSI without the threat of PSA.
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Proof: Recalling (43)-(45), we can see that the mono-
tonicity of R∞sec with respect to θ is totally determined by the
function gαD (θ ) , −a1a2α

2
Dθ

2
− 2a1c2αDθ + b1c2−a2c1,

which is a quadratic function of θ ∈ [0, 1] with a given
αD. In the following analysis, we consider a relaxed range
of values where θ ∈ (−∞,+∞). When a2 > 0, gαD (θ )
is concave. The axis of symmetry of the parabola of gαD (θ )
is at x = − c2

a2αD
< 0. In contrast, when a2 < 0, gαD (θ ) is

convex, and the axis of symmetry of the parabola of gαD (θ )
is at x = − c2

a2αD
=

Pd+1
Pd (1−γ 21 λ0)αD

> 1. Therefore, for any a2,

when θ increases from 0 to 1, R∞sec can only monotonically
increase, monotonically decrease, or first increase and then
decrease.

Based on the above discussions, when θopt,2 = 1, we can
conclude that R∞sec is a monotonically increasing function of
θ ∈ [0, 1], which indicates that gαD,2 (θ ) > 0 for θ ∈ [0, 1].
Introduce the variable θ̃ = αD,1

αD,2
θ with θ ∈ [0, 1]. Due to the

fact that θ̃ ∈ [0, 1), we have

gαD,2 (θ̃ ) > 0, θ̃ ∈ [0, 1)

⇐⇒ gαD,2 (
αD,1

αD,2
θ ) > 0, θ ∈ [0, 1]

⇐⇒−a1a2α2D,1θ
2
−2a1c2αD,1θ+b1c2−a2c1 > 0, θ ∈ [0, 1]

⇐⇒ gαD,1 (θ ) > 0, θ ∈ [0, 1]. (64)

From (64), given αD,1, R∞sec is also a monotonically increasing
function of θ ∈ [0, 1], which yields θopt,1 = 1. Based
on (43), the maximum ergodic secrecy rate for αD,1 can be
calculated as

R∞sec(θopt,1, αD,1) = log2

(
1

KPd + K
f (1, αD,1)

)
. (65)

It can be easily verified that f (1, αD,1) = f (αD,1
αD,2

, αD,2),
which means R∞sec(θopt,1, αD,1) = R∞sec(

αD,1
αD,2

, αD,2). Since
the maximum ergodic secrecy rate for αD,2 is achieved at
θopt,2 = 1, combining the fact that αD,1

αD,2
6= 1, we finally

have R∞sec(θopt,1, αD,1) = R∞sec(
αD,1
αD,2

, αD,2) < R∞sec(θopt,2, αD,2),
which completes the proof. �
Proposition 4: For three different DAC parameters 0 <

αD,1 < αD,2 < αD,3 < 1, if θopt,2 = 1, we have

θopt,1 = 1 (66)

and also

R∞sec(θopt,1, αD,1)<R
∞
sec(θopt,2, αD,2)≤R

∞
sec(θopt,3, αD,3). (67)

Proof: By using Lemma 1, (66) and R∞sec(θopt,1, αD,1)<
R∞sec(θopt,2, αD,2) in (67) can be directly obtained. Based on
(43) and (44), it can be easily verified that R∞sec(1, αD,2) =
R∞sec(

αD,2
αD,3

, αD,3), which shows that R∞sec(θopt,2, αD,2) is achiev-

able for the DAC parameter αD,3. Due to the fact that
R∞sec(

αD,2
αD,3

, αD,3) ≤ R∞sec(θopt,3, αD,3), we finally have
R∞sec(θopt,2, αD,2) ≤ R∞sec(θopt,3, αD,3), which completes the
proof. �
Based on the above discussions, we can see that when θopt

is adopted by the BS, in most cases DACs with different

quantization bits can achieve the same secrecy performance.
Thus, from the perspective of secrecy energy efficiency
[28], [29], one-bit DACs are preferred since the power con-
sumption of DACs grows exponentially with the increase of
quantization bits [18]. Only for the case where θopt = 1,
higher-resolution DACs are expected to achieve higher
ergodic secrecy rate, which usually occurs when Pe is small.

V. PSA DETECTION
To avoid the leakage of the confidential message, the BS can
perform PSA detection before downlink transmission. Up to
now, a great deal of research effort has been devoted to PSA
detection with emphasis mostly on detection strategy design.
Different from the existing work, we focus on the impact of
low-resolution ADCs on PSA detection.

For PSA detection, we first define two hypotheses,H0 and
H1. The hypothesis H0 states that there is no PSA while H1
states that the PSA exists. From (7), the quantized signal for
estimating user k’s channel can be formulated as

ŷk

=

{
ταA

√
Pphk + αANpϕ

∗
k +Qpϕ

∗
k , H0,

ταA
√
Pphk + ταA

√
Pehe,k + αANpϕ

∗
k +Qpϕ

∗
k , H1.

(68)

According to (68), the distribution of ŷk is given by

ŷk ∼


CN

(
0, σ 2

H0
INt
)
, H0,

CN
(
0, σ 2

H1
INt
)
, H1,

(69)

where σ 2
H0
= τ 2α2APp + τα

2
A + ταA(1 − αA)

(
KPp + 1

)
and σ 2

H1
= τ 2α2APp + τ 2α2APe + τα2A + ταA(1 −

αA)
(
KPp + KPe + 1

)
. Similar to [37], we exploit the statisti-

cal difference between the two hypotheses for PSA detection.
Specifically, we adopt the following PSA detector

‖̂yk‖2
H1
≷
H0

β0, (70)

where β0 is the detection threshold.
The false alarm probability can be calculated as

Pfalse = Pr
{
‖̂yk‖2 > β0|H0

}
= Pr

{
2‖̂yk‖2

σ 2
H0

>
2β0
σ 2
H0

∣∣∣H0

}

= 1− F2Nt

(
2β0
σ 2
H0

)
, (71)

where F2Nt (x) is the cumulative distribution function (CDF)
of the chi-squared distribution χ2(2Nt ) with 2Nt degrees
of freedom. Given a predetermined false alarm probability
Pfalse,0, the detection threshold can be derived as

β0 =
σ 2
H0

2
F−12Nt

(1− Pfalse,0), (72)
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where F−12Nt
(y) is the inverse function of F2Nt (x). From (72),

the value of β0 is determined by parameters σ 2
H0

and Pfalse,0,
both of which are independent of eavesdropper’s CSI and
the PSA power. Therefore, the PSA detection in (70) can be
performed without the knowledge of eavesdropper’s CSI and
the PSA power.

Similar to (71), the successful detection probability can be
calculated as

Pdect = Pr
{
‖̂yk‖2 > β0|H1

}
= 1− F2Nt

(
2β0
σ 2
H1

)

= 1− F2Nt

(
σ 2
H0
F−12Nt

(1− Pfalse,0)

σ 2
H1

)
. (73)

From (73), the impact of the ADC parameter αA on Pdect is

determined by the term I(αA) ,
σ 2H0
σ 2H1

, which equals

I(αA)

=

σ 2
H0

σ 2
H1

=
τ 2αAPp + ταA + τ (1− αA)

(
KPp + 1

)
τ 2αAPp+τ 2αAPe+ταA+τ (1−αA)

(
KPp+KPe+1

) .
(74)

The first derivative of I(αA) with respect to αA can be
derived as
∂I(αA)
∂αA

=
τ 2 Pe(K − τ )

(τ 2αAPp+τ 2αAPe+ταA+τ (1−αA)
(
KPp+KPe+1

)
)2
.

(75)

Since τ ≥ K , we have ∂I(αA)
∂αA

≤ 0. Recalling (73) and the fact
that F2Nt (x) is an increasing function of x, we can conclude
that if τ > K , Pdect increases with the increase of αA;
if τ = K , which is a widely-adopted choice for mini-
mizing the cost of channel estimation, ADCs with different
quantization bits can achieve the same successful detection
probability.
Remark 2: By using the PSA detector in (70), if a PSA

is suspected to exist, the BS can choose to suspend the
downlink transmission to avoid information leakage. On the
other hand, after identifying a number of cases where the
PSA exists, the value of the PSA power Pe can be estimated
using the method in [14], as discussed in Remark 1. With
the estimated Pe, the optimization of the power allocation
parameter in Section III-E can be performed to maximize the
secrecy rate.

VI. NUMERICAL RESULTS
In this section, we present some numerical examples to
verify our theoretical results and evaluate the impact of
low-resolution ADCs and DACs. In the following numeri-
cal results, we use bADC and bDAC to denote the quantiza-
tion bits of ADCs and DACs, respectively. The relationship

between bADC and the corresponding ADC parameter αA,
bDAC and the corresponding DAC parameter αD, can be
found in Table 1. For infinite-resolution quantization, i.e,
bADC = ∞ (bDAC = ∞), the corresponding ADC (DAC)
parameter is αA = 1 (αD = 1), which indicates that there
is no signal distortion and no quantization noise. Unless
otherwise notified, we set Nt = 128, K = 16, τ = 16, and
Pp = Pd = 5 dB.

FIGURE 2. Monte Carlo simulation results and the analytical results with
θ = 0.5. (a) Ergodic rate at intended user. (b) Ergodic rate at eavesdropper.

First of all, we run Monte Carlo simulations to verify
the accuracy of our derived analytical results. In Fig. 2(a),
we compare the exact ergodic rate in (23), the simulation
result of the lower bound in (26), and the analytical result of
the lower bound given by R∞u in (29). In theMonte Carlo sim-
ulations for (23) and (26), we take user 1 as an example and
the simulation results are obtained based on 2000 randomly
generated wireless channels. As illustrated in Fig. 2(a), the
analytical lower bound is very close to the simulation lower
bound, which indicates that R∞u is accurate for finite number
of antennas, e.g., Nt = 128. In addition, comparing the exact
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rate and the lower bounds, one can see that the lower bounds
are tight. Similarly, in Fig. 2(b) we compare the exact ergodic
rate in (32), the simulation result of the approximate rate in
(34), and the analytical result of the approximate rate given
by R∞e in (36). One can observe that the approximate rates
are close to the exact one. Moreover, as shown in Fig. 2(b),
the analytical result R∞e provides an accurate closed-form
expression for (34). Based on the above observations, one
can see that R∞u and R∞e are accurate for calculating the lower
bound in (26) and the approximate rate in (34), respectively.
For simplicity, the following numerical results are directly
obtained based on R∞u , R∞e , and the corresponding R∞sec =
[R∞u − R

∞
e ]+ without giving Monte Carlo results.

FIGURE 3. The scenario without Pe for different ADCs: Secrecy
performance with θ varying from 0 to 1, where bDAC = 1. (a) Maximum
tolerable PSA power versus θ . (b) Ergodic secrecy rate versus θ , where
Pe = 0 dB.

A. IMPACT OF LOW-RESOLUTION ADCs
In this subsection, we investigate the effect of low-resolution
ADCs. Fig. 3 depicts the secrecy performance for the scenario
without Pe, where the optimal power allocation parameter

θopt is unavailable. Therefore, the secrecy performance is
evaluated for each θ varying from 0 to 1. Fig. 3(a) shows the
maximum tolerable PSA power Pmax

e for ADCs with different
quantization bits. As illustrated in Fig. 3(a), Pmax

e decreases
with the increase of θ . This is because with the increase of θ ,
less power is allocated to AN, which significantly increases
R∞e . Thus, a small Pe can make R∞e larger than R∞u . On the
contrary, if θ = 0, R∞e is always zero, no matter how big
Pe is. Besides, it can be observed that for given θ , a larger
bADC can increase Pmax

e , which is consistent with the analysis
in Section IV-A1. However, the improvement of Pmax

e is not
significant. Fig. 3(b) plots the ergodic secrecy rate versus
θ for ADCs with different quantization bits. The ergodic
secrecy rate is R∞sec in (40). As illustrated in Fig. 3(b), for
any θ , higher-resolution ADCs can achieve higher ergodic
secrecy rate, which agrees with the analysis in Section IV-A1.
Finally, in Fig. 3(b) we also validate the correctness of θopt.
The star markers in Fig. 3(b) are obtained using θopt in (47),
each of which matches the maximum point of each curve.
Thus, the derived θopt is indeed the optimal power allocation
parameter.

FIGURE 4. The scenario with Pe for different ADCs: Ergodic secrecy rate
with θopt as a function of Pe, where bDAC = 1.

Fig. 4 studies the scenario where Pe is known by the BS.
In this case, the BS can exploit θopt to maximize the ergodic
secrecy rate. As illustrated in Fig. 4, when using θopt, higher-
resolution ADCs can also achieve higher ergodic secrecy
rate. Moreover, with the increase of Pe, the ergodic secrecy
rate decreases. As discussed in Section IV-B, the PSA power
which reduces the ergodic secrecy rate with θopt to zero is
defined as Pmax

e,opt. From Fig. 4 one can see that increasing
bADC can slightly increase Pmax

e,opt, which verifies our analysis
in Section IV-B1.

B. IMPACT OF LOW-RESOLUTION DACs
In this subsection, we focus on the impact of low-resolution
DACs. First, we focus on the scenario without Pe. Fig. 5(a)
depicts the maximum tolerable PSA power Pmax

e for DACs
with different quantization bits. It is observed from Fig. 5(a)
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FIGURE 5. The scenario without Pe for different DACs: Secrecy
performance with θ varying from 0 to 1, where bADC = 1. (a) Maximum
tolerable PSA power versus θ . (b) Ergodic secrecy rate versus θ , where
Pe = 0 dB.

that one-bit resolution DACs can achieve higher Pmax
e than

infinite-resolution DACs, which indicates that the quanti-
zation noise can serve as another form of AN for reduc-
ing eavesdropper’s channel capacity [30]. Fig. 5(b) plots
the ergodic secrecy rate versus θ for DACs with different
quantization bits. As analyzed in Section IV-A2, for given θ ,
enhancing the quantization bits of DACs does not necessarily
improve the ergodic secrecy rate. From Fig. 5(b) one can
observe that when θ is small, DACs with infinite quantization
bits achieve the largest ergodic secrecy rate, which indicates
that high-resolution DACs are necessary for mitigating the
rate loss due to quantization. When θ is large, the power
allocated to AN is small. In this case, it is observed that one-
bit DACs are the optimal, which implies that the quantization
noise is another anti-eavesdropping resource similar to AN.
Finally, as illustrated in Fig. 5(b), each star marker obtained
based on θopt agrees with the maximum point of each curve,
which validates the optimality of θopt.

FIGURE 6. The scenario with Pe for different DACs, where bADC = 1.
(a) Ergodic secrecy rate with θopt versus Pe. (b) θopt versus Pe.

When Pe is known by the BS, the optimal power allocation
parameter θopt is employed to maximize the ergodic secrecy
rate. Fig. 6(a) depicts the ergodic secrecy rate with θopt while
Fig. 6(b) plots the corresponding θopt. As illustrated in Fig. 6,
when Pe is small, the θopt for lower-resolution DACs first
reaches 1, and the θopt for higher-resolution DACs is not
necessarily equal to 1. In this case, higher-resolution DACs
can achieve a higher ergodic secrecy rate, which verifies
Proposition 4. When θopt ∈ (0, 1), DACs with different
quantization bits can achieve the same ergodic secrecy rate,
which agrees with Proposition 3. Moreover, for given Pe,
the θopt for lower-resolution DACs is larger than that for
higher-resolution DACs. This is because for lower-resolution
DACs, it is necessary to improve the power allocated to the
information-bearing signal to mitigate the rate loss due to
coarse quantization. Finally, when Pe is large, the ergodic
secrecy rate is zero, regardless of the quantization bits of
DACs, as proved in Proposition 2.
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FIGURE 7. Successful detection probability for ADCs with different
quantization bits, where Pfalse,0 = 0.001.

C. PSA DETECTION
In this subsection, we focus on the performance of PSA detec-
tion with low-resolution ADCs. Fig. 7 depicts the successful
detection probability for ADCs with different quantization
bits. The predetermined false alarm probability is set as
Pfalse,0 = 0.001. The theoretical result is obtained using
(73) while the simulation result is obtained through Monte
Carlo simulations. As illustrated in Fig. 7, for the case where
τ = K = 16, the same detection performance can be
achieved regardless of the quantization bits of ADCs, which
agrees with the analysis in Section V that the successful
detection probability is independent of αD when τ = K .
Besides, for the case τ 6= K , the resolution of ADCs also has
little effect on PSA detection. Moreover, it can be observed
that the successful detection probability increases with the
increase of Nt . This is because a large Nt can provide a high
spatial degrees of freedom for PSA detection. Finally, it is
observed that the successful detection probability increases
with the increase of Pe, which indicates that the PSA power
of the eavesdropper cannot be too large.

VII. CONCLUSION
In this paper, we studied the impact of low-resolution
ADCs/DACs on the secrecy performance of a downlink mas-
sive MIMO system with the threat of PSA. The MF pre-
coding and the random AN were adopted for the downlink
transmission. With the aid of AQNM, we derived the ergodic
secrecy rate and the maximum tolerable PSA power. Then,
the optimal power allocation parameter was derived, which
however needs the knowledge of the PSA power. Therefore,
the impact of ADCs’ and DACs’ resolutions was studied
for the two scenarios: the scenario where the PSA power
is known by the BS; the scenario where the PSA power is
unknown. It is found that for both the two scenarios, high-
resolution ADCs outperform low-resolution ADCs in terms
of secrecy performance. However, for DACs, when the PSA

power is unavailable, increasing the resolution of DACs is
not necessarily beneficial for secrecy improvement, due to the
absence of the optimal power allocation parameter. When the
PSA power is available, by using the optimal power allocation
parameter, DACs with different quantization bits can achieve
the same ergodic secrecy rate except the case where the
PSA power is small. Finally, an energy-based PSA detection
method was proposed. The analytical and numerical results
show that the resolution of ADCs has little impact on the PSA
detection performance.

APPENDIX A
DERIVATION OF (29)
First, we calculate E{hTk ĥ

∗
k} and E

{
|hTk ĥ

∗
k |
2
}
as below.

E{hTk ĥ
∗
k} = E{(̂hTk +1hTk )̂h

∗
k}=E{‖̂hk‖

2
} = Nt σ̂ 2

0 . (76)

E
{
|hTk ĥ

∗
k |
2
}
= E

{
(̂hTk +1hTk )̂h

∗
k ĥ

T
k (̂h
∗
k +1h∗k )

}
= E

{
‖̂hk‖4

}
+ Tr

(
E
{
1h∗k1hTk

}
E
{̂
h∗k ĥ

T
k

})
= Nt σ̂ 2

0 (Nt σ̂
2
0 + 1) (77)

Based on (76) and (77), the variance of hTk ĥ
∗
k can be calcu-

lated as

Var
(
hTk ĥ

∗
k

)
= E

{
|hTk ĥ

∗
k |
2
}
−

∣∣∣E{hTk ĥ∗k}∣∣∣2 = Nt σ̂ 2
0 . (78)

Plugging (76) and (78) into (28a) and (28b), respectively,
we have

Ak = θPdαDγ 2
1 N

2
t σ̂

4
0 =

θPdαDNt σ̂ 2
0

K
. (79)

Bk = θPdαDγ 2
1 Nt σ̂

2
0 =

θPdαD
K

. (80)

Then, we focus on the calculation of Ck , which is
detailed as

Ck = θPdαDγ 2
1

K∑
i 6=k

E
{
|hTk ĥ

∗
i |
2
}

= θPdαDγ 2
1

K∑
i 6=k

E
{
Tr
(
h∗kh

T
k ĥ
∗
i ĥ

T
i

)}
= θPdαDγ 2

1 (K − 1)Nt σ̂ 2
0

= θPdαD

(
1−

1
K

)
. (81)

Similarly, we have

Dk = (1− θ )PdαDγ 2
2 E

{
hTkWWHh∗k

}
= (1− θ )PdαDγ 2

2 E
{
Tr
(
h∗kh

T
kWWH

)}
= (1− θ )PdαD. (82)

For finding a simple expression of Ek , the focus is on the
approximation of Cqdqd for large Nt . Recalling (19), when
Nt →∞, we have

Ĥ∗ĤT Nt→∞
−−−−→ K σ̂ 2

0 INt (83)
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and

WWH Nt→∞
−−−−→

Nt − K
Nt

INt (84)

due to the law of large numbers. Plugging (83) and (84)
into (19), we have

Cqdqd
Nt→∞
−−−−→ αD(1− αD)

Pd
Nt

INt . (85)

With (85), when Nt →∞, Ek will converge to

Ek
Nt→∞
−−−−→ (1− αD)

Pd
Nt

E{hTk h
∗
k} = (1− αD)Pd . (86)

Finally, combining the above derived results and (26), and
after some simple mathematical operations, the expression in
(29) can be readily obtained.

APPENDIX B
DERIVATION OF (36)
First, we focus on the calculation of Ae,k . Recalling the
expression on ĥk in (11), we have

E
{
|hTe,k ĥ

∗
k |
2
}

= E
{
hTe,k ĥ

∗
k ĥ

T
k h
∗
e,k

}
= τ 2ξ2α2A PpE

{
hTe,kh

∗
kh

T
k h
∗
e,k

}
+ τ 2ξ2α2APeE

{
‖he,k‖4

}
+ξ2α2AE

{
hTe,kN

∗
pϕkϕ

H
k N

T
p h
∗
e,k

}
+ξ2E

{
hTe,kQ

∗
pϕkϕ

H
k Q

T
p h
∗
e,k

}
= τ 2ξ2α2APpNt + τ

2ξ2α2APeNt (Nt + 1)+ ξ2α2ANtτ

+ξ2Ntτσ 2
qp

= τξ2α2ANt [τPp + τPe(Nt + 1)+ 1]+ τξ2Ntσ 2
qp . (87)

Thus, we have Ae,k = θPdαDγ 2
1 λ0, where λ0 = τξ2α2A

Nt [τPp + τPe(Nt + 1) + 1] + τξ2Ntσ 2
qp . The calculation of

Be,k is then given by

Be,k = (1− θ )PdαDγ 2
2 E

{
hTe,kWWHh∗e,k

}
= (1− θ )PdαDγ 2

2 E
{
Tr
(
h∗e,kh

T
e,kWWH

)}
= (1− θ )PdαD. (88)

By using the the approximation in (85), we have

Ce,k
Nt→∞
−−−−→ (1− αD)

Pd
Nt

E{hTe,kh
∗
e,k} = (1− αD)Pd . (89)

With the above derived results, the expression in (36) can be
obtained.
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