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ABSTRACT In this paper we study the secrecy performance of a downlink massive multiple-input multiple-
output (MIMO) system in the presence of pilot spoofing attack (PSA). Specifically, the base station (BS),
which is equipped with low-resolution analog-to-digital converters (ADCs) and digital-to-analog convert-
ers (DACs), exploits the low-complexity random artificial noise (AN) to improve secrecy. With the aid of
the additive quantization noise model, the ergodic secrecy rate is derived. Based on the derived results,
we study the impact of ADCs’ and DACs’ resolutions on the secrecy performance for the two different
scenarios: the scenarios with and without the knowledge of the PSA power. The optimal power allocation
parameter, which allocates power between the information-bearing signal and AN, is derived for the scenario
with the knowledge of the PSA power. For ADCs, our theoretical results indicate that high-resolution ADCs
are always favorable for improving secrecy, regardless of the availability of the PSA power. However, the
impact of DACs’ resolution is related to the knowledge of the PSA power. For the scenario without the PSA
power, enhancing the resolution of DACs does not necessarily improve the secrecy performance due to the
inappropriate power allocation. For the scenario with the PSA power, DACs with different resolutions can
achieve the same ergodic secrecy rate in most cases, since the optimal power allocation can make a balance
between mitigating the rate loss due to coarse quantization and injecting AN for anti-eavesdropping. Only
in the case where the PSA power is small, high-resolution DACs achieve a higher ergodic secrecy rate.
Finally, we propose a PSA detection method and study the effect of low-resolution ADCs on the detection
performance. It is found that the resolution of ADCs has little effect on the performance of PSA detection.

INDEX TERMS Physical layer security, massive MIMO, low-resolution ADCs, low-resolution DACs, active
eavesdropping.

I. INTRODUCTION

Due to the increasingly ubiquitous information exchange
among mobile users, the secrecy assurance of private
messages is becoming more and more important and has
aroused great research interests. However, the broadcast
nature of wireless channels exposes the confidential messages
to eavesdroppers, which greatly increases the risk of infor-
mation leakage. The traditional anti-eavesdropping strategy
is based on cryptography. For this cryptographic method,
secret keys are needed to encrypt the confidential message
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before transmission. Thus, the generation and distribution
of secret keys is the most important issue for this method.
Different from the cryptographic method, physical layer
security (PLS) [1], which has been considered as another
promising anti-eavesdropping strategy, can achieve secure
transmission without secret keys. Moreover, PLS can achieve
information-theoretical secrecy. That is, the achieved secrecy
is always guaranteed regardless of the eavesdropper’s com-
puting capability. The core idea of PLS is exploiting the
randomness and independence of wireless channels to guar-
antee the secrecy of the transmitted message. By using the
wiretap codes [2], the confidential message can be success-
fully obtained by the intended user while unaccessible to
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the eavesdropper. Based on the theoretical work in [2]-[4],
a great number of PLS-based secure transmission strategies
have been proposed, including artificial noise injection [5],
secure precoding [6], and cooperative transmission [7], [8].

Among many PLS-based secure transmission techniques,
multi-antenna transmission is an important technique, since
it can boost the signal power at intended users while
degrade that at eavesdroppers. From this perspective, massive
multiple-input multiple-output (MIMO) is naturally benefi-
cial for secrecy improvement due to the large number of
antennas at the base station (BS) [9], [10]. With the channel
state information (CSI) of intended users, the signal beams
can be directed to intended users with little signal intercepted
by eavesdroppers. Note that the eavesdroppers in [9], [10]
are passive eavesdroppers who keep silent without trans-
mitting any signals. In contrast, the eavesdroppers who can
transmit to facilitate eavesdropping are called active eaves-
droppers. Typically, the active eavesdropper can launch two
kinds of attacks, jamming attack [11], [12] and pilot spoofing
attack (PSA) [13]-[17]. For jamming attack, the eavesdrop-
per broadcasts jamming signal or random noise to block
the signal reception at intended users. On the contrary, PSA
focuses on the channel estimation phase instead of the mes-
sage transmission phase. By sending the same pilot sequence
as the intended user’s, the estimated channel of the intended
user is contaminated by the eavesdropping link, which will
make the BS beamform the confidential message to the eaves-
dropper. In this paper, we only consider the threat of PSA as
in [13]-[17]. The research in [13] evaluated the achievable
secrecy rate of a massive MIMO relay system and concluded
that the detrimental effect of PSA cannot be mitigated even
with infinite number of antennas at the BS. The works in [14]
and [15] first detected the existence of PSA using energy
detectors and then performed secure downlink precoding.
The authors in [16] exploited random pilot sequences for PSA
detection while the authors in [17] proposed a double training
method for PSA detection.

The aforementioned research works all assume per-
fect analog-to-digital converters (ADCs) and digital-to-
analog converters (DACs). However, according to [18],
the energy consumption of ADCs and DACs grows expo-
nentially with the quantization bits. For a practical mas-
sive MIMO system with hundreds of antennas, the power
consumption will be prohibitively high if each antenna
is connected to an infinite-resolution ADC for signal
receiving and infinite-resolution DAC for signal transmis-
sion. To tackle this issue, great research effort has been
devoted to low-resolution ADCs/DACs [19]-[24] and mixed-
ADCs/DACs [25], [26] for reducing power consumption.
For low-resolution ADCs/DACs in [19]-[24], the ADC/DAC
for each antenna has the same number of quantization bits
(e.g., 1-3 bits). The work in [19] studied the channel
estimation with low-resolution ADCs. It is concluded that
massive MIMO with low-resolution ADCs requires more
training time compared with the system with infinite-
resolution ADCs. The work in [20] investigated the energy
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efficiency of massive MIMO system with low-resolution
ADCs while the work in [21] considered both the low-
resolution ADCs and DACs. The above study is then extended
to full-duplex massive MIMO as in [22] and [23]. Different
from [19]-[23] where the Rayleigh fading was assumed,
the work in [24] studied the uplink spectral efficiency of
massive MIMO with low-resolution ADCs in Rician fading
environment. For mixed-ADCs/DACs in [25], [26], both low-
resolution and infinite-resolution ADCs/DACs are employed.
The work in [25] showed that the mixed-ADC/DAC system
can achieve a favorable trade-off between throughput and
power consumption. The performance of the above mixed-
ADC/DAC structure is also studied for Rician fading chan-
nels in [26]. A comprehensive study of millimeter-wave mas-
sive MIMO systems with low-resolution ADCs was presented
in [27], where several key issues such as channel estimation
and signal detection were investigated.

Although there have been plenty of studies on massive
MIMO with low-resolution ADCs/DACs, to the best of our
knowledge, only a few research works [28]-[30] have investi-
gated the secrecy performance of such systems when exposed
to eavesdroppers. The authors in [28] considered a massive
MIMO amplify-and-forward (AF) relay system where the
relay is equipped with low-resolution ADCs but infinite-
resolution DACs. The achievable secrecy rate and the secrecy
energy efficiency were analyzed. A similar scenario was con-
sidered in [29] but with an injected null-space artificial noise
(AN) for secrecy improvement. Different from the above
two works, the work in [30] assumed low-resolution DACs.
By studying the ergodic secrecy rate, it was found in [30]
that the quantization noise of low-resolution DACs can be
regarded as another form of AN, which may enhance the
secrecy rate in some scenarios.

Inspired by the above considerations, in this paper,
we study the secrecy performance' of a downlink massive
MIMO system where the BS is equipped with low-resolution
ADCs/DAC:s. Different from [28]-[30], we study the impact
of the coarse quantization of both ADCs and DACs. More
importantly, the eavesdroppers in our work are assumed to
be able to launch PSA to facilitate eavesdropping, which
has not been addressed in [28]-[30]. With PSA, it is impor-
tant to study both the impact of low-resolution DACs and
the impact of low-resolution ADCs. Due to PSA, the esti-
mated channel at the BS includes both the channel for the
intended user and that for the eavesdropper. Increasing the
quantization bits of ADCs not only improves the estimation
accuracy for the intended user’s channel but also for the
eavesdropper’s channel. Consequently, it is unclear whether
increasing the resolution of ADCs is beneficial for secrecy
improvement or not. Moreover, the BS can employ some PSA
detection methods to discover the existence of PSA. It is

IThe secrecy performance considered in this paper mainly includes the
ergodic secrecy rate and the maximum tolerable PSA power. The energy
efficiency [25], [26], which is specified as secrecy energy efficiency [28],
[29] in the context of PLS-based secure communications, is beyond the scope
of this paper and left for our future work.
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obvious that ADCs with different quantization bits lead to
different PSA detection performances. As for DACs, due to
the existence of PSA, the impact of low-resolution DACs is
related to the knowledge of the PSA power, i.e., the eaves-
dropper’s pilot transmit power. More detailed analyses are
given in the following sections. We now summarize our major
contributions as below.

1) We consider a time-division-duplex (TDD) massive
MIMO system where the BS is equipped with low-
resolution ADCs and low-resolution DACs. The BS
performs channel estimation in the presence of PSA,
based on which the matched filter (MF) precoding
and random AN are exploited for downlink transmis-
sion. By using the additive quantization noise model
(AQNM) as in [19]-[29], we derive the ergodic secrecy
rate for the system. Then, the maximum tolerable PSA
power is derived, which is the PSA power that reduces
the secrecy rate to zero. The optimal power allocation
parameter is also derived, which however needs the
knowledge of the PSA power.

2) The impact of low-resolution ADCs and low-resolution
DACs on the secrecy performance is studied for the
following two scenarios: the scenario where the BS
knows the PSA power; the scenario where the PSA
power is unknown to the BS. It is found that for both the
two scenarios, enhancing the number of quantization
bits of ADC:s is useful for secrecy improvement.

3) The impact of low-resolution DACs depends on the
knowledge of the PSA power. For the scenario without
the PSA power, the optimal power allocation param-
eter is unavailable. In this case, when the power allo-
cated to AN is sufficient, high-resolution DACs achieve
larger secrecy rate than low-resolution DACs. In con-
trast, when the power allocated to AN is small, low-
resolution DACs are better. For the scenario with the
PSA power, the BS can exploit the optimal power
allocation parameter. With the optimal power alloca-
tion, it is found that the same ergodic secrecy rate
can be achieved for DACs with different quantization
bits. Only in the case with a small PSA power, high-
resolution DACs are preferred.

4) A PSA detection method is proposed based on the
energy of the received signal. The impact of ADCs’
resolution on the detection performance is studied. It is
found that given a predetermined false alarm proba-
bility, the resolution of ADCs has little impact on the
successful detection probability of PSA.

The outline of this paper is given as follows. Section II
introduces the system model including system topology,
quantization model, channel estimation, and downlink trans-
mission. Section III evaluates the secrecy performance from
the perspective of ergodic secrecy rate as well as maximum
tolerable PSA power. The optimization of power allocation
is also studied in Section III. Then, the impact of ADCs’
and DACs’ resolution is studied in Section IV. Section V
proposes a PSA detection method and evaluates the impact of
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low-resolution ADCs on the detection performance. Numeri-
cal results are presented in Section VI to verify our analytical
results. Finally, the paper concludes with Section VII.

Notations: In this paper, we use bold lower-case and bold
upper-case letters to denote vectors and matrices, respec-
tively. ()7, (-)*, and (-)" represent the transpose, conjugate,
and conjugate transpose of a matrix or vector, respectively.
For a square matrix A, we use A~ ! to denote the inverse of A.
The N x N identity matrix is denoted as Iy. x € CV*! means
that x is a N x 1 complex-valued vector. Finally, CA/(0, 2)
represents the circular symmetric complex Gaussian distribu-
tion with mean zero and covariance 2.
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FIGURE 1. System model: Downlink massive MIMO system exposed to
active eavesdroppers.

Il. SYSTEM MODEL

A. SYSTEM DESCRIPTION

We consider a downlink massive MIMO system where the
N;-antenna BS transmits confidential messages to K single-
antenna intended users, as illustrated in Fig. 1. Meantime,
there are also K single-antenna active eavesdroppers Eves
who can transmit to help eavesdrop the confidential mes-
sages. Similar to [17], we assume that each user is eaves-
dropped by a single Eve, i.e., the kth user is eavesdropped
by the kth Eve, which is typical enough for studying the
threat of PSA attack. The massive MIMO system works in
the TDD mode, where the channel reciprocity holds. The
wireless channel between the BS and the kth user is denoted
as hy € CV*! while the wireless channel between the BS
and the kth Eve is denoted as h, ; € CNex1 - As discussed
in Section I, the active eavesdropper can launch jamming
attack or PSA. In this paper, we only consider PSA, since the
Eves in this paper are assumed to work in half-duplex mode.
Therefore, they cannot eavesdrop the downlink transmission
if they perform jamming at the same time.

B. QUANTIZATION MODEL
In general, it is difficult to accurately characterize the effect
of quantization since the quantization operation is nonlinear.
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Fortunately, the AQNM has been proposed for efficiently
evaluating the performance of a quantized system, and has
been widely adopted in quantized massive MIMO systems
[19]-[29]. With AQNM, the signal after quantization can be
approximated as the sum of two uncorrelated terms

y=090F =ay+aq, ey

where Q(-) denotes the quantization operation, ¥ and y
are the input and the output of the quantizer, respectively.
In addition, q is the additive Gaussian quantization noise
which is uncorrelated with y. According to [22], the covari-
ance of q is given by

Cyq = @(1 — a)diag (E {yy‘H }) . )

The parameter « is the linear gain, the value of which depends
on the quantization bits b of the quantizer. The typical values
of o are given in Table 1 [22]. For b > 5, the value of «
sa =1-— %2’21’ [31]. We can see that the value of «
is smaller than 1, which characterizes the attenuation of the
signal due to quantization.

TABLE 1. Values of « for different quantization bits b.

b 1 2 3 4 5
a 0.6366 0.8825 0.96546 0.990503 0.997501

C. CHANNEL ESTIMATION

Before downlink transmission, the BS needs to acquire the
instantaneous CSI for downlink precoder design. In TDD
communications systems, the channel between the BS and
intended users can be estimated through uplink channel train-
ing due to channel reciprocity. To avoid pilot contamination,
t-length (r > K) orthogonal pilot sequences are exploited.
Specifically, the pilot sequence of user k, which is denoted as
@, 1s designed as the kth column of the unnormalized T x
discrete Fourier transform (DFT) matrix with (p,i’ @, = T and
(pf @; = 0 for Vi # k. Since the pilot sequences are usually
publicly known, after being synchronized with the BS, the kth
Eve can send the identical pilot sequence with user k to make
the BS beamform the confidential message of user k towards
herself. Thus, the received pilot signal at the BS is given by

K K
?p = \/PT,th(o,{ + \/EZhe,kwl{ + NI” 3
k=1 k=1

where P, is the pilot transmit power of intended users;
P, represents the PSA power, which is the pilot transmit
power for Eves; N, € CNixT g the receiver noise at
the BS with independent and identically distributed (i.i.d.)
CN(0, 1) element. To gain some simple but insightful results,
we adopt a simplified channel model as in [10], [30] where
the entries of hy andh, ¢,k =1, ..., K, are modeled as i.i.d.
complex-valued Gaussian variables with mean zero and
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unit variance.?2 With this model, the strength of the PSA is
mainly determined by the value of P, compared with P,,.

As showninFig. 1, the received signal Y, needs to be quan-
tized by the ADC before being further processed for channel
estimation. With the aid of the AQNM in (1), the quantized
signal can be expressed as [20], [22]

Yp = Q(?p) = OlA?p + st )

where ap depends on the number of quantization bits of
ADCs, as shown in Table 1. Q, = [qp,1,...,qp,] is the
quantization noise with qp, ; ~ CAN(0, Cqq,)st=1,...,7.
According to [19], [20], the covariance matrix quqp can be
calculated as

Capq, = anll — an)diag (E@54,)) =02 ln,  (5)
where ¥, is the 7th column of Y,, and

o =an(l —an) (KP, + KP. + 1) (©6)

For estimating the channel between the BS and user &,
we project the quantized signal Y, onto ¢} and obtain
’y\k = Yp‘ﬂ]t
= tapy/Pphy + taay/ Pehe k + aaNy0f + Qo). (7)

Based on ¥, the linear minimum mean squared error
(LMMSE) estimate of hy, is given by [20]

h; = Cl,C/' i (®)
where
Cih =E [0} = raay/Pyly, ©)
and

Cy=E {’y\kﬁ}
_ (fzagpp + 1203 P, + Th + toqu) Iy,. (10)

Note that although the theoretical expression for Cyy in (10)
involves P,, Cyy can be obtained empirically by calculating
E {'fk’)'\kﬂ} based on the observed ¥. From (8)—(10), the esti-
mated channel between the BS and user k& can be formu-
lated as

hy =&tan/Phy + EtaayPohe i + EaaN,@f + £Q,0}
(11)

2Similar to many existing studies on massive MIMO [9], [10], [16], [17],
[21]-[23], [25], [28]-[30], the independent Rayleigh fading is assumed in
this paper, where the correlation among antennas and users is not considered.
In real propagation environment, the correlation usually exists due to limited
number of scatters, and thus there will be gap between the theoretical result
based on the i.i.d. Rayleigh fading and the one based on measured channels.
As shown in [32], [33], the gap can be very small in several scenarios for
different types of antenna arrays, which implies that the use of i.i.d. Rayleigh
fading can provide a theoretical evaluation for the realistic system. Therefore,
in this paper we use the i.i.d. Rayleigh fading model for performance
analysis. More specific channel models such as the cluster based model in
[34] and the corresponding performance difference will be considered in our
future work.
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with

£ = /Py . (12)

raAP —i—toeAP +°‘A+‘7q,,

Asindicated in (11), due to the PSA, the estimated channel for
user k is contaminated by the eavesdropping link h, ;, which
will leak user k’s downlink confidential message to Eve k.
From (11), the estimated channel h; follows a complex
Gaussian distribution with mean zero and covariance given by

Cpp =E {Ekﬁkﬂ} =521y, (13)
where
2
Tay P
G = AT : (14)

2 2 2 2
T Py + Toy Pe +ay + %

Denoting the channel estimation error for user k as Ahg,
we have

h; = Hk + Ahg. (15)

Based on the orthogonality property of LMMSE estima-
tion, hk and Ah; are uncorrelated. Moreover since they
are both complex Gaussian distributed, hk and Ahy are
independent [20], [22].

D. DOWNLINK TRANSMISSION

With the estimated channel, the BS can design down-
link precoders for achieving secure message transmission
to each user. Considering that the zero-forcing precoding
needs to calculate the inverse of the estimated channel
H= [h], .. hK] the computational complexity of which
is proh1b1t1vely high for massive MIMO with large N,
we exploit the simpler MF precoding for downlink transmis-
sion. To enhance secrecy, AN is injected into the information-
bearing signal. Also, for reducing computational complexity,
we employ the random AN [13], [30], which is proved to
be beneficial for secrecy improvement in massive MIMO
although the AN is inevitably leaked to intended users. Thus,
the downlink transmit signal before quantization can be for-
mulated as

X = y1/0PH*s + yo/(1 — 0)PyWe, (16)

where s and z are the information-bearing symbol vector
and AN vector, respectively, where E {ss”} = Ix and z ~
CN@O,Iy_k); W = [wy,...,Wy,_k] is the AN shaping
matrix, where w; is randomly generated as w; = IIW,H with
w; ~ CN(0,1y,); Py denotes the average downlink trans-
mit power at the BS, and 6 € [0, 1] represents the power
allocation between the information-bearing signal and AN.
To satisfy the average power constraint at the BS, the constant
amplification factors y; and y; are given by

1 1
= = , (17a)
VEUESI?) kN33
1 1
(17b)

~ JE(Wz VN -
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Note that although the value of y; depends on Eg which is
related to P,, 302 can be obtained empirically based on the
observed covariance of hg.

Similar to the uplink channel estimation, for the down-
link transmission phase, the signal X needs to be quantized
by DACs before transmission. By using the AQNM in (1),
the signal after quantization can be expressed as

x = Q(X) = apX + qq, (18)

where ap is determined by the number of quantization bits
of DACs, and qg is the quantization noise whose covariance
matrix is [25], [30]

Cqiaa

— ap(l — ap)diag (E{?&H })

= ap(1— aD)dlag<€de B 07 + (1-6)P4 )] WWH)

(19)

The average power of the quantized signal equals
E{lx|1*)

= B {Tro)| = Tr(aBEGR") + Cqyq,)

- Tr(alz)diag (IE{?&H }) + ap(l — ap)diag (IE{?{)ZH }) )

= apE | IR2} = apPy. (20)
From (20), the average power of the quantized signal scales
with ap. To make a fair comparison among DACs with
different quantization bits, similar to [21], [25], we introduce

a normalization factor } and the final transmit signal can
be expressed as

1
/oD
with E{[|x4 [} = Pq.

1
= — 21
x = JapX + o qq 2D

X4 =

IIl. SECRECY PERFORMANCE ANALYSIS

First of all, we focus on the achievable ergodic rates at
intended users and Eves, respectively. Accordingly, the
ergodic secrecy rate for each user is derived. Then, the maxi-
mum tolerable PSA power, which reduces the secrecy rate to
zero, is investigated. Finally, the optimal 6 which maximizes
the ergodic secrecy rate is derived.

A. ERGODIC RATE AT INTENDED USER
With the normalized quantized signal x; in (21), the received
signal atuser k, k = 1, ..., K, is given by

ry = h,{xd + ng

K
= /6Pjapy h! s, + /0Pgapy Z h h's;
i#k
+V/(1 = 0)Pjapyrhl Wz +

1
—nhlq+m, (22)
ap
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where n; ~ CN(0, 1) is the receiver noise. As in [10],
the ergodic rate at user k is given by (23) at the bottom of the
page. However, it is difficult to obtain an analytically tractable
result for the expected value in (23). Therefore, we use the
method in [10], [13], [16] to find a tractable lower bound for
(23), which will finally provide a lower bound for the ergodic
secrecy rate of the system.

Considering that there is no downlink channel training for
users to acquire the CSI, as in [10], [13], [16] we assume
that the statistical CSI is exploited by each intended user for
signal detection. Thus, the received signal at user k can be
rewritten as

ri = VOPsapyi E(h hf}s; + 7k (24)

with effective noise 71, defined as

7 = \/0Pgapy (hZﬁZ‘ - E{hZE’S}) Sk

K
+V0Pgapy1 Y [ hfsi + /(I — 0)Pyanysh] Wz
ik
L hq, + 25)
—F—; Qg T ng.
/D k
Note that the effective noise is uncorrelated with the desired
signal. Considering that the worst uncorrelated additive noise

is Gaussian distributed, the ergodic rate of user k, which is
given in (23), can be finally lower bounded by [10], [13], [16]

Ri = log, (1 + SINRy) (26)
with
Ax
SINR, = , 27)
B+ Cy + D + E +1
where
2 T3 2
At = 6Pgapy; )E{hk | (282)
By = OPgapy?Var (h,{ﬁz), (28b)
K
Ci = 60Pgapy} Y E [|h,{h;.k|2} , (28¢)
ik
_ 2 T Hy, %
Dy = (1 —Q)PdaDy2]E{thW hk}, (28d)
_ L T *
E = —E|h Cqqhi !} (28¢)
ap

The tightness of the lower bound Ry, in (26) will be evaluated
in Section VI.

By calculating the expectations and the variance in
(28a)—(28e), for N; — 00, the achievable ergodic rate of each

user converges to

Ni—00 00
Ry —— R° =1 1
% u ng( + KP, + K

0P apN;5>

&) i (29)
where 3& has been given in (14). The derivation of (29) is
summarized in Appendix A. From (29), one can observe that
R3° increases as 6 increases, which is expected since the

power of the information-bearing signal improves. Moreover,

R’ decreases with the increase of P,, since 33 1S a monotonic

decreasing function of P,. Therefore, with the increase of
the PSA power P,, the downlink signal beam is more sig-
nificantly directed to Eve, which causes the leakage of the
confidential message.

B. ERGODIC RATE AT EVE

Similar to (22), the received signal at Eve k, k = 1,...,K,
can be written as

rei =hl Xq+nex
K
=V0Psapy1 Yy _hl hisi+(1—6)Pgapy,hl Wz
k=1

1
+——h{ ,qq + nes. (30)
ap

N

where n,r ~ CN(0,1) is the additive noise at Eve k’s
receiver. When Eve k tries to detect s, we make a pessimistic
assumption that the inter-user interference (IUI) has been
successfully removed [9], [10], [30], which actually describes
a worst-case scenario for secrecy. Thus, the observed signal
for Eve k to detect s; can be rewritten as

Yer = VOPaapyih] hisi + /(1 — 6)Paapy2h] Wz

1
+——h! qs +ner. (3D
ap

N

Based on (31), the ergodic rate at Eve k is given by
Rei =E{log, (1 + SINR.4)} (32)
with
SINR, &
6Pqapy?Ihl hi|?

~ (1-0)Pgopysh] WWHR! + h!, Cgqhf, +1
(33)

However, it is difficult to obtain the exact value of R, k.
Here, we adopt a common approximation for massive MIMO,
ie., E{log,(1+X/Y)} =~ log,(1 + E{X}/E{Y}), which is

6Paapy}|hf by

Ry =E {logz (1 +
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0P apy} Zf;k IhI'hf 2 + (1 — 0)Pyapy;h! WWHRY + %hZquqth + 1) }
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shown to be accurate fo~r large N; [35], [36]. By using this
approximation method, R, x can be approximated as

R = log, (1 + Ae—”‘) ; (34)
' Bey+Coi +1
where
Aci = 6Pgany?E | W], B2} (352)
Bex = (1 — 0)Pgapy2E {heT’kWWHh;k}, (35b)
1
Co = o E W7 Cauaais ] (350)

After calculating the above expectations, the approximate
ergodic rate at Eve k when N; — oo is given by

Ni—

OP apyii
Rex R daDY| A0

=1 1+ ————1], (36
°g2( +(1—eaD>Pd+1> G0
where

A0 = TE2URN;[TP) + TPe(N; + 1) + 1] + rSZN,UqZP. (37)

The derivation of (36) is summarized in Appendix B.
As shown in (36), R° is a monotonically increasing function
of 8, which is expected since as 6 increases, the power for the
information-bearing signal increases while the power for AN
decreases. However, the monotonicity of RZ° with respect to
P, cannot be directly obtained from (36). An intuitive conclu-
sion is that RZ® increases as P, increases. The mathematical
proof is given as below.
From (36), the monotonicity of R with respect to P,

depends on the term y; 220. Recalhng (6), (12), (14), (17)
and (37), we have

2 2 ol g2

T
yiro = — 2 [tPp + PN, + D+ 1] = 5 + f—2
00 K &5

raAP + raiP N+ 1)+ ai + Uq2,,

K(ta3Py + taiPe + 03 + aqu)

1 ta3 NP,
=% 2 2 2, 2
K(tayPp + tayPe +aj + qu)
1 1 TaAN:P,

K Koaa(t—K)(Pp+P.) +KP, + KP, + 1
(33)
It can be easily observed from (38) that y; 2.0 is a mono-

tonically increasing function of P.. Consequently, RS is a
monotonically increasing function of P,.

C. ERGODIC SECRECY RATE

Based on (26) and (34), the ergodic secrecy rate for each user
is defined as [9], [10], [13]

Rsec,k = [Rk - Re,k]+s (39)
where [x]T = max(x, 0). With the aid of (29) and (36),
a tractable approximation of Reec ¢ When N; — oo is given by

Ry 2% R = [R® — R (40)
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The accuracy of RS, will be evaluated in Section VI. In the
following sections, we use R, to analyze the secrecy per-
formance as well as the impact of low-resolution ADCs and
DAC:s.

Remark 1: As discussed in [9], [10], the secrecy rate in
(39) is actually a lower bound of the ergodic secrecy rate
in fading channels [4], which is a widely-adopted metric for
evaluating the secrecy performance of a system. According to
[4], to achieve this ergodic secrecy rate, the eavesdropper’s
CSlI is not needed while the PSA power P, is required. When
the eavesdroppers are registered users in the network, the
PSA power can be obtained through the periodic interchange
between the registered users and the BS. In this case, the PSA
is usually referred to as pilot contamination [20]. When the
eavesdroppers are external devices, we first use the PSA
detector proposed in Section V to identify the cases that PSA
occurs. Based on the identified cases, the value of 072_[1 in (69)
can be obtained empirically. Then, the value of the PSA power
P, can be estimated using the method in [14, Appendix A].

D. MAXIMUM TOLERABLE PSA POWER
In this section, we study the PSA power that makes
the secrecy rate RJ. equal to zero. As discussed in
Sections III-A and III-B, with the increase of P,, R°
decreases while R2° increases. Therefore, the ergodic secrecy
rate RS, decreases as P, increases, which indicates that when
P, increases from 0 to 0o, there is a critical point P)'®* which
reduces Ry, to zero. The value of PP is defmed as the
maximum tolerable PSA power.

According to (40), P3*** is the root of R7° —RZ° = 0, which
is equivalent to

0P4apN;Go OPgapyiro
KP; + K (1 —Bap)P; + 1

Plugging (14) and (38) into (41), the maximum tolerable PSA
power P can be obtained, which is given in (42) at the
bottom of the next page. It is worth noting that the derived
PP in (42) does not apply to the case 6 = 0. Actually, when
6 = 0 the secrecy rate is always zero, regardless of the value
of P,.

=0. 1)

E. OPTIMIZATION OF 6
With the derived ergodic secrecy rate in (40), we can optimize
0 to maxi