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ABSTRACT In order to improve the transmission data rate and the three-resistance characteristics of
the network ammunition communication link, this paper proposes a new communication technology
with two dimensions. In this technology, orthogonal frequency division multiplexing (OFDM) is used
for one-dimensional data transmission, and the G-function-driven subcarrier frequency change rule in
differential frequency hopping (DFH) is used for two-dimensional data transmission, which breaks through
the conventional idea of using carrier amplitude frequency phase modulation information, and establishes a
new two-dimensional communication model based on DFH-OFDM. The theoretical analysis and simulation
results show that the proposed two-dimensional new communication technology, without changing the
original communication system and signal characteristics, effectively reduces the probability of signal
interception, improves the communication system capacity, and has good three-resistance performance.

INDEX TERMS Networked ammunition, two-dimension, DFH, OFDM, DFH-OFDM.

I. INTRODUCTION
Wireless sensor network (WSN) is a wireless network
composed of a large number of static or mobile sensors in
a self-organizing and multi-hop manner [1]. It cooperatively
senses, collects, processes and transmits the information
of the perceived objects in the geographical area, and
finally sends the information to the owner of the net-
work [2], [3]. With the rapid development of Internet of
things technology, future computer systems and wireless
sensor networks, networked munitions emerge as the times
require and play a crucial role in the battlefield [4], [5].
Networked ammunition is an ammunition that can be
propelled by its own power device, can receive combat
grid information during flight, and can automatically detect,
track, locate the target, strike and damage the assessed
ammunition [6]. In order to exert the operational effectiveness
of networked ammunition on the informationized battlefield,
it is a basic guarantee to establish an efficient, secure and
reliable data communication link. This link can enhance
the ability to deal with time-sensitive targets and improve
task flexibility and situational awareness [7]. Networked
ammunition communication link is mainly responsible for
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the ground remote control signal is sent to the network of the
ammunition, and the networked ammunition flight parameter
sensors for remote sensing information and on-board sensors
mission information transmission to the ground station,
the communication between the ground station and network
ammunition to transmit data based on the content, can be
divided into the remote sensor data link link, telemetry link
and tasks [8]. In view of the similarity of the working mech-
anism between the network ammunition and the unmanned
aerial vehicle (UAV) communication system [9], [10],
the key technologies used in the UAV communication link
can be directly transplanted to the network ammunition
communication link [11], [12]. In literature 9 and 10,
orthogonal frequency division multiplexing (OFDM) tech-
nology is proposed to be applied to UAV communication
link to meet the requirements of high speed and high
reliability. In literature 11 and 12, Quad-Phase Shift Keyed
(QPSK) technology is proposed to meet the requirements
of high-definition video transmission waveform design of
UAV communication link. Although both technologies are
applicable to networked ammunition communication link,
OFDMandQPSK technology are difficult to synchronize and
have poor anti-interference, respectively These problems are
the main factors that restrict the reliability of communication
link [13]–[15].
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Considering that the networked ammunition needs to
transmit a large number of instructions and data to each other
and to the support platform when carrying out tasks [6]. The
information transmission rate required for the transmission of
task instructions, control data, shared video and image data
between the networked ammunition is also increasing with
the application requirements. So the networked ammunition
needs to have a higher data transmission rate to ensure the
network High efficient collaborative control, task allocation
and information sharing among chemical munitions. Further,
in order to better adapt to the future electromagnetic spectrum
warfare, higher requirements are placed on the networked
ammunition communication link, that is, the communication
link not only has high reliability, concealment and security,
but also needs to meet the demand of high dynamic and high
rate. Therefore, based on the existing anti-jamming commu-
nication system, this paper proposes a new two-dimensional
communication technology based on DFH-OFDM from the
perspective of time-frequency code domain fusion. This
technology can support higher data transmission rate and
anti-interference ability than OFDM. The main innovations
of this paper are as follows:

1) The technology utilizes each subcarrier in OFDM to
modulate one-dimensional data, and simultaneously
uses the frequency variation rule of the subcarrier
to carry the two-dimensional data, thereby realizing
the two-dimensional data transmission and effectively
improving the transmission data rate.

2) Based on the communication system and signal
characteristics of the original communication system,
the technology uses the multi-dimensional statistical
characteristics of the signal to transmit information.
The time-frequency domain characteristics of the
instantaneous signal are unchanged, and the adja-
cent subcarrier frequency variation law carries the
two-dimensional data is not easy to find and has strong
concealment.

3) The technology drives the variation rule of the subcar-
rier frequency according to the two-dimensional data
to be transmitted, and the randomness of the subcarrier
increases the anti-interference of the communication
process and reduces the probability of interception of
the signal.

4) The bit error rate of two-dimensional data has a great
impact on the total bit error rate of DFH-OFDM
signals. Therefore, in the following work, the linear
block code theory will be used to explore the cor-
relation function between one-dimensional data and
two-dimensional data, so as to reduce the influence
of two-dimensional data error rate on the total bit
error rate of signal, and further improve the anti-noise
performance of DFH-OFDM signal.

The remainder of this paper is organized as fol-
lows: Section II elaborates on Proposed Scheme and
two-dimensional new communication technology working

mechanism; Section III introduces presents the results of our
experiments, and Section IV offers a conclusion.

II. PROPOSED SCHEME
A. TWO-DIMENSIONAL NEW COMMUNICATION
TECHNOLOGY WORKING MECHANISM
The realization of the new two-dimensional communication
technology is based on the OFDM technology. Starting from
the control subcarrier channel selection and time-domain
characteristics, the frequency control of the subcarriers is
completed by the fanout coefficient of the G function in
the DFH [16]–[18]. As far as the sender is concerned,
the two-dimensional information data to be transmitted is set
to be D1 (n) and D2 (n), respectively,and the information to
be transmitted is transformed according to the modulation
order and the G function operation rule [19], D1 (n) →
S1 (m) ,D2 (n) → S2 (m). Where S1 (m) and S2 (m) are the
symbols corresponding to D1 (n) and D2 (n), respectively,
and the symbol length depends on the modulation order
and the fanout coefficient of the G- function respectively.
Two-dimensional information data modulation mapping
association is shown in Fig. 1.

FIGURE 1. Schematic diagram of modulation mapping of bi-dimensional
information data based on DFH-OFDM.

When the G function fanout coefficient is equal to 2,
according to the G function rule, the relationship between
the subcarrier frequency f (i) and the two-dimensional data
D2 (n) can be established, as shown in the formula (1).
Similarly, when the G function fanout coefficient is greater
than 2, according to the G function rule, the relationship
between the subcarrier frequency f (i) and the symbol S2 (m)
corresponding to the two-dimensional data D2 (n) can be
established, as shown in the formula (2).

f (i) = G [f (i− 1) ,D2 (i)] (1)

f (i) = G [f (i− 1) , S2 (i)] (2)

Further, the symbol S1 (m) corresponding to the
one-dimensional data D1 (n) is modulated onto each subcar-
rier f (i) generated by the corresponding symbol S2 (m) of the
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two-dimensional data D2 (n), and a bidirectional modulation
signal based on DFH-OFDM can be generated, and the time
domain signal expression is shown in formula (3).

S (t) =
m∑
i=1

S1 (i) exp[j2π f (i) t] (3)

As far as receiver is concerned, the DFH-OFDM
bi-dimensional modulation signal at time t is first subjected
to FFT processing, and its expression is shown in formula (4).

S (ω) =
m∑
i=1

S (t) exp[−j2π f (i) t] (4)

FIGURE 2. FFT based subcarrier frequency detection schematic diagram.

Secondly, it is assumed that the symbol period of the
DFH-OFDM bi-directional modulation signal is T , and the
frequency point detection is performed on the result of
the FFT processing, the OFDM subcarrier set used for
transmitting the data symbols at the time t is obtained,
as shown in the formula (5). A schematic diagram of
FFT-based subcarrier frequency detection is shown in Fig. 2.

· · · f (m) f (m− 2)f (1) · · · (5)

Further, set the time corresponding to the previous DFH-
OFDM symbol of the current DFH-OFDM symbol corre-
sponding to the time t is t − T , the S2 (m) can be recovered
according to the detected subcarrier frequency and the G−1

function between the preceding and succeeding symbols, and
then passed S2 (m) gets D2 (n). Finally, S1 (m) is obtained
by demodulating the one-dimensional data symbols carried
by the subcarriers, and then the transmitted one-dimensional
data D1 (n) is obtained by using S1 (m). The rules for the
association of G−1 functions with data are.

S2 (m) = G−1[ft−T (m− 1), ft (m)] (6)

In the implementation of the new dual-dimensional
communication technology based on DFH-OFDM, OFDM
modulation is adopted for one-dimensional data, andMQAM
(Multiple-Quadrature Amplitude Modulation) modulation
is used for each symbol in the subcarrier [20]–[22].

Further, considering the orthogonality of the N subcarriers
of the OFDM signal, the anti-noise performance of the
OFDM signal can be equivalent to the sum of the anti-noise
performance of the N MQAM signals [23], [24]. Without
loss of generality, it is assumed that the number of
subcarriers corresponding to the OFDM signal is N , each
subchannel adopts MQAM modulation, and the bit error rate
corresponding to each subchannel is PM [25], [26], and the
bit error rate calculation process of the MQAM modulated
signal is as follows:

Suppose the MQAM signal corresponding to each sub
channel can be expressed as:

eMQAM (t) =
+∞∑

n=−∞

Ang(t − nTs) cos(ωct + φn) (7)

In the formula, An is the amplitude of the baseband
signal, and g (t − nTs) is the baseband signal waveform of
the n th symbol having the pulse width TS , and ϕn is the
carrier phase corresponding to the nth code element. Further,
the orthogonal expression corresponding to the formula (7) is:

eMQAM (t) = [
+∞∑

n=−∞

Ang(t − nTs) cosφn] cosωct

−[
+∞∑

n=−∞

Ang(t − nTs) cosφn] sinωct

= [
+∞∑

n=−∞

Xng(t − nTs)] cosωct

−[
+∞∑

n=−∞

Yng(t − nTs)] sinωct (8)

where Xn = An cosϕn,Yn = An cosφn are the nth

code ele-ment amplitudes, and
+∞∑

n=−∞
Xng (t − nTs) and

+∞∑
n=−∞

Yng (t − nTs) are baseband signals.

In general, theMQAMsignal constellation is in a rectangu-
lar form. For a rectangular signal constellation diagram under
M = 2k (k is an even number), the MQAM signal constella-
tion is equivalent to two PAM (Pulse Amplitude Modulation)
signals on the orthogonal carrier signal [27]–[29]. Each of
these two signals has

√
M = 2k/2 signal points [30]–[32].

Since the signal on the phase quadrature component can be
separated by the coherent decision method, the bit error rate
of the MQAM can be determined by the bit error rate of the
PAM [33]–[35]. The probability that the MQAM signal is
correctly determined can be expressed.

pC =
(
1− P√M

)2
(9)

where P√M is the bit error rate of the
√
M -ary PAM system,

which has an average power of half of each orthogonal signal
of the equivalent MQAM system [36]–[38]. The bit error rate
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of the
√
M -ary PAM system can be obtained by the bit error

rate of the M -ary PAM system as.

P√M = 2
[
1−

1
√
M
Q
(

3
M − 1

Es
n0

)]
(10)

where n0 represents the average signal-to-noise ratio of each
symbol, Es represents the symbol energy, and n0 represents
the unilateral power spectral density of Gaussian white noise,
so the bit error rate of MQAM is:

PM = 1−
(
1− P√M

)2
= 1−

(
1− 2

[
1−

1
√
M
Q
(

3
M − 1

Es
n0

)])2

(11)

Further, if the bit error rate of the OFDM signal is set as P1e ,
the bit error rate of OFDM signal with MQAM modulation
can be regarded as the sum of the bit error rate corresponding
to N subchannesl [39]–[41], that is:

P1e = NPM

= N

{
1−

(
1− 2

[
1−

1
√
M
Q
(

3
M − 1

Es
n0

)])2
}

(12)

The two-dimensional data is transmitted by the DFH
differential frequency hopping system, and the corresponding
bit error rate P2e is:

P2e =
N ′−1∑
n=1

(−1)n+1Cn
N ′−1

1
n+ 1

e−γm/n+1 (13)

From the DFH-OFDM transmission mechanism, when
the two-dimensional data D2 (n) demodulation has an
error, the one-dimensional data D1 (n) is partially wrong
demodulated at the time of demodulation; when the
two-dimensional data D2 (n) is demodulated without error,
the one-dimensional data D1 (n) may be wrong demodulated
too [42]–[44]. Let the number of subcarriers participating
in the hopping be N1, and the fanout coefficient of the G
function in DFH be BPH. Therefore, the bit error rate Pe
corresponding to the DFH-OFDM based two-dimensional
communication signal can be expressed as:

Pe =
(
1− P2e

)
P1e + P

2
e

[
(N − N1)(
2BPH − 1

)
N

]
(14)

In summary, the bit error rate corresponding to the
DFH-OFDM signal is:

Pe =

(
1−

N−1∑
n=1

(−1)n+1Cn
N−1

1
n+ 1

e−γm/n+1
)

N

{
1−

(
1− 2

[
1−

1
√
M
Q
(

3
M − 1

Es
n0

)])2
}

+

[
N−1∑
n=1

(−1)n+1Cn
N−1

1
n+ 1

e−γm/n+1
][

(N−N1)(
2BPH−1

)
N

]
(15)

FIGURE 3. Two-dimensional new communication model based on
DFH-OFDM.

B. TWO-DIMENSIONAL NEW COMMUNICATION
TECHNOLOGY IMPLEMENTATION
Based on the transmission mechanism of the new two-
dimensional communication technology, a new two-
dimensional communication model based on DFH-OFDM
is established, as shown in Fig. 3. The sender first
configures the fanout coefficient of the G function according
to the two-dimensional data D2 (n), thereby completing
the mapping relationship between the two-dimensional data
D2 (n) and the subcarriers, and further performing the serial-
to-parallel conversion, the constellation mapping, and the
IFFT transformation on the one-dimensional data D1 (n),
Successively, then generating a DFH-OFDM signal. The
receiver performs recovery of the one-dimensional data
D1 (n) by FFT, subchannel detection, constellation inverse
mapping, and parallel-to-serial conversion, and further
recovers the two-dimensional data D2 (n) by subcarrier
detection and G−1 function.

According to the new dual-dimensional communication
model based on DFH-OFDM, the workflow of transmitting
and receiving signals in the technology can be described.
Thereinto the signal generation workflow is shown in Fig. 4.
The workflow is described as follows:

Step 1. First set the one-dimensional data rate R1,
the two-dimensional data rate R2. Determining the fanout
coefficient and the number of subchannels of the G function,
requiring the number of subchannels to be greater than the
fanout coefficient;

Step 2. Serial-to-parallel conversion of one-dimensional
data and two-dimensional data by means of the number of
subchannels and the fanout coefficient of the G function;

Step 3. Performing constellation mapping on the one-
dimensional data serial-to-parallel conversion result;

Step 4. Selecting a subchannel according to the result of
the serial-to-parallel conversion of two-dimensional data, and
establishing a subcarrier carrying the two-dimensional data;

Step 5. Perform IFFT processing by using the constellation
mapping and the selection result of the subchannel to generate
a DFH-OFDM bidirectional modulation signal.

Step 6. Add a cyclic prefix to the DFH-OFDM
dual-dimensional modulated signal.
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FIGURE 4. Signal generation workflow.

Step 7. Generate a DFH-OFDM dual-dimensional RF
signal after radio frequency processing.

The signal receiving workflow is shown in Fig. 5. The
workflow is described as follows:

Step 1. Perform radio frequency preprocessing on the
received DFH-OFDM dual-dimensional modulated signal;

Step 2. Perform parameter configuration;
Step 3. De-cyclically prefix the received DFH-OFDM

dual-dimensional modulated signal;
Step 4. Performing FFT processing on the two-dimensional

signal of DFH-OFDM after the cyclic prefix is removed;
Step 5. Perform subchannel detection according to the

result of the FFT processing;
Step 6. Demodulate the OFDM symbol by using the sub-

channel detection result;
Step 7. performing constellation inverse mapping on the

demodulated OFDM symbol;
Step 8. performing parallel-to-serial conversion on the

result of constellation inverse mapping;
Step 9. Deinterleaving the result of the parallel-to-serial

conversion to recover the one-dimensional data;
Step 10. Solving the G−1 function by means of the

subchannel detection result;
Step 11. Perform parallel-to-serial conversion on the output

of the G−1 function to recover the two-dimensional data.

III. PERFORMANCE EVALUATION
A. SIGNAL GENERATION SIMULATION AND VERIFICATION
In the simulation, the communication link oriented to
networked ammunition is used as the simulation object, and

FIGURE 5. Signal receiving workflow.

the modulation mode 16QAM, IFFT point number is 2048,
the sampling frequency is 40.96MHz, the subcarrier hopping
frequency is 5000Hz, the fanout coefficient is 2. The number
of subchannels is 144, the number of subcarriers is 288,
the number of null subcarriers is 144, the one-dimensional
data rate is 2.88 Mbps, the two-dimensional data rate is
720 Kbps, and the subcarrier frequency sequence number is
260-547. Matlab is used as a simulation tool to effectively
verify the new two-dimensional communication technology.

Through simulation, the simulation results of the
new two-dimensional communication signal based on
DFH-OFDM are shown in Fig. 6. In the figure, (a)∼(b) are
the time domain and frequency domain simulation results
respectively when the fanout coefficient is equal to 2.It can be
seen that the number of frequency points included in each hop
of the two-dimensional new communication signal based on
DFH-OFDM is equal to the number of subcarriers, and a peak
occurs at each subcarrier frequency point; when the fan-out
coefficient is 2, the number of carring one-dimensional data
subcarriers is equal to the number of null subcarriers, and
the number of participating hopping subcarriers is equal to
the number of null subcarriers. At this time, the DFH-OFDM
signal bandwidth is equal to 2.88 MHz, which is consistent
with the DFH-OFDM based composite dimension signal
generation requirement.
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FIGURE 6. Simulation results of two-dimensional new communication
signals based on DFH-OFDM.

B. SIGNAL RECEIVING SIMULATION AND VERIFICATION
Considering the high dynamics of the communication link
of networked ammunition, the Rice channel is used as the
transmission medium in the simulation process, the Rice
factor is set to 50, and the time domain result of the
channel output DFH-OFDM signal is shown in Fig. 7; The
FFT processing result of the receiver’s two-dimensional
new communication signal based on DFH-OFDM for two
consecutive hops is shown in Fig. 8. The simulation results
show that the number of FFT peak detection sequences equals
the number of subcarriers is 144, which proves the correct-
ness of the simulation results of the new two-dimensional
communication signal based on DFH-OFDM after receiving
and processing unit.

Further, the single-hop subcarrier frequency point detec-
tion result is shown in Table 1. It can be seen that
through the subcarrier detection of FFT processing results
of the current hopping signal, the frequency point set of
the current hopping signal is obtained,and combined with
the previous hop signal frequency point set and the G−1

function, the two-dimensional data can be parsed; Aiming at
the demodulation of the dimensional data can use the same
demodulation method as the OFDM signal.

FIGURE 7. Time domain results of the Rice channel output.

TABLE 1. Single-hop subcarrier frequency point detection and
two-dimensional data analysis results.

After simulation, the demodulation results of the
new two-dimensional communication signals based on
DFH-OFDM are shown in Fig. 9. In the figure, (a) to (b) cor-
respond to the one-dimensional data and two-dimensional
data demodulation simulation results respectively when the
fanout coefficient is equal to 2.Based on the current set of
frequency hopping points and the previous set of hopping
points, the G−1 function is used to demodulate to get
the two-dimensional data, and the one-dimensional data is
obtained according to the FFT processing. When the fanout
coefficient is 2, the two-dimensional data rate is 720 Kbps,
and the system transmission rate Rb is increased by 25%.

Anti-noise performance analysis of two-dimensional new
communication technology.The fanout coefficient is set as 2,
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FIGURE 8. FFT processing results.

FIGURE 9. Demodulation results of a new two-dimensional
communication signal based on DFH-OFDM.

and the number of subcarriers participating in the hopping
is equal to 144. The anti-noise performance analysis of
DFH-OFDM and OFDM signals is completed under the con-
dition ofAWGNchannel and the same simulation parameters,
as shown in Fig. 10. Simulation results show that under the
same conditions of bit error rate, The one-dimensional data
Eb/N0 corresponding to the two-dimensional new commu-
nication method based on DFH-OFDM is consistent with
Eb/N0 corresponding to the OFDM transmissionmethod;The
total bit error rate corresponding to the two-dimensional

FIGURE 10. Anti-noise performance analysis of DFH-OFDM and DFH.

new communication method based on DFH-OFDM is about
0.3 dB higher than that corresponding to OFDM transmission
method Eb/N0; Eb/N0 will further decrease as the number of
participating hopping subcarriers decreases.

IV. CONCLUSION
In order to improve the data transmission rate and reliability
of the networked ammunition communication link, it is better
adapted to the needs of future electromagnetic spectrum war-
fare. Based on the traditional anti-jamming communication
system, this thesis proposes a new two-dimensional com-
munication technology based on DFH-OFDM, and analyzes
the transmission mechanism, implementation method and
anti-noise performance of the technology. The simulation
results show that the technology can effectively improve the
capacity of communication system and the anti-jamming per-
formance is good, which can meet the working requirements
of network ammunition communication link.
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