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ABSTRACT Continuous data breaches targeting the invaluable medical records have become a nemesis for
the healthcare organizations. A secure and effective information security model in healthcare web applica-
tions can gain and enhance the respect as well as revenue of the healthcare organizations. For achieving this
goal, a multi-criteria decision methodology can be a milestone. The authors have used a hybrid integrated
Fuzzy Analytical Hierarchy Process-Technique for Order of Preference by Similarity to Ideal Solution
(Fuzzy AHP-TOPSIS) method for evaluating various information security factors of a web application in
order to provide effective and useful results for the developers and researchers. Furthermore, every calcu-
lation needs a validation and scientific proof in our case the study assesses the evaluated result on software
of hospital from Varanasi, India. The results and ideology of this study will definitely help the practitioners
in developing secure and effective information security within a web application. Moreover, the empirical
analysis conducted in our research has attempted to etch a systematic path for the developers who can focus

on the most prioritized factors for assured and concrete information security within a web application.

INDEX TERMS Information security, healthcare web applications, fuzzy AHP, fuzzy TOPSIS.

I. INTRODUCTION

Information security in healthcare web applications and
the healthcare sector is the most pressing concern in the
present context [1]. An article outsourced from health-
caresecurity.com provides a detailed explanation on the crit-
ical condition of healthcare web applications. The article
also calls upon the immense need for pre-secured web
applications [2].The previous 10 years were probably the
most turbulent ones for the healthcare information security.
According to the statistics, information disclosure in the
healthcare industry has been one of the most efficient attacks
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in the last 10 years [3]. The experts cite that the security
flaws of software and smart web portals of healthcare sec-
tor inadvertently provide an easy home ground for cyber-
attacks. This type of situation has created a highly sensitive
scenario for information security in healthcare web appli-
cations. The current smart health service scenario poses an
enormous challenge for the developers and security practi-
tioners who are now working on various security approaches
and methodologies to provide a secure and information-
disclosure free web application for healthcare [2]. However,
providing assured information security in any web applica-
tion is complex and a formidable task. While profiling this
research study, the authors reviewed many healthcare data
breach incidents due to web application failure. According
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to the detailed statistics, many patients’ personal information
was disclosed due to web application’s weak information
security processes [4]. Decidedly, there is a need for solid
information security in web applications of healthcare sector.
A simple rule of security in SDLC tells that rather than
providing a security approach after the development of any
web application, it is more effective to secure an application
during the development process for efficient security.

Providing effective information security for any web appli-
cation is a decision-based task. In particular, Multi-criteria
decision-making procedures play a very significant and crit-
ical role in these types of tasks [5]. A. Mardaani et al
provides a clear and detailed description on multi criteria
decision making (MCDM) methodologies. The researchers
also emphasise that selecting and choosing this MCDM
methodology would be better and effective idea for research
endeavors [6]. MCDM covers various methods, but it is
evident that fuzzy MCDM is one of the most effective
approaches in the current era [7], [24], [27], [29]-[33],
and [35]. Moreover, authors of the present study have their
own expertise in this scientific approach through their previ-
ous research initiatives [26], [28], [31], [32], [34], [36]-[40]
in various fuzzy based multi criteria decision making method-
ology. The barriers of AHP approach and implications of
the method is described and analyzed by D. Garg et al
in their paper briefly [8]. Due to the drawbacks in this
approach, we have used the a combined hybrid approach
of fuzzy set theory and analytical hierarchy process (AHP)
called fuzzy-AHP [5], associating with TOPSIS method
to evaluate the various factors of healthcare information
security.

For accurate evaluation of information security through
integrated fuzzy MCDM methodology, defining various secu-
rity attributes by a systematic and step-by-step (tree based)
format is important and necessary. Therefore, the third seg-
ment of this paper entails a description of the information
security factors in healthcare web applications by employing
a tree structure. The results of the evaluation of tree structure
through fuzzy AHP-TOPSIS method will help the experts
in constructing more secure healthcare web applications for
information security. Furthermore, with the intent of provid-
ing a more corroborative reference for the experts, this study
also analyzes the sensitivity of the evaluated results in the
section on Threat to Validity through sensitivity analysis and
confusion matrix approach.

The rest of the paper has been envisioned as: Second
section of the paper discusses about the previous research
initiatives and research ideas. Third section of the paper
talks about threat model of healthcare information security
in current situation and its possible effect. The fourth section
presents the description of various selected factors and their
significance towards the security of healthcare web appli-
cation. Section 5 and 6 of the paper illustrate the method-
ology and its calculative implementation on the developed
hierarchy. Comparison of the obtained results and sensitivity
analysis has been described in section 7 and 8, respectively.
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Section 9 and 10 of the study provide the discussion and
conclusion, respectively.

Il. PAST RESEARCH ACTIVITIES

Several experts and researchers have proposed their secu-
rity models and frameworks for implementing a type of
development life cycle related to applications [3], [7]. Many
researchers have also worked in information/data secu-
rity in the healthcare sector but the authors of this study
were able to sieve out only a few endeavors available
in the context of information security on healthcare web
applications.

Furthermore, in order to summarize and collect research
studies for the proposed paper, authors undertook a scrutiny
of the existing research pursuits in healthcare information
security. While conducting the examination for healthcare
information security, we applied the search strings (Fuzzy
AHP-TOPSIS for healthcare; Healthcare Information Secu-
rity; Fuzzy AHP-TOPSIS information security, etc.) on var-
ious popular data repositories related to scientific paper,
like IEEE Xplore, PubMed, Google Scholar, etc. During the
process of selecting and finding articles, we found several
articles and reports related to various aspects of healthcare
security and information security. However after analyzing
them, it was evident that there is rather limited literature avail-
able on healthcare information security directly or indirectly.
Our intent was to peruse only those specific research stud-
ies that discussed healthcare information security directly or
indirectly. Moreover, we focused on outsourcing those anal-
yses that provided key observations in context of healthcare
information security and its factors. Some related initiatives
have been outlined below:

o Christian Esposito ef al. presented a paper in 2018 dis-
cussing blockchain technology in healthcare data. The
paper focused mainly on data/information privacy and
data integrity [9]. The authors have provided an
overview scenario and a model of blockchain data han-
dling for healthcare in the paper. In the context of infor-
mation security, the paper concludes that integrity and
privacy are the two main factors that need significant
attention.

« Eric Affuldadzie ef al. stated in 2016 that many online
portals and websites are providing health-related infor-
mation but there is no ranking and validation model
available for assessing the reliability and usefulness of
the information [10]. To help the healthcare organiza-
tions and patients, the authors provided a framework
with the help of fuzzy VIKOR based method for assess-
ing and ranking the online health information. In the
context of information security, this paper provides the
approach for fetching reliable and useful quality of infor-
mation from online portals.

o Anastasia Theodouli et al presented a paper
in 2018 which proposed a blockchain secure data shar-
ing model for two healthcare organizations. Authors
of the paper provided a private and manipulation-free
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approach for sharing clinical healthcare data between
two entities [11].

o Iuliana Chiuchisan et al. presented a paper in 2017
which discussed a security approach for home-based
healthcare services. Paper provided data privatization,
access role management and availability assurance in
home-based healthcare service scenarios. In the context
of information security, this paper discusses the infor-
mation confidentiality, availability as well as accessibil-
ity for healthcare web applications through home-based
healthcare services [12].

o Steve G. Langerpresented a paper in 2016 discussing
the cyber security issues and implications in health-
care information security. The paper talks about the
accountability, authorization, authentication, and relia-
bility of healthcare information through various papers
and descriptive explanations [13].

e Various terms like technical, administrative, physi-
cal, etc., are discussed in paper written by Esmaeil
Mehraeen ef al.in the context of information security
in healthcare services. The authors of the paper used a
questionnaire for conducting the survey and fetching the
results according to them. In the context of information
security, this paper discussed the accessibility as well as
interoperability of healthcare data for simple and easy
data transactions between health entities [14].

o Roy et al. provide a great research article on mobile
cloud computing for making the healthcare services easy
for patients. The proposed model in this paper enables
the patients to access their medical records, suggestions
and recommendations through a restricted access into
controlled cloud environment [42]. This type of secure
model motivated us to analyze the factors for concern
and attention in the healthcare web application security.

o Jindal er al. discussed about the remote healthcare
application and its data handling approaches in their
paper. The researchers used fuzzy rule based classifier
to process the large volume f data that is acquired via
remote medical services. This paper also presents the
model for data management and its challenges [45]. This
study motivated the authors of proposed study to use
fuzzy based multi criteria decision making approaches
for obtaining more accurate results.

Although previous research initiatives do discuss various fac-
tors and attributes of healthcare information security, many
factors and studies [46]-[48] still need to be addressed and
given specific attention in the information security of health-
care web applications.

Though different research investigations do provide vari-
ous outcomes related to healthcare and information security,
there is yet no specific study that pertains to key issues for
healthcare information security. The studies discussed above
contribute to a specific part of healthcare and its informa-
tion security. Our research vision is premised on the need
to discuss and assess healthcare information security as a
whole. During the selection and analysis process of literature,
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we traced certain articles that discussed the confidentiality
of information specifically in healthcare through different
techniques. One study, in particular, also dwelt on secure IoT
communication for preventing data manipulation in health-
care environment, and suggested a secure approach for basic
functionality integrity.

Our research interest was also to map an exhaustive repos-
itory of the available literature which could be an effective
weapon against information breaches and manipulation in the
healthcare sector. For achieving this objective, we summa-
rized and then analyzed the literature to collate various factors
for healthcare information that would help the experts and
developers in the future to maintain healthcare information
security in web applications.

For achieving the effective and the desired level of informa-
tion security in healthcare web applications, the framework
proposed in this study is going to be a milestone for research
community. Furthermore, this study also estimates the infor-
mation security of all 15 versions of locally developed hospi-
tal software of Varanasi, Uttar Pradesh, India. For measuring
the information security of web application, this paper uses a
fuzzy AHP-TOPSIS methodology.

Ill. THREAT PLOT OF HEALTHCARE WEB APPLICATION
SECURITY

Healthcare services are the key targets of the intruders and the
last five years have seen unprecedented rise in data breach
episodes in this sector. High impact as well as higher cost
of data makes this sector a heaven for attackers. It is evi-
dent that attackers are penetrating healthcare web applica-
tions rapidly from various techniques. However, a good and
securely developed healthcare web application can respond
accurately during these penetrating processes.

A report from Juniper Research predicts that the growth
of estimated data breach cost is going to be 5 times more
in 2020 in the comparison of 2015 [49]. Another analysis firm
reported various threat factors that create huge inconvenience
in securing healthcare data privately and manipulation-free.
These factors are:

Growth in attack implementation scale: -The report states
that current healthcare data breaches are much larger than
the attacks carried out ten years ago. Statistics show that
previous largest data breach incident in 2014 was 400 Gbps
and other incidents are 300, 170 Gbps. But if you look at the
previous data of the last 10 years, the scale of attacks was only
maximum 8Gbps [50].

Trending use of Advance Persistent attacks: - Advance per-
sistent attacks are called advance persistent threat (APT). Itis
a new and a very harmful attack type that renders the whole
healthcare system hollow, just like termites infesting wood.
APT is a new and advance way to attack large organizations
for a long period of time [25]. APT attacks work on multi-
vector attack methodology, i.e. attacker tricks the system or
user through various layers and doors that are exploited by
the intruder.
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Frequent use of DDoS attack: -DDoS attacks are third
and most irritating threat factor for healthcare data security
experts. DDoS attacks are old but still a golden path for
intruders to penetrate and trick any organization into a pan-
demic mode. A report from a company cites that 79% of the
organizations are unable to detect whether their web traffic is
coming from humans or bots [51].

These threat factors are important and common vectors
that need extra attention of the security experts. Malwares
are also another important and most harmful concern for
healthcare industry. Furthermore, their impact ratio is also
very high [37]. Thus, the prevailing and emerging threats
became the premise of investigating a more assured and
convincing mechanism for information security of healthcare
web application.

IV. INFORMATION SECURITY IN HEALTHCARE WEB
APPLICATION

Attackers are targeting healthcare information and medical
services continuously and sell these information’s on dark
web in high costs due to its sensitivity as well as for more
profit [15]. These types of disclosures and breaches can
be detrimental for healthcare organizations. HIPPA jour-
nal recently released a July cyber-attack statistics for 2019.
The survey cites that emails and IT infrastructure are the
most vulnerable information pools in the healthcare organi-
zation [4], [16]. Thus, the developers need to adopt highly
secure information security architecture. For understanding
the factors of information security better, authors of this study
prepared a questionnaire enlisting 20 specific contexts.

The respondents of this questionnaire were 101 experts
working in the domain of healthcare information security
as well as web application security. After collating all the
responses, the authors elicited 72 valid responses and on the
basis of these responses, the present research study identi-
fied key factors that were elemental to information security.
This has been depicted in the hierarchy shown in figure 1.
According to the hierarchy, it is clear that web application
information security for healthcare is affected by confiden-
tiality, integrity, availability, interoperability, etc., which have
been discussed below:

o Confidentiality: In the context of information secu-
rity preventing information from unauthorized access
and maintaining the privacy of information is called
confidentiality. In simple language, we can say that
preventing unauthorized persons from looking and
accessing the information is called confidentiality [17].
J. Srinivas et al. describe the privacy or confidential-
ity issue of medical data in healthcare services. The
researchers provide the authenticated Real- OR Ran-
dom (ROR) approach to secure the connection between
the patient and healthcare medical services [44].

o Integrity: In terms of information security, integrity is
maintaining the originality of information in a model.
For easy understanding, integrity provides security for
information from manipulation or tampering [9].
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o Availability: Availability is best defined as the informa-
tion which is always present for the authorized users
whenever they need to access it. Most intruders try
to interrupt the availability of information in any web
application so that when a rightful user tries to fetch
any information from the information system, the user is
unable to access that information. Recent attacks are tar-
geting the availability of information [12]. P. Singh et al.
provide an excellent article on managing availability
of healthcare data securely in network architecture and
describe a model for security in healthcare ad-hoc net-
work [43].

o Scalability: Scalability refers to the ability of any health-
care web application or system for adopting the large
demand of data or users according to the trend. In sim-
ple words blockchain is a new approach that has been
adopted by many healthcare security researchers and
experts. However, blockchain has been classically devel-
oped for financial transactions. Hence given its basic
attributes, especially in the case of healthcare data trans-
actions, blockchain fails because of heavy data load or
large volume of data. This type of issue is called the
scalability related issue. Thus, put more aptly, scala-
bility is the ability to meet the increasing demand of
information [18].

o Interoperability: Interoperability is the ability of
healthcare information to work together in different
work environments. Different healthcare technologies
and institutions use various different formats of infor-
mation for exchange and transfer. Meeting these formats
is called interoperability of information [19].

o Accountability: In the context of information security,
accountability refers to the answerability, i.e., the users
working within an information system bear the responsi-
bility to maintain the security of information from their
own end. Every specific node of information model is
answerable for any mistake or disruption in accessing
the information [20].

o Accessibility: Accessibility refers to which user has how
much access to information. For instance, if a doctor
is using a mobile health application for managing the
patients’ record and providing them prescriptions and
other medical facilities, the doctor does not need to
access the information related to the patients’ financial
transactions and information. Similarly, if an employee
in the accounts department of any healthcare organi-
zation cannot be privy to the information related to
patients’ medical condition. This type of access restric-
tion is called accessibility in the healthcare information
system [21].

Factors of information security in healthcare web appli-
cations are represented in a hierarchal model in figure 1.
These factors directly affect information security in health-
care web applications. Maintaining these factors during the
development of any healthcare web application can pro-
vide a secure and breach-free environment in healthcare
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FIGURE 1. Hierarchical view of various factors.

organization. Authors have chosen and selected these factors
as per the experts’ suggestion and analyzed their significance
against various types of healthcare data security threat vec-
tors. This type of analysis has been performed by various
researchers in their studies [41]. A detailed analysis of the
factors has been described in the following table.

The factors and their significance described in table 1
clearly show that the web application developers and experts
must essentially focus on the most prioritized factors. This
would facilitate in achieving a two pronged target. Firstly,
focus on the most relevant factors will result in assuring
high end security. Secondly, it would reduce both the time
and resources invested in analyzing and accurately evaluating
the efficacy of the web application. Hence, the authors have
attempted a step-wise methodology that can be entailed for
assessing and then prioritizing the factors that significantly
determine information security in the healthcare web applica-
tion. While following this concept, the present study uses an
integrated multi-criteria decision method. Furthermore, our
study also provides a path for developing an effective infor-
mation security wall against healthcare data breach attacks
through evaluated results.

V. METHODOLOGY FOLLOWED

Information security is an essential part of any web appli-
cation security. Although many researchers have worked on
information security maintenance in healthcare in previous
years, a safe and effective healthcare information system still
sounds like a dream. There is a need to evaluate the effect
of factors that are directly affecting information security in
healthcare web applications for providing them an effective
security wall. The multi-criteria decision method is the most
practiced and used approach for measuring the various factors
for any topic. AHP (Analytical Hierarchy Process) is the
most effective approach in the other all MCDM approaches.
Since AHP is unable to resolve some implications related
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to accountability of results discussed in the previous work
of authors [5], this paper uses a combination of fuzzy and
AHP with TOPSIS methodology to assess the security factors
ranking according to the steps described in figure 3.

Figure 3 illustrates the prototype or step-wise process that
is followed by authors for evaluating the factors priority and
its assessment.

Fuzzy Analytical Hierarchy Process (AHP) is an effec-
tive and useful method against multi-dimensional decision
situation. It provides very crisp and valuable results in an
integrated pair- wise matrix [22]. For simple understand-
ing, hybrid approach of fuzzy and analytical hierarchy pro-
cess uses triangular fuzzy number to evaluate the wrights
of the factors that are provided by a hierarchy. Saaty pro-
posed the concept of fuzzy AHP for the first time in his
paper [23].

In our study, we have used a combined hybrid approach of
fuzzy AHP-TOPSIS for the evaluation of factors described
and illustrated in figure 1. Towards this intent, a questionnaire
to locate the factors that affect the information security in
healthcare web application was profiled and distribute it in
between experts from various healthcare industry and IT
development field. The opinions and the suggestions of the
experts were collated to prepare a hierarchy in order to cover
the basic issues of healthcare web applications regarding
information security. After a successful tree hierarchy cre-
ation, in the next step, the linguistic values were converted
into triangular fuzzy numbers (TFN) for every individual
element of hierarchy. For making the analysis part simple
and easy, authors have used triangular fuzzy numbers (TFN)
in the evaluation process [S]. The value of triangular fuzzy
number is in between 0 and 1.Similarly, the membership
function of triangular fuzzy numbers have been described in
equation (1) and (2) and the evaluated value of numbers are
described in between 1,2,3,4....9.

pa(x) = F— [0, 1] ey
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TABLE 1. Factors and their significance in web application security.

Factor Significance against threat
Confidentiality Managing confidentiality of web
application during its development phase
can protect the healthcare organization
from packet tracing, sniffing, session
hijacking and many other confidentiality
breach attacks.

Integrity management plays a key role in
web application security and its
management from web application
development can provide security against
various network related attacks like,
Salami attack, Data diddling attack, Man
in the middle attack and various other
attacks.
A concrete availability managed web
application can prevent against DDoS,
SYN flood, Ping flood and many other
availability targeting attacks.
A solid management of scalability from
development phase can make a web
application performance more accurate
and prevent attacks like buffer overflow.
Interoperability Management of interoperability can
provide a relaxation to the web
application from data error and miss
match in data formatting standard.
Accountability Managing accountability can allow the
web application to follow a basic rule of
security called non-repudiation or in
simple words authenticity for every node
in order to secure data handling in web
application architecture.
A well-managed accessibility factor can
produce a highly secure web application
with restricted and authenticated access
control environment.

Integrity

Availability

Scalability

Accessibility

X

— — x € [lo, mi]
—lo mi—lo
X

Ha (X) = —

- - X € [mi, up] 2
mi—up mi—up

0 Otherwise

In the above triangular membership function I, mi and u are
showing the lower, middle and upper limit of TFN. Triangular
fuzzy numbers idea and description is illustrated in figure 2.
In the above figure 2, [, mi, u represent the triangular fuzzy
numbers. Further in this paper, Table 2 describes the stan-
dard value system for assigning ranking after evaluating the
weights of factors through the methodology.

Furthermore, for converting the numeric values into trian-
gular fuzzy number, the authors have used equation (3-6).

nij = (lj, myjj, vjj)  where Ijj < mjjj < ujj 3
lij = Uija) “4)
mig = i1, Ty, Jy)'* ©)
= ija) (6)
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FIGURE 3. Step-wise methodology for evaluation.

From equation (3 — 6), lower limit, middle limit and upper
limit is described and represented through lj;, m;;; and uj;
respectively. For combining the TFN values, equation (7-9)
is used by evaluator.

(I, miy, ur) + (b, miz, up) = Iy + o, miy + miz, up + u2)

@)
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TABLE 2. Triangular fuzzy number scale.

TABLE 3. Scale for ratings.

Saaty Scale Definition F T Scale Linguistic Variable Corresponding TFN

1 Equally important 1,1,1) Very Poor 0,1,3)

3 Weakly important 2.3,4) Poor (P) (1,3,5)

5 Fairly important 4.5, 6) Fair (F) (3,5,7)

7 Strongly important 6,7,8) Good (G) (5.7.9)

9 Absolutely important 9,9,9) Very good (VG) (7,9,10)

i Intermittent values 8 ’i’ g;

6 b§tween two 1% ’ 6’ 7

] adjacent scales 7 : 8: 9) A. FUZZY TOPSIS

(h, miy, u1) x (I, miz, up) = (I1 x lp, miy X mip, uy x up)
(8)
(1, mil,ul) — 1 = (/uy, 1/my, 1/11) ©)

After, evaluating all the TFN values, the analysts need to con-
struct an nxn fuzzy comparison matrix through equation (10).

7.d 7.d d

~ kll k12 kln
A= . Sl (10)

k}?] kn2 krtlin

In this context, if more than one preference is available during
the calculation process, then the examiner uses following
equation (11) to find the average of preferences.

- d -

d

kij = Zd:l K (11)
After calculating the average preference, the evaluators
updated the fuzzy integrated comparison matrix for hierarchy
prepared through the practitioners’ views. For calculating this
step, the experts used the following equation (12):

kit - ki
A= ... - . (12)

knl T knn

Now, examiner uses equation (13) to assess the geometric
mean and fuzzy weights of the factors.

Piz(]_[;':ll},-j)l/", i=1,23,4,....n (13

In the end of the AHP methodology, equation (14 — 16) is
used by evaluator to normalize and calculate the average of
factors’ weights.

Wi =pi®P2®p3.... ®pa)" (14)
M — w1 dws. . ...Ewy (15)
n
M;
Ni — (16)
MieM®...... &M,

After calculating the concluding weights and its average,
the examiners use the equation (17) for evaluating BNP value
from the calculated weights.

[(uwl — Iwl) + (miwl — Iwl)]
3 +

BNPwD1 =

wl (17)
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TOPSIS is a methodology that is additionally used with the
MCDM approaches for evaluating the results calculated by
MCDM methodologies through alternatives assessment in n-
dimensional space. Additionally, in our case this TOPSIS
methodology uses the fuzzy numbers rather than using pre-
cise numbers for evaluation. A detailed description of the
methodology is described below:

After evaluating the weights from fuzzy AHP methodol-
ogy, the TOPSIS approach uses equation (18) and table 3 to
prepare a comparison matrix.

Ci ... C,

K=..... (18)
Xml - X

Thereafter, the matrix is normalized by the equation (19)
to prepare a normalized comparison matrix though
equation (20).

P =Py (19)

mxn
Q—[qy]mmi—1,2,3, ....... m j=1,2,3,4,... ... n
(20)

Finally, after evaluating the entire steps, the examiners
calculated the gap degree of factors in alternatives by the
equation (21).
. k- Kkt
CC=—*+—=1-—""——,
ki ke Kk,

2y

Similarly, as a final result of the evaluation process authors
find the ranking of factors described in hierarchy.

VI. DATA EVALUATION AND RESULT ASSESSMENT
Analyzing the security of any web application through a
mathematical scientific process is a challenging task [44],
[45]. This study, in particular, uses a well examined and
verified hybrid fuzzy AHP-TOPSIS methodology towards
developing a standardized process which can be enlisted by
the practitioners. The accuracy and efficacy of this method-
ology has been proven and well established by our research
team in our earlier endeavours.

For the present analysis, the authors have compiled the sug-
gestions from 80 experts from the healthcare industry and IT
sector to identify real and validated facts and factors. In order
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to conduct evaluation through methodology, the authors used
equation (1-9) and table 1 for converting linguistic value
into triangular fuzzy numbers and numeric values. After the
evaluation and conversion, the comparison matrix of factors
is constructed and displayed in table 4.

TABLE 6. Subjective cognition results.

TABLE 4. Integrated fuzzy comparison matrix of different factors.

Fl F2 B3 F4 F5 F6 F7

Fl 1.000, 0.770, 0.900, 0.670, 1.000, 1.000, 1.000,
(Confidentiality) 1-000: 1000, 1,000, 1,000, 1.000, 1.000, 1.000,
1.000 1.000 1.000 1.000 1.000 1.350 1.500

F2 0.770, 1.000, 0.900, 0.900, 1.000, 1.000, 1.000,
(Integrity) ~ 1.000, 1.000, 1.000, 1.000, 1.000, 1.350, 1.350,
1.000 1.000 1350 1.000 1.350 1.690 1.850

B3 0.710, 0.770, 1.000, 0.770, 1.000, 1.000, 1.000,
(Availability) 0870 1000, 1.000, 1000, 1000, 1.000, 1.150,
1.000 1.150 1.000 1.000 1.150 1.500 1.650

F4 0.440, 0.550, 0.620, 1.000, 0.670, 0.900, 1.000,
(Sealability)  0-370> 0.770, 0900, 1,000, 1.000, 1000, 1.000,
0.810 1.000 1.000 1.000 1.000 1.000 1.000

Es 0.770, 1.000, 0.900, 0.900, 1.000, 1.000, 1.000,
(Interoporability) 000> 1.000, 1,000, 1.000, 1,000, 1350, 1350,
1.000 1.000 1350 1.000 1.000 1.690 1.850

F6 0.710, 0.770, 1.000, 0.770, 1.000, 1.000, 1.000,
(Accountability) 870> 1:000, 1000, 1,000, 1.000, 1000, 1150,
1.000 1.150 1.000 1.000 1.150 1.000 1.650

- 0.440, 0.550, 0.620, 0.500, 0.670, 0.900, 1.000,
(Accessibility) 0370 0:770, 0900, 0.670, 1,000, 1.000, 1000,
0.810 1.000 1.000 1.000 1.000 1.000 1.000

Additionally, now through the equation (11-16), the
authors calculated the weights of the factors. Then, through
the equation (21), the BNP value of factors was evaluated.
Table 5 below represents the final weights for the factors.

TABLE 5. Weights of factors.

Factors Weights BNP Rank
F1 (Confidentiality) 0.1252,0.1753, 0.2601 0.2130 1
F2 (Integrity) 0.1091, 0.1532,0.2142 0.1740 3
F3 (Availability) 0.1042, 0.1393, 0.1971 0.1420 4
F4 (Scalability) 0.1141, 0.1563, 0.2292 0.1810 2
F5 (Interoperability) 0.0981, 0.1362, 0.1823 0.1280 5
F6 (Accountability) 0.0851, 0.1241, 0.1633 0.0920 6
F7 (Accessibility) 0.0772,0.1172, 0.1583 0.0780 7

Thereafter, the alternative for validating the calculated
results was evaluated. Table 5 describes the ranking and
priority of various factors according to evaluation. These
ranks will help the developers to focus on specific factors for
developing effective security mechanisms. The analysis cites
that the developers must give high priority to: First, the con-
fidentiality; second, the scalability; third, the integrity and
so on during healthcare web application development phase.
Fifteen projects are taken by authors as alternatives from local
hospital software of Varanasi. All alternatives are represented
by Al, A2, A3.......... AlS5 in tables and figure 1. For the
purpose of evaluation, we took the alternatives of highly
sensitive projects of hospital software. For the assessment,
we referred to the technological data from the equations (3-9)
that is illustrated in table 6. After the entire calculations
and evaluations, table 7 shows the normalized fuzzy matrix
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Alternative ) F2 F3 F4  F5 F6 F7
s/ Factors

3.0000, 3.0000, 5.6200, 5.7600, 5.0000, 3.7600, 6.2400,

Al 50000, 50000, 7.6200, 7.7600, 7.0000, 5.7600, 8.2400,
7.0000 7.0000 93100 9.3800 9.0000 7.7600  9.6200
7.0000, 3.0000, 5.0000, 43800, 7.0000, 1.6200, 5.6200,

A2 9.0000, 5.0000, 7.0000, 63800, 9.0000, 3.6200, 7.6200,
10.000 7.0000 9.0000 83800 10.000 5.6200 9.3100
6.2400, 3.0000, 43800, 3.0000, 3.0000, 5.6200, 5.7600,

A3 82400, 5.0000, 6.3800, 5.0000, 5.0000, 7.6200, 7.7600,
9.6200 7.0000 83800 7.0000 7.0000 9.3100  9.3800
5.6200, 3.0000, 3.0000, 3.0000, 3.0000, 5.0000, 4.3800,

A4 7.6200, 5.0000, 5.0000, 5.0000, 5.0000, 7.0000, 6.3800,
93100 7.0000 7.0000 7.0000 7.0000 9.0000  8.3800
7.0000, 3.0000, 3.0000, 7.0000, 3.0000, 4.3800, 3.0000,

A5 9.0000, 5.0000, 5.0000, 9.0000, 5.0000, 6.3800, 5.0000,
10.000 7.0000 7.0000 10.000 7.0000 83800  7.0000

ag 62400, 50000, 37600, 62400, 3.0000, 3.0000, 3.0000,
82400, 7.0000, 5.7600, 82400, 5.0000, 5.0000, 5.0000,

9.6200 9.0000 7.7600 9.6200 7.0000 7.0000  7.0000
3.0000, 3.0000, 5.6200, 57600, 3.0000, 3.0000, 7.0000,

A7 5.0000, 5.0000, 7.6200, 7.7600, 5.0000, 5.0000, 9.0000,
7.0000 7.0000 9.3100 9.3800 7.0000 7.0000  10.000
7.0000, 3.0000, 5.0000, 43800, 5.0000, 3.7600, 6.2400,

A8 9.0000, 5.0000, 7.0000, 6.3800, 7.0000, 5.7600, 8.2400,
10.000 7.0000 9.0000 83800 9.0000 7.7600  9.6200
6.2400, 3.0000, 43800, 3.0000, 3.0000, 5.6200, 5.7600,

A9 82400, 5.0000, 6.3800, 5.0000, 5.0000, 7.6200, 7.7600,
9.6200 7.0000 83800 7.0000 7.0000 9.3100  9.3800
7.0000, 3.0000, 3.0000, 7.0000, 3.0000, 5.0000, 4.3800,

A10  9.0000, 5.0000, 5.0000, 9.0000, 5.0000, 7.0000, 63800,
10.000 7.0000 7.0000 10.000 7.0000 9.0000  8.3800
6.2400, 5.0000, 3.7600, 6.2400, 3.0000, 43800, 3.0000,

ALl 82400, 7.0000, 5.7600, 8.2400, 5.0000, 6.3800, 5.0000,
9.6200 9.0000 7.7600 9.6200 7.0000 83800  7.0000
5.6200, 7.0000, 1.6200, 5.6200, 3.0000, 3.0000, 3.0000,

Al2  7.6200, 9.0000, 3.6200, 7.6200, 5.0000, 5.0000, 5.0000,
93100 10.000 56200 9.3100 7.0000 7.0000  7.0000
57600, 63800, 43800, 7.0000, 3.0000, 3.0000, 7.0000,

Al3 77600, 83800, 6.3800, 9.0000, 5.0000, 5.0000, 9.0000,
93800 9.6900 83800 10.000 7.0000 7.0000  10.000
77600, 7.0000, 7.0000, 6.2400, 5.0000, 3.7600, 6.2400,

Al4 93800, 9.0000, 9.0000, 8.2400, 7.0000, 5.7600, 8.2400,
10.000  10.000 10.000 9.6200 9.0000 7.7600  9.6200
1.0000, 3.0000, 7.0000, 5.6200, 7.0000, 1.6200, 5.6200,

AlS  3.0000, 5.0000, 9.0000, 7.6200, 9.0000, 3.6200, 7.6200,
50000 7.0000 10.000 9.3100 10.000 5.6200 9.3100

evaluated through equation (20. And after that, equation (21)
is used by the authors to evaluate the satisfaction degree and
gap degree of factors that has been described in table 8.
Table 8 represents the last and overall results of the case
study. The results described in this table are showing that
gap degree is between good and very good. Therefore, it can
be conclusively drawn that information security of various
selected alternatives is in good and very good condition.

VII. THREAT TO VALIDITY

Validating the calculated results in a scientific calculation
is a significant step and process. Sensitivity analysis is a
process of threat to validity that helps the researchers to
authenticate their results by numeric calculation. A threat to
validity step provides an idea to researcher about how differ-
ent sources of results affect the proposed mathematical model
in study. This section helps in understanding the effectiveness
and certainty of results by changing the important criteria.
In order to implement threat to validity in this research article,
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TABLE 7. Weighted normalized fuzzy-decision matrix.

Al;zr:ti‘r‘;’e/ F1 F2 F3 F4 F5 F6 F7
0.03000, 0.01100, 0.02300, 0.03000, 0.01100, 0.02300, 0.03000,
Al 0.04000, 0.01800, 0.03100, 0.04000, 0.01800, 0.03100, 0.04000,
0.04800 0.02500 0.03800 0.04800 0.02500 0.03800 0.04800
0.02300, 0.01100, 0.02000, 0.02300, 0.01100, 0.02000, 0.02300,
A2 0.03300, 0.01800, 0.02800, 0.03300, 0.01800, 0.02800, 0.03300,
0.04300 0.02500 0.03600 0.04300 0.02500 0.03600 0.04300
0.01600, 0.01200, 0.01500, 0.01600, 0.01200, 0.01500, 0.01600,
A3 0.02600, 0.02100, 0.02200, 0.02600, 0.02100, 0.02200, 0.02600,
0.03700 0.02900 0.02800 0.03700 0.02900 0.02800 0.03700
0.01600, 0.01200, 0.01000, 0.01600, 0.01200, 0.01000, 0.01600,
A4 0.02600, 0.02100, 0.01700, 0.02600, 0.02100, 0.01700, 0.02600,
0.03700 0.02900 0.02400 0.03700 0.02900 0.02400 0.03700
0.03600, 0.01100, 0.01200, 0.03600, 0.01100, 0.01200, 0.03600,
A5 0.04700, 0.01800, 0.02000, 0.04700, 0.01800, 0.02000, 0.04700,
0.05200 0.02500 0.02800 0.05200 0.02500 0.02800 0.05200
0.03200, 0.01800, 0.01500, 0.03200, 0.01800, 0.01500, 0.03200,
A6 0.04300, 0.02500, 0.02300, 0.04300, 0.02500, 0.02300, 0.04300,
0.05000 0.03200 0.03100 0.05000 0.03200 0.03100 0.05000
0.01200, 0.03600, 0.03600, 0.01100, 0.01200, 0.03600, 0.03600,
A7 0.02000, 0.04700, 0.04700, 0.01800, 0.02000, 0.04700, 0.04700,
0.02800 0.05200 0.05200 0.02500 0.02800 0.05200 0.05200
0.01500, 0.03200, 0.03200, 0.01800, 0.01500, 0.03200, 0.03200,
AS  0.02300, 0.04300, 0.04300, 0.02500, 0.02300, 0.04300, 0.04300,
0.03100 0.05000 0.05000 0.03200 0.03100 0.05000 0.05000
0.06200, 0.01600, 0.01600, 0.03300, 0.06200, 0.01600, 0.01600,
A9 0.07100, 0.02600, 0.02600, 0.04400, 0.07100, 0.02600, 0.02600,
0.07400 0.03700 0.03700 0.05400 0.07400 0.03700 0.03700
0.01500, 0.01600, 0.01600, 0.01200, 0.01500, 0.01600, 0.01600,
A0 0.02200, 0.02600, 0.02600, 0.02100, 0.02200, 0.02600, 0.02600,
0.02800 0.03700 0.03700 0.02900 0.02800 0.03700 0.03700
0.01000, 0.01600, 0.01600, 0.01200, 0.01000, 0.01600, 0.01600,
0.01700, 0.02600, 0.02600, 0.02100, 0.01700, 0.02600, 0.02600,
0.02400 0.03700 0.03700 0.02900 0.02400 0.03700 0.03700
0.01500, 0.01600, 0.01600, 0.01200, 0.01500, 0.01600, 0.01600,
Al2  0.02200, 0.02600, 0.02600, 0.02100, 0.02200, 0.02600, 0.02600,
0.02800 0.03700 0.03700 0.02900 0.02800 0.03700 0.03700
0.01000, 0.01600, 0.01600, 0.01200, 0.01000, 0.01600, 0.01600,
Al3  0.01700, 0.02600, 0.02600, 0.02100, 0.01700, 0.02600, 0.02600,
0.02400 0.03700 0.03700 0.02900 0.02400 0.03700 0.03700
0.01200, 0.03600, 0.03600, 0.01100, 0.01200, 0.03600, 0.03600,
Al4  0.02000, 0.04700, 0.04700, 0.01800, 0.02000, 0.04700, 0.04700,
0.02800 0.05200 0.05200 0.02500 0.02800 0.05200 0.05200
0.01500, 0.03200, 0.03200, 0.01800, 0.01500, 0.03200, 0.03200,
Al5  0.02300, 0.04300, 0.04300, 0.02500, 0.02300, 0.04300, 0.04300,
0.03100 0.05000 0.05000 0.03200 0.03100 0.05000 0.05000

All

the authors chose 15 alternative projects or experiments for
testing sensitivity. Table 9 describes the analyzed results of
sensitivity analysis in detail. Figure 4 portrays a graphical
representation of sensitivity analysis for easy understanding
and clear details.

Second column of table 8 represents the original weights
of this publication. According to the original values, factor 1
has the highest satisfaction degree. Furthermore after calcu-
lating the sensitivity of results, we found that it is crucial
for methodology to assess the factor 1 always as the topmost
priority. The results from table 9 show that calculated results
are risky and it is evident that variation in the whole informa-
tion security factors is negligible. A result variation presents
a view that the sensitivity of results depends on the weights
of the factors.
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TABLE 8. Closeness coefficients to aspired level among different
alternatives.

Satisfaction degree of

Alternatives di- di+ CCi
Al 0.7300 22.1200 0.04012
A2 0.7000 22.2100 0.04121
A3 0.7200 22.3200 0.04411
A4 0.7300 22.4200 0.04331
A5 0.6700 22.0000 0.04914
A6 0.6800 22.1400 0.03201
A7 0.6400 22.2400 0.03510
A8 0.7500 22.3100 0.03340
A9 0.7200 22.4300 0.03103
A10 0.6800 22.1400 0.04400
All 0.7000 22.0100 0.03602
Al2 0.7300 22.0500 0.02511
Al3 0.6600 22.0000 0.04731
Al4 0.6700 22.1400 0.03101
Al5 0.6500 22.2400 0.02210

For our investigations, we adopted a confusion matrix to
measure the accuracy of the results as well as the standard
error rate. A confusion matrix is scientific approach that
has been used to evaluate the performance of the proposed
method and its’ results [52]. Table 10 represents a confusion
matrix in 2*2 dimensions. The matrix works with the help of
four types of numbers called TP (True Positive), TN (True
Negative), FP (False Positive) and FN (False Negative).

Additionally, in our case, ' TN represents the values that
did not fluctuate when resources were actually changed; 2FN
represents the value that did not fluctuate, as predicted by
authors, SFP presents the value that fluctuated, as predicted
by authors; and *TP presents the value that actually fluctu-
ated. Enlisting the tabulations in table 10, we evaluated the
accuracy with the following equation (a).

A TP +TN
ccuracy = Al (a)
Thereafter, we calculated the error rate of results with the help
of following equation (b).
Error Rate = FP+ FN (b)
IN + FP + FN + TP
Equations (a) and (b) were used to calculate the accuracy of
result. The accuracy of the results was 82%, and error rate of
results was 0.5% averages. The outcomes of confusion matrix
calculation illustrate that evaluated results in this study are
highly accurate and have nominal error rate.

VIIl. COMPARISON WITH CLASSICAL AHP-TOPSIS
APPROACH

Comparing results from other methodologies can provide
a clear and significant view on calculated results. It is an
important part of scientific calculation to compare the results
of same data from various techniques.
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TABLE 9. Sensitivity analysis.

Alternatives ~ Original Weights Fl1 F2 F3 F4 F5 F6 F7
Al 0.04012 0.05922 0.06192 0.02128 0.05728 0.02312 0.02082 0.01292
A2 0.04121 0.05281 0.06381 0.01919 0.05859 0.00921 0.01391 0.02981
A3 0.04411 0.05971 0.06491 0.01289 0.04589 0.03171 0.02811 0.01531
A4 0.04331 0.05381 0.06051 0.01509 0.04649 0.04521 0.03321 0.00339
A5 0.04914 0.05694 0.06054 0.01826 0.05066 0.01894 0.01894 0.01854
A6 0.03201 0.05501 0.06131 0.01399 0.04569 0.03251 0.02701 0.01081
A7 0.03510 0.05010 0.06280 0.01550 0.04790 0.02780 0.02610 0.01250
A8 0.03340 0.05890 0.05540 0.03480 0.07230 0.01640 0.02740 0.00160
A9 0.03103 0.05053 0.05903 0.01297 0.04397 0.01903 0.02053 0.02283
Al0 0.04400 0.05030 0.06930 0.01670 0.05270 0.0260 0.02460 0.02160
All 0.03602 0.05402 0.06802 0.01158 0.04558 0.01872 0.02242 0.03302
Al2 0.02511 0.05751 0.07381 0.00989 0.04149 0.03451 0.03011 0.01551
Al3 0.04731 0.05864 0.06814 0.01686 0.05236 0.02414 0.02414 0.02164
Al4 0.03101 0.05251 0.06651 0.01699 0.05149 0.02201 0.02201 0.01901
AlS 0.02210 0.05110 0.06110 0.01490 0.04890 0.01610 0.02010 0.02810

0.08
0.07
0.06

0.05

0.04
0.03
0.0
0.0 ‘l
0
Al

FIGURE 4. Graphical view of sensitivity analysis.

[\S]

[as

H Original Weights ®mF1

TABLE 10. Confusion matrix.

Actual/Predicted Predicted
NO YES
NO [TN]' [FPP
Actual
YES [FNT [TP]*

Several research initiatives use MCDM methods to eval-
uate various factors and their effects in different sectors
and fields. Agrawal et al. published an article in which the
authors evaluated the condition of software durability through
3 layered tree structure [32]. They selected only 3 factors
on first layer of structure and used the AHP methodology to
assess the durability. Yet another research study by Rajeev
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F2 mF3 mF4

Al4 A15

Al11 A12 A13

F5 mF6 mF7

Kumar et al. evaluated the harmful factors of healthcare
web applications through same methodology with two lay-
ered tree structure [34]. The paper calculated the results
with 4 factors in first layer and used the same fuzzy-AHP
TOPSIS methodology. The calculation and evaluation in this
study further iterate that the methodology adopted by the
researchers in [34] is effective and useful. Furthermore, in the
present empirical analysis, we have used7 factors in 1% layer
of structure and evaluated the results through fuzzy-AHP
TOPSIS method. The adopted methodology also discards the
implications that are discussed by [8].

Contributors of this study have used a classical
AHP-TOPSIS method for comparing the result of Fuzzy
AHP-TOPSIS. This type of comparison illustrates the capa-
bilities and accuracy of selected approach in the comparison
of previous technique. Analyzed results show that selected
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FIGURE 5. Graphical Representation of comparison.

fuzzy AHP-TOPSIS methodology can provide a slightly
accurate and better result in the comparison of previous
classical AHP-TOPSIS method. Addition of fuzzy set the-
ory in the old methodology gives a better result and accu-
racy. Details of analyzed results are: in classical AHP-
TOPSIS, the procedure for selecting and analyzing data is
the same as Fuzzy AHP-TOPSIS method except for the
process of fuzzification. The data is selected in its original
numeric number. A comparative view on the results of both
the techniques is portrayed in table 11 and figure 5. The
results of classical AHP-TOPSIS methodology with fuzzy
AHP-TOPSIS methodology is highly correlated (Person cor-
relation = (0.7681). Results of both the techniques clearly
illustrate that fuzzy based approach provides better results
in the comparison of classical technique.

TABLE 11. Comparative view on results from both techniques.

Alternatives Fuzzy AHP-TOPSIS Classical AHP-TOPSIS
Al 0.04012 0.04122
A2 0.04121 0.04231
A3 0.04411 0.04241
A4 0.04331 0.04211
AS 0.04914 0.04190
A6 0.03201 0.03311
A7 0.03510 0.03420
A8 0.03340 0.03230
A9 0.03103 0.03101
Al10 0.04400 0.04445
All 0.03602 0.03652
Al2 0.02511 0.02171
Al3 0.04731 0.04354
Al4 0.03101 0.03212
Al5 0.02210 0.02250

IX. DISCUSSION

Previous data breach statistics on the attack trends point
out that healthcare security is at maximum risk. Sensitive
information is one of the most valuable assets of any sector,
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especially in case of healthcare sector. A breach in healthcare
information can be devastating for the organization and, much
worse, be life-threatening for a patient. With the current
medical world evolving into a digital universe and adopting
computers and internet in every facet, a viable and efficacious
information security approach is the fundamental need for the
web applications in the healthcare industry.

This research initiative evaluates the various factors of
information security that are directly affecting the informa-
tion security in healthcare web applications. The outcome
of this research initiative will help the future researchers
and the practitioners to develop information security assured
web applications from the development phase itself. Many
researchers are working specifically on one factor of infor-
mation security in healthcare sector. However, an integrated
approach with effective MCDM technique as an evalua-
tion method is relatively less. Additionally, our study also
provides highly accurate results with minimal error rate as
demonstrated in the section on threat to validity in the paper.
For a more thorough an expansive investigation, the threat to
validity was undertaken in two scenarios. The first scenario
describes the sensitivity of results in various conditions where
resources get restricted. The second context is the confusion
matrix method that measures the performance of evaluated
results and model through mathematical equations. Hence
this study posits an inventive solution. Moreover, the study
bases its propositions on empirical evidence mapped through
a case study involving a live project in a healthcare institution.

This study’s contribution to the possible research and pol-
icy forums is listed below:

o The results of this study will help the researchers and
developers in developing novel information security
models as well as securing the web application right
from its design phase.

o Healthcare organizations can enhance their informa-
tion security methods by alluding to the results of this
research and improvise on their brand credibility.
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o The case study results and findings can aid in formu-
lation of policies that are much needed to create an
enhanced, informed and viable environment for highly
secure information systems in the healthcare sector.

« Research ideology that is used in this paper can also
be used in various other sectors and perspectives for
security-enhancement.

« The addition of machine learning approach with selected
MCDM methodology in our paper will also provide
effective and advanced results with less manpower con-
sumption and time.

With specific relevance to future research investigations that
can be undertaken in this domain, we would also emphasize
on the need and scope to analyze the threat model and its
adversary benefits for healthcare infrastructure, especially
for healthcare information security. Similarly, there is an
immense need to create a perfect and balanced threat model
for healthcare information security through a literature exam-
ination approach. Moreover, prospective research endeav-
ours can also examine web application security by analyzing
OWASP, CVE listed threats and their effect on software
quality. This research could have certain delimits which the
authors have cited below:

o The volume of data that is collected for web applica-
tions is small in comparison of big healthcare service
providers. Due to this limitation of the study, the results
can differ in some conditions.

e There are many sub-factors which indirectly affect
information security. But these factors have not been
discussed in this research study.

X. CONCLUSION

Recent trends of cyber-attacks portend massive data breaches
in the healthcare industry. Unless the cyber security experts
and practitioners develop information security systems that
are both effective and feasible, the digital health data is at
huge risk. Towards this intent, the authors of this research
study recommend that implementing security in-between
web application development is the most effective way to
secure a web application. To establish the workability of this
methodology, the authors of this study provided a systematic
path and evaluated results which were drawn from 15 dif-
ferent projects of local hospital software of Varanasi. The
findings of this study would be an integral referral point in
the efforts of all researchers and developers working in the
domain of secure web applications.
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