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ABSTRACT Substitution box (S-Box) has a prominent significance being the fundamental nonlinear
component of block cipher which fulfils confusion, one of the properties proposed by Claude Shannon
in 1949. In this paper, we proposed an S-Box by using the action of modular group PSL(2,Z) on projective
line PL(F257) over Galois field GF

(
28
)
. In the first step we obtained elements of GF

(
28
)
by using powers

of α, where α is the primitive root of irreducible polynomial p (x) of order 8 over field Z2, then applied the
generators of PSL(2,Z) and followed steps to get rid of infinity from output. In the final step of proposed
scheme, one of the permutations of S16 is applied which enhanced the possible number of S-Boxes obtained
by any single specific irreducible polynomial p(x) over field Z2 of order 8. We analyzed performance of the
proposed 8 × 8 S-Box under cryptographic properties such as strict avalanche criterion, bit independence
criterion, nonlinearity, differential approximation probability, linear approximation probability; and com-
pared obtained results with a number of renowned S-Boxes. Lastly, we performed statistical analysis (which
comprises of contrast analysis, homogeneity analysis, energy analysis, correlation analysis, entropy analysis
and mean of absolute deviation analysis) on our proposed S-Box and obtained results have been compared
with adequate number of S-Boxes.

INDEX TERMS Action of modular group, cryptographic properties’ analyses, finite field, majority logic
criterion, S-Box.

I. INTRODUCTION
In the present era with digitally advanced technologies and
excessive usage of internet, secure transmission of digital data
(images, videos, audios, military/office documents, etc.) has
become most essential part for secure communication. There
are three different ways which are being used for secure com-
munication: cryptography, watermarking and steganography.
Cryptography techniques are used to convert an understand-
able data form into a scrambled, distorted non-understandable
form. Steganography techniques provide with embed/hide
secret data inside a digital media cover. Although both pro-
vides information hiding techniques, but they are different in
their working styles. Cryptography keeps content of the con-
fidential data secret, on the other hand, steganography keeps
existence of the confidential data secret (see [1]). Whereas,
watermarking provides copyright preserving techniques.

The associate editor coordinating the review of this manuscript and
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All of these vary from each other with respect to their work-
ing style but each of these have their own significance in
secure communication. Cryptography has an important role
in secure data transmission from insecure channels. It has
various goals such as confidentiality, authentication, integrity,
access control and non-repudiation [2].

Cryptography is an essential part for secure transmission
of multimedia data (such as documents, images, audios and
videos) [3] and there are two main categories of cryptogra-
phy: symmetric cryptography and asymmetric cryptography.
Block ciphers is a branch of symmetric key cryptography,
in which both sender and receiver use the same key for
encrypting and decrypting the data [4] and substitution box
(S-Box), first introduced byClaude Shannon in [5], is the core
nonlinear part of block ciphers, which provides confusion.
Without developing confusion in a block cipher, it becomes
susceptible to different attacks. Therefore, deliberate con-
struction of S-Box is required which must be capable of good
confusion. Conventionally, an S-Box is known as look-up
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table and is used to replace one confidential symbol with one
element of S-Box. Mathematically, S-Box is merely a mathe-
matical mapping from GF(2n) to GF(2m). The main focus in
developing a new S-Box is to search out new mathematical
structures which may produce confusion in block ciphers.
There are renowned modern cryptosystems namely data
encryption standard (DES) [6], international data encryp-
tion algorithm (IDEA) [7] and advanced encryption standard
(AES) which were developed under substitution-permutation
network (SPN) [8]–[10] in which Shannon’s properties of
confusion and diffusion were practiced. Up to now, a number
of image encryption schemes have been designed on SPN and
other various techniques (see [11]–[34]).

Strength of any block cipher is based on the strength of
S-Box. Therefore a number of new techniques have been
proposed for the construction of S-Box which utilized dif-
ferent algebraic structures such as symmetric groups, Galois
fields, Galois rings, left almost semi-groups, linear fractional
transformation, action of projective general linear group,
action of projective special linear group and coset diagram
(see [26], [35]–[41]). In a research paper [42], the authors pro-
posed an S-Box developed by using action of PGL(2,GF(28))
on Galois field. Their proposed S-Box is found to have same
nonlinearity as of AES but has two fixed points (output value
is equal to the input value) which are 122 and 208. In [43],
authors introduced a technique for the construction of S-Box
on the basis of coset diagram in which a map is defined in
order to remove the fixed points of the substitution box and
obtain a bijective S-Box. In [44], the authors studied results
of nonlinearity by changing the primitive irreducible polyno-
mial for generating members of Galois field and found that
deliberately selected irreducible polynomial may enhance
the strength of those S-Boxes which are developed on the
grounds of algebraic structure Galois field but their proposed
S-Box found non-bijective. Authors in [45] proposed a novel
algebraic technique for S-Box construction by group action
on ring Z1024. Their illustrated S-Box showed some good
result of nonlinearity and offset to SAC but we found that
there is one fixed point which is 160. In [46], authors pro-
posed a new algorithm by taking composition of inversion
function and action of S8 symmetric group on Galois field.
Their illustrated S-Box found to be highly nonlinear and
bijective but had four fixed points which are 0, 1, 48 and 115.
In [47], authors first proposed an S-Box on a piecewise
linear chaotic map and then provided adaptive improve-
ment technique to improve differential approximation
probability of S-Box. In [48], authors proposed a postprocess
technique for the improvement of chaos-based S-Boxes.
In [49], authors utilized extended logistic map for the gen-
eration of S-Box. In [50], authors proposed an S-Box by
involving coset diagrams for the action of a quotient of the
modular group on the projective line over the finite field
and used Fibonacci sequence for the selection of vertices of
coset diagram. In [51], authors provided a novel algebraic
theoretical approach for improving strength of S-Box and
found good results.

Although there are available new approaches for the con-
struction of S-Box on algebraic structures, which even pro-
vide highest nonlinearity, i.e., 112 but they do not pass the
criterion of having no fixed point.

Recently, authors proposed a novel genetic technique for
construction of bijective S-Box in [52] by selecting nBoolean
functions (treating as the chromosomes of an S-Box) into
2n × n matrix.
According to the existing literature, it is evident that

research of finding cryptographically strong S-Boxes by
novel techniques, based on either chaos theory or algebraic
theory, is still in progress.

An S-Box should not only be robust against differen-
tial and linear attacks but also be up to the mark under
analysis for different properties namely nonlinearity, strict
avalanche criterion (SAC) and bit independence criterion
(BIC) (see [53]–[56]).

In this paper, we proposed an algorithm for construction
of (8× 8) S-Box by using the action of modular group
PSL(2,Z) on projective line PL(GF(28)) and involving the
structure of Galois field GF(28) in a simple unique way.
Furthermore, we evaluated the performance of illustrated
S-Box under said criteria. This paper is organized as follows:
in Section II we discussed preliminary necessary topics for
the construction of proposed S-Box; in Section III algo-
rithm is given for proposed S-Box which is then analyzed in
Section IV and finally conclusion is given in Section VI.

II. PRELIMINARIES
Necessary definitions used in the construction of S-Box are
given below:

A. GALOIS FIELD
For every prime p, there exist a Galois field GF(pm) pro-
vided that m is a positive non-zero integer. In GF(pm),
every element can be uniquely represented by the linear
combination of its standard basis {b0, b1, b2, . . . ,bm−1} ={
α0, α1, α2, . . . , αm−1

}
with co-efficients fromGF(p)where

α is the primitive element and root of irreducible polyno-
mial p (x), of degree m, over GF(p) [57], so GF(pm) =
Zp [x]/〈p(x)〉. There are total 16 primitive irreducible poly-
nomials over GF(2), if p = 2 and m = 8 which are enlisted
in Table 1.

All the elements of GF
(
28
)
= Z2 [x]/〈x8+x7+x3+x2+1〉

in the form of powers of α and their corresponding polyno-
mials form (expressed as binary numbers with left maximum
significance bit) are given in Table 2.
There are total 256monic polynomials overZ2 of degree 8,

of which only 30 are irreducible polynomials and 16 are
primitive irreducible polynomials (see [58]). It should be
noted that members from α255 = α0 to α7 have same
polynomial expression for all 16 primitive irreducible poly-
nomials of Table 1 as calculated in Table 2 where α8 comes
from p (α) = 0.

All successive powers of α are obtained and reduced
under operations of binary addition (i.e. of modulo 2) and
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TABLE 1. Primitive irreducible polynomials over GF(2) of order 8.

multiplication modulo p (x) (see [57]). Finally, all obtained
powers of α are represented in the form of decimal numbers
and binary numbers.

B. MODULAR GROUP
The set of all Möbius transformations (which are linear
fractional transformations) of Poincaré hyperbolic plane
H2
= {z ∈ C : z = x + iy, y ≥ 0} ∪ {∞} defined by h 7→

ah+ b
/
ch+ d; a, b, c, d ∈ Z, ad − cb = 1, forms a group

which is known as modular group 0 (see [3]). Modular group
is free product of Z2 and Z3 which is isomorphic to pro-
jective group PSL(2,Z) of special linear group SL(2,Z) ={[

a b
c d

]
: a, b, c, d ∈ Z,

∣∣∣∣ a bc d
∣∣∣∣ = 1

}
by its center {±I }, i.e.

0 ∼= PSL(2,Z)=SL(2,Z)/〈±I〉. A finite presentation of mod-
ular group is 0 = 〈x, y : x2 = y3 = 1〉 where x and y
are linear fractional transformations defined as g 7→ −1

g and

g 7→ g−1
g , respectively (see [59]).

C. ACTION OF PSL
(
2,Z

)
ON PL(GF(28))

A coset diagram is defined in [60] as merely a graphical
representation of permutation action of a finitely-generated
group S on a set X (also see [61]–[63]). Projective line
PL

(
Fq
)
is a projective space with q+1 points, where pm = q

symbols are of form [z, 1] ; z ∈ Fq and one additional point is
[1, 0], therefore under bijection [g1, g2]↔ g1

/
g2 projective

line PL
(
Fq
)
= Fq ∪ {∞} = {0, 1, 2, . . . , q− 1} ∪ {∞}

(see [64]). Consider the action of PSL(2,Z ) on PL(F17) =
{0, 1, 2, 3, . . . , 15, 16,∞}. We apply permutation represen-
tation of x and y by calculating g 7−→ −1

/
g and g 7→ 1−1

/
g

respectively (see Table 3). Permutation representation of x
and y obtained by the action of modular group on PL(F17)
is as follows:

x :(0∞)(1 16) (2 8)(3 11)(4)(5 10) (6 14)(7 12)(9 15)(13) .

y : (0∞ 1) (2 9 16) (3 12 8) (11 4 5) (13 14 7) (15 10 6) .

Since in image encryption, all possible bytes can be consid-
ered as members of GF

(
28
)
therefore we may consider the

action of PSL(2,Z) on PL(GF(28)) in the making of non-
linear component of block cipher. To illustrate the proposed
algorithm of S-Box, we worked on the members of GF

(
28
)

which are enlisted in Table 2 and obtained the results of action
PSL(2,Z) on GF(28) ∪ {∞} = {0, 1, 2, . . . , 255,∞} by
applying permutations x and y which are as follows:

x : (0∞) (1 1) (2 198) (3 132) (4 99) (5 124) (6 66) (7 234)

(8 247) (9 221) (10 62) (11 113) (12 33) (13 153) (14 117)

(15 175) (16 189) (17 101) (18 168) (19 141) (20 31)

(21 144) (22 254) (23 119) (24 214) (25 103) (26 138)

(27 75) (28 252) (29 47) (30 145) (32 152) (34 244)

(35 51) (36 84) (37 155) (38 128) (39 158) (40 201)

(41 95) (42 72) (43 166) (44 127) (45 57) (46 253)

(48 107) (49 250) (50 245) (52 69) (53 123) (54 227)

(55 194) (56 126) (58 209) (59 115) (60 142) (61 136)

(63 112) (64 76) (65 171) (67 235) (68 122) (70 223)

(71 120) (73 167) (74 139) (77 170) (78 79) (80 162)

(81 160) (82 233) (83 86) (85 154) (87 232) (88 249)

(89 197) (90 218) (91 231) (92 184) (93 237) (94 200)

(96 243) (97 110) (98 125) (100 188) (102 215)

(104 228) (105 241) (106 251) (108 183) (109 180)

(111 242) (114 208) (116 174) (118 255) (121 222)

(129 159) (130 147) (131 148) (133 199) (134 179)

(135 165) (137 143) (140 169) (146 149) (150 203)

(151 207) (156 225) (157 216) (161 163) (164 178)

(172 239) (173 204) (176 186) (177 213) (181 182)

(185 236) (187 212) (190 210) (191 192) (193 211)

(195 226) (196 248) (202 206) (205 238)

(217 224) (219 230) (2202 46)(229 240).
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TABLE 2. Elements of GF
(

28
)

when p (x) = x8 + x7 + x3 + x2 + 1. TABLE 2. (Continued.) Elements of GF
(

28
)

when

p (x) = x8 + x7 + x3 + x2 + 1.
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TABLE 3. Action of PSL(2,Z) on PL (F17).

y : (1 0∞) (2 199 132) (3 133 198) (4 98 124) (5 12 599)

(6 67 234) (7 23 566) (8 246 221) (9 220 247) (10 63 113)

(11 112 62) (12 32 153) (13 152 33) (14 116 175)

(15 174 117) (16 188 101) (17 100 189) (18 169 141)

(19 140 168) (20 30 144) (21 14 531) (22 255 119)

(23 118 254) (24 215 103) (25 102 214) (26 139 75)

(27 741 38) (28 253 47) (29 46 252) (34 24 551)

(35 50 244) (36 85 155) (37 154 84) (38 129 158)

(39159128) (40 20 095) (41 94 201) (42 73 166)

(43 16 772) (44 12 657) (45 56 127) (48 106 250)

(49 251 107) (52 68 123) (53 12 269) (54 226 194)

(55 195 227) (58 208 115) (59 114 209) (60 143 136)

(61 137 142) (64 77 171) (65 17 076) (70 222 120)

(71 121 223) (78) (79) (80 163 160) (81 161 162)

(82 23 286) (83 87 233) (88 248 197) (89 196 249)

(90 219 231) (91 230 218) (92 185 237) (93 236 184)

(96 242 110) (97 111 243) (104 229 241)

(105 240 228) (108 182 180) (109 181 183)

(130 146 148) (131 149 147) (134 178 165)

(135 164 179) (150 202 207) (151 206 203)

(156 224 216) (157 217 225) (172 238 204)

(173 205 239) (176 187 213)

(177 212 186) (190 211 192) (191 193 210).

III. CONSTRUCTION TECHNIQUE FOR S-BOX
We utilized both permutations x and y in construction of 8×8
S-Box. Steps which are taken in the construction of S-Box S8h
are as follows:

i. Choose any primitive irreducible polynomial p (x)
whose hexadecimal value is h from the list available
in Table 1 and prepare members of GF

(
28
)
, as shown

in Table 2.
ii. Take i = 1, where i is being considered as power of

primitive root α.
iii. Convert i into hexadecimal value rc (say) for taking

decision of row r and column c of proposed S-Box to
enter the output value corresponding to input i.

iv. Convert αi into its numerical decimal value di (say)
(as are available in Table 2) and calculate permutation
x for di, i.e. (di) x = t (say).

v. Take t as power of primitive root and find out its
corresponding decimal value dt by using Table 2.

vi. Further calculate permutation y twice time for dt , i.e.
((dt) y) y and enter in row r and column c which is
obtained in Step iii, i.e. src = ((dt) y) y.

vii. Do i = i+ 1.
viii. Repeat Steps iii-vii until i = 254.
ix. In Step iv, if t = 255 for some value of i, then set

src = 0.
x. For i = 255, do Steps from iii to vi, skip Step iv and

set t = 1.
xi. Take δj, the decimal value (from Table 1), of irre-

ducible polynomial which was chosen in Step i. After
dropping the maximum significance bit (MSB), con-
vert δj into hexadecimal value r ′c′; set values of s00
equal to value of sFF (which is calculated in step x);
set value of sFF equal to the already calculated value
of sr ′c′ and set sr ′c′ = 1.

xii. Apply any one of the permutations (selected
deliberately) from symmetric group S16 on rows
(or columns).

We developed illustrated S-Box and followed steps whose
explanation is given below:

i. We opted p (x) = x8 + x7 + x3 + x2 + 1 primitive
irreducible polynomial whose hexadecimal value is
h = 18D, therefore we named it as S818D.

ii. We set i = 1.
iii. We converted i into hexadecimal form which gave

value 01 and taken as r = 0, c = 1.
iv. We converted αi = α1 into its decimal form that is

di = d1 = 2 and applied x permutation once on it
di (x) = d1 (x) = 2 (x) = 198 = t .
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TABLE 4. Tentative S-box S8
18D.

TABLE 5. S-box S8
18D, generated by proposed algorithm.

v. We converted αt = α198 into its decimal form that is
dt = d198 = 135.

vi. We applied y permutation twice on it that is
(((dt) y) y) = (((135) y) y) = (164) y = 179 and
stored in row = 0, column = 1 of tentative S-Box.

vii. We increased value of i by 1 and got i = 2.
viii. We repeated steps from iii to vii until i = 254.
ix. For i = 97 we got t = 255 in step iv, so we stored

s61 = 0.
x. For i = 255,we obtained r = F and c = F , set t = 1,

consequently we got dt = d1 = 2 and (((dt) y) y) =
(((2) y) y) = (199) y = 132, i.e., sFF = 132.

xi. We took δ11 that is 397, converting into hexadec-
imal value with left maximum significant bit and
after dropping maximum bit we got decimal value
141 whose hexadecimal value 8D, that is r ′ = 8
and c′ = D. We shifted the values of sFF = 132
to s00, value of sr ′c′ = s8D = 119 to sFF and set
sr ′c′ = s8D = 1. So tentative S-Box is presented
in Table 4.

TABLE 6. Balanced, bijective and number of fixed points comparison of
various S-boxes.

xii. In the final step, we arranged rows of tentative S-Box
as R16 R13 R6 R10 R12 R7 R8 R3 R15 R14 R5 R11 R9
R2 R4 R1 and obtained the final S-Box which is shown
in Table 5.
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TABLE 7. Nonlinearity comparison.

IV. ANALYSES OF PROPOSED S-BOX
There are a number of characteristics for any S-Box which
ensure good performance of nonlinear component in any
encryption algorithm. First of all, there should not be any
fixed point in S-Box. Other characteristics includes non-
linearity, balanced, strict avalanche criterion (SAC), output
bit independence criterion (BIC), differential approxima-
tion probability (DAP) and linear approximation probability
(LAP). Description of all these characteristics and analysis
for S-Box S818D are as follows:

A. BALANCEDNESS AND BIJECTIVITY
A Boolean function is called a balanced function if both the
number of preimages mapped to 0 and number of preimages
mapped to 1, are equal.

An S-Box is called balanced if all of its component
Boolean functions are balanced.Mathematically, n×m S-Box
S : Fn2 → Fm2 is called balanced if every image has exactly
2n−m preimages (see [74]). An S-Box is called bijective if
every output value (image) is associated to a unique input
value (preimage). Therefore, n balanced component Boolean
functions of n× n S-Box ensure the bijectivity of the S-Box.
Comparison of balanced, bijective and number of fixed points
is given in Table 4.

B. NONLINEARITY
To measure the strength of any S-Box, nonlinearity is one
of the fundamental tools which was first introduced in [75]
by Pieprzyk and Finkelstein. Minimum distance between a
function f (say) and every linear function, is known as non-
linearity of that function, denoted by Nf and is calculated by

Nf = 2n − max
∣∣∣∑x∈Fn2

(−1)βf (x)+α.x
∣∣∣ ;α, β ∈ Fn2 , β 6= 0.

The higher nonlinearity implies the strong S-Box. For S-Box
s:GF(2n) →GF(2n) , the upper bound of nonlinearity is
2n−1 − 2

n
2−1 (see [58]). In case of n = 8, the upper bound

is 120 but literature shows that the value of nonlinearity
which could be achieved uptill now is 112 (see [8], [58]).

Nonlinearity of all component boolean functions of S818D in
the comparison of various S-Boxes is given in Table 7.

C. STRICT AVALANCHE CRITERION
Two characteristics, namely completeness and avalanche
effect were combined by A. F. Webster and S. E. Tavares
in [76]; was named as strict avalanche criterion (SAC), which
states that every output bit should change, with a probability
of 1

/
2, whenever a single input bit is altered. Since proposed

S-Box is a map from GF
(
28
)
to itself, so inputs/outputs are of

8 bits namely b0, b1, b2, b3, b4, b5, b6, b7; and one of 8 output
bitsmay consequently affect/alter whenever anyone of 8 input
bits is altered. SAC for all component Boolean functions of
S818D is given in Table 8, showing that the average value of
SAC is 0.4990 which is up to the mark. According to the
bound set available in paper [77], offset value of SAC is
acceptable if it is less than or equal to 0.030 and proposed
S-Box is showing 0.0330 offset value for SAC. SAC of S818D
is compared in IV-F, which shows that average value is very
close to desired value 0.5.

D. OUTPUT BIT INDEPENDENCE CRITERION
Out bit independence criterion is also very important criterion
which states that if for all bits i, j, k ∈ {0, 1, 2, . . . , n} such
that j 6= k , output bits j and k changes independently,
whenever i is altered (see [78], [79]). Value of BIC is cal-
culated with the help of correlation co-efficient, if ρjk (i)
be the correlation co-efficient of jth and k th output bits
when ith input bit is altered then bit independence criterion
between bj and bk is given by BIC

(
bj, bk

)
= max

0≤i≤n

∣∣ρjk (i)∣∣,
hence bit independence of S-Box s is given by BIC(s) =
maxBIC

(
bj, bk

)
; 0 ≤ j, k ≤ n, j 6= k (see [54]).

It is also given in [75] that an S-Box meets with optimal
value of BIC if bi ⊕ bj for all component Boolean functions
bi, bj; i 6= j, 1 ≤ i, j ≤ 8 are nonlinear and fulfil the
SAC. For S-Box S818D, it is seen from Table 9 average value
of BIC-SAC is 0.5033 and from Table 11 that the average
value of BIC-Nonlinearity is 103.5714. Minimum, maximum
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TABLE 8. SAC of S8
18D.

TABLE 9. BIC-SAC of S8
18D.

TABLE 10. DDT of S8
18D in compact form.

and average values of BIC-SAC and BIC-nonlinearity for
various S-Boxes are given in Table 12 and Table 15
respectively.

E. DIFFERENTIAL APPROXIMATION PROBABILITY
An S-Box should be robust against differential cryptanalysis
which ensures differential uniformity, which means that all
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FIGURE 1. Plain image of mandrill baboon and its histogram.

FIGURE 2. Cipher image by S8
18D and its histogram.

FIGURE 3. Cipher image and its histogram related to Ref. [43].

FIGURE 4. Cipher image and its histogram related to Ref. [8].

input differentials 1x and output differentials 1y are asso-
ciated to each other uniformly and if S-Box s is a map from
GF(2n) to itself the optimal value of robustness is ε = 1 −
2−(n−2), which is given by ε =

(
1− R× 2−n

) (
1− L × 2−n

)

FIGURE 5. Cipher image and its histogram related to Ref. [45].

FIGURE 6. Cipher image and its histogram related to ref. [65].

FIGURE 7. Cipher image and its histogram related to Ref. [66].

FIGURE 8. Cipher image and its histogram related to Ref. [22].

where L = largest value in the difference distribution table
(DDT) of s, R = number of non-zero entries in first row of
DDT, in either cases the first entry, which is 2n, in the first
row is not counted [80].
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FIGURE 9. Cipher image and its histogram related to Ref. [67].

FIGURE 10. Cipher image and its histogram related to Ref. [68].

FIGURE 11. Cipher image and its histogram related to Ref. [69].

FIGURE 12. Cipher image and its histogram related to Ref. [70].

If n is an even integer then DDT is a matrix of size
2n × 2n which can be presented in a compact form having size
2n/2 × 2n/2. Compact form of S818D is presented in Table 10.
Differential approximation probability (DAP) is given by

FIGURE 13. Cipher image and its histogram related to Ref. [71].

FIGURE 14. Cipher image and its histogram related to Ref. [72].

FIGURE 15. Cipher image and its histogram related to Ref. [73].

TABLE 11. BIC-nonlinearity of S8
18D.

DAP = # {x ∈ Dx : s (x)⊕ s (x +1x) = 1y}
/
2n (see [53]).

Differential approximation probability and robustness against
differential attack of S818D is given in Table 14 and compared
with other substitution boxes.
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TABLE 12. Comparison of BIC/SAC.

TABLE 13. Comparison of SAC.

F. LINEAR APPROXIMATION PROBABILITY
According to Matsui [56], linear approximation probabil-
ity (LAP) is merely the imbalance of an event, and is
used to find out the highest value of imbalance of event’s
outcome. Mathematically LAP is given by LAP = max∣∣# {x ∈ Dx : x.M x = s (x) .My

}/
2n − 1

/
2
∣∣ where Mx and

My are masks applied for the parity of input bits, output bits
respectively andMx ,My 6= 0.

Linear approximation of proposed S-Box is given
in Table 16.

V. MAJORITY LOGIC CRITERION
In [81], authors proposed a criterion, which studies the image
encryption strengths and weaknesses of S-Boxes with the
help of statistical analysis and determines the suitability of
S-Boxes in image encryption applications. This criterion is
named as majority logic criterion (MLC) and consists of six
component analyses which are contrast analysis, homogene-
ity analysis, energy analysis, correlation analysis, entropy

TABLE 14. DAP and robustness comparison of various S-boxes.

TABLE 15. Comparison of BIC/nonlinearity.

TABLE 16. LAP comparison of various S-boxes.

analysis and mean of absolute deviation analysis. According
to MLC, the above mentioned analyses are applied to cipher
images obtained by different S-Boxes’ transformations and
an S-Box whose cipher image shows smaller correlation,
smaller homogeneity, smaller energy, greater entropy, greater
contrast and greater mean of absolute deviation among all
cipher images obtained by other S-Boxes’ transformations,
is declared as suitable for image encryption applications.
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TABLE 17. Comparison of majority logic criterion results.

We used 512 × 512 PNG image of Mandrill Baboon as
a sample and calculated results of component analyses of
MLC, which are shown in Table 17. Original image of Man-
drill Baboon and cipher images after different S-Box trans-
formations along with their corresponding histograms, are
presented in Fig. 1 upto Fig. 15.

VI. CONCLUSION
In this article, a novel technique is proposed for the con-
struction of bijective strong S-Box S8h. Construction is based
on the action of modular group PSL(2,Z) on projective
line PL(GF(28)) and depends upon the selection of primitive
irreducible polynomial h, for the generation of members of
GF
(
28
)
. Constructed S-Box S8h is then passed through an

adequate number of existing tests to analyze its cryptographic
strength; obtained results show that proposed technique is
capable of constructing S-Boxes which possess high resis-
tance against linear attack and differential attack. All coding
is completed in MatlabR2019a and found that the proposed
technique for generation of S-Box is easy and simple to
implement.

For simulation of proposed technique, S-Box S818D is con-
structed; which is then analyzed through different tests and
found that S818D has high nonlinearity and is strong enough to
stand against different attacks. Generated S-Box significantly
depends upon the selection of primitive irreducible polyno-
mial h for generation of GF

(
28
)
, therefore one may generate

total sixteen different S-Boxes.
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