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ABSTRACT Substitution box (S-Box) has a prominent significance being the fundamental nonlinear
component of block cipher which fulfils confusion, one of the properties proposed by Claude Shannon
in 1949. In this paper, we proposed an S-Box by using the action of modular group PSL(2, Z) on projective
line PL(F,s57) over Galois field GF(2®). In the first step we obtained elements of GF(2%) by using powers
of o, where « is the primitive root of irreducible polynomial p (x) of order 8 over field Z,, then applied the
generators of PSL(2, Z) and followed steps to get rid of infinity from output. In the final step of proposed
scheme, one of the permutations of Si¢ is applied which enhanced the possible number of S-Boxes obtained
by any single specific irreducible polynomial p(x) over field Z, of order 8. We analyzed performance of the
proposed 8 x 8 S-Box under cryptographic properties such as strict avalanche criterion, bit independence
criterion, nonlinearity, differential approximation probability, linear approximation probability; and com-
pared obtained results with a number of renowned S-Boxes. Lastly, we performed statistical analysis (which
comprises of contrast analysis, homogeneity analysis, energy analysis, correlation analysis, entropy analysis
and mean of absolute deviation analysis) on our proposed S-Box and obtained results have been compared
with adequate number of S-Boxes.

INDEX TERMS Action of modular group, cryptographic properties’ analyses, finite field, majority logic

criterion, S-Box.

I. INTRODUCTION

In the present era with digitally advanced technologies and
excessive usage of internet, secure transmission of digital data
(images, videos, audios, military/office documents, etc.) has
become most essential part for secure communication. There
are three different ways which are being used for secure com-
munication: cryptography, watermarking and steganography.
Cryptography techniques are used to convert an understand-
able data form into a scrambled, distorted non-understandable
form. Steganography techniques provide with embed/hide
secret data inside a digital media cover. Although both pro-
vides information hiding techniques, but they are different in
their working styles. Cryptography keeps content of the con-
fidential data secret, on the other hand, steganography keeps
existence of the confidential data secret (see [1]). Whereas,
watermarking provides copyright preserving techniques.
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All of these vary from each other with respect to their work-
ing style but each of these have their own significance in
secure communication. Cryptography has an important role
in secure data transmission from insecure channels. It has
various goals such as confidentiality, authentication, integrity,
access control and non-repudiation [2].

Cryptography is an essential part for secure transmission
of multimedia data (such as documents, images, audios and
videos) [3] and there are two main categories of cryptogra-
phy: symmetric cryptography and asymmetric cryptography.
Block ciphers is a branch of symmetric key cryptography,
in which both sender and receiver use the same key for
encrypting and decrypting the data [4] and substitution box
(S-Box), first introduced by Claude Shannon in [5], is the core
nonlinear part of block ciphers, which provides confusion.
Without developing confusion in a block cipher, it becomes
susceptible to different attacks. Therefore, deliberate con-
struction of S-Box is required which must be capable of good
confusion. Conventionally, an S-Box is known as look-up
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table and is used to replace one confidential symbol with one
element of S-Box. Mathematically, S-Box is merely a mathe-
matical mapping from GF(2") to GF(2™). The main focus in
developing a new S-Box is to search out new mathematical
structures which may produce confusion in block ciphers.
There are renowned modern cryptosystems namely data
encryption standard (DES) [6], international data encryp-
tion algorithm (IDEA) [7] and advanced encryption standard
(AES) which were developed under substitution-permutation
network (SPN) [8]-[10] in which Shannon’s properties of
confusion and diffusion were practiced. Up to now, a number
of image encryption schemes have been designed on SPN and
other various techniques (see [11]-[34]).

Strength of any block cipher is based on the strength of
S-Box. Therefore a number of new techniques have been
proposed for the construction of S-Box which utilized dif-
ferent algebraic structures such as symmetric groups, Galois
fields, Galois rings, left almost semi-groups, linear fractional
transformation, action of projective general linear group,
action of projective special linear group and coset diagram
(see [26], [35]-[41]). In aresearch paper [42], the authors pro-
posed an S-Box developed by using action of PGL(2,GF(2%))
on Galois field. Their proposed S-Box is found to have same
nonlinearity as of AES but has two fixed points (output value
is equal to the input value) which are 122 and 208. In [43],
authors introduced a technique for the construction of S-Box
on the basis of coset diagram in which a map is defined in
order to remove the fixed points of the substitution box and
obtain a bijective S-Box. In [44], the authors studied results
of nonlinearity by changing the primitive irreducible polyno-
mial for generating members of Galois field and found that
deliberately selected irreducible polynomial may enhance
the strength of those S-Boxes which are developed on the
grounds of algebraic structure Galois field but their proposed
S-Box found non-bijective. Authors in [45] proposed a novel
algebraic technique for S-Box construction by group action
on ring Zjp4. Their illustrated S-Box showed some good
result of nonlinearity and offset to SAC but we found that
there is one fixed point which is 160. In [46], authors pro-
posed a new algorithm by taking composition of inversion
function and action of Sg symmetric group on Galois field.
Their illustrated S-Box found to be highly nonlinear and
bijective but had four fixed points which are 0, 1, 48 and 115.
In [47], authors first proposed an S-Box on a piecewise
linear chaotic map and then provided adaptive improve-
ment technique to improve differential approximation
probability of S-Box. In [48], authors proposed a postprocess
technique for the improvement of chaos-based S-Boxes.
In [49], authors utilized extended logistic map for the gen-
eration of S-Box. In [50], authors proposed an S-Box by
involving coset diagrams for the action of a quotient of the
modular group on the projective line over the finite field
and used Fibonacci sequence for the selection of vertices of
coset diagram. In [51], authors provided a novel algebraic
theoretical approach for improving strength of S-Box and
found good results.

VOLUME 8, 2020

Although there are available new approaches for the con-
struction of S-Box on algebraic structures, which even pro-
vide highest nonlinearity, i.e., 112 but they do not pass the
criterion of having no fixed point.

Recently, authors proposed a novel genetic technique for
construction of bijective S-Box in [52] by selecting n Boolean
functions (treating as the chromosomes of an S-Box) into
2" x n matrix.

According to the existing literature, it is evident that
research of finding cryptographically strong S-Boxes by
novel techniques, based on either chaos theory or algebraic
theory, is still in progress.

An S-Box should not only be robust against differen-
tial and linear attacks but also be up to the mark under
analysis for different properties namely nonlinearity, strict
avalanche criterion (SAC) and bit independence criterion
(BIC) (see [53]-[56])).

In this paper, we proposed an algorithm for construction
of (8 x8) S-Box by using the action of modular group
PSL(2, Z) on projective line PL(GF(2%)) and involving the
structure of Galois field GF(28) in a simple unique way.
Furthermore, we evaluated the performance of illustrated
S-Box under said criteria. This paper is organized as follows:
in Section II we discussed preliminary necessary topics for
the construction of proposed S-Box; in Section III algo-
rithm is given for proposed S-Box which is then analyzed in
Section IV and finally conclusion is given in Section VI.

II. PRELIMINARIES
Necessary definitions used in the construction of S-Box are
given below:

A. GALOIS FIELD

For every prime p, there exist a Galois field GF(p™) pro-
vided that m is a positive non-zero integer. In GF(p™),
every element can be uniquely represented by the linear
combination of its standard basis {bg, by, by, ...,byp_1} =
{a% ol a?, ..., o™ 1} with co-efficients from GF(p) where
o is the primitive element and root of irreducible polyno-
mial p (x), of degree m, over GF(p) [57], so GF(p") =
Zp [x]/{p(x)). There are total 16 primitive irreducible poly-
nomials over GF(2), if p = 2 and m = 8 which are enlisted
in Table 1.

All the elements of GF(ZS) =7 [x]/(x8+x7 +x34x24+ 1)
in the form of powers of « and their corresponding polyno-
mials form (expressed as binary numbers with left maximum
significance bit) are given in Table 2.

There are total 256 monic polynomials over Z; of degree 8,
of which only 30 are irreducible polynomials and 16 are
primitive irreducible polynomials (see [58]). It should be
noted that members from o> = o to «’ have same
polynomial expression for all 16 primitive irreducible poly-
nomials of Table 1 as calculated in Table 2 where ® comes
from p (@) = 0.

All successive powers of o are obtained and reduced
under operations of binary addition (i.e. of modulo 2) and
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TABLE 1. Primitive irreducible polynomials over GF(2) of order 8.

Polynomial Form

Vector Form

Hexadecimal Form

Decimal Form

() (h) (&)
x84+ xt+ x4 x24+1 (1,0,0,0,1,1,1,0,1) 11D 285
8+ +xd+x+1 (1,0,0,1,0,1,0,1,1) 12B 299
x84+ xS+ x4 2241 (1,0,0,1,0,1,1,0,1) 12D 301
x84+ +x3+x2+1 (1,0,1,0,0,1,1,0,1) 14D 333
X8+ xC+xt+x3+x2+x+1 (1,0,1,0,1,1,1,1,1) 15F 351
x84+ x4+ x5 +x+1 (1,0,1,1,0,0,0,1,1) 163 355
x8+x +x°+x2+1 (1,0,1,1,0,0,1,0,1) 165 357
x84+ x+x54+x34+1 (1,0,1,1,0,1,0,0,1) 169 361
x8+x + xS+ xt+1 (1,0,1,1,1,0,0,0,1) 171 369
x84+ x" +x%+x+1 (1,1,0,0,0,0,1,0,1) 187 391
x84+ x" +x3+x2+1 (1,1,0,0,0,1,1,0,1) 18D 397
x84+ x7 +x54+x34+1 (1,1,0,1,0,1,0,0,1) 1A9 425
x84+ x7+x0+x+1 (1,1,1,0,0,0,0,1,1) 1C3 451
X8+ x7 +x+x3+x2+x+1 (1,1,1,0,0,1,1,1,1) 1CF 463
x84+ x7 x4+ x5+ x2+x4+1 (1,1,1,1,0,0,1,1,1) 1E7 487
x84+ a7+ xS+ xt+x%24+1 (1,1,1,1,1,0,1,0,1) 1F5 501

multiplication modulo p (x) (see [57]). Finally, all obtained
powers of « are represented in the form of decimal numbers
and binary numbers.

B. MODULAR GROUP

The set of all Mdobius transformations (which are linear
fractional transformations) of Poincaré hyperbolic plane
H? = {zeC:z=x+1iy,y >0} U {00} defined by h >
ah+b/ch+d;a,b,c,d € Z,ad — cb = 1, forms a group
which is known as modular group I" (see [3]). Modular group
is free product of Z; and Z3 which is isomorphic to pro-
jective group PSL(2, Z) of special linear group SL(2,Z) =

ab ab . .
{[Cd}.a,b,c,dez,‘cd _l} by its center {£/}, i.e.

' =PSL(2, Z)=SL(2,Z)/(xI). A finite presentation of mod-
ular group is I' = (x,y : x> = y> = 1) where x and y
are linear fractional transformations defined as g — _?1 and

g %, respectively (see [59]).

C. ACTION OF PSL(2, Z) ON PL(GF(28))

A coset diagram is defined in [60] as merely a graphical
representation of permutation action of a finitely-generated
group S on a set X (also see [61]-[63]). Projective line
PL (F,) is a projective space with g+ 1 points, where p" = g
symbols are of form [z, 1]; z € F; and one additional point is
[1, 0], therefore under bijection [g1, g2] <> &1 / g2 projective
line PL(Fq) = FyU{oco} = {0,1,2,...,9g— 1} U {00}
(see [64]). Consider the action of PSL(2, Z) on PL(F7) =
{0,1,2,3,...,15, 16, oo}. We apply permutation represen-
tation of x and y by calculating g —> —1/gandg — 1—1/g
respectively (see Table 3). Permutation representation of x
and y obtained by the action of modular group on PL(F;7)
is as follows:

x:(0 00)(1 16) (2 8)(3 11)(4)(5 10) (6 14)(7 12)(9 15)(13).
y:(0001)(2916)(3128)(1145)(13147)(15106).
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Since in image encryption, all possible bytes can be consid-

ered as members of GF(28) therefore we may consider the

action of PSL(2, Z) on PL(GF(2%)) in the making of non-

linear component of block cipher. To illustrate the proposed

algorithm of S-Box, we worked on the members of GF(ZS)

which are enlisted in Table 2 and obtained the results of action

PSL(2,7Z) on GF(2%) U {0} = {0,1,2,...,255, o0} by
applying permutations x and y which are as follows:

x:(000)(11)(2198) (3132)(499) (5124) (6 66) (7 234)

(8247)(9221) (1062) (11 113) (12 33) (13 153) (14 117)

(15 175) (16 189) (17 101) (18 168) (19 141) (20 31)

(21 144) (22 254) (23 119) (24 214) (25 103) (26 138)

(27 75) (28 252) (29 47) (30 145) (32 152) (34 244)

(3551) (36 84) (37 155) (38 128) (39 158) (40 201)

(41 95) (42 72) (43 166) (44 127) (45 57) (46 253)

(48 107) (49 250) (50 245) (52 69) (53 123) (54 227)

(55 194) (56 126) (58 209) (59 115) (60 142) (61 136)

(63 112) (64 76) (65 171) (67 235) (68 122) (70 223)

(71 120) (73 167) (74 139) (77 170) (78 79) (80 162)

(81 160) (82 233) (83 86) (85 154) (87 232) (88 249)

(89 197) (90 218) (91 231) (92 184) (93 237) (94 200)

(96 243) (97 110) (98 125) (100 188) (102 215)

(104 228) (105 241) (106 251) (108 183) (109 180)

(111 242) (114 208) (116 174) (118 255) (121 222)

(129 159) (130 147) (131 148) (133 199) (134 179)

(135 165) (137 143) (140 169) (146 149) (150 203)

(151 207) (156 225) (157 216) (161 163) (164 178)

(172 239) (173 204) (176 186) (177 213) (181 182)

(185 236) (187 212) (190 210) (191 192) (193 211)

(195 226) (196 248) (202 206) (205 238)

(217 224) (219 230) (2202 46)(229 240).

VOLUME 8, 2020
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TABLE 2. Elements of GF(Z“) whenp (x) =x8 + x7 +x3 +x2 +1. TABLE 2. (Continued.) Elements of GF(23) when
px)=x84+x7 +x34+x2+1.

Power Decimal Binary Povyer Decimal Binary
at d; b; at d; b;

-
N
©
-
N
©

184 10111000 253 11111101

PE 1 00000001] at 2 00000010 130 119 01110111 a3t 238 11101110
a? 4 00000100 &3 8 00001000 132 81 01010001 «!33 162 10100010
at 16 00010000| «f 32 00100000 134 201 11001001| a*3® 31 00011111
b 64 01000000 a’ 128 10000000 136 62 00111110| a*’ 124 01111100
a® 141 10001101| «° 151 10010111 138 248 11111000 a'*° 125 01111101
12 27 00011011 13 54 00110110 142 242 11110010 143 105 01101001
16 61 00111101 a7 122 01111010 146 82 01010010| a'*’ 164 10100100
18 244 11110100 a'° 101 01100101 148 197 11000101 a'*° 7 00000111
20 202 11001010| o2 25 00011001 150 14 00001110| a5t 28 00011100
22 50 00110010 23 100 01100100 152 56 00111000 153 112 01110000
24 200  11001000| @25 29 00011101 154 224 11100000| o'S° 77 01001101

N
173
o
=

57 185 10111001
59 115 01110011
161 65 01000001
163 137 10001001
165 179 10110011
167 91 01011011
169 225 11100001
171 158 10011110
173 239 11101111
175 166 10100110
177 15 00001111
179 60 00111100
181 240 11110000
183 218 11011010
185 114 01110010
187 69 01000101
189 153 10011001
191 243 11110011
193 214 11010110
195 66 01000010
197 133 10000101
199 131 10000011
201 155 10011011
203 251 11111011
205 246 11110110
207 194 11000010
209 18 00010010
211 72 01001000
213 173 10101101
215 35 00100011
217 140 10001100
219 167 10100111
221 11 00001011
223 44 00101100
225 176 10110000
227 87 01010111
229 209 11010001
231 94 01011110

N
=N
N
3

154 10011010
255 11111111
160 230 11100110
162 130 10000010
164 159 10011111
166 235 11101011
168 182 10110110
170 79 01001111
172 177 10110001
174 83 01010011
176 193 11000001
178 30 00011110
180 120 01111000
182 109 01101101
184 57 00111001
186 228 11100100
188 138 10001010
190 191 10111111
192 107 01101011
194 33 00100001
196 132 10000100
198 135 10000111
200 139 10001011
202 187 10111011
204 123 01111011
206 97 01100001
208 9 00001001
210 36 00100100
212 144 10010000
214 215 11010111
216 70 01000110
218 149 10010101
220 195 11000011
222 22 00010110
224 88 01011000
226 237 11101101
228 174 10101110
230 47 00101111

58 00111010
232 11101000
186 10111010
127 01111111
113 01110001
01001001
169 10101001
51 00110011
204 11001100
42 00101010
168 10101000
55 00110111
220 11011100
106 01101010
37 00100101
148 10010100
199 11000111
00000110
24 00011000
96 01100000
13 00001101
52 00110100
208 11010000
90 01011010
229 11100101
142 10001110
175 10101111
43 00101011
172 10101100
39 00100111
156 10011100
231 11100111
134 10000110
143 10001111
171 10101011
59 00111011
236 11101100

116 01110100
01011101
249 11111001
254 11111110
226 11100010
146 10010010
223 11011111
102 01100110
21 00010101
84 01010100
221 11011101
110 01101110
53 00110101
212 11010100
74 01001010
165 10100101
00000011
12 00001100
48 00110000
192 11000000
26 00011010
104 01101000
45 00101101
180 10110100
01000111
145 10010001
211 11010011
86 01010110
213 11010101
78 01001110
181 10110101
67 01000011
129 10000001
147 10010011
219 11011011
118 01110110
01010101

N
©
N
©

O

w

N
153
©
N

w
=)
w
sy

w
N
w
%}

w
S
w
@

w
=N

~

w
w
N

W
©
w
©

.
o
kN
=

'S
N
kS
@

i
IS
kS
@

>
N
kN
3

'S
©
'S
©

5
o
3
iy

v
N
31
@

2
kS
51
«

v
o
v
N

u
©
u
)

w

o
S}

[e)}
=N
N

<N
N
=N
@

o
b
o
@

o
o
o
N

o
©
=N
©

3
S}
N
iy

N
N
~
w

N}
N

~
[

~

=

NI
[N
NI
N}

N
©
N
©

©
S}
©
=

©
N
©
@

©
&
©
a

©
N
©
J

©
©
©
)

©
o
©
=

©
N
©
w

o
=
©
@

3
-8
<}
N}

Q\DQQQQQQQQQQQQQQQQQSQSQQQQQQQQQQQQQQQQQQQQQQQQQQ
&

RRRLRLRLRRIRLRLRLALRRAV/RA|/RRRIRRARRARIYIRILRYILRILAIRIKRRKRKRRRIRNR’IRIRILIKR_K[/NKRK]NR!IRRIRNR

©
O
@
v
RRRIKVRAVRLRA/RRIRKRK|/RAYAINK/RILRYRIR|A|NRIRRA|/RRALARYIRYIA|AVRAIYAIRRKRRLRRRIIN/RLRRAVRRIA/RLYILRIYINYILIRRRRYIR’RRIYIKRIRIIK’]RRNR

RS RRARRRQLAIRVRRIRKAIYINRNKKA]AYARRKAYAIRYIKKARYIIYIRAVAIRYIRINVRAVAAIRYIRKA|KAIRKRKKAIAIYIRKRVRIRYIRKAKALAIYIRK]IRKKIYIRYRIKRKKRIR’IKRKR]YR

al0? 63 00111111| a0 126 01111110 234 103 01100111 235 206 11001110
attt 252 11111100 a0 117 01110101 236 17 00010001| «237 34 00100010
08 234 11101010{ «at°7 89 01011001 238 68 01000100| 239 136 10001000
08 178 10110010| % 233 11101001 240 157 10011101| 241 183 10110111
all 95 01011111| o't 190 10111110 242 227 11100011| «243 75 01001011
atl? 241 11110001 at'*3 111 01101111 244 150 10010110| 245 161 10100001
all* 222 11011110| 'S 49 00110001 246 207 11001111| «a?*7 19 00010011
ottt 98 01100010| at'” 196 11000100 248 38 00100110 249 76 01001100
all® 5 00000101| a'*® 10 00001010 250 152 10011000 a?5* 189 10111101
at?0 20 00010100| a2t 40 00101000 252 247 11110111 253 99 01100011
al?? 80 01010000| a'?3 160 10100000 254 198 11000110

at?t 205 11001101| a'?° 23 00010111

al?t 46 00101110| a®?7 92 01011100
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TABLE 3. Action of PSL(2, Z) on PL (F;7).

G x(@=-1/g y@=1-1/g

o x(00) = (=1/00) y(0) =1~ (1/00)
=16Xx0=0 =1-0=1

0 x(0) = (=1/0) y(0) =1-(1/0)
=16 X000 =00 =1—00 =00

1 x(1) = (-1/1) y(1) =1-(1/1)
=16x1=16 =1-1=0

2 x(2) = (-1/2) y(2)=1-(1/2)
=16x9=8 =1-9=9

3 x(3) = (-1/3) y(3)=1-(1/3)
=16x6=11 =1-6=12

4 x(4) = (=1/4) y@) =1-(1/4)
=16x13=4 =1-13=5

5 x(5) = (-1/5) y(5) =1-(1/5)
=16x7=10 =1-7=11

6 x(6) = (—=1/6) y(6) =1-(1/6)
=16x3 =14 =1-3=15

- x(7) = (=1/7) y(7M=1-(/7)
=16x5=12 =1-5=13

8 x(8) = (-1/8) y(@8) =1-(1/8)
=16x15=2 =1-15=3

9 x(9) = (=1/9) y(9) =1-(1/9)
=16x2=15 =1-2=16

10 x(10) = (—1/10) y(10) = 1 — (1/10)
=16x12=5 =1-12=6

1 x(11) = (-1/11) y(11) =1 - (1/11)
=16x14=3 =1-14=4

” x(12) = (-1/12) y(12) = 1 - (1/12)
=16x10=7 =1-10=8

13 x(13) = (=1/13) y(13) = 1 - (1/13)
=16x4 =13 =1-4=14

1 x(14) = (—1/14) y(14) = 1 — (1/14)
=16x11=6 =1-11=7

is x(15) = (—1/15) y(15) = 1 — (1/15)
=16x8=9 =1-8=10

16 x(16) = (—1/16) y(16) = 1 — (1/16)
=16x16=1 =1-16=2

y:(1000) (2199 132) (3 133 198) (4 98 124) (5 12 599)
(6 67 234) (7 23 566) (8 246 221) (9 220 247) (10 63 113)
(11 112 62) (12 32 153) (13 152 33) (14 116 175)

(15 174 117) (16 188 101) (17 100 189) (18 169 141)

(19 140 168) (20 30 144) (21 14 531) (22 255 119)

(23 118 254) (24 215 103) (25 102 214) (26 139 75)

(27 741 38) (28 253 47) (29 46 252) (34 24 551)

(35 50 244) (36 85 155) (37 154 84) (38 129 158)
(39159128) (40 20 095) (41 94 201) (42 73 166)

(43 16 772) (44 12 657) (45 56 127) (48 106 250)

(49 251 107) (52 68 123) (53 12 269) (54 226 194)

(55 195 227) (58 208 115) (59 114 209) (60 143 136)

(61 137 142) (64 77 171) (65 17 076) (70 222 120)

(71 121 223) (78) (79) (80 163 160) (81 161 162)

(82 23 286) (83 87 233) (88 248 197) (89 196 249)

(90 219 231) (91 230 218) (92 185 237) (93 236 184)

(96 242 110) (97 111 243) (104 229 241)

(105 240 228) (108 182 180) (109 181 183)
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(130 146 148) (131 149 147) (134 178 165)
(135 164 179) (150 202 207) (151 206 203)
(156 224 216) (157 217 225) (172 238 204)

(173 205 239) (176 187 213)
(177 212 186) (190 211 192) (191 193 210).

IlIl. CONSTRUCTION TECHNIQUE FOR S-BOX

We utilized both permutations x and y in construction of 8 x 8
S-Box. Steps which are taken in the construction of S-Box Sfl
are as follows:

i. Choose any primitive irreducible polynomial p (x)
whose hexadecimal value is / from the list available
in Table 1 and prepare members of GF(28), as shown
in Table 2.

ii. Take i = 1, where i is being considered as power of
primitive root c.

iii. Convert i into hexadecimal value rc (say) for taking
decision of row r and column c of proposed S-Box to
enter the output value corresponding to input i.

iv. Convert o into its numerical decimal value d; (say)
(as are available in Table 2) and calculate permutation
x for d;, i.e. (d;) x =t (say).

v. Take r as power of primitive root and find out its
corresponding decimal value d; by using Table 2.

vi. Further calculate permutation y twice time for d;, i.e.
((d;) y) y and enter in row r and column ¢ which is
obtained in Step iii, i.e. s, = ((d;) ¥) y.

vii. Doi=1i+ 1.

viii. Repeat Steps iii-vii until i = 254.

ix. In Step iv, if t+ = 255 for some value of 7, then set
Sre = 0.

x. For i = 255, do Steps from iii to vi, skip Step iv and
sett = 1.

xi. Take §;, the decimal value (from Table 1), of irre-
ducible polynomial which was chosen in Step i. After
dropping the maximum significance bit (MSB), con-
vert §; into hexadecimal value r'c’; set values of soo
equal to value of spr (which is calculated in step X);
set value of spr equal to the already calculated value
of s,/ and set s,/ = 1.

xii. Apply any one of the permutations (selected
deliberately) from symmetric group Sije on rows
(or columns).

We developed illustrated S-Box and followed steps whose
explanation is given below:
i. We opted p (x) = x® 4+ x7 + x3 + x2 + 1 primitive
irreducible polynomial whose hexadecimal value is
h = 18D, therefore we named it as S§8D.
ii. Weseti = 1.
iii. We converted i into hexadecimal form which gave
value 01 and takenasr =0,¢c = 1.
iv. We converted o' = «! into its decimal form that is
di = di = 2 and applied x permutation once on it
dix)y=d;j(x) =2(x) =198 =1.
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TABLE 4. Tentative S-box Sisp-

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 132 179 36 168 32 45 137 18 188 226 76 175 223 83 230 92
1 112 123 63 53 243 44 81 74 77 246 141 233 109 51 191 219
2 166 35 206 235 218 66 106 58 54 244 205 193 231 42 50 203
3 152 23 202 163 100 122 64 5 172 145 161 162 33 118 24 249
4 139 111 11 88 241 15 70 178 131 87 225 144 234 212 224 102
5 7 187 143 117 22 190 213 183 38 151 136 208 98 255 211 253
6 107 0 59 156 21 197 229 146 82 180 159 3 39 204 25 155
7 174 195 95 13 254 158 173 103 196 85 148 232 52 113 125 126
8 60 140 17 8 91 72 245 150 80 12 199 93 242 1 192 181
9 210 90 34 20 6 215 89 220 29 250 19 79 78 189 99 198
A 43 129 135 228 28 94 75 41 105 37 116 121 239 186 216 31
B 167 73 201 96 127 114 222 165 154 247 46 48 115 194 251 209
C 227 40 138 171 221 147 164 248 104 130 30 67 177 55 200 27
D 62 108 128 238 214 68 10 69 57 217 86 182 185 97 133 237
E 170 240 149 16 4 2 184 26 65 9 252 176 157 207 160 153
F 120 134 84 14 49 61 47 71 236 110 56 142 169 101 124 119
TABLE 5. S-box S8, ., generated by proposed algorithm.
0 1 2 3 4 5 6 7 8 9 A B C D E F
0 | 120 | 134 | 84 14 49 61 47 71 | 236 | 110 | 56 | 142 | 169 | 101 | 124 | 119
1 62 108 128 238 214 68 10 69 57 217 86 182 185 97 133 237
2 | 174 | 195 | 95 13 | 254 | 158 | 173 | 103 | 196 | 85 | 148 | 232 | 52 | 113 | 125 | 126
3 170 | 240 | 149 | 16 4 2 184 | 26 65 9 252 | 176 | 157 | 207 | 160 | 153
4 43 | 129 | 135 | 228 | 28 94 75 41 | 105 | 37 | 116 | 121 | 239 | 186 | 216 | 31
5 166 | 35 | 206 | 235 | 218 | 66 | 106 | 58 54 | 244 | 205 | 193 | 231 | 42 50 | 203
6 7 187 | 143 | 117 | 22 | 190 | 213 | 183 | 38 | 151 | 136 | 208 | 98 | 255 | 211 | 253
7 | 107 0 59 | 156 | 21 | 197 | 229 | 146 | 82 | 180 | 159 3 39 | 204 | 25 | 155
8 227 40 138 171 221 147 164 248 104 130 30 67 177 55 200 27
9 152 23 202 163 100 122 64 5 172 145 161 162 33 118 24 249
A 167 73 201 96 127 114 222 165 154 247 46 48 115 194 251 209
B 139 111 11 88 241 15 70 178 131 87 225 144 234 212 224 102
C 112 123 63 53 243 44 81 74 77 246 141 233 109 51 191 219
D 210 90 34 20 6 215 89 220 29 250 19 79 78 189 99 198
E 60 140 17 8 91 72 245 150 80 12 199 93 242 1 192 181
F 132 179 36 168 32 45 137 18 188 226 76 175 223 83 230 92
v. We converted ! = o198 into its decimal form that is TABLE 6. Balanced, bijective and number of fixed points comparison of
d; = dog = 135. various S-boxes.

vi. We applied y permutation twice on it that is S-Box Balanced  Bijective N°~P thft‘xed
((d)y)y) = ((135)y)y) = (164)y = 179 and N 7 o
stored in row = 0, column = 1 of tentative S-Box. Ref. [43] v v 0

vii. We increased value of i by 1 and goti = 2. Ref. [8] v v 0

viii. We repeated steps from iii to vii until i = 254. EZ? Fgg j j (1)

ix. Fori = 97 we got t = 255 in step iv, so we stored Ref. [66] v v 0
se1 = 0. Ref. [22] v v 0

X. Fori = 255,we obtained r = F andc = F, sett = 1, Eeg {gg ; ; 8
consequently we gotd; = d; = 2 and (((d;) y)y) = R:f: [69] v v 1
(@Qy)y) =199y =132,1i.e., spr = 132. Ref. [70] 4 4 0

xi. We took 81 that is 397, converting into hexadec- Ref. [71] v v 2
imal value with left maximum significant bit and Ref. [72] Y Y 0

Ref. [73] x x 1

after dropping maximum bit we got decimal value
141 whose hexadecimal value 8D, that is ' = §
and ¢/ = D. We shifted the values of spr 132
to sgo, value of s,/ = sgp = 119 to sgr and set
Syl el S8D 1. So tentative S-Box is presented
in Table 4.
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Xii.

In the final step, we arranged rows of tentative S-Box
as Rig Ri3 Rg Rig R12 R7 Rg R3 Ri5 R4 Rs Ry1 Rg
R> R4 Ry and obtained the final S-Box which is shown
in Table 5.
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TABLE 7. Nonlinearity comparison.

Minimum Maximum Average
S-Box fo fi f2 fi fu fs fs fy Valoe Valie Velos
Proposed S 106 108 106 108 106 106 106 106 106 108 106.5
Ref. [43] 108 106 108 108 108 104 106 106 104 108 106.75
Ref. [8] 112 112 112 112 112 112 112 112 112 112 112
Ref.[45] 108 106 108 108 108 106 108 106 106 108 107.25
Ref. [65] 106 104 106 108 108 106 108 108 104 108 106.75
Ref. [66] 104 108 106 102 106 108 106 108 102 108 106
Ref. [22] 106 108 106 106 106 106 106 106 106 108 106.25
Ref. [67] 104 104 106 106 104 106 102 106 102 106 104.75
Ref. [68] 108 108 108 108 108 108 106 106 106 108 107.5
Ref. [69] 106 106 108 106 106 106 108 108 106 108 106.75
Ref. [70] 106 108 108 108 106 104 106 108 104 108 106.75
Ref. [71] 110 106 108 106 106 106 104 106 104 110 106.5
Ref. [72] 106 106 102 108 108 106 106 106 102 108 106
Ref. [73] 106 107 106 105 106 106 106 106 105 107 106

IV. ANALYSES OF PROPOSED S-BOX

There are a number of characteristics for any S-Box which
ensure good performance of nonlinear component in any
encryption algorithm. First of all, there should not be any
fixed point in S-Box. Other characteristics includes non-
linearity, balanced, strict avalanche criterion (SAC), output
bit independence criterion (BIC), differential approxima-
tion probability (DAP) and linear approximation probability
(LAP). Description of all these characteristics and analysis
for S-Box S 188]) are as follows:

A. BALANCEDNESS AND BIIECTIVITY

A Boolean function is called a balanced function if both the
number of preimages mapped to 0 and number of preimages
mapped to 1, are equal.

An S-Box is called balanced if all of its component
Boolean functions are balanced. Mathematically, n xm S-Box
S : F} — FJ'is called balanced if every image has exactly
2" preimages (see [74]). An S-Box is called bijective if
every output value (image) is associated to a unique input
value (preimage). Therefore, n balanced component Boolean
functions of n x n S-Box ensure the bijectivity of the S-Box.
Comparison of balanced, bijective and number of fixed points
is given in Table 4.

B. NONLINEARITY

To measure the strength of any S-Box, nonlinearity is one
of the fundamental tools which was first introduced in [75]
by Pieprzyk and Finkelstein. Minimum distance between a
function f (say) and every linear function, is known as non-
linearity of that function, denoted by Ny and is calculated by
Ny = 2" = max |3 ey (-0 04|, pe FYL B £ 0.
The higher nonlinearity implies the strong S-Box. For S-Box
s:GF(2") —GF(2"), the upper bound of nonlinearity is
=l _p3-1 (see [58]). In case of n = 8, the upper bound
is 120 but literature shows that the value of nonlinearity
which could be achieved uptill now is 112 (see [8], [58]).
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Nonlinearity of all component boolean functions of § ng in
the comparison of various S-Boxes is given in Table 7.

C. STRICT AVALANCHE CRITERION

Two characteristics, namely completeness and avalanche
effect were combined by A. F. Webster and S. E. Tavares
in [76]; was named as strict avalanche criterion (SAC), which
states that every output bit should change, with a probability
of 1 / 2, whenever a single input bit is altered. Since proposed
S-Box is a map from GF(28) to itself, so inputs/outputs are of
8 bits namely bg, b1, b2, b3, ba, bs, bg, b7; and one of 8 output
bits may consequently affect/alter whenever anyone of 8 input
bits is altered. SAC for all component Boolean functions of
SfSD is given in Table 8, showing that the average value of
SAC is 0.4990 which is up to the mark. According to the
bound set available in paper [77], offset value of SAC is
acceptable if it is less than or equal to 0.030 and proposed
S-Box is showing 0.0330 offset value for SAC. SAC of S§8D
is compared in I'V-F, which shows that average value is very
close to desired value 0.5.

D. OUTPUT BIT INDEPENDENCE CRITERION
Out bit independence criterion is also very important criterion
which states that if for all bits i, j, k € {0, 1,2, ..., n} such
that j # k, output bits j and k changes independently,
whenever i is altered (see [78], [79]). Value of BIC is cal-
culated with the help of correlation co-efficient, if pj (i)
be the correlation co-efficient of j”* and k™ output bits
when i input bit is altered then bit independence criterion
between b; and by is given by BIC(bj, bk) = On<1?<xn |pjk )

5

hence bit independence of S-Box s is given by BIC(s) =
max BIC (bj, bx) ;0 < j, k < n,j # k (see [54]).

It is also given in [75] that an S-Box meets with optimal
value of BIC if b; @ b; for all component Boolean functions
bi,bj;i # j,1 < i,j < 8 are nonlinear and fulfil the
SAC. For S-Box ngD, it is seen from Table 9 average value
of BIC-SAC is 0.5033 and from Table 11 that the average
value of BIC-Nonlinearity is 103.5714. Minimum, maximum
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8
TABLE 8. SAC of slsD'

0.4688 0.5625 0.4531 0.4531 0.5313 0.4844 0.5156 0.4531
0.4688 0.4688 0.5313 0.5313 0.5313 0.5469 0.4688 0.5313
0.5313 0.5781 0.5 0.4688 0.5469 0.4844 0.4844 0.5
0.4844 0.4688 0.5156 0.4688 0.5469 0.4688 0.4063 0.4531
0.5 0.4375 0.5313 0.5156 0.5 0.4844 0.4219 0.4844
0.5156 0.5 0.5 0.4531 0.4531 0.5 0.5313 0.4219
0.4844 0.4844 0.5469 0.4531 0.5313 0.4844 0.5469 0.5469
0.5625 0.4844 0.4844 0.5313 0.5625 0.5625 0.5469 0.4688

8
TABLE 9. BIC-SAC of Si8D

- 0.4824 0.4863 0.5078 0.4668 0.5078 0.5215 0.5410
0.4824 - 0.5020 0.5059 0.4785 0.5195 0.4980 0.5078
0.4863 0.5020 - 0.4883 0.5098 0.5156 0.5137 0.5117
0.5078 0.5059 0.4883 - 0.5059 0.5000 0.4941 0.5254
0.4668 0.4785 0.5098 0.5059 - 0.5000 0.4980 0.4922
0.5078 0.5195 0.5156 0.5000 0.5000 - 0.5039 0.4961
0.5215 0.4980 0.5137 0.4941 0.4980 0.5039 - 0.5137
0.5410 0.5078 0.5117 0.5254 0.4922 0.4961 0.5137 -

TABLE 10. DDT of 8

1sp in compact form.
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and average values of BIC-SAC and BIC-nonlinearity for E. DIFFERENTIAL APPROXIMATION PROBABILITY
various S-Boxes are given in Table 12 and Table 15 An S-Box should be robust against differential cryptanalysis
respectively. which ensures differential uniformity, which means that all
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FIGURE 1. Plain image of mandrill baboon and its histogram. FIGURE 5. Cipher image and its histogram related to Ref. [45].
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FIGURE 2. Cipher image by S?sn and its histogram. FIGURE 6. Cipher image and its histogram related to ref. [65].
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FIGURE 3. Cipher image and its histogram related to Ref. [43]. FIGURE 7. Cipher image and its histogram related to Ref. [66].
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FIGURE 4. Cipher image and its histogram related to Ref. [8]. FIGURE 8. Cipher image and its histogram related to Ref. [22].
input differentials Ax and output differentials Ay are asso- where L = largest value in the difference distribution table
ciated to each other uniformly and if S-Box s is a map from (DDT) of 5, R = number of non-zero entries in first row of
GF(2") to itself the optimal value of robustness is ¢ = 1 — DDT, in either cases the first entry, which is 2", in the first

272 ‘whichis givenbye = (1 —R x 27") (1 =L x 2™)  row is not counted [80].
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FIGURE 9. Cipher image and its histogram related to Ref. [67].
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FIGURE 10. Cipher image and its histogram related to Ref. [68].
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FIGURE 11. Cipher image and its histogram related to Ref. [69].
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FIGURE 12. Cipher image and its histogram related to Ref. [70].
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If n is an even integer then DDT is a matrix of size
2" x 2" which can be presented in a compact form having size
272 x 22 Compact form of S% is presented in Table 10.
Differential approximation probability (DAP) is given by
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FIGURE 13. Cipher image and its histogram related to Ref. [71].
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FIGURE 14. Cipher image and its histogram related to Ref. [72].
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FIGURE 15. Cipher image and its histogram related to Ref. [73].

- - 8
TABLE 11. BIC-nonlinearity of ST,

- 104 | 104 | 104 | 102 | 106 | 108 | 104
104 - 102 | 102 98 102 | 104 | 102
104 | 102 - 102 | 104 | 104 | 106 | 102
104 | 102 | 102 - 108 | 104 | 100 | 102
102 98 104 | 108 - 102 | 104 | 106
106 | 102 | 104 | 104 | 102 - 104 | 104
108 | 104 | 106 | 100 | 104 | 104 - 106
104 | 102 | 102 | 102 | 106 | 104 | 106 -

DAP =#{x € Dy : s (x) ® s (x + Ax) = Ay}/2" (see [53]).
Differential approximation probability and robustness against
differential attack of S ng is given in Table 14 and compared

with other substitution boxes.
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TABLE 12. Comparison of BIC/SAC.

TABLE 14. DAP and robustness comparison of various S-boxes.

Minimum Maximum Average Differential ~ Robustness Against
S-Box Value Value Value S-Box DAP Uniformity  Differential Attack
Proposed S, 0.4668 0.5 0.5033 Proposed Sfgp  0.0391 10 0.9572
Ref. [43] 0.0469 12 0.9494
Ref. [43] 0.4824 0.5098 0.5074 Ref. [8] 0.0156 4 0.9805
Ref. [8] 0.4805 0.5098 0.5046 Ref. [45] 0.0469 12 0.9494
Ref. [65] 0.0546 14 0.9416
Ref. [45] 0.4590 0.4883 0.4980 Ref. [66] 0.0391 10 0.9572
Ref. [65] 0.4609 0.5039 0.4997 Ref. [22] 0.0391 10 0.9572
Ref. [67] 0.0391 10 0.9572
Ref. [66] 0.4648 0.4785 0.5003 Ref. [68] 0.0391 10 0.9572
Ref. [22] 0.4648 0.5059 0.4984 Ref. [69] 0.0391 10 0.9572
Ref. [70] 0.0391 10 0.9572
Ref. [68] 0.4648 0.4746 0.4978 Ref. [72] 0.0469 12 0.9494
Ref. [73] 0.0469 12 0.9420
Ref. [69] 0.4668 0.4941 0.5008
Ref. [70] 0.4668 0.4883 0.5022
TABLE 15. Comparison of BIC/nonlinearity.
Ref. [71] 0.4746 0.4941 0.5042
Ref. [72] 0.4824 0.5000 0.5023 S-Box Min  Max Average
Ref. [73] 0.4648 0.5020 0.5066 Proposed S%p, 98 108 103.5714
Ref. [43] 96 108 103.6429
. Ref. [8] 112 112 112
TABLE 13. Comparison of SAC. Ref.[45] 98 108 104
Ref. [65] 110 113 111.1786
S-Box Min Max Average  Off Set Re? [gg] gg }gg 11(())32?{;7
Proposed Sy 04063 0.5781 04990 00332 e’ E67} o e
Ref. [43] 0.4375  0.5781 0.5032 0.0310 !
Ref. [68] 98 108 104.3571
Ref. [8] 0.4531 0.5625 0.5049 0.0264
Ref. [69] 98 106 102.9286
Ref.[45] 0.4219  0.6094 0.5034 0.0293
Ref. [70] 98 108 103.5714
Ref. [65] 0.4063  0.5938 0.5071 0.0344 Ref. [71] 98 108 1045714
Ref. [66] 0.4531  0.5938 0.5090 0.0291 Ref. (72] % 108 1'03
Ref. [22] 0.4531  0.5938 0.5132 0.0327 Ref (73] 9% 107 103
Ref. [67] 0.4063  0.6094 0.5042 0.0359 -
Ref. [68] 04219  0.5781 0.4944 0.0369
Ref. [69] 0.4063  0.5938 0.4971 0.0288 . . !
Ref [70] 04063 0.6250 04976 0.0303 TABLE 16. LAP comparison of various S-boxes.
Ref. [71] 0.4375  0.6406 0.5120 0.0320
Ref. [72] 0.4063  0.5938 0.5022 0.0305 S-Box Maximum  Minimum Max LAP
Ref. [73] 0.4141  0.5938 0.5066 0.0317 Value Value
Proposed S, 158 96 0.125
Ref. [43] 162 90 0.1484
Ref. [8] 144 112 0.062
F. LINEAR APPROXIMATION PROBABILITY Ref. [45] 162 94 0.1328
According to Matsui [56], linear approximation probabil- Ref. [65] 160 92 0.1406
ity (LAP) is merely the imbalance of an event, and is Ref. [66] 160 96 0.1250
; . ) ; Ref. [22] 162 98 0.1328
used to find out the. highest vah.le o.f imbalance of event’s Ref. [67] 164 08 0.1406
outcome. Mathematically LAP is given by LAP = max Ref. [68] 162 96 0.1328
[#{x € Dy : x.M, =5 (x) .My} /2" — 1/2| where M, and Ref. [69] 164 94 0.1406
M, are masks applied for the parity of input bits, output bit Ref. [70] 162 o4 0.1328
y are masks applied for the parity of input bits, output bits Ref [71] 160 94 0.1328
respectively and My, My # 0. Ref. [72] 160 96 0.1250
Linear approximation of proposed S-Box is given Ref. [73] 161 91 0.1445

in Table 16.

V. MAJORITY LOGIC CRITERION

In [81], authors proposed a criterion, which studies the image
encryption strengths and weaknesses of S-Boxes with the
help of statistical analysis and determines the suitability of
S-Boxes in image encryption applications. This criterion is
named as majority logic criterion (MLC) and consists of six
component analyses which are contrast analysis, homogene-
ity analysis, energy analysis, correlation analysis, entropy
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analysis and mean of absolute deviation analysis. According
to MLC, the above mentioned analyses are applied to cipher
images obtained by different S-Boxes’ transformations and
an S-Box whose cipher image shows smaller correlation,
smaller homogeneity, smaller energy, greater entropy, greater
contrast and greater mean of absolute deviation among all
cipher images obtained by other S-Boxes’ transformations,
is declared as suitable for image encryption applications.
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TABLE 17. Comparison of majority logic criterion results.

Mandrill Homogeneity  Energy  Correlation  Contrast  Entropy MAD
Plain Image 0.7873 0.0890 0.8306 0.6178 7.3583 -
Proposed S&, 0.4005 0.0163 0.0075 10.5005  7.3583  71.2226
Ref. [43] 0.4062 0.0166 0.0569 10.4158 73583  71.3197
Ref. [8] 0.4053 0.0161 0.0239 10.4086  7.3583  71.2156
Ref.[45] 0.4094 0.0165 0.0176 9.8992 7.3583  71.8425
Ref. [65] 0.4057 0.0163 0.0234 10.0883  7.3433  70.4696
Ref. [66] 0.4088 0.0163 0.0267 9.4156 7.3583  66.8848
Ref. [22] 0.4040 0.0168 0.0052 10.5320  7.3583  69.5640
Ref. [67] 0.4084 0.0161 0.0343 9.8414 7.3583  67.0389
Ref. [68] 0.4048 0.0168 0.0171 11.2483  7.3583  72.4740
Ref. [69] 0.4025 0.0163 0.0265 10.6417  7.3583  75.7859
Ref. [70] 0.4043 0.0164 0.0221 10.2033 73583  70.6633
Ref. [71] 0.4092 0.0167 0.0135 10.0461 7.3583  67.2953
Ref. [72] 0.4018 0.0164 0.0345 10.8808  7.3583  69.6049
Ref. [73] 0.4055 0.0168 0.0130 10.7985  7.3580  75.4576
We used 512 x 512 PNG image of Mandrill Baboon as [5] C.E. Shannon, “Communication theory of secrecy systems*,” Bell Syst.

a sample and calculated results of component analyses of
MLC, which are shown in Table 17. Original image of Man-
drill Baboon and cipher images after different S-Box trans-
formations along with their corresponding histograms, are
presented in Fig. 1 upto Fig. 15.

VI. CONCLUSION

In this article, a novel technique is proposed for the con-
struction of bijective strong S-Box Sfl. Construction is based
on the action of modular group PSL(2,Z) on projective
line PL(GF(2%)) and depends upon the selection of primitive
irreducible polynomial /4, for the generation of members of
GF(28). Constructed S-Box Sft is then passed through an
adequate number of existing tests to analyze its cryptographic
strength; obtained results show that proposed technique is
capable of constructing S-Boxes which possess high resis-
tance against linear attack and differential attack. All coding
is completed in MatlabR2019a and found that the proposed
technique for generation of S-Box is easy and simple to
implement.

For simulation of proposed technique, S-Box S §8D is con-
structed; which is then analyzed through different tests and
found that SfSD has high nonlinearity and is strong enough to
stand against different attacks. Generated S-Box significantly
depends upon the selection of primitive irreducible polyno-
mial 4 for generation of GF(ZS), therefore one may generate
total sixteen different S-Boxes.
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