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ABSTRACT Proxy signcryption is essential security primitive for emerging secure communication such as
e-business, mobile agents, online voting, contract signing, and online auction. It combines the functionality
of a proxy signature and encryption to achieve basic security features maintaining a low computational and
communicational cost. Ming proposed Proxy Signcryption (PSC) scheme in the standard computational
model, claimed it to be secured against: (1) Indistinguishable Chosen Ciphertext Attack (IND-CCA)
under the Decisional Bi-linear Diffie-Hellman (DBDH) assumption (2) Existentially Unforgeable Chosen
Message Attack (EUF-CMA) under the Computational Diffie Hellman (CDH) assumption. This paper first
provides a security analysis to check the correctness and validity of the said PSC scheme. Furthermore,
it proves PSC is vulnerable to the launched cryptanalysis attacks. It is established that the PSC is neither
semantically secured against IND-CCA nor existentially secured against EUF-CMA in its defined security
model. Secondly, we propose an improved new proxy signcryption scheme (N-PSC) based on Elliptic Curve
Cryptosystem (ECC)without bi-linear pairing secure against IND-CCA and EUF-CMA for Type-1 adversary
A1 in the standard computational model. It is also proved that the new proposed N-PSC scheme achieves an
extra security property of judge verification in case of signature dispute between the proxy correspondents,
as well as it outperforms the existing states of the art schemes including the Ming scheme in terms of cost
efficiency which makes the new proposed scheme suitable for scarce resources constraint proxy enabled
communication applications.

INDEX TERMS Proxy communication, proxy signcryption, cryptanalysis, standard model, elliptic curve
cryptography (ECC), IND-CCA, EUF-CMA, third party verification, security model.

I. INTRODUCTION
Privilege delegation, technically known as proxy signcryption
mechanism, has become an unavoidable security service
in modern enterprises and organizations. It allows a busi-
nessperson to extend and operate his business through a
designated agent due to temporal absence or lack of time or
processing capability. It has applications in e-commerce, such
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as online proxy auction, mobile agents and business contract
signing etc (shown in Fig. 1). Additionally, proxy signcryp-
tion (PSC) is a cost-effective mechanism suitable for personal
pervasive communication devices like mobile phones, digital
assistants having the low computational capability or battery
power to perform heavy cryptographic computation where
the traditional security techniques are not suitable to satisfy
basic security requirements. In 1996, Mambo et al. [1],
coined the concept of proxy signature that allows an agent
called a proxy signer to sign a message on behalf of the
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FIGURE 1. Proxy Communication Environment and its Applications.

original signer. Proxy signature has further three categoriza-
tions concerning rights delegation, namely, delegation by
warrant, partial delegation and full delegation to a proxy
signer [2]–[4]. Delegation by the warrant is pivotal and the
researchers mostly focused on it in the literature, whereas,
the partial and full delegation has several limitations lead-
ing to a lack of interest by the researchers’ community.
Some of the basic security properties like confidentiality,
integrity, authenticity and non-repudiation can be achieved
using a costly traditional approach, such as, to sign and then
encrypt. To overcome the cost issue and reduce the number of
machine processing cycles, Zheng [5] proposed the concept
of signcryption initially in 1997. It performs the signature
and encryption in a single logical step. Following this ground
research, several research studies have been focused on
signcryption [6]–[15].

In a secure proxy communication, authentication and
confidentiality are required to reduce the computation and
communication cost with comparison to the individual proxy
signature and then encryption concept. This can be achieved
by the combined proxy signature and encryption. In 1999,
Gamage et al. [16] proposed the concept of PSC. In proxy
signcryption, the original signer delegates the signing rights
to the authorized proxy signer to sign the message on the
behalf of him/her. Then, the signed message is returned to the
original signer by the proxy signer. Original signer forwards
the signcrypted text to legitimate receiver for unsigncryption
and verification to confirm whether the message is the origi-
nal one or not (shown in Fig. 1). For instance, in a company,
the boss gives the signing rights to subordinates to sign on
behalf of the boss in case of absence. Gamage et al. [16],
proposed a PSC scheme based on discrete logarithm with
no security proofs. In 2003, Jung et al. [17] pointed out
the limitation of forward secrecy in this scheme [16].

Li and Chen [18], proposed ID based proxy signcryption
using bi-linear pairing which was declared insecure by
Wang et al. [19], having lack of forward secrecy and unforge-
ability features and presented its improved version as well.
Wang and Cao [20] presented two schemes at the same
time, first an identity-based proxy signcryption and second a
certificateless proxy signcryption. Zhou et al. [21] proposed
proxy signcryption with the warrant and its security notions
using the integer factorization problem. Duan et al. [22]
presented an ID-based proxy signcryption scheme and its
formal securitymodel. Elkamchouchi et al. [23] presented the
idea of proxy signcryption with signature public verifiability.
Lin et al. [24] proposed the novel efficient proxy signcryption
with practical implementation. Yanfeng et al. [25] presented
certificateless proxy signcryption (C-PSC) without Bi-linear
Pairing (BP) and proved its security and efficiency. In 2017,
Bhatia and Verma [26] pointed out the vulnerability of the
scheme [25] and presented an improved scheme as well.
Ming and Wang [27] proposed a provable proxy signcryp-
tion scheme that is vulnerable and compromisable due to its
security lapses. Additionally, the flavor of proxy signcryption
(like multi-proxy and threshold-proxy) having special func-
tion were also proposed and found in literature [28]–[31].
Yu et al. [32] recently proposed a new certificateless proxy
signcryption scheme using Cyclic Multiplication Groups
(CMGs). Li et al. [33] proposed a certificateless proxy sign-
cryption scheme for an electronic prescription based on the
elliptic curve cryptosystem within the random oracle model.

A. OUR CONTRIBUTION
In literature, several proxy-based signcryption schemes are
presented for secure proxy communication in emerging appli-
cations. The trends that were followed in this study were
focused on different dimensions of novelty and efficiency;
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features were added chronologically while comparing a
scheme with its preceding schemes for improvement. Ming
and Wang [27] claimed that his proposed scheme secure
against IND-CCA under the Decisional Bi-linear Diffie
Hellman (DBDH) assumption, as well as secure against
EUF-CMA under the Computational Diffie Hellman (CDH)
assumption. This paper proposes to analyze Ming and Wang
proxy signcryption scheme in the standard computational
model to check and validate the security vulnerabilities of this
scheme by launching the security attack over the said scheme.
Moreover, we propose a new improved scheme namely New
Proxy Signcryption (N-PSC) based on Elliptic Curve Cryp-
tography (ECC) without bi-linear pairing secured against
IND-CCA and EUF-CMA for Type-1 adversary A1 under
the standard computational model and we prove that the new
propose N-PSC scheme outperforms than the said scheme
as well as a few other existing states of the art schemes in
terms of cost efficiency and achieves an extra third party
verification (i.e., Judge verification JV) security property in
case of any signature dispute which makes the new propose
scheme suitable for scarce resources constraint secure proxy
communicational environments.

B. PAPER ORGANIZATION
The organization of the rest of this paper is; Section II
presents the formal model and some basic definitions with the
aspect of proxy signcryption. Section III presents the prelim-
inaries and security notions. Section IV presents a review of
Ming’s scheme, while, Section V presents the cryptanalysis
of Ming’s scheme. Section VI proposes an improved N-PSC
scheme and Section VII presents its security analysis and
finally, the conclusion of the paper is given in Section VIII.

II. SECURE PROXY SIGNCRYPTION
There are three participants in the proxy signcryption scheme,
such as Original signer (OS), Proxy signcrypter (PS) and
Receiver (US); working together to achieve the security goal
in a communication field that shown in Fig. 1:
Original Signcrypter (OS):- The sender of the message

has the right to delegate signing rights to proxy signcrypter.
Proxy Signcrypter (PS):- Third party that generates sign-

crypted text ϑ forOS on receiving the warrant fromOS and
forward to US .
Un-Signcrypter/Receiver (US):- Legitimate receiver of

the signcrypted text that verifies and usgncrypt the ϑ .

A. BASIS SECURITY GOALS
Secure proxy signcryption needs to satisfy the following basic
security goals [34], [35]:

- Confidentiality:- Only the legitimate receivers of the
message can unsigncrypt the proxy signcrypted text.

- Unforgeability:- It ensures that neither sender nor any
third party can create the same valid proxy instead of
the authorized one proxy agent.

- Non-repudiation:- Receiver can prove easily that
received proxy signcrypted text generated by the

TABLE 1. Notations with description.

legitimate third-party/Proxy agent on the behalf of a
legitimate/original sender.

- Forward Secrecy:- Attacker will not be able to recover
the proxy signcrypted text even they know the previous
session keys.

- Verifiability:- Provides sender and message verification.
It convinces receiver on mutual agreement with sender’s
on signcrypted text, also provides the functionality to
verify received message either sent by the legitimate
sender or someone else.

- Proxy key Misuses Prevention:- After generating proxy
signcrypted text, the proxy agent will be unable to use
the same session proxy key for other purposes and
sessions.

B. NOTATIONS GUIDE
Symbols/notations used throughout this paper are listed
in Table 1.

III. PRELIMINARIES
This section describes the concept of bi-linear pairing, several
basic hard problems and their security assumptions, types of
attackers, proxy signcryption formal communication model
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and proxy communication basic security notions use against
confidentiality and unforgeability as are the following;
Definition 1 (Bi-Linear Pairings (BP) [36]): Let G1, G2

and GT are cyclic multiplicative groups with prime order p
having generator g1 ∈ G1 and g2 ∈ G2. Where mapping
ê : G1×G2 7→ GT is said to be the BP if hold the properties
below:

- Bi-linearity:- ê(gm, gn) = ê(g1, g2)mn such that m and
n ∈ G1.

- Non-degeneracy:- ê(g1, g2) 6= 1 ∈ G1.
- Compute-ability:- It is compute-able efficiently ê(g1, g2)
such that g1 ∈ G1 and g2 ∈ G2.

A. SECURITY HARD PROBLEMS
Proxy signcryption scheme security depends on the hardness
of the following problems.
Definition 2 (Computational Diffie-Hellman Problem

(CDHP)): Let to assume that g, gm, gn ∈ G1 and computes
gmn such that m, n ∈ Zp.
Definition 3 (Computational Diffie-Hellman (CDH)

Assumption): We can say that CDHP is (τ, %) hard in G1 if
any τ time algorithm cannot solve with at least % probability.
Adversary A can solve the CDHP if the probability of

chosen random bits are m and n as;

SuccCDHA = Prob[A (g, gm, gn)=gmn] ≥ %

Definition 4 [Decisional Bi-linear Diffie-Hellman Prob-
lem (DBDH-P)]: Let g, gm, gn, go ∈ G1 such that m, n,
o ∈ Z∗p and Z = (g, g)mnosuch that Z ∈ G2.
Definition 5 (Decisional Bi-linearDiffie-Hellman (DBDH)

Assumption): A DBDH is (τ, %) hard in G1 and G2 if any τ
time algorithm cannot solve with at least % probability.
Adversary A gets advantages polynomial times against

DBDH-P as;
Where,

|Prob[A(g, gm, gn, go, ê(g, g)mno)=1]

−Prob[A(g, gm, gn, go,Z)=1]| ≥ %

B. ADVERSARY TYPES
This section defines three types of adversary A that are:

a) Type-1(A1):- This type of attacker only knows the
original signer and proxy signer public keys.

b) Type-2 (A2):- This type of attacker knows both keys
(public and private keys) of the proxy signer and only
public key of the original signer.

c) Type-3 (A3):- This type of attacker knows both keys
(public and private keys) of the original signer and only
public key of the proxy signer.

C. PROXY SIGNCRYPTION FORMAL
COMMUNICATION MODEL
PSC formal communication model has the following phases
as shown in Fig. 2. This scheme has a total of five algorithms

where three known as probabilistic and two deterministic
polynomial time algorithms:
Setup:-This is a Probabilistic Polynomial-time (PPT) algo-

rithm, that takes security parameter k as input and returns
system parameters params.
Key Generation (KG):- It is a PPT algorithm collects

params as a input and return couple of keys (Private and
Public keys) for each entity. Original Signer OS key pair is
(sko and pko ), for Proxy Signcrypter PS (pkp and skp ) and
for Unsigncrypter/Receiver US (pkus and skus ).
Delegation Generation (DG):- It is also a PPT algorithm

run by OS takes input (params, sko, W) and returns a dele-
gation ϑW and forwards output (W, ϑW ) to PS .
Delegation Verification (DV):- It is Deterministic Poly-

nomial Time (DPT) algorithm. It is run by PS collects
input parameters (W, ϑW ) and returns delegation ϑW or error
symbol ⊥.
Proxy Signcryption (PSC):- Its is a PPT algorithm runs

on PS side with input (params, W, ϑW , skp, pkus,M) and
returns the output as proxy signcrypted text ϑ .
Proxy Unsigncryption (PUSC):- It is a DPT algo-

rithm runs on receiver US side takes input (params,
W, ϑ, skus, pko, pkp) and returns output message M or ⊥.

D. PROXY SIGNCRYPTION SECURITY NOTIONS
Confidentiality and unforgeability are the twomost important
security properties of proxy signcryption schemes. Therefore,
this section of the paper discussesConfidentiality (IND-CCA)
and Unforgeability (EUF-CMA) captured by game between
the challenger C and adversary A as under;

1) SEMANTIC SECURITY AGAINST IND-PSC-CCA2
Proxy signcryption confidentiality property captured using
IND-CCA game played between C and A as;
Setup:- Using this algorithm challenger C takes secu-

rity parameters k and returns params and forwards to
adversary A.
Phase 01:- At this phase, A performs an adaptive number

of following queries where each query depends on a previous
query answer.

DG Queries:- A makes request to challenger with delega-
tion onwarrantW , then C generates the delegation generation
and returns delegation Wϑ to A.
Proxy Signcryption Queries:- A makes request ϑ , using

W and M using pkus, C returns ϑ to A after running proxy
signcryption algorithm.
Proxy Unsigncryption Queries:- A requests to C

with parameters (W, ϑ, pko, pkp, pkus) for message M
and C runs proxy unsigncryption algorithm and returns
messageM to A.
Challenge:-At the end of the phase oneAmakes a decision

and selects two messages of equal length such that M0 and
M1 and makes a challenge. The Challenger C randomly
chooses a bit ψ and generates ciphertext ϑ∗ for Mψ and
provides ϑ∗ to A.
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FIGURE 2. Proxy signcryption communication setup.

Phase 02:- Just like phase one, A starts polynomial time
queries without unsigncryption query making on ϑ∗ under
warrant W∗.
Guess:- At the end of the game, A generates output bit ψ́

and wins the game where ψ́ = ψ .
The A advantages defined as:

AdvantageIND−PSC−CCA2A = 2
∣∣∣Prob [ψ́ = ψ]− 1

∣∣∣
2) EXISTENTIAL UNFORGEABILITY AGAINST EUF-PSC-CMA
To check and prove proxy signcryption scheme existential
unforgeability against EUF-PSC-CMA can be viewed by
following interactive security game between the challenger
C and forger/adversary A. Access to the desired entities
public and private keys depends on the adversary types
(i.e., A1, A2, A3). All the following oracles executed via
challenger C.
Setup:- First of all C runs the setup algorithm then key

generation (KG) algorithm to compute system params, public
and private keys of each individual entity such that OS
(pko, sko), PS (pkp, skp) and US (pkus, skus) respectively. C
forwards public keys to the adversary A1.
PSC Queries:- Using warrant W attacker A1 forwards

M and pkus to challenger with a request to send ϑ . Chal-
lenger returns the ϑ to attacker under the signcryption
algorithm.

PUSC Queries:- Similar to previous query the attacker
A1 makes request on warrant W using signcrypted message
ϑ for message M after sending public keys of the entities
(pko, pkp, pkus). C runs PUSC algorithm to generate unsign-
crypt message and then returns it to A1.
Forgery:- In above interactive game the attacker computes

new ϑ∗ using warrant W∗ and receiver/unsigncrypter US
public key pkus This defines the winning probability of the
attacker A1 is as;

Succ ProbEUF−PSC−CMAA1

IV. REVIEW OF MING’S SCHEME
In this section, we review the proxy signryption scheme
proposed by Ming in the standard computational model. The
scheme consists of the following algorithms;

Setup:-Using setup phase the system generates two multi-
plicative groupsG1 andG2 having prime order p with gener-
ators g1 and g2 of groupG1,G2 respectively. System chooses
values g1 and g2 randomly. Selects security parameter k ,
defines hash functions that map to [H1,H2] : {0, 1}∗ 7→
[{0, 1}n, {0, 1}nv], an admissible bi-linear map BP such that
ê : G1 × G2 7→ GT . Chooses other system’s parameters
like v′,w′ ∈ G1 such that v = vi and w = wi, having the
length nv, nw respectively, then the system publishes these
parameters {H1,H2,G1,G2, g1, g2, p, ê, v,w, v′,w′}.
Key Generation KG:- In key generation phase each user

of PSC scheme chooses random number sk ∈ Zp as a private
key and then computes its associated public key in a way
such as pk(o,p,us) = gsk(o,p,us) . As a result, the public and
private key pair of each entity is: (original signer OS (pko =
gsko , sko), proxy signcrypter PS (pkp = gskp , skp), unsign-
crypter/receiver US (pkus = gskus , skus).

DelegationGenerationDG:- For delegationmessage gen-
eration the original signer OS chooses a random number
rw ∈ Z∗p and generates W [having length nw] as a warrant
message and sends it to the proxy signcrypter PS to generate
proxy sign on it. W ⊂ {1, 2, ..., nw} is a set of indices
where [i] represents the i − th bits of warrant message and
i = 1 3 W[i]. The following steps are used to compute the
warrant delegation message:

1) Chooses randomly rw ∈ Z∗p and then
2) Computes

ϑw = (ϑw1 , ϑw2 ) = (gsko1 (w′5i∈Wwi)rw , grW )

Sends ϑw and W to the PS .
Delegation Verification DV:- After receiving delegation

message (ϑw and W) PS first verifies the received message
validity whether the message is the legitimate or not as;
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If satisfies ê(ϑw1 , g) = ê(g1, pko)ê(w′
∏

i∈W wi, ϑw2 ) then
forwards delegationmessage toPS else returns it back toOS
with request to send it again.

Proxy Signcryption PSC:- After finishing the verifica-
tion phase PS receives the warrant delegationW and gener-
ates the signature for M ∈ {0, 1}n using following steps on
the behalf of a legitimate receiver/unsingcrypter (US).

Algorithm 1 Proxy Signcryption PSC
1) Randomly chooses r ∈ Zp
2) Computes ϑ1 = gr

3) Computes ϑ2 =M⊕H1(ê(g1, pkus)r )
4) Computes ϑ3 = ϑw2 = grw

5) Computes δ = H2(W, ϑ1, ϑ2, ϑ3, pko, pkp, pkus )
6) Computes ϑ4 = ϑw1g

skp
1 (v′

∏
i∈V vj)

r

Forwards output (ϑ1, ϑ2, ϑ3, ϑ4) to receiver / unsingcrypter
(US).

Note:- In algorithm above δ [having nv bits length] and V
[is a set of indices]= subset of {1, 2, 3, ..., nv}where δ[j] = 1
represents j− bit length of δ.
Proxy Unsigncryption PUSC:- Receiver of the mes-

sage collects message tuples (ϑ1, ϑ2, ϑ3, ϑ4, pko, pkp, pkus,
W ∈ {0, 1}nw ) and runs unsigncryption algorithm using the
steps following:

Algorithm 2 Proxy Unsigncryption PUSC
1) ComputesM = ϑ2 ⊕H1(ê(ϑ1, g

skus
1 ))

2) Computes δ = H2(W, ϑ1, ϑ2, ϑ3, pko, pkp, pkus)
3) The receiver accepts a message if finds the message is

authentic (i.e., sent by the legitimate
sender) after satisfying the following equation:

(ϑ4, g1) = e(g1, pko), e(g1, pkp)e(w′
∏
i∈W

wi, ϑ3)

e(v′
∏
i∈V

vj, ϑ1)

V. CRYPTANALYSIS OF MING’s SCHEME
In this section, we analyze and prove that Ming’s scheme can-
not resist the cryptanalytic attack and fails to achieve desired
security properties for proxy signcryption. Thus, it can be
assumed that the adversary can crack the scheme semantic
security as well as forges the valid signature. Fig. 3, rep-
resents a cryptanalysis attack over a secured communica-
tion channel due to which breaks the security mechanism
like [37], [38].

A. ATTACK ON SEMANTIC SECURITY IND-PSC-CCA
At this point, we are launching cryptanalytic attack over
the Ming’s scheme to check its semantic security. We know
that adversaries (A1 and A2 ) have capabilities to compute
signcryption of the challenged message (M0 orM1) with no

FIGURE 3. Cryptanalysis Attack over a Secured Communication Channel.

alteration in message contents which also allows to unsign-
crypt it. The adversary yields signcrypted text represented
by ϑ̂ = (ϑ̂1, ϑ̂2, ϑ̂3, ϑ̂4), which is equal to the challenger
signcrypted text ϑ∗ = (ϑ∗1 , ϑ

∗

2 , ϑ
∗

3 , ϑ
∗

4 ). On getting the
challenge the A1 or A2 generated the signcrypt message ϑ̂
either for M0 or M1.
Setup:- In this phase the challenger C runs the machine

setup algorithm using input (1λ) for generation of system
parameters {H1,H2,G1,G2, g1, g2, p, ê, v,w, v′,w′} and
sends to the adversary A1.
Phase 01:- A1 not issue any query to the challenger C.
Challenge:-A1 chooses two messages of equal sizeM0|1

and (pk∗o , pk
∗
p , pk

∗
us) to C with restriction to ask Oext query

previously. For instance, it gives the same parameters (M0|1
and pk∗o , pk

∗
p , pk

∗
us) to challenger C. Challenger C accepts the

challenge and flips a coin b ∈ {1, 0}, after generating sign-
crypted message ϑ∗ on M∗

b gives to A1 using the following
steps. We need to highlight that the purpose of the challenger
is to guess the value of b correctly.

C first runs the following algorithm steps as,

Algorithm 3 Challenger C PSC
• Randomly chooses r∗ ∈ Zp
• Computes ϑ∗1 = gr

∗

• Computes ϑ∗2 =M∗
b ⊕H1(ê(g1, pk∗us)

r∗ )
• Computes ϑ∗3 = ϑ

∗
w2
= gr

∗
w

• Computes δ∗ = H2(W, ϑ∗1 , ϑ
∗

2 , ϑ
∗

3 , pk
∗
o , pk

∗
p , pk

∗
us)

• Computes ϑ∗4 = ϑ
∗
w1
g
sk∗p
1 (v′5i∈Vvj)r

∗

Return the signcrypted text ϑ∗ = (ϑ∗1 , ϑ
∗

2 , ϑ
∗

3 , ϑ
∗

4 )

Phase 02:- In phase 02, the adversary A (Type 1 or 2)
first randomly chooses integers r̂ ∈ Zp and defines another
signcrypted text ϑ̂ = (ϑ̂1, ϑ̂2, ϑ̂3, ϑ̂4) and sends to the
Challenger.
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Algorithm 4 Adversary A PSC
• Computes ϑ̂1 = ϑ∗1 = gr̂

• Computes ϑ̂2 =M∗
b ⊕H1(ê(g1, pk∗us)

r̂ )
• Computes ϑ̂3 = ϑ∗3
• Computes δ̂ = H2(W, ϑ̂1, ϑ̂2, ϑ̂3, pk∗o , pk

∗
p , pk

∗
us)

• Computes ϑ̂4 = ϑ̂w1 (
ϑ4

ϑw1 (ϑ1)
(v′+

∑
i∈V vj)

)(v′5i∈Vvj)r̂

∴ Adversary A can compute g
skp
1 using equation 1.

Adversary returns ϑ̂ = (ϑ̂1, ϑ̂2, ϑ̂3, ϑ̂4).

The ϑ̂ confirms the output is valid and is an identical PSC
if it is compared with challenged message M∗

b. For the said
purpose the ϑ̂ above forwards to receiver/unsigncrypter US .

Algorithm 5 PUSC for Adversary A Signcryption

1) Computes ϑ̂1 = gr̂

2) ComputesM∗
b = ϑ̂2 ⊕H1(ê(g1, g

skus
1 )r̂ )

∴ Adversary A calculatesM∗
b as;

Computes ϑ̂2 = M∗
b ⊕ H1(ê(g1, g

skus
1 )r̂ ) ⊕

H1(ê(g1, g
skus
1 )r̂ )

3) Computes δ = H2(W, ϑ̂1, ϑ̂2, ϑ̂3, pko, pkp, pkus)
4) The receiver accepts a message if finds the message is

authentic (i.e., sent by the legitimate
sender) after satisfying the equation following,

(ϑ̂4, g1) = ê(g1, pko), ê(g1, pkp)ê(w′
∏
i∈W

wi, ϑ̂3)

ê(v′
∏
i∈V

vj, ϑ̂1)

Adversary A1 makes unsigncryption query from US and
expects that ϑ̂ 6= ϑ∗. The US responds with unsigncrypted
message as ϑ̂2 = M∗

b ⊕ H1(ê(g1, g
skus
1 )r̂ ) to A1. After

receiving it thenA1 computes the challenged messageM∗
b⊕

H1(ê(g1, g
skus
1 )r̂ ⊕ H1(ê(g1, g

skus
1 )∗)r̂ ) and finally finds the

message ϑ̂ = ϑ∗ which is also equal to b. It is proved
that this is the point for which an attacker tried to win the
above confidentiality game and thus we can say the PSC
scheme is not able to prove the semantic security against
indistinguishable security.

B. ATTACK ON UNFORGEABILITY (EUF-PSC-CMA)
Unforgeability means that an unauthorized person cannot
change the message signature. In this subsection, we dis-
cuss Ming’s PSC scheme desired unforgeability property and
launch an attack on it to prove whether the scheme is forge-
able or not against type 1 adversary A1 using the following
steps.
• Setup:- Initially the challenger C runs machine setup
algorithm using input (1λ) to generate system parame-
ters params such that {H1,H2,G1,G2, g1, g2, p, ê, v,w,
v′,w′} and sends to the type 1 adversary A1.

• Phase 01:- This phase is just like the above
IND− PSC − CCA game.

• Forgery:- Using public keys (of OS,PS,US) such
that pko, pkp, pkus challenger C desires for signcryp-
tion oracle on a message M where v′ = gv and
vj = gv

′
j . The adversary A1, returns with the output

ϑ = (ϑ1, ϑ2, ϑ3, ϑ4) after computing in the following
manner; g

sk(p,o,us)
1 is the signing parameter computed by

adversely A1 before to sign a message such that,

g
sk(o,p,us)
1 =

ϑ4

ϑw1 (ϑ1)
(v′+

∑
i∈V vj)

ϑ4

ϑw1 (ϑ1)
(v′+

∑
i∈V vj)

=
ϑw1g

sk(o,p,us)
1 (v́5i∈Vvj′ )r

ϑw1 (g1)
(v′+

∑
i∈V vj′ )r

=
g
sk(o,p,us)
1 (v́5i∈Vvj′ )r

(g1)
(v′+

∑
i∈V vj′ )r

=
g
sk(o,p,us)
1 (v́5i∈Vvj′ )r

(g1)(v)5i∈V (g
vj′
1 )r

=
g
sk(o,p,us)
1 (v́5i∈Vvj)r

(v́5i∈Vvj)r

= g
sk(o,p,us)
1 (1)

After computing the above signing parameter (g
sk(o,p,us)
1 ),

A1 computes the signature as a PS against the sending
message on behalf of original signer OS and unsign-
crypt as a receiver/US that proves the forgery of Ming’s
PSC scheme.

VI. PROPOSED SCHEME
This section introduces a new Proxy Signcryption (N-PSC)
scheme based on ECC using the standard computational
model reflected in Fig. 4. The newly proposed scheme applies
to resource-constrained low-computing mobile devices in the
standard computationalmodel. A sender/original signer (OS)
delegates the responsibility to a proxy signer (PS). The proxy
signer communicates to the final destination/US on behalf of
the original signer (OS). The receiver verifies the original
signer (OS) through the digital signatures.

The proposed scheme consists of several polynomial-time
algorithms outlined below:

A. PROPOSED SCHEME CONSTRUCTION
This section discusses the proposed N-PSC scheme detail that
how it works;
Definition 6 [Elliptic-Curve Discrete Logarithmic Prob-

lem (ECDLP)]: Let we assume two points on elliptic curve
(EP) P and Q such that Q = k · P where k ∈ {1, 2, 3, . . . , n}
is an integer value. Let to assume the value of k = 3 then
Q = 3 ·P = P+P+P known to be point addition on elliptic
curve equal to solve ECDLP [shown in Fig. 5].

Setup:- Two groups G1 having generator g1 and G2 hav-
ing the generator g2 of p prime order. System choosing
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FIGURE 4. New Proposed PSC Scheme.

FIGURE 5. Points addition on EP ECC plane.

g1 and g2 randomly and selects k as a system secu-
rity parameter where hash functions map as [H1,H2] :
{0, 1}∗ 7→ [{0, 1}n, {0, 1}nv]. KGC runs the security param-
eters with ECC system E over large prime P under the
FP and G as a point on curve. Afterwords, the above
the system publishes and returns the system’s parameters
{G,G1,G2, g1, g2, r,Ep,Fp,Z}. Also it chooses the secret
key ϕ ∈ Zp and computes the session key (Master key)
as ϕ · pkus.

Key Generation KG:-
In this phase each user of N-PSC scheme chooses random

number sk ∈ Zp as a private key and then computes its asso-
ciated public key such as pk(o,p,us) = sk(o,p,us) ·G. As a result,
the public and private key pair of each entity is: (original
signer OS (pko = sko · G, sko), proxy signer PS (pkp =
skp ·G, skp), unsigncrypter US/R (pkp = skus ·G, skus)).
Delegation Generation DG:- This algorithm accepts the

original signer (OS) key pair (pko, sko) and chooses a random

number rw ∈ Zp∗ and generates W [having length nw] as a
warrantmessage and sends to the proxy signerPS to generate
proxy sign on it. W ⊂ {1, 2, ..., nw} is a set of indices
whereW[i] represents the i− th bits of warrant message and
i = 1 3 W[i]. The OS initiates the process and
finds the willingness of PS . The following steps are used
to compute the warrant delegation message between OS
and PS after handshaking for the PS and US proxy
communication.

Delegation Verification DV:- The PS computes hash r ′

of received hash value r using (ϑ1, ϑ2) after decrypting ϑw.
Compares the hashed values (received and computed) if finds
equal r ′ = r accepts the delegation ϑw and computes the
proxy signcryption and rejects if r ′ 6= r with request to OS
to re-send the new ϑw.

Proxy key Generation:- The PS first receives the delega-
tion ϑw from OS and verifies after decryption ϑw. If hash
values r ′ = r are equal then accept OS a legitimate
one else reject after computing ϑw = Dskp (ϑ1, ϑ2||r) and
r ′ = H1(ϑ1||ϑ2).
Original Signer OS

• Selects randomly integers =∈R{1, . . . , n− 1}
• Computes ϑ1 = = ·G
• Computes ϑ2 = H1(W ‖ ϑ1)
• r = H1(ϑ1 ‖ ϑ2)
• ϑw = Epkp (ϑ1, ϑ2 ‖ r)

Share ϑw with the PS . The PS first verifies after decryption
ϑw and if hash values r ′ = r then accepts OS a legitimate
one else reject.
Proxy Signcryption PSC:- The PS takes the message

M, unsigncrypter US public key (pkus), its own private
key, chooses random numbers ϕ,℘ ∈ Z∗P and com-
putes detail process as follows; computes the session key
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kmk = H1(ϕ · pkus) and then message (M) encryption and
generates the signcrypted text ϑ = (ϑ1, ϑ2, ϑ3, ϑ4, ϑ5).

Algorithm 6 Proxy Signcryption PSC
1) Selects randomly integers ϕ∈R{1, . . . , n− 1}
2) Computes kmk = H1(ϕ · pkus)
3) Selects randomly an integer ℘∈R{1, . . . , n− 1}
4) Generates s′ = (skp + ϑ2 · ℘)
5) Computes ϑ3 = Epkus (M||s′)
6) Computes ϑ4 = ( ϕ

ϑ2+=+s′
) mod p

7) Computes ϑ5 = ℘ · G Sends ϑ = (ϑ1, ϑ2, ϑ3, ϑ4, ϑ5)
to receiver.

ProxyUnsigncryptionPUSC:-TheUS receives the sign-
crypted text ϑ = (ϑ1, ϑ2, ϑ3, ϑ4, ϑ5) from PS and verifies
the validity after running unsigncryption PUSC algorithm
using the following steps, if signcrypted text verifies and finds
authentic then accept otherwise reject ⊥.

Algorithm 7 Proxy Unsigncryption PUSC
1) Computes ψ = skus · ϑ4 modn
2) Computes kmk = H1(ψ · (pkp + ϑ2 · (ϑ5 +G)+ ϑ1))
3) ComputesM||s′ = Dskus (ϑ3)
4) Computes ϑ ′2 = H1(M|| ϑ1)

If ϑ ′2 = ϑ2 mean M is original and accept it, else
reject.

B. PROPOSED SCHEME VERIFICATION
1) N-PSC SCHEME CORRECTNESS
The steps following prove equation correctness used in the
unsigncryption algorithm at US side.

ψ · (pkp + ϑ2(ϑ5 +G)+ ϑ1) = ϕ · pkus

Proof:

ψ · (pkp + ϑ2(ϑ5 +G)+ ϑ1)

= ψ · (pkp + ϑ2 · ℘ ·G+ ϑ2G+ ϑ1)
= skus · ϑ4 · (pkp + ϑ2 · ℘ ·G+ ϑ2 ·G+ ϑ1)

=
ϕ

ϑ2 + =+ s′
(skus · (skp ·G+ϑ2 · ℘ ·G+ϑ2G+ = ·G))

=
ϕ · pkus

ϑ2 + =+ s′
(skp + ϑ2 · ℘ + ϑ2 + =)

=
ϕ · pkus

(ϑ2 + =+ skp + ϑ2 · ℘)
(skp + ϑ2 · ℘ + ϑ2 + =)

= ϕ · pkus

The correctness of the proposed N-PSC scheme proved
using the above proof.
Ming’s scheme is susceptible to forgery attack in which

an adversary A can compute private keys gsko,p,us1 instead of
legitimate oneOS,PS and US . The proposed scheme math-
ematical correctness and verification ensure that the enhanced
N-PSC scheme resilient against these adversary attacks.

2) JUDGE VERIFICATION (JV)
The N-PSC scheme also has an extra property to provide
the judge verification (third party verification) if a dispute
occurs between two parties (PS and US) the judge can
verify and solve the dispute easily after verifying the proxy
signature without knowing the message contents. The signa-
ture verification operation takes part as using the following
computational steps;

Judge receives the published parameters such asW, s′, ϑ5
for the signature issue settlement between the PS & US and
verifies the signature as;

- Takes the verification parameters (W, s′, ϑ5, pkp)
- VerifiesPS public key pkp with associated digital public
key certificate

- Computes ϑ2 = h(W ‖ relevant information)
- Computes y = (s′ ·G− ϑ2 · ϑ5)
- If y = pkp, shows the sign generated by legitimate proxy
signcryption algorithm on PS side with public key pkp.

Theorem 7: The following correctness proof ensures that
the verification procedure works properly.

s′ ·G− ϑ2 · ϑ5 = pkp

Proof:
s′ ·G− ϑ2 · ϑ5
= (skp + ϑ2 · ℘)G− ϑ2ϑ5
= skp ·G+ ϑ2℘G− ϑ2ϑ5
= skp ·G+ ϑ2℘G− ϑ2℘G
= skp ·G
= pkp

The resultant factor is public key (pkp) of PS , proved
that the signature generated by the legitimate proxy
signcrypter PS .

VII. SECURITY ANALYSIS
This section proves that the N-PSC scheme is secure against
IND-NPSC-CCA and EUF-NPSC-CMA under the hardness
of ECCDH in the standard computational model. To provide
security proofs, we are using the following theorems.
Theorem 8 (Semantic Security IND-NPSC-CCA): The

scheme will be IND-NPSC-CCA secured if no adversary
with non-negligible advantages wins the games in the PPT
interval.

A. GAME 1st
Lemma 9: Here we assume that the proposed N-PSC can

be break by an adversaryA1 making the various queries like
(0kpsc, 0kPrk , 0ku, 0kusc, 0ksk , 0kdg, τ, %). A proxy unsign-
crypt query with τ ′, %′ that can solve the ECCDH hard
problem having the advantages %′ such that:

%′ =
%

50kusc{(1, . . . , n) < Z∗P}
(0kpsc, 0kPrk , 0ku, 0kusc, 0ksk , 0kdg, τ, %)+ PM(50USC )

Here PM denotes scalar point multiplication.
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Proof: Let we suppose that a PPT adversary A1 having
queries tuple such that 〈τ, 0kH1 , 0kH2 , 0kpsc, 0kPrk , 0ku,
0kusc, 0ksk , 0kdg, %〉 breaks ECCDH with advantage % lead
to compromise the security of the new proposed N-PSC
scheme. Furthermore the challenger C would be no objection
to any query of the adversaryA1 and do response accordingly
as per the query of the A1.
Initialization:- The challenger C runs the setup algorithm

and generates the system parameters 〈E,FP,G,G1,G2,H1,

H2, pko, pkpsc, pkus〉 and selects a random number ℘ ∈ Z∗P to
compute the secret key such that ϑ5 = ℘ ·G which is hard to
break as equal to solve the ECCDH.

Phase 01:- The challenger C maintains the list of keys
and responds to the queries of adversary A1 accordingly as
follows;

Queries List QL:- Challenger C maintains the queries
record of the adversary A1. After the query of A1, the chal-
lenger checksQL against the query and responds accordingly
after the confirmation such that the adversary A1 queries for
public keys and the C computes and returns the public keys
PS (pkp = skp ·G), receiver’s US (pkus = skus ·G).
Delegation Generation Query DGq:- Adversary A1

queries for delegation generation and the C checks the
queries list QL fist to find the previous correspondence and
then runs delegation generation algorithm. On the basis of
previous correspondence confirmation C returns DG tuple
〈pko, pkp, pkus,W, τ, params〉 to A1.
Proxy Key Query PKq:- Challenger C maintains the

proxy key queries record for adversary A1 PKL = {pko,
pkp, pkus,W, τ, v}. The adversaryA1 query on {pko, pkp,W}
and challenger C searchs for the adversary A1 query tuple
such that {pko, pkp,W} if exist returns the receiver proxy key
R/US(pkus = skus ·G) to the adversary A1.

Proxy Signcrypt Query PSCq:- The adversary A1 puts
the signcrypt query using the tuple {pko, pkp, pkus,W, τ }

with the capabilities to compute signcrypted text for chal-
lenged message (eitherM0 orM1) with the no message con-
tents alteration condition. The C checks the PKL to confirm
and then allows the adversary A1 to run PSC to signcrypt
the message and USC algorithm to unsigncrypt against the
signcrypted query. The adversary A1 returns signcrypted
text such that ϑ̂ = (ϑ̂1, ϑ̂2, ϑ̂3, ϑ̂4, ϑ̂5), which is equal to
the challenger signcrypted text ϑ∗ = (ϑ∗1 , ϑ

∗

2 , ϑ
∗

3 , ϑ
∗

4 , ϑ
∗

5 ).
For challenge the A1 generated the signcrypted text ϑ̂
either for M0 or M1. The challenger C runs the machine
setup algorithm using input (1λ) to generate the system
parameters {H1,H2,G1,G2, g1,Z∗P, E,FP} and sends to the
adversary A1.

Furthermore C first verifies, the warrant message ϑw and
computes the hash value r ′ to check the authenticity of
the warrant ϑw. After warrant message originality, the chal-
lenger used the 〈M0|1,US, pkus〉 chooses the random num-
ber ϕ,℘ ∈ Z∗P to compute the kmk = H1(ϕ · pkus) the
session key. Using the session key the challenger C encrypts
the message M0|1. After that the challenger C computes

ϑ∗4 = ( ϕ
ϑ∗2+=+s

′ ) mod p and ϑ∗5 = ℘ · G. The challenger
C generates ϑ∗ which is equal to (ϑ∗1 , ϑ

∗

2 , ϑ
∗

3 , ϑ
∗

4 , ϑ
∗

5 ).
Proxy Unsigncrypt Query PUSCq:- Challenger C

verifies the submitted signcrypted text of the message,
collects message tuples (ϑ∗1 , ϑ

∗

2 , ϑ
∗

3 , ϑ
∗

4 , ϑ
∗

5 , pko, pkp, pkus,
W ∈ {0, 1}nw ) and runs unsigncryption algorithm PUSC.
Challenger C computes ψ = skus · ϑ∗4 mod n and the session
key kmk = H1(ψ · (pkp + ϑ∗2 · (ϑ

∗

5 + G) + ϑ∗1 )). After
getting the session key decrypts the message M such that
M||s′ = Dskus (ϑ3) and accepts the computed message if
hash values (computed and received) satisfied then returns
messageM0|1 otherwise reject ⊥.
Challenge:- Challenger C chooses two messages of equal

size M0|1 with tuple 〈pk∗o , pk
∗
p , pk

∗
us〉 with restriction to ask

Oext query previously. Challenger C generates and shares
the ϑ∗ to adversary A1 after running the signcrypted algo-
rithm. For instance also gives the same parameters 〈M0|1 and
pk∗o , pk

∗
p , pk

∗
us〉 to adversaryA1.A1 accepts the challenge and

flips a coin b ∈ {1, 0} and generates signcrypted message ϑ̂
on the correspondingM∗

b and compares it after receiving the
challenger C message ϑ∗.
Phase 02:- Obtaining message ϑ∗ the adversary A1 runs

queries to the challenger just like phase 01 without asking any
query regarding proxy unsigncryption to reveal the session
key and unsigncrypt the received message ϑ∗ and gets M0|1
trivially at any point of the game in case ϑ∗ 6= ϑ̂ .
Output:-AdversaryA1 computes λ′ ∈ {0, 1} and wins the

IND-NPSC-CCA-I game if λ′ = λ.
In case the adversary breaks the proposed N-PSC scheme

means breaks an existing algorithm simulated by challenger
C equal to solve the ECCDH problem for instance pkus =
skus ·G, ψ = skus ·ϑ4 and kmk = h(u · (pko+ϑ2 · (Z +G)+
ϑ1)) that are hard to solve. The adversary breaks the proposed
N-PSC scheme with non-negligible advantage (%′) such that;∣∣Prob[λ′ = λ]− 1/2

∣∣ = %′
Where,

%′ =
%

50kusc{(1, . . . , n) < Z∗P}

Theorem 10 (Unforgeability EUF-NPSC-CMA): The
scheme will be EUF-NPSC-CMA secured if no forgery with
non-negligible advantages forges and wins the game.

OR

In the standard computational model, if there exists an adver-
sary A that can break a scheme existential unforgeability,
then there is an algorithm with C which is hard and is equal
to solve the ECCDH problem.
Underlying lemma 11 proves the N-PSC scheme EUF-

NPSC-CMA secured under ECCDH hard problem that is;

B. GAME 2nd
Lemma 11: Here we assume that the N-PSC scheme

secured against forgery under existential unforgeable chosen
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TABLE 2. Time Complexity Comparison.

TABLE 3. Security Properties Comparison.

message attack in the standard computational model if a
probabilistic polynomial time adversary A1 making the var-
ious queries (like 0kpsc, 0kPrk , 0ku, 0kusc, 0ksk , 0kdg, τ, %)
to proxy signcryption with τ ′, %′ for solving the ECCDH hard
problem having the advantages %′ such that:

%′= %/40(kdg+kPSC )0kPSC [=, ℘, ϕ ∈ {1, . . . n− 1}<Z∗P]
(0kpsc, 0kPrk , 0ku, 0kusc, 0ksk , 0kdg, τ, %)+ PM(40PSC )

Here PM denotes scalar point multiplication.
Proof: Let we suppose that a PPT adversary A1 having

tuple of queries such that 〈τ, 0kH1 , 0kH2 , 0kpsc, 0kPrk , 0ku,
0kusc, 0ksk , 0kdg, %〉 breaks ECCDH with advantage % leads
to compromise the security of the new proposed N-PSC
scheme. Furthermore the challenger C would be no objection
to any query of the adversaryA1 and do response accordingly
as per the query of the A1.
Initialization:- The challenger C runs the setup algorithm

and generates the system parameters 〈E,FP,G,G1,G2, pko,
pkpsc, pkr|us〉 and selects a random numbers =, ϕ, ℘ ∈ Z∗P
to compute ϑ1, kmk and ϑ5 such that ϑ1 = = · G and
kmk = ϕ · G and ϑ5 = ℘ · G respectively that are hard to
break as equal to solve the ECCDH.

Phase 01:-As like the theorem 8 the C maintains the list of
keys and responds to the queries of adversaryA1 accordingly
as follow and allows the adversary A1 to make tuple of
queries 〈τ, kpsc, 0kPrk , 0ku, 0ksk , 0kdg, %〉;
Forgery:-The adversaryA1 puts the signcrypt query using

the tuple {pko, pkp, pkus,W, τ } with the capabilities to com-
pute signcrypted text for challenged message (either M0

or M1) with the no message contents alteration condition.
Adversary A1 runs PSC to signcrypt the message algorithm
against the signcrypted query. The adversary A1 returns
signcrypted text such that ϑ̂ = (ϑ̂1, ϑ̂2, ϑ̂3, ϑ̂4, ϑ̂5). The
adversary succeeds if the unsigncrypt query for the PUSC
algorithm doesn’t show errors.

In case that the adversary breaks the proposed N-PSC
scheme means breaks an existing algorithm simulated by
challenger C equals to solve the ECCDH problem. For
instance s′ = (skp + ϑ2 · ℘) and ϑ5 = ℘ · G,(ϕ · pkus) that
are hard to solve. The adversary breaks the proposed N-PSC
scheme with non-negligible advantage (%′) such that;∣∣Prob[λ′ = λ]− 1/2

∣∣ = %′
Where,

%′=%/40(kdg+kPSC )0kPSC [=, ℘, ϕ ∈ {1, . . . n− 1} < Z∗P]

C. EFFICIENCY
To calculate operational cost we mostly count the number
of costly operations used in that scheme. These operations
are exponentiation (E), scalar multiplication (PM), bi-linear
pairing (BP) and remaining operations consider negligible.
The conducted experiment was implemented on the hard-
ware platform of ASUS Z-Book with an Intel R© Core
TM i3 − 6100U CPU 2.3GHz and 4 GB memory run-
ning on 64-bit Windows 10 operating system. According to
Cao et al. [39], processing time unit for per PM is 6.38 ms
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and for unit E is counted 11.20 ms and one bi-linear pairing
BP is 20.01 ms. Here we measure the operational cost of
the proposed N-PSC scheme and compare it with the already
existing schemes found in literature [23]–[27], [32]. The
algorithmic complexity comparison is reflected in Table 2.

All the security properties compared with existing schemes
found in literature [23]–[27], [32] are reflected in Table 3.

VIII. CONCLUSION
This paper analyzed theMing’s proxy signcryption scheme in
the standard computational model. This scheme is reviewed
and the cryptanalytic attack was launched on it to check
and validate the desired security attributes like confidentiality
and existential unforgeability. As a result, it is proved that
the scheme is compromisable/vulnerable and neither seman-
tically secured against IND-CCA nor existentially secured
against EUF-CMA in their defined security model. A pairing
free ECC based improved N-PSC scheme is proposed which
was analyzed and found comparatively more efficient and
secured than the existing schemes found in the literature
with the extra property of third party signature verifica-
tion. The formal security analysis proved that the improved
N-PSC scheme is resilient against IND-CCA and EUF-CMA
by Type-1 adversary in the standard computational model.
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