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ABSTRACT Mobile social services are an indispensable part of our daily lives. These services are
also favored by criminals because it is difficult to retrieve communication data from them. In the past,
communication data provided by telecommunication carriers usually indicated when, from where, and with
whom the communication occurred. Presently, it is difficult for law enforcement agencies and public security
departments to obtain information regarding mobile social services. For this reason, these departments have
requested Internet access service providers to store data that can be used to identify the user of a mobile
social service at any given time. However, many non-government and civil society organizations claim that
these practices violate privacy rights; hence, they strongly oppose the retention of the subscribers’ data by
the government. Currently, the European Union law does not allow ‘‘general and indiscriminate retention
of traffic data and location data,’’ except for ‘‘targeted’’ use against ‘‘serious crimes.’’ Under this premise,
ensuring the necessary data retention, while reducing the privacy violations and maintaining public security
is a challenging task. In this study, a novel identification framework based on different types and action
characteristics of mobile social services is proposed. Based on this framework, government agencies do
not need to retain general and indiscriminate traffic data, but only data that aid in identification. Thus, this
framework substantially reduces the volume of potential targets and improves the probability of correct target
identification, ensuring a balance between privacy and public security.

INDEX TERMS Data retention, Internet connection record, mobile social service, privacy, public security
surveillance.

I. INTRODUCTION
The development of high-speed mobile Internet access and
powerful mobile devices has led to the rapid growth of over-
the-top (OTT) services. Mobile social services (MSSs) [1],
a type of OTT service with connectivity and data sharing
patterns among users, are the most popular among these
applications and communication services. Their main func-
tions include instant messaging and voice call services. One
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of the most famous providers, Facebook, had over 2.2 billion
monthly active users and 1.45 billion daily active users as of
May 2018 [2]. Facebook has more users than the population
of China or India, two of the most populous countries in the
world [3]. Approximately 100 billion messages are delivered
and 3 billion minutes of voice and video calls are made
from its applications and network per day [2]. In addition
to Facebook, there are many similar MSSs worldwide, such
asWhatsApp, Facebook messenger, WeChat, QQ, Instagram,
Tumblr, Twitter, LINE, Skype, and Telegram [4]. Different
MSSs are dominant in different countries [4].
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In the past, voice call or message services were provided
by local telecommunication carriers who maintained call
detail records (CDRs) for billing purposes. When a carrier
receives an authorization request from a local law enforce-
ment agency (LEA) or public safety department (PSD), it pro-
vides the CDRs or other communication data of the specific
subscriber. These agencies can then apply this information
in their works. MSS providers operate globally through the
Internet, and have broken the barriers that limit service provi-
sion to local carriers.With the advantage of encrypted, secure,
and free communication, people are increasingly usingMSSs
as their preferred communication tools. However, when a
serious crime or an emergency occurs, LEAs and PSDs can
no longer obtain information (metadata) regarding a spe-
cific communication or user from the MSS providers during
the initial investigations, or immediately in the case of an
emergency. Examples of some real scenarios in the daily
operations of LEAs and PSDs include:
• A father with a violent criminal record threatened his
wife that he would kill his daughter and then commit
suicide. He had turned off his cellular service and used
MSSs alone through an unknown Internet access con-
nection to contact others.

• A businessman was kidnapped. The kidnapper used an
MSS to contact the victim’s family and demanded a
ransom in Bitcoin.

• A student posted a suicide declaration on his social
media site and then turned off his cellular phone.

• Defrauders posted fake product transaction information
on their MSS site. They requested the victim to contact
them privately for a larger discount. The victim believed
them, contacted them, and then transferred the money.
Finally, the defrauders disconnected from their contact
and disappeared.

From these scenarios, governments understand that emer-
gency services and criminal investigations require the sup-
port of MSSs. The main aims of government agencies in
accessing Internet usagemetadata are to identify the sender of
a communication and the communication services that they
use, in addition to determining whether a person has been
accessing or creating available illegal material online [5].
Although a fewMSS providers have legal request procedures
for LEAs [6]–[10], they usually fail to fully meet the emer-
gency requirements of global LEAs and PSDs owing to a lack
of jurisdiction. Moreover, the response time [11], [12] is also
a challenging issue in urgent cases.

In response to the abovementioned challenges, some coun-
tries have started to require local carriers and Internet access
service providers (IASPs) to maintain records of metadata
for their users’ Internet access [13]–[16], such as the Internet
connection record (ICR) in the UK. However, in real-world
applications, there are many Internet links within a single
carrier. Large volumes of traffic are transmitted along each
link and are growing rapidly. This implies that each carrier
produces significant amounts of ICRs each day, requiring
a substantial network and storage equipment built into its

core network. The carrier or government would require large
budgets for this [17]–[19], and people have raised con-
cerns regarding the cost and feasibility [18], [19]. Recently,
the capability to capture ICRs has resulted in live trials in the
UK [20], [21].

After Edward Snowden disclosed the National Security
Agency (NSA) documents of the United States, people came
to the realization that the government had been indiscrim-
inately retaining their personal metadata from the Internet,
thus violating their privacy [22]–[26]. The European Court
of Justice (ECJ) declared that Directive 2006/24/EC (the Data
Retention Directive) was invalid in 2014 [27], [28]. Neverthe-
less, the ECJ acknowledged that data retention is a valuable
tool for governments in their pursuit of fighting serious crime
and maintaining public security; however, the retaining stan-
dards need to be ‘‘appropriate’’ and ‘‘necessary’’ to realize
their objectives [27], [28]. In 2016, the ECJ declared again
that the general and indiscriminate retention of traffic and
location data of all users that relate to all means of elec-
tronic communication is unlawful [29], [30]. This did not
stop EU members from adopting legislation that permitted
targeted retention of traffic and location data as a preventive
measure. However, the legislation must carefully consider
some conditions, such as the limit of data retention, cate-
gories of data to be retained, and retention period, are strictly
necessary [29], [30]. Therefore, finding a balance between
maintaining public security and privacy under restricted data
retention policies is vital.

This study investigates the record of MSS actions during
transactions through the Internet, with the objectives of deter-
mining if they can provide useful metadata, which metadata
fields need to be retained, and the development of a suitable
framework for the recording and analysis of ICRs. The main
aim of this study is to find better methods for the rapid
and reliable identification of an MSS subscriber that is of
interest to LEAs and PSDs. The secondary aim is to achieve
these methods within the scope of maintaining security and
privacy while enabling unencumbered access for rescue or
crime investigation purposes, and ensuring an efficient and
cost-effective deployment.

II. RELATED WORK
When a serious crime that requires urgent attention is reported
to a local PSD or LEA, they must respond immediately to
enable prevention or rescue. The most critical issue is to
determine who the suspect (or victim) is and where he/she
is located. Typically, the Internet protocol (IP) address used
by the specificMSS account is identified first. The IP address
is then used to determine the possible terminal accounts from
the IASP. These accounts are mapped to specific subscribers
(i.e., the communication user’s information) and the physical
location (i.e., the served mobile communication base station
or the WiFi hotspot location). However, it is challenging
to obtain the IP address of a specific MSS user because
the MSS provider and the IASP are usually different and
independent. Additionally, it is difficult to request MSS
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providers to provide rapid assistance outside of their located
countries. Retaining Internet user metadata, which includes
the IP address, port number, mobile phone number, and
the service/domain at a specific time [31], seems to be
a possible solution to obtain the IP address of a specific
MSS user [5], [32]. Unfortunately, there are some critical
issues in real-world applications. First, this method requires
each telecommunication carrier to pre-retain all subscribers’
metadata in its network and wait for the government to access
it. Because most MSS users connect to their served hosts fre-
quently [32]–[34], significant amounts of metadata are pro-
duced, which are required to be stored by carriers [32]–[34].
Furthermore, it is difficult for government agencies to directly
use these metadata to identify an MSS user. Moreover, full
retention not only increases the risk of privacy violation,
but also significantly increases the cost [18], [19], [32],
and almost all communications through MSSs are usually
encrypted [35], [36]. These issues may result in the retention
of invalid and redundant metadata [32].

A few studies have proposed methods for the identification
of applications, user actions, and the operating system of a
user by analyzing the recorded metadata [36]–[40]. These
studies mainly focused on identifying user activities accu-
rately. However, fewer studies have focused on the applica-
tion of these methods to real LEA and PSD operations, such
as identifying the sender of a communication, determining
whether a person has been accessing or creating available
illegal material online, or providing information to aid a
rescue mission [5].

Lin et al. [41] discussed the application of a man-in-
the-middle (MITM) based framework in a telecommuni-
cation carrier’s network to defeat the communication of
popular MSSs with secure socket layer/transport layer
security (SSL/TLS). Their method required all users (whether
targets or not) to pre-plug a custom or self-signed certificate
into their certificate store [42], [43]. This induced critical
impacts on the security and privacy. The certificate generated
by a PSD or LEA will not have a valid trust chain, resulting
in the application possibly terminating the connection instead
of using a potentially insecure communication channel [42].
This in turn may result in the user being unable to connect to
the MSS.

The proposed framework is based on the interactive actions
of each MSS application. The MSS actions, such as send-
ing a file, photograph, or video, or making a call, can be
denoted in the record. The actions of each user can be sorted
sequentially by the time of occurrence. This sequence serves
as the fingerprint of the MSS user. There is an extremely
low probability of having the same sequence matching for
a long sequence for each user. There is a high probability that
the user with the best-matched sequence is our target; thus,
enabling a government agency to distinguish specific MSS
users by their Internet access metadata. TheMSS fingerprints
can be obtained in several ways, such as from the chatting
record of a communication party, through digital forensics,

by requesting the metadata of the Internet, or through lawful
interception.

The novelty of the proposed approach can be described
as follows. (1) Owing to the characteristics of the MSS
actions, IASPs do not need to pre-store metadata or only
pre-store some metadata without storing ICRs for the entire
network. (2) The MSS fingerprint mechanism is introduced
to improve the identification accuracy of a potential target
for the large volume of Internet access metadata. (3) The pro-
posed approach can be applied to partial and fully encrypted
MSS communications without breaking down the original
security mechanism. (4) Identification can be performed
across multiple MSSs.

III. FUNDAMENTAL EXPERIMENTS AND RESULTS
The most vital aspect of the proposed framework is that
the government agency should be able to identify the char-
acteristics of most MSS actions clearly and easily. For
this purpose, a basic experiment is set up and its architec-
ture is illustrated in Fig. 1. A rooted Samsung smartphone
SM-G9208 (Android 7.0) with Android tcpdump (Version
4.9.3 / 1.9.1) [44] and two iPhone 6 Plus cell phones
(iOS 12.4.5) with the remote virtual interface (RVI) mech-
anism [45] are mainly used for testing because the two main
mobile operating systems, Android and iOS, possess more
than 98% of the global market [46].

FIGURE 1. General observed architecture of MSS traffic.

The MSSs tested are currently the most popular in
the world. They included WhatsApp, Facebook Messenger,
WeChat, Viber, Discord, Telegram, LINE, KaKaoTalk,
Signal, imo, and VK [47]–[49]. Both Android and iOS edi-
tions exist for the above MSSs. Any significant difference in
the traffic characteristics between the Android and iOS edi-
tions for the sameMSS can be detected. In contrast, iMessage
and FaceTime [50], which are pre-installed in the iPhone,
provide a similar service as the above MSSs, and are tested
with two identical iPhone 6 Plus cell phones in this study.
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The tested actions of each MSS on the sender and receiver
sides were generated deliberately and sniffed the traffic from
two tested devices, respectively. We examined the traffic
characteristics of each action with a focus on the following
points:
1) Is the traffic for the MSS encrypted?
2) Is there a common characteristic point in the traffic that

can be found during the specific MSS used?
3) Is there a common characteristic point in the traffic that

can be found during the specific action used?
4) Is it possible for the sending and receiving traffic to

disclose the IP address of the two communication parties
during a specific action?

More details of the tested actions and steps are presented in
the following section.

A. TEST CONDITIONS
All tested information (e.g., supported actions, operating sys-
tems, and version) of the MSSs are listed in Table 1. All
actions of the MSSs, including sending and receiving differ-
ent types of messages and making or answering voice/video
calls, were investigated in this experiment. A few actions and
the specific MSSs, such as sending a file through Facebook
Messenger or all actions of iMessage, only support one oper-
ating system (e.g., iOS). Hence, two iPhone 6 plus cell phones
are used such that have the same test conditions.

The MSSs can generate some traffic automatically, pro-
ducing interference during the examination. For this purpose,
on the sender side, we turned on the MSS under test, entered
the conversation pane of the tested party, and left the device
idle for a short time until we captured its traffic and tested it,
thereby reducing the non-related traffic interference.

Each message-related action can be distinguished into
three states: 1) the sender sends (SS), 2) the receiver clicks
in the sender’s conversation pane (RC), and 3) the receiver
clicks the message to read (RR) (it only exists in the photo,
voice, video, file, and location actions).

In addition, all call-related actions can also be distin-
guished in two states: 1) no-answer from the callee (NANS)
and 2) callee answers (ANS). The traffic for all of the above
states was recorded and examined individually. The tested
steps of each action are as follows:

Step 1: Select one of the devices as the sender (the caller
in a call action), and the other as the receiver (the
callee in a call action).

Step 2: Enter the conversation pane of the MSS under test
on the sender’s device. Stand still for a short period
of time and keep all test devices idle. Then, capture
the traffic on both sides.

Step 3-1 (For the test message-related actions): [SS state]
Perform the test action on the sender’s device and
wait until this action is successfully received on
the receiver’s device. Stop to capture the traffic and
store it.

Step 3-2 (For the test message-related actions): [RC state]
Start to capture the sender’s traffic for the receiver

TABLE 1. List of tested MSS applications and actions.

side again. The receiver clicks in the sender’s
conversation pane. Stop to capture the traffic and
store it.

Step 3-3 (For the test message-related actions): [RR state]
Start to capture the traffic for the sender and the
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receiver sides again. The receiver clicks the mes-
sage to read it. Stop to capture the traffic and
store it. (This step is for photo, voice, video, file,
and location actions.)

Step 4-1 (For the test call-related actions): [NANS state]
Perform the call action on the caller’s device and
wait until this action is successfully received on
the callee’s device. The callee does not answer the
call action during the call ring period end. Then,
stop to capture the traffic and store it.

Step 4-2 (For the test call-related actions): [ANS state] Per-
form the call action on the caller’s device and wait
until this action is successfully received on the
callee’s device. The callee answers the call action
during the call ring period. Keep this conversation
going for a short period of time and then hang up.
Then, stop to capture the traffic and store it.

Step 5: Exchange the sender and receiver roles and then
repeat steps 2–4.

Step 6: End the test of this action until all roles are played
by the test devices.

The workflow of the test steps is illustrated in Fig. 2. The
test results are presented in the next section.

B. GENERAL OBSERVATIONS
All actions listed in Table 1 are tested and observed, and are
summarized in Table 2. Although most of the traffic for the
MSSs are encrypted, some characteristics can be observed.
These characteristics clearly indicate some types of MSSs
or the actions that may have been performed. For example,
the domain name requests can be used to identify what the
MSS is used for (Table 3).

One action can generate multiple DNS requests and
more than one action generates the same DNS requests.
Therefore, it is often difficult to know the name of the DNS
request/response that corresponds to the specific action of
the MSS. Thus, more characteristics need to be considered
to identify the action the user performed.

The volume (in packets or bytes) of the traffic is usu-
ally larger than the text message action when the users
send/receive the sticker, photograph, voice, video, file,
or location. There is at least one session in which the amounts
of the user’s outgoing/incoming packets or bytes during the
photo, voice, video, and file actions have significant differ-
ences and are non-symmetric. This can be used to identify
the user’s role. One possible role is that of a sender when the
outgoing traffic is larger than the incoming session. The other
possible role is that of a receiver when the incoming traffic is
larger than the outgoing session. Additionally, the magnitude
of the sender’s outgoing traffic is approximate to the magni-
tude of the receiver’s incoming traffic in the above sessions.
We can calculate the difference using the following formula.

1packets or bytes%=

∣∣NIn,Receiver−NOut,Sender ∣∣
NOut,Sender

× 100% (1)

FIGURE 2. Workflow of the test MSS actions.

Here, NIn,Receiver and NOut,Sender represent the magnitude
of the receiver’s incoming traffic (in packets or bytes) and the
sender’s outgoing traffic, respectively.

The traffic differences in the photo, voice, video, and file
actions for each tested MSS are listed in Table 4. For most
MSSs, there exists a session in which the traffic between the
sender and receiver is similar during the above-mentioned
actions, particularly in bytes. Although the traffic between
the sender and receiver is not similar in a few cases, we find
through multiple tests that the 1packets or bytes % is similar in
these cases, which is also a characteristic.

We can observe the IP addresses of the connected hosts
in the above sessions, which usually correspond to the name
of the specific requested domain or the WHOIS information
of the IP addresses for theMSS (Table 5). In addition, the state
in which these sessions are generated should be considered.

The above-mentioned sessions on the sender side were
generated in the SS state. However, on the receiver side, not
all of the sessions for the above actions were generated in the
SS state, particularly in the video and file actions (Table 6).
This implies that the other states (RC and RR states) are
the key states that trigger the main session. This is useful
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TABLE 2. Summary of common session characteristics for popular MSSs and their actions.

for government agencies in developing their identification
strategies, and can be used to distinguish the types of actions
that are used on the receiver side when the volume of the
users’ traffic is close, in addition to providing information
regarding whether the receiver has read the message or not.

In the location action, there is no clear traffic characteristic
that is comparable with the above message-related actions.
The domain name request is a crucial characteristic that

can identify the user’s action. We determined that the users
connect to the MSS servers during the location actions and
the specific domain names were requested (Table 7). Some
of the listed domain names were also commonly used in the
different MSSs. Additionally, the main traffic of these users
usually corresponds to these domain names.

Next, we consider the call-related actions. When the users
establishes a voice or video call using the MSS, the caller
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TABLE 3. Relationships between used MSSs and requested domain
names.

connects to the callee instantly and then the callee’s phone
rings. We identified that the common characteristics of the
call actions are different from those of other actions (Table 8).
First, there is at least one session that is used for the user
datagram protocol (UDP) during these call actions for most
MSSs. The caller and callee usually use this protocol to
connect the servers or the call party. When they connect to the
MSS servers, there are usually some characteristics, such as
the domain name, resolved name,WHOIS, or an autonomous
system number (ASN) of the servers, that are related to the
MSS, or they use the specific port number (Table 9).

Second, the IP addresses of the call parties are usually
disclosed in the ANS state and the UDP sessions used.
In someMSSs, the IP addresses of the call parties are possibly
disclosed in the NANS state.

Sometimes, when both call parties connect to the servers,
their IP addresses are not disclosed in some MSSs (or in the
NANS state). However, we find that both call parties connect
to the servers not only with the characteristics in Table 9
(the same domain name request, the IP addresses of the
server, or the port number) but also the difference between
the duration of the both call parties’ mainly sessions is

small (Table 10). These characteristics imply that the call
parties can be correlated although their IP addresses are not
disclosed.

All of the above call action characteristics are excellent,
and can be used to identify a caller and callee faster than the
other actions. For this reason, it is necessary to determine the
conditions that can activate these call actions successfully.
These conditions are listed in Table 11. We find that many
MSSs can establish a call action successfully although the
caller knows only the callee number. This implies that they
can be used to instantly generate the characteristics of the call
action on the callee side, which is suitable for application in
some urgent cases.

C. SUMMARY
This study found that, although the traffic is encrypted, some
characteristics can be used to identify the MSSs used, the
actions, and the communication party of the user. The most
crucial characteristics that need to be retained include the
requested domain name, IP addresses of connected servers,
volume of traffic, transport layer protocol (TCP or UDP), port
number, duration of characteristic sessions, and disclosed IP
addresses of communication parties.

These characteristics cover a majority of the commonly
used actions and MSSs. Even if a few individual actions
of the MSS do not possess common characteristics, other
characteristics can be determined; these characteristics can
also be retained. For instance, there is no clear range of the
IP addresses for connected servers in the imo’s call actions
(Table 9). However, the action includes a TCP session that
connects to the MSS server and also accompanies a UDP
session with a high port number, small traffic, and a long
duration. This is a unique characteristic that can be used to
identify the call action of the MSS. This coincides with the
IP addresses and the characteristics for possible users.

Based on the results obtained via the abovementioned
experiments, a novel IP data retention framework capable
of evaluating the identification of a specific MSS’s user is
proposed. The operation details and evaluation results are
presented in subsequent sections.

IV. PROPOSED FRAMEWORK AND EVALUATION
RESULTS
The previous section discussed the characteristics of Internet
traffic at the sender and receiver sides for several popular
MSSs. When a person has sent/received data to/from some-
one through specific actions and MSSs, corresponding char-
acteristics for both users exist. This implies that it is possible
for agencies to pre-record ICRs with specific characteristics
ofMSSs. These data can then be used to identify the suspects.
Based on these results, a novel framework is proposed and the
performance of this framework is evaluated.

A. ARCHITECTURE OF THE FRAMEWORK
Characterization of Internet traffic is applied for the man-
agement and supervision of telecommunication carriers and
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TABLE 4. Difference between the magnitude of outgoing and incoming traffic during photo, voice, video, and file actions.

IASPs [51], [52]. For this purpose, telecommunication car-
riers or IASPs collect traffic information using technologies
such as NetFlow [52]. The proposed framework is depicted
in Fig. 3; it employs equipment and a configuration similar to
that used to collect and analyze traffic information.

FIGURE 3. General framework applied to ICR recorders.

Optical splitters and ICR recorders are deployed on
the backbones of telecommunication carriers and IASPs.
Their function is to duplicate and record network traffic

information. The proposed ICR recorders mainly collect traf-
fic information that can be used to identify specific user
actions of different MSSs. They are similar to the ICR system
introduced in the UK [53]. In addition to recording the source
and destination IP addresses and ports, they also record useful
information such as the protocol (TCP or UDP), amount of
traffic (bytes and packets), and conversation duration. The
DNS query and response are also important characteristics
that can be used to identify a MSS and the actions used.
The entire conversations of each user are not recorded; only
the conversations related to identified MSSs are recorded.
This can reduce the impact on privacy as well as the deploy-
ment costs. Examples of the proposed ICRs are shown in
Fig. 4 and 5.

Many people use popular MSSs and the services pro-
duce significant volumes of ICRs and DNS queries/responses
simultaneously in the networks of each telecommunication
carrier and IASP. Fortunately, in real-world applications, gov-
ernment agencies have usually receivedMSS chatting records
from one of the communicating parties, such as a reporter or
the victim. These records can be analyzed to find the actions
and their time of occurrence. Since the ICRs with specific
action-characteristics are pre-stored by the telecommunica-
tion carriers and IASPs, government agencies can request the
ICRs for a narrowed list of possible users. For this purpose,
we developed two strategies and the details of the strategies
are described in the next section.
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TABLE 5. Information of connected hosts related to main sessions during photo, voice, video, and file actions.

FIGURE 4. Example of ICRs and proposed extended fields [53].

B. APPLIED STRATEGIES FOR RETAINED ICRs
When considering a national level network, the deployment
of ICR recorders for hundreds or thousands of backbones,

and numerous MSS users, significant volumes of ICRs are
continuously generated. The results from this study can be
used to reduce the range of possible targets from the large
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TABLE 6. State of receiver connected MSS hosts related to main sessions during photo, voice, video, and file actions.

FIGURE 5. Example of ICRs with regard to DNS queries and responses.

volume of ICRs. However, there are several user send/receive
actions featuring the same characteristic traffic simultane-
ously. Currently, it is difficult to precisely identify the user.
Therefore, elucidating approaches to apply these results in
real-world applications is essential. For this purpose, two
applied strategies are proposed:

1) POST-ACTION SEQUENCE MAPPING
For this strategy, government agencies should request
telecommunication carriers and IASPs to pre-record ICRs
with some characteristics of the MSSs’ actions, such as the
characteristics discussed in the previous section. After gov-
ernment agencies have received MSS chatting records or

other information provided from victims or reporters, they
follow the workflow shown in Fig. 6. The steps included in
this workflow are as follows:

Step 1: Attempt to determine identifiable pre-recorded
actions that exist in received MSS records.

Step 2: If identifiable actions are found, each action with
its occurrence time will be denoted as a sequence.
Fig. 7 presents an example.

Step 3: Based on the sequence order, the government
agency requests the pre-recorded ICRs of the spe-
cific MSS from the telecommunication carriers
and IASPs.
Although it is possible that several users use
the same MSS simultaneously, information from
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TABLE 7. List of specific domain name requests during the location
action.

reporters or victims can be used to distinguish
actions of the target.

Step 4: Analyze and reorganize requested ICRs, as
demonstrated in Fig. 4 and 5, and combine the
information with the original sequence.

Step 5: Determine the intersection of the access net-
work (AN) accounts (such as a cell phone number
or circuit identification) and the IP addresses from
collected ICRs, as shown in Fig. 8(a).

FIGURE 6. Workflow of post-actions sequence mapping strategy.

Step 6: After excluding all accounts whose actions do not
match, the remaining accounts are the possible
targets. Fig. 8(b) shows an example of this.

2) REAL-TIME MEASUREMENT
Almost all theMSSs support nomadic operations. This means
that users can use these services anywhere, provided they

TABLE 8. Summary of common traffic characteristics during voice or video call actions.
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TABLE 9. Major characteristics for servers where both call parties are
connected during call actions.

can access the Internet. When using the previous strategy,
it can be occasionally difficult to identify users for nomadic
operations because the actions occurred across multiple ANs.
For instance, a suspect used WeChat to send a terrorist attack
notification from multiple different locations via free WiFi
access points. This makes it difficult to correlate the single
user identification because there are numerous users with the
same action-characteristics. This problem can be overcome
using the proposed real-time measurement strategy.

The workflow of this strategy is illustrated in Fig. 9, and
its steps are as follows:

Step 1: When a government agency receives information
from a victim’s report, find any MSS account
linked to the suspect in the report.

Step 2: Initialize the ICR recorders and record the specific
MSS.

Step 3: Check that the voice/video call actions can be used
in discovered the target’s MSS accounts.

Step 4-1: The call actions can typically be used to disclose
the IP addresses of the caller and the callee, pro-
vided the callee answers the call. If the discovered
accounts have a call action, attempt to establish the
call using these accounts.

Step 4-2: Attempt to determine the IP addresses of the call
party in the collected ICRs from one side during
the call.

Step 4-3: If the IP addresses of the call parties are available,
the discovered IP addresses may be verified and
mapped to the accounts of the AN by the telecom-
munication carriers and the IASPs.

Step 5-1: If the call action cannot be reached, the IP
addresses of the call parties cannot be found, or the
found IP addresses cannot be mapped to the AN
accounts, attempt to send a few different messages
or call requests to theMSS account during a (short)
period of time.

Step 5-2: The same characteristic order can be found in the
ICRs of the target from our previous result. The
actions sent by government agencies can also be
presented as a specific sequence, which is similar
to that in Fig. 7. Government agencies can try to
request ICRs based on the sent sequence.

Step 5-3: Analyze and reorganize the replied ICRs and com-
bine the information with the original sequence,
as shown in Fig. 8(a).

Step 5-4: Determine the intersection of AN accounts from
these ICRs, similar to the procedure in Fig. 8(b).

Step 6: Filter out possible AN accounts using the best-
matched sequence. These accounts may be poten-
tial targets.

Step 7: Stop ICR recorders.
This strategy actively contacts the target. It tries to establish

a direct connection between the government agency and the
target or make the ICR of the target generate a sequence
with specific identifiable characteristics within a short period.
As the ICR recorders only function during a short period of
time, this strategy can reduce the impact on privacy. In addi-
tion, obtaining the current IP address of the target is possible,
and it also reduces the effects of nomadic access used between
different networks.

3) PRACTICAL APPLIED FIELDS
There are two strategies that can be applied to the ICR in
order to correlate the MSS account and identify the possi-
ble account of a user’s AN; this can further be used when
corresponding with his/her location. However, in practice,
the strategy selected by a government agency depends on
practical situations. For instance, in criminal investigations,
the LEA aims to avoid alerting the suspects initially as
this will hinder their investigation. In this situation, the
post-actions sequence mapping strategy is preferable. On the
contrary, for suicide or rescue cases, the PSD needs to find or
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TABLE 10. Duration and its difference in main sessions of caller and callee during call actions.

contact the person immediately; thus, the real-time measure-
ment strategy is the preferred solution.

C. EVALUATION OF IDENTIFICATION PERFORMANCE
It is assumed that there are N types of characteristic actions
that can be iidentified and recorded via the ICR recorders.
In addition, the probability of each action occurring on the
Internet is equal. If a government agency has received records
of used MSS (e.g., a chat record from a victim or actively
generated identifiable actions) and they determine several
identifiable actions at L different times, there are (N + 1)L

combinations in this sequence. The probability of each com-
bination can be calculated as 1/(N + 1)L . A lower probability
implies that it is more difficult to find the same matched
sequence. In addition, government agencies can increase the
MSS action identification capacity or find more identifiable
actions at different times in order to reduce the probability
of each combination. The relationship between the number
of identifiable actions found and the probability of each
combination are presented in Fig. 10. In real-world applica-
tions, this is useful for excluding large numbers of non-target
accounts.
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FIGURE 7. Example of the victims’ reports received: the suspect used the MSSs during the period.

FIGURE 8. Example of applying ICRs: (a) analyze and reorganize ICRs; (b) determine the intersection of accounts using the ICRs.

TABLE 11. Conditions for voice/video calls.

A perfectly matched sequence between the victim’s report
and the received ICRs is the best-case scenario. However, due
to packet loss or other such reasons, ICR recorders may not
record the action of the user correctly. This makes it difficult
to perfectly match the sequence from the victim’s report with
the characteristics of the ICRs. Hence, the error tolerance
capacity needs to be discussed further.

The error probability of ICR recorders is assumed to be
identical, and it is denoted as p. The procedure in Fig. 8(b) is
used to set up the error probability model of the ICR recorder,
as shown in Fig. 11; xn, where n = 0, 1, 2, . . . ,N , is denoted
as identifiable actions of the ICR recorder.

Considering a common decision rule, themajority rule, and
assuming that the government agency found k actions that
matched between the victim’s report sequence and replied
ICRs and k > L/2, the error probability of the target can
be calculated as demonstrated in (2).

Pe = P[more than k actions recorded incorrectly]

=

∑L

i=k+1

(
L
i

)
pi (1− p)L−i (2)

The probability of incorrectly identifying a target based
on different error probabilities of the ICR recorder and the
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FIGURE 9. Workflow of real-time measurement strategy.

FIGURE 10. Relationship between ICR-identifiable actions (N), number of
agencies that found identifiable actions at different times (L), and
probability of each combination.

number of identifiable actions at different times are shown
in Fig. 12.

As the majority rule is used, slightly more than L/2 actions
were matched, and the users were also denoted as potential

FIGURE 11. Error probability model of the ICR recorder.

FIGURE 12. Probability of incorrect target identification based on
different error probabilities (0.01 ≤ p ≤ 0.5) of ICR recorders and number
of identifiable actions found at L different times (using the majority rule).

targets. A small L can produce a false positive. The users that
satisfy the majority rule and match more actions at the same
time have a higher probability of being the potential target.
Under these conditions, the error probability can be reduced.
Fig. 13 depicts the relationship between error probability and
the mismatched number of actions.

D. COMPARISON OF DIFFERENT ICR RETENTION
FRAMEWORKS
This section presents a comparison of some existing ICR
retention frameworks and the proposed framework. The com-
pared frameworks include the well-known Danish [54]–[56]
and United Kingdom [15], [32], [53], [56] data retention
frameworks as well as special frameworks that use theMITM
mechanism [41]; this is because they provide more trans-
parency in the information. The comparison of these frame-
works is presented in Table 12.

Based on the goals, retained range and data, real
application issues, and identification performance of these
frameworks, the proposed framework offers some excellent
properties; it is also more suitable when applied to the MSSs.

When considering the characteristics of MSSs, only the
information of the session related to the MSSs should be
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FIGURE 13. Probability of identification error with the number of matched actions.

retained; this down sizes the volume and range of retained
traffic and also reduces the number of potential users. It is
also available without pre-storing ICRs (with the real-time
measurement strategy). Our framework makes it possible
to correlate both communication parties. The evaluation of
identification performance, which has not been discussed
thoroughly for the other frameworks, is achievable using
our framework. Apart from the abovementioned advantages,
our framework is also applicable to some broadly discussed
issues [56], such as security of fully retained data and privacy
risks, encryption traffic, constant connections, and complex
processing to create and store ICRs.

V. CHALLENGES AND FUTURE RESEARCH
This study proved that ICRs offer the potential of new oppor-
tunities for governments, especially in emergency events,
criminal investigations, and anti-terrorist agencies; it also
presents novel security and privacy impacts. However, further
research is required to address some challenges in real-world
applications [32], [57]. This section highlights a few impor-
tant technological and management challenges and potential
scope of future research.

A. IDENTIFICATION EFFICIENCY
Google Play and Apple App Store, the largest mobile applica-
tion stores, provided more than 2.2 million applications each
in 2017 [58]. These applications facilitate instant multimedia
messaging and voice communication functions, while being
subjected to rapid updates and changes. In addition, different
devices and operating systems, such as Google’s Android,
Apple’s iOS, Blackberry, and Windows mobile, are currently
used in the global smartphone market [59].

Considering this abundance of mobile applications and
devices, governments need additional resources to research
the action traffic for each application. Therefore, it is vital
to develop methods to apply artificial intelligence (AI) and
machine learning to overcome this problem.

B. TRAFFIC ENCRYPTION AND SECURE CONNECTION
For security and privacy issues, most MSS services are not
only equipped with an encryption mechanism, but they can
also use secure connections to access these services, such
as Tor [60] or virtual private networks (VPNs). As a result,
ICR recorders may not be able to recognize traffic behaviors
easily [56]. It is considerably challenging to overcome such
issues in practical applications.
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TABLE 12. Comparison of different retention frameworks for internet connection records.
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C. PRIVACY IMPACT
For emergency services and public security, governments
typically engage in massive information gathering and pro-
cessing. Citizens are typically concerned about the trans-
parency, collection, processing, retention, and distribution
of their data. However, details of retained data are not dis-
closed to the public. If such data are disclosed, offenders and
terrorists can develop methods to evade government agen-
cies. Hence, governments should research and develop con-
trol, management, and secure retention mechanisms, while
considering a suitable transparency framework to achieve
a balance between public security and privacy. A few spe-
cific issues need to be discussed, such as the necessity of a
national-level transparency institution, overseeing jobs from
technological and legal perspectives, verifying the legality
of government-retained proposals, managing oversight and
accountability, determining if retained data is insufficient or
excessive, ensuring government agencies access necessary
ICRs in an authorized and limited manner, securing retained
ICRs to avoid unauthorized access, secure delivery of ICRs
to PSDs and LEAs.

D. COST
For ICR retention, ICR recorders must be deployed all the
networks of Internet service providers in a country; however,
this is significantly expensive. For instance, in a long-term
evolution network (LTE), recorders are located between the
eNodeB and the serving gateway (SGW), between the SGW
and the packet data network gateway (PDN GW, PGW),
or between the PGW and PDN. In addition, there are dif-
ferent deployment and maintenance costs. Thus, designing
the architecture of an ICR recorder and planning an optimal
overall retention network to reduce deployment costs is one
of the most important goals in this field.

VI. CONCLUSIONS
This study investigated the potential of ICRs in trackingMSS
users in law enforcement and rescue fields through an ICR
retention framework; by recording, analyzing, and comparing
characteristic ICRs of MSSs, this study demonstrated that
general and indiscriminate pre-retention of ICRs is poten-
tially no longer necessary in the abovementioned fields. This
can be substituted by the actions-based pre-retention of ICRs.

In addition, we suggest that retained data are mainly
based on existing network flow monitoring technologies;
thus, these data can be used to correlate the relationship
between communication parties and identify possible tar-
gets from numerous MSS users. As a significant amount
of ICRs with the same activity characteristics are generated
simultaneously, it is difficult to precisely identify the target.
Accordingly, two identification strategies were introduced
in the proposed framework to increase the probability of
accurate identification. For one of these proposed strategies,
telecommunication carriers and IASPs do not require the pre-
retention of ICRs. This strategy can be directly applied to the

daily operations of government agencies. This study provides
a useful reference for agencies worldwide, including govern-
mental, non-governmental, and civil society organizations.

The abundance of MSS applications and devices, along
with the identification efficiency, privacy, and their associ-
ated costs, are the primary challenges in employing ICRs;
these issues warrant further research to ensure appropriate
real-world applications. These research areas are expected
to play crucial roles in global data retention legislation and
the development of effective management techniques in the
future.
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