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ABSTRACT In this paper, we analyse the security of two mutual authentication protocols that have been
recently proposed by Gao et al. (IEEE Access, 7:8376-8384, 2019), a hash-based protocol and a Rabin
public key based protocol. Our security analysis clearly shows important security pitfalls in these schemes.
More precisely, in each protocol, we introduce efficient approaches to desynchronize the tag and the
reader/server. The proposed attacks are almost deterministic and the complexity of each attack is a session
for the hash-based and three sessions for Rabin public key based protocol. In addition, in the case of the
hash-based protocol, we extend the proposed desynchronization attack to a traceability attack in which the
adversary can trace any given tag based on the proposed attack with probability of almost one. In the case of
Rabin public key based protocol, we extend the proposed desynchronization attack to a tag impersonation
attack with the success probability of one. Besides, we propose an enhanced version of the Rabin public key
based protocol to provide a secure authentication between the tag and the reader. We evaluate the security
of the proposed protocol formally using the Scyther tool and also in Real-or-Random model.

INDEX TERMS IoT, RFID, mutual authentication, security analysis, desynchronization, traceability,
impersonation, real-or-random model.

I. INTRODUCTION including sensors, actuators, mobile phones and everyday

These days many objects have the capability of communicat-
ing with other objects or jointing a communication-network,
e.g. internet, to transfer or receive data. The Internet of Things
(IoT) is a proper infrastructure to employ this capability to
enhance the quality of our daily life. IoT is a novel paradigm
that has gained popularity in the last decade. The terms started
to be used by Auto-ID Labs, which are the leading global
network of academic research laboratories in the field of
networked Radio-Frequency Identification (RFID). At the
beginning, the term ‘“‘things” made only reference to simple
items, e.g. RFID tags. Nevertheless, the term is much wider,
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things like home appliances, food packages, cloths, paper
documents and so on. Nowadays, IoT has many subfields
such as internet of vehicles, internet of sensors, internet of
energy, Machine to Machine (M2M) communications which
combined with new advances in artificial intelligence and
machine learning, e.g. deep learning, and big data analytic
expand the IoT vision [1]. For example, the number of con-
nected devices around the world in IoT based services is
expected to be 125 billion connected devices by 2030 [2],
[3]. Those huge population of devices can be categorized
in different IoT based applications and services. Some sam-
ples are the IoT-based services that are used in Smart-City
domain, in the industry domain for example in factories and
issues of logistics of resources and products, in the healthcare
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domain, and many others [4], [5]. However, the exponential
growth in the number of smart devices connected to IoT,
associated with various IoT-based smart applications and
services, raises other challenges such as compatibility and
interoperability which could affect the sustainability, stability
and resiliency of IoT services [5]. On the other hand, this
extremely huge network of things, combined with big data
analytics, also provides a unique opportunity for both disaster
management systems and disaster-related authorities (emer-
gency responders, police, public health, fire departments and
many other critical services providers) to acquire state-of-the-
art assistance and improved insights for accurate and timely
decision-making [6].

Although the number of devices connected to the Internet
is huge (already greater than the worldwide population [3]),
advances on loT architecture, protocols and adversary models
to cater [oT devices are still needed.

From all the technologies immersed in IoT, Radio-
frequency identification (RFID) is one of the leading ones due
to its maturity, low cost and strong support from the industry
[7]. RFID is a prominent automated identification technology
based on radio frequencies with a wide range of advantages
and applications, including read and write the data of an
item (i.e., person, animal or product). Although important
advances have occurred in the last years, the design of secure
protocols for a constrained environment, e.g. RFID and IoT,
is still a challenge [8], because most of those devices that are
connected by RFID and IoT are very constrained and we may
not be able to use common security solutions for their com-
munications. Hence, one should design a lightweight protocol
that meets such environment constraints. Many proposed,
broken and enhanced protocols for these environments are
evidences of such attempts. To highlight the importance of the
security concerns in this area, it worth to mention the current
NIST ( its Computer Security Resource Center) competition
for low-cost cryptography (LWC) [9].

In RFID systems, to achieve intended security objectives,
readers and tags may employ authentication protocols in
order to achieve one-end or mutual authentication, in a mutual
authentication protocol readers and tags are authenticating
each other while in one-end authentication only one party
authenticates the other party. Authentication protocols com-
monly exchange a number of messages between the involved
entities. We can also categorize authentication protocols
according to their connection capabilities with the back-end
server. Those with a permanent connection to the back-end
server, and those without — or with only an off-line con-
nection — are the two main categories. To provide a secure
authentication between the reader and the tag, Tan et al. pro-
posed several protocols. However, later analyses [10] pointed
out their security pitfalls. Besides that, Wang and Ma [11]
showed other security weaknesses of Tan et al. protocol [12]
and also proposed a server-less protocol. However, recently
Gao et al. also analysed this server-less protocol and have
shown that it suffers from traceability attack [13]. Besides,
they proposed two authentication protocols respectively
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based on hash function and Rabin public key cryptography.
However, any new security protocol should be carefully eval-
uated by independent researchers before employment in any
real-life application. Hence, in this paper, we consider the
security of the proposed protocols by Gao et al. in depth,
as the first third party analysis of these protocols to the best
of our knowledge.

A. OUR CONTRIBUTION
This article’s main contributions are as follows:

1) We analyse the security of the hash-based mutual
authentication protocol proposed by Gao et al. and
show that, given any tag, it is possible to desynchronize
it from the reader with the complexity of just a session
of the protocol. We also show that any desynchronized
tag will be always traceable by the adversary.

2) We also analyse the security of the Rabin public
key cryptography based mutual authentication proto-
col proposed by Gao et al. and show that, given any
tag, it is possible to desynchronize it from the reader
with the complexity of just three sessions of the proto-
col. We also show that the adversary can impersonate
any desynchronized tag with the probability of one at
any desired time.

3) We propose an enhanced version of the Rabin public
key based protocol to provide a secure authentication
between the tag and the reader.

4) We evaluate the security of the proposed protocol
formally using the Scyther tool and also in Real-or-
Random model.

B. PAPER ORGANIZATION

The paper is organized as follows. Section II is dedicated
to the description of the Gao er al. mutual authentication
protocols [11]. In Section III, the security analysis of these
protocols is provided. Section IV is dedicated to the proposed
protocol. The security analysis of the proposed protocol and
its comparison is performed in Section V. Finally, our closing
remarks and recommendations to design a secure protocol are
presented in Section VI.

Il. Gao et al. MUTUAL AUTHENTICATION PROTOCOLS
DESCRIPTION

Gao et al. [13] have analysed the security of the server-
less mutual authentication protocol proposed by Wang and
Ma [11] and have shown that this protocol is vulnerable to
tracing attacks. In Wang and Ma [11] protocol, to reduce the
search time in the reader/server, the tags transmit hA(f' (7;, #}))m
which is used as a mechanism to improve the search time
for the reader. However, Gao et al. have shown that this
data can be used as a measure to trace the tag. To over-
come these attacks, Gao et al. proposed two new protocols,
a hash-based dynamic grouping indexing protocol and Rabin
public key cryptography based protocols. In both protocols,
to avoid traceability, the tags parameters are updated after
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TABLE 1. Notations used in this paper.

’ Notation \ Description

R the RFID reader

R/S the RFID reader+server

S the server

T; 1-th RFID tag

Ko, Kp, the secret keys of the tag

K;

IDS the tag’s identifier

Gi the i-th group index

K3 the public key of the server, in Rabin
public key crypto system, i.e. (p X q)
where p and ¢ are large prime numbers

K g the private key of the server, in Rabin
public key crypto system, i.e. p and ¢

K% the public key of the tag, in Rabin pub-
lic key crypto system

K¥ the private key of the tag, in Rabin
public key crypto system

n; i-th random number

L; the access list for R;

n number of entries in the access list £;
or group ¢;

m number of entries list £; or group in-
dexes

h(-) one-way hash function

xeold the old record of variable X

xnew the new record of variable X

Xt the value of parameter X on session ¢

14 the output length of A(.)

A—B sending a message from A to B

each successful run of protocols. In addition, in both pro-
tocols, to avoid desynchronization attacks, the reader/server
keeps a record of the old tag’s data also. We now give a brief
description of these schemes, but we urge the reader to consult
the original paper for further details [13]. Throughout this
paper, we use the notations indicated in Table 1.

A. THE HASH-BASED DYNAMIC GROUP-INDEXING
AUTHENTICATION PROTOCOL OF Gao et al.

Considering the weaknesses and advantages of Wang and Ma
protocol [11], Gao et al. proposed a hash-based authentica-
tion protocol with dynamic grouping index. In this protocol,
tags are indexed in m groups and each group includes n tags.
The group index is denoted by g;. Each tag has three secret
keys that are denoted by K}, K, and K] respectively. To avoid
traceability attack, the tags parameters are renewal at the
end of each successful session of the protocol. In addition,
to avoid desynchronization attacks, the reader keeps a history
of the old parameters of the tag. As it is depicted in Figure 1,
the protocol process runs as follows between reader + server
R/S and the tag T;:

1) R/S generates a random number n; and sends it to 7;.
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2) T;replies with A = h(g;) and B = (K}, ® g; D ny).

3) Given A = h(g;), R/S finds the group index of the tag
and tries to find a match for 7; among the tags in this
group, based on the received B = h(K,®g;dn1). IfR/S
could find a match then 7; is authenticated successfully
otherwise the authentication fails. Assuming that 7;
has been authenticated by R/S, it generates a random
number 75, calculates C = h(K,, & ny) and sends them
to 7;.

4) T; evaluates the received message C to authenticate
R/S. Assuming that T; has authenticated R/S, it gener-
ates a random number n3, calculates D = h(K; ® ny) ®
n3 and sends them to R/S. T; also updates its group
index and secrets.

5) R/S evaluates the received message D to authenticate
T; and updates the group index and the tag’s secret keys.

6) In the updating step for T;, it updates its secret key Ky,
for x € {h,m, 1}, as Kx = h(K, & ny & n3) and updates
its grouping index to g;, where j = n3 mod m, where m
is the number of groups in the database of the reader.

7) In the updating step for R/S, it first stores the cur-
rent set of the keys and g; which has been used to
authenticate the tag as old set of the information for 73,
ie. (K ;l’ld, K,Zld, K l"ld, g;.’ld) then it calculates secret key
K, forx € {h,m,1}, as K} = h(K;’ld @ ny ® n3)
and new grouping index gj’.‘ew, where j = n3 mod m,

where m is the number of groups in the database of the

reader.

B. Gao et al. RABIN PUBLIC KEY BASED
AUTHENTICATION PROTOCOL

Gao et al. also proposed a public key cryptography based pro-
tocol and for this purpose they used the Rabin crypto system.
Rabin is a quadratic residue based asymmetric encryption
system based on the difficulty of factoring large numbers.
In this crypto system, the private key is a pair of large prime
numbers (p, g) and the public key is n = p x g. To encrypt a
message m, it is enough to compute m? mod n and decryption
is done using extended Euclidean algorithm and Chinese
Remainder Theorem (CRT). However, decrytpted message
is not unique and it is one-to-four map (in general) so it
is necessary to have a rule to choose the correct solution
in decryption [14]. In the Gao et al.’s protocol, the public
key and the secret key of 7; are denoted by K ; and KST
respectively and the public key and the secret key of the server
S are denoted by K g and K SS respectively. As it is depicted in
Figure 2, the protocol process runs as follows between the
reader R, the server S and the tag T;:

1) R sends a Hello request to T;.

2) T; generates a random number nj, computes m|; =
n1; @ Kj, encrypts ny and (IDS @ np) with Kﬁ as A =
n% mod K g and B = (IDS ® n1)? mod K g respectively,
encrypts m; with K ; as C = m% mod K IZ and sends
(A,B,C)toR.

3) R forwards the received (A, B, C) to the server S.
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Reader+Server R/ S
(xgld gold, gold gold gnew gnew gnew gnew)

Tag T'
(Kp Km. Kj.94)

Generates 1. —_—

A,B

o Computes A = h(g;)and B = h(K}, & g; ® ny)

Verifies the received B based on the received g; to authenticate T
Generates ng and calculates C = h (K, @ ng)

C,n

2 Extracts no and verifies C to authenticate R /S

Extracts ng D Generates nn3 and computes D = h(K; @ ng) @ n3
R/ S is updated T is updated
Updating: Updating:

old _ new
KQ'% = KW forw € {m, h, 1}
KIeW = (K™Y @ ng @ ng).forx € {m, h, 1}

gold = gnew

new
94

=g;(t; € Ygj,j = n3z modm)

Ky = h(Kg @ ng @ ng).forx € {m, h, 1}
9i = 95

t; € Vg;,j =ngmodm

FIGURE 1. The hash based dynamic grouping authentication protocol of Gao et al.

Reader+Server R/ S

old prold peold old pemew

(gl kgld kpld rpgold gnew,
grew gnew ipsnew kT kT k8 kP

Tag T'
T T S
(Kp Km K, IDS, K&, KL, K8)

Decrypts A and B using K'§

Extractes IDS as IDS = ny @ IDS @ ny

Finds the tags private key Kg: and its secret keys K, , Ky, and
Ky

Decrypts C using K & and verifies it to authenticate the tag

Hello
Generates n1, computes m1 = mnqj @ Kg, A =
n} mod K. B = (IDS ® ny)? mod K3
A,B,C
e L adC = m? mod KB

Computes D = {(n1 & Km)2 mod K5} & K; = Verifies D
R/ S is updated T is updated
Updating: Updating:

Kol = KW forz € {m, h,1}
KReW = KW @ ny,forx € {m, h, 1}

1Dsold — [pgnew
IDS™EW = IDS"CY g ny

Ky = Ky @ ny.forx € {m,h,1}

IDS = IDS @ ny

FIGURE 2. The Rabin public key based authentication protocol of Gao et al.

4) S decrypts A and B using K. SS to obtainn; and (IDS ®ny)
and extracts IDS. Given IDS, the server can retrieve
tag’s private key and shared secret keys. Then S
decrypts C to authenticate 7;. Assuming 7; is authen-
ticated, S computes D = {(n; & Kn)? mod K;} @ K;
and sends D to T;. S also updates the tag’s group index
and secrets.

5) T; receives D and verifies it to authenticate R and
S. Then T; also updates its group index and secrets,
assuming the authentication was successful.

6) In the updating step for 73, it updates its secret key K,
for x € {h,m, [}, as K, = K, @ n| and updates its IDS
as IDS = IDS @ n;.

7) In the updating step for S, it first stores the current set
of the keys and IDS which has been used to authen-
ticate the tag as old set of the information for 77, i.e.
(KM, KoM, KP' | IDS), then it calculates secret key
K", for x € {h,m, [}, as K} = Ky @ ny and new
IDS as IDS" = IDS™" @ n.

Ill. SECURITY ANALYSIS OF Gao et al. PROTOCOLS

In this section, we analyse the security of the mutual authen-
tication protocols that have been proposed by Gao et al. in
more details.
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A. SECURITY ANALYSIS OF HASH BASED DYNAMIC
GROUP-INDEXING AUTHENTICATION PROTOCOL

Here, we analyse the security of the hash based dynamic
grouping authentication protocol which has been pro-
posed by Gao et al. [13] and highlight its important
weaknesses.

Despite of the designers’ claim, it is easy to desynchronize
the tag from the server in this protocol and rather trivial. More
precisely, the last message is sent by 7; while R/S keeps
the history of the old parameters to avoid desynchronization
attack, based on the designers’ claim [13, Sec. IV.C.,P. 8380].
However, if the adversary intercepts the message which is
sent from T; to R/S then T; has updated its secrets while R/S
has not. Hence they will be desynchronized. In more details,
assume that the current history of the 7; are Ky, K, K, gi
and the R/S records for T; are also K}, K;,, K;, g;i as the new
records and Kfld, K,‘,’l’d, Kl”ld, gl.”ld as the old records. Next,
the adversary involves in a session of the protocol between T;
and R/S as follows:

1) R/S generates a random number n; and sends it to 7.

2) T;replies with A = h(g;) and B = h(K}, ® g; D ny).

3) Given A = h(g;), R/S finds the group index of T;
among the tags in this group, based on the received
B = h(Kj & gi @ n1). So, T; is authenticated by R/S.

VOLUME 8, 2020
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Then R/S generates a random number ny, calculates
C = h(K,, ® ny) and sends them to T;.

4) T; evaluates the received message C and authenticates
R/S. Then T; generates a random number n3, calculates
D = h(K; & ny) @ n3 and sends them to R/S. T; also
updates its group index and secrets as K|, = h(K,®no®
n3), for x € {h, m, I} and updates its grouping index to
gj» where j = n3 mod m, and m is the number of groups
in the database of the reader.

5) The adversary blocks D. Hence the server does not
update its secret for 7;.

After the above procedure of attack, T; records are K, K,
K/ and g;, where K| = h(K, ® ny @ n3), for x € {h,m,1}.
On the other hand, the R/S records for 7; are Kj,, K, K,
gi as the new records and K[l’ld, K,‘,’,ld, K l"ld, gfld as the old
records. It is clear that the 7; records match none of the R/S
records with a high probability. Hence 7; and R/S have been
desynchronized. The complexity of the given attack is just a
session of the protocol while the success probability of the
attack is (1 — 277 x 273%62 a1, where ¢ is output length
of the hash function and m is number of grouping indexes.

It should be noted this protocol also has another weakness
in which the server is not able to verify the correctness of
the received D, even if the tag sends n3 in the plain form.
More precisely, assume that in the last step, the tag sends
D = h(K; ® ny) ® n3 and n3 to R/S. Now the adversary
can intercept it and send D' = D @ A and nj = n3 ® A
instead, to R/S. Now, R/S authenticates the received message
and updates the tag’s secrets based on n3 @ A while 7; has
updated them based on n3. Hence, again 7; and R/S will be
desynchronized. The complexity of this attack is also just a
session of the protocol while the success probability of the
attack is (1 — 27" x 273%6)2 ~ 1.

It worth noting, as long as the tag has not updated its
secrets, it is possible to trace it. More precisely, given T;,
if the adversary initiates a session by sending an arbitrary n1,
the tag will reply with A = h(g;) and B = h(K, @ g; @D ny).
While A = h(g;) is identical for all tags in the list £;, B =
h(K,gi®n1) could be unique for T;, given that it is a function
of its secret key Kj,. Hence, given a tag T;, the adversary can
first desynchronize it, based on the given attack and then use
the given property to trace it. Hence, this protocol also suffers
from a traceability attack.

B. SECURITY ANALYSIS OF RABIN BASED
AUTHENTICATION PROTOCOL

Here, we analyse the security of the Rabin public key authen-
tication protocol which has been proposed by Gao et al. [13]
and highlight its important weaknesses.

Similar to the hash based protocol and again despite the
designers’ claim, it is easy to desynchronize the tag from
the server in this protocol as well. The source of the prob-
lem in this protocol is the fact that only the tag contributes
to the randomness of the protocol. Hence, based on the
Satkhani and Bagheri attack on generalized authentication
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protocols [15], itis always possible to desynchronize this type
of protocols. Assuming that the current records of the tag in
the reader’s side are (K;l’ld, K,Zld, Kl"ld, IDS°“ Ky, K, Ki,
IDS,KF,KI, K$,K3) and its records in the tag’s side are
(Kn, K, K1, IDS,KI', KL, K3), the attack procedure is as
follows:
1) In session i:
Assuming the legitimate reader R communicates with
the legitimate tag 7},

a) R sends Hello and receives (A’, Bi, C! ) from

T;, where A' = n? mod K3, B = (IDS &
n)?* mod Kg, Ct = m% mod K; and m; =
n @ Kj.

b) R forwards the received (Ai JB.C i) to the server
S, S authenticates 7; and computes D' = {(m @
Km)2 mod K;} @ K; and sends D' to T;.

c) The adversary A eavesdrops A, B/, C' and
D' and stores them. Furthermore, A blocks D'.
Hence, the tag’s record remains unchanged while
S updates them. Hence, the server records in this
stage are (K, Ky, K, IDS, K}, K3, K'Y,
IDS™", KT KL K3, K}), where K'Y = K, @
ny, forx € {h,m, 1} and IDS™" = IDS @ n;.Itis
clear the records in the tag’s side are (K, Ky, Kj,
IDS,KI' KL, K3).

2) Insessioni+ 1:

a) The reader R sends Hello and receives (A1,
B+l CHy from T;, where ATH = n’l2 mod K;E,
B+ = (DS @ n\)* mod K5, C*! =
m/l2 mod K; and m} = n; @ Kj,.

b) R forwards the received (A, B! Ci*ly to
the server S, S authenticates 7T based on
its old records, computes D't! = {(n, ®
K,)* mod Kl'} @ K; and sends D'*! to T; and
updates the records.

c) T; authenticates S and updates its records.

d) Up to this stage, the tag’s records are K}’Z”“,
K,;lleWI, Klnewl’ IDS"er, ng
K;,K;), where K;ler = K, @ n, forx €
{h, m, [} and IDS"™"! = IDS @ n}. The server
records in this stage are (K, Ky, Kj, IDS, K,;‘e‘“,
grrsrzlewl, Klnewl, IDS"er, K57‘"7 K}Z, Kg’

P
3) Insession i+ 2:

a) R sends Hello.

b) The adversary impersonates the tag and replies
with the stored values of (A!, B!, C'), where A’ =
n? mod Ky, B' = (IDS & ni)* mod Kp, C' =
m% mod KIZ and m; = n; ® Kj,.

¢) R forwards the received (A, B, C') to the server
S, § authenticates 7 and computes D= {(n &
Kn)? mod KL} @ K; and sends D' to T;.

d) S also updates its records in this stage to (Kj, K,
K, IDS, K}V, K", K'Y,

IDS"" K KL K, K}), where

126981
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Reader+Server R/ S
(IDS, K}, Kf,, KS, HMAC(.)

Tag T'
(IDS, K}, KI‘S;, HMAC(.))

Generates n 1

Decrypts A to extract (IDS|[nq||ng). filters the wrong values based on

?
nq, verifies B = HMAC(A, Ky, ng) to authenticate T';. If T is
authenticated, computes C = HM AC (ng, ny, Kp)

Hello,nq
_—

Generates o, computes A = (IDS|ny[ng)? mod KB and B =
HMAC(A, ny, Kp)

Verifies C' to authenticate S and R

FIGURE 3. The enhanced protocol based on Rabin public key and one-way hash function.

K = K, @ ny, for x € {h, m, 1} and IDS"®" =
IDS & n;.

e) Given that the tag’s records are Kg’””, Kr’}fWI,
Ky, IDs"! KT KE, K}), where Kl =
K. @n',forx € {h,m, [} and IDS™"' = IDS@n|,
the tag and the server have been desynchronized.

Following this attack, we can desynchronize the tag and
the server with the complexity of only three sessions of the
protocol and the success probability of 1 — 27", where r is
the bit length of the random number generated by the tag.

It should be noted, after desynchronization of 7; from
the server, the tag’s records on the server’s side remain
unchanged. Hence, at any time, when the server sends a Hello
request, the adversary can reply with the stored (A, B, CY)
to impersonate the tag. Given that S includes (Kj, K, Kj,
IDS, K", Krev, K, IDS"" KT KE, K§, K3) for T; and
the adversary knows A = n? mod K3, B+ = (IDS @
n\)? mod Ky, C'*' = m? mod K} and m|, = ni & K,
the adversary will be successfully authenticated by the server
at any desired time, assuming the server has sent a Hello
request. Assuming that the adversary has already successfully
desynchronized the tag, the success probability of the tag
impersonation attack is one and the complexity is just a
session of the protocol.

IV. ENHANCED RABIN BASED AUTHENTICATION
PROTOCOL

In this section, we propose an amended version of the Rabin
based protocol by Gao et al.. We assume that in the regis-
tration phase of the protocol, 7; and S have shared Kj and
IDS respectively as the secret key and the identifier of the tag.
In addition, the public key of the server, i.e. K3, is known by
any tag. Moreover, we assume that 7; also supports a one-way
hash function based MAC such as HMAC(.). As it is depicted
in Figure 3, the enhanced protocol process runs as follows
between R, S and T;:

1) R generates a random number nj and sends it along a
Hello request to T;.

2) T; generates a random number np, computes A =
(IDS||n1|ln2)* mod K3 and B = H(A, ny, Kp) and
sends (A, B) to R.

3) R forwards the received values to the server S.

4) § decrypts A to extract real value of (IDS*||n}||n3),

. . ? .
using ny, verifies B = H(A, Ky, n3) to authenticate T;.
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Assuming T; is authenticated, S computes C =
H(ny, n1, Kp) and sends C to T;.
5) T;receives C and verifies it to authenticate R and S.

V. SECURITY AND PERFORMANCE ANALYSIS OF THE
PROPOSED PROTOCOL

To evaluate the security of the proposed protocol, in this
section we investigate its security informally and also
formally in Real-or-Random model (RoR). We also pro-
vide comparisons between the enhanced protocol and the
Gao et al. protocol from different perspectives.

A. INFORMAL SECURITY ANALYSIS

In order to assess the resistance of the improved protocol
based on the informal method, we present an adversary model
with some assumptions. We consider that the adversary has
access to communication channels and can eavesdrop all
transferred messages. She/he can intercept the line and trans-
fer her/his packets to the tag or the reader. In addition, she/he
is able to run all functions—such as PRNG and encryption—
without having access to secret keys.

1) TRACEABILITY ATTACK

To perform the traceability attack on a protocol, the adver-
sary should be able to connect the transferred messages over
different sessions or link them with the protocol’s party.
In the enhanced protocol, the transferred messages over pub-
lic channel are nj, A = (IDS|n||n2)* mod Kg, B =
HMAC(A, ny, Ky) and C = HMAC (ny, ny, Kj), where nj
and ny are random values that are respectively contributed by
the reader and the tag. Assuming that K g has been selected
properly and the HMAC(.) is a secure one-way hash func-
tion based MAC, then whole transferred messages over each
session will be random to A and she/he can not distinguish
them from random sequences in polynomial time. Hence,
the enhanced protocol is resistant against the traceability
attack.

2) SECRET DISCLOSURE ATTACK

The secret disclosure attack occurs when A can extract the
tag’s or the reader’s confidential information (e.g. encryption
keys or identification values). In the enhanced protocol, n;
does not include any secret parameter, B and C are pro-
tected by HMAC(.) and extracting any information from A is
equivalent to dealing with the factoring problem. Therefore,
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the proposed protocol is secure against secret disclosure
attack.

3) REPLAY ATTACK

Given that, in the enhanced protocol, both the tag and the
reader are contributing to the randomness of the sensitive
transferred messages, the adversary can not replay the eaves-
dropped messages from an old session in a later one. Hence,
the improved protocol is resistant against the replay attack.

4) IMPERSONATION ATTACK

To impersonate a protocol party, A should provide a valid
response to the given challenge by the other party. More pre-
cisely, to impersonate 7;, given the fresh value np, the adver-
sary should generate a valid pair A = (IDS||n1 ||n2)* mod K ;2
and B = HMAC(A, na, Kp,), without the knowledge of IDS
and K. Hence, the adversary’s advantage to impersonate the
tag is negligible. Similarly, to impersonate the reader/server,
A should provide a valid C = HMAC((ny, ny, K), with-
out the knowledge of ny and Kj. Even if we release no,
the adversary yet can not impersonate the reader without the
knowledge of Kj, in polynomial time. Hence, the enhanced
protocol is resistant against the impersonation attack.

5) DESYNCHRONIZATION ATTACK

If the tag or the reader update a shared value, the adversary
may could desynchronize them by forcing them to keep un-
matched values, similar to the proposed attacks against the
Gao et al.’s protocols. However, in the proposed protocol,
the protocol’s parties do not update any value. Hence, it is
secure against desynchronization attack.

B. FORMAL ANALYSIS

In subsection V-A, we analysed the security of the enhanced
protocol against various attacks heuristically. In this sub-
section, we use formal approaches to validate its robust-
ness. To evaluate the security of a cryptographic protocol
formally, different approaches are possible including theoret-
ical models such as Real-or-Random (RoR) and Find-then-
Guess, manual logic-based models such as GNY logic [16]
and BAN logic [17] and automatic on-the-shelves tools
such as Scyther [18], AVISPA [19], Proverif [20] and Cryp-
toVerif [21]. We use Real-or-Random model and Scyther tool
to evaluate the security of the proposed protocol formally, that
are two widely accepted approaches to evaluate the security
of a cryptographic protocol.

C. FORMAL SECURITY ANALYSIS OF THE REVISED
PROTOCOL IN RoR MODEL

In this section, following [22], we formally evaluate the
security of the enhanced protocol in Real-or-Random model
(RoR), by determining the adversary’s advantage in distin-
guishing the real world of the enhanced protocol from the
random world (RW), for simplicity we denote the enhanced
protocol by EP.
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Theorem 1: The adversary’s advantage to distinguish EP
from RW after respectively gexe, @sena and gresr queries to
Execute, Send and Test oracles on EP/RW, is:

AdV%O’IIgP(t, Gexes Grests Gsend)

_Adv%a,llgw(ts Gexe; Grest’ Gsend)
< q-EFact + 2-q-8HMAC

where, we assume at least [ = |nj| = |ny]| bits of the
input of each function is random, ¢, denotes the maximum
advantage of solving the factoring problem on each query
and egyac denotes the maximum advantage of contradicting
collision resistance property of HMAC(.) and ¢ = ¢exe +
Qtest + Gsend -

Proof: Let the tag T; and the reader R; are communicat-
ing to share a session key and let .4 be an adversary against
the semantic security of EP in the RoR model, given that the
channel between the reader and the server is secure, we con-
sider both as the reader R. To prove the Theorem 1, we are
using a game based approach and defining a series of games
G, starting from random world RW and ended in real world
EP. For each game G,, we define an event Advlg)’lg;g” (t,R)
corresponding to the adversary’s advantage to correctly guess
the hidden bit b involved in the Test queries. This advantage is
used to determine the adversary’s gains while switching from
one game to another.

Game Gy.: It defines RW and any transferred message
is selected uniformly random from related domain and
AR 90, R) = 0.

Game G;.: Compared to Gy, in this game we use the
real value of A = (IDS||n||n2)* mod K;E, where n; and
ny are fresh random values on each session and A can
not control both. Hence, we can assume A is computed as
(IDS||r)* mod K 1§ , where at least half of bits of r are random
and it leads to an unpredictable result for A. Hence:

AR 90, R) — AdvSR 911 R) < q.epuc

where ¢ = Gexe + Grest + Gsend-

Game G;.: This game is identical to G| with an exception
that B = HMAC(A, na, Kp,), where K, is a secure parameter
and A is a randomized value following G;. Given that the
output of a secure MAC such as HMAC is not distinguishable
from a random oracle up to collision resistant bound, we can
conclude that:

Adviy (0 R) = AV P (1 R) < g.erac

Game G3.: In this game, we use C = HMAC (ny, ny, Kp),
where again K}, is a secure parameter and .4 can not control
both n; and n;. Hence, C is undistinguishable from a random
value as long as HMAC(.) is undistinguishable. Therefore:

Advll‘;o,fe;v% (t,R) — Advlglzee_wgz(f . R) < q.ermac-

Game G4.: This game is identical to EP because A =
(IDS||n1||n2)> mod K;,g, B = HMAC(A, np, K;) and
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|87 Scyther results : verify

Done.

(a) Verification results

const SQMOUDULO:Function;
const Con:Function;
hashfunction HMAC;

secret Kh;
secret IDS;
const Hello;

macro A=SQMOUDULO (Con (IDS,nl,n2),pk(R));
macro B=HMAC (A, Kh,n2);
macro C=HMAC(n2,nl,Kh);

protocol enhanced( R, T)
{
role R
{
fresh ni;
var n2;
secret Kh; secret IDS;
send_1 (R, T,Hello,nl);
recv_2(T,R,A,B);
send_3(R,T,C);
claim(R, Secret, IDS); claim(R, Secret, Kh);
claim(R, Secret,sk(R)); claim(R,Niagree);
claim(R,Alive); claim(R,Weakagree);
claim(R,Nisynch);
i
role T
{
fresh n2;
ar nl;
secret Kh; secret IDS;
recv_1(R,T,Hello,nl);
send_2(T,R,A,B);
recv_3(R,T,C);
claim(T, Secret,IDS);
claim(T, Secret, Kh); claim(T, Secret, sk(R));
claim(T, Secret, n2); claim(T,Niagree);
claim(T,Nisynch); claim(T,Alive);
claim (T, Weakagree) ;

(b) Enhanced protocol in SPDL

FIGURE 4. The Scyther tool’s report for the security verification of the enhanced protocol.

C = HMAC (ny, n1, Kj). On the other hand, the transferred
messages are identical to those in G3. Hence:

AdVER (1. R) — AdvigRy, (. R)

< AdvER Gi(t, R) — AdVRR 901, R)

< q.€Fact + 2.9-€HMAC

which completes the proof. ]

1) FORMAL SECURITY ANALYSIS USING SCYTHER TOOL

We also use the Scyther tool [18] to validate the secu-
rity of the enhanced protocol formally. Scyther is a widely
accepted tool to verify the security of cryptographic proto-
cols automatically, which follows Dolev-Yao (DY) adversary
model [23]. To evaluate the security of a protocol using
this tool, the protocol should be described using the Secu-
rity Protocol Description Language (SPDL) and analyzed
by the Scyther tool. Figure 4 represents SPDL modeling of
the enhanced protocol and its verification results using the
Scyther tool, which confirms its security.

D. SECURITY COMPARISON

In Table 2, we compare the security of the enhanced protocol
with the Gao et al.’s protocol. While both protocol provide
security against secret disclosure attack, and replay attack,
the proposed protocol also provides security against other
attacks as well.
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TABLE 2. Security comparison, where Ay, A,, Az, A; and As respectively
denote security against replay, secret disclosure, impersonation,
traceability and desynchronization attacks.

Protocol Al A2 A3 A4 A 5
Gaoetal. | v | V X X X
Enhanced | v/ v v v N

E. COMPUTATION COMPARISON

To achieve 80-bit security, we consider the output of HMAC
to be 160 bits and [p x g| = 1024. Given an string x,
the required time for calculation modulo squaring operation
x2 mod p x q is denoted by Tys, given x> mod p x q,
the required time for squaring root solving operation and
finding x is denoted by Tsg, the required time for calculating
HMAC (x)/H (x) is denoted by Ty and the required time to
generate a random number is indicated by 7. Following this
assumption, the computation overhed of a tag of Gao et al.
protocol is at least 4 x Tyss 4+ Tg while the computation cost
of a tag in the enhanced protocol is Tyys + 2 x Ty + Tg.
The server/reader of Gao et al.’s protocol cost is at least 3 x
Tsr + Tys while the computational cost of the server/reader
of the enhanced protocol is Tsg + 2 x Ty + Rg, in the same
setting. Table 3 provides a computational comparison of the
two protocols with two other related works [24], [25].

F. COMMUNICATION COMPARISON

Based on the parameter setting of subsection V-E, the length
of each transferred parameter in Gao et al. protocol, i.e.
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TABLE 3. Computation comparison.

Protocol | T;-cost R/S-cost
Ref.[24] | 3xTys+Tr+ | 3 X Tys + 6 X
2x Ty Tsp+Tr+11x
Ty
Ref. [25] | 3xTys+3xTr | 3 X Thys + 4 x
Tsr+3xTr+
Ty
Ref. [26] Tys+2xTsp+ | 4xTsp+3xTR
Tr
Gaoetal. | 4 x Tys + TR 3XTsp+Tys
Enhanced | Th;s+Tr+2x | Tsp +Tr + 2 X
Ty Ty

TABLE 4. Computation comparison, where T;-R, T;-T, R/S-R and R/S-T
respectively denote the total bits received by the tag, transferred by the
tag, received by the reader/server and transferred by the reader/server.

Protocol | T;-R | T;-T | R/S-R | R/S-T
Ref. [24] 480 | 3072 | 3072 480
Ref. [25] 416 | 2048 2048 416
Ref. [26] | 1088 | 2368 | 2368 1088
Gaoeral. | 1024 | 3072 | 3072 1024
Enhanced | 1280 | 1184 1184 1280

384 384

250
160 136 200
128 150
60 55 I I 60 55 100
50
0
f. [

R/ST R/SR
mRef.[24] mRef.[25] mRe

384 384

TRANSFERRED/RECEIVED BYTES

Ti-T Ti-R
Gaoetal. M Enhanced

FIGURE 5. Enhanced protocol versus related protocols, communications
comparison.

A,B,C and D, is 1025 bits. Hence, in this protocol, T;
transfers 3072 bits and receives 1024 bits. In the enhanced
protocol, to make sure x> > K,‘g we consider the length
of any generated random number 256 bits. In this setting,
the T; receives 256 + 1024 bits and transfers 160 + 1024
bits. Similarly, S/R receives 160 + 1024 bits and transfers
256 + 1024 bits. Table 4 provides a detailed comparison
of the two protocols in terms of communicated bits and its
graphical representation is provided in Figure 5. The length
of timestamps assumed to be 64 bits. In addition, we omitted
the communications costs between the server and the reader.

VI. CONCLUSIONS AND DISCUSSION

In this paper, we analysed the security of improved proto-
cols that have recently proposed by Gao et al. Although the
designers claimed that those protocols provide strong secu-
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rity against known attacks in the context, however, we pre-
sented efficient approaches to desynchronize those protocols
and also efficiently extend the proposed desynchronization
attacks to either the traceability attack, in the case hash based
protocol or to the tag impersonation attack, in the case of
Rabin public key cryptography based protocol. Although it is
common in the literature to break an ultralightweight mutual
authentication protocol with just a few queries and with a
high probability, however, the analysed protocols in this paper
are not ultralightweight and they used strong cryptographic
components as the source of their security, i.e. hash function
and public key cryptography. The main reason for the success
of the proposed attacks is the weak structure of the transferred
messages in which the adversary capable to compromise the
protocols efficiently.

This study, behind many interesting related literature,
shows that designing a secure protocol is not a straightfor-
ward task. In addition, it once again shows that to provide
desired security it is not enough to just use a secure compo-
nent and all details of the protocol are important.

Some basic recommendations for the designers of an
authentication protocol are as follows:

« Any protocol’s session should be randomized by fresh
nonces and all the protocol’s parties should have con-
tribute to the randomization.

« Any sensitive data which is transferred over an insecure
channel should be properly encrypted.

« The integrity of all sensitive messages should be guaran-
teed and the adversary should not be able to manipulate
a message without been detected.

« It should not be possible to link different messages from
different sessions.

« If the party X evaluates the message M to authenticate
the party ), then X" should had already contributed to
the randomness of M.

If a designer considers those recommendations in designing
a protocol, the designed protocol will be secure against many
common attacks on protocols.

Following the given recommendations, we proposed an
enhanced version of the Rabin based protocol of Gao et al.
and evaluated its security against various attacks formally
and informally. The security analysis demonstrated that the
enhanced protocol provides desired security against different
attacks such as traceability, impersonation and desynchro-
nization attacks.
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