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ABSTRACT Theoretical and empirical insight notes that cyber security awareness is a topic of particular
interest in cyber security. Humans are the central figures in cyber security and the way to reduce risk in
cyberspace is to make people more security aware. While there have been numerous studies about various
aspects of cyber security awareness, they are both inconsistent and environment-dependent. The main aim of
our research is to analyze cyber security awareness in depth, and to try to discover how various factors such as
socio-demographics, cyber security perceptions, previous cyber security breaches, IT usage, and knowledge
may individually or together impact on cyber security behavior. To prove that we conducted our research
on students, as they are the most technologically active part of the society. We discovered that knowledge
proved to be the dominant factor for cyber security awareness, and although students are digital natives, they
do not feel safe in the cyber environment; they do not behave securely and do not have adequate knowledge
to protect themselves in cyberspace.

INDEX TERMS Cyber security, cyber security behaviours, cyber security breaches, cyber security
perception, knowledge, user awareness.

I. INTRODUCTION
Today, life can hardly be imagined without information tech-
nology; more than half of the world’s population (58.8%)
used the Internet in 2019 with 73.4% Internet users in
Serbia [1]. According to a report compiled by Ratel in Serbia,
99.2 % of those aged between 16 and 24 use computers and
98.2% use the Internet every day or almost every day [2].
Recent technological development has had a great impact
on people’s lifestyles [3]. However, there is also a dark side
to this trend; in 2017 the Ponemon Institute estimated the
economic impact of security breaches at nearly half a trillion
dollars globally, with the cost of data breaches increasing
every year [4]. Security incidents are constantly expand-
ing, and are becoming increasingly sophisticated and more
severe. With the wide adoption of information technologies
in the last decades, the profile of the end-user also has
changed. The average user of information technology is not
necessarily technically educated, and has most likely not
studied cyber security in his/her previous education. Cyber
security is defined as a computer-based discipline, which
involves technology, people, information and processes, with
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the goal of securing operations against unauthorized access or
attack [5].

Although users are somewhat aware of the security risks,
most of them are not sure how they should behave to achieve
cyber security (e.g., even if they have heard about phishing,
some users are not sure how to recognize the problem or
react appropriately). According to numerous reports, human
error is seen as the dominant problem for secure information,
making it necessary to understand people’s behavior towards
security technology [6]–[8]. Numerous security breaches are
caused by a lack of knowledge or unsafe behavior (e.g.,
sharing passwords, or clicking on unsecured links in emails).
Protecting oneself in cyberspace has become a necessity
today.

Security awareness is defined in NIST Special Publication
800-16 as follows: ‘‘Awareness is not training. The purpose
of awareness presentations is simply to focus attention on
security. Awareness presentations are intended to allow indi-
viduals to recognize IT security concerns and respond accord-
ingly’’ [9]. Bada [10] noted that awareness does not only
mean being aware of possible threats, but also adopting
security behavior.

In this paper, we analyze cyber security awareness in depth,
and accordingly, the paper is organized in the following way;
theBackground section reviews and presents relevant work on
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cyber security awareness and the proposed research question.
Section III describes and discusses the adopted methodology.
Section IV presents the results and provides a discussion of the
findings, interpreting them in order to achieve greater clarity.
Finally, Section V gives our conclusion and future direction
of work.

II. BACKGROUND
Cyber security is a growing and important field involving
various research studies [11]. One of the research directions
in the field of cyber security is how to improve cyber security
awareness, focusing on those factors which are the most
significant in achieving this aim. This section briefly presents
relevant studies in cyber security awareness, mostly within
the education sector.

In their research, Kruger et al. [12] describe an exploratory
study to test the possibility of using information security
vocabulary tests to assess awareness levels and familiar-
ity with security terms so as to indentify suitable areas
and topics for information security awareness programs.
The questionnaire used consisted of two sections: the first
section was a vocabulary test and the second evaluated the
respondents’ behavior. They found the use of the vocabulary
test for the assessment of awareness levels to be a use-
ful tool and a significant relationship between knowledge
of concepts (vocabulary) and behavior was shown.
Al-Janabi and Al-Shourbaji [13] carried out research to ana-
lyze information security awareness levels and associated
risk, as well as the overall impact on institutions, among
students and staff within the educational environment in the
Middle East. The results revealed that the participants did not
have the required knowledge and understanding of informa-
tion security awareness. The authors outlined the implications
for real-world problems from the identified weakness in this
survey, and made recommendation to remedy the situation.
Jeske and van Schaik [14] conducted a survey of students’
familiarity with different Internet threats. The participants
were presented with definitions of threats and were asked
to state how familiar they were with each. According to
their responses, three clusters were identified; the first cluster
included those participants who were knowledgeable about
all threats (both new and familiar), the second cluster com-
prised participants more familiar with new threats, while
the third cluster consisted of participants more familiar with
well-known threats. The authors showed that time spent
on the Internet and the length of Internet experience were
predictors of familiarity with Internet threats, which are a
further predictor of computer security use.

Gratian et al. [15] carried out a survey correlating human
characteristics, such as risk-taking preferences, decision-
making styles, demographics, and personality traits with
cyber security behavior intentions among students and staff
at a large public university. They reported that financial
risk-taking, rational decision-making, extraversion, and gen-
der are good predictors of security behaviors. Gender was
found to predict strength of passwords, with females creating

weaker passwords than males. Their study shows both corre-
lations and contradictions with previous studies (e.g., in line
with [16], risk taking preferences did not correlate with
security behavior intentions of device securement; contrary
to [16], regarding the correlation between individuals willing
to take ethical and health/safety risks and poor security
behavior intentions), so the authors emphasize the uniqueness
of the environment in exploring cyber security.

Moallem [17] carried out a study of cyber security aware-
ness among students in the Silicon Valley in California, USA
as the most advanced technology environment. The author
reported that although college students believed that they
were observed and not secure online, they were not aware of
how to protect their data. Besides that, Moallem also stated
that educational institutions did not take an active approach to
improve awareness among students, to increase their knowl-
edge about threats and to make them safer in cyberspace [17].

Parsons et al. [6] surveyed university students by means
of their HAIS_Q instrument (Human Aspects of Information
Security Questionnaire), and the same students also partici-
pated in an empirical phishing experiment. It was shown that
students who had a higher score on the HAIS_Q performed
better in the phishing experiment. The HAIS-Q is based on
the Knowledge-Attitude-Behavior (KAB) model, whereby in
their previous research the authors demonstrated a strong,
positive relationship between knowledge, attitude, and behav-
ior [18], [19]. McCormac et al. [19] used the HAIS-Q to
measure the relationship between individual differences and
information security awareness among working Australians.
They reported that conscientiousness, agreeableness, emo-
tional stability and risk-taking propensity are significant,
while age and gender have no influence on an individual’s
information security awareness.

Anwar et al. [20] explored how important a factor gender
is in terms of cyber security beliefs and behaviors among
employees. They found statistically significant gender-wise
differences based on computer skills, prior experience, cues-
to-action, security self-efficacy, and self-reported cyber secu-
rity behavior. The women in the study self-reported slightly
lower levels of computer skills, lower prior experience
with computer security, and lower cues-to-action scores.
The greatest difference was noted for self-efficacy, where
the women showed significantly lower self-efficacy than the
men. The authors also noted that this might have been the
consequence of overconfidence among the men or under
confidence among the woman in their self-evaluation.

Cain et al. [21] analyzed the cyber hygiene knowledge
of concepts and threats, and the behaviors of the end-users.
In their analysis, they reported that there were statistically
significant gender-wise differences in terms of knowledge,
where males were more knowledgeable. In addition, there
were no statistically significant differences between gen-
der and behavior, previous attacks and behavior, or train-
ing and behavior. There was an evident link between‘
self-identified experts and knowledge (and behaviors);
self-identified experts had less secure behaviors than
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self-identified non-experts and also less knowledge about
cyber hygiene. They also concluded that although users
should be more knowledgeable in order to improve cyber
security, this was not enough in itself, and users should
change their behavior. A large majority of the participants
(81%) had some security training in cyber hygiene, but it
did not improve their behaviors or increase their knowledge.
They concluded that more effective training should be pro-
vided for all users, and this statement is similar to Bada [10].

The Pew Research Centre conducted research into the
perceptions, security breaches and behavior of Americans
with regard to cyber security [22]. Their report states that
although the majority of Americans had experienced data
breaches and did not trust modern institutions to protect their
personal data, they themselves did not implement the best
practices in cyberspace. In addition, the Pew Research Centre
carried out two more studies into the cyber security knowl-
edge of Americans, and their results show that a large number
of participants are unclear about certain key cyber security
topics, terms, and concepts [23], [24]. It was shown that while
the participants are able to identify a strong password or
are aware of the danger of using public WiFi, they achieved
poorer results in questions with more technical details such
as two-factor authentication or page encryption. These Pew
Research surveys were quite comprehensive, and the most
relevant for our analysis, so most of our questions were based
on them.

All of the aforementioned studies, with different focuses
and methodologies, but each in its own way - address the
complexity of the cyber security awareness phenomenon.
Common to all these studies is that they have identified
various factors that affect cyber security awareness and tried
to explain the interconnectedness of these factors, such as per-
ceptions [14], [17], [22]; security breaches [14], [22]; behav-
ior [6], [12], [14], [15], [21], [22]; knowledge [6], [12], [13],
[17], [21], [23], [24]; and socio-demographic characteristics -
age and gender [15], [19]–[23].

Although these studies have shown that each of these
factors (i.e., socio-demographic characteristics, perception,
security breaches, behavior, and knowledge) have an impact
on cyber security awareness, there are noticeable inconsis-
tencies in how they affect cyber security awareness. These
inconsistencies mostly occur with socio-demographic factors
(i.e., gender), perceptions, and previous security breaches,
which is in line with the conclusion that cyber security is
environment-dependent, as stated in [15].

Hence, our aim was to test the effects of these factors
on cyber security awareness, and to attempt to discover
how various factors such as socio-demographics, perceived
cyber security, previous breach experiences, IT usage, and
knowledge may individually or together impact on cyber
security behavior. This will serve to expand empirical knowl-
edge about this issue and further contribute to clarifying
the dilemma related to the extent of the influence of these
factors, without, of course any pretentious intentions to offer
conclusive answers.

This led us to our research which focuses on three main
areas:

1) How are socio-demographic characteristics, such as
gender and previous education, related to the behav-
ioral aspects of cyber security?

2) How are perceptions of cyber security related to the
behavioral aspects of cyber security?

3) How is knowledge of cyber security related to the
behavioral aspects of cyber security?

In addition, we were also interested in investigating how
the assumed factors (socio-demographics, perceived security,
and knowledge) are related to each other, and whether they
interact in relation to the behavioral aspects of cyber security.

This is the first survey conducted among university stu-
dents in Serbia to analyze the various factors affecting cyber
security awareness.

III. METHOD
The current study is performed through a survey, on a con-
venience sample of students. The questionnaire contained
adapted items from previous surveys conducted by the Pew
Research Centre [22]–[24].

A. SAMPLE
Our participants in the survey were students, as it is assumed
that this population is very familiar with IT technology [2].
We decided to conduct our research on students at the Faculty
of Security Studies, University of Belgrade, as they have
chosen to study different aspects of security (i.e., national
security, environmental security, crime and criminology, and
information security) for their professional vocation and
under the assumption that they have a higher degree of secu-
rity awareness than students from other faculties. In addition,
our participants were freshmen at the beginning of their stud-
ies and they still do not have specific cyber security expertise,
so their current level of knowledge can only be related to the
knowledge gained in high school. Our primary idea was to
discover the level of security awareness of freshmen when
they arrive at the Faculty of Security Studies, and the practical
implication is that we can improve our curriculum regard-
ing those findings. The sample consists of 147 participants,
40 (27%) male and 107 (73%) female.

B. INSTRUMENTS
The first section of the survey focused on the students’
socio-demographic information, such as gender and previous
education. Cyber security is quite a complex and broad sub-
ject [23], and the second part of the questionnaire analyzed
the various dimensions of cyber security. The majority of the
questions were adapted from the survey conducted by the Pew
Research Centre in 2016 [22]. The third part of the survey
measured knowledge, and we chose to use questions from
questionnaires [23], [24], which were developed by cyber
security experts to measure the general concepts and essential
building blocks for online protection.We selected those ques-
tions which were relevant for our participants.We chose those
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questionnaires because the questions were specific, in the
form of a test mostly with only one correct answer, explicitly
showing knowledge of lack of knowledge [23], [24].

The tested variables included socio-demographic factors
(gender, previous education), IT usage (5 questions), previous
cyber security breaches (7 questions), perceptions of cyber
security (11 questions), cyber security behavior regarding
passwords (11 questions), cyber security behavior regard-
ing cell phones (7questions), and cyber security knowledge
(10 questions).

The items were translated into Serbian by professional
translators, and then verified through back-translation proce-
dure. The PewResearch Centre published the original content
in English but has not reviewed or approved this translation

C. PROCEDURE
The Faculty of Security Studies at the University of Belgrade
approved the study. A paper-based survey was administered
to the students at the same faculty on November 22th, 2019.
The survey was completed in a group classroom setting under
the supervision of the authors. The participants were briefed
about the goal of the study and approximately 20-30 minutes
were required to complete it. Participation was voluntary, and
all of the students were informed that participation (or refusal
to participate) would not affect their course grade.

The Statistical Package for Social Sciences (SPSS)
version 22 was used to process the data collected, and to ana-
lyze the repossesses of the participants from the survey [25].
Firstly, the descriptive-statistical data were processed, where
the parameters of the mean and standard deviations were
used for the numerical variables, while the frequencies and
percentages were used for the categorical variables. Subse-
quently, the following methods were used for the purpose
of analysis: Principal Component Analysis, T-test, Pearson’s
correlation coefficient, multiple regression analysis and hier-
archical multiple regression analysis, with a significance level
of p<0.05.

IV. RESULTS AND DISCUSSION
To provide construct validity to cyber security perceptions,
cyber security breach experiences and cell phone and pass-
word behaviors, we firstly performed factor analysis- PCA
(Principal Component Analysis) on the related questions.
Factor analysis with PCA (Principal Component Analysis)
was used in order to reveal groups of questions which showed
high inter-correlations. This facilitates the detection of so
called latent variables, which lie behind the participants’
answers to the questions.

A. CONSTRUCTS
One factorial solution was chosen for each of the examined
constructs. For factor structure loadings, we chose only items
which showed high saturations (>0.3). The cyber security
perception factor explains 40% of the variance, and loadings
are in the range from 0.309 to 0.824; the cyber security
breach experiences factor explains 43% of the variance,

and saturation is from 0.452 to 0.824; the password related
behavior factor explains 17% of the variance and saturation is
from 0.313 to 0.677 and the cell phone related behavior factor
explains 22% of the variance with saturation from 0.507 to
0.706.

In the following step for each of the aforementioned con-
structs, we calculated the corresponding score as the sum of
the individual items. In addition, we also calculated the total
score for knowledge and IT usage by summing up all the
items related to them. Table 1 shows the descriptive statistics
for each construct’s score.

TABLE 1. Basic descriptive statistics for each measured construct.

According to the values of standardized skewness and
kurtosis, almost all of the variables have satisfactory values
(within+/−1.96), with the exception of cyber security breach
experiences, as is shown in Table X1. The skewness value on
this score indicated positively skewed distribution, meaning
that most of the participants had low breach experience,
which is expected. So, we can conclude that most of the
variables fulfill the conditions of normality, except for cyber
security breach experiences. However, we also decided to use
this variable in our analysis since it did show some significant
relations.

B. DESCRIPTIVE RESULTS REGARDING CYBER SECURITY
Almost all of the participants have smartphones (99.3%),
and use the Internet on their cell phones (or other mobile
handheld devices). Besides that, 99.3% use social media sites
such as Facebook, Twitter, or LinkedIn. However, when it
comes to online shopping and e-banking, only 17.7% of the
participants use online banking services, while 50.3% of the
participants do their shopping online.

The majority of the students (73.5%) have never faced a
security breach, while 11.6% of them have encountered one,
12.2% less than five times, 2.0% more than 3 times, and just
one participant(0.7%) more than ten times. We also analyzed
which security breaches the participants had encountered;
4.1% of the participants had experienced a compromised
email account, while 22.4% a compromised social media
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account. On the other side, almost all of the participants
(99.3%) said that they had heard about at least one security
breach that had happened to their close friends or family:
34.7% just once, 46.3% between 1 and 5 times, and 18.3%
more than five times.

The participants do not feel very confident in various insti-
tutions to protect their personal data from unauthorized users,
and they show the greatest level of concern (not confident
at all) primarily about social media sites (42.8%), govern-
ment institutions (20%), companies they pay online (20%),
or Internet providers (20%). On the other side, they have
higher levels of confidence in the university e-service (28%)
and online banking (22%). Roughly one third of the partici-
pants (30.6%) feel that their personal data is more secure than
five years ago, 30.6% think that it is as secure as it was five
years ago, while 28% think they are less secure.

Passwords are considered one of the main factors that
increase the security of an information system, which
increase security especially if they are complex (e.g., a com-
bination of numbers, small/capital letters, and symbols)
and not shared with others. Despite the existence of new
authentification methods, usernames and passwords are still
very popular because of their simplicity [17]. The reuse of
passwords is quite common, and in the study from 2007, con-
ducted on more than 500,000 users, it was reported that the
average user reuses the same password across 3.9 sites [26].
With the steady increase in the number of web applications
since this study was conducted, we can assume that today
this number is even higher. In line with this, over half of
the participants reported that they had reused passwords
for highly important accounts [27]. The reason for reusing
passwords may be found in the results that a strong password
requires distinctive cognitive processing [28] while reusing it
is much easier. We explored whether our students have safe
password behavior.

The participants demonstrated self-reported unsafe behav-
ior as 74.1% stated that most of their passwords are the same
or very similar. This result is in line with the result in [17];
where it was reported that 78% reuse or sometimes reuse
their passwords. Reusing passwords is not a secure behavior,
and may put users at risk when a website does not encrypt
usernames/passwords. Also, almost half of the participants
(47.6%) considered passwords stressful and found it difficult
to keep track of their passwords. On the other hand, 54.4% of
the participants chose to use less secure passwords, because
complicated passwords are too hard to remember. This shows
the important fact that the majority of the participants are not
aware of how to create good passwords that can be easily
remembered. In addition, it is also evident that the majority of
these students lack awareness about safe passwords: 54.4%
have shared an online account with others and 72.1% have
used a social media account to log on to another website.

Although almost all users have smartphones, only 32%
of them have installed antivirus protection on their phones.
Public Wi-Fi or unfamiliar Wi-Fi networks are very vulner-
able and can easily be attacked by hackers, and users should

avoid performing sensitive activities on them [22]. In terms
of using public Wi-Fi; 12.2.% of the participants make online
purchases connected to public Wi-Fi, 6.1% have used pub-
lic Wi-Fi for online banking, while 60.5% have used it for
sending an email. It was shown that although the majority of
the participants are aware of threats from public Wi-Fi for
online banking and purchasing, they lack awareness when
using emails. If we compare this data to the question about
https, only 10.9% of the participants know what https is.
This led us to the conclusion that while some students use
online banking and shopping services, they have insufficient
security awareness of the threats posed by using unsecured
connections.

If we analyze the results of knowledge, no one had all the
correct answers, and the best result was 8 out of 10. The
question with themost correct answers was related to creating
secure passwords (85.7%), followed by the safety of pubic
Wi-Fi (64.4%), while the least correct answers were for more
technical questions such as identifying botnets (3.4%), email
encryption (10.2%) or https (10.9%). Such results imply that
although the participants spend quite a large amount of time
on their digital devices, they are not so aware of security
threats in cyberspace.

C. THE EFFECT OF SOCIO-DEMOGRAPHIC
CHARACTERISTICS ON CYBER SECURITY PERCEPTIONS,
KNOWLEDGE AND BEHAVIOURS
The T-test for independent samples is used in order to reveal
any differences between two groups on certain numerical
characteristics. In our paper, we used it for analyzing gender
and differences in the type of school attended by the respon-
dents, their cyber security perceptions, knowledge, experi-
ences and behaviors.

The analysis showed that there are significant differences
based on gender only for knowledge (t=3.505; df=144;
p<0.01): the male respondents had higher scores (4.60) than
the females (3.50), as can be seen in Fig. 1. This result is
in line with previous research [21]. Also, for cyber security
perceptions, the p-value is close to the significance level,
so we concluded that males are more convinced of their

FIGURE 1. Average values and deviations of measured constructs for two
genders.
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security (t=1.919; df=145; p=0.057). Something is consid-
ered significant if it is <0.05.
In addition, we also used a t-test for independent samples

for testing the differences between the type of school attended
by the respondents on the aforementioned variables. The
analysis showed that there are statistically significant differ-
ences between school types (grammar school and vocational
school) on knowledge (t=2.115; df=146; p<0.05), cyber
security breach experiences (t=1.987; df=144; p<0.05), and
cell phone related behavior (t=2.914; df=144; p<0.01). The
differences lie in the higher scores recorded for students
who attended grammar schools for three constructs; they
experienced security breaches more frequently, they know
more, and their cell phone related behavior are more security-
conscious, as is shown in Fig. 2.

FIGURE 2. Average values and deviations of measured constructs for
different school types.

D. RELATIONS BETWEEN PERCEPTIONS, KNOWLEDGE,
EXPERIENCES AND BEHAVIOURAL ASPECTS OF CYBER
SECURITY
Pearson’s correlation coefficient is used to detect the intensity
and direction of the relation between numerical characteris-
tics. In this paper, Pearson’s correlation was used between
each of the two individual scores to further assess the relation-
ship between cyber security perceptions, knowledge, experi-
ences, and behaviors. There is a clearly significant negative
correlation between cyber security breach experiences and
password behavior (those who experienced cyber security
breaches more often use less secure passwords), as well as
a positive correlation between cyber security breach expe-
riences and knowledge (those who were more frequent vic-
tims, scored higher on knowledge), as is shown in Table 2.
The last claim is consistent with the Protection Motivation
Theory [29]. Although, these correlations are significant,
their intensity is low (below 0.2), so the relations are weak.
As shown in Table 2, there is no significant correla-
tion between cyber security perceptions and the behavioral
aspects of cyber security.

Since Pearson’s correlation shows the correlation of indi-
vidual scores, 2 by 2, (i.e., each one with the other), we tried

TABLE 2. Pearson’s Correlation coefficients between cyber security
perceptions, knowledge, experiences and behaviors.

a somewhat more complex analysis in order to gain a better
insight into their interrelationships.

Multiple regression analysis shows the significance of
one numerical characteristic prediction based on a set of
numerical indicators. Multiple regression analysis was used
to predict cyber security behavior based on cyber security
perceptions, IT usage, cyber security breach experiences, and
knowledge. Password related behavior and cell phone related
behavior were used as cyber security behavior indicators.
For each of those two cyber security behavioral indicators,
we performed separate regressions.

Firstly, the idea behind this analysis was to discover
the existence of any combination of predictors that can
best explain cyber security behavior regarding passwords.
The analysis showed that there is no significant prediction,
i.e., password behavior cannot be explained by the previ-
ously mentioned predictors (r2=0.028; F=1.002; df=4, 144;
p=0.409). We can only note that cyber security breach expe-
riences is close to the significance level (p=0.067, Table 3).
If we consider the previously mentioned correlation between
cyber security breach experiences and passwords, it can be
concluded that there is a tendency for those who are the vic-
tims to have less secure passwords. However, this tendency
should be further investigated since it might be mediated or
moderated by some other factors which we did not measure.

TABLE 3. Regression coefficients for predicting password related
behavior.

We also used multiple regression analysis to test the pre-
diction of cell phone related behavior based on cyber security
perceptions, IT usage, cyber security breach experiences and
knowledge. As in the previous analysis, we tried to discover
whether there is any combination of predictors which can
best describe how we predict cell phone related behavior.
The analysis showed that there is significant prediction,
i.e., cell phone related behavior can be explained by some
of the aforementioned predictors. It was shown that 13.6%
(r2=0.136; F=5.353; df=4, 141; p<0.01) of cell phone
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behaviors depend on knowledge and IT usage only. This
indicates that although greater knowledge results in better
cell phone behaviors, more frequent IT usage leads to less
secure behaviors (Table 4). This can be explained by the fact
that the participants may feel more confident because they
use technology more, but they are not aware of the threats in
cyberspace.

TABLE 4. Regression coefficients for predicting cell phone related
behavior.

The finding that increased IT usage is related to less
secure behaviors is in line with the research conducted by
Ovelgönne et al. [30], who collected data longitudinally from
users’ computers about cyber attacks and antivirus soft-
ware, and reported that software-developers were attacked
most often, followed by gamers and professionals, and then
‘‘regular’’ users. In addition, Grimes et al. [31] reported that
younger users are less secure than older ones, because they
are more confident, and believe that they are more tech-savvy.

Finally, in order to control the effects of the socio-
demographic characteristics, we carried out the prediction
in two steps, i.e., by means of hierarchical multiple regres-
sion analysis. Hierarchical multiple regression analysis also
tests the criterion prediction, but allows for the possibility
to control for certain effects, such as those related to socio-
demographic characteristics. In all the performed analysis we
adopted a significance level of 0.05. In the first step we tested
the effects of gender and school type, and in the second we
added cyber security perceptions, IT usage, cyber security
breach experiences, and knowledge. In that way, we could
differentiate effects of cyber security perceptions, knowledge,
and experiences from socio-demographic characteristics, i.e.,
we could discover whether individuals behave more securely
because of their gender and education, or because of better
security knowledge and experiences. Hierarchical multiple
regression was used to try to predict cell phone related behav-
ior in two steps:

1) In the first step based on gender and type of school
2) In the second step, beside gender and school, we added

cyber security perceptions, IT usage, cyber security
breach experiences and knowledge.

The analysis showed that there is a significant prediction
in both steps, with socio-demographics only (r2=0.063;
F=4.789; df=2,142; p<0.05), and with cyber security per-
ceptions, knowledge, and experiences added (r2=0.183;
F=5.147; df=6,138; p<0.01). In the first step only type
of school previously attended turned out to be significant
(students from grammar schools behave more securely when
it comes to cell phones) and it remained significant even after
adding new predictors in the second step.

The most important finding is that the difference between
the two models also appeared significant (r2change=0.12;
Fchange=5.05; df=4,138; p<0.01). This means that cyber
security perceptions, knowledge, and experiences addition-
ally improve the prediction of cell phone related behavior,
even after controlling for socio-demographic characteristics.
In addition, we could see that the effects of cyber secu-
rity perceptions, knowledge, and experiences are stronger
than the effects of socio-demographics, 12% in comparison
to 6.3%. According to the regression coefficients, we could
conclude that only IT usage and knowledge about cyber
security appear as significant predictors of cell phone related
behavior, as shown in Table 5. The effects are such that the
more the participants knew about security, and the less they
used IT, the more they tended to behave securely with cell
phones.

TABLE 5. Regression coefficients for predicting cell phone related
behavior, in two steps.

Hierarchical multiple regression analysis was used in our
attempt to predict password behavior in two steps:

1) In the first step based on socio-demographic character-
istics: gender and school type.

2) In the second step, beside gender and school, we added
cyber security perceptions, IT usage, cyber security
breach experiences, and knowledge.

The analysis showed that there is no significant prediction
in either step, i.e., that password related behavior cannot
be predicted on socio-demographics (r2=0.013; F=0.967;
df=2, 142; p=0.383) or by combined socio-demographics
and cyber security perceptions, knowledge, and experiences
(r2=0.04; F=0.961; df=6, 138; p=0.454).
Knowledge is a dominant factor in cyber security behavior

on cell phones, and is not significant for password behavior,
thus providing the answer to our third research question as to
how knowledge of cyber security is related to the behavioral
aspects of cyber security.

V. CONCLUSION
The environment is a very important factor when analyzing
cyber security, as stated in [15], and this is the first sur-
vey conducted among university students in Serbia (in par-
ticular freshmen), which analyzes the factors relevant for
cyber security awareness in depth. In addition, our survey
also analyzed unreported correlations; how various factors in
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particular and together, such as socio-demographic character-
istics, cyber security perceptions, cyber security breach expe-
riences, IT usage, and knowledge influence security behavior.

It was shown that the effects of cyber security perceptions,
knowledge, and experiences are stronger than the effects of
socio-demographics for cell phone related behavior, or in
particular, IT usage and knowledge appeared as significant
predictors of cell phone related behavior. However, any sig-
nificant predictors have not been discovered for password
related behavior, which will be the focus of our future anal-
ysis. Even though our participants perceived that their data
were not safe, this did not serve as a trigger for them to learn
more about cyber security so as to find out how to behave
more securely in cyberspace.

None of the participants answered all of the questions cor-
rectly in the part of the questionnaire regarding knowledge,
which led us to the conclusion that students do not have
the required knowledge or adequate awareness of threats in
cyberspace. Although there are considerable resources on
the Internet, as well as numerous tutorials, these have not
proved to be effective tools for students to learn. So, this can
be a signal to educational institutions to take a more active
approach to improve cyber security knowledge in a structural
way and to teach students to protect themselves against cyber
attacks. The practical implications of our research are that in
future students should have effective training in high school
regarding more secure behavior. Future research should be
focused on developing more effective training to encourage
young users to behave more securely.
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