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ABSTRACT To make up the existing deficiencies of clone attack detection methods of wireless sensor
networks, a low resource consumption clone detectionmethod (MSCD) formulti-base stationwireless sensor
networks is proposed. MSCD has the following characteristics: (1) Running in each ring network with base
station as the center and using nodes in non-hotspot area to complete clone attack detection, which reduces
the effect of clone attack detection on the network lifetime; (2) Combine the head node rotation mechanism
and the backup head node mechanism to ensure the energy balance of the network; (3) The ring head node
path can find clone nodes that come from different local networks, which makes the MSCD method be
suitable for the whole multi-base station network. Meanwhile, in the detection domain of the head node,
local broadcast is used to ensure the encounter of legitimacy verification messages and witness nodes; (4) It
is proved theoretically that the clone detection probability ofMSCD can reach 1 when the witness is credible.
The theoretical analysis and the simulation results show that the MSCD clone detection probability is still
above 98% when the number of clone nodes accounts for 10% of the total number of nodes, and the network
lifetime and storage requirements are significantly better than the existing similar methods.

INDEX TERMS Clone attacks, wireless sensor networks, network lifetime, multi-base station networks.

I. INTRODUCTION
Wireless sensor networks (WSNs) is a kind of multi-hop
self-organizing network which combines a large number of
distributed deployed sensor nodes together through wireless
communication technology to collect, process and transmit
the surrounding data to support the user’s decision [1], [2].
WSNs are widely used for traffic monitoring, navigation,
temperature sensing, water energy measurements, tracking
transportation systems, security, disaster management, and
other utilities [3]. There require a large number of sensors
deployed in harsh environments, and lack effective physical
protection. Attackers often take advantage of these char-
acteristics of wireless sensor network to carry out some
malicious attacks [4]. Clone attack is an attack mode that
captures some nodes in the sensor network, decrypts the
internal secret information, and then massive copies these
nodes and redeploys them to the network [5]. Since these
copied nodes have exactly the same key information as the
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captured nodes, such as cryptographic mechanism and node
ID, they can be added to the network like legitimate nodes
[3]. Attackers can carry out a variety of internal attacks
like wormhole attack and selective forwarding attack through
these illegal nodes [6]. Therefore, it is very important to
find out a method that can effectively discover clone attack
and reduce the consumption of network resources as much
as possible.

Generally speaking, in order to increase the harmfulness
of the attack, the attacker will not place the illegal nodes
in their original position after obtaining the illegal nodes by
copying the node information. Therefore, some nodes with
the same ID but in different positions will appear in the
network, which can play an important role in the detection
of the clone attack. In the clone detection methods, a part
of nodes are usually selected as witness nodes to store the
IDs and position information of other nodes to detect whether
there are clone nodes in the network [7]. Besides, detection
methods also need to ensure that at least one witness node can
receive the legitimacy verification message sent by the node
to be verified [8], [9].
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On the other hand, due to the energy and storage space
of sensors are limited to some extent, if the energy con-
sumption of sensor nodes is too fast, the lifetime of the
network will be shortened. Although the existing methods
have made some improvements, the energy consumption and
storage requirement are still at a high level. In addition,
with the expansion of the current scale of wireless sensor
networks, the distance between sensor nodes and base sta-
tion keep increasing, resulting in high energy consumption
of network because of the transmission of data. Moreover,
nodes nearby the base station will shorten their lifetime due
to frequent message transmission, so the multi-base station
wireless sensor network divided by monitoring area appears
[10]. If multi-base station wireless sensor networks use the
same set of encryption and decryption method, the attacker
can capture the nodes in one of the local network and deploy
the cloned nodes in another network, so as to reduce the
risk of detected. However, the current methods are not appli-
cable to the clone detection of multi-base station wireless
sensor network. Therefore, this paper proposes a low resource
consumption clone detection method for multi-base station
wireless sensor networks (MSCD).

The main features and contributions of MSCD are as
follows:

(1) In MSCD, clone attack detection is extended from only
applicable to single-base station network tomulti-base station
network. In each single-base station network, the legitimacy
verification messages are transmitted along the head node
path (The head node here is a node in the area elected to
communicate with other areas). If the nodes with the same
ID but different positions are found, the clone attack from
the same network is reported to base station. In a multi-base
station network, if the corresponding witness node cannot be
matched, legitimacy verificationmessages will continue to be
transmitted along the ring path consisting of head nodes until
the detection information traverses all the head nodes of the
witness area, and then report to the base station that the clone
attack from another local network has been found.

(2) In MSCD, nodes in non-hot spots area are used for
clone detection, which extends the life of the network. The
head node rotation mechanism [11] is adopted to balance the
energy consumption of the network, and the standby head
node mechanism [12] is introduced to avoid the influence of
single point failure on the detection method. Under the same
conditions, the additional communication load of clone attack
detection is less than that of similar methods.

(3) Theoretical analysis and simulation results show that
under the premise of credible witness nodes, the clone detec-
tion probability of MSCD can theoretically reach 1. Even
if the number of clone nodes accounts for 10% of the total
number of nodes, the clone detection probability can still be
maintained at 98% to 99%.

The rest of this paper is organized as follows. Section
2 introduces the previous scholar’s researches. Section 3
describes the system model and assumptions. Section 4
introduces the content of MSCD method in detail. Then

section 5 has carried on theory analysis of several aspects.
Section 6 presents simulation results. Finally, it is a summary
of the paper.

II. RELATED WORK
As one of the most harmful attacks on wireless sensor
networks, clone attack has attracted the attention of many
researchers. The detection methods can be divided into dif-
ferent categories according to their characteristics, among
which distributed and centralized [13] is the most common
classification.

A. CENTRALIZED APPROACH
In most centralized methods, the detected tasks are typically
done by base stations or witness nodes in the center of the
area, which store the identity information of the sensor nodes
in the area. The advantage of the centralized methods is
that the additional communication load of clone detection is
small and the detection probability is high under ideal condi-
tions. The shortcoming is that centralized detection methods
will make around the center node energy consume quickly
because of frequent transfer messages, which will lead to
the network lifetime shortened. In addition, it is make the
center node become the main attack target of the attacker.
If the center node fails or compromises, it will have a great
influence on the network [14].

Some researchers have made some improvements against
the shortcomings of the centralized method. H. Choi pro-
posed a detection method based on multiple trees [15]. First,
each node generates a mutually exclusive subset, and then
randomly determines multiple roots in the network and con-
structs its own subtree. Leaf nodes send their subset report to
the parent node step by step. Finally, the root node submits
the report to the base station, and the base station com-
pares whether the subset has intersection to detect the clone
attack. W. Naruephiphat proposed a region-based clustering
detection method [16]. The central node is selected by the
maximal neighbor node method, and the network is divided
into multiple sub-regions. Each sub-region selects a witness
node. The local detection is performed by the witness node.
If there is no abnormality in each sub-area, the central node
performs global detection to save energy consumption of the
network.

B. DISTRIBUTED METHOD
Distributed methods usually select a subset of nodes as wit-
ness nodes, and these witness nodes are located at different
positions on the network. The advantage is that the resource
consumption of the entire network is relatively balanced, and
the disadvantage is that the average energy consumption is
relatively large. The distributed method can be subdivided
into three types according to the way the witness node
chooses, which are: (1) deterministic selection; (2) random-
ness selection; (3) semi-random selection.

The RED [9] is a typical method for deterministic selection
of witnesses. Its witness node is obtained by the mapping
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function of the source node ID so that nodes with the same ID
will select the same witness node. The detection messages of
RED can be sent to the witness nodes at a small cost during
the detection process. However, if the attacker cracks the
mapping function of select the witness node, the witness node
of the entire network node is equivalent to being completely
open to the attacker, and the attacker can easily launch various
attacks.

In order to solve the above problems, the researchers
proposed some methods for randomly selecting witnesses,
such as the CDLR [17] method, the ERCD [18] method,
and the LSCD [19] method. All three methods divide the
network into multiple virtual rings, and randomly select
witness nodes in these rings. In the ERCDmethod, each node
has a circular witness path in the corresponding witness ring.
The detection messages are broadcast in the witness ring and
its neighbor rings to ensure that the witness nodes can receive
the messages. However, the ERCD method requires each
source node to generate a complete witness path in the wit-
ness ring, which may result in greater energy consumption.
The LSCDmethod generates a fixed length witness arc in the
corresponding witness ring, and can dynamically adjust the
number of centrifugal detection paths according to the length
of the witness arc to ensure that the detection messages meet
the witness arc. The shortcoming of the LSCD method is
that each detection starts from the second ring, which will
result in excessive energy consumption of the second ring
and shorten the life of the network. The CDLR method
enables the witness node to receive the legitimacy verification
messages through broadcast in witness ring, but when the
node density is large, a lot of energy consumption will be
generated.

The semi-random method attempts to combine the advan-
tages of the randomness method with the deterministic
method. P-MPC [20] is a typical semi-random method. The
method determines an area based on the mapping function
and then randomly selects the witness in the area. Since
the witness node is selected in two steps, the energy con-
sumption and time complexity of the method are higher than
deterministic.

To sum up, the work of predecessors has greatly improved
the detection probability of clone attacks, but the general
problem is that energy consumption is high, resulting in a
decrease in network lifetime, and most of them are not appli-
cable to multi-base station networks. This paper designing
a distributed clone detection method with random witness
selection through the head node path, not only effectively
improves the detection probability, but the network communi-
cation load and the storage requirements is lower than similar
methods. Meanwhile, the method is suitable for multi-base
station networks.

III. SYSTEM MODEL AND ASSUMPTIONS
This section describes the system model and assumptions
used in this paper. The system model includes the network
model and the attacker model.

A. NETWORK MODEL
In MSCD, the network model consists of multiple local
networks, and the base station is located at the center of
each local network. It is assumed that the base station is
sufficiently secure and will not be damaged by attackers [21].
The sensors in the network are densely and evenly distributed
around the base station. The collected data by sensors is
periodically transmitted to the base station, and the density
of nodes is ρ. It is assumed that each local network is divided
into h concentric virtual rings, which is recorded as 1 to h
according to the distance to the base station. The width of
each ring is equal to the communication radius r of the sensor
nodes, and there are enough nodes in each ring to build a head
node path. since the node in the first m rings frequently trans-
mits data to the base station, and needs to bear a high-intensity
communication load, so the first m rings are divided into
hotspot areas. The clone detection task is completed by the
remaining h-m rings. Multiple local networks use the same
set of identity-based encryption and decryption methods [22],
and base stations can communicate with each other through
data centers (DC).

In Fig.1, a multi-base station network model consisted of
four single-base station networks of ABCD is shown, and
each single-base station network performs clone detection
separately. The base station is responsible for transmitting the
collected data and the abnormal information to the data center
DC. Fig. 2 is a model of a single-base station network, and
each non-hotspot ring has a head node path.

FIGURE 1. Multi-base station network model.

Each node has a unique ID for the entire multi-base sta-
tion network. After the network deployment is complete,
nodes with new IDs are no longer added. The sensor can
obtain its own geographical location information and basic
information of neighbor nodes through existing positioning
methods [23]–[25]. The position of the base station it is
known to all nodes. Each node has a certain amount of energy
and storage space. In addition, the power supply cannot be
replaced.

In order to prevent the attacker from attacking intensively
on the head node and causing the position of the witness
node to be exposed, the correspondence between the source
node ID and the witness node is not saved in the head
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FIGURE 2. Single-base station network model.

node. At the same time, the backup head node mechanism
[11] is introduced, and the backup head node is selected by
calculating the ratio of energy to distance. When the head
node is captured or fails, the standby head node assumes
the task of the head node to ensure that the detection is not
interrupted. The standby head node needs to be authenticated
by the MSCD method to ensure that the clone node is not
selected as the head node. In order to ensure the energy
balance of the network, the head node rotation mechanism
[12] is introduced so that the energy consumption of the same
ring node is basically the same, which avoids shortening the
network lifetime due to head node energy exhaustion. When
the energy of the head node is lower than the threshold or
after a period of time, the standby head node is changed to
a new head node. The combination of these two mechanisms
can ensure that the energy consumption of the head node is
not quickly exhausted, thereby extending the lifetime of the
network.

B. ATTACKER MODEL
After the network deployment is completed, attacker may
launch a clone attack to obtain information collected by the
network or interfere with the normal operation of the network.
First, the attacker needs to capture some legitimate nodes and
obtain key information including encryption and authentica-
tion methods. The attacker’s ability to capture is limited and
does not focus on capturing the nodes in the center of the area,
because the centralized capture will cause the attack behavior
to be easily discovered. Therefore, only a small number of
sensor nodes in the network are randomly captured. Sec-
ond, the attacker obtains a large number of cloned nodes by
copying key information, but cannot create sensor nodes with
new IDs. Next, the cloned node will be redeployed to the
network and exchange information with the new neighbor
nodes and update the adjacency list. At last, the attacker uses
the clone node to launch various internal attacks to affect the
normal operation of the sensor network while avoiding the
exposure of the clone node as much as possible. In addition, if
these clone nodes are selected as witness nodes, they will not

TABLE 1. Symbol and significance.

respond to the verification request of the source node during
the clone detection process.

Attacker can launch two different types of clone attacks.
The first type is a local clone attack. The attacker re-delivers
the copied node to the local network to which the cap-
tured node belongs. The methods of the predecessors are
all proposed to solve this attack mode. The second type is
a global clone attack. An attacker can capture a node of a
local network and copy it to other local networks to reduce
the detection probability of the algorithm. For example, in
the network model shown in Fig. 1, an attacker can capture
nodes in the network A and, after replication, deliver them to
the network B, C, and D. Because the used encryption and
decryption methods are consistent, and nodes of the same
ID may not exist in the same local network, general clone
detection method cannot effectively detect such global clone
attacks.

IV. MSCD METHOD
A. METHOD OVERVIEW
MSCD is a distributed low resource consumption clone attack
detection method that is suitable for multi-base station net-
works. It mainly includes the following three parts:

(1) Establishing the head node path: in the MSCD network
model, the ring m+1 to the ring h are defined as non-hotspot
areas. The base station sends a message to each ring of the
non-hotspot area about starting to establish path, and the
first node that receives the message in each ring is the first
head node. In this paper, the detection range of each head
node is called the detection domain, and the nodes in the
ring determine the detection domain to which they belong
according to the distance to the head node.

(2) Witness selection: after the head node path is estab-
lished, each node determines a ring in non-hotspot area as
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witness ring according to the hash function F (ID, h-m), and
sends a witness selectionmessage to the witness ring. Starting
from the first node that receives the witness selectionmessage
and forwarding k times along the head node path, two nodes
are randomly selected in the detection domain of the current
head node as thewitness node to store thewitness information
carried by the witness selection message. We call this node
that sends the witness selection message the source node of
the witness node.

(3) Legitimacy verification: The source node needs to
perform legality verification before sending the message,
except the message of establishing the head node path and the
message of witness selection [18]. In the legality verification
process, the legitimacy verificationmessage is also forwarded
along the head node path of the witness ring. If a head node
finds that there is a witness node of the source node in its
detection domain, it stops forwarding along the path and
locally broadcasts the legitimacy verification message in its
own detection domain to verify the legality of the source
node. Particularly, if the legitimacy verification message tra-
verses all the head nodes in the witness ring and still does
not match the witness node, then there are considered clone
nodes from other local networks.

B. ESTABLISHING THE HEAD NODE PATH
After the network deployment is completed, any sensor node i
can obtain its own geographical position (Lix,Liy) through the
existing positioning algorithm and exchange ID and position
information with the neighbor node to establish an adjacency
list. The node can determine the ring mark L =DiB/r by the
ratio of the Euclidean distance DiB to the base station and the
radius r of each ring, the expression of DiB is as follows:

DiB =
√
(L ix − Bx)

2
+ (L iy − By)

2

Above expression, (Bx,By) is the coordinate of the base
station. The message that establishe a path along the ring is
forwarded from the base station to the outer ring until the
message is delivered to the ring h. When any node of the non-
hotspot ring receives a message of establishing a ring path,
that is, as the first head node of the ring, and then select the
farthest node in the adjacency list as the second head node.
The path direction (clockwise or counterclockwise) can be
determined by the selection of the first two head nodes. Next,
select the node with the longest projection on the extension
line of the first two head nodes from the neighbor node of
the second head node as the third head node. The node with
the longest projection is selected repeatedly as the next-hop
node until the first node appears again in the selection range
of next-hop node, then mark the first head node as the next
hop node to form a circular path.

In Fig.2, when node b in the non-hotspot ring t receives the
message, it is the first head node of the ring. Then, the node c
farthest from b is selected from the neighbor node of the same
ring of b as the second head node, so it can be determined that
the direction of the ring is clockwise. Next, node d becomes

the third head node as the node with the longest projection
on the extension line bc. Continue to select the next hop node
on the extension line of the line segment until node b appears
again in the selection range of the head node. Take b as the
next hop node and finally the head node path in the ring is
established.

In Fig.3, three possible circumstances of head node selec-
tion are shown. Part1 is a normal circumstance, and the black
node is the node within the communication range of head
node b. The longest projection on the extension line of ab is
L1, so c is taken as the next hop head node. Parts 2 and 3 are
two unusual circumstances that require a new selection of the
head node. The node c with the longest projection within the
communication range of b in part2 is located above b. If c is
used as the next hop node, the path will be set up in reverse.
In part3, no node with positive projection exists within the
communication range of b, the next hop head node need to be
determined by the path of other rings.

FIGURE 3. Head node selection.

In the path establishment process, the head node broadcasts
its own identity information within the communication range.
After receiving the identity information of the head node,
the ordinary node selects the closest head node in the same
ring and applies to join the detection domain of the head node.
The head node saves the ID and position information of the
node in the detection domain.

C. WITNESS SELECTION
After the path of the head node has been established, it is
necessary to select the corresponding witness node for each
node in the network. For each node, a hash function can
determine a non-hotspot ring as a witness ring according to its
ID, and then select two witness nodes in the detection domain
of a head node of the witness ring.

Depending on the location of the witness ring, the witness
selection messages from source node can be sent in three
ways: centrifugal, centripetal, and forwarded in the current
ring. Particularly, if the source node selects a witness in the
ring in which it is located. In order to interfere with the
attacker’s judgment, it is necessary to give the witness selec-
tion message a time-to-live k, and then forward the witness
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selection message along the head node path in the current
ring, and k is a randomly generated integer. When the head
node receives the witness selection message with the time-
to-live, it checks whether the time-to-live of the message
is greater than 0. If it is greater than 0, the time-to-live is
decremented by 1 and then forwarded to the next hop head
node. If the head node finds that the time-to-live of thewitness
selection message is 0, two nodes are randomly selected
in itself detection domain to store witness information. The
witness information includes the ID of the source node and
position information.

As shown in Fig. 4, S1 indicates that the witness node is in
the inner ring of the source node;S2 indicates that the source
node is in the same ring as its corresponding witness, and
node a endows the witness selection message with the time-
to-live of k, and then forwards along the path of the head
node. After the witness selection message reaches the head
node b, the time-to-live is 0, and in the detection domain of b,
two nodes W1 and W2 are randomly selected as the witness
nodes of the node a; S3 indicates that the witness selection
message is being forwarded along the path of the head node;
S4 indicates that the witness node is in the outer ring of the
source node.

FIGURE 4. Witness selection.

In order to avoid information disclosure and more conve-
nient to complete the detection, the detection table of the head
node only stores the ID of source node of all witness nodes
in the detection domain, and does not store the corresponding
relationship between the ID of source node and witness node.
If the number of IDs in the detection table of the head node
is greater than the threshold θ , a new head node is added
between the head node and its next hop head node. The
detection domain and the detection table information of the
head node are updated to make the witness information in
the detection domain be consistent with the detection table.
In section 5, we give the specific process of evenly increasing
the head node.

D. LEGITIMACY VERIFICATION
Each node needs to perform legitimacy verification before
sending a message, except the message of establishing the
head node path and the message of witness selection. The
legitimacy verification message contains the current ID and

position information of the source node. In order to prevent
the clone node from forging its own position, the head node
of the source node should check the correctness of the coor-
dinates when forwarding the message.

In the process of clone node detection of single-base station
network, the position of witness ring is also obtained by
hash function, and then the legitimacy verification message is
forwarded to witness ring. After the head node in the witness
ring receives the detection message, it firstly needs to check
whether the ID is included in its own detection table. If the
ID is not included in the detection table, it will continue
to forward the message along the head node path. Other-
wise, the detection message will be broadcasted in the detec-
tion domain so that the witness node can receive the detection
message, and then the consistency between the detection
message and the witness information stored by the witness
node will be compared. If not consistent, the clone node
will be reported to the base station; if consistent, the node
security will be reported to the head node. The path e→a→b
in Fig. 2 is a simple legitimacy verification process. The
detection domain of head node b contains the witness of
node e, so after receiving the legitimacy verificationmessage,
b will broadcast the message in its detection domain to make
the witness node complete the detection.

In the process of legitimacy verification of the multi-base
station network, if the detection message returns to the head
node of the first received message again, it means that there is
no witness node of the source node in the ring, and the head
node reports to the base station that a clone attack from other
local network is found.

V. THEORETICAL PERFORMANCE ANALYSIS
This section will conduct theoretical analysis on MSCD
through several commonly used indicators, such as detec-
tion probability, communication load, network lifetime and
storage requirements, and provide the corresponding proof
process. Since MSCD method is applied to each local net-
work independently, this paper only analyzes the theoretical
performance of local network.

A. DETECTION PROBABILITY ANALYSIS
The detection probability in this paper refers to the probabil-
ity that the detection message of the source node meets its
witness node and successfully detected a clone attack.
Theorem 1: If the witness node is credible, the clone detec-

tion probability is 1.
Proof: as can be seen from Section IV, the legitimacy

verification message sent by the source node must contain
its real position information. Otherwise, the head node will
detect the abnormality and directly detect the cloned node.

In the MSCD method, all source nodes have two witness
nodes in the corresponding witness ring. The detection mes-
sage is sent along the head node path to the head node where
the witness node is located, and then the head node performs
local broadcast in its detection domain, which can ensure that
the witness node and the detection message must meet each
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other. Therefore, under the condition that the witness node is
credible, the clone detection probability is 1.

B. COMMUNICATION LOAD
For ease of analysis, this paper assumes that all message sizes
are the same. At the same time, during the execution of the
method, the number of messages sent and received is also
the same. Therefore, the communication load and network
lifetime in this section are analyzed only by the number of
messages sent. In addition, because of the random forwarding
of messages and the head node rotation mechanism, it can be
considered that the communication load of nodes in the same
ring is basically the same.
Theorem 2: The communication load Ct

1 of the head node
path establishment process is represented by the formula (1).

C t
1 =

Tnw1f1 + Tn×π r2ρw2f2
π (2t − 1) r2ρ

(1)

Proof: Ct
1 consists of the communication load of head

node selection and the communication load of establishing
detection domain. Assuming the node density in the network
is ρ. w1, f1 respectively represent the size and frequency of
the messages of head node selection. We first calculate the
number of nodes of the entire network, which is Sn= π (hr)2ρ.
Therefore, the number of nodes in the ring t can be expressed
by formula (2).

π(tr)2ρ−π ((t− 1) r)2 ρ = π (2t − 1) r2ρ (2)

θ is the threshold of storage source node IDs in the detec-
tion table. When the ID in the detection table is larger than θ ,
it is necessary to evenly increase the number of head nodes,
We call the path without adding other head nodes as the initial
path. Since the head node of the initial path is determined
according to the longest projection, for the convenience of
calculation, it is assumed that the distance between the head
nodes is r, and the initial path length Tl of the ring t is
approximately equal to the circumference of the outer cir-
cle of the ring t, that is, Tl= 2π tr. Therefore, the number
of head nodes of the initial path is Tl/r = 2π t. The total
number of head nodes of the ring t can be expressed by
equation (3).

This paper gives a method of evenly increasing the head
node: on the line segment formed by a certain head node ti of
the initial path and its next hop head node ti+1, calculate the

d bisector coordinates of the line segment, and then among
the neighbor nodes of ti, the node closest to the bisector
coordinate is selected as the new head node, where d-1 is
the number of head nodes that need to be added between ti
and ti+1.

Tn =


2π t

Sn
θ(h−m)

≤ 2π t⌈
Sn

θ (h−m)

⌉
Sn

θ(h−m)
> 2π t

(3)

The total communication number of the head node selec-
tion is equal to the number of head nodes Tn, so the total
communication load of the head node selection in the ring t
is Tnw1f1. Then the head node broadcasts its own coordinates
to its π r2ρ neighbor nodes, and the communication load for
establishing the detection domain is Tn × πr2ρw2f2, where
w2, f2 is the size and frequency of the broadcast messages.
In summary, the communication load of the head node path
establishment process can be expressed by formula (1).
Theorem 3: The communication load of witness node

selection Ct
2 can be expressed by formula (4), as shown at

the bottom of the page.
Proof: set w3 and f3 as the size and frequency of thewitness

selection messages. For nodes in the hotspot ring t, only the
witness selection messages of the inner ring and the same
ring need to be sent to the outer ring. Therefore, the node
average communication load of the ring t can be expressed
by the formula (5).

π (tr)2 ρw3f3
π (2t − 1) r2ρ

=
t2w3f3
2t − 1

(5)

For the non-hotspot ring t, it is necessary to bear the
1/(h-m) detection task, and naturally there is a 1/(h-m)
node looking for the witness node in the ring t. We first
discuss the average communication load of witness mes-
sages forwarded in the ring t. After the witness messages
arrives at the non-hotspot ring, it is forwarded k times
along the path of the head node and then the witness
messages is randomly forwarded to the two nodes in the
detection domain of the head node. Therefore, the average
communication load of the witness messages forwarded in
the ring t is represented by the formula (6).

1
h− m

×
π (hr)2ρ(k + 2)w3f3
π (2t − 1) r2ρ

=
h2(k + 2)w3f3
(h− m) (2t − 1)

(6)

C t
2 =



t2w3f3
2t− 1

t ≤ m

(h2 (k+ 2)+ (h−m− 1) t2)w3f3
(h−m) (2t− 1)

t = m+ 1(
h2 (k+ 2)+ (h− t) (t− 1)2 + (t−m− 1)

(
h2 − t2

)
+ (h−m− 1)

)
w3f3

(h−m) (2t− 1)
m+ 1 < t < h

h2(k+ 2)w3f3
(h−m) (2t− 1)

+
(h−m− 1)w3f3

h−m
t = h

(4)
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Next we will analyze the average communication load
of the witness messages transferred between the rings.
According to the location of the node, three cases can be
considered.

(1) The node is located in the ring m+1. The (h-m-1)/
(h-m) witness selection messages of the current ring and
its inner ring needs to be forwarded to the outer ring. The
average communication load in this case can be expressed by
formula (7).

h− m− 1
h− m

×
π (tr)2ρw3f3
π (2t − 1) r2ρ

=
(h− m−1)t2w3f3
(h−m)(2t−1)

(7)

(2) The node is located in the ring h. The (h-m-1)/
(h-m) witness selection messages of the ring h needs to be
forwarded to the inner ring. The average communication load
in this case can be expressed by formula (8).

h− m− 1
h− m

×
π (2t − 1) r2ρw3f3
π (2t − 1) r2ρ

=
(h− m−1)w3f3

h− m
(8)

(3) The node is between the ring m+1 and the ring h.
The (h-t)/(h-m) witness selection messages of its inner ring
need to be forwarded to outer ring, the (t-m-1)/(h-m) witness
selection messages of its outer ring need to be forwarded to
inner ring and the (h-m-1)/(h-m) witness selection messages
of its same ring need to be forwarded to other hotspot ring.
The average communication load in this case can be
expressed by formula (9).

((h−t) (t−1)2+(t−m−1)
(
h2−t2

)
+(h−m−1))w3f3

(h−m)(2t−1)
(9)

Therefore, C t
2 can be expressed by formula (4).

Theorem 4: The communication load C t
3 in the legality

verification phase can be expressed by the formula (10), as
shown at the bottom of the page.
Proof: let w4,f4 denote the size and frequency of legality

verification message. Each detection task can be divided
into two parts in the non-hotspot ring. The first part is that
the detection message forward k times along the path of
the head node to find the head node. The communication
load of this part is kw4f4. The second part is to broadcast

the detection message in the detection domain. The average
number of nodes in the detection domain of each head node is
(π (2t− 1) r2ρ)/Tn, and the communication load of this part
is (π (2t− 1) r2ρw4f4)/Tn, so the average communication
load of each node after the detectionmessage reaches the non-
hotspot ring t can be expressed by the formula (11).

Sn(k +
π(2t−1)r2ρ

Tn
)w4f4

(h− m) π (2t − 1) r2ρ
(11)

The communication load process of message passing
between rings is similar to formula (4), and the proof is not
repeated.
Theorem 5: The communication load Ct

4 of the node
located on the ring t transmitting the collected data to the base
station can be expressed by the formula (12).

C t
4 =

(h2 − (t−1)2)w5f5
2t − 1

(12)

Proof: let w5, f5 denote the size and frequency of data
message. After collecting the data, the sensor node transmits
to the base station in a multi-hop manner. The node located
in the ring t needs to transmit the data collected by its outer
ring and the same ring to base station. Therefore,Ct

4 can be
expressed by formula (12). �
Fig.5 shows that the average communication load of the

three methods varies with the number of hotspot rings m, and
m takes 1, 2 and 3 respectively to get three curves. Obviously,
for the MSCD method, the average communication load of
the first ring is the most. This is because the first ring under-
takes the task of transmitting all the data in the network to
the base station. Naturally, the communication load of the
first ring also becomes the restriction of the whole network
lifetime. If the first ring also needs to perform clone detection
task, it will inevitably lead to increased energy consumption,
which also reflects the necessity of dividing hotspots. At the
same time, it can be observed that under the same conditions
of other parameters, the average communication load of the
MSCD method is lower than the CDLR method and the
ERCD method. The main reason is that the MSCD method
has less communication load in the legality verification stage
than the other twomethods. The CDLRmethod uses a form of

C t
3 =



t2w4f4
2t − 1

t < m

Sn(k +
π (2t − 1) r2ρ

Tn
)w4f4

(h− m) π (2t − 1) r2ρ
+
(h−m− 1) t2w4f4
(h− m) (2t − 1)

t = m+1

Sn(k +
π (2t − 1) r2ρ

Tn
)w4f4

(h− m) π (2t − 1) r2ρ
+

(
(h− t) (t − 1)2 + (t − m− 1)

(
h2 − t2

)
+ (h− m− 1)

)
w4f4

(h−m) (2t − 1)
m+1 <t < h

Sn(k +
π (2t − 1) r2ρ

Tn
)w4f4

(h− m) π (2t − 1) r2ρ
+
(h− m− 1)w4f4

h− m
t = h

(10)
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FIGURE 5. The comparison of communication load of three methods
(h=20, f4=10).

FIGURE 6. Clone detection probability (h = 20, f4 = 10).

three-ring broadcast to find witness nodes, while the ERCD
method needs to broadcast messages throughout the witness
ring, so the energy consumption of these two methods is
greater.

C. NETWORK LIFETIME
Network lifetime is another major measure of sensor network
performance. If the energy of any node in the network is
exhausted, the network lifetime is considered to be over. In
order to reduce the difficulty of network lifetime assessment,
we assume that the messages sent by the nodes are the same
size, and the maximum number of messages that can be sent
by each node is Tmax. When the number of messages sent
by the node reaches Tmax, the node energy is considered
exhausted.

According to sectionV, the average communication loadCt

of the ring t is Ct
= Ct

1+C
t
2+C

t
3+C

t
4. Therefore, the network

lifetime TLMSCD can be expressed by formula (13).

TLMSCD =
Tmax

max(C t )
1 ≤ t ≤ h (13)

D. STORAGE REQUIREMENT
Theorem 6: The storage requirements of each node using
MSCD are O(θ).
Proof: in the MSCD method, the storage requirements of

the head node are the largest, mainly including the witness
information and the detection table. The total number of
witness information in a local network is 2π (hr)2 ρ, and

FIGURE 7. The comparison of detection probability of three methods with
different D (h = 20, f4 = 10).

FIGURE 8. The comparison of detection probability of three methods with
different h (f4 = 10).

the number of nodes from the ring m+1 to the ring h is
π (h2 − m2)r2ρ. Therefore, the cost of storing witness infor-
mation for each node can be expressed by formula (14).

2π (hr)2 ρ
π (h2 − m2)r2ρ

=
2h2

h2 − m2 (14)

It can be known from formula (14) that the number of
stored witness node information of each node is related to
the total number of rings h and the number of hotspot rings
m, independent of the number of nodes in the network and
the density. At the same time, since the number of hotspots is
relatively small compared to the total number of rings in the
network, it can be approximated that the storage requirement
for storing witness information is a constant level. Moreover,
since the maximum capacity of the detection table in the head
node does not exceed the threshold θ , the storage require-
ments of each node are O(θ).

VI. SIMULATIONS
This section will continue to evaluate the performance of
the MSCDmethod through simulations, and the performance
comparison with related methods is achieved using matlab
under the same parameter values. Similarly, a local network
is used as a unit for performance evaluation. We placed
4,000 sensors evenly in a ring network with a radius of 800m.
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FIGURE 9. The comparison of network lifetime of three methods with different h (f4 = 10).

FIGURE 10. The comparison of network lifetime of three methods with different f4(h = 20).

FIGURE 11. The comparison of network lifetime of three methods with different D (h = 20, f4 = 10).

The base station is located in the center of the network. The
communication radius of each sensor is 40m. The network is
divided into 20 virtual rings. The width of each ring is 40m,
and the number m of hotspot rings is set to 1 to 3 according to
the energy consumption. In these simulations, the frequency
of head node path establishment, witness selection and data
collection is set same that is f1 = f2 = f3 = f5 = 1.
The clone detection frequency f4 can be freely set depending
on the demand. In the simulation in this section, a general
energy consumption model is used [18], which gives the

energy consumption calculation method for message sending
and receiving. The values of some parameters of the model
are given in Table 2.

In Section V, we demonstrate that the clone detection prob-
ability ofMSCD can reach 1when the witness node is trusted.
However, some of the witness nodes are captured by the
attacker, which may lead to the failure of the clone detection.
As shown in Fig.6, even when the number of cloned nodes
is set to 2%-10%, the detection probability of the MSCD
method is reduced from 100% to 98.6%. it remains at a high
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FIGURE 12. The Comparison of theoretical and simulation network
lifetimes under different h.

level because the probability of two witnesses at the source
node being compromised at the same time is extremely low.

The detection probability of MSCD, ERCD and CDLR
with the average node degree is shown in Fig.7. The average
node degree refers to the number of neighbor nodes of the
node. In the simulation of this paper, the node degree is
between 20 and 30, and the number of clone nodes is fixed.
It can be seen that the variation range of the MSCD method
is the smallest. This is because each source node of the
MSCD has two witness nodes in the detection domain of
the corresponding head node. When the average node degree
reduces and the number of clone nodes is fixed, the MSCD
method still has a higher probability of detecting the clone
node. The ERCD method and the CDLR method are signifi-
cantly reduced. This is because the degree of node reduction
is reduced, which reduces the success rate of the three-ring
broadcast of the ERCD method. In addition, the proportion
of cloned nodes in the CDLR method directly determines the
probability of successful clone detection.

Set the number of clone nodes to 10% of the total number
of normal nodes. It can be seen in Fig. 8 that when the
number of rings of the network changes from 8 to 15,
the detection probability of the three methods remain basi-
cally unchanged, maintaining 99%, 96% and 92% respec-
tively, and MSCD still has the highest detection probability.

Next, we test the impact of the three methods on the
network lifetime by changing the number of network rings h
and the detection frequency f4. We first reflect the changing
trend of network lifetime through changes in the number of
messages. It is assumed here that the size of each message
is 1 bit, that is, w1 = w2 = w3 = w4 = w5= 1 bit,
and the maximum number of transmitted messages Tmax
is 1 million. In other similar methods, the test method of
changing a single parameter is mostly adopted, but the change
of the number of rings h is not considered to affect the optimal
number of hotspots, so that the highest average energy con-
sumption of each ring is not an optimal solution. Therefore,
we will consider the effects of h and m at the same time. For
each network ring number h, determine the optimal number

FIGURE 13. The Comparison of theoretical and simulation network
lifetimes under different f4.

FIGURE 14. The Comparison of theoretical and simulation network
lifetimes under different D.

of hotspots when m is taken from 1 to 3, and then calculate
the highest energy consumption of each ring.

As can be seen in Fig. 9, the network lifetime of MSCD
is at most 2.2 times higher than ERCD and 1.7 times higher
than CDLR. When the total number of rings in the network
is small, the detection tasks undertaken by the rings of the
MSCD method are the main causes of energy consumption.
As the number of rings increases but the total number of nodes
in the network does not change, the number of detection tasks
undertaken by each ring in the MSCD method decreases, and
the data transmission from the first ring node to the base sta-
tion becomes the most energy consuming part, and the energy
consumption of the first ring node become a bottleneck
restricting network lifetime. It can be seen from Fig. 10 that
the energy consumption of the first ring is the bottleneck of
the entire network when the number of clone detections is
not higher 3 times. After the number of detections is more
than 3 times, the energy consumption of the non-hotspot ring
becomes a new life bottleneck. The CDLR method detects
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FIGURE 15. Energy optimization effect comparison.

TABLE 2. Parameters and values.

more than 6 times, forming a new life bottleneck. The number
of detections by theMSCDmethod is more than 10 times, and
the network lifetime is obviously changed.

It can be found from Fig.11 that the network lifetimes of
the three methods basically do not change with the change
of D, and under the same conditions, the network lifetime of
the MSCD method is 1.8 times that of ERCD and 1.4 times
that of CDLR. A separate theoretical analysis cannot truly
reflect the performance of a method, so we use a general
energy consumptionmodel to evaluate the performance of the
MSCD method.

Formula (15) gives the energy consumption expression for
two nodes with distance d to send µ bit data. When the
distance d between the receiving and sending nodes is less
than the distance threshold d0, the free space path loss model
is used, and when d is greater than d0 the multi-path fading
model is used. Here εfs and εamp respectively represent the
energy consumed by the two models of the power ampli-
fier, and Ee represents the energy consumed when receiving
1 bit data.

Er =

{
µEe+µεfsd2 d < d0
µEe+µεampd4 d > d0

(15)

We put the energy model into the derivation of section V
to calculate the real energy consumption of the nodes, and
then simulate the real network lifetime of the sensor network.
At this time, the message size is set to 100 byte, and the initial
energy of the sensor node E is set to 120 J. Figure 12-14
is the comparison between the theoretical network lifetime
and the simulate network lifetime, which further verifies the
rationality of the algorithm. Fig.15 shows the energy opti-
mization effect after using the simplified head node rotation
mechanism. The results show that the introduction of the head
node rotation mechanism can effectively extend the network
lifetime.

Through the comparison of the above parameters, it can
be seen that the performance of MSCD is better than that of
CDLR and ERCD.

VII. CONCLUSION AND FUTURE WORK
In this paper, we propose a clone detection method suit-
able for multi-base station networks (MSCD), which mainly
includes three processes: head node path establishment, wit-
ness selection and legality verification. In theMSCD, running
in each ring network with base station as the center and using
nodes in non-hotspot area to complete clone attack detection,
which reduces the effect of clone attack detection on the
network lifetime; combine the head node rotation mechanism
and the backup head node mechanism to ensure the energy
balance of the network; the ring head node path can find
clone nodes that come from different local networks, which
makes the MSCD method be suitable for the whole multi-
base station network. Further theoretical analysis and simula-
tions prove that the proposed method has better performance
in most aspects and the additional cost is less than similar
methods.

In the next work, we will continue to study efficient clone
detectionmethods under different networkmodels. For exam-
ple, the network model in this paper assumes that the sensor
nodes in the network do not need to sleep, and are always
in working state. In fact, the sensor nodes usually use the
sleep mode to save their own energy consumption, and how
to ensure the detection probability of the method when some
nodes are in the dormant state, which will be the focus of
the next study. At the same time, both the MSCD method
and the similar method assume that the nodes are evenly
distributed in the network, but due to the influence of the
environment, the node distribution is not necessarily uniform,
which may affect the detection probability of the clone detec-
tion method. So we will try to make some improvements in
these parts.
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