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ABSTRACT As a new generation of air transportation surveillance technology, the automatic dependent
surveillance - broadcast (ADS-B) system mainly completes the extraction and processing of the position
information and other additional information of the aviation aircraft to form a clear and intuitive background
map and trajectory. However, ADS-B broadcasts information via open and unencrypted protocols, it is
vulnerable to deliberate intrusions and attacks, which poses a great security risk. This paper studies the
security issues of the ADS-B system in information leakage and tampering. Starting from the vulnerability
of the ADS-B system, it is divided into vulnerability based on attack intention and vulnerability based
on security requirements. Various solutions for solving vulnerabilities from two aspects, secure location
authentication, and secure broadcast authentication are proposed, and the solutions are compared in terms
of security and feasibility. The research results show that a single solution does not fully protect the security
of the ADS-B system. For example, the PKI (Public Key Infrastructure) technology and the SS (Spread
Spectrum) technology can resist most attacks, but there are still deficiencies. Therefore, this paper proposes to
propose amulti-layered security framework in future research work, which includes detecting and preventing
different attacks in the ADS-B system.

INDEX TERMS Automatic dependent surveillance - broadcast (ADS-B), security, vulnerability, authenti-
cation, protection.

I. INTRODUCTION
The normal operation of aviation relies heavily on computer
systems. With the development of information technology,
the links between aviation systems connect more closely,
which also increases the possibility of attackers entering the
system. In recent years, information security incidents in
the global aviation industry have gradually increased, such
as cyber-attacks and ICT (Information and Communications
Technology) dependent disruptions [1]. Table 1 shows the
cyberattacks against ATC (Air Traffic Control) systems in
recent years. Within 2008, a total of 800 network alarm
incidents were discovered, and more than 150 incidents have
not been resolved yet. Besides, Airbus Group revealed in
a report, the company suffers about 12 major cyber-attacks
every year [2].
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More and more people prefer to travel by airplane nowa-
days because of the economic growth and development. Fed-
eral Aviation Administration (FAA) predicts, as of 2033,
the number of passengers in commercial aviation will
increase to an unprecedented 1.15 billion [3]. As a result,
the number of aircraft in the airspace will continue to
increase for the foreseeable future, and the airspace will be
more crowded. In order to enlarge current airspace capacity,
improve flight safety and meet future navigation needs, Fed-
eral Aviation Administration (FAA) was formulated NextGen
(Next Generation Air Transportation System) project in 2004,
the project aims to gradually transform a land-based ATC
system which relies on radar networks into the satellite-based
navigation system, ultimately realizing the modernization
of the National Airspace System. As a pivotal part of the
NextGen project, ADS-B can greatly improve the opera-
tional efficiency of air traffic control and reduce the main-
tenance cost of air traffic control infrastructure. Compared to

VOLUME 8, 2020 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ 122147

https://orcid.org/0000-0002-0691-1767
https://orcid.org/0000-0002-6502-472X


Z. Wu et al.: Security Issues in ADS-B: A Survey

TABLE 1. List of aviation network security incidents in recent years.

traditional radar-based surveillance systems, ADS-B can pro-
vide not only real-time and accurate aircraft positioning infor-
mation, but also has a lower maintenance cost and longer
service life. Specifically, the construction and maintenance
costs of which are only one-tenth of the former [10], [11].
Federal Aviation Administration (FAA) claims, as of Jan-
uary 2020, all commercial aircraft must be retrofitted
ADS-B OUT device [12]. However, as a result of the
internet connection, comprehensiveness, and interoperability
between systems, the implementation of these new tech-
nologies to the aviation industry has brought new network
weakness [13].

In the 1990s, RF communication technology was rela-
tively complex and costly to implement. It was considered
a secure communication method. Therefore, the priority of
ensuring ADS-B communication security was not very high.
Neither the Radio Technical Committee (RTCA) official stan-
dard [14]–[16] nor other concerned demand files [17], [18]
security mentioned in this aspect. While the development of
technology, especially the appearance of the SDR (Software
Defined Radio), enables potential attackers to achieve RF
transmission and reception at a low cost. Because ADS-B
broadcasts information using an open unencrypted protocol,
it lacks relevant security measures, making it vulnerable
to various attacks. Widely reported that in the mainstream
media [19]–[23] and under the impetus of various security
conferences [24], [25], gradually attracted people’s atten-
tion. Researchers have also demonstrated that the security
of ADS-B systems can be easily compromised using exist-
ing hardware and software [26]. Extensive news exposure
prompted ICAO (International Civil Aviation Organization)
to include the safety of civil aviation on the agenda of its
12th Air Navigation Conference, viewed ‘‘cyber safety as a

high-level barrier to implementation’’ and created a working
group to help coordinate stakeholder work [27].

Even if it is not attacked, ADS-B does not have an aux-
iliary mechanism to confirm the position when the trans-
mitter fails. There have been many incidents of dangerous
situations caused by ACAS (Automatic Collision Avoidance
System) or other avionics equipment failures [28], [29].
As 2020 approaches, ADS-B’s security deficiencies have also
raised some concerns in the aviation community about fol-
lowing the NextGen deployment plan. The Attorney General
of the Ministry of Communications mentioned in a report
that NextGen plans to complete the deployment longer than
expected [30]. Therefore, there is an urgent need to solve the
security problem of ADS-B.

A. MOTIVATION
There have been many published research reports on attacks
and security protection schemes suffered by the ADS-B
system. However, as far as we know, existing research has
not dealt well with certain attacks and defense mechanisms
against ADS-B systems. The motivation for writing this arti-
cle is as follows.

1) Existing solutions can only solve one or several kinds
of attacks, but cannot achieve complete defense. There
is no comprehensive defense system.

2) Most of the solutions that have been proposed are
only in the experimental stage, under the designed
experimental environment, and have not been put into
practice.

3) There is less contrast between various ADS-B system
attack and defense mechanisms.

4) Summarize the latest relevant research of ADS-B
system security protection.

122148 VOLUME 8, 2020



Z. Wu et al.: Security Issues in ADS-B: A Survey

TABLE 2. Comparison with existing surveys considering the discussion of ADS-B system security.

Therefore, it is necessary to classify, compare, and summa-
rize the published solutions, analyze the advantages and dis-
advantages, and propose a comprehensive plan as the future
research direction.

B. CONTRIBUTIONS
This article introduces the development status of the ADS-
B system, the existing loopholes and the proposed solutions.
This article has conducted a detailed study of the attacks and
solutions received by the ADS-B system. It is hoped that
the research and summary of this article will help relevant
personnel develop effective defense solutions and protect the
security of the ADS-B system. The new contributions of this
article are as follows.

1) The working principle of the ADS-B system is
analyzed, and the attack scenarios suffered by the
ADS-B system are given in conjunction with the
chart.

2) The published solutions have been evaluated from the
perspectives of system requirements, costs, attack cov-
erage, and implementation difficulty, and their advan-
tages and disadvantages were analyzed.

3) In view of the existing defects and risks, combined with
the new technology blockchain, a solution to use the
blockchain to protect the security of the ADS-B system
is proposed, and it will be the main direction of future
research.

4) Compared with the previous review articles, we have
updated the current solutions, summarized more new
methods, and combined with some existing solutions,
put forward our ideas for the future development of this
field.

In addition, this article is compared with two well-known
review articles in this field. See Table 2 for details.

The remainder of the survey is organized as follows.
Section 2 introduces some related work about how to secure
the ADS-B. Classifies and analyzes ADS-B system vul-
nerabilities in Section 3. In section 4 we analyze current
ADS-B security solutions. Section 5 compares the advantages
and disadvantages of different solutions. Section 6 briefly
describes the current challenges and puts forward the direc-
tion of future development and finally, we draw a conclusion
of this paper in section 7.

II. THREAT TO ADS-B SYSTEM
Figure 1 shows the basic framework of the working principle
of ADS-B.

FIGURE 1. Working principle of the ADS-B system.

First, the aircraft obtains the navigation and position-
ing information transmitted by the satellite through its
own equipped GPS and airborne equipment, and performs
real-time positioning to accurately determine the current
position and speed of the aircraft and other information.
Secondly, the ADS-B sending equipment obtains the required
parameters from the relevant airborne equipment and broad-
casts the information through the digital data link through
broadcast. For different types of messages, the sending equip-
ment broadcasts at different frequencies. At this time, other
aircraft and adjacent ground receiving devices in the adjacent
airspace can receive broadcast messages. The flight data of
the broadcast aircraft can be obtained by receiving and pro-
cessing all the signals that need to be received. At the same
time, the aircraft can also receive broadcast messages sent by
other aircraft. The data transmission between the aircraft and
the aircraft, and between the aircraft and the ground, form an
air-air, air-ground data transmission link.

There are currently three ADS-B data link standards that
have been proposed, namely the secondary surveillance radar
mode S ultra-long message (1090ES), VHF digital link
mode 4, Universal Access Transceiver (UAT) mode. Among
them, UAT and 1090ES are the two most used models at
present, and they have a competitive relationship with each
other. The UAT mode is specifically designed for aviation
services, with a frequency of 978MHz, and new hardware
needs to be installed when it is applied. The 1090ES works at
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a frequency of 1090MHz. When it is used, it can be used by
simply upgrading the aircraft’s original S-mode transponder
system. The relationship is shown in Figure 2.

FIGURE 2. ADS-B protocol hierarchy.

According to the working principle of the ADS-B system,
Figure 3 shows the common attack methods in the actual
situation.

FIGURE 3. Attacks in the real environment.

Current attacks are mainly divided into attacks against
aircraft and attacks against ground stations. Mainly by eaves-
dropping on the message packet, interfering with the sig-
nal propagation, and intercepting the message to modify or
delete. So that the receiver receives the wrong information
or cannot receive the message. Use this to cause damage and
achieve the purpose of the attack.

III. ADS-B SYSTEM VULNERABILITY
ADS-B messages send by radio channels open unencrypted
and do not take any security measures to protect the transmis-
sion of data. Therefore, an attacker can easily launch attacks
such as eavesdropping, jamming, and message modification,
which brings great security risks to large-scale applications
in the latter stage. This section mainly uses two methods to
classify ADS-B system vulnerabilities. Based on attack inten-
tions and based on security requirements, and risk analysis of
different vulnerabilities.

A. ATTACK INTENTION
European Union Agency for Network and Information
Security [31] classifies attackers into three types of
insider attackers, malicious airport/aircraft passengers, and

remote attackers. With traditional wired networks and com-
puter systems of different, the ‘‘internal’’ concept of wireless
communication is not clear. Since both the wireless com-
munication network does not require a physical connection
and without particular physical isolation, they have the same
internal and external access, namely data reception and data
transmission. Referring to the survey by Zargar [32] et al., this
article is classified according to the attacker’s intention. The
target of the attacker is not only the ADS-B system but also
the entire ATC system. We can attack divided into four cate-
gories according to the intention of the attack. Table 3 gives
a detailed classification.

1) INFORMATION COLLECTION/PERSONAL INTEREST
This kind of attack is a passive attack, and its harm is the
lowest, the attacker is mainly amateurs. They can use the
public website [33] or themobile app [34] to display real-time
ADS-B information. Due to the natural openness of the
ADS-B system, the aircraft periodically broadcasts plaintext
information at a fixed frequency using ADS-B technology.
Similarly, they can use inexpensive SDR receivers to collect
and store ADS-B messages from nearby airspace. Although
such attacks will not interfere with normal air traffic, the col-
lection of sensitive information is the basis for launching
other active attacks.

2) ECONOMIC BENEFIT
Attackers in this category usually have a clear purpose, most
have basic hardware and RF communication knowledge, and
are familiar with the various communication protocols in
modern ATC systems. The main purpose of such an attacker
is to generate ghost aircraft or false collision warning sig-
nals, distracting pilots and ground controllers, and disrupting
flights. We can imagine a typical attack scenario, an attacker
uses an SDR transceiver to listen, collect ADS-B messages,
and then change the speed, altitude, etc. of the aircraft in the
message, and then launch it. They usually presuppose a wide
range of failures in the ATC system, using methods such as
extortion to gain substantial economic benefits.

3) TERRORISM
Attackers in this category are the worst and more harmful.
The aviation industry is an important part of the
national infrastructure and the key to sustaining economic
development. As a source of power for national infrastruc-
ture, aviation networks naturally become targets of terrorists
or attackers for political purposes. Traditionally, terrorist
organizations need to use force to hijack or destroy aircraft
to achieve the purpose of the attack. Nowadays, exploiting
the loopholes in wireless air communication can attack the
aircraft from the ground within a safe distance, which will
pose a great threat to national security.

4) CYBER WARFARE
Such attackers usually belong to the military sector of a coun-
try and have sufficient knowledge and near-infinite resources
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TABLE 3. Classification of attack intentions.

to attack the critical infrastructure of another country for
political or military purposes. Such attacks can smash a coun-
try and have a serious economic impact.

Reducing the attacker’s interest in a target is a basic
defense. Therefore, studying the attack intention of the
attacker helps to formulate effective strategies to defend
against possible attacks. These strategies will make the
attacker lose interest in the target, such as making the attack
target technically impossible, otherwise the attacker will be
severely punished (economic loss, life imprisonment, etc.).

B. SECURITY REQUIREMENTS
According to different attack targets, attacks can be classified
into two types, one is attacking navigation information, and
another is attacking ADS-B information. The current ADS-B
mainly relies on GPS navigation signals as the main data
source. When an attacker interferes or modifies the naviga-
tion signal, the aircraft may not be able to receive navigation
signals [35], [36]. This article focuses on attacks targeting
ADS-B information.

In line with the security requirements for the ADS-B infor-
mation attack, it will be classified as authentication, integrity,
confidentiality, and availability of four categories. As shown
in Figure 4, and the detailed description of the security
requirements of the ADS-B system shows in Table 4 [37].

FIGURE 4. ADS-B attack classification.

The following is a detailed analysis of the different attack
categories for the ADS-B system.

TABLE 4. Security requirements of the ADS-B system.

1) MESSAGE INJECTION
Because ADS-B technology does not have an authentication
mechanism, attackers can use existing technology to con-
struct legitimate fake information and inject fake messages
into existing air traffic communications. Schäfer et al. [26]
shows a low-cost broadcast of fake messages using limited
knowledge and common techniques. Similar to jamming
attacks, an attacker can performmessage injections on ground
stations/aircraft, such as ground station target ghost injec-
tions and aircraft target ghost injections. In order to perform
a ground station target ghost attack, the attacker needs to
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create and broadcast fake ADS-B messages with the same
attributes as the real ADS-B message, including speed, loca-
tion, and identification number, so that the receiver cannot
distinguish between normal ADS-B signal and false ADS-B
signal. Eventually, the false target will appear on the network
of the legitimate node, achieving the purpose of the ghost
attack.

2) MESSAGE DELETION
As for this type of attack, the legal message from the ADS-B
net can delete by an attacker. One way is for an attacker to
generate a sufficient number of bit errors in an ADS-B mes-
sage. The ADS-B message has a 24-bit parity data segment
that supports the correction of up to 5-bit errors. Any mes-
sage that exceeds 5-bit errors will be considered a corrupted
message and will be discarded. Alternatively, the attacker can
generate a synchronization signal with the target ADS-B that
is opposite in phase to the target ADS-B signal, so that it
can partially or eliminate and destroy the ADS-B message.
However, implementing such attacks requires strict time syn-
chronization, which is technically complex and inefficient.
In both cases, the aircraft will disappear on the surveillance
system, increasing the risk of aircraft collisions.

3) MESSAGE MODIFICATION
Because such attacks require modification of messages from
legitimate nodes in the network, they are the most difficult of
all attacks. Implementing such an attack requires an attacker
to access legitimate network devices, which is too hard in
reality. However, there are other ways to perform such an
attack. For example, overlay, bit flipping, and combined mes-
sage deletion and injection [37].

In an overlay attack, an attacker can replace or change a
legitimate message by transmitting a high-power signal. This
type of attack is different from a jamming attack. The cover-
age target is a specific node rather than the entire channel. The
target of the jamming attack is the entire channel. Bit flipping
means that the attacker achieves the purpose of flipping the
bit in the message by superimposing the fake information.
Of course, simultaneously implementing message deletion
and modification can also achieve the purpose of modifying
the message. See the survey by Pöpper et al. [38] and
Wilhelm et al. [39] for details.

4) EAVESDROPPING
Eavesdropping, message interception, or aircraft reconnais-
sance attacks are all categories of eavesdropping, which
refers to the behavior of an attacker maliciously collecting
and analyzing wireless signals. Since ADS-B sends plaintext
information over an unencrypted wireless channel. It is nat-
urally open, and any third party can receive its information
utilizing a radio frequency transceiver. So eavesdropping is
the most direct weakness of ADS-B.

Since the advent of ADS-B technology, eavesdropping
has been a closely watched issue. While some services can
legitimately use this feature to track air traffic, providing

services to consumers, for example, the flightradar24.com
provides consumers with real-time global flight tracking
service through its ADS-B network data across more than
20,000 ADS-B receivers worldwide. However, it does not
rule out that some malicious attackers can use this vulner-
ability to launch some complex attacks. Furthermore, even
message encryption may have eavesdropped, let alone the
ADS-B message is not encrypted. While a few countries, for
example, the United Kingdom, have enacted laws to listen to
broadcast information to unintended recipients. The current
technical reality has made it difficult to implement these laws
effectively.

5) JAMMING
Since ADS-B broadcasts messages in random burst mode and
does not have a collision detection mechanism. In a jamming
attack, an attacker only needs to send a large amount of strong
power data in the same frequency band, which can hinder the
real participation in the communication session. The sender
sends or receives data, which reduces the service capabil-
ity of the attack target, and ultimately prevents the attacker
from providing normal services to the user. In addition,
Wilhelm et al. [40] mentions that real-time reactive jamming
only for existing data packets in the air has proven to be
feasible. Jamming is a common problem in wireless net-
works. Considering the openness of aviation networks and
the special nature of air traffic data, its risk in the aviation
industry has been further amplified.

In addition to the ADS-B receiver, the PSR (Primary
Surveillance Radar) may also be a jamming target for the
attacker. Due to factors such as the rotating antenna of the
PSR and high power, it is difficult to implement. In the survey
by Adamy et al. [41] can find a detailed introduction to radar
and jamming.

There are two main types of jamming attacks against
ADS-B, namely Ground Station Flood Denial and Aircraft
Flood Denial [42]. The purpose of these attacks is to inter-
rupt the monitoring network by jamming the communication
channel. Launching a ground station flood attack is easier
than an aircraft flood attack. Because the attacker can attack
the closest possible target and therefore requires less energy
to attack. If the attacker intends to interfere with aircraft
signals on the ground, a very high-power interference signal
is required, so this situation is hard to occur.

Table 5 summarizes and compares the ADS-B attacks
according to the degree of difficulty, the harms generated, etc.

Because ADS-B transmits data over an open and unen-
crypted wireless channel, it is vulnerable to eavesdropping.
Eavesdropping is a passive attack, and eavesdropping itself
does not cause any damage to the ATC system, so it is
classified as the lowest hazard.

Message deletion attacks are of moderate risk because they
require time synchronization, which reduces the possibility
of performing this attack. In addition, the impact of mes-
sage deletion attacks on ATC and surveillance systems is
moderate. Even if the attacker’s attack causes the aircraft to
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TABLE 5. ADS-B vulnerability risk analysis.

disappear from the control terminal, the backup system still
supports the surveillance system. For example, multilateral
flight, thereby reducing the harm of this attack. Similar to the
message deletion attack, jamming attacks have the same risks
and may cause the aircraft to disappear. However, because
jamming attacks do not require time synchronization, the pos-
sibility of such attacks is relatively high and is of moderate
risk.

Message modification attacks on air traffic safety impact
of the largest. Because the attacker could hijack the aircraft
remotely and cause the aircraft to collide [37]. However,
message modification attacks require strict time synchro-
nization and higher complexity. Therefore, this possibility of
performing this attack is minimal.

Message injection attacks can inject a large amount of fake
aircraft information into the communication channel, which
can seriously disrupt air traffic and cause aircraft collision.
Hence, give this type of attack the highest risk.

IV. CURRENT ADS-B SECURITY SOLUTION
As mentioned above, over the past decade, more and more
researchers have participated in the ADS-B security research
and proposed various solutions to enhance the security of
ADS-B. There are two main types of current ADS-B secu-
rity solutions [43], secure location verification and secure
broadcast authentication. Figure 5 shows the specific classi-
fication [44]. In this section, we will analyze the merits and
demerits of each scenario in detail.

A. SECURE LOCATION VERIFICATION
Unlike secure broadcast authentication, the aim is to verify
the safety position of the aircraft or other communication par-
ticipant’s authenticity of location information cross-checked.
The core is to find the real location information of the sender
and verify the authenticity by cross-validating with the loca-
tion information [44]. In addition, this location information

FIGURE 5. ADS-B Solution Classification.

can be used in conjunction with ADS-B and radar to provide
an alternative solution when the navigation system fails.

1) MULTILATERATION
Multilateration technology is based on the signal arrival time
difference (TDOA) [45] positioning principle. The system
calculates multiple (at least three) ground stations by receiv-
ing periodic reports from the aircraft, or secondary radar
interrogation signals, or TCAS (Traffic Collision Avoidance
System) response signals. The time difference of the same
signal is received and a hyperbolic equation is established
to determine the position of the aircraft. Figure 6 shows the
TDOA [46].

Multilateration technology is now applied to the Advanced
Scene Motion Guidance Control System (A-SMGCS),
in addition to its scalability, easy verification of data availabil-
ity, high redundancy, and low cost, especially for multi-point
monitoring. The system can fully utilize the ADS-B ground
station, making it an ideal ADS-B positioning monitoring
backup system.

There have been several research literatures on multilat-
eration of ADS-B signals. Kaune et al. [47] established an
exclusive cut-price test bench that can use ADS-B signals
for multilateration. Smith et al. [48] proposed a method of
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FIGURE 6. TDOA hyperboloid intersection.

multilateral technology that provides authentication and
ADS-B communications backup. Johnson et al. [49]
described their work in the Afghan theater, and the results
prove that regional multi-point positioning is an adaptive and
reliable monitoring solution. Daskalakis [50] conducted a
regional multilateration (WAMLAT(Wide Area Multilatera-
tion)) technique to track the low-altitude helicopter and route
flight experiments in the Gulf of Mexico, the results show
that the effect is comparable to SSR (Secondary Surveillance
Radar), surveillance. MITRE [51] analyzed the possibility
authorized by the US Federal Aviation Administration estab-
lished WAMLAT selective navigation system in the United
States airspace.

However, ICAO also lists some known shortcomings of
multilateration as follows [52].

1) Susceptible to multipath effects.
2) Requires multiple receiving stations to correctly

receive signals.
3) The central processing station must be connected to

multiple receiving stations.
4) It is difficult and expensive to deploy sensors in remote

areas.

In addition, Schuchman et al. [53] also mention the method
by which an attacker deceives a multilateration system. Mul-
tilateration technology requires the cooperation of multiple
ground equipment and is not suitable for air-to-air commu-
nication scenarios between aircraft and aircraft. However,
this technology can be used in conjunction with data fusion
technology as a backup system for ADS-B systems. It is
worth noting that the use of multilateration technology
as a backup system, although increasing the reliability of
ADS-B, adding a backup system, indirectly increasing the
running cost of the ADS-B, and weakening the low-cost
advantage of the ADS-B system.

2) KALMAN FILTERING
Kalman filtering has been used in ATC systems that GPS
signal is filtered to avoid planes collided in the coasting
condition [37], [54]. TheKalman filteringmethod is amethod

of processing ADS-B data by using a Kalman filtering. The
Kalman filtering can clear invalid data, smooth fill missing
data, filter signal noise, and obtain ideal and accurate flight
status values. It is mainly used for the ground system to
filtrate and validate the ADS-B report the aircraft state vector
and the track changes, and these data plausibility check [55].

Krozel et al. [56] proposed a multivariate Kalman fil-
tering method. The method combines the actual motion of
the aircraft with the intent information in the ADS-B infor-
mation to form a correlation function. Figure 7 shows a
schematic diagram of the correlation function [56]. Among
them, the validity verification of the intent information is
divided into two parts, geometric conformity verification and
purpose matching verification. The correlation function is
used to find the correlation between the aircraft motion and
the broadcast intention, the geometric coincidence verifica-
tion verifies whether the flight between the turning points
of the aircraft meets the required navigation performance.
Objective to verify whether the pilot is flying according to the
broadcast intention, decompose the aircraft motion state into
the horizontal track, vertical track, and speed, respectively
establish correlation function, obtain the correlation degree of
each corresponding motion state corresponding vector. Then
establish the target model and calculate the integrity of the
ADS-B intent information is evaluated based on the Required
Navigation Performance (RNP).

FIGURE 7. Correlation function with previous and current values.

Kovell et al. [57] noted Kalman filter has been widely used
since the ADS-B related systems, it is necessary to differ-
entiate between the different categories of data processing
filter. Such as handling aircraft GPS position information
and mentioned in the text the Kalman filtering for handling
real-time position information declarations. Kovell et al. [57]
used the data of the ADS-B system and other monitoring
system data for data fusion, and proposed an encryption
method and positioning technology for protecting the ADS-B
system. In addition, the Kalman filter and group verification
are studied to develop more reliable positioning methods.

Kalman filtering is an algorithm that uses the linear system
state equation to observe the system input and output data to
optimally estimate the state of the system. It is characterized
by processing noisy input and observation signals based on
linear state space representation to obtain a system state or
real signal. In the field of civil aviation, it is mainly used to
detect whether the flight route of the aircraft is consistent with
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the predetermined route. Perform relevant calculations on the
aircraft’s real course and flight plan, and determine whether
the aircraft is driving normally according to the calculation
results. The Kalman filter has a large amount of calculation
when the complexity of the operation increases, the operation
time becomes longer, which greatly affects the positioning of
the aircraft. Moreover, when the moving object is blocked for
a long time, the target will be lost.

From the attacker’s point of view, there are two main
vulnerabilities in the current Kalman filtering method. One is
the frog boiling attack [58]. Such an attack can jam the signal
of the real node and inject the false position information at
a slow rate so that the Kalman filtering cannot know the
change of the signal. One is a denial of service attack. Since
the Kalman filtering processes data for a long time, as the
complexity increases, the probability of being subjected to a
denial of service attack is greater.

FIGURE 8. ADS-B group concept.

3) GROUP CERTIFICATION
Sampigethaya et al. [59] proposes that group authentication
can be used to solve ADS-B security and privacy issues.
Figure 8 shows the concept of the group [59]. The group
authentication mainly uses the multilateration technology
between members in the group to verify the location decla-
ration information of the members in the non-group, thereby
ensuring the communication security of the ADS-B IN. Four
or more aircraft first authenticate each other to establish a
trust to become a member of a group. Then utilizing multilat-
eration techniques based on signal strength or signal arrival
time difference, the air position of non-groupmembers can be
identified. Once a false location report is found, the aircraft
in the other group will be notified and appropriate action will
be taken.

However, group certification requires the aircraft to be
equipped with ADS-B IN to operate multilateration tech-
nology [37]. According to the ADS-B specification, ADS-B
IN is an optional feature, so not all commercial aircraft
have ADS-B IN functionality. Adding additional features will
increase the operating cost of the system. In addition, ADS-B
is a single communication, and it is more difficult to establish
trust between aircraft.

4) DATA FUSION
Data fusion results in more accurate and reliable results than
single-source data by fusing and correlating data from differ-
ent sources. Data fusion can be done in different ways, such
as probabilistic modeling and analysis, machine learning, and
fuzzy logic [37]. No need to change the ADS-B message
format and protocol for data fusion, and is compatible with
legacy systems.

Baud et al. [60] do the data fusion between radar and
ADS-B, and the results showed that the method could
improve the actual tracking quality. Regarding ADS-B secu-
rity, the authors recommend inter-checking ADS-B location
data with data from the else isolated source. For example,
multilateration, radar systems, and FPD (Flat Panel Display).
Mixed estimation arithmetic combining multiple sensors dif-
ferent monitoring techniques (Primary Surveillance Radar,
Secondary Surveillance Radar), and FPD is proposed by
Liu et al. [61].

In fact, multiple integrated systems have been deployed
to improve airport security, such as ASDE-X, which essen-
tially uses data fusion technology to fuse multiple subsystem
data (ADS-B, multilateration, aircraft technical data, Radar
data, etc.).

Tang et al. [62] discusses the problem of the coordinate
system between ADS-B data and radar data and proposes the
use of uniform Cartesian coordinates. In addition to the coor-
dinate system problem, data fusion requires data synchro-
nization between different data sources, such as the location
information of the ADS-B system and multilateration or GPS
data synchronization.

FIGURE 9. Principle of the distance bounding protocols.

5) DISTANCE BOUNDING
This type of secure location verification is an intra-area
scheme. The principle that the transmission speed of the
signal is the same as the speed of light is the core of this
solution [63]. Figure 9 shows the principle. The proof node
P passes the challenge message of the verification node V to
prove that the node P is within the communication range of
the challenge node. The upper limit of the distance between
the nodes P and V is determined by proving the turnaround
time of the challenge information and the response informa-
tion between the node P and the verification node V and the
signal processing time. The correctness of all nodes claiming
location information can verify by the distance between P
and V. In addition, triangulation and distance boundaries can
determine the practical location of the node.
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The survey by Tippenhauer et al. [64] studied the influence
of the distance bounding on the mobile node, and the results
show that the distance bounding is not a suitable choice for
nodes moving at high speed. In a high-speed mobile node
scenario, the distance bounding takes about 600ms to achieve
full positioning. For the aircraft, it has moved hundreds of
meters.

Similar to the concept of distance bounding, Kim et al. [45]
proposed a method for signal transmission time. The basic
principle is that when the signal propagates between the
sender and the receiver, the propagation time is within
a certain range. When there is a spoofed message, the
propagation time will increase. With time, the propagation
time will be It is longer than the normal signal propaga-
tion time, and the time is used as the standard to better
identify spoofed messages, to resist spoofed ADS-B mes-
sages. This method uses a small timestamp value, which
is called ADS-B (ADS-BT) with a timestamp. ADS-BT
monitors the difference between the time of flight based on
timestamp values and the time of flight based on position
data. Experiments show that the scheme can detect decep-
tive signals to a large extent, with a high recognition rate
and low cost, but it needs to modify the current ADS-B
protocol.

6) TRAFFIC MODELING
In the case of providing a certain level of security and ver-
ify the aircraft’s position in the ADS-B transmission net-
work, historical air traffic control data, and data mining
techniques can be used to model and use the model to iden-
tify false location information or other malicious activities.
For example, the received signal strength is inversely
proportional to the distance, and the authenticity of the posi-
tion information can be discriminated by this simple rela-
tionship. It is also possible to combine the signal arrival
angle with the received signal strength and determine the
authenticity of the position information about the historical
data.

Finke et al. [65] proposed a statistical model to ver-
ify the location information claimed by nodes in the car
network. The model considers the difference between the
location information and the estimated location informa-
tion claimed by the node as a random variable over some
time. Based on the central limit theorem, when the observed
value reaches a certain number, the position difference value
conforms to the normal distribution. Therefore, the sta-
tistical model can declare the location information of the
node.

Zhang et al. [66] propose an online 4D-TP method, which
consists of the preparation process, calculation process, and
updating process. The updating process plays themost impor-
tant role in the online 4D-TP method. The process including
current trajectory updating and aircraft intent updating. The
receiver on aircraft could receive the message and decompose
and decode the message to determine the flight identification,
position, and velocity of every aircraft.

B. SECURE BROADCAST AUTHENTICATION
In the related art, for example, wireless sensor networks and
mobile ad hoc networks, broadcast authentication protocols
play an important role in protecting data security. Secure
broadcast authentication is a preventive/wireless network
attacks possible method of detection. The security condition
of secure broadcast authentication means that no attacker can
forge the correct broadcast data packet. Authentication itself
does not preventmalicious nodes frommaking erroneous data
packets to interfere with the operation of the system. Only to
ensure that authorized nodes must send the correct data pack-
ets. For more information on secure broadcast authentication,
please refer to the survey by Perrig et al. [67].

Since there is no double-sided communication and
trustworthy transmission between ADS-B network partic-
ipants, compared with the peer-to-peer communications,
ADS-B message network identity verification more diffi-
cult [37]. Given compatibility and international interoperabil-
ity, the original designer designed the ADS-B network as an
overt, unencrypted protocol. The goal of secure broadcast
authentication is to provide an authentication mechanism for
ADS-B based on the retention of ADS-B openness. Accord-
ing to different implementations, secure broadcast authenti-
cation can be further divided into an encryption method and
a non-encryption method.

1) NON-ENCRYPTED SCHEMES
As mentioned earlier, the application is more difficult due
to key distribution and management issues with encryption
solutions and incompatibility with existing ADS-B infras-
tructure. The non-encryption method has no key distribution
and management problems, mainly including fingerprint-
ing technology and spread spectrum technology. Currently,
there are only a few non-encryption schemes to improve
the security of ADS-B. Zeng [68] presents three techniques
to enhance or replace traditional encryption, software-based
fingerprinting, hardware-based fingerprinting, and channel-
based fingerprinting. In the survey by Danev et al. [69]
can find more physical layer identification techniques for
wireless devices. Li et al. [70] analyzed common attack
models for highly concealed ADS-B data attacks. Based on
the capabilities of existing ground stations and aircraft, they
proposed a comprehensive detection scheme, including flight
plan verification and single-node data detection. And group
data detection to generate a comprehensive attack probability,
and as a reference to judge the attack. The results show that
the sequential collaborative detection strategy is effective in
terms of effectiveness and accuracy, especially against ran-
dom deviation injection attacks, constant deviation injection
attacks, and DOS attacks.

a: SOFTWARE-BASED FINGERPRINTING
The software-based fingerprinting method distinguishes dif-
ferent devices by different modes or behaviors of software
running on the wireless device. For a given network device,
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different manufacturers’ software development teams typi-
cally use a variety of different methods when implementing
software. So, classification and identification of different net-
work devices are done through these differences. However,
most airlines today use very alike or identical hardware,
making them difficult to distinguish even more difficult.
On the one hand, they are more susceptible to attack by
potential attackers, and on the other hand, they aremore easily
researched, and copied by potential attackers.

b: HARDWARE-BASED FINGERPRINTING
Hardware-based fingerprinting methods attempt to classify
and identify different network devices through hardware dif-
ferences. For example, radiofrequency fingerprinting, which
uses the opening or closing of transient differences or mod-
ulation differences of radio signals as device signatures for
classification [71]. However, this method is mainly used for
non-mobile devices and is close to the transmitting antenna,
which makes it difficult to apply in a highly dynamic,
long-distance ADS-B network.

Clock skew is another way to distinguish between different
hardware. Since there are no two fully synchronized clocks,
you can use the time difference to construct distinct signatures
for network devices and identities [37]. However, this method
requires a timestamp to be added to the message. In addition,
an attackermay eavesdrop on the communication information
and simulate the jitter of the clock [72].

c: CHANNEL-BASED FINGERPRINTING
This type of fingerprinting identification method utilizes
the natural features of the communication channel, such as
received signal strength, channel impulse response, and car-
rier phase [37], and has been documented to replace tradi-
tional authentication and verification techniques [73]–[75].
They are relatively easy to implement in wireless systems
and can provide reasonable security without much overhead.
Mauro et al. [76] proposed using the carrier phase as a feature
of aircraft classification to distinguish between real and false
messages. Finally, the authors point out that combining the
carrier phase with other characteristics of themessage (carrier
frequency stability, pulse shape, message time information,
etc.) can be used for more complex classifications, thereby
greatly improving the security of ADS-B [77].

d: SPREAD SPECTRUM TECHNOLOGY
Spread spectrum technology is mainly used in wireless
communication to combat jamming and eavesdropping,
including direct sequence spread spectrum (DSSS) and
frequency-hopping spread spectrum (FHSS). The transmitter
and receiver need to pre-share the spreading code or fre-
quency hopping mode during use. Therefore, similar to the
encryption scheme, spread spectrum technology also has key
management and distribution issues.

In order to eliminate the problem of pre-shared spreading
codes/modes, Strasser et al. [78], Pöpper et al. [79], and
Liu et al. [80] proposed the non-coordinated spread spectrum

technique. Different from the pre-shared spreading code,
in the uncoordinated spread spectrum, the sender and the
receiver do not need to pre-share the spreading code, but
randomly jump to different channels or randomly use the
spreading code, so the attacker cannot be effective eavesdrop
or jam the channel. The corresponding disadvantage is that
bandwidth resources are wasted because most of the time the
communication parties are not on the same channel. Although
spread spectrum technology can effectively resist various
attacks, its inherently low performance and time extension
make it difficult to use in ADS-B systems.

2) ENCRYPTION SCHEMES
In wireless networks, encryption measures are a method
of protecting communications that have been tested and
put into use. Therefore, it needs to be considered in the
ADS-B network. According to whether the encryption key
and the decryption key are the same, the encryption method
can be divided into symmetric encryption and asymmetric
encryption.

a: PUBLIC KEY ENCRYPTION
The digital signature is the reverse application of public-key
cryptography. Encrypt the message with the private key, and
decrypt the message with the public key. Zhou et al. [81]
proposed a lightweight IBV signature scheme. Improve the
security of batch message authentication and have better
resistance to replay attacks. The scheme has strong robust-
ness to adaptive selection message attacks under the random
oracle model, point addition computations instead of hash-
to-point or pairing operations. Experimental results show that
the scheme has a good computational cost and transmission
overhead The advantages. However, this scheme is only in
the theoretical experimental stage, and cannot be applied in
practice.

Wesson et al. [82] researched the encryption scheme
adopted to protect the security of ADS-B messages. They
analyze the advantages and disadvantages of symmetric
encryption, asymmetric encryption, digital signature, and
corresponding key management in detail. Finally, it is con-
cluded that asymmetric encryption is the only feasible
encryption method, and the ECDSA (Elliptic Curve Digital
Signature Algorithm) signature length is the smallest, so it is
also the best solution. ECDSA signature is 448 bit in length.
The author has given two broadcast methods. One is to divide
the 560 bit into nine sequences, the first sequence is 112 bit,
followed by eight 56 bit sequences, there are delays in both
methods. In order to reduce the delay of data, the authors pro-
pose that the DME (distance measuring equipment) band can
be used to broadcast ADS-B messages containing signatures.

Unlike symmetric encryption, public-key encryption does
not require the communication partner to share the pre-key.
Pan Weijun et al. [83] proposed a data authentication scheme
based on elliptic curve cryptography (ECC) and X.509 cer-
tificate [44]. Figure 10 shows the certification scheme [84].
The scheme uses the ECSDA algorithm to generate signatures
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FIGURE 10. Encryption scheme ADS-B data authentication scheme.

for ADS-B data and timestamps, providing integrity and
non-repudiation for ADS-B data. Since the signature length
is too long, this scheme is only applicable to the UAT data
chain rather than the 1090ES data link. The UAT can provide
a longer message bit than the 1090ES, with a payload of 16 or
32 bytes when transmitted from the aircraft [85]. In addition,
to separate and assemble the signature data, the scheme also
requires 5 bit of additional information. Because public-key
encryption is used, the communication parties don’t need to
share the key in advance. However, since it is necessary to
ensure the validity and authenticity of the public key, PKI
(Public Key Infrastructure) needs to be deployed to manage
and store certificates. As the number of aircraft increases, the
revocation, update, and storage of certificates will become
very frequent, which is not only costly but also less scalable.
In addition, the performance of asymmetric encryption is also
poorer than symmetric encryption. The main challenge of
public-key cryptography is to solve the scalability and cost
of public key infrastructure (PKI) for digital signatures [86].

In order to solve the problem of symmetric encryption
shared key and improve encryption efficiency, Baek et al. [87]
proposed a phased hybrid encryption scheme based on iden-
tity in 2017. Figure 11 shows the block diagram of the
scheme [87]. The scheme divides encryption into two phases,
key encryption, and data encryption. Key encryption uses
identity-based encryption, so there is no need to manage cer-
tificates. Data encryption uses symmetric encryption, which
is faster and more efficient than public-key encryption. The
first is the key-encryption phase. The sender uses the recipi-
ent’s ID as the public key of the key-encryption phase. This
public key is used to encrypt the private key to be used
in the next stage (data encryption stage). Then, the private
key encrypts the data, and the receiver first receives the key
ciphertext. In order to obtain the private key of the encrypted
data, the receiver needs to decrypt the private key of the
key-encryption stage to obtain the data encryption key. The
receiver can decrypt the received data ciphertext by decrypt-
ing the key. However, this solution requires the sender to store

the recipient’s ID in advance and needs to know the ground
station or other aircraft around the aircraft in advance, and
only one receiver at a time.

FIGURE 11. Identity-based phased encryption scheme.

To delete PKI in public-key encryption and increase the
efficiency of public-key encryption signature, considering
the limited computing power of ADS-B airborne equipment,
BaeK [84] et al. proposed an offline/online signature method
in 2013, which is based on the identity signature system
does not require the participation of PKI. Since the identity-
based cryptosystem mostly requires complex bilinear pairing
operations. In order to improve the signature efficiency, the
method operates to separate the signature method of varying
complexity, and a lot of complex operations that are not
related to themessages to be signed during the offline phase is
completed [10]. Sign the message with a few low-complexity
calculations.

The characteristics of the transmission link with reference
to ADS-B data at a lower bandwidth, Yang et al. [85] pro-
posed an identity authentication scheme that supports mes-
sage recovery. Because the message can be recovered from
the signature, it indirectly reduces the length of the message,
saves communication costs during ADS-B information trans-
mission [10].

FIGURE 12. ADS-B authentication framework.

From the perspective of improving the efficiency of recip-
ient authentication, Yang et al. [43] proposed a hierarchi-
cal authentication scheme that supports batch authentication.
Figure 12 shows the certification scheme [44]. The program
is divided into two sub-programs. Partial batch certifica-
tion and full batch certification. Partial batch authentica-
tion supports multiple authentications of multiple signatures
of the same signer at one time. Full batch authentication
supports different signatures of multiple different signers at
one time, improving authentication efficiency. However, this
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method requires complicated ‘‘mapped to point’’ operation
in the authentication phase [10]. As the number of signatures
increases, the number of computations increases. In addition,
in the solution to support full batch certification, this method
also requires PKI (Public Key Infrastructure) to ensure the
identity of the aircraft or airline, increased operating and
maintenance costs of the system.

In order to overcome some of the shortcomings of Yang’s
scheme. He et al. [88] proposed an improved scheme to
support batch authentication. Compared with Yang’s scheme,
He’s scheme removes complicated ‘‘mapped to point’’ opera-
tions because there is no PKI participation, therefore, it does
not require a management certificate. However, both of the
communication schemes ADS-B data link cost is increased,
the longer the signature generated [10]. To improve the
computational efficiency of signatures, Thumbur et al. [89]
recently proposed a batch authentication scheme to remove
bilinear pairs, eliminating complex bilinear pairing opera-
tions, reducing the complexity of signatures and improving
the efficiency of signature generation.

After analyzing various solutions, Robinson [90] proposed
creating a PKI infrastructure for the aircraft assets distribu-
tion system (AADS). Figure 13 shows the structure [90].
Although the main focus of this work on the ground to
distribute software and data, rather than the ADS-B proto-
col. The authors identified the requirements and necessities
of the aviation industry from the proposed PKI infrastructure.
The system can also be used to protect air traffic control data.
At the same time, the author points out that since there is
no centralized authority in the ad hoc network, the method
of using pre-loaded trust certificates can be used as a short-
term solution before developing a more structured long-term
public key infrastructure.

FIGURE 13. PKI structure diagram.

b: SYMMETRIC ENCRYPTION
Samuelson et al. [91] proposed using Message Authentica-
tion Code and encryption technology to protect the message
content of ADS-B. In the authentication scheme, all partici-
pants send messages in cleartext. The message authentication
code is appended to the normal ADS-B message to provide
identity authentication for the participants. Regardless of

whether the verification is passed, all participants can see all
the data, thus retaining the openness of the ADS-B system.
Figure 14 shows the certification scheme [91].

FIGURE 14. Scheme of the message authentication code.

Unlike the authentication scheme, encryption changes the
original content of the message, and only the participants
of the key can correctly interpret the received message. Since
the ciphertext length of the public key encryption is long,
the typical length is 1024 bit, and the UAT has only 272 bit of
data bit, Samuelson et al. believe that encrypting the session
key using the public key is an alternative. Figure 15 shows
the encryption scheme [91]. After analyzing the feasibility
of encrypting ADS-B messages. Jochum et al. [92] also
proposed a similar encryption scheme, but both gave a rough
encryption framework, and no specific encryption algorithm
was given.

FIGURE 15. Encryption scheme.

Since ADS-B has limited data bit (UAT 272 bit, 1090ES
112 bit), and the ciphertext length of common encryption
algorithms is long, in order to reduce the ciphertext length,
Finke et al. [65] propose to use format-preserving encryption
to encrypts ADS-B messages. Fixed-length messages that do
not conform to the standard block size (64/128 bit) mainly
use reserved format encryption algorithms and is often used
to encrypt sensitive data such as credit card numbers and
ID numbers in the database [93]. Unlike traditional packet
encryption, the reserved format encryption does not extend
the data. The ciphertext that retains the format encryption
has the same format as the plaintext, thus minimizing the
occupation of data bit by the ciphertext.

In order to preserve the openness of the ADS-B system,
unlike Finke et al. [65] for ADS-B complete data encryption,
Yang et al. [94] also use the reserved format encryption,
but only the AA field of the ADS-B message is encrypted.
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After receiving an ADS-Bmessage, an unauthorized user will
not be able to correctly decrypt the aircraft’s identity infor-
mation, thereby defending against aircraft reconnaissance
attacks. Since the data segment is not encrypted, a certain
degree of confidentiality is provided on the basis of ensuring
the openness of the ADS-B protocol. Agbeyibor [95] eval-
uated the applicability of different kinds of reserved format
encryption algorithms toADS-Bmessage encryption in terms
of security and performance.

Finke et al. [65] assess the limitations of the traditional
systems currently used for ATC and discusses the feasibility
of using reserved format encryption (especially FFX (Format-
preserving, Feistel-based encryption with multiple imple-
mentation variances) algorithm) in ADS-B environments, the
input data is divided into two parts, and three rounds of FFX
calculations are performed. Each round guarantees that part
of the data comes from the results of the previous round and
the F function is calculated on the rest data. Use message
entropy as a metric to examine the algorithm’s ability to
obfuscate and distract predictable message inputs. Experi-
ments show that a sub-class of the FFX-A2 algorithm is
appropriate for ADS-B message encryption. After entropy
encryption, the output shows that the method effectively
masks the message content. Although the results show that
this algorithm can be used to afford the security of the ADS-B
message, the key management is still all symmetric encryp-
tion difficult to solve.

Yang et al. [85] came up with the new encryption solution
to ADS-B security. Firstly, they utilized some cryptographic
primitives, secondly applied it to air traffic monitoring sce-
narios. This method could guarantee the concealment and
integrity of ADS-B messages. Compared with the previ-
ous solution, this solution is not only highly compatible
with the existing ADS-B protocol, which due to the use of
the FFX encryption and reserved ADS-B message, but also
lightweight for congested data links and resource-constrained
avionics. In addition, it can tolerate packet loss and confu-
sion that often occur in ADS-B wireless broadcast networks,
which is easy to deploy and practical. Experiments based on a
large amount of real flight data demonstrate the performance
of the scheme, which is extremely suitable for the deployment
of actual aviation systems. However, this solution only targets
two types of attacks, which are aircraft reconnaissance and
aircraft ghost injection. Thismethod only uses FFX to encrypt
the unique aircraft identification number issued by ICAO,
instead of the whole ADS-B message.

Samuelson et al. [96] proposed techniques to enhance the
entire security of ADS-B, which includes a MAC (Message
Authentication Code) algorithm and encryption methods for
securing message content. They use the same encryption
key and decryption key to complete this encryption method,
which is a symmetric scheme. As a result of the format
of ADS-B messages are limited, asymmetric encryption is
required for session secret keys, otherwise, they would not
use asymmetric cryptography with a single public/private
key pair. Samuelson specializes in UAT (universal access

transceiver) datalink messages broadcast on the 978 MHz
channel. Jochum et al. [92] made similar recommenda-
tions after studying military applications ADS-B message
encryption feasibility. However, none of them gave a specific
algorithm.

Wesson et al. [82] discussed whether cryptography can
secure the ADS-B, and studied the inevitable flaws in using
a symmetric encryption algorithm in the ADS-B system.
Therefore, the integrity protection of public-key encryption
is highly recommended. They thought asymmetric-key ellip-
tic curve digital signature method is the most practical and
effective encryption method, and the ADS-B messages are
broadcast over alternative authentication channels.

The symmetric encryption scheme chooses the encryption
algorithm that does not change the existing ADS-B message
protocol to encrypt the open ADS-B message and protect the
data. The encryption key can be deduced from the decryption
key, and vice versa. In most symmetric algorithms, the same
key is used for encryption and decryption, the confidentiality
of the data needs to be guaranteed by both parties. It has high
encryption efficiency and is suitable for data with a large
amount of encrypted data. However, comparing to asym-
metric encryption, the encryption strength is not high. The
security of the symmetric algorithm depends too much on
the key, once the key is leaked, it means that anyone can
encrypt/decrypt the message.

Since the reserved format encryption is symmetric encryp-
tion. The communication parties must share the key in
advance, and it is difficult to deploy in consideration of
the mobility of the communication parties [95], [97], [98].
In order to solvemultiple system vulnerabilities in theADS-B
system, Thabet et al. [99] proposed a hybrid ADS-B security
scheme using HMAC (Hash Message Authentication Code)
and multilateration technology.

c: TESLA
The TESLA protocol is a variant of traditional asymmetric
encryption and is mainly used for identity authentication
protocols on broadcast networks [100], [101]. The important
feature of the TESLA protocol is that it does not use an
asymmetric key algorithm, but a symmetric key algorithm.
This greatly reduces the computational difficulty of identity
verification broadcasts and increases the speed of broadcast
identity verification. The main idea of the protocol is that the
MAC is generated by the broadcast node, and encrypt the
message is appended to each. MAC key after a certain time
or a certain number of messages for decrypting the sender
will be released [37]. At this point, the recipient collecting
the broadcast message can decrypt the message. Recently,
Yang et al. [102] proposed the use of the TESLA protocol to
ADS-B certification. Figure 16 shows the certification block
diagram [102].

TESLA (Time Efficient Stream Loss-tolerate Authentica-
tion) broadcast authentication protocol, an efficient protocol
with low communication and computational overhead, can be
extended to a large number of receivers and tolerates packet
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TABLE 6. Comparison of the feasibility of different ADS-B security solutions.

FIGURE 16. Implementation of adaptive-TESLA.

loss. TESLA is based on loose time synchronization between
the sender and receiver.

TESLA can use truncated MAC, and verifying digital sig-
natures is more complicated than calculating and generating
MAC tags. TESLA has a small amount of calculation, and
TESLA is more robust when data is lost. However, the key
to TESLA lies in the delayed key release technology (the
delay is δ), and the sender and receiver need to synchro-
nize the clocks in advance. When the user’s time estimation
error |δr | < δ, TESLA can ensure the reliability of data
authentication. But when |δr| > δ, TESLA cannot guarantee
the reliability of data verification. Finally, TESLA is still
evolving, and its stability needs to be further determined.

The current encryption schemes in the ADS-B security
field mainly have the following disadvantages.

Violation of ADS-B openness: Symmetric encryption
changes the original message content so that the unauthorized
public cannot correctly interpret the received data.

Key management is difficult: Public key encryption
requires a CA management certificate. As the number of
aircraft increases, the revocation, update, and storage of cer-
tificates will become very frequent, which is not only costly
but also less scalable.

Poor compatibility: Most of the current schemes need to
change the message format, which is costly and difficult, and
is not conducive to compatibility between systems.

V. ADS-B SECURITY SOLUTION ANALYSIS
This section in shortly summarizes the merit and demerit
of different solutions from the aspects of security and fea-
sibility. As mentioned above, there is no optimal solution
when considering the impact on current ADS-B system
software/hardware. In order to improve the security of the

ADS-B system, most of the solutions need to change the
infrastructure of the current ADS-B system. In addition,
the current solution does not consider the existing problems of
theADS-B protocol, such as crowded 1090MHz transmission
channel, the compatibility of existing hardware and software,
which greatly reduces the feasibility of the solution.

Combined with the current status of the aviation industry
traffic control system, Table 6 summarizes the feasibility of
different methods in terms of difficulty, cost, and scalability.
As can be seen from Table 6, the cost and difficulty of differ-
ent schemes are relatively high. In terms of implementation,
PKI and spread spectrum technology are the hardest. They are
the most costly solutions, as both solutions require a major
change to the infrastructure of current ADS-B systems [37].
For example, spread spectrum technology requires both hard-
ware addition and protocol changes. On the contrary, MAC
and Kalman filtering technology are the lowest cost and the
easiest way to implement. Nevertheless, the MAC belongs
to the symmetric encryption system and therefore requires
a management key, which also makes the method harder to
implement than the Kalman filtering method [37].

We can also choose a new protocol to solve the poten-
tial security problems of the ADS-B system, instead of the
security solutions that have been widely used in other fields,
but this also brings scalability problems, so this is ultimately
a compromise choice. For example, the use of data fusion
technology to fuse data from multiple subsystems (PSR,
SSR ADS-C (Automatic dependent surveillance - contract),
WAMLAT, etc.) is a distinct and required solution, however,
ADS-B is proposed to reduce the traditional radar system,
the dependence is the common sense of the aviation com-
munity. Therefore, in order to solve the potential security
problems of ADS-B, choosing to maintain and retain most
of the traditional ATC system will become the inversion.

Table 7 shows the attacks that the scheme discussed in this
article can defend against. As can be seen from Table 7, most
of the solutions can defend against message deletion/injection
attacks. First, the openness of the ADS-B system is consid-
ered to be an important feature. Although eavesdropping is
the basis for launching other attacks, only when there are
major changes in current air traffic control and communica-
tion methods, eavesdropping needs to be resisted, otherwise,
it is not necessary. Second, if there is no complete encryption
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TABLE 7. Comparison of security of different ADS-B security solutions.

TABLE 8. Comparison of different ADS-B security solutions from the perspective of security requirements.

scheme, passive attacks such as eavesdropping are difficult
to guard against. Although spread spectrum techniques and
PKI are the hardest to implement and costly solutions, they
are resistant to most attacks [37]. In contrast, the MAC and
the Kalman filtering method are low-cost and relatively easy
to implement, but can only resist an attack, so it is not enough
to ensure ADS-B communication security [37].

In terms of security requirements, as shown in Table 8.
PKI can ensure the integrity of data as well as the integrity
of location, authentication, and confidentiality. However, the
availability of ADS-B networks cannot be guaranteed [37].
Location, authentication, and practicality ensured by data
fusion [37]. It cannot guarantee the data confidentiality and
integrity of ADS-B messages, it is not an efficient solution.
Other solutions, includingmultilateration, distance bounding,
and message authentication codes, only meet one security
requirement, so it is not suitable as an independent security
solution [37].

Table 9 gives a comprehensive comparison of the various
ADS-B security solutions. The solution to ensure ADS-B
security is not only to improve the security of the system
but also to consider the practical feasibility of the solution.
Although lightweight PKI and spread spectrum technolo-
gies have significantly improved system security, due to the

TABLE 9. Overall comparison of different ADS-B security solutions.

limitations of the current ADS-B protocol, which is hard
to achieve. Nevertheless, at the current rate of technology
development and the appearance of new technologies such
as cognitive radio, it can be predicted that the current ADS-B
protocol and bandwidth limitations will be well resolved in
the future.

Both data fusion and Kalman filtering can provide a certain
degree of security and are easy to implement. At the same
time, these two solutions have little changes to the current
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ADS-B system and are compatible with the current system.
As mentioned earlier, the Kalman filtering method is one
of the easiest solutions for verifying position information.
Though its overall security level is limited, this method has
less impact on the current ADS-B system, this solution can be
integrated into the current monitoring system to improve the
security of the system. Data fusion requires additional data
sources, which increases the operating cost of the system and
runs counter to the original intention of the FAA NextGen
plan to reduce costs [10]. Other schemes, for example, dis-
tance boundaries and TELSA, provide lower security and are
harder to implement [37].

VI. FUTURE RESEARCH DIRECTION
Compared with other schemes, although PKI and spread
spectrum techniques are more difficult, these two schemes
can resist most attacks. Therefore, in order to improve the
overall security of the system, it will become necessary to
add confidentiality and spread spectrum technology to the
future air traffic system. The ADS-B security solution should
provide compatibility with future system development and be
able to adapt to future iterations of the system. To this end,
we make some suggestions and opinions for future work.

Asmentioned earlier, current ADS-B security solutions fail
to fully protect ADS-B communications and provide the only
certain extent of security. A potential work in the future is
to propose a multi-layered security framework that includes
detection and defense against different ADS-B attacks.

With the increase of airplanes and other aircraft,
the airspace will become more crowded. There are growing
concerns about ADS-B and NextGen vulnerabilities security.
Shortly, the more application of UAVs (Unmanned Aerial
Vehicle), especially with the emergence of awareness and
avoidance systems for UAVs, will also affect ADS-B systems.
The security of the ADS-B system is the focus of future
research.

A. CHALLENGES
ADS-B data is broadcasted in plain text during transmission,
which lacks effective data security measures. This is also
the inherent vulnerability of ADS-B technology. ADS-B data
contains important flight status data and plays an important
supporting role in situational awareness [103]. Therefore,
ensuring security is the first priority of the ADS-B system.
The various attack methods mentioned in this article need to
be continuously improved. In addition, the following chal-
lenges exist in the future development of ADS-B.

1) 1090ES DATA LINK CHANNEL CONGESTION RISK
At present, most of the global ADS-B systems use the 1090ES
data link mode for data transmission. The ADS-B transmis-
sion in this mode is implemented based on the mode S,
which can be realized by simply upgrading and modifying
the existing airborne equipment. However, the working fre-
quency of the traditional secondary radar system is also in the
1090 frequency band. In the high-density area of the air route,

it is easy to cause transmission channel blockage, signal
interleaving, and mutual interference. As a result, the ADS-B
ground station cannot accurately receive or process signals,
and targets appear Lost conditions can even lead to serious
aviation accidents.

2) GNSS POSITIONING ACCURACY RISK
The ADS-B systems receive data from the GNSS (Global
Navigation Satellite System), then processes the data, and
broadcasts its status information. Therefore, the integrity of
GNSS is a prerequisite to ensure accurate aircraft position
information. However, since the ADS-B system itself does
not have the function of message verification, it is impossible
to verify the data from theGNSS. Therefore, if the positioning
of the GNSS is inaccurate, it will cause the information
broadcast by the ADS-B system to be wrong. It will cause the
ground station to receive inaccurate or incorrect aircraft posi-
tion messages, which will cause controllers to make incorrect
commands, causing a series of follow-up problems.

3) POTENTIAL ADS-B TARGET FRAUD RISK
The ADS-B data broadcasts information in an unencrypted
manner, and through low-cost equipment, it can complete the
reception and eavesdropping of ADS-B data, obtain aircraft
location information, identification information, and so on.
Illegal users can also counterfeit ADS-B information, con-
duct electronic deception, or record the collected information
and then transmit it to interfere with the normal reception of
ground stations and aircraft.

B. RECOMMENDATIONS
The ADS-B comprehensive security framework is an
inevitable result of future development. However, for the cur-
rent issues, it is always better to adopt backward compatibility
rather than completely updating the device. The use of safe
location authentication methods, such as multilateration tech-
nology, can make up for the problem of safe distance in the
near future. In multiple parts, such as signal receiving authen-
tication, broadcasting, the use of fingerprint technology can
ensure the security of data and build an intrusion prevention
system. It is also possible to improve the performance of the
controller by improving the current data fusion algorithm and
thus improve system security.

In the future of aviation, there will be more and more
aircraft in the airspace, which will cause congestion in the
airspace, and the number of ADS-B messages will also
increase. How to quickly and accurately receive and pro-
cess ADS-B messages and expand the transmission range
of ADS-B messages on the 1090 frequency band to avoid
channel congestion and message loss is the focus of further
research.

Blockchain is an integrated system of multiple technolo-
gies such as peer-to-peer networks, cryptography, consen-
sus mechanism, smart contract, etc. It can provide a trusted
channel for information exchange and exchange in untrusted
networks. For its unique public trust mechanism, it can be
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applied to the ADS-B system, combined with the group
certification method to achieve the authentication and pro-
tection of ADS-B messages. And this also will be the main
direction of our future research. Su et al. proposed an identity
recognition technology based on blockchain, which uses the
peer-to-peer (P2P) technology to distribute and store data in
each node to achieve distributed authentication. The program
has the characteristics of high scalability, high reliability,
and high security, and supports unified identity authentica-
tion on different platforms [104]. Related article ‘‘Aviation
Blockchain Infrastructure’’ (ABI) is designed to enable air-
craft to communicate effectively, safely, and privately with
air traffic management and other properly authorized entities.
Reisman et al. [105] proposed the use of blockchain technol-
ogy for ADS-B security verification. These articles or reports
illustrate the feasibility of applying blockchain technology to
the ADS-B system, and provide direction and help for our
future research.

In various research and application areas, abnormal
data detection is a very important issue. For an open,
non-encrypted system like ADS-B, abnormal data detection
is even more important. In recent years, various anomaly
detection methods based on machine learning have been
proposed in various fields. It is worth noting that the anomaly
detection methods based on deep learning are becomingmore
and more popular and applied to various tasks. We feel that
in the future ADS-B system attack detection process, deep
learning anomaly detectionmethods can be added. According
to the characteristics of fast ADS-B message update and
strong time correlation, the deep learning model is used to
detect abnormal ADS -B time series, improve the detection
effect by increasing the feature dimension of the series.
This method does not need to change the existing ADS-B
protocol, nor does it need to add new sensors. There are
already many articles on the use of deep learning methods
to detect ADS-B abnormal information. Habler et al. [106],
Akerman et al., [107] and Chen et al. [108] in their survey
have been proposed themethods by deep learning or LSTM to
solve the security of ADS-B system. They build models, train
data, and detect abnormal data, which will provide good help
and basic support for our future research. Li et al. [109] pro-
posed a detection scheme against message injection. Based on
the hidden Markov model with a viscous hierarchical Dirich-
let process, a dynamic time detection method is proposed to
detect multiple attack modes.

Moreover, the traditional land-based ADS-B system
mainly sends requests from the aircraft to the satellite to
obtain information data, and then sends information to sur-
rounding aircraft and ground receivers through its transmitter.
However, this plan is difficult to complete in the ocean,
mountainous areas with complicated terrain and harsh desert
areas, mainly because the establishment of ground stations
faces huge challenges. Facedwith the limitations of the layout
of ground stations, current aircraft can only fly along civil avi-
ation routes, airport terminal areas, and other land areas. The
satellite-based ADS-B system can serve the shortcomings of

the land-based system and can be used in airspace that is not
or difficult to be covered by the land-based system, thereby
forming a global ADS-B airspace monitoring network with
no dead ends. The satellite-based ADS-B system receives the
ADS-B information sent by the aircraft and sends the infor-
mation to the ground station through the satellite communica-
tion channel to achieve monitoring. Therefore, in the future,
not only the operation of the land-based ADS-B system
should be implemented, but the research of the satellite-based
system should also be strengthened. The satellite-based sys-
tem is the future development trend, which will provide better
surveillance and the system security will also be improved
(because of the signal source from satellite communications,
it is more difficult to be attacked than aircraft sent to the
ground), and it will also facilitate other aviation systems.

Finally, the popularity of ADS-B systems is also very
important. Compared with traditional radar surveillance sys-
tems, ADS-B has obvious advantages. Countries should
accelerate the application of ADS-B systems. After that,
the research focus should be on satellite-based ADS-B sys-
tems to achieve global coverage of ADS-B networks.

VII. CONCLUSION
This paper analyzes the system vulnerability of ADS-B, gives
various possible attacks on ADS-B, and classifies the attacks
according to the attack intention and security requirements.
In addition, we focus on the latest ADS-B security solutions
and analyze different solutions in terms of security and feasi-
bility. We find that relying on a single detection/defense solu-
tion does not fully protect ADS-B communication security.
Therefore, it is necessary to propose a multi-layered security
framework that includes detection and defense against dif-
ferent ADS-B attacks. With the development and maturity of
technology, it is necessary to use deep learning methods to
analyze vulnerabilities, combined with blockchain technol-
ogy to solve problems.
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