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ABSTRACT In the Industrial Internet of Things (IIoT), it is an urgent task to reduce power loss and enhance
energy efficient through reasonable allocation of resources. Inspired by time slot channel frequency hopping,
this paper puts forward a dynamic allocation model for time and power resources. Based on the proposed
model, a dynamic resource allocation algorithm was designed to reduce energy consumption. In addition,
a power and time allocation algorithm was developed to maximize the energy efficiency of the system. The
workflows of the two algorithms were introduced in details. Simulation results show that both dynamic
resource allocation algorithm could reduce the energy loss of the communication system, while ensuring
the stability of the data queue. The research findings help to promote the performance of communication
systems in different scenarios of the IIoT.

INDEX TERMS Dynamic resource optimal allocation, Industrial Internet of Things, slot frequency hopping
technology, dynamic resource allocation algorithm.

I. INTRODUCTION
In recent years, with the continuous development and innova-
tion of related technologies of Internet of things, the produc-
tion mode of traditional industries and people’s life style have
changed dramatically. One typical example is the industrial
Internet of things. Through various communication systems,
many devices are interconnected, thus a system that can
monitor, collect, exchange, analyze and transmit valuable
information is formed.

With the continuous development of the Industrial Internet
of things, the security and reliability of the system become
more and more important. The key factor for solving the
security problem is to ensure the stability of communication
between nodes. So what kind of scheduling mechanism or
technology is used to ensure the reliability of transmission
has been a hot research topic. However, due to the limited
power resources available to the nodes themselves, how to
allocate the resources reasonably to reduce the power loss
and improve the energy efficiency of the system is an urgent
problem.

The associate editor coordinating the review of this manuscript and
approving it for publication was Dalin Zhang.

With the increasing number of industrial devices such as
wireless sensors, the amount of data needed to be processed
by the system is also increasing rapidly, it leads to a large
increase in the demand for computing resources and commu-
nication resources. However, in reality, due to the limitation
of available time, bandwidth, energy and other resources,
how to reduce the delay, reduce the communication overhead
and improve the energy utilization of the rapidly growing
data service under the limited resources is also facing great
challenges.

This paper mainly focuses on the application of time slot
channel frequency hopping (TSCH) in Industrial Internet of
Things, and based on this technology, how to meet the energy
cost, energy efficiency and delay requirements of the system
through dynamic power resource and time resource allocation
mechanism is studied.

II. RELATED WORKS
For Industrial Internet of Things, reliable information
exchange is an effective way to maintain system security.
IEEE 802.15.4 standard defines the standards of medium
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access control in physical layer and data link layer to
realize low rate, low overhead and low power wireless net-
work. However, IEEE802.15.4 standard (transmission rate
of 250kbps at 2.4GHz) has defects in reliability, scal-
ability and delay constraints. Therefore, IEEE published
IEEE 802.15.4e TSCH standard [1], which can optimize the
current physical layer and media access layer to improve
the stability of the system. The core of TSCH technology
is the integration of channel hopping and time synchroniza-
tion technology to complete the scheduling of time slot and
frequency [2]. Voulgaris et al. [3] pointed out that TSCH
technology can guarantee 99% end-to-end communication
stability under the premise of 1% radio duty cycle.

In IEEE 802.15.4 standard, there is no specific descrip-
tion of TSCH to provide the establishment and maintenance
mechanism of scheduling. But many scheduling solutions
are proposed. These scheduling schemes can be divided
into centralized scheduling, distributed scheduling and auto-
matic scheduling. Considering the maximum minimum fair
scheduling principle, Ojo et al. [4] proposed a polynomial
time algorithm to maximize the throughput of the system
based on the centralized scheduling mechanism of TSCH
mode. Javan et al. [5] proposed an actual energy loss model
based on TSCH. Hwang and Nam [6] proposed an energy loss
model and analyzed the energy loss, throughput and delay
performance of TSCH mechanism. Kim et al. [7] found that
based on the TSCH minimum scheduling mode, the biggest
cause of energy loss is idle monitoring in the monitoring
time, so they analyze how to control the monitoring time
to maximize the energy efficiency of the system under the
single hop network and the multi hop network respectively.
Soua et al. [8] proposed an adaptive static scheduling algo-
rithm to improve the energy efficiency of the TSCH network
by giving the state of time slot allocation between the com-
munication nodes in the topology network.

In Industrial Internet of Things, nodes are usually limited
by energy, that is to say, the total energy that nodes can use
is limited. Therefore, most of researches focus on how to
reduce the cost of energy, and how to improve the energy
efficiency of the system. However, the actual channel state
changes with time, it means that the algorithms mentioned
in the above literatures can not be applied to the actual
system simply. n addition, the amount of data arriving at
the node is mostly uncertain, that is to say, the data may
arrive at the node at any time to request service, but the
existing algorithms don’t take the arrival of random data into
account, so it may cause data loss, overflow, large delay
and other situations. Therefore, in this paper we will con-
sider the random arrival of time-varying channel and data,
and minimize the energy consumption and maximize the
energy efficiency of the system through dynamic allocation
of time and power resources, so as to improve the system
performance in different scenarios of Industrial Internet of
Things.

III. A DYNAMIC RESOURCE ALLOCATION ALGORITHM
FOR POWER CONSUMPTION OPTIMIZATION
A. TSCH NETWORK SCHEDULING MODEL
In TSCH network, nodesmust form a TSCH network inMAC
layer to exchange data packets with higher layer for commu-
nication. In the formed TSCH network, time is divided into
several time slots, and the combination of several time slots
will form time slot frame. In the process of system operation,
the time slot frame will be repeated continuously. In this case,
the number of time slots in a time slot frame will determine
the cycle speed of the time slot frame, that is, the maximum
rate at which nodes can communicate and send information is
determined by the number of time slots in a time slot frame.
Each time slot must be long enough to accommodate the
transmission of a frame and its corresponding reply signal.
According to the scheduling of the coordinator, there may
be two states in each slot, sleep state and active state. When
a node is in a sleep slot, the node will shut down its radio
interaction and perform radio task cycle, when a node is in an
active slot, the node will perform information transmission or
information reception. At the same time, the time slot will be
allocated a channel offset and a time offset by the coordinator.
The time offset determines the position of the time slot in a
time slot frame, while the channel offset is used to determine
the channel used by the node in communication. The channel
offset can be calculated as follows:

CHoffset = V [
(
NAS + Timeoffset

)
ModVL] (1)

where V is a vector, it contains channels available to nodes
in the TSCH network, NAS represents absolute slot number,
Timeoffset represents time offset, VL represents the length of
vector V .
In TSCH network, the coordinator allocates time slots and

channels according to the maximum capacity of all nodes in
a certain time slot and a certain channel [9], [10]. After allo-
cating time slots to nodes, because the channel condition is
not very good, and information transmission is not necessary
at this time, in this case, nodes can choose not to transmit
information, and then carry out information transmission
when the channel condition is good, so as to prolong the
service life of nodes. In TSCH network scheduling model,
considering the frequency and time allocation of a node based
on the coordinator in the TSCH network, the node can decide
whether to carry out data transmission by observing its own
data queue length and current channel status information.

The transmission power of a node in the TSCH network is
set to pk , the transmission time of the node in k time slot is
tk = {0, 1}, when the channel gain between communication
nodes is gk , according to Shannon formula, the maximum
amount of data transmitted in k slot is defined as follows:

Bk = tk · log2 (1+
pkg2k
Wσ 2 ) (2)
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where σ 2 represents noise power spectral density,W is chan-
nel bandwidth. And in k time slot, the energy loss of the node
is defined as follows:

Rk = pk + rc · tk (3)

where rc represents constant circuit loss of nodes.
Through introducing circuit loss [11], we can make our

model more practical. Suppose there is a data queue in a node,
the length of the data queue is Lk in k slot. Assume that the
amount of data arriving at the node in k slot isDk , the amount
of data transmitted by the node is Sk . Then the dynamic data
queue length change of the node can be expressed as:

Lk+1 = [Lk − Sk ]+ + Dk (4)

The data queue is stable only when it is constrained by the
average queue backlog. Therefore, we can describe the queue
delay and the stability of the queue by the length of the data
queue. If a data queue can remain stable, it needs to meet

1
K

lim
K<∞

∑K

k=1
Lk<∞ (5)

According to the above analysis and related literatures
[12]–[14], some empirical values can be given. In order to
minimize the time average power consumption of the system,
we can describe the problem as the following optimization
problem:

min P̄ =
1
K

K∑
k=1

Rk (6)

s.t.

tk = {0, 1} , ∀k 6= 0 (7)

0 ≤ pk + rc ≤ pmax , ∀k 6= 0 (8)
1
K

lim
K<∞

∑K

k=1
Lk<∞ (9)

where Eq. (7) is the time resource allocation constraint, which
ensure that the node can only transmit or not transmit in the
allocated time slot. Eq. (8) is power constraint, which ensure
that the maximum transmission power of the node cannot
exceed the maximum transmission power it can provide.
Eq. (9) is data queue constraint, which ensure the stability
of the data queue of the node, so as to ensure the stability of
the system.

B. DYNAMIC RESOURCE ALLOCATION ALGORITHM FOR
REDUCING ENERGY CONSUMPTION
The stochastic optimization problem defined in Eq. (6) can
be transformed into a series of continuous deterministic
optimization problems through Lyapunov optimization the-
ory [15], [16]. In each time slot, the standard convex opti-
mization method is used to solve these problems.

Lyapunov function is defined as follows:

L (Xk) =
1
2
(Lk )2 (10)

where Xk = {Lk : k = 1, 2, . . . ,K }.

In addition to Lyapunov function, Lyapunov offset
[17], [18] is another key factor to solve stochastic optimiza-
tion problems. According to the dynamic change of queue
given in Eq. (4), the first order condition Lyapunov offset is
defined as

1Xk = E {L (Xk+1)− L (Xk) |Xk}

= E
{
1
2

(
(Lk+1)2 − (Lk)2

)
|Xk

}
≤ E

{
1
2
(Sk)2 +

1
2
(Dk)2 − Lk (Sk − Dk) |Xk

}
=

1
2
E
{
(Sk)2 + (Dk)2 |Xk

}
− ELk (Sk − Dk) |Xk (11)

where E{·} represents mathematical expectation.
In a real system, Sk always has an upper bound Smax .

Similarly, there must be an upper bound Dmax for the amount
of data Dk arriving at the node. Then,

cmax =
1
2
((Sk)2 + (Dk)2) (12)

Therefore, combining Eq. (10) and Eq. (11), Eq. (12) can
be obtained:

1Xk ≤ cmax − LkE {Sk |Xk} + LkE {Dk |Xk} (13)

Since Dk is assumed to be the amount of data arriving at
the node at the end of slot k , Dk is independent of queue
length Lk and Xk at slot k . Therefor, E {Dk |Xk} is constant
and it is independent of the power distribution pk and time
distribution tk at this time. Then the following formula can
be obtained:

1Xk ≤ Cmax − LkE {Sk |Xk} (14)

where Cmax = cmax + LkDk <∞.
Thus, the stability of the queue can be guaranteed by

minimizing the offset factor. However, in this case, because
the objective function of minimizing stochastic optimization
problem is not taken into account, it may cause huge power
loss. In order to solve the stochastic optimization problem
thoroughly, we can turn to Lyapunov penalty function:

1Xk + αE {Rk |Xk}≤Cmax + E{αRk − LkSk |Xk} (15)

where α is a system control parameter, E {Rk |Xk} is penalty
function, and it’s also the objective function in the stochastic
optimization problem.

The system control parameter α in Eq. (15) can be regarded
as the node’s emphasis on the minimization of power con-
sumption, and it can be used as an important parameter to
adjust the relationship between energy loss and delay perfor-
mance. In order to solve the stochastic optimization problem,
we only need to minimize the right side of the inequality sign
of Eq. (15). According to the above analysis, the stochastic
optimization problem can be transformed as follows:

maxLkSk − αRk (16)
s.t.

tk = {0, 1} , ∀k 6= 0 (17)
0 ≤ pk + rc ≤ pmax , ∀k 6= 0 (18)
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Based on the above analysis, a power and time allocation
algorithm to minimize the power consumption of the system
is proposed. The specific step of the proposed algorithm is
defined as follows:

Step 1: Input parameters pmax , σ 2, α and W .
Step 2: At the beginning of each slot k , the status informa-

tion and channel status of data queue QDk (t) is observed.
Step 3: The optimization problem defined in Eq. (16) is

solved, and the optimal power and time allocation strategy is
obtained.

Step 4: Update data queue length according to Eq. (4).
Step 5: Repeat Step 2 to Step 4 for each slot.
In the algorithm, repeat steps 2-4 in each slot, then accord-

ing to different channel state information and data queue
information in each slot, time and power resources can be
allocated dynamically in each slot. The proposed algorithm
does not need the prior information of channel distribution
and data arrival distribution. Therefore, the algorithm is a typ-
ical online algorithm, and can be easily applied to Industrial
Internet of Things.

C. SIMULATION RESULTS AND ANALYSIS
In this section, the correctness of the proposed algorithm
is proved through simulation experiment. In the simulation,
multiple time slots whose time interval is 0.01 s is used to
transmit data from one node to another node, and the distance
between nodes is set to 40m in the TSCHnetwork. In addition,
both path loss and small-scale Rayleigh fading are consid-
ered in the simulation, and the path loss index is assumed
to be 2.1. The available channel bandwidth of the node is
2MHz, the noise power spectral density of the channel is -
168d BM/Hz, the maximum transmitting power of the node
is 0.5 watt, the circuit loss power remains constant at 0.1Watt,
and there will be circuit loss only when it is transmitted.

Figure 1 shows the trend of average power consumption
with control parameter α.

FIGURE 1. Average power consumption varies with control parameters α.

For any given data arrival rate λ, when α increases,
the average power consumption decreases at the rate of
O(1

/
α). Generally speaking, with the increase of data arrival

rate λ, the system needs more transmission energy to transmit
data so as to ensure the stability of the queue. Therefore, it can
be found that in Figure 1, the average power consumption
increases with the increase of data arrival rate.

Figure 2 shows the trend of the average queue length with
control parameter α.

FIGURE 2. Average queue length varies with control parameters α.

As can be seen from Figure 2, when α increases, the
average queue length increases at the rate of O(α). And when
the data arrival rate λ increases, the average queue length will
also increase.

From Figure 1 and Figure 2, it can be seen that we can bal-
ance the performance between the average power consump-
tion and the average queue delay by adjusting the control
parameter α. If we want lower power consumption and ignore
the delay, we can choose a larger α value. Otherwise, if we
want smaller delay and ignore the power consumption, we can
choose a smaller α value. In addition, we can also find that the
data arrival rate λwill affect the power consumption and data
transmission delay of the system. The larger λ, the greater the
power consumption of the system, and the greater the data
delay.

IV. A DYNAMIC RESOURCE ALLOCATION ALGORITHM
FOR ENERGY EFFICIENCY OPTIMIZATION
A. DYNAMIC RESOURCE ALLOCATION ALGORITHM FOR
IMPROVING ENERGY EFFICIENCY
With the rapid growth of the amount of processed data in
Industrial Internet of Things system, the energy needed to
process the data is also increasing dramatically. It is very
important to be able to reasonably use limited resources for
data transmission. In this section, based on the proposed
model in Section 3, an index (energy efficiency) [19] that can
evaluate the resource utilization rate of nodes is adopted to
propose a dynamic resource allocation algorithm, which can
allocate dynamic resources to nodes in a long time, and then
improve the energy efficiency of Industrial Internet of Things
system.

The energy efficiency ep of the system [20] is defined
as the ratio of the accumulated transmission data per unit
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bandwidth over a long period of time to its corresponding
energy consumption, it can be defined as follows:

ep = lim
k→∞

∑K
k=1 E{Sk (tk , pk )}∑K
k=1 E{Rk (tk , pk )}

=
S̄

R̄
(19)

where Sk and Rk represents node transmission rate and node
transmission energy consumption at k time slot.
Combined with Section 3 and the above analysis, on the

premise of ensuring the stability of the queue, how to max-
imize the energy efficiency of the system through dynamic
resource allocation can be expressed as the following stochas-
tic optimization problem:

max ep =
S̄

R̄
(20)

s.t.

tk = {0, 1} , ∀k 6= 0 (21)

0 ≤ pk + rc ≤ pmax , ∀k 6= 0 (22)

1
K

lim
k→∞

K∑
k=1

Lk<∞ (23)

The above constraints are the same as those in Section 3,
so we can use the similar method in Section 3 to solve the
stochastic optimization problem in this section.

Because the objective function and constraints are non-
convex, the stochastic optimization problem is a non-convex
optimization problem [21]. However, it can be found that
the objective function is a fractional form, so we can
first use the properties of fractional programming to trans-
form the objective function in the stochastic optimization
problem.

If ϕ(ϕ 6= ∅) represents feasible solution set of the stochas-
tic optimization problem, then there must be an optimal
time allocation t∗ = {t∗1 , t

∗

2 , . . . , t
∗
K } and power allocation

p∗ = {p∗1, p
∗

2, . . . , p
∗
K } satisfying the stochastic optimization

problem.When ep in Eq. (19) is maximized, the optimal value
of energy efficiency satisfies:

e∗p =
S̄(t∗, p∗)

R̄(t∗, p∗)
= max

(t,p)∈ϕ

S(t, p)

R̄(t, p)
(24)

According to the properties of fractional programming,
we can know that e∗p in Eq. (24) can be obtained if and only
if the following formula is satisfied.

max S̄ (t, p)− e∗pR̄ (t, p) = 0 (25)

Although through the properties of fractional program-
ming [22] and Lyapunov optimization theory, the initial
stochastic optimization problem is transformed into a contin-
uous static deterministic optimization problem. However, due
to the existence of non-convex constraints in the transformed
problem, it is still unable to use the standard convex opti-
mization methods to solve it. In order to use standard convex
optimization methods, we need to relax the constraints in
the transformed problem. The optimization problem will be

transformed as follows:

max (α + Lk) tk log2

(
1+

pk tkh2k
tkWσ 2

)
− αep(pk tk + rctk )

(26)

s.t.

tk = {0, 1} , ∀k 6= 0 (27)

pk tk + rctk − pmax tk≤ 0, ∀k> 0 (28)

Based on the above analysis, a power and time allocation
algorithm to maximize the energy efficiency of the system
is proposed. The specific step of the proposed algorithm is
defined as follows:

Step 1: Input parameters pmax , σ 2, α and W .
Step 2: At the beginning of each slot k , the status informa-

tion and channel status of data queue QDk (t) is observed.
Step 3: The optimization problem defined in Eq. (26) is

solved, and the optimal power and time allocation strategy is
obtained.

Step 4: Update data queue length and energy efficiency of
the system at k slot according to Eq. (4) and Eq. (24).
Step 5: Repeat Step 2 to Step 4 for each slot.
In the proposed algorithm, repeat steps 2-4 in each slot,

then according to different channel state information and data
queue information in each slot, time and power resources
can be allocated dynamically in each slot. The proposed
algorithm does not need the prior information of channel
distribution and data arrival distribution. Therefore, the algo-
rithm is a typical online algorithm, it aims to improve the
energy efficiency of the system, and transmit as much data
as possible under the limited energy conditions.

B. SIMULATION RESULTS AND ANALYSIS
In the experiment in this section, the used simulation settings
are the same as those in Section 3.

Figure 3 shows the trend of energy efficiency with control
parameter α. As we expected, for any given data arrival
rate λ, when α increases, the energy efficiency ep increases
at the rate of O(α). Generally speaking, with the increase

FIGURE 3. Energy efficiency varies with control parameters α.
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of data arrival rate λ, the system needs more transmission
energy to transmit data to ensure the stability of the queue.
However, the increase of transmission energy is not directly
proportional to the increase of transmission rate, it is caused
by the property of logarithmic function corresponding to rate
power. Therefore, we can find that in Figure 3, the energy
efficiency decreases with the increase of data arrival rate.

Figure 4 shows the trend of the average queue length with
control parameter α.

FIGURE 4. Average queue length varies with control parameters α.

As can be seen from Figure 4, when α increases, the
average queue length increases at the rate of O(α). And when
the data arrival rate λ increases, the average queue length also
increases. That is, the average queue length is proportional to
the data arrival rate λ.
From Figure 3 and Figure 4, it can be seen that we can

balance the performance between energy efficiency and time
delay by adjusting the control parameter α. if we want higher
energy efficiency and ignore the time delay, we can choose
a larger α value. Otherwise, if we want a smaller time delay
and ignore the energy efficiency, we can choose a smaller α
value. In addition, we can also find that the data arrival rate λ
will affect the energy efficiency and data transmission delay
of the system. The larger λ, the lower the energy efficiency
of the system, and the greater the data delay.

V. CONCLUSIONS
In this paper, the industrial Internet of things as the
background, through the use of time slot frequency hopping
technology to ensure the stability of data transmission, thus
ensuring the stability of the system. Through the dynamic
time resource allocation and power allocation of nodes,
the power consumption of the system is reduced, the energy
efficiency of the system is improved, and the service life
of the network is improved. According to the channel state
and the queue length of the node, by dynamically allocating
the time and power resources of a single node, the power
consumption of the system is minimized and the energy
efficiency of the system is improved under the premise of

ensuring the stability of the data queue of the node. By intro-
ducing a control parameter α, the performance relationship
between power consumption and average queue delay can be
controlled and adjusted according to the delay requirements
of nodes for different services. And then two corresponding
dynamic resource allocation algorithms are proposed.
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