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ABSTRACT Aiming at the problem that the embedded capacity and security of the single-carrier information
hiding algorithm can not be further improved because of the number of carriers, the carrier pre-processing
and the embedding of secret information are combined with the image angle structure descriptor, and a
multi-carrier information hiding algorithm based on the angle structure descriptor (ASD) is proposed. Firstly,
the angle structure descriptors of the extracted image are used to classify the carrier set, and the image
angle structure descriptor direction field coding is obtained. Secondly, the secret information is segmented
according to the carrier classification number and the preprocessing such as scrambling and optimization
is performed. Finally, based on the angle structure the coded data of the feature direction field performs
information hiding on a plurality of types of carriers according to the information hiding rule. In particular,
the “judgment selection” option is designed during secret information extraction to further improve the
performance of the algorithm. The experimental analysis shows that the algorithm has good concealment,
strong anti-analysis ability and robustness, and is suitable for applications such as large-capacity secret
information covert communication with high security requirements.

INDEX TERMS Multi-carrier information hiding, secret communication, angle structure descriptor, ASD,

HVS color quantization.

I. INTRODUCTION

With the rapid development of the Internet and multimedia
technology, the transmission and sharing of multimedia infor-
mation have become increasingly simple and convenient,
which is convenient for people’s lives and cause a lot of
information security hidden danger. In the field of communi-
cation security and copyright protection, information hiding
technology has unique advantages comparing with traditional
cryptography technology. The transmission of secret infor-
mation will be achieved by hiding the information to be
protected in the public carrier. Digital image is vivid, intuitive
nature and has a high popularizing rate and availability on
the Internet. Digital image information hiding technology
[1]-[4] using human visual redundancy to hide confidential
information has become a research hotspot and attracted the
attention of scholars.
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According to the number of carriers, information hiding
algorithms are divided into single-carrier and multi-carrier
information hiding. Information hiding algorithm based on
a single-carrier has own advantages in the spatial domain
[5]-[8] or transform domain [9]-[11], but the shortcom-
ings obviously cannot satisfy the higher application require-
ments. The information hiding algorithm in the mixed domain
considers the strength of both the spatial domain and the
transform domain. The reason is that the transform domain
processes the carrier to obtain the embedded area that satisfy-
ing the requirement, and the secret information is embedded
in the spatial domain to complete the information hiding. The
algorithms have been favored by researchers. Zhang et al.
[12] used the Local Binary Patterns (LBP) and texture feature
identifying carrier region to embed encrypted information
and calculate the difference matrix of adjacent pixels in the
barrier area. The embedding space is constructed by shifting
the histogram of the corresponding elements of the difference
matrix to realize reversible information hiding of encrypted
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information and the lossless recovery of the carrier image,
and the robustness is strong. Yong et al. [13] applied color
space technology in space domain to convert RGB image to
YCbCr color mode, and used DCT for hiding information
in YCbCr space, which has good performance in invisibility,
embedded information and robustness. Chen et al. [14] did
legal 5/3 integer wavelet transform for carrier image, and used
histogram translation method to achieve secret information
hiding in high frequency sub-band. The algorithm reduces
the distortion of the image and has a large Embed capacity.
Chen et al. [15] proposed a reversible information hiding
method based on surface difference, encrypting the original
image, and then using a random function to obtain the overlay
pixels in the encrypted image, according to different inverted
bits in the covered pixels. Different hiding methods are used
according to different inversion bits in the overlay pixels.
Mitekin and Fedoseev [16] proposed two kinds of multimedia
information hiding algorithms based on quantization index
modulation (QIM): IM-QIM and SIM-QIM, the algorithm
can effectively resist statistical analysis, and the algorithm
can also complete information hiding on the time and fre-
quency domain of any multimedia data source. Pal et al. [17]
proposed a weighted matrix based reversible watermarking
algorithm. The algorithm decomposed the original image into
R, G, B color components and partitions the pixel block,
and embedded the secret information in the index file, which
improved the embedding capacity of the secret information
and the security of the algorithm. Malik ef al. [18] proposed
a new reversible information hiding algorithm for interpo-
lated images based on pixel intensity range. The algorithm
divided the pixel intensity range into several groups, and
then embedded the secret data bits into the pixels adaptively
according to the pixel intensity value. It can not only ensured
the visual quality of the image carrier, but also improved
the hiding ability of the image carrier. Chowdhuri et al. [19]
proposed a dual color image information hiding algorithm
based on the weighting matrix. The algorithm used shared
key to generate different weighting matrices of the same
dimension for security and embedding capacity.

Although the above information hiding algorithm based on
single-carrier can complete the transmission of secret infor-
mation, the algorithm cannot further improve the embedding
capacity and security due to the limitation of the number of
carriers. The explosive growth of image data on the Internet
provides a big data application scenarios for steganographic
analyst to use multiple carrier images for information hid-
ing. Ker [20] proposed the concept of multi-carrier image
steganography for the first time and changed the research
goal of information hiding from hiding in a single-carrier
to map from secret information to the carrier set [21]. The
research represented by Zhang et al. [22] summarized the
characteristics and necessity of multi-carrier information hid-
ing and proved that multi-carrier information hiding analysis
is very difficult. Chen et al. [23] constructed a steganography
model for image sharing and proposed a multi-carrier image
steganography algorithm based on Bernstein polynomial,
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which expanded the steganography capacity of image sharing
and improved the security of secret information. Zhao et al.
[24] proposed a general embedded strategy for multi-carrier
image steganography in spatial domain and JPEG domain
based on size-first rule and histogram equalization rule,
which improved the security of steganography. Denemark
and Fridrich [25] studied the side information of a group
of images in the same scene, using multiple JPEG images
to achieve information hiding. Zhou et al. [26] used BOW
model to extract visual words from image sets. Then, each
image is divided into several sub-images, visual keywords
are calculated for each sub-image and a frequency histogram
is counted, and information hiding is realized according to
the mapping relationship between the text keyword and the
sub-image visual keyword. Singh and Singh [27] proposed
a visually meaningful multi-image encryption algorithm,
which divided secret information into multiple images and
generates new images with visual significance for transmis-
sion. The algorithm increased the embedding capacity of
secret information, resisted multiple attacks, and had strong
robustness. In the face of large-capacity secret information,
the multi-carrier image information is concealed by multiple
images as a carrier, and the classified information is dispers-
edly embedded in a plurality of carrier images to achieve
more secure secret communication.

However, in the research of [23]-[27], when the
information of multi-carrier is hidden, the carrier is repro-
cessed, and the secret information is embedded separately.
So, the characteristics of the carrier image are not considered,
and the correlation between the carriers is easily broken,
resulting in greater distortion. In this paper, the ASD fea-
ture vector of the image is used to classify the carrier set,
and the ASD feature vector is transformed into the direc-
tional field to represent the secret information. The carrier
classification and the secret information are embedded by
the image angle structure descriptor, and fully considering
the influence of inter-pixel embedding, and a multi-carrier
information hiding algorithm based on image angle struc-
tural feature is proposed. The ASD is used to preprocess
the set of carriers to obtain different types and numbers of
carrier images. The number of segments of large-capacity
confidential information is determined according to the num-
ber of classifications. The same type of carrier embeds the
same classified information to improve the robustness of the
algorithm. Based on the ASD feature vector combining with
the color field structure method, it modifies the carrier image
and the invisibility of the algorithm can be enhanced. When
the secret information is extracted, because the ASD feature
vector includes the magnitude relationship of the image HSV
color space quantization value, the consideration of the case
where the color quantization difference value is 1 increases
the difficulty of information hiding analysis.

The motivation and objective of the proposed algorithm are
as follows:

1) Security. So far, encrypted image carriers are often

attacked by malicious attacks such as signal processing,
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lossy compression, random noise and so on in network
transmission, which will lead to the loss of hidden
information. Therefore, our goal is to propose a more
robust and secure information hiding algorithm.

2) Multi-carrier secret information hiding environment.
The existing information hiding algorithm based on
a single carrier is limited by the number of carriers,
so it is difficult to further improve the embedding
capacity and security. Therefore, our goal is to reduce
the embedding density of secret information hiding
and propose a multi-carrier large capacity information
hiding algorithm.

3) Invisibility. The current multi-carrier image information
hiding algorithm does not take into account the image
characteristics of multi-carrier, often easy to destroy
the correlation between the carrier images, resulting
in large distortion of the carrier image. Therefore, our
goal is to avoid image distortion when embedding
secret information and ensure the invisibility of the
algorithm.

4) Perceptual tampering. Tampering attempts to affect or
damage the image of the secret carrier. We hope to
effectively detect the tampered situation of the secret
carrier in the transmission process, and get complete
and correct secret information.

5) Anti-analysis. At present, steganalysis detection
technology is relatively mature. Our goal is to effec-
tively resist the current steganalysis detection, prevent
attackers from judging the existence of hidden infor-
mation, and successfully extract the hidden information
content.

Il. ANGLE STRUCTURE DESCRIPTOR (ASD)

ASD was first proposed by Zhao et al. [28], which is based
on the angle structure of the image. According to different
directions, the angle structure is defined in the local block,
and the color information in the HSV color space is combined
to analyze the internal correlation between adjacent pixels
in the structure to form a feature vector. Through the angle
structure as a bridge, ASD integrates various information
(including color, texture, shape, and spatial layout informa-
tion) to extract image features, providing appropriate image
resolution information for the information hiding algorithm.

A. IMAGE HSV COLOR SPACE QUANTIZATION

In the RGB (Red, Green, Blue) color space, there is a big
gap between the chromaticity and perception of the object,
while the HSV color space is relatively uniform, and the
brightness component and the color difference information
are weakly correlated, which is closer to the human visual
perception. Using HSV color space to hide information can
achieve good invisibility requirements. Based on the above,
for an color image of m x n,we transform the RGB color space
into the HSV color space and quantize the HSV color space to
better describe the color and shape information of the image,
which lays the foundation for the subsequent extraction of
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FIGURE 1. HSV color space quantization.

ASD feature vector for carrier set classification and secret
information embedding. The steps are as follows.

Step 1: The HSV color space contains three components:
hue (H, H € [0, 360]), saturation (S, S € [0, 1]), and
brightness (V, V € [0, 1]). The HSV color space is quantized
into 72 spaces, of which hue H is quantized into 8 spaces,
saturation S and brightness V are quantized into 3 spaces
respectively, which can not only integrate image details but
also increase image processing space, as in Fig. 1.

Step 2: The three channels are divided based on the limit of
human eye perception and the HSV color space characteristic.
The H channel is divided into 8 regions (0-7), and the S
and V channels are divided into 3 regions (0-2). Define the
quantization function as in (1).

Q=0sQvH +QyS+V (D

where Qg = 3 is the digitized number of S in the color space
and Qy = 3 is the digitized number of V in the color space.

Step 3: The two-dimensional matrix Q¢ is obtained by
uniformly quantizing the HSV color space of the color image
g(x, y) by (1). We define a pixel value (x, y) in the color image
g(x, y) as the corresponding quantized pixel value in Q¢, and
Cx,y)=a,a €(0,71). Asin (2).

Oc ={(x,x,») e C.Clx,y) =, 0= =71} (2)

B. IMAGE ASD FEATURE VECTOR EXTRACTION
Human visual system is very sensitive to the angle varia-
tion, and image angle variation plays an important role in
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FIGURE 2. Angle and size relationship.

TABLE 1. Representation of size relationship under angle structure.
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visual perception. Therefore, this paper defines the angle
structure in 2 x 2 image blocks based on three directions and
provides an operational space for the information hiding car-
rier preprocessing while significantly describing the image
features. ASD is described by the following steps.

Step 1: For each quantized color value o, € (0,71)
of color image g(x,y), starting from the coordinate (0, 0),
the “Z’’ shape from left to right and from top to bottom moves
2 x 2 local blocks to traverse the quantized color matrix Qc,
with the step d of 2 pixels, so Q¢ is divided into a number
of partial blocks V;;(j = {1,2...5} e N*,j ={1,2...5} €
N*). For each partial block V;, if the color value Vi} =«
of the top left corner of the local block Vj;, the local block is
retained, otherwise it is removed.

Step 2: For the remaining partial blocks Vj;, we obtain Vi}
of each of V;, the angle and size relationship of other color
values ( Vijz., Vi]3., Vi? ), as in Fig. 2.

Take the 0° angle structure as an example. If Vi]]. = Viz.,
it means “equal” relationship. If Vi} < Vijz. or Vi} > Vi]2.,
it means “less than™ or “‘greater than” relationship.

Step 3: Taking all angle structure into account, the size rela-
tionship of all local blocks V;; under three angles is calculated.
According to Table 1, a 9-dimensional vector describing the
angle structure information is obtained.

E nL NG NE NL NG NE L NG
(Noe s Noos Now s Nase s Nase, Nase, Noge s Noge » Noge)

For example, the image shown in Fig. 3(a) is the original
image, and after statistics, the following 9-dimensional vector
can be obtained (assuming the current quantized color value
a = 10).

(NE N, NG NE., NE. NE. NE. N, NS
=(1,0,2,1,1,1,2,1,0)

Step 4: By combining the three angular directions,
three relational graphs can be obtained, which respectively
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FIGURE 3. Original image example and relationship diagram.

represent the greater than, equal, and less than the relationship
in the angle structure. These three diagrams also represent a
detailed description and features of the images to a certain
extent, as in Fig. 3.

Step 5: Multidimensional ASD feature vectors can be
obtained by traversing all « values. If constructed directly,
each image will geta 72 x 9 = 648 dimensional feature vector
(a total of 72 quantized colors), and the vector dimension is
too high. In order to reduce the vector dimension and the com-
putational complexity, we define a three-dimensional vector
T = (#1, tr, t3) to represent the angle structure, let #; = 1,
tr = 0, 13 = 0, define 76 = (1, 0, 0) means “greater than”
relationship, similarly, TE = 0,1, 0), TL = (0,0, 1) means
“equal” and “less than™ relationship respectively. And the
value is calculated as in (3).

3
T = Z 120D 3)
i=1

Step 6. Defining Ly, , Layso » and Lyygo as the values of the
three angle structures of the current quantized color value o
and taking the 0° angle structure as an example, the value is
obtained by (4).

Lo =TPNj + TNy + TONg )

NE,NE,N§ can be obtained by Step2. Similarly, Ly,
and Ly, can also be calculated. For each quantized
color value «, we can get a three-dimensional vector
(Lo s Laryso » Lagge )- ASD feature vector H (216 dimensions)
of the image is obtained as in (5).

H = LC{()O L0l450 Lagoo (5)

L7100 L71450 L7140

IIl. MULTI-CARRIER INFORMATION HIDING

ALGORITHM BASED ON ASD

The core advantage of the multi-carrier information hiding
algorithm is that the large-capacity secret information is
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scattered and hidden on multiple carriers, which reduces the
hidden density and brings better invisibility and robustness,
and greatly improves the security performance of information
hiding. At present, most algorithms research focuses on the
classification and fusion of multiple carriers. When a sin-
gle carrier embeds secret information, it selects the mature
information hiding algorithm to hide. However, these secret
information hiding algorithms are often unable to effectively
form a close relationship with the carrier. It is easy to cause
distortion and bring security risks to the secret transmission
of information. This paper first classifies the carrier library
based on the image ASD features. Secondly, the ASD field
structure after taking the mold 27 of ASD features was
used to design the secret information hiding rules, so that
the embedding of the carrier and the secret information is
effectively connected. Finally, we optimize the secret infor-
mation hiding by the scrambling and optimization algorithm
to complete the information hiding.

A. CARRIER PRETREATMENT

Based on the ASD feature vector, the distance measurement
formula D(H, H') of two images is defined to calculate the
similarity to complete the image classification, as in (6).

L

DH,H') = Z

i=1

|Hi — H'i
1+ Hi+ H] ©)
1

where H and H' are the eigenvectors of the two images
respectively, and L is the dimension of the eigenvector.

After classifying the carrier library by using (6), the
eigenvectors H of each carrier image, module 27 obtains the
respective ASD directional field structure. As in (7), the ASD
direction field structure is to express the ASD features in the
form of direction field, so as to better implement information
hiding by changing direction.

m(0,1)1(0,2)""(0,3)

M = H mod 21 = | myq,1)M(@,2)M(a,3) 7)

m(71,1)M(71,2)1M(71,3)

B. INFORMATION HIDING RULES

In this algorithm, the “direction” of ASD direction field
structure is used to represent information, and the direction
(matrix M) is changed to achieve the purpose of information
hiding. The information hiding rules are designed as follows.

Rule 1: the ASD direction field and the information rules
represented are shown in Table 1, A = (0,1,..., 21”1),
p=(,1,...,+00) € Z*.

Rule 2: when hiding information, the change of direction
follows the principle of proximity. According to Table 2,
the maximum change is 7/2”. When p = 2, the direction of
ASD direction field structure and the schematic diagram of
representative information are shown in Fig. 4. For example,
all ASD field directions in the black area represent “00”".
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TABLE 2. Information hiding rule based on ASD direction field.

ASD direction Represented information

[A7/2p—1,(1+44) 7/ 2p+1) “00”
[(1+42)7/2p+1,(1+22) 7/ 2p) “01”
[(1+22)7/2p(3+42) 7/ 2p+1) “10”
[(3+42)m /27" (14 2) /27" “11”

FIGURE 4. Information indicating area of ASD direction.

Rule 3: The carrier library is divided into n categories,
make the number of segments / of large-capacity secret infor-
mation B equal to the number of classifications n, and it
is obtained that By, ..., B;,...,B,(I = 1,2, ...,n). Under
the maximum length of the embeddable secret information,
it is segmented in the order from small to large, that is,
B; < --- < B; < --- < B, = Bax, different carriers embed
different information, when extracting information, the seg-
ments of information are combined directly in the order of
1 to n. The same secret information B, is embedded in many
carriers of the same kind, at least one can be taken during
extraction, which ensures the integrity of secret information
transmission.

Rule 4: When modifying, it is preferred to change the
“size” relationship to “‘equal”. For example, if there are
Vll2 < V122 and Vll3 = V123, consider changing the former
to Vll2 = V122. When modifying, follow the principle of
“changing small not changing big”, define Vl.jl. - Vl.j“.
di(a = 2,3,4). when there are VL < Vi and V§ <
VEWVYL = 5V = 20d}, = 15V, = 5,V& =
8, d123 = 3), consider modifying the latter to V113 = V123. This
is because the ASD field structure is obtained by the ASD
feature vector which reflects the image features and details.
Changing the direction of the ASD field structure is to change
the size and quantity of Vi]]. and other color quantization values

Vl.?, When the pixels of dg. — 0, Vil» and Vl.;“. are close to
each other, the color of the original image 1s changed to
the minimum. The human eye vision cannot be effectively

identified, which improves the invisibility of the algorithm.

C. INFORMATION HIDING PROCESS AND STEPS

The information hiding of the algorithm in this paper is
divided into the following steps, and the overall flow chart
is in Fig. 5.
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FIGURE 5. Hidden information flow chart.

Step 1: Perform HSV color quantization on the carrier set
image, extract the ASD feature vector H of each carrier image
in the carrier set, and divide them into n categories according
to the distance measurement formula D(H, H’) defined in
this paper. HSV color space is more uniform than RGB color
space, and the correlation between brightness component and
color difference information is weak. Quantization of HSV
color space is helpful to better describe the color and shape
information of image and ensure the invisibility of proposed
algorithm.

Step 2: The large-capacity secret information is segmented
according to “Rule 3 in the information hiding rule, and
the number of segments is n. Under the condition that the
number of secret information segments is the same as the
number of carrier classification, different secret informa-
tion is embedded in different carriers, and the same secret
information is embedded in multiple similar carriers, which
improves the robustness of the proposed algorithm. In the
process of extracting information, the length of large capacity
secret information is combined in order from small to large
to avoid the missing of some secret information, ensure the
integrity of secret information and realize more secure secret
transmission.

Step 3: Calculate the ASD direction field structure M of the
carrier picture by using (7). ASD can provide suitable image
resolution information by extracting image features from the
information of color, texture, shape, and spatial layout. Using
ASD directional field structure to design secret information
hiding rules to ensure the effectiveness of secret information
embedding in the carrier image and enhance the robustness
of the algorithm.

Step 4: According to the rules of information hiding
in Table 1, the ASD field structure of the carrier picture
is encoded by knight parade traversal, which is represented
as C. By using knight tour to scramble the color value of
the image, the secret information can be evenly distributed in
the carrier space, and the recognizable secret information can
still be obtained when the image containing the secret is sub-
jected to non-severe attacks such as cutting, which effectively
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improves the robustness of the proposed algorithm.

C=(x1,x2,...,x)€{0,1}

Step 5: The piecewise secret information uses Logistic
mapping for chaotic scrambling. As in (8), the scrambling
parameter u and the initial value g; are determined, and
the piecewise secret information is scrambled according to
the parameter g, and the scrambled bit sequence is denoted
as B§N(i), i = 1,2,...,n The complex encryption of
secret information increases the complexity of the algo-
rithm, enhances the anti-analysis of the algorithm, and also
improves the success rate of secret information extraction.

gk+1 = pgk(1 —g),  gr € (0, 1) ®)

Step 6: Apply genetic algorithm for optimize adjust-
ment. In Logistic mapping, scrambling parameter u €
[3.5699456, 4], initial values g; € (0, 1). The same number
of corresponding bits of BfN(i) and sequence C are repre-
sented by F. Optimize to g maximize F as much as possible.
The optimization model is shown in (9). First, set the iteration
times ¢ of genetic algorithm, make a binary code of the length
i of the segmented secret information, and randomly obtain
the initial segmented secret information population Bfl(\’,(i).
Then, the fitness of each individual in the secret information
population is calculated by (9), so that population B‘;‘;’V (i) can
get the next generation population Bfl’v“ (i) after the operation
of selection, crossover and variation. Finally, get the optimal
parameter gx when the number of corresponding bits F of
sequence Bfl’v(i) and sequence C is the same as large as
possible. The optimal embedded bit Bﬁ‘,(i) is obtained by
substituting the optimal solution g into BfN(i). The opti-
mization algorithm is used to optimize the desire to hide
the information, so that it can achieve maximum consistency
with the embedded position of the carrier image. By opti-
mizing parameter gx, we can make the bit sequence BfN(i)
after scrambling the segmented secret information and the
ASD structure field coding sequence of the carrier image
correspond to the largest number of bits as much as possible.
In this way, while ensuring the maximum consistency, we can
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improve the matching degree between the information hiding
embedding area and the embedding amount, and effectively
increase the embedding capacity of the secret information.

F(z) = max F(gx) = max ) _ (x,gn) ©)

Step 7: Change the direction of ASD field structure accord-
ing to the rules shown in Table 1, Hide the BZ]"N (i) in the knight
parade traversal order. According to “Rule 4°°, make corre-
sponding changes to ASD feature vectors and change the size
and quantity of corresponding color quantization values in
different directions. The algorithm completes the embedding
of the secret information by modifying the direction of the
ASD direction field structure, that is, the final modification is
the color value Vl:} of each local block of the color image and
the size of the other color quantization value V7. The design
follows the “changing small not changing big” modification
principle to ensure that Vl.Jl. and Vl.;? pixels as close as possible.
The minimization of color change of the original diagram
not only improves the invisibility of the algorithm, but also
reduces the risk of dense images being discovered by third
parties in the transmission process, and effectively enhances
the security of the algorithm.

Step 8: Repeat the above Step3-Step7, and finally get a
carrier set containing secret information.

D. EXTRACTION OF INFORMATION

When extracting information, multiple carriers carry multiple
copies of the same secret information. When one or more of
them are obviously different from most other secret informa-
tion, it can be determined that they are damaged or tampered
with under attack, which improves the perceived tamper-
ing of the algorithm. In addition to extracting ASD field
structure directly from multiple carriers, multiple copies of
the same secret information were extracted according to the
rules shown in Table 1. Since the ASD feature quantity
changes very little when the information is hidden, especially
considering the case where the current color quantization
value « is di‘;. = 1, The size relationship under the angle
structure of the two is regarded as equal for secret information
extraction, and the secret information extracted in the two
cases is compared with other different segment information
combinations, and the selection and retention are performed
according to the complete meaning of the secret information,
further improving the robustness of the algorithm.

Step 1: Perform HSV color quantization on the obtained
carrier set image, extract the ASD feature vector H of each
carrier image in the carrier set, and classify according to the
distance metric formula D(H, H') defined in this paper.

Step 2: For each type of carrier picture, extract multiple
pieces of secret information C,gN(i) from the same type of
carrier for comparison and judgment. When one or several
copies are significantly different from most other secret infor-
mation, it is determined to be damaged or tampered by attack
and discarded.

Step 3: For the 1/2 carrier of the same kind of carriers
retained, the ASD directional field structure M of the car-
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rier picture is calculated directly by the ASD feature vector
using (7) , and extract secret information C ,gN (i) according to
the hiding rules shown in Table 1.

Step 4: For the remaining 1/2 carrier, dl.‘jl. = 1 isregarded as
dg = 0 under the current color quantization value «, that is,
the size relationship between them under the angle structure is
regarded as equal, and secret information ClgA/, (i) is extracted.

Step 5: Repeat Step2-Step4 above, obtain secret informa-
tion Cf,\,(i) and Cf]\/,(i) of each segment (i = 1,2,...,n),
calculate its length and size, sort and combine them according
to “Rule 3” in the information hiding rule respectively, obtain
complete secret information CfN and Cf,(,, selects and retains
correct large capacity secret information according to the
meaning shown.

IV. PERFORMANCE ANALYSIS AND EXPERIMENTAL
COMPARISON

A. PERFORMANCE ANALYSIS OF THE ALGORITHM

1) INVISIBILITY ANALYSIS

The algorithm in this paper performs information hiding by
changing the direction of the ASD field structure. Firstly,
the ASD field structure is transformed from the ASD feature
vector, which fully considers the influence of image’s features
and details on the invisibility. Secondly, the hidden area can
be divided intensively as much as possible with the help
of computer (usually, the parameter k > 8, the maximum
change angle is less than 0.7°). Thirdly, when the information
is hidden, it follows the principle of ‘“‘the size relationship is
changed to equal” and the principle of difference between
the color quantization values is changed to ‘“‘changing small
but not large”. The three points above make the algorithm
not only consider the human visual rules, but also make the
carrier image change less when information hiding. Logistic
chaotic map scrambling and genetic optimization algorithm
greatly reduce the change of hidden information to the carrier
image and ensure the invisibility of the algorithm.

2) ROBUSTNESS ANALYSIS

Information hiding algorithms based on multi carrier have
the robustness that the single carrier information hiding
algorithm can’t compare. When the secret information is
transmitted, it is not only one, but also distributed and hid-
den in multiple types and quantities of carriers, which fully
guarantees the robustness of the algorithm. At the same time,
the algorithm of this paper is based on ASD design, which
covers the characteristics of image energy and color unifor-
mity and enhances the robustness to some extent. After the
color values of the image are scrambled by the knight-tour,
the secret information is evenly distributed in the carrier space
to ensure that the carrier can still get recognizable secret
information when it is attacked by non-severe attacks such
as cutting, so as to improve the robustness of the algorithm.

3) PERCEIVED TAMPERING ANALYSIS
The algorithm uses the principle of “judging selection” in
information extraction, that is, in information extraction,
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especially considering that the current color quantization
value and the adjacent color quantization value are only
one difference the extracted secret information is selectively
retained, so that the algorithm has a high ability of perceptual
tampering.

4) ANTI-ANALYSIS ANALYSIS

The algorithm of this paper is based on ASD. Information
hiding is to modify the basic elements (color, structure) of the
image. In theory, it can almost completely resist the analysis
based on statistical characteristics and random characteristics
of bit plane.

B. THE EXPERIMENTAL COMPARISON

In the actual communication process, the transmitted image
with secret information may be damaged or seriously attacked
by a third party. A series of tests were carried out on the
algorithm and compared with other algorithms. The exper-
imental environment is Matlab 8.3.0.532, Python 3.4.6, and
the benchmarks standard image databases comes from Corel-
5K, Caltech 101, COIL-100. In this paper, the algorithms pro-
posedin [12], [17], [18], and [23] are selected as experimental
references.

1) INVISIBILITY EXPERIMENT

According to the rules of information hiding, p = 10 and
di‘;. = 5 are selected, and the experimental results are given
by taking the scale secret information S of three kinds of six
images as an example. The carrier image, hidden information
and image with secret information are shown in Fig. 6, where
S is the hidden information, A;-C, is the original carrier
image, A|-C), is the image with secret information.

Compared with the carrier image and the image with
secret information, the image with secret information has
a good visual effect and imperceptibly. The average PSNR
of the image with secret information and the carrier image
is 46.4217, which has high invisibility. According to the
information hiding rules, p parameter determines the divi-
sion density of the hidden area. The higher the density is,
the smaller the field direction changes, and the higher the
invisibility is.

As in Fig. 7 below, when k£ > 10, the PSNR value is higher
than other algorithms, and with the increase of embedding
capacity, the distortion of the image changes slowly. When
k = 20, the algorithm in this paper is compared with
the proposed algorithm in [12] (LBP), the proposed algo-
rithm in [17] (WMR), the proposed algorithm in [18] (PIR),
and the proposed algorithm in [23] (SaS) in the literature,
the PSNR increased by 17.93%, 3.09%, 22.21%, and 32.85%
respectively. The robustness was superior to that of the other
algorithms.

Based on the Corel-5K, Caltech 101, and COIL-100 image
databases, we selected 20, 50 and 100 images for embedding
secret information, and the data of Fig. 8 show that the PSNR
of the algorithm increases with the increase in the num-
ber of image carriers. When 100 images of different carrier
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FIGURE 6. Original carrier and secret carrier.

databases are selected, the high invisibility of the average
PSNR of 49.4243 can be achieved.

2) ROBUSTNESS EXPERIMENT

Robustness is a measure of the degree of modification of
secret information after an attack on dense images, and it is
also the ability of the algorithm to extract valid information
after an attack. In this paper, we measure the robustness of
the algorithm, and carry out single attack and compound
attack respectively. The single attack includes cutting attack,
compression attack, rotation attack and noise attack. Among
them, the robustness test value of the multi-carrier informa-
tion hiding algorithm is represented by the robustness average
value of all carrier images.
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FIGURE 9. Compression attack comparison test result.
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a: SINGLE ATTACK EXPERIMENT

The robustness of multi-carrier information hiding algorithm
is based on the robustness of local carrier. Firstly, the robust-
ness of the algorithm on local carrier is tested. In the actual
transmission of common channel, image is most vulnerable
to compression, cutting, rotation, noise and other related
attacks. Taking the dense image A as an example, Fig. 9,
Fig. 10, Fig. 11, and Fig. 12 show the comparison with the
experimental results of LBP, WMP, RID, and SaS algorithms
under the cutting attack, compression attack, rotation attack
and noise attack, where Q represents the robustness test
value [29].

As in Fig. 9, in the face of compression attack with 30%
compression rate, the robustness Q value of the proposed
algorithm is 86.00, while the robustness Q value of LBP,
WMR, PIR, and SaS is 75.06, 76.41, 72.42, and 63.80, that is
to say, the robustness Q value of the algorithm in this paper
is 14.58%, 12.55%, 18.75%, and 34.80% higher than that of
LBP, WMR, PIR, and SaS respectively.
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FIGURE 11. Rotation attack comparison test result.

As in Fig. 10, when the cutting rate is 25%, the robustness
Q values of our algorithm, LBP, WMR, PIR, and SaS are
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FIGURE 12. Noise attack comparison test result.

89.31,70.61, 75.25, 71.43, and 64.90 respectively, that is, the
robustness Q values of our algorithm are 26.48%, 18.68%,
25.03%, 37.61% and higher than those of LBP, WMR, PIR,
and SaS respectively. Fig. 11 shows that the robustness
Q values of our algorithm, LBP, WMR, PIR, and SaS are
84.57, 69.22, 73.63, 79.28, and 62.48 respectively when in
the face of rotating 45° anticlockwise attack, that is, our algo-
rithm improves the robustness Q values of LBP, WMR, PIR,
and SaS by 22.18%, 14.86%, 6.67%, and 35.36%, respec-
tively. Fig. 12 shows that when the noise intensity is 40%,
the robustness Q values of our algorithm, LBP, WMR, PIR,
and SaS are 83.92, 69.42, 76.02, 72.37, and 62.12 respec-
tively, that is, the robustness Q values of our algorithm are
20.89%, 10.39%, 15.96%, and 35.09% higher than those
algorithms of LBP, WMR, PIR, and SaS respectively.

Besides, we randomly selected images from Corel-5k,
Caltech 101 and COIL-100 image databases for the same
25% cutting, JPEG2000 compression, 45° counterclockwise
rotation, and 40% noise attack experiments. As in Fig. 13,
based on the images in the Corel-5K, Caltech 101 and
COIL-100 image databases, the algorithm is carried out on
the above four single attacks, the average robust value Q of
each carrier image databases can reach 84.19, 88.20, 84.76,
which shows that the proposed algorithm has good robustness
in the face of different image databases.

b: COMPOUND ATTACK EXPERIMENT

In the actual transmission of public channels, images are not
only vulnerable to single attacks of compression, cutting,
rotation and noise, but also can be compound attacks by these
single attacks.

We carried out a series of compound attack experiments
on our method. Table 3 and Fig. 14 give the experimental
data of 14 compound attacks. As in Table 3, Cut, Com, Rot
and Noi represent 25% cutting, JPEG2000 compression, 45°
counterclockwise rotation and 40% noise attack, respectively.

As in Table 3 and Fig. 14, the PSNR value of the
algorithm is 39.3147 under the attack of 25% cutting,
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FIGURE 14. Compound attack experiment results of different image
databases.

JPEG2000 compression and 40% noise at the same time. The
PSNR of the algorithm is 39.4643 under the attack of 40%
noise, 45° anticlockwise rotation and 25% cutting at the same
time. The PSNR value can still up to 38.9208 under the
high-intensity compound attack of 25% cutting, 40% com-
pression, 45° counterclockwise rotation, and 40% noise.
In conclusion, the proposed algorithm has good robust-
ness and can resist effectively in the face of high-intensity
compound attack.

3) ANTI-ANALYSIS EXPERIMENT

The steganographic analysis of image generally distinguishes
whether the carrier information contains secret information
according to the change of statistical characteristics of the
carrier information before and after hiding. Common analysis
methods include x2 detection, RS detection, DIH detection,
and grayscale analysis detection [30]. The design of stegano-
graphic analysis algorithm relies heavily on the design of
information hiding algorithm. The joint analysis method for

VOLUME 8, 2020



S. Ren et al.: Multi-Carrier Information Hiding Algorithm Based on ASD

IEEE Access

TABLE 3. Compound attack experimental data (based on PSNR).

The carrier with secret information

Experimental Number PSNR/dB
Al 4, B/ B, C/ (4
Experiment 1 Cut / / / / / 43.6238
Experiment 2 / / Com / / / 41.9642
Experiment 3 / / / / Noi / 42.9736
Experiment 4 / / / / / Rot 442753
Experiment 5 / Com Cut / / / 41.1739
Experiment 6 Noi / / Com / / 40.7024
Experiment 7 Attacks / / / / Rot Com 40.3694
Experiment 8 types / / Cut / / Noi 40.0359
Experiment 9 Cut Rot / / 40.2584
Experiment 10 Rot Noi / / / 40.5832
Experiment 11 Com / / Noi Cut / 39.3147
Experiment 12 / Cut / Com / Rot 39.2712
Experiment 13 / Rot / Cut / Noi 39.4643
Experiment 14 / Com Rot / Noi Cut 38.9208

multi-carrier information hiding proves that the analysis of
multi-carrier information hiding is very difficult, but the rapid
development of machine learning technology makes it pos-
sible to quickly complete the steganalysis of multiple local
carriers in the channel by using the mature single-carrier
steganalysis method and integrate the analysis results. In this
paper, the gray-scale image of carrier Ay is selected as the
experimental sample of anti-detection analysis, and LBP,
WMR, PIR, and SaS algorithm are used as the comparison
group. The grayscale parameters of the original carrier image
and the indexes of each algorithm are shown in Fig. 15(a)-(f).

From the comparison of the genealogical data of each
object in Fig. 15, it can be seen that the difference between
the genealogical data of the embedded image and the orig-
inal carrier image is very small in this algorithm, and the
anti-analysis is good. The genealogical data of the embedded
image and the original carrier image with LBP, WMR, PIR,
and SaS algorithm are quite different, with relatively weak
anti-analysis. In addition, we use RS detection method and
x? detection method to experiment with this algorithm.

a: RS DETECTION METHOD

RS detection method (regular/singular group of pixels, RS),
namely double statistics detection analysis method [31],
[32], which is an effective analysis method of LSB infor-
mation hiding by analyzing the relationship and difference
between adjacent colors of secret image. RS detection detects
whether the information is hidden by comparing the dif-
ference between R, and R_,, and between S,, and S_,,.
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The figure below shows the analysis results of RS analysis
method for this algorithm.

According to the experimental data of Fig. 16, on the basis
of the initial deviation (about 165) of RS analysis algorithm,
the maximum difference of R is 317, and the maximum differ-
ence of S is 149, and the hiding rate has no positive effect on
the difference. Randomly select 100, 500, 1000 pictures from
Corel-5k, Caltech 101 and COIL-100 image databases for
testing, as in Fig. 17, the detection rate is lower than 2.96%,
indicating that the algorithm is resistant to RS information
hiding analysis.

b: x2 DETECTION METHOD

x? analysis method [33] is a detection method for spatial
steganography of color image, which detects the existence
of secret information according to the statistical character-
istics of the proximity of gray value pairs before and after
embedding secret information. If the secret information is
not embedded in all the pixels, and the embedding position
is randomly distributed in the whole image, the method is
difficult to work.

Randomly selected 100, 500, 1000 pictures from Corel-5K,
Caltech 101, COIL-100 image databases for testing, and as in
Fig. 18, the detection rate was less than 1.97%, indicating that
the algorithm resists information hiding analysis and proves
the effectiveness of the algorithm.

From the experimental data of RS detection method and y 2
detection method in Fig. 17 and Fig. 18 for different image
databases, it can be seen that the detection accuracy of RS
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FIGURE 16. RS detection analysis results.

detection method for COIL-100 image database is signifi-
cantly higher than that of Corel-5k image database, while
the detection accuracy of x2 detection method for Caltech
101 image database is lower than that of COIL-100 image
database. This is because the performance of current gen-
eral steganalysis methods depends on images from different
sources. When the training image source does not match
the detection image source, the performance of steganalysis
detection will also be affected. At the same time, although
the current general steganalysis technology can detect many
hiding methods, it can not reliably detect the low embedding
rate. The proposed algorithm is based on the low density
hidden space of multi-carrier to realize the embedding of
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FIGURE 17. The detection rate of RS detection analysis.

secret information, and the embedding position of secret
information is randomly distributed in the whole image,
which greatly reduces the embedding density of a single
image. Compared with x2 detection method, RS detection
method is more sensitive to steganalysis in case of low
embedding rate. As in the experimental data in Fig. 17 and
Fig. 18, the detection rate of RS detection method is slightly
higher than that of x2 detection method. The experimental
data show that the above two detection methods are based on
different image data, the detection accuracy is not more than
2.96%, the detection accuracy is low, which shows that the
proposed algorithm has good anti-analysis resistance.
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V. CONCLUSION

This paper proposes a multi-carrier information hiding
algorithm based on angle structure descriptor. Different from
the traditional image sharing information hiding algorithm,
considering the feature details of carrier image comprehen-
sively, the embedding effect between pixels is considered on
the basis of ensuring the connection between the carriers, and
the classification of the carrier is closely combined with the
embedding strategy of the secret information by using the
image angle structure descriptor together, the angle structure
characteristic information of the image is transformed into
the transformation of the effective information representation
of the direction field. The simulation results show that the
algorithm is suitable for the application scenarios with large
hidden information capacity and high security requirements.
The algorithm has excellent concealment and strong anti-
analysis ability and can resist most image processing attacks.
At the same time, there is still much for improvement in
the proposed algorithm. In the next research work, we will
explore how to make better use of the correlation between
image carriers in order to improve the embedding capac-
ity and robustness of multi-carrier information hiding algo-
rithms. Furthermore, it is one of the key points of future
research to find the embedded location of secret informa-
tion to construct random distribution, and further reduce the
embedding rate of secret information, so as to enhance the
anti-analysis of the algorithm.
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