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ABSTRACT In modern times, many individuals, businesses and the Internet of Things (IoT) integrated
industries collect huge amounts of meaningful data daily, which may be beneficial for other individuals and
businesses as well. By utilizing this data, future trends to make the right decisions on the bases of facts and
figures are analyzed efficiently. In addition to that, many new ways are paved for researchers to utilize this
data in their upcoming research. However, due to some major issues like security, privacy and access control
of data, data owners avoid sharing data among themselves. Another main problem is the selfish behavior of
data owners. Businesses also act selfishly and invest huge amounts of money to collect and maintain the data
for their benefits. Therefore, data owners are hesitant to share their data with others without the availability
of a fair profit and secure data-sharing platform. Moreover, consumers are not much motivated to buy data
from Data Providers (DPs) due to its bad quality and inconsistency. The data provided by data owners is
mostly incomplete, outdated, heterogeneous and costly. In this paper, a subscription-based data-sharing
model is proposed by leveraging the blockchain technology and Data as a Service (DaaS) concept. In this
model, users subscribe to a DP for a specific period to get access to the data and pay according to the
subscription plan. The DP keeps receiving revenue recurrently for a long-time, which has a huge profit margin
in comparison with selling data at once. Furthermore, two major pricing models, Flat Rate Pricing (FRP)
and Usage-Based Pricing (UBP), are discussed to set standards for data owners to monetize their data, and
a new hybrid pricing model is also proposed. Blockchain technology is utilized in the proposed model to
make it secure, transparent and immutable. To investigate the performance of the proposed model, a private
blockchain network is deployed using a web interface provided by MultiChain blockchain. The simulation
results demonstrate that the proposed model is feasible and efficient. The theoretical discussion proves that
the proposed model is beneficial for both data owners and data consumers and has a good scope in the future
for data management and trading processes.

INDEX TERMS Access control, blockchain, data-sharing, data as a service, pricing strategies, incentive
mechanism, data subscription.

I. INTRODUCTION

Data is the most valuable asset of any business. The wisdom
required for making correct decisions and taking the right
actions depends upon the meaningful data. If the data is
meaningful, relevant, complete and up-to-date, it helps in the
growth of a business. If not, it is useless and resource-wasting
product for the business. It is true that companies, which do
not recognize the importance of data utilization, probably
fail to survive in the current economic scenario because the
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modern marketplace’s environment is data-driven. Business
leaders need data to analyze the market trends on the bases of
facts and figures. For this purpose, they need to get the right
information on the right time to make the right decisions for
the growth of the business.

One of the major problems is that businesses neither share
data internally (within departments) nor externally (with
other businesses). A company or a department may collect
data that is beneficial for other companies or departments;
however, the lack of trust and communication, eliminates this
possibility. Sometimes, an individual or business must access
the data of other businesses to analyze the trends and make
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strategies and decisions accordingly. Therefore, businesses
need to buy data from other businesses to fulfill their require-
ments. However, there are still many reasons due to which
businesses avoid sharing their data with others, even though
it is a profitable practice. These reasons are privacy, secu-
rity, access control, data governance, selfish behavior of data
owners and lack of proper business models and policies to
maximize the revenue of data owners. To tackle these issues,
many researchers have proposed different data-sharing mod-
els. Recent research shows that blockchain is a suitable tech-
nology to resolve these issues.

Blockchain technology, a distributed and decentralized
ledger, was proposed by Satoshi Nakamoto in 2008 [1]. It is
a sequence of data blocks, produced and joined together
chronologically. Blockchain technology is the combination of
distributed ledger, consensus mechanism, Peer-to-Peer (P2P)
network and smart contracts. Blockchain and its concepts are
discussed in detail in the preliminaries section (Section III).
It is the main underlying technology of Bitcoin [2]. Neverthe-
less, it is no longer just about cryptocurrencies or Bitcoin in
general. Instead, it can be seen as an emerging and innovative
technology, which has major influences on various aspects
of our lives. Due to the design features of blockchain-like
transparency, immutability and traceability, the research com-
munity is applying blockchain in many fields such as the
Internet of Things (IoT), medicine, economics and so on.
To solve the security, privacy and data access problems,
many researchers proposed blockchain-based data-sharing
models. The list of abbreviations used in this paper is given
in TABLE 1.

A. MOTIVATION

Data-sharing has become important for almost every field
of life. The blockchain-based data-sharing models are gain-
ing popularity as they make data secure and reliable while
protecting it and defining several access levels. A secure
data-sharing model is proposed in [3] using blockchain. This
model is specifically designed for medical records shar-
ing of patients while protecting the sensitive information.
It encourages the data owners to share data; however, it lacks
data authentication and communications rules between two
parties. Liu ef al. proposed a similar model for patients’
medical record sharing [4]. Here, data is stored on cloud
servers and their respective indexes are stored in a blockchain.
Another data-sharing model is proposed in [5]. This model
uses two types of blockchains: private and public. The for-
mer is used to store the actual data and later is used to
store the indexes of the stored data. In the aforementioned
data-sharing models, the authors did not define incentives or
pricing mechanisms for data-sharing. The incentive mech-
anisms play a very important role in motivating the data
owners to share the correct data. On the other hand, the pric-
ing mechanisms discourage the users to request for the
unnecessary data and it results in the reduced computational
overhead of the system. In [6], a data-sharing model for
vehicular network is proposed. The digital signatures are
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TABLE 1. List of abbreviations.

Abbreviations | Description

ABE Attribute-Based Encryption

B2B Business to Business

B2C Business to Consumer

c2C Consumer to Consumer

DaaS Data as a Service

DP Data Provider

DS Data Subscriber

DoS Denial-of-Service

EPPAS Enhanced Privacy-Preserving Auc-
tion Scheme

FQ Fixed Quota

FRP Flat Rate Pricing

GHC Gartner Hype Cycle

HPM Hybrid Pricing Model

ICS Indicator-Centric Schema

IoT Internet of Things

IPFS Inter Planetary File System

ISP Internet Service Provider

JSON JavaScript Object Notation

LCs Lightweight Clients

MPC Multi-Party Computing

P2P Peer-to-Peer

PHI Public Health Information

PoW Proof-of-Work

PoA Proof-of-Authority

PayG Pay-as-you-Go

PPAS Privacy-Preserving Auction
Scheme

SAP System Applications and Products

SHA Secure Hashing Algorithm

UBP Usage-Based Pricing

VANETs Vehicular Ad-hoc Networks

WSNs Wireless Sensor Networks

used to ensure the reliability and integrity of shred data.
The vehicles get a reward in the form of data coins when
they share data honestly. However, the authentication of vehi-
cles is ignored in this model. Another similar data-sharing
model for vehicles is proposed in [7]. In this model, all the
vehicles are first registered and then share data. To prevent
the vehicles from sharing false information, a reputation
mechanism is designed. Using this mechanism, the vehi-
cles sharing correct information are awarded with positive
points. Whereas, the vehicles sharing false information are
given negative points. In this way, the malicious nodes are
identified in the network. Motivated by the aforementioned
work, a blockchain-based data-sharing model with decentral-
ized storage is proposed. This model ensures data reliabil-
ity, integrity and security. Additionally, it also includes the
access control method for authentication and authorization of
data.
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B. PROBLEM STATEMENT

From the literature review, it is identified that major prob-
lems addressed by researchers in data-sharing are security,
privacy, access control, decentralization (single point of fail-
ure), immutability, decentralized storage, etc. In [3], [4],
[8], [9], the authors propose blockchain-based data-sharing
models to address the privacy, security, access control and
decentralized storage problems. However, the selfish behav-
ior of data owners is neglected. Large businesses invest huge
amounts of money to collect, store and maintain data for
their benefits. The question is, why data owners share their
data without any benefit? To answer this question, there
must be a proper data-sharing model to motivate the data
owners to share their data with others securely and profitably.
To further motivate the data owners, many researchers pro-
pose different incentive mechanisms. The authors in [10],
propose a decentralized framework to motivate data owners
to share their data by giving them incentives. The authors use
blockchain and smart contracts to provide security, scalability
and privacy to their model, which ensure secure data-sharing
among users. However, the incentive mechanism, proposed
in this model, is more generalized and is not suitable for
the data-market. In such an incentive mechanism, there is
no fair distribution of incentive, e.g., a person who shares
IMB data gets the same reward as the person who shares 1GB
data at once. Thus, in addition to security, privacy and trans-
parency, the proper pricing schemes and business strategies
are very important to maximize the benefits of data owners.
Due to heterogeneity, low quality, incompleteness and high
cost of data, consumers are not willing to buy data from
Data Providers (DPs). It is difficult to utilize heterogeneous
data to fulfill the business demands. Data generated by IoT
devices is often heterogeneous in nature [11], which creates
compatibility issues on different platforms. According to a
recent Gartner’s research, poor data quality costs businesses
an average of $ 15 million of losses per year [12]. Poor quality
of data does not only impact the financial resources, but it also
has a negative impact on the productivity and credibility of
businesses.

C. CONTRIBUTIONS

To solve the aforementioned problems, a subscription-based
data-sharing model is proposed, which is the combination of
blockchain technology and Data as a Service (DaaS) concept.
DaaS helps in solving issues related to real-time data access
by enabling companies to access real-time data streams from
anywhere using the Internet. It further eliminates the restric-
tions of data sources by developing proper Application Pro-
gramming Interfaces (APIs). These APIs provide data in
specified formats, which resolve the issue of heterogene-
ity. Big companies like Amazon and Systems Applications
and Products (SAP) are now tapping into this slowly devel-
oping area [13]. Blockchain provides security, immutabil-
ity and transparency to the data-sharing network as all the
communications and deals are done through the blockchain
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using smart contracts (smart filters). Public key cryptography
ensures the authentication and authorization of the users.
The major contributions of this paper are summarized as
follows:

1) A subscription-based data-sharing model is proposed
that integrates blockchain and DaaS to share data in
a secure and cost-efficient way. The DaaS improves
the quality of data and provides ease of access.
The data in DaaS is provided in a specific for-
mat, which resolves the issue of data heterogeneity.
Blockchain provides security, immutability and trans-
parency to the data-sharing network. All the com-
munications and data-sharing are done using smart
contracts.

2) In order to ensure data governance, integrity and secu-
rity, the access level of data (authentication and autho-
rization) is implemented.

3) The business and pricing models are defined for
data-market to set standards for data owners to mon-
etize their data and maximize the profit of both data
owners and data consumers.

4) Inorder to secure the API call (communication between
the data provider and consumer), digital signatures,
encryption and double side verification of the sender
and receiver are implemented using public-key cryp-
tography and blockchain.

5) The private network is designed for data-sharing with
a round-robin consensus mechanism. This mecha-
nism requires low computations and energy resources
as compared to the Proof-of-Work (PoW) consensus
mechanism. Furthermore, the block size limit is applied
to slow down the generation of blocks, which can save
storage resources.

6) To investigate the performance of the proposed model,
simulations are conducted and results are generated
by executing a high volume of transactions. Mean-
while, the network behavior and the mining process are
monitored very closely. The proposed model is imple-
mented using MultiChain blockchain and its interface
web-demo for writing a PHP script to monitor the
performance of the network after a specific interval of
time [14].

7) A detailed discussion on theoretical analysis and simu-
lation results is presented to demonstrate the feasibility
and efficiency of the proposed model.

Throughout the paper, the terms ‘businesses and com-
panies’, ‘data owner and data provider’, ‘data seekers,
users, consumers and Data Subscribers’ (DSs), ‘API call
and request’ and ‘smart contract and smart filter’ are used
alternatively.

The rest of the paper is organized as follows: Section II
presents the literature review. Section III describes the pre-
liminaries of the paper. Section IV presents the proposed
system model. Section V shows the simulation results and
gives their discussion. Finally, the conclusion and future work
are presented in Section VL.
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Il. RELATED WORK
In this section, the literature review of blockchain-based data-
sharing, access control and incentive mechanisms is given.

A. BLOCKCHAIN-BASED DATA-SHARING, PRIVACY AND
ACCESS CONTROL

In [3], the authors proposed a blockchain-based model to
facilitate access between users and a pool of shared sensi-
tive data. The main purpose of the model was data-sharing
in a secure manner to protect the privacy of data. How-
ever, the communication and authentication protocols and
algorithms between entities were not fully defined. Authors
in [4] proposed a blockchain-based model for sharing medical
records to preserve the privacy of patients. To solve the
problem of centralization, the authors stored data on cloud
and its indexes in blockchain. Attribute-based access con-
trol mechanism and the content extraction signature schemes
were used for privacy preservation in data-sharing. Further-
more, smart contracts were defined to set access permis-
sions and to ensure data access security. In [5], authors
proposed a blockchain-based secure Public Health Informa-
tion (PHI) sharing model. The motivation behind this model
is the improvement in health diagnostics. In the proposed
work, two types of blockchains are used, i.e., private and
consortium. Former is used to store the PHI and later is
used to keep records of the PHI indexes. The data in PHI
and patients’ identities are stored using the public key cryp-
tography, encrypted with keyword search mechanism. The
proposed model ensured improvement in health diagnostics.
However, the conjunctive keyword search mechanism is not
used.

In [6], authors proposed a secure data-sharing blockchain
based model in Vehicular Ad-hoc Networks (VANETS). The
proposed model is termed as data security sharing and storage
system based on consortium blockchain. In the proposed
model, the data integrity and reliability is ensured using
the digital signatures and bilinear pairing techniques. The
vehicles, which take part in data-sharing, are given the data
coins upon successful and honest data transmission. The
proposed model ensured reliable data-sharing and storage.
However, the authentication of the vehicles is not considered.
Authors in [7] used consortium blockchain model in vehicu-
lar network to achieve secure data-sharing among vehicles.
To ensure sharing of high quality data, a reputation-based
model is used. To manage the reputation system, a three-
weight subjective model is used in the proposed model. In the
proposed work, security analysis is also performed, which
further promotes security and trust.

Authors in [8] proposed a blockchain-based data-sharing
model between cloud service providers. The proposed model
used smart contracts and an access control policy to effi-
ciently trace the behavior of the data owners and revoke
access in case of rule and permission violation. The proposed
model enabled cloud service providers to securely achieve
data provenance and auditing; while, sharing medical data
among users without any risk of data privacy.
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Authors in [9] proposed data-sharing model by combining
the Inter Planetary File System (IPFS), Ethereum blockchain
and Attribute-Based Encryption (ABE) technologies. The
main purpose of the model was to provide privacy and
fine-grained access control of data. In addition, the keyword
search function in the cipher text of the decentralized storage
system was implemented and the problem of cloud server
not returning correct search results was solved. However,
the scheme did not define the mechanism of user’s permission
revocation to update access policy. Authors in [15] proposed
a framework for data collection and secure data-sharing by
combining blockchain and deep reinforcement learning for
mobile crowd-sensing. They used blockchain technology to
share data among mobile terminals with different security
levels.

Authors in [16] proposed a blockchain-based secure data-
sharing platform. The proposed model used IPFS to store the
data in a secured manner. In the proposed model, metadata
is stored in IPFS, which is further divided into sectors. The
users are authenticated in the proposed model using digital
signatures. The authorized users are then asked to update
reviews about the data, after it is successfully shared among
them. The users are then incentivized on the basis of the
reviews they updated in the network.

Authors in [17] proposed an information management
system to handle the patients’ data, termed as MedBlock.
The proposed model used blockchain technology and the
distributed ledger. The consensus mechanism used in the
proposed work achieved reduction in both the energy con-
sumption and the network congestion. According to authors,
MedBlock played an important role in sensitive medical
information sharing in a secured manner.

To tackle the privacy issues, authors in [18] proposed
Privacy-Preserving Auction Scheme (PPAS). In the proposed
model, the third party is compromised by two independent
entities: auctioneer and intermediate platform. The auction is
done in the proposed model using homomorphic encryption
technique. To further promote security, an enhanced model
is proposed termed as Enhanced PPAS (EPPAS). Both the
proposed techniques are assessed for the resilience against
different attacks. Extensive performance evaluations were
carried out to ensure the feasibility of the propose techniques.
Authors in [19] proposed a secure service provisioning mech-
anism for the Lightweight Clients (LCs). Blockchain tech-
nology is used to provide security and privacy to the net-
work. In [20], authors proposed PageRank mechanism to
assign reputation values to the customers. The customer
with the highest reputation value is then authorised to add
blocks in the blockchain network. Three different types of
attacks are addressed using the modified form of Proof-of-
Authority (PoA).

B. INCENTIVE MECHANISMS

In order to motivate users to participate honestly in net-
work activity and to mitigate the selfish behavior of users,
researchers designed many incentive mechanisms for users.

115969



IEEE Access

F. A. Al-Zahrani: Subscription-Based Data-Sharing Model Using Blockchain and Data as a Service

Incentives were mostly provided in the form of cryptocur-
rency in these mechanisms.

Authors in [21] proposed a blockchain-based truthful
incentive mechanism for distributed P2P networks. Users
were rewarded after successfully delivering data to other
users. The main purpose of this work was to motivate inter-
mediate nodes (nodes between sender and receiver) to share
the data. They tackled the issue of selfish behavior of user
by designing proper incentive mechanism and pricing strate-
gies. However, they did not address the issues of a sender
colluding with receiver and high computational overhead.
Authors in [22] proposed an incentive mechanism to improve
the efficiency and utility of mobile crowd-sourcing systems.
In addition, they provided a mechanism for privacy protection
of users. They utilized both offline and online incentives to
propose an incentive mechanism that selects the user stati-
cally and then selects a winner dynamically after bidding.
However, they did not tackle the fluctuation behavior of those
users, who started acting untrustworthy after achieving high
reputations.

In [23], the authors designed multi-market double auction
mechanism for mobile crowd-sensing network. The system
was truthful and efficient to address the multi-market nature
of the mobile crowd-sensing system, which did not exist
in the dynamic double actions. They demonstrated that the
proposed system was efficient and reliable through simula-
tions. Authors in [24] proposed blockchain-based incentive
mechanism for data storage in Wireless Sensor Networks
(WSNs). The node that stored the data was rewarded with
digital currency. The incentive depended on the storage of
data on node. The main purpose of this mechanism was to
motivate nodes to store the data of other nodes, which could
resolve the issue of storage in WSNs.

To ensure privacy provisioning in crowdsensing, authors
in [25] proposed a blockchain-based secure incentive mecha-
nism. In the proposed work, the high quality contributors are
rewarded with incentives. To ensure privacy and tackle the
impersonation attack, a node cooperation verification scheme
based on k-anonymity technique is used. The miners are pre-
vented from comprising the users’ privacy using signcryption
mechanism. The proposed model ensured privacy protection.
However, other forms of attacks like collusion attacks, white-
washing attacks, etc., are not considered, leaving a security
loophole. Similarly, authors in [26] tackled the location pri-
vacy issue in crowdsensing. A mixed incentive mechanism
is proposed in the paper, which combined virtual credit and
privacy protection. The proposed model is a three layered
network, which are: blockchain, confusion mechanism and
intelligent crowd sensing network. The performance evalua-
tion of the proposed model in a real environment proved the
efficacy in users’ privacy protection.

For ensuring secure service provisioning in IoT, it is
required that proper incentives are given to motivate the
users. Authors in [27] used a consortium blockchain-based
secure provisioning model, which involved a fair payment
system for LCs. In the proposed model, PoA consensus
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mechanism is used to authorize the users. The service
providers are rewarded with cryptocurrency upon successful
service provisioning to the users. The proposed model is
successful in achieving secure service provisioning to users.
However, the incentive mechanism is not efficient, as it relied
only the reputation values.

C. PRICING SCHEMES FOR DATA-SHARING

Authors in [28] defined that how big data can be priced
fairly and reasonably. They proposed a pricing model for big
personal data based on tuple granularity by comparatively
analyzing the existing strategies and pricing models. Authors
in [29] presented the insights about data market by inter-
viewing seven data vendors about the key challenges related
to data pricing strategies. Furthermore, they discussed about
the potential market situations, pricing models and strategies.
Authors in [30] explained the pricing schemes implemented
by Internet Service Provider (ISP). They explained the current
as well as the new pricing strategies. Furthermore, they dis-
cussed about the pricing schemes based on connection speed
and congestion sensitivity.

In this paper, a blockchain-based data-sharing model is
proposed. This model is very different from existing solu-
tions. It is based on the subscription business model and
DaaS model. Blockchain is used for security, privacy and
transparency in the proposed model. Furthermore, motivated
from existing pricing strategies, a new pricing strategy is
proposed to set standards for data monetization.

IIl. PRELIMINARIES
In this section, the background knowledge of the blockchain
is discussed.

A. BLOCKCHAIN

The blockchain is a distributed and decentralized ledger that
records all the transactions of the P2P network. All network
participants keep the same copy of the ledger. The main
purpose of blockchain technology is to remove the third
party, i.e., the central authority so that no single member
can control the whole network [9]. Blockchain is a sequence
of blocks, which are linked together through cryptographic
hashes. Each block contains the hash of the previous block
and it resists the modification of data in the blockchain. It is
the main underlying technology of cryptocurrency but it is no
longer just about cryptocurrency. Blockchain has grasped the
attention of many industries like medical, financial, identity
management, asset management, government agencies, etc.,
[31]. The basic concepts and definitions are defined below:

« Block: A block is a collection of the verified transac-
tions, which is appended at the end of a blockchain.
It has two parts: block header and body. Former contains
hashes of the current and previous blocks, nonce and
timestamp and later contains valid transactions.

« Node: Any computer or electronic device connected to
the Internet can be the part of the blockchain network
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and act as a node. A node maintains a copy of blockchain
and takes part in consensus mechanism to validate trans-
actions.

o Miner: Miner is a blockchain node that mines (creates)
new blocks. The miner processes and validates transac-
tions, packs these transactions in a block, adds that block
in the blockchain and gets rewarded for each block’s
creation.

e Mining: The main purpose of mining is to verify the
transactions and make the blockchain immutable. Min-
ers solve a complex mathematical problem to com-
pute valid nonce for the block. When the mining is
done, the block is broadcasted to every node of the
network.

« Nonce: It is a random number added in a block’s hash to
calculate the hash in a specific range depending on the
difficulty level of the mining.

o Smart Contract: A smart contract consists of a set of
rules, which are important to complete a transaction
between two or more parties. It is a computer program
written in a special programming language, i.e. solidity.
Once itis deployed on the network it cannot be modified.
So, the rules written in a smart contract are the same for
every user [32], [33].

B. PUBLIC KEY CRYPTOGRAPHY

Public key cryptography, also known as asymmetric cryptog-
raphy, is an encryption method that uses two keys: a public
key and private key. Data is encrypted using the public key
and decrypted using the private key. It is not possible to
know the private key from the public key because both are
independent keys. Users can share public keys freely with
others to allow them to encrypt data and to verify digital
signatures. The private key must be kept secret, which ensures
that only an authorized owner can create digital signatures
and decrypt data.

« Digital Signatures: Digital signature is created with the
user’s private key and is verified using the user’s public
key.

« Encryption: Data is encrypted using the receiver’s pub-
lic key.

o Decryption: The specific receiver decrypts the data
using his private key.

C. DaaS

DaasS is a data delivery and distribution model in which data
is made available to consumers over the Internet. It uses the
cloud as primary technology that supports APIs for commu-
nication. The data in this model is stored on the cloud and
is accessible through APIs from different devices. DaaS pro-
vides the ability to move data easily from one place to another.
It also provides ease of administration, collaboration, global
accessibility and compatibility among different platforms.
Moreover, it also reduces the maintenance and delivery
costs.
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IV. SYSTEM MODEL

In this section, the proposed subscription-based data-sharing
model based on blockchain and DaaS is explained. The pro-
posed model is presented in FIGURE 1. To elaborate the
proposed model, it is divided into six modules, i.e., enti-
ties, business models, subscription-based data-sharing model,
pricing models, data access mechanism using blockchain,
authentication and authorization. These modules are further
elaborated in the following subsections.

A. ENTITIES OF PROPOSED MODEL
The system model consists of two main entities [9]:

1) DATA PROVIDER

DPs are individuals or organizations that own or collect data
on daily bases such as IoT device owners, industries, hospi-
tals, social networking sites and other businesses, which are
ready to monetize their data.

2) DATA USER/SUBSCRIBER

DSs are individuals or businesses that need data. They sub-
scribe to a DP to fulfill their data requirements. After sub-
scription, they are authorized to access the specific data pro-
vided by DPs. DSs periodically pay DPs according to their
chosen pricing model at the time of subscription.

B. BUSINESS MODELS
There are three types of data-sharing business models, which
are as follows:

1) BUSINESS TO BUSINESS (B2B)

The data generated by one business might be beneficial for
other businesses as well. In this model, one business (organi-
zation, industry, institute or any other business) can subscribe
to one or more businesses simultaneously to access their data
and utilize it to get benefits.

2) BUSINESS TO CONSUMER (B2C)
Businesses can also share their data with individuals. A per-
son who is looking for a data can simply subscribe to a DP.
The individual will be authorized to access data after he/she
pays the subscription fee to the DP.

3) CONSUMER TO CONSUMER (C2C)

In the proposed model, an individual can share data with
another individual in a P2P fashion. The Data owner designs
a proper interface for its data and hosts it on any web-
server. Other consumers can access these APIs after buying
subscriptions. The data owner receives digital currency from
consumers’ wallets when they use the data.

C. SUBSCRIPTION-BASED DATA-SHARING MODEL

The proposed model is a subscription-based data-sharing
model, which is implemented using the DaaS concept to
deliver data to consumers. So, every DP has pre-defined
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FIGURE 1. Proposed system model.

subscription plans for users to subscribe to its data services.
In this work, subscription plans are not discussed in detail
because these plans are designed by the DPs according to
their policies and benefits. Anyone can view and subscribe
the data services (subscription plans) provided by the DPs.
To subscribe to any subscription plan of DP, the user must
complete the subscription process as shown in FIGURE 2,
which is common for all business models. The DPs and their
subscription plans are publicly available on the blockchain.
Every DP has a unique public key (DPpg ) and its subscription
plan has a unique id (Sub;;). Equation 1 shows that how a
unique identifier can be derived for a specific subscription
plan.

Subig = SHA256(DPpx U Subgme U T) (1)

where, Secure Hashing Algorithm (SHA)-256 converts data
of any size into the hash of 256 bits, Subngme is the name
of the subscription plan and 7 is the current timestamp.
U symbol is used as a concatenation operator.

The user selects a DP and suitable subscription plan by
providing public key (Userpk) and signs the message with
its private key (Userp;x) as shown in step 3 of FIGURE 2.
The subscription request is stored in the blockchain and at
the same time, DP receives a subscription request. The DP
verifies the signature using the user’s public key. At step 5,
DP sends a payment request to the user that contains the
subscription price, wallet address of DP, Sub;,, pricing model
(defined in section IV-D) and subscription period (Subperiod)-
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The user pays subscription amount using the wallet address
of a DP and record is stored in the blockchain. After the
confirmation of the payment, DP grants access to the user for
the data stream for a certain period and the record is stored
in the blockchain. Step 10 checks the subscription expiry.
When the subscription period ends, the user has to renew the
subscription by repeating steps 5-9. Else, DP revokes user’s
access.

To provide DaaS to the users, the DP must design dif-
ferent types of APIs for different categories of data, users
and devices. The data must be provided in a specific for-
mat to avoid compatibility issues. Nowadays, JavaScript
Object Notation (JSON) format is commonly used, which is
a lightweight format for interchanging data. It is popular due
to its lightweight, robustness, compatibility and support for
any size of audio and video. This approach provides data that
is easy to parse for all types of devices and browsers.

D. PRICING MODELS

Selecting the price of a data service is an important task to
undertake. However, it is both a tedious and time-consuming
task. A business may diminish its profit by choosing the price
of services too low or it may lose customers by keeping the
prices too high. This is a very important and challenging task
to balance the prices of services to maximize profit without
losing customers. To address this challenge, the literature
related to pricing models of data-market [29] and ISP [30]
is reviewed to get motivation from their pricing models.
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FIGURE 2. Subscription process sequence diagram.

There are two major pricing models, which are: Flat Rate
Pricing (FRP) and Usage-Based Pricing (UBP).

1) FRP

In FRP, consumers pay an initial subscription fee for regis-
tration and then pay a fixed amount after a specific period,
like weekly, monthly or yearly. They do not pay for every
bit of data, they consume. FRP model has some advantages
like it is easy to calculate and avoid extra costs of adminis-
tration, tracking and usage. However, users in this model are
motivated to use more resources, which lead to the issue of
congestion.

2) UBP

In the UBP model, the initial subscription fee is fixed and the
usage fee is variable. A consumer has to pay for each request
for data. A UBP model works very well for congestion control
because the consumer utilizes data with care to minimize the
bill. However, its main problem is that it enforces usage price,
whether the network is congested or not. It can collapse the
whole revenue model because a large number of consumers
may be driven away.

To address the problems mentioned above, three simple
categories for DP to price their APIs seem promissing. These
categories are Fixed Quota (FQ), Pay-as-you-Go (PayG) and
Hybrid Pricing Model (HPM).

1) FQ: FQ model [30] allows consumers to buy a fixed
number of API calls for a specific time. Consumers are
restricted and they cannot exceed the limit of allowed
calls. The subscription is over when the number of calls
or time is over. The flow of the FQ model is shown in
Algorithm 1.

2) PayG: In PayG pricing model [30], a consumer has
to pay for each request (API call). Consumers can
consume the services until they have balance in their
wallets. The price increases linearly with data usage
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and the price for a specific period is hard to assess. The
flow of PayG model is demonstrated in Algorithm 2.

3) HPM: In HPM, the features of both FQ and PayG price
models are combined to develop a hybrid model. HPM
allows consumers to buy a fixed number of API calls for
a specific period. However, if a consumer exceeds the
subscription limits, he will have to pay a small fee per
call (when FQ is over, then PayG comes into action).
The benefit of this model over FQ and PayG is that it
does not stop suddenly with the end of the subscription.
Algorithm 3 shows the flow of HPM.

Algorithm 1 FQ Pricing Model
1: initialization: User = Requester
2: if isUserRegistered(User) == true then

3: if User.RequestCount<Subscription.AllowedRequests
&CurrentTime <Subcription. EndingTime then

4 User.RequestCount++;

5: Return “Access granted”’;

6: else

7 Return “Access denied, subscription is over™;

8 end if

9: else

10: Return “Access denied, invalid user”’;

11: end if

12: Result: Access Granted/Access Denied

E. DATA ACCESS MECHANISM USING BLOCKCHAIN
After the completion of the subscription process, DS can
access the data securely through APIs provided by DP. The
main steps of data access mechanism are given below:
1) Before sending a request, the user digitally signs and
encrypts the request using his private key and DP’s
public key.
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Algorithm 2 PayG Pricing Model
1: initialization: User = Requester
. if isUserRegistered(User) == true then
if User.Balance<Request.Price then
Transfer(amount:Request. Price, from: User, To:

Ll

DP
5 Return “Access granted”’;
6 else
7: Return “Access denied, insufficient balance”;
8 end if
9: else
10: Return “Access denied, invalid user”’;
11: end if
12: Result: Access Granted/Access Denied

Algorithm 3 HPM Pricing Model

1: initialization: User = Requester
2: if isUserRegistered(User) == true then

3: if User.RequestCount<Subscription.AllowedReq
uests &CurrentTime<Subcription. EndingTime then

4: User.RequestCount++;

5: Return “Access granted”;

6: else

7: if User.Balance<Request.Price then

8: Transfer(amount:Request. Price, from: User,
To: DP

9: Return “Access granted”;

10: else

11: Return “Access denied”;

12: end if

13: end if

14: else

15: Return “Access denied, invalid user”;

16: end if

17: Result: Access Granted/Access Denied

2) The user sends the request to DP.

3) DP decrypts the request using the user’s public key
and verifies the digital signature. If the signature is not
valid, DP simply discards the request.

4) If the digital signature is valid, then DP verifies the user
’s registration and subscription by executing the algo-
rithms, which are defined in section I'V-D. This step is
different for different users, depending on the pricing
scheme they selected while buying a subscription.

5) After executing a specific algorithm, the user gets a
response from the DP. If the conditions given in the
algorithm are fulfilled, the user gets access to data, else
the DP sends an error message according to the failed
condition.

6) Before sending the response, DP encrypts it with the
user’s public key and digitally signs it with its private
key.

7) The DP sends the response of API to the user.
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8) After receiving the response, the user ensures that the
response is coming from an authentic DP by verifying
the digital signature using DP’s public key and then it
decrypts the request.

9) A user can view the history of his subscriptions and
the status of current subscriptions by querying the
blockchain.

These steps are also shown in FIGURE 3. The process of
verifying users and messages is defined in section I'V-F.

F. AUTHENTICATION AND AUTHORIZATION
In this section, authentication and authorization processes are
discussed in detail.

1) AUTHENTICATION

The public key cryptography and digital signatures are used
to authenticate users and messages in a blockchain. Before
sending a message, the sender signs the message using his
private key and the receiver verifies the signature using the
sender’s public key. If the signature is valid, the transaction is
completed. Else, the message is discarded by the receiver. The
basic steps of the authentication process are signing the mes-
sage and verifying the message, which are discussed below.

Signing the Message:

1) The one-way hash of the data (message) is calculated
first.

2) The hash of the data is then encrypted using the sender’s
private key.

3) The encrypted hash along with metadata is used to
generate a digital signature. The signed message is then
sent to the receiver.

Verifying the Message:

1) Firstly, the hash is decrypted using the sender’s public
key.

2) Secondly, the receiver generates the hash of the same
data.

3) Lastly, the receiver compares these two hashes
(decrypted hash and generated hash). In return, the sig-
nature is either valid (both the hashes are the same) or
invalid (the signature is not created with the sender’s
private key).

2) AUTHORIZATION

In a multi-user network, permissions and access control pro-
cedures are very important to control users. Access levels help
an administrator to allow users to access limited resources and
restrict them from using sensitive resources. In order to ensure
the authorization, some access levels (permissions), provided
by MultiChain blockchain [34], [35], are implimented. Some
of them are discussed below:

o Connect: It allows users to connect to the blockchain
and see its contents. This permission is for users who
want to access the specific data. After buying the sub-
scription, the DP grants connect permission to the users.
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FIGURE 3. Data access mechanism through APIs using Blockchain.

o Send: It allows the user to send digital currencies to
others. In the proposed scenario, the send and receive
permissions are granted by default.

« Receive: It allows the user to receive digital currencies
from others.

o Issue: This permission is assigned to a person, who is
responsible for creating the new digital assets, which are
further issued to any other user for a specific purpose.

o Create: It allows to create data streams. DPs grant this
permission to their authorized staff members to enable
them to create and manage new data streams and sub-
scription plans.

e Mine: It is used to allow network node to mine new
blocks. Admin grants this role to one or more nodes of
the network.

o Activate: This permission is granted to an authorized
person of a DP to change connect, send and receive per-
missions for other users. This permission is also granted
to the staff members of DP to manage the permissions
of users. It is just like a sub-admin, who has limited
administration privileges.

e Admin: This permission is assigned to the higher
authority of DP’s administrator. Admin permission
allows DP to change all permissions for other users,
including issue, mine, activate and admin.

o Custom: MultiChain also allows to create custom per-
mission. Rules for custom permissions are defined and
enforced by smart contracts. DPs define their own per-
missions to further refine the access policies.

V. SIMULATION RESULTS AND DISCUSSION
In this section, the simulation results of the proposed model
are discussed in detail.

A. SIMULATION SETUP
The proposed blockchain-based data-sharing model is
implemented on the machine having Windows 10 operating

VOLUME 8, 2020

//Get Mining Info

$resultMining = multichain('getmininginfo')['result'];

//Get MemoryPool Info

$resultMemPool = multichain('getmempoolinfo')['result'];

//Get Network Info

$resultNetTotal = multichain('getnettotals')['result'];

//Get Difficulty

$resultDifficulty = multichain('getdifficulty')['result'];

//Insert all records in a array to create row

$row=array( $resultMining["currentblocksize"],
$resultMining[ "networkhashps"],
$resultMining["hashespersec"],
$resultMemPool["size"],
$resultMemPool["bytes"],
$resultNetTotal["totalbytesrecv"],
$resultNetTotal["totalbytessent"]);

//writing row in csv file

fputcsv($file, $row);

FIGURE 4. PHP code to get network information.

system, 4GB RAM and Intel(R) Core (TM) i3 CPU @
1.7GHz processor. A private blockchain network is deployed
using MultiChain [34], which is an open-source platform
for developing blockchain. The proposed private blockchain
includes four nodes: one of them is DP and the others are
DSs. All the privileges are granted to DP, which further grants
and revokes privileges to other nodes. In addition, there are
two miner nodes: one is DP itself and the other is selected
by DP. Furthermore, MultiChain-web-demo [14] is used for
user interface, which is a simple web interface written in
PHP for MultiChain blockchains. In order to investigate the
performance of the proposed model, a large number of trans-
actions are generated and tested against Denial-of-Service
(DoS) attacks. The performance of blockchain is monitored
by writing a simple PHP script as shown in FIGURE 4.
Finally, the results are ploted and discussed in the following
subsections.
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FIGURE 5. Gartner hype cycle for data management.

B. ANALYSIS OF DaaS AND SUBSCRIPTION-BASED
DATA-SHARING

In this section, the importance of DaaS and subscription-based
data-sharing are discussed. In addition, some advantages and
future trends of these services are also highlighted.

1) DaaS

DaaS is an emerging technology and many big companies
are adopting this technology for data trading [13]. However,
spending too much money on new technologies has asso-
ciated risks, e.g., if the technology does not stick around
for a long time, then it is a great loss. In order to mitigate
this risk, the business trends and technologies are analyzed
with the help of the Gartner Hype Cycle (GHC) for data
management 2018 [36]. According to GHC 2018 as shown
in FIGURE 5, taken from [36], DaaS is at the peak of inflated
expectations in data management strategies. This hype cycle
shows that DaaS has some serious sticking power because
of its ability to provide big data in human-readable form
and it also offers extraordinary insights about consumers’
behavior. It is expected that in the near future (5 to 10 years),
DaaS will attain great maturity and will be on the plateau of
productivity.

2) WHY SUBSCRIPTION-BASED DATA-Sharing?
There are several advantages of subscription-based data-
sharing. Some of them are mentioned below:

« Recurring Revenue Streams: Instead of selling data as
a product at once, subscription-based data-sharing has a
huge profit margin. Businesses keep receiving revenue
for a long time on a daily, monthly or yearly bases.

« Availability: Instead of visiting the data houses or wait-
ing for the data to come from another source, the data is
easily available on any web browser or mobile device.

« Application Interfaces: It provides possibility to down-
load information and provides real-time connectivity of
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Publishers 16xztmjuvf5ezhvVuUbTRCx3fsLhVgmDHgCkXq
Key(s)
JSON data {
“coord”: {
“lon” : -122.08,
“lat” : 37.39
!
“weather” :
{
“id” : 800,
“main” : “Clear”,
“description” : “clear sky”,
“‘icon” : “Old”

}
],
“base” : “stations”,
“main”: {
“temp” : 296.71,
“pressure” : 1013,
“humidity” : 53,
“temp_min” : 294.82,
“temp_max”: 298.71

]}

FIGURE 6. API Response in JSON Format.

data. So, information and presentations are updated in
different applications, in a very short time.

« Higher Consumer Retention: A subscription-based
model guarantees that the business is retaining a
large number of consumers on a consistent basis.
The subscription-based model provides flexibility to
increase revenue from the existing consumers by
upgrading their policies.

The DaaS technology and subscription-based business
model are the perfect combination for data management and
monetization as they provide ease of administration, collab-
oration and compatibility among different platforms along
with the increase in the revenue of data owners.

3) COMPATIBILITY AND HETEROGENEITY

The heterogeneity of data and compatibility of different data
formats are some other issues faced by developers and ser-
vice consumers. DaaS provides proper APIs for data access
and returns data in a specified format. The most commonly
used format is JSON, which has several advantages like
lightweight and fast. It also allows server-side parsing and
provides a wide range of compatibility with different operat-
ing systems, browsers and devices. Due to increased compat-
ibility, it also resolves the issue of heterogeneity. JSON is the
best format for data-sharing of any size and type. FIGURE 6
shows data in JSON format.

C. PRICING MODELS

The pricing strategies have a very huge impact on the profit as
well as on the performance of the proposed model. It is obvi-
ous that defining good and fair pricing strategies can increase
the profit margin for the business. In addition, by imple-
menting FQ, PayG and HPM strategies, the network traffic
can be controlled and network congestion can be avoided.
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As it is discussed in subsections IV-D1 and IV-D2, users in
FRP are motivated to utilize more resources, which create
congestion problems. Whereas, UBP is costly and diminishes
the whole revenue model because users are not motivated
to adopt this model. FQ, PayG and HPM play a vital role
in establishing a sense of equilibrium between resource uti-
lization and revenue. These models restrict users to use the
limited resources according to their requirements. By keeping
a balance between the price and resource utilization, a data
owner can retain customers for a long time and maximize its
revenue. Furthermore, by restricting consumers to the limited
number of calls and resources, both the network congestion
and the downtime of servers are decreased. These models can
also resolve the issues of traditional mechanisms and provide
revenue to DPs as they deserve. The revenue generated by any
DP is fair and justifiable.

D. SECURITY AND PRIVACY ANALYSIS

According to MultiChain white paper [37], the public key
cryptography enables each transaction to be signed by a
sender to prove that it owns the private key matching to a
particular public key. MultiChain uses this property to con-
trol blockchain’s access to a list of authorized users only,
by expanding the handshaking process that happens when two
nodes connect. The main steps of the handshake process of
MultiChain blockchain are as follows [35], [37]:

1) Every node presents its public key address on the
permitted list.

2) Every node verifies the public key address in its
permitted list.

3) Every node sends a challenge message to the other
nodes.

4) Finally, every node sends back a digital signature of the
challenge message to prove its ownership of the private
key related to the public key address. If any node is
not satisfied with the signature, then it terminates the
connection.

Before establishing a connection, each node verifies the
identity of the other nodes using the extended handshake pro-
cess. This process ensures the authorization of a node before
any transaction, which reduces the risk of any malicious
activity. Every API request is encrypted and digitally signed
by a user and the response is encrypted and digitally signed by
a DP. This double-sided security check avoids unauthorized
access of data.

In MultiChain blockchain, all access rights are granted and
revoked through network transactions. The administrator of
the network manages privileges of other users, which restrict
users to their authorized area only. Access rights ensure that
users can only access limited resources, to which they are
authorized.

Furthermore, by keeping the block size of blockchain
smaller (limited), the network becomes more distributed.
A more distributed network is difficult to tamper as com-
pared to a less distributed network. This point is discussed
in section V-EI in detail.
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E. PERFORMANCE OF BLOCKCHAIN NETWORK

In order to monitor the performance of blockchain, some
metrics of the network like block size, hashes per second,
memory pool size and bytes sent and received by the network
are analyzed carefully.

1) BLOCK SIZE

In a blockchain, the total number of transactions or size of
all transactions in the block is called block size. In the early
stages of blockchain, the block size was not limited. However,
the block size is now limited to reduce the threat of spams
and DoS attacks. This has created a dispute and divided
developers into two parts: individuals who are in favor of
limited block size and individuals who are against the block
size limit. There is a trade-off between small and large block
sizes. Their pros and cons are discussed below.

a: LARGE BLOCK SIZE (WITHOUT SIZE LIMIT)

There are many reasons to keep the block size bigger, e.g.,
due to the large block size, a miner receives more incentives
and does not need to pay high transaction fee. Furthermore,
itdecreases the mining time of a transaction by packing all the
transactions of the memory pool in a single block. It increases
the network performance due to the increase in transactions
per second. However, due to the larger block size, full nodes
become more expensive to operate. It decreases the number
of full nodes, which leads the network towards centralization.
In addition, it also creates mining problems like forking.

b: LIMITED BLOCK SIZE

The limited block size makes full nodes cost-effective as
they require less computational power. It makes the network
more distributed. As the network becomes more distributed,
it mitigates the risk of spam activities and it becomes difficult
for a hacker to tamper any information. In addition, it also
resolves issues related to mining, storage and scalability.
However, it slows down the network when more users make
transactions over the network. The reason is that the limited
block size reduces the number of transactions per second,
which increases the mining time of transactions. A user pays
more transaction fee to get priority in confirmation of the
transaction, which makes the transaction expensive.

c: ANALYSIS

The block size of proposed network with respect to time is
shown in FIGURE 7. The maximum block size limit is set
to 1 MB. As discussed earlier, the limited block size makes
the network distributed due to the low cost of full nodes.
This helps to mitigate the risk of DoS attacks, data tamper-
ing and other mining issues like a hard fork. In addition,
the size of the blockchain does not increase exponentially.
The proposed model is a private network for data-sharing, so,
the transaction fee and reward for miners is not considered in
this scenario. The main concern is storage cost that is why
the limited block size option is adopted for this scenario.
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FIGURE 7. Block size of private network.
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FIGURE 8. Block size comparison between Bitcoin and MultiChain.

The block size dynamically increases with the increase in the
number of transactions per second. However, the maximum
limit of block size is 1MB. Finally, the block size of the
proposed blockchain is compared with Bitcoin’s blockchain
as shown in FIGURE 8. This figure depicts the block size of
multichain changes over time; however, it does not cross its
limit of 1 MB. On the other hand, the block size of bitcoin is
more than multichain and it also has more fluctuations. The
limited block size prevents the malicious nodes from adding
invalid transactions and inefficiently increasing the size of a
block. This size limitation also saves storage space.

2) HASH RATE AND MINING DIFFICULTY

Hashes generated per second to solve the mathematical puz-
zle by miners is known as hash rate. Hash rate and mining
difficulty are directly proportional to each other. The mining
difficulty depends on the total hashing power of the network.
So, if the hash rate of the network increases, then difficulty
level is adjusted to slow down the block generation rate. Bit-
coin limits the block generation rate to 1 block per 10 minutes.
FIGURE 9 shows the hashes generated per second in the
proposed network. The unusual spikes show that the miners
made more guesses to mine the block. Guessing the hash for
the block, which is less than or equal to mining difficulty, is a
random process. Sometimes, it is solved in few guesses and
sometimes it takes millions of guesses to generate a valid hash
for the block. That is why the plot in FIGURE 9 shows the
irregular behavior. As the aim of this work is to keep the block
generation rate on a moderate level, so, the difficulty is set is
such a way that the hash rate is mostly low. Although, spikes
are also present as the miners solve the puzzle randomly, so,
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the pattern of this plot cannot be smooth. This transaction rate
is ideal for the proposed model as the block generation speed
is low.

F. MINING POOL AND NETWORK UTILIZATION

FIGURE 10 and FIGURE 11 show the size variation of
mining pool. The size of the mining pool varies from time
to time. Its size increases when the number of transactions
per second increases and vice versa. If we compare the size
of mining pool, as shown in FIGURE 10 and FIGURE 11,
with the size of the block as shown in FIGURE 7, then it is
concluded that size of mining pool is directly proportional to
the size of the block. As the size of the mining pool increases,
the block size also increases, accordingly. The reason behind
this is that an increase in the number of transactions requires
a miner to pack more number of transactions in the block,
which further increases the block size. However, in the case
of the proposed model, the block size is limited to 1 MB
only, so, the increase in the mining pool will not increase the
block size. Instead, the remaining transactions will be added
to the next block. The patterns of plots in both Figure 10
and Figure 11 are showing the same behavior. The reason
for their similarity is that when the number of transactions
increases in the memory pool, the required space for these
transactions is also increases accordingly. Moreover, during
the 60th second, the memory pool size in Figure 10 shows
less increment as compared to the number of transactions on
same interval in Figure 11. The reason is that the size of all
transactions is not the same, so, this type of variation is natural
to occur.
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TABLE 2. Comparison with existing schemes.

References [8] [3] [9] [4] [10] [21] Proposed Model
Blockchain v v v v v v v
Access Control v v v v X X v
Security v v v v X X v
Privacy v v v v X X v
Incentive X X X X v v v
Pricing Models X X X X v v v
Heterogeneity X X X X X X v/
Selfish Behavior of DP X X X X v v v
Consensus Algorithm  Not-mentioned Not-mentioned PoW PoW PoW PoW Round Robin
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FIGURE 11. Number of transactions in memory pool.

In order to analyze the network utilization, the bytes sent
and received by a network node are observed carefully,
as shown in FIGURE 12 and FIGURE 13, respectively. Ini-
tially, the network is in the idle state. When transactions
are performed, bytes are sent and received accordingly. The
number of bytes increases gradually with the increase in the
number of transactions. If the number of sent and received
bytes are compared, then it is seen that the bytes received are
much greater than the bytes sent in the blockchain network.
The ratio between bytes sent and received depends on the
number of nodes in the network. As the number of nodes
increases, the difference between bytes sent and received will
also increase. The reason behind this difference is that when
a sender sends a message on the network, it is received by
the whole network. As nodes are connected in a peer to peer
manner, so, all the nodes present on the network receive the
message and the sender is only one. The difference between
sent and receive messages increases with the increase in the
number of network nodes.

Table 2 depicts the comparison of our proposed model with
existing data-sharing models for afore discussed features. For
a fair comparison, all data-sharing models are blockchain-
based. Table 2 depicts that authors in [10], [21] did not
implement any access control method. Security and privacy
of nodes are also neglected in these studies. On the other
hand, authors in [3], [4], [8], [9] included these features.
Moreover, incentives and pricing mechanisms are defined
in [10], [21] to tackle the selfishness of DP and encourage
them to share their data. The heterogeneity of data is not
addressed by any of the existing models. Our proposed model
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FIGURE 12. Total bytes sent by one node to network.
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FIGURE 13. Total bytes received by one node from network.

includes all the aforementioned features. Besides, the compu-
tational overhead of the mining nodes is reduced by using the
round-robin algorithm for consensus. This comparison shows
the significance of the proposed model from existing models.

VI. CONCLUSION

In this paper, a a subscription-based data-sharing model
is proposed by combining blockchain and DaaS to make
data-sharing more beneficial and secure for both data owners
and data consumers. The subscription-based model has more
profit margin as compared to selling data at once. The data
owner received revenue recurrently for a long time, which
is more beneficial than one-time selling of data. Besides,
the concept of DaaS is used, which has lots of benefits.
DaaS provides the ability to move data easily from one place
to another. It also provides ease of administration, collabo-
ration, global accessibility and compatibility among differ-
ent platforms. It also reduces the maintenance and delivery

115979



IEEE Access

F. A. Al-Zahrani: Subscription-Based Data-Sharing Model Using Blockchain and Data as a Service

costs. Furthermore, to set a standard for monetizing data,
the pricing models like FQ and PayG are discussed and a
new pricing model named HPM is proposed. To add secu-
rity, privacy, transparency and immutability to the proposed
model, blockchain is used. Public key cryptography ensured
the authentication and authorization of DSs and DPs. The
digital signatures are used to verify every transaction, which
made the network more secure. For simulations, a private
blockchain network and an interface web-demo are imple-
mented; both provided by MultiChain. Finally, through simu-
lation results and discussions, the feasibility and rationality of
the proposed model are demonstrated. The discussion proved
that the proposed model has good scope in the future and it
could be very beneficial for both data owners and consumers.

Deployment of the proposed data-sharing model can be
beneficial for businesses, industries, individuals, healthcare,
academia, etc. The DaaS ensures the availability and access of
data in real-time using the Internet. It also solves the problem
of data heterogeneity. The typical blockchain system is not
suitable for data storage as it faces scalability issues due to
its limited storage availability. The blockchain is used to keep
track of the transactions related to data-sharing between DP
and its subscribed user. To encourage the DPs to share data,
a novel pricing model is used, which is a hybrid of FQ and
PayG pricing models. Each user has to pay some price to
DP for accessing the data. This data is accessible for only
a limited period and if a user exceeds its permissible access
time then it has to pay an extra price. In this way, the DP gets
incentives for sharing data and this is not a one-time incentive.
In this way, the access of data is restricted to authorized users
only, i.e., subscribed users who have enough balance in their
account. Besides, the computational overhead is reduced by
implementing the round-robin consensus algorithm instead
of the commonly used PoW consensus algorithm. The block
size is also limited to 1 MB only, which makes the blockchain
decentralized as required computational power to work as a
miner is reduced. From the perspective of business, health-
care and academia, a blockchain-based efficient data-sharing
model is crucial. In the healthcare department, the patients’
health history and information related to their medication can
help the doctors to treat the other patients with similar health
problems and also they can figure out which medicine is best
for curing a specific disease. From the academic point of
view, the research information can be shared efficiently using
this model. The researchers can share their research achieve-
ments and findings with new researchers and make their
data available. Also, academic institutions can share their
educational policies. From a business perspective, a business
company can share its data with its suppliers, partners and
employees. It can also share its market analytics and platform
models with other organizations.

The practical implementation of a blockchain-based sys-
tem is still a challenging task and poses several challenges.
In the future, I plan to design a reputation mechanism for DP.
This mechanism will help the users to select the best DP
according to their requirements. The reviews about each
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DP would be stored from their registered users. A mechanism
to detect fake reviews will also be developed to detect misbe-
having users.
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