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ABSTRACT The Industrial Internet of Things (IIoT) can transform an existing isolated industrial system to
a connected network. The IIoT and the related wireless connectivity requirements for industrial sensors are
very significant. The deployed sensors in IIoT monitors the conditions of the industrial devices and machines.
Therefore, reliability and security become the most important concerns in IIoT. This introduces many familiar
and ever-increasing risks associated with the industrial system. The IIoT devices can be vulnerable to vast
array of viruses, threats, and attacks. Therefore, an efficient protection strategy is required to ensure that the
millions of IIoT devices are safe from these risks. However, resource constraint IIoT devices have not been
designed to have effective security features. Due to this, in recent years, cloud, fog, and edge-based IIoT has
received great attention in the research community. The computationally intensive tasks such as security,
data analytics, decision making, and reporting are performed at the cloud or fog using a powerful computing
infrastructure. The data security of the IIoT device has been provided by employing improved Rivest-Shamir-
Adelman (RSA) and hash signatures. The proposed RSA algorithm has a four-prime number of 512- bits.
The device authentication is performed by employing a hash signature. For long network life, an efficient
clustering technique for the sensor devices which is based on node degree(N), distance from the cluster(D),
residual energy(R), and fitness (NDRF) has been proposed. The fitness of the sensor nodes is computed
using the Salp swarm algorithm (SSA). In order to reduce the latency and communication overhead for
IIoT devices a resource scheduling using SoftMax deep neural network (DNN) is proposed. All the requests
coming from the cluster head are classified using SoftMax-DNN for best resource scheduling on the basis
of storage, computing, and bandwidth requirements. The proposed framework produces superior results,
especially in terms of energy consumption, latency, and strength of security.

INDEX TERMS 10T, industrial IoT, wireless sensor networks (WSN), SoftMax, RSA, SHA-512.

I. INTRODUCTION

Technologies like the Internet of things (IoT), wireless sensor
network (WSN), Cloud computing, edge computing, cyber-
physical system, and fog computing, brings new business
model and market. These technologies have several advan-
tages in increasing automation, production, performance,
reliability, and safety in industrial sectors. There is a grow-
ing possibility of adding more and more efficient, complex
IP-based devices which use advanced sensors, wireless net-
work, and microprocessors. In many sectors, the IoT has
drawn the attention that includes retail, logistics, healthcare,
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supply chain, manufacturing, and pharmaceuticals. On the
other hand, progress in wireless communications and sensor
network technologies involves more and more connected
objects in the Industrial Internet of things (IIoT) [1], [2].
Industry 5.0 standards promote the entire industry with regard
to productivity, efficiency, promoting heterogeneous data,
increased production, automation, and information integra-
tion [3]-[6]. In addition, the number of devices connected
between them will drastically increase, and devices will com-
municate constantly with local cloud services in order to
function smartly and flexibly. In particular, the IloT system
has a frequency, exchange of information and an independent
financial transaction, which have always been very stagnant
and highly isolated [7], [8]. Smart manufacturing is facilitated
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by IoT devices, smart sensors, robotics, actuators, communi-
cation devices, machine learning, technologies, and data ana-
lytics to automate and enhance the productivity. This brings
numerous challenges to industrial network systems [9], such
as the protection of devices, privacy and architectural flexi-
bility. Cloud computing provides infrastructure centralization
and resource sharing. However, still unable to meet all the
demands of deployment for distributed IoT particularly given
the drastic increase in time and power restricted in the sensing
devices.

In order to extend the cloud’s ability to store, process, and
network at the edge of the network, this evolving computing
paradigm is called fog computing [11]. The purpose of fog
computing is to reduce time delays when the system is in use
in which the traffic that is complex in processing is moved
to the cloud data center [12]. The fog computing includes
the virtualized layer which is located between end-users and
the cloud data centers context [13]. There are numerous
advantages of the cloud and fog-based model which reduces
latency, reduced networking traffic, and improved energy
efficiency. One of the important advantages is the allocation
of resources and the scheduling of tasks. The fog computing
matches the most desirable resources to the tasks of the
applications. Due to its involvement in the assignment of the
task [14], the technology can be controlled on the best way
to match resources for the tasks of the application, which
does not go beyond the minimum set times aiming at meeting
quality of service (QoS) needs of the IIoT devices [15]. This
improves the performance of the fog computing, and helps to
implement the planning of load balancing.

Due to the varying range of requests submitted by IloT
devices, fog computing assigns the resources in such a way
that the device needs are met. It seeks to identify the best
appropriate resources for IIoT devices such as reducing pro-
cess delays and improved use of resources in order to reach
optimal planning goals [16]. Furthermore, this requires the
design of secure and robust security in IIoT devices [17]. It is
therefore of the greatest practical importance to obtain effi-
cient use of resources and performance of a high level from
the computing environment of the fog system. Therefore, this
work presents the SoftMax based deep neural network and
improved RSA algorithms for effective resource schedules
and secure data transmission for smart manufacturing using
the IIoT framework. The contributions of this work are as
follows:

« First, the data security of the IIoT device has been pro-

vided by employing improved RSA and hash signatures.

o The second contribution is the clustering technique
for the sensor devices using the NDRF-SSA technique
which is based on sensor node degree, distance from
cluster head, residual energy, and fitness.

o The third contribution is to devise classification using
SoftMax-DNN for best resource scheduling on the basis
of storage, computing, and bandwidth requirement.

o The results from the simulation confirms that making
use of the given algorithm is more desirable than the
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FIGURE 1. Evolution of industry ages [2].

existing approaches. The proposed algorithm has low
latency, low energy consumption, efficient resource allo-
cation, and strong security.

The article is structured as follows: Section II presents exist-
ing works related to the proposed method. A detailed dis-
cussion of the proposed work is presented in section III.
In section 1V, the results of the simulation are explored and
compared. The conclusion is contained in section V.

Il. RELATED WORK

Many studies have been carried out to provide efficient
resource scheduling and security in the industrial network.
For instance, Shivi et al. [12] have focused on the detection
of duplicate tasks capable of reducing the capacity of storage
and the latency of the cloud server. To enhance the security
of the data, the ECC based HM algorithm has been used
to encrypt data. Further, Li ef al. [15] present a study on
resource scheduling in fog environment. The authors have
proposed the FCAP algorithm for clustering the resource in
the fog to match the resource. The best characteristics of
the particle swarm optimization coupled with those of the
fuzzy clustering are used to ensure that resource allocation
is optimal. The simulation result demonstrates an efficient
allocation of resources. Bu et al. [19] proposed and simulated
a secure and reliable model for enabling information sharing
in IoT networks. Authors have used threshold-based secret
sharing that divides into parts to be stored by the IoT devices
on the network to retrieve the information by the devices in
a collaborative fashion. In another work, Bhatia et al. [20]
have proposed a quantumized scheme for scheduling tasks
in the fog computing environment. A node-specific metric
for measuring the level of computing of the fog system
was specifically denoted as the node computing index. The
authors have performed a comparative analysis with existing
models and found to be superior [20].

Alzubi et al. [21] have devised a scheme to provide security
for IIoT data transfer using cloud services with a Hashed
Needham Schroeder (HNS) cost-optimized deep machine
Learning (CODML) technique that shows the need to deliver
IIoT security.

A public key using HNS is computed that provides access
to the device. This way they improve the execution time as
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TABLE 1. Comparative analysis of related work.

. Task Fog Cloud S
S. No. Authors Methodology IoT Security Allocation Computing | Computing Optimization
Task allocation and secure Whale
1. Shivi Sharma [12] deduplication IIoT Yes Yes Yes Yes Optimization
P algorithm
2. Guangshun Li [15] gif:é’tﬂsing of  Resource |\ No Yes Yes No Fuzzy-PSO
3. Lake Buetal [19] | A Secure and Robust Scheme IoT Yes No No No No
4 M. Bhatia [20] QCI—pr'edlctlon for  task No No Ves Yes No QCI-Neural
allocation Network
5. J. A. Alzubi [21] I}rllzsuhsifia?]ﬁffham Schroeder | yir | yes No No Yes No
6. Pegah Gazori [22] | Fog-based —ToT — based |y Yes Yes Yes No Double Deep
scheduling Q-Learning
.. Energy and time efficient task ETCORA
7 Huaiying Sun [23] offloading/allocation loT No Yes Yes No algorithm
8. Wei Wang [24] Data — Scheduling —and |, . No Yes Yes No No
Resource Optimization

only authenticated devices in the cloud were able to trans-
mit the message on a securer channel. The findings of the
simulation have shown that, compared to existing techniques,
the HNS-CODML approach produces superior results by
minimizing the overhead communication. In another wok,
Gazori et al. [22] have presented the task scheduling mech-
anism for IoT application to reduce long time operation
delays and measurement costs within the resources and time
limit. The authors have devised a double deep Q-learning
for task scheduling techniques. In terms of a service delay,
the measurement costs and, energy consumption as well
as task completion, the evaluation results showed that the
algorithm has surpassed other simple algorithms and also
manages single-point failure along with challenges of load
balancing. Further, Sun ef al. [23] have devised a fog-cloud
enabled IoT architecture that has used the best features of
fog and cloud. An ETCORA algorithm has been applied to
improve energy consumption and complete applications [23].
The authors have shown the simulation results that are
able to minimize the energy expenditure and response time.
However, this paper has no discussion is present on the secu-
rity of the data. In another work, Wang et al. [24] have com-
bined the decentralized resources of fog nodes into a cluster
that has the processing capacity to handle a complex task allo-
cation. Thereafter, authors have applied a multi-channel data
planning strategy that was developed to minimize real-time
processing delays and enhance system stability. Simulation
results demonstrate that the optimal data scheduling strategy
for performance gains could be accomplished according to
various scenarios. A comparative analysis of various related
work has been shown in Table 1.

Ill. PROPOSED FRAMEWORK

In this work, a resource scheduling, clustering of sensor
nodes and, secure transmission of IloT data are proposed
using SoftMax and improved RSA algorithm. The proposed
resource scheduling and security system for [IoT data contain
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four layers. The layers are described as: sensing devices
for physical IIoT, gateway, fog, and cloud. The proposed
framework is depicted in figure 2.

TABLE 2. Layer functions.

Layers Function
Could Device authentication, Data storage, Data analytics,
Layer Decision making
Pre-processing (Data standardization and normalization)
Fog Layer | Task classifier and scheduling, (SMDNN), Hashing,
Data encryption (Improved RSA), Resource scheduling
Gateway .. . .
Layer Connectivity aggregation (standards, protocols, bridges)
Sgl(;ij;lg Connection, Device registration, Login, Clustering
Layer (NDRF-SSA)

The proposed function for each layer is shown in Table 2.
The detailed description of each layer is as follow:

10T sensing device layer: This has deployed devices and
sensors to sense the data that is sent to the cloud layer via the
gateway and fog layer. In this layer, to avoid unauthorized
access to the IIoT data, first, the IIoT device registered and
login operation is performed. Upon successful authentication
by the cloud layer, the device is get connected to the cloud
server. The clusters are formed where cluster head is selected
based on the node degree(N), the distance between nodes(D),
residual energy(R), and their fitness(F).

The fitness is tested using the Salp swarm algorithm (SSA),
this proposed algorithm is named as NDRF-SSA. The cluster
head aggregates data from nodes and transmits it to the fog
layer via the gateway layer.

Gateway layer: The gateway layer is responsible for
connectivity aggregation that enables the communication
between various heterogeneous devices and sensors. This
layer also provides interoperability among different stan-
dards, protocols, and systems.

Fog services layer: Fog is distributed, unlike cloud which
is centralized. In the fog layer, the task in the form of
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FIGURE 2. Proposed secure industrial loT framework.

requests from the cluster heads are continuously received.
These received tasks are allocated to a cloud server using
the machine learning algorithm called SoftMax deep neural
network. That means the received tasks are first classified
into three classes: memory resources, bandwidth resources,
and storage resources. Then, these resources are securely
allocated to the cloud server (cloud layer) using the resource
scheduling algorithm which is discussed further in later
section. Here for avoiding the data deduplication and improv-
ing the security, the proposed method uses the SHA-512 algo-
rithm and improved RSA algorithm.

Cloud layer: This layer is end-user layer which responsible
for device authentication, data storage, data analytics, and
decision making. The user and decision makers can interact
through this layer.

A. DEVICE AUTHENTICATION

Device authentication is an important task in the IIoT environ-
ment as the deployed devices read the sensor values which is
forwarded for processing to the cloud server through the fog
computing layer. In order to avoid the unauthorized access
of IIoT device data, device authentication is proposed using
three steps: registration, login, and verification. Each of the
steps of the authentication is performed using affine cipher-
based SHA 512 algorithm [18], [25], [26], which is elucidated
as below:

Step 1: The registration phase is performed using device
information such as unique identification (Dev_Id), device
password (Dev_Pw), device type (Dev_Type), device MAC
address (Dev_Mac), and device location (Dev_loc). Here,
first, the affine cipher is used to create the registration code.
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The registration code is generated by combining the device Id
and the device password then encryption is performed using
equations (1) and (2) [26].

E (x) = (ax 4+ b) mod m @))
Dx) =a ' (x—b) modm
s.t, 1 = a.a” mod m 2)

where:

E (x) — encryption function
D (x) — decryption function
a, b — coprime/key numbers
mod — modulus

Then, the SHA-512 algorithm creates the hash value for that
registration code. Lastly, this converted hash value H, is
stored in the server at the cloud layer.

H. = SHAS12(E(Dev_Id || Dev_Pw) 3)

Step 2: Subsequent to registration, for attaining sensor
values, the device shall connect to the server using a login
mechanism. During login, the device Id along with the pass-
word for device authentication will be transmitted to the cloud
server. Thereafter, the registration code is again generated
by combining the device Id and password. Then, for this
registration code, the hash value is again generated using the
SHA-512 algorithm.

Step 3: The verification step is performed at the cloud
server which checks whether the hashed value of the trans-
mitted device value is similar to the hashed value generated
during registration. If yes, then the IIoT sensor device is
turned on, and the cloud server attains the data concurrently,
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otherwise, the verification phase is redirected to the login
phase.

B. NDRF-SSA CLUSTERING METHOD
The NDRF-SSA steps for the creation and selection of the
cluster heads are explained as follows:

Step 1: The initial population starts with k number of
swarms as follows [27]:

Si=1{81,8,....5}, i=12,...k “4)

The S; denotes the population k& swarms, Si, S2, and Sk
denotes the first, second, and k" swarm in the population.

Step 2: After initialization, initialize the global optimum
using a following D-dimensional vector.

. Gp} &)

Step 3: Now, compute the fitness value (FV) of all salps and
thereafter choose the salp which has the best FV to assign as
a global optimal position of the population. The FV for IloT
devices is calculated based on the residual energy, degree, and
distance. The below equation (6) specifies the fitness function
for performing the CH selection.

Gi={(G1,Ga,....Gy ...

fi = {max (ng) , max (npeg) , min (nq)} (6)

Any device in which maximum ng, npeg and minimum ry is
chosen as cluster head. The fitness function f;, is computed
using equation (7) - (11).

Node Degree: The IloT device P; shall join a new cluster
head C; that has higher node degree npe, than Cy in the
vicinity as shown in equation (7).

1
npeg (C))
Residual Energy: The IloT device P; shall join a new

cluster head C; that has higher residual energy ng than other
Cy in the vicinity as shown in equation (8).
1
& ()
Distance: The IIoT devices that has minimum distance
from any cluster head C; will be selected sine it will consume

less energy to transmit the data to cluster head. The FV can
be expressed in equation (9):

ft (Pi, Cj) (7

ft (Pi.G)) o 8)

1
na (Pi. Gj)
The equations (7) - (9) can be joined together to derive final
fitness values as shown in equation (10) and (11).

ft (Pi, Cj) ©)

o ng (Cj)
fi (Pi, G) o na (Pi. C) X npeg (C)) "
ft (Pi. Gj) = 4 x o "

na (Pi Gj) x npeg (Gj)
The A is a constant symbol. Equation (11) computes the
fitness values of the cluster that is based on the parameters
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and sends requests to cluster head to the network which has
the maximum weight.

Step 4: Now update the leader and follower position
equation (12) and (13) respectively [27]:

g | Githix ((upj—Ipj) * ka+1pj), k3>0.5 1)
V| G =k (=) # o+ i) s k3 <05
Ster = 5 (St +511) (13)
41
)
ki = 2@( P (14)
where:

Sj1 —position of the leader
Gj—food source position

Upj, Ipj—upper and lower bound
ki1, kp, k — random numbers
I—current iteration

p — max. iteration

Step 5: Now, the global optimum position is updated. The
ft of each individual is computed and compared with the ft of
the global optimum. The individual position will replace the
optimal position if it is better.

Step 6: Evaluate if the computed results satisfy the final
goal, under normal circumstances, on the question of opti-
mization assignment such as the maximum number of itera-
tions, etc. If the goal is achieved then stop otherwise go back
to step 4.

C. RESOURCE SCHEDULING AND ENCRYPTION
1) TASK SCHEDULING
After cluster formation, data in the cluster nodes is aggregated
by the cluster head. After that, it is taken to the fog layer. The
fog layer receives a massive amount of data or requests from
the cluster heads. Therefore, it is important to schedule the
data processing for transmission to the next layer. The task
manager is to arrange incoming requests in a certain way to
make good use of the resources available. Here, to perform
task scheduling, first, when the cluster head submits the
tasks to the fog layer, preprocessing operations, such as data
standardization and data normalization can be carried out to
improve the classification accuracy, and thereafter the pre-
processed tasks are classified into sub-tasks. The scheduler of
tasks, contained in the fog environment must receive the task.
The task scheduler gathers scheduling data from the cluster
heads, the monitors, and the cloud. These tasks are then
assigned to the appropriate node of the fog. Here, to avoid
storage space and securely scheduling the resources to cloud
virtual machines, the classified resources are checked for
data deduplication using SHA-512. Thereafter, the encryp-
tion using the improved RSA algorithm is performed and then
scheduled to the cloud server virtual machines.

Let’s the number of tasks as n and the number of
resources as m. The collection of tasks can be represented as
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S = {s1,52,s3,....5,}, the fog resources set is are rep-
resented as H = {hy, hy, h3,....h,}. The features of
task i is represented following the 1-dimensional array by
equation (15):

Si = {Sid, Sien> Scom: Sbs S5, Sd} (15)
The task identification is represented by s;g4, the task length is
represented by sy, computing requirements by Scom, Sp 1S the
bandwidth requirement, the storage requirement is denoted
by ss and s4 are the task data. Fog computing is achieved by
virtualization technology to abstract physical resources from
virtual resources. If the number of resources in the ith set is
m of fog resource i’ resource can be denoted by H; as in

equation (16):
I'Ij = {hid’ heoms hp, hs} (16)

Here, hj; is the resource number; and A, hp and, hg rep-
resent resource identification, resource computing power,
resource bandwidth, and resource capacity respectively. The
preprocessing, classification, encryption, and scheduling of
tasks are performed which is explained in the next sections.

Data Standardization and Normalization: In fog comput-
ing, the impact on classification results will be unevenly
affected by the different measurements of fog resource char-
acteristics when raw data are processed directly. Thus, in
order to resolve the negative effects that are as a result
of this situation, the resource matrix data is standardized
by the standard deviation (SD). The set of fog resources
A = {aj,an,...ay} represents indicates the m nodes of
the fog resource with n elements shown as the matrix in
equation (17) [15]:

ail app o..... aln
aj)l ayp ...... aon

A=1|. . (17)
Aml AM2 « v v v Amn

’ aj — ajj

ay = —— (18)
i b

L

aj = — Zj:l a;j (19)

&
Il

1 n _
i

af = —— - 1)

where:
a;j — avg. value of resource

bj — standard deviation

ag — normalized value
3 / 3 / / /
min (%‘) — min. value of (alj, CUTRR amj)
4 _ 1 f / / /
max ( aj; max. value of (aj, ap;,...... A ) -
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The processed data should be is normal. Therefore, it has a
mean of 0 and SD 1. Thus, the data in the matrix is normalized
between 0 and 1.

2) SOFTMAX CLASSIFIER

After preprocessing, the preprocessed tasks are classified
using the SoftMax function [30] based on a deep neural net-
work (DNN). In general, DNN is a complex neural network
of more than two layers. The DNN contains input, output,
and hidden layers. When an input in neurons increases, fol-
lowed by an increase in the hidden layer, the resultant neural
network is complicated. Furthermore, the time of execution
is increased while the accuracy is reduced. Time is reduced
since the DDN is trapped in the local minima. So, the pro-
posed method uses the SoftMax layer with a rectified acti-
vation function in the output layer to ensure that the speed
of computation and prediction remains high. The significant
advantage of SoftMax is the range of output probabilities.
The range between 0 and 1 is equal to the total of all prob-
abilities. So, the proposed resource classification model is
named SoftMax function based DNN(SoftMax-DNN) and
the architecture is depicted in figure 3.

©9

Storage
Resources
Computing
Resources
Bandwidth
Resources

az

Input Layer

Output Layer

Hidden Layer

FIGURE 3. Structure of SoftMax.

The algorithm of SoftMax-DNN is given as follows:

Step 1: First in the input layer, the received preprocessed
tasks of cluster heads are given as input.

Step 2: Generate the weight values for each input data
that is given in the input layer, and thereafter, assign to all
the neurons in the hidden and output layer an input data.
Finally, ensure that weight in all neurons of the input layer
is maintained.

Step 3: Compute the output of the hidden layers (Hidden
layers 1, 2, and 3) using equations (22), (23), and (24).
The proposed method uses three hidden layers for resource
classification.

N

hii = bii+ Y mwy (22)
N

hoi = bai+ ) hwai (23)
N

hai = b3+ ) howsi (24)
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where hy;, h; and h3; specifies the outcome of the 1%, ond
and 3" layers, by;, by;, and bs; denotes the bias values of 1%,
2md | and 34 layers while as wy;, wp;, and w3; denotes the
weight values of 1%, ond and 3t layers and m; refers to the
input data values from the clustering unit.

Step 4: To find the final output unit, here, the SoftMax layer
is used as an output layer, which uses the rectifier’s activation
function to compute the weight value of the final hidden layer.
The rectifier allows the network to converge very quickly. The
SoftMax activation function for DNN is expressed as follows:

- hsi+B,
A6

where T; denotes the final SoftMax output Rf(x) and B,
denotes the weight and bias values of the final hidden layer.
Here, the weight value of the final hidden layer is given based
on the rectifier’s activation function, which is expressed as
follows,

(25)

Ry (x) = max(0, x) x w; (26)

Here, w; denotes the weight value and R(f) — x for positive
value of x and R(f) — O for negative value of x. Then, equa-
tion (26) is applied to the SoftMax function, which classifies
the resources effectively as storage, memory, and computing
resources. After, task scheduling, to detect the duplicate task a
SHA-512 algorithm is employed. Using SHA-512, the cloud
server produces the hash code for incoming device requests.
It then checks whether or not the hash value is present in a
cloud server’s hash table. If so, then the cloud server to the
file location route stored otherwise the encryption for storing
the data is carried out [26].

3) IMPROVED RSA ENCRYPTION
In this phase, encryption is performed to provide an additional
level of difficulty for the intruder even if it peeps out of
the authentication then it can’t decrypt the data. Here, for
encryption, the proposed method uses the enhanced version
of the RSA cryptographic algorithm. In RSA, two prime
numbers are considered initially [26]. In the key generation
process, these two prime numbers are multiplied. Therefore,
if the intruder can find these factors using the various types
of attacks, the security level will decrease. So, here, the RSA
algorithm is enhanced with four random prime numbers to
increase the security level of the system. RSA algorithm with
four-prime numbers are used to increase attack time. There-
fore, improved RSA will provide strong results by increasing
the security level with a small key size. The improved RSA
consist of three phases. They are key generation, encryption,
and decryption. The step by step explanation of improved
RSA is explained as follows:

Step 1: choose 512-bit long numbers as p, g, r, s

where p # q #r # 5.

Step 2: computen =p X g X r X §

Step3:p=@p—-D@—-D@r—-D-1

Step 4: gcd (m, B) = 1,where | <m < B, m e (—n,0,n)

Step 5: compute p =m X r X §

117360

Step 6: w = p~! (mod B)

pxw=1(mod B), 1<w<§

where:

(p, n) - public key

(w, n)- private key

w,p, q, 1, S, B- secret numbers

Step 7: encrypt data using E. = DP (mod v)

Step 8: decrypt the encrypted using D = E (mod v)
We can observe that m is multiplied with the third and fourth
prime number r and s to make it difficult for the attacker to
find the value of m even if public key pair (p, n) is known.

4) RESOURCE ALLOCATION
Resource scheduling is an important aspect of any system.
Resources in the class are matched with the appropriate
resource category and the requirement of the devices. The
simple weight matching is used to complete the resource
scheduling as follows [29]:

> llreg; — res;||

G =
Do wi

27
where:

req;— attributes of request

res;— attributes of resources

w;i— attributes weight
The resource requirements for various devices are different.
Therefore, they can be categorized as processing, storage
requirements, and bandwidth for various task preferences.
The above formula calculates the attribute and the resource
attribute required by the device in accordance with the highest
score obtained as a result of the resource scheduling.

IV. SIMULATION RESULTS AND DISCUSSIONS

In this paper, a resource scheduling and secure data trans-
mission of IIoT data are proposed using SoftMax-DNN
and improved RSA techniques. To validate and evaluate
the model, the simulation has been done using JAVA and
NS3 platforms. The simulation results of the proposed and
existing techniques are analyzed for performance metrics.
The metrics parameters that are used for the analysis are
latency, network lifetime, energy consumption, and security
strength.

A. ANALYSIS OF NETWORK PERFORMANCE

A comparison between the performance of the proposed algo-
rithm and the existing techniques [12] in terms of the perfor-
mance metrics, say average latency, and energy consumption
is shown in Table 3.

Fig. 4 and 5 illustrate the graphs of the proposed and
existing technique against the latency and energy. Metrics are
measured by varying the IIoT devices from 0 to 20 devices.

In Fig. 5, the comparison of the techniques for energy
consumption is shown. For 10 IIoT devices, the proposed
algorithm gives the energy consumption of 0.15J whereas the
existing FATA [12] attains the energy consumption of 0.3,
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TABLE 3. Network latency & energy consumption.

#1loT Latency (ms) Energy Consumption (J)
devices | FATA [12] | Proposed | FATA[12] | Proposed
2 .5 5 0.13 0.05
4 1 8 0.15 0.06
6 1.2 9 0.19 0.08
8 2.2 1 0.25 0.1
10 2.4 1.2 0.3 0.15
12 2.5 1.5 0.35 0.25
14 2.8 1.6 0.40 0.30
16 4.2 1.9 0.49 0.35
18 5.9 2 0.63 0.40
20 7 2.1 0.91 0.45
7
—e— FATA[12]
6 Proposed
)
E
=4
[¥]
c
% 3
2
1
2 4 6 8 10 12 14 16 18 20

Number of lloT Devices

FIGURE 4. Latency analysis of lloT devices.

1.0
—. 0.0 —e— FATA[12]
c 0.8 Proposed

2 4 6 8 10 12 14 16 18 20

No of lloT Devices
FIGURE 5. Energy consumption of lloT devices.

which is higher than the proposed one. Similarly, for all
IIoT devices, the proposed one achieves lesser energy con-
sumption. The graph demonstrates that the given algorithm
achieves the least latency compared to previously used sys-
tems, such as FATA [12]. Moreover, the given algorithm is
energy-saving and durable, which defines its efficiency.

B. PERFORMANCE ANALYSIS OF IMPROVED RSA
The encryption time achieved by the improved RSA for
different key size is compared as shown in Table 4.
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TABLE 4. Performance of security algorithms.

' Ke){ M E(ms) E(ms) D, (ms) D¢(ms)
size(bits) [12] Proposed [12] Proposed
64 1000 400 231 400 211
128 2000 800 268 800 267
512 3000 1200 312 1200 302
1024 4000 1600 390 1600 345
2048 5000 2000 431 2000 421

The encryption time is varied from 400ms to 2000ms for
existing algorithms while as proposed algorithm takes less
time ranging from 231ms to 43 1ms.

The decryption and encryption times are the same for the
applied system. However, when it comes to the proposed
system, the decryption and encryption times are decreased,
with high security as the messages increase.

Analysis of Correlation: The correlation between the orig-
inal plaintext and its code is used to investigate the existing
relationship [31]-[34]. This correlation shows how strongly
statistical attacks are protected by the encryption algorithm.
To calculate the coefficient of correlation between the two
variables, the following formula may be used. (28) [31]-[34]:

S (i — p())Oi — _())
o (x)o(y)

cc(x,y) = (28)

1 n 1 n
p@==3 % adp@)=-3 v @9
7 = |3 - pwP. and

70 =X i) (30)

where:

u(x) denote the expected value of x

u(y) denote the expected value of y

(x) denotes the independent variable (plaintext)

(¥) denotes the dependent variable (ciphertext)

o (x) is the SD of the distribution of plaintext.
The values of the correlation indicate the strength with size
and strength being directly proportional. Such values are as
shown in Table 5.

TABLE 5. Correlation coefficient values.

Message | Description Values
M; Establishment Data for 0.019
Connection
M> Data for Device registration 0.014
M; Device login data 0.021
My Machine data 0.029
Ms Machine Control messages 0.072
Average 0.031

The correlation coefficient is calculated using different
message typeset as shown in Table 5. The results show that the
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proposed improved RSA correlation coefficient is near zero
at around 0.031.

C. ANALYSIS OF SOFTMAX-DNN CLASSIFIER

A comparison between the proposed SoftMax-DNN for
resource classification and the state-of-the-art forecasting
models that include QCI-Neural Network is done in this
section [20]. Statistical aspects, including but not limited to
the precision, sensitivity, specificity, and the probability of
coverage. Besides, the root relative squared error (RRSE),
the mean absolute error (MAE), the relative absolute error
(RAE), and root average square error (RASE) were investi-
gated and their values are as shown in figure 6.

QCI-NN[20]
BN Proposed

RRSE
RAE
RASE
MAE

CP Y S A
Precision ]
Specificity

Sensitivity

0 20 40 60 80 100
Metrics(%)

FIGURE 6. Performance of the proposed prediction efficiency.

TABLE 6. Prediction efficiency estimation of the techniques.

. Techniques

Metrics QCI-NN [20] Proposed
Sensitivity 89.76 92.45
Specificity 90.99 93.12
Precision 91.15 92.34
Coverage Probabilities 94.56 95.47
MAE 3.3 2.75
RASE 2.67 2.32
RAE 6.88 6.15
RRSE 3.48 2.98

Table 6 shows that the proposed SoftMax-DNN model
achieves performance values of precision (92.34%), sensitiv-
ity (92.45%), coverage probability (95.47%), and specificity
(93.12%). Moreover, lower values of MAE (2.75%), RASE
(2.32%), RAE (6.15%), and RRSE (2.98%) which is better
than the existing QCI-NN [20] technique.

D. RESOURCE SCHEDULING AND USER SATISFACTION
After the fog resources were classified, encryption was per-
formed and the resource size was needed in the schedul-
ing process. The specifications of users can be divided
into various groups. The appropriate resources are identified
and matched with the user requirements, provided they are
available.

117362

TABLE 7. Resource schedule.

Schedule
{too14} {ts>19} {too117}
{tsor12} {te>ria} {tsor2}
{tio—>r15} {tiors} {so>rn} {tron}
{tio—or16} {tnorin} {ti—ori3} {tisoris}
{tu—>ra} {tir>r9} {tiu>1ris} {tis>mi}

Classification
{13, 14, 17, T9, T'18, T17, T20}
{2, Is, 111, I'13, T15, T16, T19}
{r1, 13, 17, T10, I'12, T14}
{r6, 121, I25, 132, I25, 30, 123}

{122, 131, 29, 128, I26, 124, [27}

6.0

—e— Proposed
RSAF[15]

WoLn
o

wos s
L% 5 B T |

r satisfaction Index

se
W
(=1

M
tn

0 30 60 90 120 150 180 210
Number of Tasks

FIGURE 7. User satisfaction index.

Since users have varying needs as far as resources are con-
cerned, the computational, bandwidth, and storage require-
ments are grouped together. As such, the system incorporates
all three types of requirements, which are characterized by
application of different resources. Equation (27) measures
the attribute that the user requires and the resource attribute
and gives the user the highest score as the final result of the
resource schedule as shown in Table 7.

The user satisfaction index is calculated with the following
equation (31) to investigate the essence of resource schedul-
ing. On the other hand, the user’s satisfaction index depends
on the s¢om, sp and s; parameters, which represents the task’s
requirements, storage, and bandwidth attribute. Moreover,
computing attributes, bandwidth, and storage attributes are
represented by hcom, hp and hs. The attributes are further
presented by u, v and t as the coefficients [28].

Us = (le(fcom) + V;;Jb) + T}(lss)) (31)

Figure 7 shows the user’s satisfaction index performance
varying with the number of tasks for the proposed weight
matching based resource scheduling algorithm and the
RSAF [15]. For 30 tasks, the proposed algorithm achieves the
user satisfaction index of 2.8 whereas the existing RSAF [15]
only 2.5, which is lower than the proposed method, and also
for the remaining number of tasks (60, 90, 120, 150, 180
and 210), the proposed algorithm achieves the user satisfac-
tion index of 3.4, 4.1, 4.5, 4.8, 5.3 and 5.9, which are higher
than the RSAF [15]. The RSAF [15] system ensures that
the fastest resources are assigned with the shortest task for
faster completion of the process. Consequently, there may
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be an occurrence of imbalance in loads, which causes lower
satisfaction for the user. Therefore, the proposed algorithm is
great is ensuring that the requirement of users is well matched
with the fog resources.

V. CONCLUSION

This paper has discussed a secure task scheduling system
that is given as an alternative to the previously applied algo-
rithms. This algorithm makes use of the SoftMax-DNN and
improved RSA techniques for IIoT applications. For fast
data transmission and data deduplication, the proposed task
scheduling algorithm uses the NDRF-SSA clustering and
SHA-512 algorithm. The outcomes of the proposed algo-
rithm are evaluated and its performance analyzed by com-
paring the techniques with the existing one. The proposed
algorithm attains the lowest latency, the lowest energy con-
sumption, and the highest network lifetime. When compar-
ing to the performance of the improved RSA, the proposed
one attains the highest level of security potency when com-
pared to the existing FATA [12] and the proposed improved
RSA attains the highest security level when performing both
encryption and decryption. In addition, the proposed resource
classification algorithm SoftMax-DNN outperforms others.
The SoftMax-DNN obtains the highest sensitivity (92.45),
specificity (93.12), precision (92.34), coverage (95.47) and
attains the lowest error rate for the measures, such as RASE
(2.32), RRSE (2.98), and MAE (2.75) when compared to
QCI-NN [20]. Therefore, the proposed system produces more
desirable results, especially in terms of the speed of data
transmission and energy saving. These desirable aspects are
made possible with the help of NDRF-SSA clustering and
SHA-512 data deduplication.
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