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ABSTRACT A security-enhanced three-dimensional carrier-less amplitude phase passive optical network
(3D-CAP-PON) based on two-stage spherical constellation masking is proposed in this paper, where Chua’s
circuit map and one-dimensional Logistic map are jointly applied to implement rotation-based and scaling-
based 3D-constellation masking. The rotation masking converts the constellation into two spherical layers
with different radii, while the scaling masking leads to a hollow sphere with thick wall. The dimensional
expansion of the constellation, combined with the joint adoption of two chaotic models, enable more
flexibility and security for constellation encryption. And the key space of the proposed scheme is 1.2 x 1073
when taking only initial values and step lengths of chaotic models into consideration. A 4 Gb/s encrypted 3D-
CAP-16 signal transmission over 25 km standard single mode fiber (SSMF) is experimentally demonstrated.
The experimental results indicate that the proposed scheme can effectively protect the system from any
illegal optical network unit (ONU) attack, proving to be a promising candidate for future physically secure
3D-CAP-PON.

INDEX TERMS 3D constellation, spherical constellation masking, chaotic encryption, carrier-less ampli-

tude phase, passive optical network.

I. INTRODUCTION

With the rapid increase of broadband services demands, pas-
sive optical network (PON), standing out as an effective and
future-proof network architecture due to its lower power con-
sumption, higher data transmission rate and wider converge,
has been attracting much attention for next-generation (NG)
access system [1]-[4]. Meanwhile, carrier-less amplitude
phase (CAP) modulation is capable of achieving orthogonal
multiplexing on the basis of signal pulse shaping and matched
filtering without extra expensive radio frequency sources and
mixers. By applying the multi-dimensional CAP technique to
PON system, the flexibility can be enhanced to provide dif-
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ferentiated services to various subscribers with a finer gran-
ularity [5]-[9]. These huge advantages have enabled CAP
technique to gain more and more momentum in the low-cost
and high-speed PON. However, the broadcasting mechanism
in the PON, where downstream signal is transmitted to the
different optical network units (ONUs) in a broadcasting
manner, has inadvertently made it possible for the illegal
users to easily tap into the downstream signals. Therefore,
the security of the CAP-PON system must be taken into
serious consideration [10], [11].

There have been many proposals regarding the secure
communication in the physical or even upper layers cur-
rently. Due to the unprotected control data or headers in the
upper layers encryption, it is vulnerable to attacks against
the lowest layer [12], [13]. Compared with the upper layers
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FIGURE 1. Schematic of the proposed security-enhanced 3D-CAP-PON based on two-stage spherical constellation masking.

encryption, the physical layer encryption based on efficient
and convenient digital signal processing (DSP) technique can
fundamentally protect the high-speed transmitted data from
any malicious attack. Wherein chaotic encryption has played
an important role, given its superiority of ergodicity, pseudo-
randomness and the sensitivity to initial values and control
parameters. So far there have been quite a few investigations
of chaotic encryption in the constellation mapping, including
constellation masking [14], [15], chaotic constellation trans-
formation [16], chaotic active constellation extension [17],
and noise-like constellation mapping [18]. These schemes
are encrypting constellation either by randomly rotating and
moving or by swapping the constellation points, so as to
achieve the security communication in the physical layer.
However, these encryption methods are mostly operated in a
two-dimensional constellation with few studies done in terms
of three-dimensional constellation. The constellation encryp-
tion in the lower dimension often limits the flexibility of the
constellation transformation and masking, thereby dampen-
ing the security performance of the constellation encryption
to a certain extent.

In this paper, we propose and demonstrate a security-
enhanced 3D-CAP-PON based on two-stage spherical
constellation masking, in which Chua’s circuit map and one-
dimensional Logistic map are adopted as chaotic models
to generate masking factors for 3D constellation rotating
and scaling respectively. The rotation masking converts the
constellation into two spherical layers with different radii,
while the scaling masking leads to a hollow sphere with thick
wall. Based on these two chaotic models, the joint mask-
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ing of constellation rotating and scaling in 3D-CAP-PON is
implemented. Dimensional expansion can bring about more
flexibility for the transformation and masking of the constel-
lation, as well as the security performance enhancement for
the constellation encryption. Moreover, the extension of the
minimum Euclidean distance between constellation points in
three-dimensional space can improve the bit error rate (BER)
performance and enable better signal quality to a certain
extent. The feasibility of the proposed scheme is successfully
verified by an experiment of 4 Gb/s encrypted 3D-CAP-
16 signal transmission over 25 km standard single mode fiber
(SSMF).

II. PRINCIPLE OF SECURITY-ENHANCED 3D-CAP-PON
BASED ON TWO-STAGE SPHERICAL CONSTELLATION
MASKING

Figure 1 depicts the principle of proposed security-enhanced
3D-CAP-PON based on two-stage spherical constellation
masking. Taking 16-ary 3D constellation for illustration, the
3D constellation composed of four regular tetrahedrons is
formed after serial-to-parallel (S/P) converting and constel-
lation mapping, as shown in Fig. 2(a) [19]. It can be seen
that the minimum Euclidean distance between constellation
points is set as 2, with 4 constellation points located in the
inner layer and 12 constellation points located in the outer
layer. The detailed mapping rule is demonstrated in Table 1.
Then two-stage spherical constellation masking is performed
for constellation rotation and scaling based on Chua’s circuit
map and one-dimensional Logistic map respectively, where
KEY includes the initial values, control parameters and step
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FIGURE 2. Constellation diagrams (a) before masking, (b) after first-stage
masking based on constellation rotation, (c) after second-stage masking
based on constellation scaling, (d) with correct demasking.

lengths of the chaotic models. The diversity of the secret
key parameters in these two chaotic models can effectively
guarantee and enhance physical layer security. In addition,
to counteract the impact of transmission channel on the con-
stellation rotating and scaling, the training sequence is added
right after the masked data, so that channel compensation
can be conducted before the constellation decryption at the
receiver. Finally, the 3D-CAP signal is sent for transmis-
sion after up-sampling, shaped filtering and addition. At the
receiver, the inverse procedures as opposed to the one at the
transmitter are carried out to demodulate and decrypt the
received signal.

To be specific, in the first-stage masking based on constel-
lation rotation, Chua’s circuit map is adopted as the chaotic
model, which can be expressed as follows [20]:

aljot =am—1—f (1))

om/ot=1—m+n

on/ot = —bm,
fO)=dl+05(c—-d)(|l+1—-|l-1)), €))

where a, b, ¢ and d are set as constants with values of 10,
14.87, —1.27 and —0.65, respectively. At this moment, the
chaotic system is in a state of chaos. [, m and n are set as
variables with the range of (-3, 3), (—1, 1) and (-5, 5),
respectively. ¢ is a variable positive step length. And the
4™ Runge-kutta method is performed to solve the partial
differential equation in (1). In this paper, the initial values of
{ly, mg, no}aresetas {0.2, —0.1,0.2}, and the corresponding
phase diagram of Chua’s circuit map is shown in Fig. 3(a).
The phase diagrams in phase planes (m — n), (I — m), and
(I —n) are shown in Fig. 3(b), (c), and (d), respectively.
It can be seen that not only is Chua’s circuit map easy to
implement, but it can exhibit complex dynamics of bifurca-
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tion and chaos with high security performance. This chaotic
model can simultaneously generate three chaotic sequences
of {l, m, n} with varying ranges of numerical values. There-
fore, the fractional parts of these three sequences are chosen
to generate masking factors, that is, the three angles p;1, pi2,
pi3 of constellation rotating counterclockwise around the axes
of X, Y and Z. The specific rules are as follows:

@),

n
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m

FIGURE 3. Phase diagram of Chua’s circuit map.

pi1 = floor (mod (I - 107, 360))
pi> = floor (mod (m - 107, 360)) 2)
pi3 = floor (mod (n - 107, 360)) .

As is processed in (2), three rotating angles p;1, pi2, 0i3
in the range of (0, 360) can be acquired, with which the con-
stellation points in the 3D space are counterclockwise rotated
around the axes of X, Y and Z, so that the first-stage masking
based on constellation rotation is implemented. As such,
the new coordinate for a certain constellation point C; of
Ci = (Ci1, Cpp, C,~3)T after three rotations can be expressed
as:

/
il

1 0 0
C/=|C,|=10 cospg —sinpy |Ci, (3)
/ 0 sinp; Cos8 0i1
i3
"
Ci cospp 0 —sinpp
c=|csl= o 1 o ]G @
foid sinpp 0  cospp
L
n
Cii cospiz —sinpz 0
c" = D=1 sinpz cospz 0 |C/. (5
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where C/, C/', C{” denote the coordinates of the constel-
lation point while rotating around the axes of X, Y and
Z, respectively. The constellation diagram after the first-
stage masking based on constellation rotation is displayed
in Fig. 2(b), where two spherical layers with different radii
can be observed.

A

FIGURE 4. The bifurcation diagram of one-dimensional Logistic map.

In the second-stage masking based on constellation scal-
ing, one-dimensional Logistic map is considered to generate
related masking factors, which is given by [21]:

Upr1 = Aup (1 —uy), ue(0,1), (6)

where A represents the bifurcation parameter with the range
of [1, 4], up can be any arbitrary value in the range of (0, 1) and
u, is the nth value iterated by (6). Once the bifurcation param-
eter A is determined, the Logistic map can iterate a unique
sequence for any initial value of ug. Any tiny movement of
ug can lead to significant discrepancy with regarding to the
generated sequence. Figure 4 shows the bifurcation diagram
of the Logistic map, where initial value of ug is set as 0.37259.
It can be seen that as A exceeds 3.569945672, the sequence
will fall into chaos. Taking this into consideration, A is set as
3.95 in this paper. And the fractional part of u is selected to
determine the masking factor in the process of constellation
scaling. Since the scaling down for the inwards convergence
of the constellation makes it hard for the receiver to judge
and determine the constellation points, only 1 to 3 times
of random scaling up is performed on the 3D constellation.
Detailed rule for the generation of masking factor is shown
as follows:

w; = floor (mod (u 107, 100)) 100x2+1,  (7)

As is processed in (7), the constellation scaling factor in
the range of [1, 3] can be obtained, based on which second-
stage constellation masking is performed to determine the
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coordinate of constellation point C;"” given as follow:
n
Cit
Ci//// — i/é// — wl . Cl'”/. (8)
"
Ca

The constellation diagram after the second-stage masking
based on constellation scaling is illustrated in Fig. 2(c), where
two spherical layers with different radii are converted to a
hollow sphere with thick wall.

Based on these two different chaotic models, constellation
rotation and scaling are performed to implement two-stage
masking, which can increase the number of parameters in the
KEY to significantly raise more difficulties for illegal ONU
to access transmitted information. At the receiver, illegal
ONU in absence of correct secret key is having little pos-
sibility to recover the original constellation for information
stealing. While ONU granted with the correct secret key
can inevitably obtain the original constellation after proper
decryption, as shown in Fig. 2(d).

TABLE 1. 16-ary 3D constellation mapping rule.

Bits Constellation points Bits Constellation points

1101 (0.7071,0.7071,0.7071) 1100
1000 (2.1213,2.1213,0.7071) 1001
1111 (0.7071,-0.7071,-0.7071) 1110
1010 (2.1213,-2.1213,-0.7071) 1011
0101  (-0.7071,0.7071,-0.7071) ~ 0100
0000  (-2.1213,2.1213,-0.7071) 0001
0111  (-0.7071,-0.7071,0.7071) 0110
0010  (-2.1213,-2.1213,0.7071) 0011

(0.7071,2.1213,2.1213)

(2.1213,0.7071,2.1213)

(0.7071,-2.1213,-2.1213)
(2.1213,-0.7071,-2.1213)
(-0.7071,2.1213,-2.1213)
(-2.1213,0.7071,-2.1213)
(-0.7071,-2.1213,2.1213)
(-2.1213,-0.7071,2.1213)

Ill. EXPERIMENT AND RESULTS

To verify the performance of the proposed physical layer
encryption scheme, an experiment is carried out as shown
in Fig. 5. At the optical line terminal (OLT), offline DSP
is performed to implement 3D-CAP modulation and data
encryption based on two-stage spherical constellation mask-
ing for the original data. The up-sampling factor in 3D-
CAP modulation is set as 11, the same as the tap number
of the shaping filters. And an arbitrary waveform generator
(AWG, TekAWG70002A) with the maximum sampling rate
of 25 GSa/s is used to perform digital-to-analog conver-
sion for the encrypted 3D-CAP signal. Following the linear
amplification by an electrical amplifier (EA), the encrypted
electrical 3D-CAP signal is injected into the Mach-Zehnder
modulator (MZM) for intensity modulation to generate mod-
ulated optical signal, which is then transmitted over a 25 km
SSMEF. In the experiment, a continuous wave (CW) laser
with the operating wavelength of 1550 nm and optical power
of 10 dBm serves as the light source. At the ONU, a variable
optical attenuator (VOA) is put in place to adjust the received
optical power for the optical signal detection and conversion
by a photodiode (PD) with bandwidth of 40 GHz. And after
the analog-to-digital conversion for the encrypted electrical
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FIGURE 5. Experimental setup (AWG: arbitrary waveform generator; EA: electrical amplifier; MZM: Mach-Zehnder modulator; PS: power splitter; VOA:
variable optical attenuator; PD: photodiode; MSO: mixed signal oscilloscope).

3D-CAP signal by a mixed signal oscilloscope (MSO) with
sampling rate of 50 GSa/s, offline DSP, which is reverse to
that at the OLT, can perform decrypting function to recover
the original data.
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FIGURE 6. BER curves of encrypted 3D-CAP-16, unencrypted 3D-CAP-16,
and illegal ONU for b2b and 25 km transmission (b2b: back to back).

Figure 6 illustrates the BER curves of encrypted 3D-CAP-
16, unencrypted 3D-CAP-16, and illegal ONU before and
after 25 km transmission. In the experiment, legal ONU
is given the correct key in terms of initial values, control
parameters and step lengths of the chaotic models, which the
illegal one is not aware of (i.e., incorrect key). The baud rate
is set as 1 Gbaud, and the corresponding bit rate is 4 Gb/s.
It can be seen that due to the increased constellation chaos
by the constellation masking, the power penalty after 25 km
transmission is about 0.45 dB for the encrypted 3D-CAP-
16 signal, while the unencrypted 3D-CAP-16 signal without
constellation masking displays a smaller power penalty of
about 0.3 dB. Compared with the unencrypted 3D-CAP-
16 signal, the encrypted 3D-CAP-16 signal has a receiver
sensitivity penalty of 1.6 dB after 25 km transmission at a
BER of 1 x 1073. However, the security performance of
the proposed encryption scheme is very impressive. As the
received optical power increases, the BER performance of
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the legal ONU is more favorable, while the illegal one con-
sistently maintain the BER of about 0.45. It is obvious seen
that without the correct key, illegal ONU can’t acquire any
information destined for legal ONU. Moreover, the received
constellations of legal ONU and illegal one are also shown
in Fig. 6. Contrary to the clear 3D constellation for the legal
ONU, what the illegal one obtain is a dense and disordered
sphere with few recognition of the original 3D constellation.

0.0 T T T T T
[—=— chua's circuit map (1)
05 Chua's circuit map (m)
-er Chua's circuit map (n) —& T
|- - Logistic map (u) 7
1.0 | / E
t' Ty
st /! 4
a {1/
=) /.
-2.0 |- 5 T
S /!
¥
:"/
2.5 | ] E
30| !h-—--'t--—-—j 1
35 L L . L L
1E-20 1E-19 1E-18 1E-17 1E-16 1E-15 1E-14

Change in initial value

FIGURE 7. BER curves of various ONUs with a tiny change in initial value.

In a bid to verify the sensitivity to the initial values of
the chaotic models, as well as the security of data encryp-
tion, Fig. 7 shows the BER curves of various ONUs with a
tiny change in initial value after 25 km transmission when
the received optical power is —16 dBm. The initial values
{ly, mg, ng, up} of the chaotic models are set as {0.2, —0.1,
0.2, 0.37259}. As can be seen in Fig. 7, as the initial value
slightly changes, such as {0.24-1071%, —0.1, 0.2, 0.37259},
{0.2, —0.1+10"17, 0.2, 0.37259}, {0.2, —0.1, 0.2+10~16,
0.37259}, or {0.2, —0.1, 0.2, 0.37259+10_16}, dramatic
increase can be observed in terms of BER. And a tiny change
of 1071 for the initial values of [ or n, or 10~17 for m, can
raise the BER to about 0.3, in which case the illegal ONU
is unable to eavesdrop on the encrypted data transmission.
As for a tiny change of 10! for the initial value of u, since
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only scaling-based constellation masking with factor of 1~3
is performed in absence of constellation rotation, BER can
only be increased to 0.06, which is also above the forward
error correction (FEC) threshold. In addition, the correspond-
ing constellation are also shown as the insets in Fig. 7.

Furthermore, the key space of the proposed encryption
scheme is calculated and evaluated in a conservative manner.
The secret key includes the initial values, control parameters
and step lengths of both Chua’s circuit map and Logistic
map, namely {ly, mo, no, ug, a, b, c,d, r, t1, t}. Normally
the control parameters of the chaotic models are set to typical
values, making it effortless for the illegals to tap into, so in
this paper the key space is assessed conservatively with only
initial values and step lengths being taken into consideration.
If the range of step lengths is [1, 10%], the key space can be
deduced as (6x10')x(2x10'7)x(10x10'0)x(1x1010) x
103x 10® =1.2x1073. Such enormous is the key space that
searching for the correct key can be way too time-consuming,
thus effectively guarding against those brute force attacks
trying to obtain the right key.

T T T T T T
0.5 -
— (@
= & & re e e
0.4 ¢ —e |
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—s—| sequence known
5 03 —&—m sequence known T
o n sequence known
I, m and n sequences known
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—¢— All incorrect sequences
0.1+ -
0_0 1 1 1 1 1 1

-20 -19 -18 A7 -16 -15
Received optical power (dBm)

S @ Sy " ©

FIGURE 8. BER curves of an illegal ONU under all possible conditions.

In this paper, both first-stage masking based on constel-
lation rotation and second-stage one based on constella-
tion scaling are carried out, where rotation is determined
by chaotic sequences of {/, m, n}, while scaling by chaotic
sequence of u. Figure 8 depicts the BER curves of an ille-
gal ONU in the condition of different known sequences
after 25 km transmission. It can be seen that BER is about
0.45 when all the chaotic sequences remain unknown. While
only [, m or n is given, BER also keeps at around 0.45. At this
moment, as can be seen in Fig. 8(a), constellation is taking
on a dense and disordered sphere, leaving the illegal ONU
unable to recover the whereabouts of the original constel-
lation. This can be attributed to the constellation masking
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based on rotation and scaling. When the chaotic sequence
of u is known, only rotating-based constellation masking is
implemented, leaving the constellation present as two spher-
ical layers with different radii, as shown in Fig. 8(b). The
BER is about 0.42 at this moment, slightly below the one
in the case of all unknown sequences, while far more above
the FEC threshold. When the chaotic sequences of {/, m, n}
all remain known, only scaling-based constellation masking
is functioning, bringing about the radial-like constellation as
shown in Fig. 8(c). As the scaling factor is strictly restricted
in the range of 1~3, BER keeps at a rather low level of 0.06,
also above the FEC threshold, which enables the system
robustness against illegal ONU attacks. Experimental results
indicate that the proposed scheme is sensitive to all kinds
of chaotic sequences, thus guaranteeing the secure encrypted
transmission without any information leaking.

IV. CONCLUSION

We have proposed a security-enhanced 3D-CAP-PON
based on two-stage spherical constellation masking, where
Chua’s circuit map and one-dimensional Logistic map are
applied to implement rotating-based and scaling-based 3D-
constellation masking, respectively. Taking the dimension
into higher level, 3D-constellation masking enables more
flexibility and effectively enhances the security of the encryp-
tion scheme through the combination of two joint chaotic
models. Conservative evaluation shows that the key space of
the proposed encryption scheme is 1.2 x 107> when not tak-
ing control parameters into consideration, making it almost
impossible for hacking from the illegal ONU. Moreover, the
feasibility of the proposed scheme is verified by a 4 Gb/s
encrypted 3D-CAP-16 signal transmission over 25 km SSMF.
Experimental results suggest that the proposed scheme could
be an effective solution for future secure physical-layer com-
munication in 3D-CAP-PON.
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