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ABSTRACT The security of global navigation satellite system (GNSS) has attracted a lot of attention
recently. The spoofing detection method using multi-antenna array is one of the most efficient spoofing
detection methods due to its unique geometry space. However, it is either based on the assumption that all
spoofing signals come from the same direction or it requires additional inertial measurement unit (IMU) or
multi-antenna attitude solution to obtain attitude information. In this paper, we propose a newGNSS spoofing
detection method using only two off-the-shelf antennas. This method can detect a single spoofing signal
or spoofing signals from multiple directions, and does not require any attitude information. This method
employs the carrier phase and the known baseline length to estimate the baseline vector. Its theoretical
performance can be assessed by the sum of squared error (SSE) test statistic. Static and dynamic experiments
both prove that this method can distinguish the spoofing signal from the real signal effectively without any
delay.

INDEX TERMS Carrier phase, global navigation satellite system, spoofing detection, two antennas.

I. INTRODUCTION
GNSS has been widely used in many key areas such as
location services, weather forecasting, transportation, sys-
tem timing and emergency rescue. However, GNSS signals
can be interfered quite easily due to their low ground sig-
nal power [1]. In a verification experiment, the attacker
successfully guided the hovering drone to the ground by
using low-cost GNSS spoofing devices [2]. In another exper-
iment, the attacker successfully induced the yacht full of
passengers to deviate from the course without any warn-
ings [3]. Therefore, it is necessary to conduct GNSS anti-
spoofing researches as the destructiveness of spoofing attacks
is already obvious [4].

Traditional receiver autonomous integrity detection
(RAIM) only considers the consistency of pseudoranges,
which is not enough to deal with the increasingly advanced
spoofing attack methods [5]. In view of the existing GNSS
spoofing technologies, many papers have proposed a variety
of spoofing detection methods that can be divided into three
types [6]–[24]. One kind of method is Navigation Message
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Authentication (NMA). This method encrypts civilian GNSS
navigation data, and the receivers utilize the obtained signa-
tures to ensure the security of GNSS signals [6]. However,
this method requires changes to the current navigation mes-
sage structure, which is very costly and difficult to imple-
ment. In addition, NMA technology is not able to achieve fast
spoofing detection responses since it may require additional
signal processing of the encrypted messages [7].

Another kind of method utilizes advanced RAIM technolo-
gies to detect the features of signals, such as the absolute
power level of signals, PRN code correlation function, signal
correlation peak, and other features [8]–[15]. The advanced
RAIM method is relatively simple to implement. It only
requires appropriate modifications to the software and hard-
ware of the off-the-shelf receivers. But it may only be able to
detect spoofing signals at the beginning of an attack and fail
in recognition when the receiver has traced them.

The third kind of method employs the difference of spatial
geometry between the spoofing signals with the real GNSS
signals to perform spoofing detection [16]. It is one of the
most efficient methods since the spatial geometry informa-
tion of GNSS satellites is almost impossible to imitate. This
method usually applies the carrier phase information received
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by the multi-antenna array to estimate the directions of arrival
(DOAs) of the signals [17], [18]. Traditional spoofing detec-
tion methods using multi-antenna array are either based on
the assumption that all spoofing signals come from the same
direction [19]–[22], or that they need to employ a IMU or
multi-antenna attitude solution to obtain the attitude infor-
mation of the antenna array [23], [24]. For the former, this
method can effectively detect the spoofing signals when a sin-
gle antenna broadcasts multiple spoofing signals. However,
it cannot effectively work when there is a single spoofing
signal or spoofing signals come from multiple directions. For
the latter, the spoofing signals must be strictly phase synchro-
nized with the real signals in order to achieve identical DOAs,
and the coordinates of the antenna array are needed to be
known in advance. Due to the impossibility of this situation,
this method is a very robust way to quickly detect complex
spoofing signals. However, the hardware cost of this method
is relatively high since IMU or more than four antennas are
required to gain attitude information.

In this paper, we propose a new GNSS spoofing detection
method. This method employs two low-cost GNSS antennas
to form a baseline vector and does not require IMU to pro-
vide attitude information. The baseline vector can be figured
out by combining carrier phase double difference data with
ephemeris data. We utilize the known baseline length to mod-
ify the calculated baseline vector, and take the corrected value
as the approximation of the real value. After normalizing
the baseline vector, the presence of spoofing signals can be
assessed by SSE test statistic. This method is able to realize
fast real-time detection, and detect a single spoofing signal or
spoofing signals from multiple directions.

The remainder of this paper is divided into 4 sections.
Section II describes the structure and the spoofing detection
hypothesis test of the system. In Section III, the false alarm
performance in the absence of spoofing signals is presented.
Section IV describes the detection performance of the system
in static and dynamic scenarios respectively. The last part
summarizes the research results.

II. SPOOFING DETECTION HYPOTHESIS TEST
A. STRUCTURE OF SYSTEM
The spoofing detection system consisting of two GNSS
antennas, two GNSS receivers and one signal processing unit
is shown in Fig. 1. The baseline vector bBA is formed by two
GNSS antennas connected to a common reference oscillator.
We employ antennas of the samemodel and batch to eliminate
the errors caused by the inconsistency of the antenna phase
center as much as possible. The length of baseline vector is
quite easy to obtain, which we think is known in this paper.
The inputs of the signal processing unit are the carrier phase
and ephemeris observation data of all tracked signals received
by the two antennas. The real-time spoofing detection results
are the outputs of the signal processing unit.

The ionospheric and tropospheric errors of the antennas
are considered to be completely identical as the baseline

FIGURE 1. Structure of the spoofing detection system.

length is quite short [25]. The carrier phase single difference
observation equation for satellite i is described as:

1ϕ̃iBAλ = ϕ
i
Bλ− ϕ

i
Aλ

= 1ρiBA + c · Vij +1N
i
BAλ+ n

i
rBAλ

= (r̂ i)T1XBA + c · Vij +1N i
BAλ+ n

i
rBAλ (1)

where ϕiB and ϕiA are the carrier phase observations of GNSS
satellite i received by antenna B and A respectively. λ is the
wavelength of the GNSS signal, 1ρiBA is the pseudorange
difference measured by two antennas, c is the speed of light,
Vij is the receivers clock bias, and 1N i

BA is ambiguity of
whole cycles. nirBA is the zero-mean additive white Gaussian
noise (AWGN). r̂ i is a [3 × 1] matrix calculated from the
broadcast ephemeris describing direction cosine from GNSS
satellite i to antenna.1XBA is a [3× 1] matrix describing the
baseline vector based on earth-centered earth-fixed (ECEF),
and 1XBA = [1xBA,1yBA,1zBA]T . 1N i

BA is easy to deter-
mine as the baseline length is quite short [26], so (1) can be
written as:

1ϕiBAλ = (1ϕ̃iBA −1N
i
BA)λ

= (r̂ i)T1XBA + c · Vij + nirBAλ (2)

The corresponding observation equation of carrier phase
double difference is given as follows:

1ϕ
ij
BAλ = (r̂ ij)T1XBA + n

ij
rBAλ (3)

where 1ϕijBA is the carrier phase double difference, r̂ ij is the
direction cosine difference of satellite i and j, and nijrBA is still
the AWGN. Therefore,1ϕijBA follows the normal distribution.

When the number of observation satellites is N, the carrier
phase double difference observation equation can be repre-
sented in matrix form as:

1ϕBAλ = H1XBA + nrBAλ (4)

where1ϕBA is a [(N−1)× 1] matrix describing carrier phase
double difference between N−1 satellites and the reference

VOLUME 8, 2020 110739



J. Chen et al.: New GNSS Spoofing Detection Method Using Two Antennas

satellite i. H is a [(N−1) × 3] matrix describing direc-
tion cosine difference between N−1 satellites and reference
satellite i. nrBA is a [(N−1) × 1] observation noise matrix
following independent normal distribution.

We employ the least squares method to calculate (4), and
then 1XBA is obtained as;

1XBA = (HTH )−1HT1ϕBAλ (5)

It is clear to see that 1XBA follows the normal distribution
as 1ϕBA does because 1XBA is positively correlated with
1ϕBA. We describe 1XBA as:1xBA ∼ N (bx , σ 2

x )
1yBA ∼ N (by, σ 2

y )
1zBA ∼ N (bz, σ 2

z )

 (6)

B. BASELINE VECTOR DIRECTION IS KNOWN
1XBA can be normalized by (7) if the real baseline vector bBA
is known:

1X ′BA = (1XBA − bBA)/σX (7)

where 1X ′
BA
= [1x ′

BA
,1y′

BA
,1z′

BA
]T , bBA = [bx , by, bz]T ,

σX = [σx , σy, σz]T . The quality of the solution for the
baseline vector can be assessed by SSE test statistics. The SSE
test metric is defined as follows:

SSE = 1x
′2
BA +1y

′2
BA +1z

′2
BA (8)

The carrier phase observations match with the DOAs of
the signals in the absence of spoofing signals, and then1X ′BA
follows the standard normal distribution. The SSE metric
follows the chi-square distribution with 3 degrees of freedom.
In another case, significant deviation occurs between 1XBA
and bBA, and 1X ′BA no longer follows the standard normal
distribution if there are spoofing signals. The SSE metric
follows the non-central chi-square distribution with a degree
of freedom of 3 and non-zero non-centrality parameter γ :

H0(no spoofing):SSE ∼ χ2(3)

H1(spoofing) : SSE ∼ χ ’2(3, γ ) (9)

We assume that the satellite signal j is interfered by the
meaconing spoofing signal, and the corresponding equation
of carrier phase double difference is obtained as follows:

1ϕ
ij
spBA = 1ϕ

ij
BA +1ϕ

ij
spau (10)

where 1ϕijspBA and 1ϕijBA are the carrier phase double dif-
ference of the spoofing signal and real signal respectively.
1ϕ

ij
spau is the offset between 1ϕ

ij
spBA and 1ϕijBA. We rewrite

(2) as the following form, they are completely identical:

1ϕiBAλ = |d | cos θi + c · Vij + n
i
rBAλ (11)

where d is the length of baseline vector, θi is the DOA of the
signal, then (3) can also be written as the following form:

1ϕ
ij
BAλ = |d |(cos θi − cos θj)+ n

ij
rBAλ (12)

Then we solve (12) and (10) simultaneously to work out
1ϕ

ij
spau:

1ϕijspauλ = 1ϕ
ij
spBAλ−1ϕ

ij
BAλ

= |d | · (cos θspj − cos θj)+ nijspauλ

= |d | ·1 cos θspau + nijspauλ (13)

where θspj and θj are the DOAs of spoofing signal and real
signal respectively. 1 cos θspau is the cosine difference of
DOAs between the spooning signal and the real signal. It is
obvious to see that 1ϕijspau is positively correlated with d
and 1 cos θspau from (13). As mentioned above, 1XBA is
positively correlated with 1ϕijspau and SSE test metric is the
statistic of 1XBA. We can come to the conclusion that SSE
test metric is positively correlated with d and1cos θspau. The
probability density functions (pdfs) of SSE test metric for the
H0 and H1 hypotheses are shown in Fig. 2 by using Monte
Carlo simulations.

We can clearly see that the H0 hypothesis shown by blue
lines in Fig. 2 perfectly follows χ2(3) shown by red lines
under any lengths of baseline vector. The SSE test metric
for H1 shown by gray lines significantly deviates from H0,
and is positively correlated with d and 1cos θspau, which
is consistent with the results mentioned above. According
to the Newman-Pearson criterion, we can set an appropriate
threshold to effectively detect spoofing signals under a certain
false alarm rate [27]. The receiver operating characteristic
(ROC) curves under different parameters are shown in Fig. 3.
It can be seen that as d and 1cosθspau increase, the per-
formance of spoofing detection improves. When d = 5λ
and 1cosθspau = 0.10, the ROC curve is very close to the
theoretical performance boundary.

C. BASELINE VECTOR DIRECTION IS UNKNOWN
In the discussion above, we assume that bBA is known. How-
ever, it is actually unknown since the IMU is not adopted to
obtain the attitude information of the antennas in this system.
Therefore, we need to estimate the unknown bBA.

We mark b′BA as the estimated value of bBA. It can be
iteratively calculated form iterative equation as the following
form:

b′n+1 = b′n + δXn (14)

where b′n+1 = [1xn+1,1yn+1,1zn+1]T , b′n = [1xn,1yn,
1zn]T , δXn = [δxn, δyn, δzn]T , and then d can be expressed
as:

d =
√
1x2n+1 +1y

2
n+1 +1z

2
n+1

=

√
(1xn + δx)2 + (1yn + δy)2 + (1zn + δz)2 (15)

Wemake use of the first order Taylor expansion to linearize
(15) as follows:

d =
√
1x2n +1y2n +1z2n + lXnδXn (16)
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FIGURE 2. Pdfs of SSE test metric for H0 and H1 hypotheses. (a) d = 4λ,
1cosθspau = 0.06. (b) d = 4λ, 1cosθspau = 0.10. (c) d = 5λ, 1cosθspau =
0.06. (d) d = 5λ, 1cosθspau = 0.10.

where lXn = [lxn, lyn, lzn]T , lxn = 1xn/
√
1x2n +1y2n +1z2n,

lyn = 1yn/
√
1x2n +1y2n +1z2n, lzn = 1zn/√

1x2n +1y2n +1z2n.
Eq. (5) is plugged into (14), and we solve it with (16)

simultaneously as the following form:{
d =

√
1x2n +1y2n +1z2n + lXnδXn

1Xn + δXn = (HTH )−1HT1ϕBAλ
(17)

FIGURE 3. The ROC curves under different parameters. (a) 1cosθspau =
0.06. (b) 1cosθspau = 0.10.

δXn can be obtained by employing the least squaresmethod.
The result calculated by (5) is taken as the initial value
of (14). The stable value after several iterations is b′BA, it is
an approximation of bBA. The recalculated pdfs of SSE test
metric by employing b′BA are shown in Fig. 4.
The recalculated pdfs of H0 and H1 are shown by the blue

lines and gray lines in Fig.4 respectively. It is clear to see that
the pdfs of H0 deviate slightly from χ2(3) shown by red lines
since b′BA is the estimated value of bBA. The R-squared and
F-test statistics between H0 hypothesis and χ2(3) are shown
in Table 1.

We usually apply R-squared statistic to evaluate the degree
of fitting. The closer R-squared is to 1, the better the statistical
model fits the data and the stronger ability of model interpre-
tation is. The R-squared in Table 1 is quite close to 1 under
any lengths of baseline vector. On the other hand, the effect of
F-test is to evaluate whether the variances of two samples are
coincident. We can know through the table look-up method
that there is a high correlation between the H0 hypothesis
and χ2(3) under any lengths of baseline vector. Therefore,
χ2(3) is a valid approximation for the H0 hypothesis. We can
still effectively detect spoofing signals by setting a reasonable
threshold.
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FIGURE 4. Recalculated pdfs of SSE test metric for H0 and H1 hypotheses.
(a) d = 4λ, 1cosθspau = 0.06. (b) d = 4λ, 1cosθspau = 0.10. (c) d = 5λ,
1cosθspau = 0.06. (d) d = 5λ, 1cosθspau = 0.10.

III. FALSE ALARM PERFORMANCE
The two antennas spoofing detection system is installed at the
roof of aerospace information research institute in Beijing for
assessing the false alarm performance of themethod proposed
in this paper, as shown in Fig. 5. The receivers used in this
experiment are the packaged Ublox Neo-M8n modules. The
laptop running the software of spoofing detection serves as
the signal processing unit of the system. The receivers accept

TABLE 1. R-squared and F-test statistics.

FIGURE 5. The spoofing detection system. (a) The two antennas of GNSS
spoofing detection system installed on the same plane. (b) The receivers
and signal processing unit of spoofing detection system.

non-spoofing GNSS signals and send them to the laptop
to estimate the baseline vector and corresponding SSE test
metric. The results of spoofing detection and positioning are
given by the laptop in real time.

The representative results for the estimated antenna base-
line vector are shown in Fig. 6. The observation time of each
group is about 11 minutes. The baseline length of the two
sets is 2λ and 4λ respectively. The observed data of baseline
vector 1XBA shown by the blue curve follow the normal
distribution since the existence of AWGN. This is consistent
with the conclusion mentioned above in Section II. At the
same time, the corrected data b′BA shown by the red curve are
obviously smoother than observed data and closer to the real
value.

The mean and standard deviation of the observed and
corrected data are given in Table 2. We can readily see that
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FIGURE 6. The observed and corrected data of the baseline vector.
(a) d = 2λ, bBA = [−0.252m, −0.017m, −0.284m]T. (b) d = 4λ, bBA =
[0.536m, 0.495m, 0.212m]T.

TABLE 2. The mean and standard deviation of the observed and
corrected data.

the mean of corrected data is quite close to the real value,
and the standard deviation of the corrected data is obviously
smaller than the observed data. Therefore, it is an effective
statistical estimation method to employ the corrected data as
the approximation of the real baseline vector.

We set an appropriate threshold SSEth = 30 based on the
cumulative distribution function (CDF) of the χ2(3), and the
corresponding theoretical false alarm rate is 1.38 × 10−6.
We define two satellite signal status tags.Wemark it as ‘‘real’’
when the SSE test metric is smaller than SSEth, indicating that
the currently received satellite signals are all non-spoofing.
Otherwise we mark it as ‘‘spoofing’’, indicating that at least

one spoofing signal is existing. The SSE test metric is shown
in Fig. 7. The status tags are all ‘‘real’’ since the system
receives real signals during the whole experiment period, and
the false alarm rate is zero.

FIGURE 7. The SSE test metric and status tags of real signals. (a) d = 2λ.
(b) d = 4λ.

IV. DETECTION PERFORMANCE
A. STATIC SCENARIO WITH ONE SPOOFING SOURCE
The estimated baseline vector of static scenario with one
spoofing source is shown in Fig. 8. We employ a GNSS
signal re-transmitter as the source of meaconing attack to
interfere with one GNSS signal. To ensure that the receiver
can successfully trace the spoofing signal, we use a low-noise
amplifier to properly amplify the signal. At the same time,
the amplifier power should be as low as possible in order
to avoid possible interferences with the other actual GNSS
signals.

The test time of each set is 180s. We turn on the
re-transmitter at 30s and turn off it at 150s. The baseline
length of the two sets is 2λ and 4λ respectively. When the
re-transmitter is in the off state at 0-30s and 150s-180s,
the observed data of the baseline vector follow the normal
distribution. The receivers immediately trace the spoofing
signal as the power of the spoofing signal is greater than the
real signal when the re-transmitter is turned on at 30s. The
observed data deviate significantly as shown by the blue curve
from 30s to 150s. The corrected data shown by the red curve
are quite close to the real value and fluctuates very little in
this scenario.

The results calculated for SSE test metric and status tags are
shown in Fig. 9. The SSE test metric increases sharply without
any delay when the re-transmitter starts to work at 30s. The
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FIGURE 8. The estimated baseline vector in the static scenario.
(a) d = 2λ. (b) d = 4λ.

SSE test metric is greater than the threshold from 30s to 150s
except at 69s in Fig. 9 (a), and the detection probabilityPD1 =
99.2%. The SSE test metric is much greater than the threshold
and the status tags aremarked as ‘‘spoofing’’ from 30s to 150s
in Fig. 9 (b), and the detection probability PD2 = 100%. This
indicates that as the length of the baseline vector increases,
the detection probability of the system increases.

In this static scenario, the maximum of SSE test metric
with baseline length of 2λ is 583, whereas the maximum of
SSE test metric with baseline length of 4λ is up to 1274. This
indicates that as the baseline length increases, so does the SSE
test metric. The SSE test metric is positively correlated with
baseline length d , which consistent with the results discussed
in Section II (see Fig. 4).

A typical set of positioning estimation by the receiver is
shown in Fig. 10. The receiver traces 7 GPS satellite sig-
nals simultaneously in this static scenario. The re-transmitter
interferes with one GNSS signal immediately and have a
certain impact on the positioning results by the receiver when
it is turned on at 30s. The maximum positioning error has
reached to 0.21 meters at 93s.

FIGURE 9. The SSE test metric and status tags in the static scenario with
one spoofing source. (a) d = 2λ. (b) d = 4λ.

FIGURE 10. Positioning estimation by the receiver in the static scenario
with one spoofing source.

B. STATIC SCENARIO WITH TWO SPOOFING SOURCES
In this scenario, we employ two GNSS signal re-transmitters
to interfere with two signals from different directions,
respectively. The SSE test metric and status tags are shown
in Fig. 11 (a). The positioning estimation by the receiver
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is shown in Fig. 11 (b). The test time is still 180s and the
baseline length is 4λ.

FIGURE 11. Static scenario test results with two spoofing sources. (a) The
SSE test metric and status tags. (b) Positioning estimation by the receiver.

The maximum of SSE test metric is 4565 in this scenario,
which is much greater than that in Fig. 9 and the detection
probability PD3 = 100%. Compared with the traditional
method which can only detect the spoofing signals from the
same direction [28], this system can effectively detect the
spoofing signals from multiple directions. With the increase
of the number of spoofing signals, the SSE test metric also sig-
nificantly rises. On the other hand, the maximum positioning
error in Fig. 11 (b) has reached to 0.76 meters at 149s. Com-
pared with Fig. 10, it is clear to see that the positioning error
increases significantly when multiple signals are spoofing.

C. DYNAMIC SCENARIO
In the dynamic test scenario, the antenna of the GNSS
re-transmitter is fixed on a tripod, as shown in Fig. 12.
We install the two antennas spoofing detection system on a
movable work platform. We move the work platform to sim-
ulate the low-speed motion of users. The work platform mov-
ing linearly in the east-west direction gradually approaches
the tripod and then moves away. If the power level of the
re-transmitter is high enough, the receiver will only trace the
spoofing signal due to the limited area of the experimental

FIGURE 12. The layout of the dynamic test scenario at the rooftop of the
building.

field. Therefore, the power level of the re-transmitter is turned
down asmuch as possible and slightly higher than the real sig-
nal in order to demonstrate the whole process of the receivers
being capturing the spoofing signal.

The SSE test metric and status tags of the dynamic scenario
are shown in Fig. 13. The entire test time is 160s, and we
can divide it into four stages. In the first stage, the working
platform moves slowly from a distance to the re-transmitter
antenna at 0-25s. The receivers trace the real GNSS signals at
this time since the power of the spoofing signal is quite weak.
The SSE test metric is obviously smaller than the threshold,
and the status tags are all marked as ‘‘real’’.

FIGURE 13. The SSE test metric and status tags in the dynamic scenario.

In the second stage, the working platform begins to
approach the re-transmitter antenna at 26s-42s. It can be seen
that the traced signals of the receivers become very unstable
due to the close power of the spoofing signal and the real sig-
nal. In other words, the spoofing signal captures the tracking
loops of the receivers and leads to frequent lock-lose of the
receivers at this stage. The SSE test metric varies dramatically
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and its maximum value reaches 1109 at 27s. The maximal
value of the SSE test metric is similar with the corresponding
value calculated in the static test scenario (see Fig. 9). The
signal status tags swing back and forth between ‘‘real’’ and
‘‘spoofing’’.

In the third stage, the real signal is overwhelmed by the
spoofing signal at 43s-89s, and the receivers trace the spoof-
ing signal since the power of the spoofing signal is obviously
greater than the real signal. In this stage, the SSE test metric
exceeds the threshold a lot, and the signal status tags are all
marked as ‘‘spoofing’’.

At the same time, it is clearly to see that the SSE test metric
in this stage is significantly smaller than that in the second
stage. The maximum of SSE test metric in this stage is
820 at 64s. The DOAs of the spoofing signal and the real
signal are close due to the working platform approaches the
re-transmitter antenna. Therefore, the cosine difference of the
DOAs shows a decreasing trend, and so does the SSE metric.
This is completely consistent with the conclusions discussed
in Section II (see Fig. 4).

In the fourth stage, the working platform is moving away
from the re-transmitter antenna gradually after 90s, which is
the opposite of the above process, and we will not repeat it
here.

The estimated results of baseline vector and positioning
in the dynamic scenario are shown in Fig. 14. The variation
rule of observed data shown by the blue curve is consistent
with the SSE test metric. The observed data of baseline vector
follow the normal distribution when the receivers trace the
real signal at 0-25s. It begins to shift and jitter significantly
as the receivers are capturing the spoofing signal step by step
at 26s-42s. The remarkable bias occurs between the observed
and real data of baseline vector when the receivers trace the
spoofing signal at 43s-89s.

The corrected data of the baseline vector are shown by
the red curve in Fig. 14. Compared with the observed data,
the corrected data are quite stable and close to the real value.

FIGURE 14. The estimated baseline vector in the dynamic scenario.

It changes very little with the generation of spoofing signals
during the whole observation period.

In this test scenario, the receivers trace 8 GPS satellite
signals simultaneously. The estimated results of positioning
shown in Fig. 15 change slightly since the re-transmitter
we used only interferes with one GPS satellite signal. The
maximum positioning error is up to about 0.67meters at 133s.
Considering the current precision of single-point positioning
(usually around 10 meters), it is difficult for users to judge
whether there are spoofing signals by the deviation of the
positioning results. Comparing Fig. 13 with Fig. 15, the SSE
test metric is a robust anti-spoofing index of navigation sig-
nals as it is more sensitive to detect spoofing signals.

FIGURE 15. Positioning estimation by receiver in the dynamic scenario.

V. SUMMARY AND CONCLUSIONS
In this paper, we propose a new GNSS spoofing detection
method using two antennas. Compared with the traditional
multi-antenna spoofing detection methods, this method only
needs two low-cost GNSS antennas, and does not require the
IMU to provide additional attitude information. This method
can detect one single spoofing signal or spoofing signals from
multiple directions. In addition, we propose a method to esti-
mate the baseline vector using the baseline vector length and
carrier phase observations. The SSE test metric is employed
to evaluate the quality of the solution. In the static scenario,
the SSE test metric increases significantly when the spoof-
ing signal appears. Therefore, the system is able to detect
spoofing signals with near-zero false alarm rate without any
delay by setting a reasonable threshold. Moreover, with the
increase of baseline vector length, the detection probability
of the system increases. In the dynamic scenario, the signal
frequent lock-lose due to its instability. The SSE test metric
fluctuates dramatically during the process of the receiver
being gradually capturing spoofing signals. The system can
still effectively detect the spoofing signal after the receiver
stably trace the spoofing signal. In the future work, we will
combine RAIM algorithms for joint detection in order to
solve the possible instability in dynamic scenarios.
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