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ABSTRACT Software Defined Network (SDN) is a flexible paradigm that provides support for a variety
of data-intensive applications with real-world smart Internet of Things (IoT) devices. This emerging
architecture updates with the managing ability and network control. Still, the benefits are challenging to
achieve due to the presence of intruder flow into the network. The research topic of intrusion detection
and prevention system (IDPS) has grasped the attention to reduce the effect of intruders. Distributed
Denial of Service (DDoS) is a targeted attack that develops malicious traffic is flooded into a particular
network device. These intruders also involve even with legitimate network devices, the authenticated
device will be compromised to inject malicious traffic. In this paper, we investigate the involvement of
intruders in three-Tier IDPS with regard to user validation, packet validation and flow validation. Not all
the authentication users can be legitimate, since they are compromised, so that the major contribution is to
identify all the compromised devices by knee analysis of the packets. Routers are the edge devices employed
in first tier which is responsible to validate the IoT user with RFID tag and encrypted signature. Then the
authenticated user’s packets are submitted into second tier with switches that validates the packets using
type-1I fuzzy filtering. Then the key features are extracted from packets and they are classified into normal,
suspicious and malicious. The mismatched packets are analyzed in controllers which maintain two queues
as suspicious and normal. Then suspicious queue packets are classified and predicted using deep learning
method. The proposed work is experimented in OMNeT++- environment and the performances are evaluated

in terms of intruder Detection Rate, Failure Rate, Delay, Throughput and Traffic Load.

INDEX TERMS SDN security, IoT, intrusion prevention system, RFID, packet classification.

I. INTRODUCTION

Software Defined Network (SDN) is an underlying infras-
tructure developed to distribute a wide range of traffic into
the network. SDN with Internet of Things (IoT) meets the
requirements of different applications by monitoring the
arrived traffic. This is attained by the separation of data plane
and control plane. Data plane with switches are composed
with flow tables using which the packets are matched and
forwarded as per the action [1]-[3]. This notably explores
SDN with IoT where thousands of devices are involved.
The combination of SDN and IoT is subjected to vulnerable
threats [4]-[6]. Security has become one of the serious bottle-
neck issue that needs to be solved. The common requirements
of security are privacy, confidentiality, integrity and control
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access. Security is compromised while the attackers increase
and they cause scarcity of network resources and bandwidth.
The abnormal traffic into the network is suspected to be
uncommon that obviously degrades network performances.
Security policies are presented to control the traffic flow
into the network in [7]-[10]. The arrived traffic is classified
according to the designed flow rules. While a new flow is
arrived, then the particular packet is forwarded to next layer
for analysis. Monitoring the flows strengthen security in the
network environment. The conventional rules are also being
forged in recent days due to the intelligence of the intrud-
ers into the network. The access to flow traffic is allowed
only when the entire flow entry matches. The anomaly
flows into the network by the intruders is detected and mit-
igated [11], [12]. Machine learning algorithms as Decision
Tree, K-Nearest Neighbors (KNN), Naive Bayes, Neural Net-
work, Support Vector Machine (SVM) and Self-Organizing
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Map (SOM) are used to analyze the packet features that exist
in the flow. The utilization of machine learning improves
accurate detection of intruders. Analyzing the network flows
ensures to mitigate intruders and especially the flooding of
excess flows is performed by Distributed-Denial-of-Service
(DDoS) attack [13], [14]. DDoS attacks are serious threats
in SDN environment which continuously increases problems
for the legitimate users. The security measures is essential in
SDN based IoT environment. In order to prevent the attackers,
authentication is a promising solution [15]. The IoT users
have to register with the administrator for accessing the net-
work. In this way, the registered users are only provisioning
with the permission to access the network. Also, the security
credentials are considered to be unique and also required to
manage the credentials using cryptography. In recent days the
network environment is surrounded by intelligent intruders to
degrade network environment performance.

The key research questions identified in SDN-IoT with the
security aspects are:

(1) How to mitigate the compromised users in the network?

(ii)How to discover vulnerable threats that are participating
in the network?

In this paper the above two research questions are
addressed in proposed three-Tier SDN-IoT architecture. The
designed architecture concentrates on resolving the security
concerns with the processing of validating users, packets and
flow. The individual user is authenticated with RFID and
signature. Also the security credentials are transmitted secure
to mitigate man-in-middle-attack (MIMA). Then packets are
validated with the features in switches of data plane and
suspicious flow is validated in control plane. The three-
Tier architecture addresses a secure environment that detects
intruders and takes steps to prevent the intruders by authenti-
cation and flow rule update in data plane. This section further
discusses the motivation, contribution and organization of the

paper.

A. MOTIVATION

Security is one of the most challenging issue that is to be
concentrated for improving the effective utilization of the
network resources and traffic load. Internet is a basic require-
ment to perform day-to-day activities and hence the traffic
flow into networks is significantly increased. Hereby the
focus on traffic load balancing presents with the idea of reduc-
ing the malicious traffic which will certainly improve scala-
bility. This issue is handled in real-world environment and
so this is motivated to be resolved. The motivation towards
security has developed three-Tier architecture in SDN-IoT
environment to provoke a scalability supported system. Even
though the intelligence of attackers are grown, this work
detects and prevents intruders by analyzing the individual’s
credentials, packet features and flow using artificial intelli-
gence and machine learning algorithm. The arrival of packets
are in large number and so these faster operating and deci-
sion making algorithms are preferred to detect and prevent
intruders.
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B. CONTRIBUTION

SDN-IoT environment is constructed into a three-Tier archi-
tecture concentrated on mitigating the attacks that reflects
in degrading the network performance. The common secu-
rity issue due to intruders is taken in account and possible
solutions are defined. Even though the users are authenti-
cated, some of the users are compromised and hence they
are detected by packet analysis in this work. This paper
investigates the security concerns in SDN-IoT environment
and the major three-fold contributions are:

« To mitigate the participation of illegitimate IoT users,
authentication is performed by validating the user based
on the RFID identity and signature. A symmetric algo-
rithm is proposed for faster and efficient encryption of
the security credentials.

o In order to predict the compromised user packet the
OpenFlow switches are deployed with a new filtration
using Type-2 fuzzy from the extracted features and cat-
egorize the packets into normal, suspicious and mali-
cious. The malicious packets are discarded, then the
suspicious packets are forwarded to control plane.

o Not all the packets could be analyzed at the single
stage and so lastly the suspicious packets are analyzed
with deep learning for appropriate prediction of intruder
packet and identify the source device.

« The experimental performances of this proposed system
improves significant parameters such as Detection Rate,
Failure Rate, Delay, Throughput and Traffic Load.

C. LAYOUT OF THIS PAPER

This paper is organized into set of sections for elaborat-
ing the security study. The composition of this paper is
as follows, Section II details all the recent review on SDN
security, Section III illustrates the problem defined from the
area of SDN intrusion detection, Section IV explains the
proposed solutions that solves security problem, Section V
is the demonstration of justification for the efficiency and
improvements achieved for the proposed solutions and finally
Section VI illustrates the conclusion and future direction of
this research.

Il. RELATED WORK

In this section the existing research works are studied to
identify the existence of intrusion detection system (IDS)
in SDN-IoT environment. Most of the works have been
developed to detect intruders whereas the prevention is
less focused. A reliable security-oriented routing mechanism
namely Route Guardian was proposed [16]. This mechanism
was designed in SDN architecture that comprised of policy
parser, resource status monitor, routing rule generator and
incident reactor. The switches receive requests from hosts,
and then policy was created by policy parser, later it was given
to resource status monitor module. This module was equipped
to periodically aggregate network resource based metrics.
If any malicious flow with new packet features, then it was
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allowed into network. The attackers were detected using
security policies that were defined with packet features [17].
These policies are generated at controllers. The intrusions in
the network are attackers that involve for demolishing the
network performance.

In SDN-I0T an intelligent detection of anomalies i.e. mali-
cious traffic was presented [18]. Machine learning algorithms
were used in IDS which improves the accuracy in detection.
The algorithms SVM, SOM and Stacked Auto encoder Deep
Learning approach-SAE were used in IDS over individual
network entities. These algorithms were higher in detection
accuracy but as per the increase in arrival rate of attacks,
their accuracy degrades. Then a hybrid machine learning
model was designed for detecting DDoS attacks [19]. The
algorithms used in this work are SVM and SOM. The flows
from the switches are collects and processing in control
plane which was deployed with SVM, SOM and enhanced
history-based IP filtering scheme (eHIPF). In SVM and
SOM, the flow duration, packet number, byte number and
protocol were used to classify the packets and process in
eHIPF. This eHIPF scheme extracts time, packet per flow,
priority, flow number, protocol and flag based on which
the abnormal source was detected. The poor selection of
key parameters in SVM leads to degrade classification per-
formance and SOM is difficult to determine the map size
and processed well only when the training data is larger.
In [20], Artificial Neural Network (ANN) architecture was
used for classifying the benign and malicious network traffic.
The arrived packets were processed in ANN; here the key
demerit was the number of neurons which reduces accuracy.
The ANN was not able to support for large scale network
and hence it consumes higher processing time. Deep Neural
Network (DNN) was built to detect the anomalies based on
the flow [21]. The packet features are extracted and then
they were classified. The use of single controller causes
single point failure due to multiple processing by the same
controller.

The participation of attackers has to be detected as early
as possible which was studied in [22]. For earlier detection
a set of rules were defined based on which, the IDS block
drops the bad flow and processes the good flow. Even though
the IDS detect bad flows earlier, it is performed at controller
which means the bad flows are allowed into switches which
may be affected priory. Hence the need for intrusion detec-
tion and prevention system (IDPS) was increased to detect
and mitigate the activities of malicious flows [23]. In this
work, two connection based techniques were proposed which
are credit-based threshold random walk (CB-TRW) and rate
limiting (RL). The port scanning attacks are overwhelmed
by verifying the port numbers of the received packets. Ini-
tially to prevent the intruders, the packets in blacklist were
verified. Then for intrusion detection the packet features as
protocol, flag and counter values are validated. The preven-
tion of intruder with the blacklist was not sufficient since,
the intruder will also learn the environment and approach
network with new matching packet flows.
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In [24], [25], Recurrent Neural Network (RNN) was
applied for detecting DDoS attacks with tuned parameters.
The learning parameters are tuned based on the features
and then applied for attack prediction. Extreme Learning
Machine (ELM) was also incorporated for attack detec-
tion [26]. The ELM offers to select packet features for
attack prediction whereas the significant packet features as
IP address, port number may be ignored. Multilayer Per-
ceptron (MLP) Model was developed which processes the
extracted features [27]. Also optimization algorithms were
presented for accurate prediction of attack traffic [28]. Lion
optimization algorithm was used for selecting optimal set of
features for detecting DDoS attack traffic. After selection of
features, Convolutional Neural Network (CNN) classifies the
packets. The DDoS attack was also detected using pattern
graph model that autonomously detects attack [29]. The pack-
ets collected from switches are processed in controllers by
graphs and the model was periodically updated. This work
was not able to detect assist new flow and also it requires
timely update. To block attackers into the network, authenti-
cation was developed by which the individual’s unique cre-
dentials are validated [30]-[33]. Chaotic secure hashing in
combination with a digital signature was used to authenticate
user and then the user packets are analyzed. Rivest-Shamir-
Adleman (RSA) algorithm was involved for secure transmis-
sion of the user credentials to the verifier entity [34]. The
verification was provided by validating security parameters,
device identity and password. These constraints were easily
leaked and guessed by attackers, hence poor verification.
In [35], the IDS monitors and as well as it authenticates by
signature. In this work, the signature was generated based on
the packets. Hereby it also generates signatures for malicious
traffic. Attacks are majorly detected with IP address in which
the malicious packets are maintained in blacklist [36].

Ill. PROBLEM DESCRIPTION

This section summarizes the specific problems on SDN-IDS.
A multiple IDS were proposed for faster intrusion detec-
tion [37]. This algorithm determines the close relationship in
terms of routers path and groups. Based on the similarity in
flow paths, the flows are grouped using Principal Component
Analysis (PCA) and Gravity-based clustering balance the
load. The problems in this work are data rate of each flow dif-
fers with each other, so balancing the load using this metric is
unfair. The fluctuating group size fails to balance traffic flow.
Intruders were allowed into the system reduces network per-
formance. Then an entropy-based lightweight DDoS flooding
attack detection model was proposed with two attributes as
destination IP address and destination port [38]. All the edge
switches estimate entropy to identify anomaly. However the
entropy prediction is dynamic by considering two packet
features which is not sufficient for accurate attack detec-
tion. These two packets features are conventional and hence
the variation in entropy will not vary often but which con-
sumes resource for repeated computation. OpenFlow Secu-
rity (OpenSec) framework was developed for implementing
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TABLE 1. Existing problems.

Method/Technique

Concept

Drawback

Multiple IDS [37]

Grouping of arrived
flows in controllers for
detection

Dynamic grouping

allows malicious traffic.

Flow data rate can be
varied.

Entropy Based
Method [38]

Dynamic threshold
using IP address and
port number

Frequent computation
degrades network
performance.

Intermediate switches
can be attacked so

casily.
OpenSec Human Readable Self-definable policies
Framework [39] Policies allow intruders to add
own policies.
Multi-Queue Maintenance of each Singly queue will be

Method [40] queue for each switch filled due to larger

traffic in particular area.

security policies that are human readable [39]. In OpenSec
framework a matching pattern was specified in policy specifi-
cation language component for matching the flow, service and
it reacts accordingly. In this work, the end-user defines policy,
so even a malicious user can add policy according to their
requirement. This allows malicious flows into the network.
Human-readable policies are unfair, since purposely some
person could use/modify the policy for their convenient. The
intensity of DDoS attacks was reduced with the idea of multi-
queue SDN controller scheduling algorithm based on time
slice allocation strategy was proposed [40]. The logical queue
was executed based on polling mode which has nil DDoS
attacks in it. The individual queue was maintained for each
switch, as per the increase in number of switches the number
of queues also increases (Difficult in queue maintenance) and
if a switch does not receive any flow or receives less flow,
there the queue deployment and resource are wasted. Here,
the controller needs to verify each flow in the queues one
after the other, which consumes larger time. This may lead
to severe damage to switches and network elements.

The problem statements of these researches are the use
of self-defined policies, multi-queues and flow verification
that were not effective in detecting attacks and also most
of the research focus is to only detection. The prevention
of attacks will gradually increase network performance. The
problems stated are illustrated in Table 1. In this way, our
proposed system is carried out towards the solutions to detect
and prevent intruders and shows significant improvisation.

IV. PROPOSED IDPS SYSTEM

The proposed system addresses the challenging issue of secu-
rity in SDN-IoT environment. The Internet of Things (IoT)
devices are becoming more popular in wide variety of appli-
cations that eventually increases intruders. This section is
categorized into sub-sections with the development of IDPS
system to mitigate malicious traffic flows. The validation is
carried out in three layers to ensure strong protection in the
designed SDN-IoT environment.
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TABLE 2. Notations guide.

Notations Description
U IoT User
T, RFID tag
TUy Identity of RFID tag
Tr Random number of tag
| Concatenation
D XOR operation
ID User’s device identity
P, Private key from prime number
TA Trusted Authority
H Hash
p.q Prime numbers

Table 2 enlists the notations used in this paper along with its short description.

A. THREE-TIER SDN-loT ARCHITECTURE

A three-Tier SDN-IoT Architecture is designed in three con-
secutive layers with network entities. The processing handled
in each Tier is user validation, packet validation and flow
validation. Initially the malicious traffic is generated from the
IoT users with the intention to demolish the performance of
the network. The entities and the process presented in each
layer are as follows,

Tier 1- In this Tier, there exist participation of both
legitimate and illegitimate IoT users. Let the IoT users
be {U, Uy, Us, ....., U;} in which few are illegitimate i.e.
present without original security credentials. The IoT users
submit traffic into the edge devices i.e. gateways represented
as {G1, G2, ...}. The security credentials of the legitimate
users are managed at Trusted Authority (TA).

Tier 2— In this Tier, OpenFlow switches are deployed as
{s1, 52, 53, ....5,}. Each switch maintains a flow table with
administrator defined rules that takes action using the algo-
rithm.

Tier 3— In this Tier, the N number of distributed con-
trollers {Cy, C3, C3, ...., Cy} are presented with the main-
tenance of two separate queues. Controller is responsible in
validating the user flows and then it installs new rules into
Tier 2 if required.

On designing three-Tier SDN-IoT architecture, the mali-
cious packets from IoT users are detected. User validation
is performed to prevent intruders by validating the secu-
rity credentials. The identity of RFID, signature is veri-
fied; here SHA-256 is used for signature generation. Then
packets are validated with packet features in type-2 fuzzy
logic and lastly deep learning CNN is involved for anal-
ysis of suspicious packets. Figure 1 shows the proposed
three-Tier SDN-I0T architecture and the processes on each
Tier. The processing of each Tier is completely focused
on mitigation of the attack packets into the network. The
registered users are legitimate, but still there exits mali-
cious packets since the legitimate users are compromised
by attackers in the network. As per this work, the compro-
mised legitimate user produces flooding of traffic into the
network.
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(Flow Validation)

Queue Management
ao
Partially matched packet we [ [ o]
- Suspicious Normal
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Normal packet )
an Deep Learning New rule
Malicious packet \
& .1.
>
Packet Features
1. Protocol type | <=====<==<§

Normal packets 2. Transport protocol

3. Source IP address

Openflow Switches

Tier 2 - Data plane layer

ﬁ- -- (Packet Validation)

F
"'I;_-

Suspicious p—ackets .
= 4. Destination IP address
Malicious packets 5. Source port number ==
1 P

6. Destination port
number

Trusted
Authority

RFID and Encrypted
Signature Verification!

FIGURE 1. Proposed Novel three-Tier IDPS Model.

B. TIER 1 -USER VALIDATION
In Tier 1 the U; IoT users are validated when the user
requests with a service. User validation includes processing
of two phases as (I) Registration phase and (II) Authentication
phase. The steps in registration phase are given as follows,
STEP I: First assume U be the [oT user who requests the
TA for registration with his / her unique 7. Along with this
each user submits TU j4(1y and ID to the TA for registration.

Ui(TUjq)|lID) — TA (D

STEP 2: Then on receiving the TU j4(1) from Uy, then the
TA generates a Tg for each user tag and a unique signature
using SHA-256 algorithm. For signature generation, select
a k random value ranging between [1...... qg — 1], and
then compute r = (gkmodp) modgq. Further compute s =
(k’1 (H (TUjq) + (Pk)r)) modq. Here g is a generator. The
generated signature (7, s) is given to U;. If r =0 and s = 0,
then select a new random number k. Then the generated
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ToT Legitimate Users

Tier 1 - IoT layer
(User Validation)

ToT Legitimate Users

and attackers and attackers

signature is delivered to corresponding IoT user here it is Uj.
TA — Uy(r,s) )

STEP 3: Later the signature from TA is stored in user’s
device which is used during the time of authentication. With
this step, the registration of the device is completed.

The steps followed in Authentication Phase are depicted
below:

STEP 1: During authentication the request from Uj is
submitted to G with ID. On receiving request, the timestamp
T freshness is verified. Then the G| verifies user’s ID and it
asks for TU j; of the corresponding user.

U,(ID) - Gy 3)

STEP 2: Upon receiving the response from G the times-
tamp freshness is verified as (7, — T1) < AT. Only if
the timestamp exists the authentication will be proceeded.
Then U; computes K = (Tp®TU4(1)) and sends with
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Signature O Gamtare
(r.8)
Mod 232
8-bit 32-bit
FIGURE 2. Modified BlowFish Algorithm.
timestamp 7'3.
Ui(K = (Tr®TU 1)) — TA 4)

STEP 3: Next the TA receives K from U; and verifies
timestamp (73 — T2) < AT .Then validates TU j;(1) and then
validation for signature is invited.

TA(invites) — U, (r, s) (5)

STEP 4: The U; receives the invite message and then
encrypts its own signature (r, s) using modified blowfish
algorithm. Before encryption, the (73 —T2) < AT is verified.
The encrypted security credentials enables to resist from
attackers and also the privacy of security credentials is hard
to be leaked. Symmetric encryption is used in order to reduce
the complexity in key generation.

This algorithm is a symmetric block cipher which is
faster in encrypting the signature. The signature (r,s) is
a 64-bit block with 32-bit key for encryption. The feistal
network structure is used. In this modified blowfish algo-
rithm three steps are followed as generation of sub-keys,
substitution boxes and encryption. The proposed encryption
uses four substitution boxes as S[0],S[1], S[3], S[4]} as
shown in Figure 2. The encrypted signature is sent to TA
for verification.

U\E(r,s) —> TA (6)

STEP 5: The TA receives the cipher signature in which
first it checks timestamp (74 — 73) < AT. If the timestamp
exists, then signature is decrypted and verified. In case if the
signature is not true, then the user is not allowed. If true, then
the access notification is provided to the gateway.

STEP 6: Only after receiving notification access from TA,
the gateway receives packets from the users and forwards to
switches.

The authentication of users enables to withhold the illegit-
imate user’s access into the network. This authentication is
performed since; most of the attack packets are arrived from
illegitimate users. A system model without authentication is
much easier for the attackers to launch the attack to degrade
network performance. In order to avoid illegitimate users,
authentication is performed [41]-[44].

The Tier-1 process of user validation is illustrated in
Figure 3, using which the individual user is identified to be
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Encrypt
Signature
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Decrypt signature
and verify
If valid access granted ;]“ invalid discard

// End
Authentication//
-

Submit packets
z Forward to switch

FIGURE 3. User Validation in Tier - 1.

original or fake. The authentication of user by RFID and
signature ensures to allow access only for legitimate users.
The goal of our work is to detect and prevent intruders. This
authentication is also provided prevention which substan-
tially resists illegitimate users into the network.

C. TIER 2 -PACKET VALIDATION

The packets from the legitimate users enter into Tier 2 of
OpenFlow switches where the packets are validated using
features. Even though the intruders are prevented at Tier 1,
the compromised user’s participation exists in the network.
In this work, the compromised users will flood malicious
packets into the network and drain out the resource of net-
work entities. The arrived packets are validated using type-2
fuzzy filtering in which membership functions are applied.
Type-2 fuzzy is capable to process with linguistic uncertain-
ties [45]. Fuzzy system is IF-THEN rules systems which are
operated on Fuzzifier, Inference Engine, Type-Reducer and
Defuzzifier. In this work, fuzzy logic is applied for processing
the membership functions. The key packet features that are
extracted from the packet header are Protocol Type, Transport
Protocol, Source IP Address, Destination IP Address, Source
Port and Destination Port.

As insisted in Table 3, the packet features are processed
into fuzzy logic. In this Type-2 Fuzzy, for each primary mem-
bership function there is a secondary membership function.
Initially the Fuzzifier receives the input i.e. packet features
and maps it with numeric vector. This vector is the values of
the packet features. The rule defined in type-2 fuzzy is similar
as in first introduced fuzzy logic. The received multiple inputs
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TABLE 3. Notations packet features and description.

Feature Feature Feature Example
Representation Description
Protocol Type pr_ty Defines the HTTP,FTP
protocol used
Transport tr_pr Used transport TCP
Protocol protocol
Source IP src_IP IP address of  xovx.xxx.x.xx
Address source device /xx
Destination IP dst IP IP address of  xox.xxx.x.xx
Address destination /xx
device
Source Port src_prt Port number of wWhvy
Number source device
Destination dst_prt Port number of whyy
Port NFumber destination
device
TABLE 4. Fuzzy rules.
prty trpr srcIP dst IP  src prt dst prt Output
High  High High High High High High
High  High Low Low Low Low Low
Low Low High High Low High Medium
High  High  High Low Low Low Medium

Low Low Low Low Low Low Low

!
Openflow
Channel

Group
Table

Flow Flow
Table Table

Type-2 Fuzzy J

Filtration

FIGURE 4. Components in OpenFlow Switch.

NI

o Normal Suspicious Malicious
0§
Fuzzifier 04
02 Crisp output
02 04 06 05 1 T
Fuzzy . Defuzzifier
Tput et Inference Engine
]
Rules Fuzzy

Type-Reducer

Packet features output set

from the user packets are validated with the rules and then
it produces single output. The fuzzy rules are defined based
on the correctness of the packet feature. By knowing the
correctness of the feature it will be as ‘HIGH’ else ‘LOW”.
The rules are defined from simple IF . ... THEN structure
which is faster in decision making. The rules in type 2 fuzzy
are developed as depicted in Table 4. For instance a set of
three rules are defined, in this way rules in fuzzy are defined
and packets are validated. Since the type-1 fuzzy is noisy
and uncertain, this type-2 fuzzy is used which is capable in
creating membership function by its own [45]. Assume X as
universe of discourse, the unit interval U = [0, 1]. Using this
type-1 fuzzy set F'1 in the inference engine is given as:

F1 ={(x, ur1(x))pri(x) € UVx € X} (N

The F1 for X that is defined with a membership function
of wr1 : X — U. Hereby the term U denotes the elements
present in set X and u is the membership grades of U. The
in type-reducer, interval is determined. Let F2 be the type-2
fuzzy set for X, here the reducer F is expressed as:

F ={(x,(u, 1)|Vx € XAVu € J, C U} (8)

Let assume F as the fuzzy set and J, = {u €
Ulpp (x) (u) > 0. As a result, the secondary membership
function is formulated as shown below:

0, pup@ W<z
o pp () () =z

My, @) = ©)

In this Type-2 Fuzzy set, it is defined to be unit cube whose
surface is represented as (x, u, z) which are the coordinates.
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prty tr_pr src [P dst_IPsre_pridst_prt Type reduced set

FIGURE 5. Packet Validation in Tier - 2.

This expands as x € U, u € J, € U and the z-axis is gives
as follows:

2=pp X)) el (10)

By the prediction of fuzzy rules in primary and secondary
level, the decision is made for each packet. The operations
in type-2 fuzzy are performed with the defined membership
functions. The incoming packets from legitimated users are
filtered and hence the consumption of excess bandwidth is
reduced. Bandwidth is one of the essential resource to process
the arrived packets. Hence, shortage in bandwidth leads to
increase packet drop.

The Type Reducer in this fuzzy is used to generate a set of
output that is transformed into numeric output and then exe-
cuted in the Defuzzifier. The modified structure of OpenFlow
switch is shown in Figure 4. An additional block for packet
filtration is included into switches. The flow table entries are
operated based on the instructions. The fields that are used
in matching are ingress port and packet headers. Once the
action is made the packet will be dropped or processing into
filtration. Figure 5 depicts the validation of packet which
matches the packet fields and makes action correspondingly.

The incoming packets matches with the fields in flow table
and then the features are extracted for filtration process. The
filtration significantly maps the key packet features from indi-
vidual user. The performance of filtration in switches enables
to avoid flooding of malicious traffic at initial stage and hence
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it is not allowed in controllers. Let the packets from users
be {p1, p2,p3,....}. from which the features are extracted
and converted into crisp values. Initially the fuzzy rules are
written using the six features and then type-reducer gen-
erates secondary trapezoidal membership functions. Using
the type-reduced set, the Defuzzifier filters the packet into
normal, suspicious and malicious. The normal packets are
forwarded, malicious packets are discarded and suspicious
packet will be sent to Tier 3.

D. TIER 3 -FLOW VALIDATION

In this Tier, the suspicious packet flow is validated using
Convolutional Neural Network (CNN). The overflow of the
packets in the queue is also happens due to the involve-
ment of attacks. The controller maintains two queues com-
monly for all the switches that are deployed in the network.
Before validating the flow, the bandwidth consumption in
Tier 2 is measured. Since, bandwidth is one of the signif-
icant resource which is excessively occupied by attackers
and not allowed for normal packets. The two queues in SDN
controller are:

(I) NORMAL QUEUE- The packets that are new to the
network are arrived into normal queue. The packet which
could not be recognized from the flow rule of the switches
will be processed in this queue.

(1I) SUSPICIOUS QUEUE- The packets that are partially
matched with the fuzzy rule filtration is processed in this
queue. The flows of these packets are validated in this Tier.

The packets in normal queue will be analyzed and new
rules will be created and installed into Tier 2 switches. On the
other hand, the packets in suspicious queue are extracted
with in port and out port number. All the arrived suspi-
cious packets are processed one at a time using deep learn-
ing. The CNN has the ability to process with large number
of input features and hence CNN is preferred to validate
flow in Tier 3. CNN is composed of three layers as input,
hidden and output [46]. For each packet the in port and
out port are extracted and the weight value is estimated
in hidden layer. The number of neuron nodes in the hid-
den layer is lesser than the input layer. Then, the packets
are validated using the logistic function in output layer i.e.
Softmax Layer. In hidden layer, the weight is computed
based on the activation function that depends on the packet
features.

Initially a set of packets based on the above six features are
collected and trained in the CNN. While the packets arrive
during testing it matches with those trained features and then
it classifies the packet either suspicious or normal.

V. SIMULATION EVALUATION

This section discusses the experimental environment of the
proposed system model. In this section the simulation config-
urations, comparative analysis and security analysis are stud-
ied. The justification for the better performance of proposed
three-Tier IDPS is developed.
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TABLE 5. Fuzzy simulation parameters.

Parameters Value
Network Model
Network area 800 x 800 m

Number of users 6 (Minimum)
Number of attackers 5

Number of edge devices 5
Number of switches 5
Number of controllers 3
Number of TA 1
Packet Model
Packet interval 2s
Number of packets 2000
Flow timeout 2s
Service time 0.0098ms
Delay 1 us
Other Network Configurations
Data rate 300 Mbps
Link bandwidth 5 Mbps
Transmission range 80 m
Simulation time 300s
TABLE 6. Specification of RFID tags.

Feature Applicability
Readable Memory Present
Coverage distance ~5m

Economical Yes
Compatible Yes
Lifespan High

A. SIMULATION SETUP

The proposed IDPS is implemented using network simulator
environment OMNeT++ 4.6. This OMNeT++ is a discrete
event simulator that is extensible with the support of all
advanced technologies in the field of network. OMNeT++
network simulating tool is installed in windows operating
system (OS) which is a commonly used OS. The initialization
setup is performed in windows 7 ultimate. At first install
JDK 1.8 and then install open source OMNeT++ 4.6 ver-
sion. After completion of installation, this simulator can be
launched and developed with multiple functionalities.

OMNeT++- is suitable for designing SDN network model,
since SDN is different from traditional network. In general
SDN is designed with OpenFlow switches and controllers to
analyze and process arrived packets. In this simulator, flow
table module is used to construct flow table entries in individ-
ual OpenFlow switch based on which arrived packet is either
dropped or forwarded. Hence OpenFlow switch consists of
flow table, group table and an OpenFlow channel to forward
packets. According to this work, the flow table matching is
performed with type2 fuzzy filtration.

The simulation parameter that are used to design this
proposed system are depicted in Table 5 and consecutively
Table 6 depicts the potentialities of using RFID in this system.
By using these parameters we have developed a SDN-IoT
network environment as IDPS. The processing of user valida-
tion, packet validation and flow validation using algorithms

109669



IEEE Access

A. Ali, M. M. Yousaf: Novel Three-Tier Intrusion Detection and Prevention System in SDN

Controllers

[

T~

>

8 8.E& S

Legitimate users alpla2)) L a3 5

(a)

\
] \ Atackers

e Simulste Inspect View Help
& Wt B MDA QR

col (cMessage, id=1)

Idsdadsptation  canfigurater

BEo~: il
ol o
I ScenaiolfSON host[O) networkLayerip 09, 0=41)

Msg stas: 4 scheduled / 518 existing / 518 crested
At last event + 05

£y U

hosti[Opestl 1ot (Ao

(b)

FIGURE 6. SDN-loT IDPS Environment (a) Network Setup and (b) OMNeT++ Simulation Setup.

are appropriately developed and executed. The simulation
parameters are not limited to this set; it is also extended with
all the other default network settings.

RFID is an auto identification and data capture technology
which enables to recognize the particular using a wireless
card. The security credentials are stored in RFID tags and
the information are read and transmitted by RFID reader.
RFID is one of the promising solution for security in a
reputed organization. This work is implemented using sim-
ulator and hence the RFID are used as unique identities for
individual users those are able to access the network services.
This three-Tier IDPS system deals with RFID authentication
using unique identity and signature. After user validation the
switches takes responsibility to validate the packet followed
by flow validation in controllers. This three-Tier processing
is carried on SDN-IoT environment with the involvement of
illegitimate users as attackers and legitimate users as compro-
mised users who submits continuous traffic into the network.
The packet flooding leads to drain the resources of network
entities that certainly slow down the network and cause packet
drop.

The proposed three-Tier IDPS environment is designed
with attackers {al, a2, a3, a4, a5}, IoT wuser devices
{d1,d2,d3,d4,dS5, d6}, edge devices {el, e2, €3, e4, €5},
OpenFlow switches {sl, s2, 53, s4,s5} and controllers
{c1, 2, c3}. The construction of these network entities is
shown in Fig. 6. The initial development of the proposed
three-Tier IDPS is shown in Figure 6.(a) and using these spec-
ifications a simulation environment is created in OMNeT++
which is incorporated with the processing of user validation,
packet validation and flow validation.

The developed three-Tier IDPS network environment is
applicable for an organization. An organization is a sys-
tem which has bunches of employees operating the system.
Here, the individual employee requires performing RFID
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authentication and hence each user will be provided with
unique RFID tag. After authentication the packet validation
and flow validation is carried out to limit the malicious
packets. This real-time scenario support for three-Tier IDPS
system is shown in Figure 7. Apart from this application,
the proposed network can also be applied on many other
applications.

B. COMPARATIVE ANALYSIS

In this section, the proposed three-Tier IDPS environment is
evaluated with the previous research works that are used for
attack mitigation as OpenSec Framework and Multi- Queue
Method. The experimentations through graphical plots in this
section illustrate the significant performances of our pro-
posed system when compared with previous work. The goal
of this system is to detect and mitigate the attackers that exist
in the network; hence the parameters preferred in this work
are detection rate, failure rate, delay, traffic load, throughput,
precision and accuracy. The parameters delay, throughput and
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traffic load also impacts the network performance while there
is attack participation. As mentioned above, the metrics are
evaluated and their comparative results are shown below.

1) DETECTION RATE AND FAILURE RATE

Detection rate is one of the significant parameter that defines
the effective prediction of attacks. In three-Tier IDPS the
attack packets are detected by validating the packet features
which is the main clue to exactly identify the behavior of
attacker. In existing OpenSec framework, the attacks are
predicted by deep packet inspection (DPI) in which a set
of policies are defined by user with which the packets are
identified as normal or malicious. Here the detection rate will
be low, since the fake policies could be included with that the
malicious packets also pass DPI. This detection rate has to be
higher even under the increase in the packet density.

The increase in detection ratio ensures with the appropriate
processing of the network design for attack detection. The
evaluated results for detection rate are depicted in Fig. 8,
from which the three-Tier IDPS has higher detection rate
at increasing attack intensity. This comparison shows the
detection of attack packets with the increase in number of
switches.

Here the 50% attack denotes that nearly half of the arrived
packets are malicious. As a result, the proposed three-Tier
IDPS achieves higher detection rate at increase in attack rate,
this increase is due to the appropriate detection of attacks
using type-2 fuzzy in switches. Most of the attackers are
ignored initially by the RFID authentication; however the
attacks packets from compromised users are also effectively
predicted in switches.

In this work, the type-1 fuzzy membership functions are
designed using the six features followed by type-2 member-
ship function. In comparison, the attack packets are elimi-
nated in previous work with the maintenance of individual
queues for each switch. Also the attack is detected only at
controller and hence the performance at switches against
the attacks is poor. Due to these limitations, the packets are
validated at switches by extracting their significant features.
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TABLE 7. Average detection rate.

Existence of Work Detection
Attack Rate (%)
25% of attack OpenSec 59
Three-Tier IDPS 97.72
50% of attack OpenSec 39
Three-Tier IDPS 97
B OpenSec (30s attack) @ OpenSec (20s attack)
B Three-tier IDPS (30s attack) @ Three-tier IDPS (20s attack)
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FIGURE 9. Comparison on Failure Rate.

OpenSec framework concentrates on detecting malicious
packet in switches which fails to perform authentication and
hence all the illegitimate users are allowed into the network.
The Table 7 illustrates average detection rate for existing and
proposed work, this average is given for all the switches.
The detection ratios improved 38.72% at 25% and 58% at
50% of attacks. The proposed three-Tier IDPS also performs
significantly better even when the attack intensity is higher.

The increase in detection ratio eventually decreases the
failure ratio in our proposed system and increases in OpenSec
framework. Fig. 9 demonstrates the achievement of failure
rate with respect to number of switches. This results show
three-Tier IDPS has lesser failure rate than OpenSec frame-
work.

The failure rate decreases with the increase in switches;
this is due to the sharing of packets that are received from
users. The attack packets are launched at every 20 seconds
and 30 seconds. The self-defined policies in data plane is
not effective in predicting the malicious packets compara-
tively packet feature based prediction is effective. The packet
features are the key to identify behavior of a user into the
network. The decrease in failure ratio denotes the improve-
ment of proposed system by using type-2 fuzzy system in
OpenFlow switches. The decrease in failure rate and increase
in detection rate ensures accurate detection of attack packets
that mitigates excess consumption of resources in the net-
work and hence the processing of normal packets is not slow
downed. The restriction of malicious packets in OpenFlow
switches enables to mitigate the attack packets in Tier 2 as
well as Tier 3. Almost all the packets are detected in Tier 2
and only suspected packets and new packets are processed in
Tier 3.
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2) DELAY AND THROUGHPUT

Delay is a network metric that is required to be as low as
possible. The lesser the delay will certainly improve network
performance and enables faster processing of normal packets.
In general, the increase in attack packets into the network
will eventually increase delay and decrease throughput. The
improvisation of these two metric in the presence of attack
packets is challenging. In order achieve this; the provision-
ing of security in this network environment is strengthened.
In this three-Tier IDPS the security is assisted with user
validation, packet validation and flow validation by which the
processing of normal packets are made faster. The involve-
ment of attacks also reflects over these common network
parameters and so comparison on delay and throughput is
evaluated.

The growth in malicious packets into the network con-
sumes larger resources and it leads to degrade performances
for normal packets. The comparisons of delay and throughput
parameters are also studied in Fig. 10 and Fig. 11 respectively.
The mitigation of illegitimate users in three-Tier IDPS with
the filtration of malicious packets enables to improve delay.

B Three-tier IDPS

B OpenSec

o o (5
(=} o o

Delay (s)

10

Number of Switches

FIGURE 10. Comparison on Delay.
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FIGURE 11. Comparison on Throughput.
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Most of previous security works in SDN have majorly devel-
oped with the mitigation of malicious packets which also
allows packets from illegitimate users. The delay decreases
with the increase in switches, since the involvement of many
switches will able to manage the flooded packets. Whereas
in OpenSec framework all the users are allowed to submit
packets which requires larger time for attack prediction that
increases delay in processing normal packets.

The metric throughput increases while the bandwidth
resource availability is sufficient for the packet to process.
But, the bandwidth consumption is the major constraints
which will be occupied when the attack packets increases.
In three-Tier IDPS, the edge devices authenticate users
and then the OpenFlow switches with type-2 filtration dis-
cards the malicious packets by analyzing the packet fea-
tures. Almost all the malicious packets are discarded by
the switches and even the suspicious flows are validated by
controllers and the corresponding rule is updated into each
switch for future prevention of those suspected packets. The
prompt discarding of malicious packets increases the band-
width availability and hence the throughput is increased when
compared with OpenSec. The involvement of illegitimate
users into the network is the major cause for increasing attack
packets into the network.

From this measurement, the throughput is increased upto
50% from the previous OpenSec framework when compared
with proposed three-Tier IDPS. The increase in throughput
ensures that proposed three-Tier IDPS is accurate in preven-
tion and detection of attacks in the network. The prevention of
attack packets and attackers enables to mitigate new behaving
attacks into the network.

3) TRAFFIC LOAD

Traffic load is the main parameter in IDPS where the partic-
ipation of attackers is detected. Most commonly the attack-
ers aim is to target a particular network entity and make it
to drain all the resources. This is enabled by flooding the
traffic into the network. The detection of malicious packets
by the switches ensures to manage traffic load at switches.
The appropriate detection of malicious packets will enable
the management of traffic load and also provides prompt
access for the normal packets based on their requested ser-
vice. Traffic is the main cause of the attackers by which they
enter into the network.

The comparison of traffic load for three-Tier IDPS and
OpenSec is depicted in Figure 12 with respect to the increase
in number of switches. The increase in abnormal traffic load
in the network defines that there may be attack packets par-
ticipation. The increase in traffic load at data plane tends
to consume larger amount of bandwidth. This is reduced by
allowing legitimate users into the network for requesting their
service.

According to the increase in number of switches the traffic
load is high in OpenSec than the proposed three-Tier IDPS.
This denotes that arrived malicious packets are correctly
identified in proposed three-Tier IDPS and hence the traffic
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FIGURE 12. Comparison on Traffic Load.

load is comparatively less in our work. The increase in traffic
load will gradually degrade the system performance and as a
result the processing of normal packets will be reduced.

4) PRECISION AND ACCURACY

The detection of attacks is also performed by using popu-
lar machine learning algorithms for higher accuracy. These
algorithms are employed for improving the processing speed
and accuracy. Most of the works using these algorithms have
been applied on control plane layer which is the major reason
to trail this system for attack detection. The measurement of
precision and accuracy is expressed as follows:

TP
P=— (11)
TP + FP
C
AC = —MP (12)
Typ

The term precision and accuracy is given as P and AC. The
precision is computed from true positive and false positive
that are represented as TP and FP. Here TP defines the
correctly predicted attack packets from the arrived packets
and FP defines the incorrectly predicted packets i.e. a normal
packet as malicious. Further the accuracy is estimated from
correctly detected malicious packets as Cpp with respect
to the total number of malicious packets arrived that is
denoted as Tysp. These two measures are significant while
using in machine learning algorithm for attack detection.
Machine learning algorithms are being the promising solution
for making appropriate decision in attacks by analyzing the
packet features and their behavior in the network. Hence, the
machine learning based attack detection is compared.

The evaluated results of precision are depicted in Table 8 on
which the results of machine learning algorithms are enlisted.
The increase in the value of precision denotes the improve-
ment in the detection of attacks in the network. The con-
ventional machine learning algorithm is supposed to exists
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TABLE 8. Precision of machine learning algorithms.

Three-Tier IDPS
(%)
Mbps | SVM | SOM | SAE | ANN
(%) (%) (%) (%) | Type-2 | Deep
Fuzzy | Learning
100 |94.34 (9540 | 97.80 | 97 98 99
200 |93.06 [96.63 | 97.63 | 96.87 98 98.50
300 |93.23 [96.54 | 97.65 | 96.68 97 98.30

TABLE 9. Accuracy of machine learning algorithms.

Three-Tier IDPS
(%)
Mbps | SVM | SOM | SAE | ANN

(%) | (o) (%) | (%) |Type-2 |Deep
Fuzzy Learning
100 | 94.56 | 96.85 | 97.98 | 98.30| 98.50 99
200 | 94.23 | 96.67 | 97.67 | 98.12 98 99.20
300 | 94.12 | 96.78 | 96.90 | 97.85 99 99

with certain limitations as higher time consumption, kernel
selection, parameter setting and others.

The accuracy in predicting malicious packets is illustrated
in Table 9. As higher the accuracy it reflects in correct
prediction of the participating attack packets. The use of
type-2 fuzzy and deep learning algorithm increases precision
as well as accuracy from which the attacks are detected and
hence these methods are also suitable for real-world network
environment.

VI. SECURITY ANALYSIS

Security is the key goal of this proposed three-Tier IDPS envi-
ronment. This work focuses on both detection and prevention
of intruders which is not widely focused in many of the
previous research works. The process involved in each Tier
is depicted in Table 10 from which the security provisioning
in three-Tier IDPS is identified. The prevention of intruders
is attained in two-fold as:

1) Firstly, authenticating users by RFID tags discards
access to illegitimate users, but this way the unregis-
tered intruders are reduced.

2) Secondly, the suspected packets are further analyzed
at control plane then the corresponding new rules are
installed into switches on type-2 fuzzy with which the
new intruders are also prevented.
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TABLE 10. Security provisioning in three-tier IDPS.

Tier Layer Method Used Process
. User RFID with
Tier 1 Edge Layer Validation Signature
. Data Plane Packet Packet
Tier 2 Layer Validation Features
Y Analysis
. Control Plane Flow Port of Fhe
Tier 3 Layer Validation Flow is
¥ Verified

Hereby, the provisioning of security is also required to
detect malicious packets accurately without any delay. Since,
the delay in detection of attack packets leads to drain out
resources and also extends processing time of the normal
packets. So, the detection of attack is also followed in
two-fold as:

1) Firstly, the malicious packets are detected in Tier 2
using type-2 fuzzy filtration based on the analysis of
packet features.

2) Secondly, the suspected packets and new packets are
processed in Tier 3 and identify the packet as malicious
using deep learning method.

On behalf of detection and prevention of the intruders ensures
to provide security in all aspects and the common require-
ments that are solved in security are detailed in the following.
The common intention of the attackers is to steal the personal
information for accessing the particular user’s account and
launch malicious packets.

(A) AUTHENTICATION — The authentication is attained
by the use of RFID tags for individual users. The tag rep-
resents individual user and also a unique signature is gener-
ated to ensure the user is original. Hence authentication is
achieved by allowing access only for the legal registered user
tags.

(B) CONFIDENTIALITY — The confidentiality is obtained
by maintaining the security credentials in secrecy. During
authentication, the signatures and other credentials are not
transmitted in raw form. It is encrypted before transmission
and hence the confidentiality is assured.

(C) AVAILABILITY — This security requirement mainly tar-
geted by DoS attack which is solved by monitoring network
traffic and detecting the malicious behavior at data plane. The
accurate prediction of attacks ensures availability in security.

(D) PRIVACY — The term privacy defines securing the
private information of the user. According to this work, the
private information is identity, tag identity and signature
which are securely stored in the personal device and hence
privacy is ensured in three-Tier IDPS.

(E) FORWARD SECURITY — In this three-Tier IDPS, the
symmetric key is known only by the user and TA. Even
the edge device has nil knowledge about the key. In this
way, forward secrecy is obtained without leakage in security
credential.

109674

The use of RFID for authentication is also an effective
solution in mitigating few attacks as:

(A) REPLAY ATTACK — In replay attack, the attacker will
involve while the authentication response is delay. This attack
is resisted in proposed three-Tier IDPS, since before verify-
ing the security credential, the timestamp is validated. If he
timestamp is invalid then the request from particular user will
be certainly discarded.

(B) MIMA ATTACK — The MIMA is resisted during authen-
tication, due to the submission of the security credentials in
encrypted format or by using XOR operator. Due to this the
propose three-Tier IDPS is not affected by MIMA.

(C) FORGERY ATTACK — The forgery attacks are involved
when the tag of original user is used by another person. This
attack is resisted in three-Tier IDPS since the user without
knowing the identity is not able to finish authentication.

(D) DDOS ATTACK — The flooding of packets towards a
particular target is known to be DDoS attack. The validation
of packet features enables to restrict this type of attack into
the system.

From this security analysis, our proposed three-Tier IDPS
architecture is assured to provision security and also defends
against attacks in the system. On comparison, the three-Tier
IDPS is operated significantly better than the previous intru-
sion detection methods in SDN-IoT environment.

VIi. CONCLUSION

In this paper, a three-Tier IDPS in SDN-IoT environment is
designed especially to assure security. The provisioning of
security is concentrated on Tier 1, Tier 2 and Tier 3. Firstly,
in Tier 1 the Internet of Things (IoT) users are validated with
RFID and signature that is encrypted using modified blow-
fish algorithm. Symmetric block cipher performs faster with
stronger security and signature for each user is determined
using SHA-256 algorithm. Secondly, in Tier 2 the Open-
Flow switches are employed with type-2 fuzzy filtration that
extracts packet features and detects malicious, normal and
suspected packets. The suspected packets are then forwarded
to tire 3 in which the flow of the packet is analyzed using deep
learning method. In tire 3 the controllers maintain two queues
as normal and suspicious. Even though two queues are only
present they are not overloaded, since all the arrived packets
are already processed in Tier 2 and filtered out. Therefore
the packets are assisted with two queues in controllers. The
processing of three-Tiers prevents intruders by authentication
and new fuzzy rule installation. Similarly, the intruders are
detecting by packet validation and flow validation process.
On the whole, this proposed three-Tier IDPS ensures security
in SDN-IoT environment by showing the better efficiency in
terms of detection rate, failure rate, accuracy, precision, delay
throughput and traffic load.

In future, we have planned to use block chain technology
for authenticating users and implement the proposed system
on large scale environment. Also this work can be extended
with the selection of switches in order to reduce overloading
of switches.
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