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ABSTRACT In order to solve the problem that most of the existing blockchain-based searchable encryption
schemes only support exact keyword search and mutual distrust between the cloud server and the user,
a searchable encryption scheme based on blockchain, that has functions such as file update dynamically,
search results verification, fuzzy keyword search, and fair payment, is proposed. We use edit distance to
generate the fuzzy keywords set. According to the un-modification characteristic of Ethereum blockchain
and the security of the RSA accumulator, our scheme can verify the search results by the smart contract and
realize the service-payment fairness between the user and the cloud server. The security analysis shows that
the proposed scheme achieves non-adaptive semantic security. Performance analysis and experiment show

that our scheme is efficient and meets the demand of search application in the cloud environment.

INDEX TERMS Ethereum blockchain, fuzzy keyword search, fair payment, searchable encryption.

I. INTRODUCTION

As an emerging storage model, cloud storage has the feature
of pay-per-use, so the cloud server provides its service to the
user who is pleasure to pay a certain service fee. Because
of its fast and flexible features, more and more users tend
to store their data on the cloud server in order to reduce the
overhead of local storage space and management. However,
as an independent entity, the cloud server may be attacked.
Therefore, once the data is stored on the cloud, it will face the
risk of being unauthorized accessed, leaked, or modified by
the malicious cloud server or the adversary. In order to protect
the privacy of the data, the user needs to encrypt data before
uploading it to the cloud server. This method not only protects
the privacy of sensitive data, but also brings about the problem
of searching encrypted documents efficiently. Take electronic
medical record application as an example, the patient’s dis-
ease records, test results, allergy histories, and health status
are all outsourced to the cloud server in encrypted form to
prevent leakage. When the patient goes to a doctor, he grants
the search privilege to the doctor with the medical record card
which contains the relevant key, so the doctor can search the
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related medical records of the patient from the cloud server.
First, the doctor generates the search token according to the
search key granted by the user, and sends it to the server. Then
the cloud server sends back the medical records which contain
the searched keyword of the attending doctor. This one-to-
one search model not only solves the inconvenience problem
of patient’s local storage of medical records, but also prevents
other doctors from obtaining the patient’s privacy. Therefore,
Searchable Encryption (SE) technology which realizes the
search for encrypted data without revealing the privacy of the
user data is proposed [1], and it brings great convenience to
the search of patient medical records which require privacy
protection.

Traditional searchable encryption schemes are only appli-
cable to the system in which the third-party server is honest
and curious. After the user pays the service fee, the server
will perform the search service honestly and return the search
results. In the practical pay-per-use application under the
cloud environment, the cloud server wants to get the service
fee before returning the search results, and the user wants
to pay the service fee after verifying the correctness of the
results. However, the cloud server is a semi-honest and curi-
ous entity, so there is a case of fraudulent activity that the
server may return partial results or incorrect results after
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receiving the service fee. At the same time, the user may
also malicious and refuse to pay the service fee if he claims
the search results to be incorrect even though he receives
the correct results. This situation leads to the problem of
service-payment unfairness and mutual distrust between the
user and the server. Therefore, there is a need for a reliable
ciphertext retrieval scheme to solve the problem of service-
payment unfairness, which not only detects malicious opera-
tion effectively, but also supports fair payment mechanism to
punish malicious behavior. To solve the problem of service-
payment unfairness, it often depends on a trusted third party,
such as the bank. When there is a conflict, the bank needs
to spend time to solve it. In order to eliminate the third party
organization and realize the fair payment in the point-to-point
network, blockchain technology has been concerned.

Due to the features of blockchain such as centerless and un-
modification, it can be well combined with cloud computing.
Smart contract on the blockchain is a set of agreements, which
are directly written into the codes and automatically executed.
Smart contract allows trusted transactions and protocols to
be executed without the involvement of a central authority.
Therefore, blockchain and smart contract are suitable for per-
forming verification operation in the searchable encryption
system to achieve service-payment fairness. The searchable
encryption scheme that blockchain payment fairness mecha-
nism is introduced into encourages the participants to perform
the correct operation according to the rules of the contract and
realize the service-payment fairness. As long as the user and
the cloud server execute honestly according to the rules of the
smart contract, the cloud server can obtain the corresponding
service fee, and the user gets the correct search results at
the same time. Once the cloud server is detected to be dis-
honest, it will be penalized by losing the guarantee deposit
instead of getting a service charge. Under the premise that
the search results are correct, the user cannot deny the results
provided by the cloud server and refuse to pay the service
fee. Therefore, searchable encryption based on blockchain
ensures service-payment fairness between the user and the
cloud server.

There are related research literatures [22]—[33] on the
blockchain-based searchable encryption that only support
exact keyword search and allow the user to search encrypted
data through keyword, but the scheme supports fuzzy key-
word search is still lacking. That is, spelling mistake cannot
be tolerated. For example, the keyword “‘keyword” is stored
on the server, but the user accidentally types in ‘“kayword”
to search, which is typical search behavior and very common
in real life. In practical applications, it is inevitable that the
keyword is misspelled in user’s search request, resulting in
a large number of irrelevant documents are returned to the
user. In this case, the availability of the system is affected,
and the user enjoys a bad search experience. Therefore, when
the user inputs a misspelled keyword, the fuzzy keyword
searchable encryption algorithm can return the closest possi-
ble matching documents. It can be particularly used to make
a searchable encryption system tolerant to user’s typos. In
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searching, it is possible that the user enters an incorrect query,
but the user still looks for relevant documents to be retrieved.
Fuzzy keyword searchable encryption based on blockchain
retrieves the documents matching the search query exactly
and retrieves the closest possible matching documents if there
are minor inconsistencies in the search request. It greatly
enhances the usability of the blockchain-based searchable
encryption system. In addition, when the data owner out-
sources a large amount of data to the cloud server, it is
necessary to consider the problem of updating of data in the
cloud storage, such as addition, deletion, modification, and so
on. Therefore, the searchable encryption with fuzzy keyword
search that supports the search results verification and data
update dynamically is particularly important.

A. OUR CONTRIBUTION

Although existing blockchain-based searchable encryption
schemes allow a user to securely search over encrypted data
through keyword, these schemes only support exact keyword
search. That is, there is no tolerance of minor typos which
is a typical search behavior and very common in real life.
This weakness makes the usability of existing blockchain-
based searchable encryption schemes is greatly affected.
Blockchain-based fuzzy keyword searchable encryption can
return the closest possible matching documents when the
user’s inputted keyword is misspelled. It can be used to
make a blockchain-based searchable encryption system tol-
erant to user’s typos and greatly enhance the usability of the
blockchain-based searchable encryption system. In addition,
when the data owner outsources a large amount of data to
the cloud server, it is necessary to consider the problem
of updating of data in the cloud storage, such as addition,
deletion, modification, and so on. Therefore, the search-
able encryption with fuzzy keyword search that supports
the search results verification and data update dynamically
is particularly important. Although previous scholars have
studied fuzzy keyword search, dynamic and verifiability, and
introduction of blockchain mechanism in searchable encryp-
tion schemes, there is still no blockchain-based searchable
encryption scheme that supports the fuzzy keyword search,
and has the properties of dynamic storage mechanism and
verifiability of the results. Therefore, dynamic and verifiable
fuzzy keyword searchable encryption based on blockchain is
proposed in our paper. The main contributions are as follows:

(1) Our scheme supports dynamic update of the document,
and uses smart contract to complete the verification of
the search results. At the same time, the blockchain pay-
ment fairness mechanism is introduced into the search-
able encryption scheme. A verification smart contract
designed to implement a fair payment mechanism can
automatically detect the malicious operation of the user
or the cloud server. According to the un-modifiability
of Ethereum blockchain and the security of the RSA
accumulator, as long as the user and the cloud server
perform honestly according to the contract rules, the
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user can obtain correct retrieval results without local
additional verification which can reduce the computa-
tional overhead of the data user.

(2) Our scheme realizes fuzzy keyword search. Our scheme
combines fuzzy keyword search, blockchain technol-
ogy, and symmetric searchable prime encryption. We
construct fuzzy keywords set by using edit distance.
The cloud server can directly decrypt the corresponding
encrypted index vector by the searched fuzzy keyword
without interacting with the user multiple times. When
the user inputs a misspelled keyword, our scheme can
successfully infer the meaningful keyword from the
error keyword, and return the matched documents as
close as possible.

(3) The security of our scheme is non-adaptive semantic
security. Comparative analysis and experimental results
show that the feasibility and validity of our scheme,
which meets the search application requirement in the
cloud environment and has the functions of file update
dynamically, search results verifiability, fuzzy keyword
search, and fair payment.

B. RELATED WORK

1) SEARCHABLE ENCRYPTION

In order to realize ciphertext retrieval, Song et al. [1] pro-
posed a searchable encryption scheme based on the ciphertext
scanning idea. Goh [2] proposed an index-based scheme
that Bloom filter was used as an index structure to deter-
mine whether a ciphertext file contains a specific keyword.
Curtmola et al. [3] normalized the definition and security
objective of Symmetric Searchable Encryption (SSE) and
proposed SSE-1 and SSE-2 schemes that achieved indistin-
guishable security under non-adaptive and adaptive attack
models. Since the documents that stored on the cloud are
updated dynamically, combining the SSE-1 scheme [3] with
the “file-keyword™ index structure, Kamara et al. [4] pro-
posed a SSE scheme that supported sublinear time keyword
retrieval and efficient dynamic update of ciphertext files.
Kamara and Papamanthou [5] introduced the keyword red-
black tree as an index structure and enabled dynamic SSE to
support the parallel process in multi-processor. Guo et al. [6]
used the Bloom filter to construct an index tree, and imple-
mented multi-keyword ranked searchable encryption in the
case of file update dynamically. In the actual application of
the cloud environment, the cloud server is a semi-honest and
curious entity, the user needs to verify the search results.
Chai and Gong [7] introduced a searchable hash tree and
proposed a verifiable SSE scheme. Kurosawa and Ohtaki [8]
introduced the concept of privacy and reliability to propose
a universal-composability secure verifiable SSE scheme.
Jiang et al. [9] constructed a verifiable multi-keyword ranked
searchable scheme that the client used the Message Authen-
tication Code (MAC) and binary vector to verify the cor-
rectness of the returned results. Wu et al. [10] proposed a
verifiable public key searchable encryption scheme by using

VOLUME 8, 2020

homomorphic encryption in a multi-user environment. Kuro-
sawa and Ohtaki [11] proposed a dynamic and verifiable
searchable encryption scheme in which the data user can
update files dynamically and detect malicious behavior of
the server. Sardar and Ruj [12] used a bilinear digital sig-
nature based on a dynamic SSE scheme to achieve forward
security and public verifiability. Ramasamy et al. [13] used
the bitmap index and homomorphic MAC to dynamically
update the documents and verify search results without
leaking the access pattern. However, most of the exist-
ing verifiable searchable encryption schemes only focus on
detecting malicious behavior, but lack a mechanism to pun-
ish dishonest performers. Although more and more effi-
cient Symmetric Searchable Encryption (SSE) schemes are
designed and deployed in practical applications, they are
affected by some information leakage. Therefore, schol-
ars try to attack SSE schemes with some degree of
information leakage [14]-[21]. In order to make search-
able encryption more suitable for the needs of reality, the
literatures [53]-[57] have studied various searchable encryp-
tion schemes. Lieral [54] presented an attribute-based
encryption scheme with outsourcing key issuing and out-
sourcing decryption, which can implement keyword search
function. Li et al. [5S5] came up with a searchable cipher-
text policy attribute-based encryption scheme with attribute
revocation, where access structures were partially hidden so
that receivers cannot extract sensitive information from the
ciphertext. Lu ef al. [56] developed a privacy-preserving and
pairing-free multi-recipient certificateless encryption with
keyword search scheme for the cloud-assisted industrial inter-
net of things. Lu ef al. [57] devised a certificate-based search-
able encryption scheme, which not only provided resistance
to the keyword guessing attack, but also had advantages
such as implicit authentication, no key escrow and no secure
channel.

2) BLOCKCHAIN-BASED KEYWORD SEARCH

In order to achieve a fair search on the blockchain,
Cai et al. [22] implemented dynamic and reliable keyword
retrieval in the distributed storage, and stored the meta-
data of the search results as unforgeable evidence on the
blockchain for a fair search between the client and the server.
Li et al. [23] adopted Bitcoin time-lock technology to imple-
ment search-payment fairness, stored encrypted data and
secure index on the blockchain, and proposed two different
single-keyword searchable encryption schemes according to
the size of the data. Cai et al. [24] implemented a trustwor-
thy private keyword search in a distributed storage system,
and solved the fairness problem by combining blockchain
technology with an efficient dynamic searchable encryption
scheme. Do and Ng [25] built a secure distributed stor-
age and private keyword searchable system and realized the
integrity authentication of retrieval results with the help of
blockchain by storing encrypted data on distributed nodes
and storing data fingerprint on the blockchain. Cai et al. [26]
proposed a distributed storage framework which supported
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private keyword search. In this framework, the fingerprint
of the encrypted documents, the search token, and the meta-
data for integrity verification were stored on the blockchain,
so that the client authentication and fair payment could be
obtained. Hu et al. [27] used a designated smart contract
instead of a central server to build a distributed privacy-
protection searchable encryption scheme, in which only by
enforcing the contract rules honestly can participants get the
right search results and service fee. Zhang et al. [28] proposed
a blockchain-based outsourcing service fair payment frame-
work named BCPay in the cloud computing environment,
and applied the BCPay in a searchable encryption scheme,
which used the Bitcoin-timing commitment scheme to real-
ize the fairness of the search service and ensure that the
honest participants who were in legal behavior could obtain
search results and service fee without needing a trusted third
party. Wang et al. [29] proposed a distributed storage system
with fine-grained access control based on blockchain. By
removing the cloud server and using a smart contract to store
secure index and perform the search, their scheme solved the
problem of incorrect results returned by the cloud server and
realized the fair keyword retrieval function on the encrypted
data. Li et al. [30] adopted time-lock technology and bit-
coin blockchain to realize a single-keyword SSE scheme,
which solved the fairness problem of the SSE scheme without
removing the cloud server and verified the correctness of the
search results through the script of bitcoin. Zhang et al. [31]
built a secure index based on the digital signature, allowed
the user to implement a trusted keyword search on encrypted
data and verify the correctness of the search results. The
server-side verifiability was first proposed in their scheme,
which means that the cloud server could be protected from
being framed by the malicious data owner in the data storage
stage. Zhang et al. also employed the blockchain technology
and hash function to realize fair payment of the search fee
without a third party. By storing the verification index on
the blockchain and matching the search results of the search
index in the cloud server, Wang et al. [32] proposed a ver-
ifiable searchable encryption scheme for a single keyword
search according to the irreversible feature of the blockchain.
Chen et al. [33] built an index through logical expressions
and stored them on the blockchain, so that the user can
search expressions. The use of blockchain ensured the cor-
rectness of the search results without local verification of
the user, and realized the fairness of service-payment. How-
ever, most of the existing schemes focus on exact keyword
search and require that only the keyword entered by the user
must be exactly matched with the predefined keywords could
the search results be returned, whereas the fuzzy keyword
searchable encryption based on blockchain gets less atten-
tion. Therefore, the blockchain-based searchable encryption
scheme needs to support fuzzy keyword search, i.e., the user
inputs a misspelled keyword, the server should return the
matched documents which are as close as possible to the
user’s interest.
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3) FUZZY KEYWORD SEARCH

Exact keyword searchable encryption lacks tolerance for the
misspelled keyword. In order to realize the fuzzy keyword
search, Li et al. [34] proposed a fuzzy keyword retrieval
scheme for the first time which used edit distance to define
and measure the similarity between the keywords, and con-
structed two fuzzy keywords sets based on the wildcard and
gram methods. Wang et al. [35] further studied the fuzzy
keyword retrieval scheme and gave a formal security proof.
Bosch et al. [36] proposed a conjunctive wildcard search-
able scheme that inserted keywords into the Bloom filter,
and used a pseudo-random number based on the file iden-
tifier to confuse the binary vector of the Bloom filter. The
scheme generated all keywords with wildcard retrieval form
in advance, and then converted fuzzy keyword search into
exact keyword search. Ge et al. [37] proposed a verifiable
fuzzy keyword searchable encryption scheme, but the user
and the cloud server needed to interact multiple times during
the search phase. Tahir ef al. [38] implemented search results
ranked based on the fuzzy keyword search. Wang et al. [39]
constructed a verifiable fuzzy keyword searchable scheme,
which not only could perform the fuzzy keyword search on
encrypted data, but also protected the privacy of keywords
and achieved the verifiability of search results. Zhu et al. [40]
proposed a verifiable and dynamic fuzzy keyword searchable
scheme, which had the feature of universal-composability
security against malicious attack, and used the RSA accu-
mulator [41] to verify the correctness of the search results.
The research of fuzzy keyword search can be referred to
the literature [42]-[49]. Security comparison of fuzzy key-
word searchable encryption schemes [34]-[40], [42]-[48] as
shown in Table. 1. In Table. 1, ./ represents the scheme
uses non-adaptive attack model, or the proof of the scheme
is simulation-based, or the adversary type of the scheme is
honest but curious clod server.

C. ORGANIZATION

The rest of this paper is organized as follows. Section II
gives relevant preliminaries. In section III, we explain the
system model, threat model, and relevant algorithm defini-
tions. Section IV constructs a dynamic and verifiable fuzzy
keyword searchable encryption scheme based on blockchain.
Section V analysis the scheme from the point of security,
fairness, function features, and gives experiment results based
on the real data set. We give the conclusion and further
discussion in section VI.

Il. PRELIMINARIES
Before introducing the specific scheme, Table 2 gives the
symbols and descriptions used in our scheme.

A. SYMMETRIC SEARCHABLE ENCRYPTION

The data owner encrypts the plaintext documents D to obtain
the encrypted documents C and secure index I with the
symmetric key K, then uploads them together to the cloud
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TABLE 1. Security comparison of fuzzy keyword searchable encryption
schemes.

Scheme Security model: Security proof: Honest but curious
Non-adaptive Simulation-based clod server
attack model
[34] N N Semi trusted but
curious clod server
[36] Adaptive attack N
model
[37] v v Semi trusted but
curious clod server
[38] v Indistinguishabilit
y-based
[39] N Indistinguishabilit Semi trusted but
y-based curious clod server
[40] N N Semi trusted but
curious clod server
[35, 42, N v
43,45,
46]
[44] Security R N
description
[47] v Security N
description
[48] Security Security Semi trusted but
description description curious clod server
Our N N Malicious clod
scheme server and DU

TABLE 2. Symbols and descriptions.

Symbol Description
D Collection of plaintext documents D ={D,,D,,---,D,}
C Collection of encrypted documents C ={C,,C,,---,C,}
D, Collection of plaintext documents
D,={D, .I,D‘1‘_2,~--,Dw} containing the keyword w
c, Collection of encrypted documents
C,=1{C,,.C,,,~C, } thatcontains the keyword w
w, Collection of keywords W, = {w,,w,,---,w, } extracted
from D
T, The search token of keyword w
v(w) The index vector of keyword w
E(w) The encrypted index vector of keyword w
1 Secure index
S The fuzzy keywords set of keyword w with edit distance d
w,, The keyword w;, in fuzzy keywords set S, , » where
1<t<S, |
n The number of documents in the collection D
m The number of keywords in the collection W,
d Edit distance
[n] The set of integers {1,2,...,n}, where n is an integer
acc(C) The accumulated value of documents set C
pf(C) The verification evidence of documents set C
$ Guaranty | Guarantee deposit submitted by the cloud server
$ Fee Service fee submitted by the user

server. The data owner shares the key K with the user through
a secure channel. When the user searches a keyword w, the
corresponding search token 7, is generated by the key K and
sent to the cloud server. The cloud server matches the search
token T;, with the secure index / to obtain the target encrypted
documents C,, which contain the searched keyword w, and
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returns it to the user. The data user decrypts the target docu-
ments C,, to obtain the plaintext documents D,,.

B. EDIT DISTANCE AND FUZZY KEYWORD SEARCH
There are many approximate string-matching algorithms to
measure the string similarity. In the fuzzy keyword searchable
encryption scheme based on blockchain, the well-studied
edit distance from the literature [34] is used to evaluate the
similarity between the two strings. For two keywords w; and
wy, the edit distance d (w1, wp) refers to the minimum number
of single-character operations required to convert one of the
keywords to another. There are only three single-character
executable operations:

Insert: insert a character.

Delete: delete a character.

Substitution: convert a letter to another letter.

For example, a single-character operation from keyword
kitten to keyword sitting:

(1) kitten — sitten(k — s)
(2) sitten — sittin(e — i)
(3) sittin — sitting(insert g)

So, the edit distance from the keyword kitten to the key-
word sitting is d(kitten, sitting) = 3.

In order to realize fuzzy keyword searchable encryption
based on blockchain, our paper uses edit distance to con-
struct fuzzy keywords set. Given a keyword w and edit dis-
tance d, we let S, 4 denote fuzzy keywords set that satisfies
Swa = {Wldw,w) < d}. Data owner forms a secure
index by encrypting each keyword in the fuzzy keywords set
Sw;,a(1 < i < m). After receiving the search token containing
the keyword queried by the user, the cloud server matches it
with keyword ciphertext in the index one by one. If matching
is successful, all relevant documents will be returned to the
user. Otherwise, the search fails.

C. ETHEREUM BLOCKCHAIN

Ethereum is a distributed application platform for the smart
contract. It extends the function of Bitcoin and supports
Turing-complete script language. It is a programmable
blockchain system.

In Ethereum, there are two different types of accounts: an
externally owned account and a contract account. The exter-
nally owned account is controlled by the private key, whereas
the address corresponds to the public key. The externally
owned account can initiate a message communication trans-
action for transferring or create a contract creation transaction
to trigger the execution of the contract codes. The contract
account is controlled by the contract codes. Once created, its
codes will be activated and run on the blockchain with no
change.

The transactions in Ethereum are divided into com-
munication transaction and contract creation transac-
tion. The communication transaction refers to a trans-
action that transfers money from one external account
to another. The contract creation transaction represents
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FIGURE 1. System model.

the creation of a new Ethereum smart contract and trig-
gers the execution of the relevant codes in the smart
contract.

The Ethereum smart contract is a set of agreements
that control the digital assets and contain the rights and
obligations of the contract participants, which are automat-
ically executed according to the prior rules by the com-
puter without human involvement. The smart contract is
written into the Ethereum blockchain in a digital form.
The blockchain will ensure that the smart contract is trans-
parent, traceable, un-modifiable, and undeniable during the
entire process of storage, reading, and execution because
of the feature of un-modifiable and hash algorithm. In
Ethereum, the smart contract is a special account that consists
of an account address, script codes, balance, and storage
space.

D. RSA ACCUMULATOR

According to literatures [40], [41], we briefly introduce
the principle of RSA accumulator. RSA accumulator is an
efficient data authentication method. After entering an arbi-
trarily large set, it outputs a constant size digest and a con-
stant size witness for any element in the set to verify the
(non-)membership of the element in this set. Suppose G is
a cyclic group and g is a generator of G. Suppose x, y are
primes. Let N = xyand G = {u = v* mod N|v € Z5).
For a set S = {s1,- - -, sy}, the calculated value of RSA
accumulator is acc(S) = gn i=1P6) mod N, where P(s;) is
a randomly chosen prime generated by s;. For any element
s; € S in the set S, a proof pf(S) = gni#fp(“) mod N is
generated. Finally, we can verify the element s; is in the set

by checking acc(S) 2 pf ($)P6) mod N.

ill. PROBLEM FORMULATION

A. SYSTEM MODEL

The system model of dynamic and verifiable fuzzy keyword
searchable encryption based on blockchain is shown in Fig. 1.
It contains four participants, namely Data Owner (DO), Data
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User (DU), Cloud Service Provider (CSP), and Ethereum
Blockchain (BC).

(D

2

3)

“4)

(&)

(6)

)

(®)

€))

DO and DU. DO has the responsibility to grant search
permission to DU. DU is granted search right by DO,
and they share the symmetric key and search key
through the secure channel.

Suppose the DO has n plaintext documents D =
{D1, Dy, ---, D,,} that need to be encrypted and uploaded
to the CSP. The DO extracts a collection of keywords
Wp = {wi, wy, - - -, wy,} from the plaintext documents
set D. DO generates a fuzzy keywords set S, 4 for
each precise keyword by using edit distance, where
1 < i < m. Based on the fuzzy keywords set, DO
builds a secure searchable index I. The DO uses a
symmetric encryption algorithm to generate a collection
of encrypted documents C = {Cy, C3, - - -, C,}, such
as AES. The DO uploads the secure index I and the
encrypted documents collection C to the cloud server
together.

To verify the search results, DO generates an accumu-
lated value acc(C) for the encrypted documents set C.
Then DO deploys the verification contract and stores
the accumulated value acc(C) on the contract.

When the authorized DU wants to obtain the documents
containing the searched keyword w’, it uses the search
key to calculate the search token 7, and sends it to
the CSP as a search request. We allow the DU to input
a misspelled keyword w' and search for the closest
documents in our paper.

After receiving the search token from the DU, the CSP
performs search operation on the secure index / and the
encrypted documents C to obtain encrypted documents
set C,,y containing the searched keyword w' and the
verification evidence pf(C). Then the CSP stores them
on the smart contract along with the deposit Guaranty
submitted by the CSP.

DU calls the verify function of the verification smart
contract and stores the service fee Fee temporarily on
the smart contract.

The verification contract verifies the search results that
returned by the CSP. When the verification fails, the
CSP loses the deposit as a penalty, and the DU redeems
the service fee. When the verification passes, the DU
obtains the correct search results C,,» without local ver-
ification, which will reduce the calculation overhead of
the DU. At the same time, the CSP redeems the deposit
and receives the service fee to achieve service-payment
fairness.

When the verification passes, the DU decrypts the
ciphertext documents received from the contract
through the symmetric key.

In the actual application, DO can add, delete, or modify
document dynamically. So it regenerates a new index I,
encrypted document C’, and accumulated value acc(C)
to implement update dynamically.
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B. ALGORITHM DEFINITION

Definition 1: A dynamic and verifiable fuzzy keyword
searchable encryption scheme based on blockchain con-
sists of eight probabilistic polynomial-time algorithms
[1 = (Setup, KeyGen, Enc, TokenGen, Search, Verify, Dec,
Update):

(1) System initialization algorithm. Setup(1*) — (MK,
PK). The DO inputs security parameter A, and outputs
the system master private keys MK and public parame-
ters PK.

(2) Key generation algorithm. KeyGen(1*) — (sk, ky).
The DO takes a security parameter A as input, outputs
symmetric key sk and search key k. They are shared
with the authorized DU together through the secure
channel.

(3) Encryption algorithm. Enc(PK, D, sk, k1) — (C,I,
acc(C)). The DO inputs public parameters PK, plain-
text documents collection D, sk, and k1. Then the algo-
rithm outputs encrypted documents set C, secure index
I, and accumulated value acc(C). The DO uploads C
and I to the CSP together. Then DO deploys the verifi-
cation contract and stores acc(C) on the contract.

(4) Search token generation algorithm. TokenGen(PK, w',
k1) — T,,. The DU inputs public parameters PK, the
searched fuzzy keyword w/, and the shared search key
k1, then the algorithm outputs a search token 7, and
sends it to the CSP. Because our scheme implements the
fuzzy keyword search, the searched keyword is allowed
to be misspelled.

(5) Search algorithm. Search(PK,C,I,T,) — (C,,pf
(C)). After the CSP inputs public parameters PK, the
encrypted documents set C, secure index I, and the
search token T, it outputs the encrypted documents
C,, which the closest to the searched keyword and the
evidence pf (C) for correctness verification. The CSP
sends them to the smart contract.

(6) Verification algorithm. Verify(PK, C,, acc(C), pf(C))
— C,y/L. The Ethereum smart contract inputs pub-
lic parameters PK, search results C,s, accumulated
value acc(C), and verification evidence pf(C). When
the verification passes, it indicates that the CSP pro-
vides the correct results, then the contract returns
C,y to the DU reducing the computational overhead,
and realizes the service-payment fairness, otherwise, it
outputs L.

(7) Decryption algorithm. Dec(sk, C,y) — D,,. After the
DU obtains the correct search results C,, it decrypts
search results by using the symmetric key sk and gets
plaintext documents D, .

(8) Update algorithm. Update(PK, acc(C), Dpy1, D)) —
(C', I, acc(CY). The DO can add a document D, |,
delete a document Dj, or modify a document Dj
dynamically, and it outputs the updated encrypted
document C’, secure index I’, and accumulated
value acc(C)'.
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C. THREAT MODEL

In the dynamic and verifiable fuzzy keyword searchable
encryption based on blockchain, the threat model is that CSP
and DU are considered to be “malicious”.

In order to save storage space, communication bandwidth,
and computing cost, the CSP may delete some encrypted
documents or forge search results, and there is curiosity to
try to deduce certain keywords and user’s privacy information
based on the communication on the public channel, such
as secure index, encrypted documents, and search token.
Besides the encrypted documents, the secure index, and the
search trapdoor, the cloud server can also know and record
each search result. At the same time, the malicious CSP can
return partial results or incorrect results after receiving the
service fee to defraud the service charge, which causes DU to
lose the fee and get the wrong results, resulting in an unfair
situation to DU in the cloud environment of pay-per-use.

In addition, there is a phenomenon that malicious DU
obtains the search results fraudulently and refuses to pay the
service fee after enjoying search service of the CSP, causing
an unfair situation to the CSP.

D. SECURITY MODEL
We refer to the non-adaptive attack model proposed in [3].
The non-adaptive attack model only considers the adversary
who cannot select search request based on the search token
and the previous search results. This is acceptable because
only the user with the search key can generate the search
token. Similar to the scheme in [3], our scheme always gen-
erates the same search token for the same searched keyword
and returns the same results. The CSP cannot know any
additional information except access pattern (by observing
the encrypted documents in the search results) and search
pattern (by observing the search request). Therefore, security
should ensure that no information other than the results of a
series of search requests, update requests, and access pattern
are disclosed. The result of the update request can also be seen
as part of the search pattern. Most of the existing searchable
encryption schemes cannot protect search pattern and access
pattern, we do not aim to protect them in this work. We use
the security model defined in [3] by performing a simulation-
based game between the adversary and the simulator, which
allows leaking the access pattern and the search pattern to
prove security.

We introduce some auxiliary concepts used in [3] and apply
them to our proposed scheme.

e Historyis H = (D, Q, Dpy1, D)), where D is a collec-
tion of documents, Q = (wy,wa, - - -, wy) is a set of
searched keywords, D, 11, D; are the documents used in
the update operation.

o Viewis V(H) = (C,1,Tg, C',I'), where C is a collec-
tion of encrypted documents (encrypted by using sym-
metric key sk), I is an encrypted secure index (encrypted
by using the key ki of pseudo-random function), Tp =
{T\;}iclq1 is an encrypted search token of searched
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keywords (encrypted by using the key ki), C’ is the
ciphertext of the documents D, and D; in the update
operation, and I’ is the updated index. Given history
H, the CSP can only see the encrypted information of
history H, i.e., view V(H).

o Trace of history is Tr(H) = (n = |D|,{|Dil,
id(Dp}ien,m = |Wpl, [Sw;.dlietm)s [Dn+1l, 1Djl,
id(Dy+1), id(Dj), AP(W), SP(Q)), which contains the
sensitive information that can be exposed to the CSP,
such as access pattern and search pattern. Since cipher-
text documents and secure index are stored in the CSP,
Trace of history contains the number of documents in
the documents collection n = |D|, the size and identifi-
cation of each document {|D;|, id(D;)}ic[n], the number
of keywords in the documents collection m = |Wp|,
the size of the fuzzy set of each keyword [S,, 4licim],
and the size and identification of each updated docu-
ment |Dy1], |Djl, id(Dpy1), id(Dj). In the process of
dynamic update, it is allowed to disclose the size of
the updated file, the number of keywords, and the size
of the fuzzy keywords set, all of which are included
in Trace of history of our security definition. After the
update is completed, the elements in Trace of history
which described the leakage of information, will be
updated accordingly, such as the number of the doc-
uments, the size of keywords, etc.. Thus, the result
of the update request can also be seen as part of the
information allowed to leak. AP(W) is the access pattern
of each keyword, i.e., (id(D1), - - -, id(Dipuw))s 1D11,
-+, |Dipawi) Diem)- SP(Q) is the search pattern used to
describe whether any two search requests contain the
same keyword. SP(Q) is a symmetric binary matrix such
that for 1 < i,j < ¢, the element in the i-th row and j-th
column is 1 if w; = wj, otherwise, is 0.

Definition 2 (Non-Adaptive Semantic security): Let
denote a dynamic and verifiable fuzzy keyword searchable
encryption scheme based on blockchain, A be the security
parameter, A be an adversary, S be a simulator. We define the
following probability experiments Real} (1) and Simy ¢(2),
where Real’f (1) is carried out between the challenger C
and the adversary A, Simz’ (1) is performed between the
adversary A and the simulator S. When given two histories H,
H* with the same trace, i.e., Tr(H*) = Tr(H), they generate
V(H), V*(H*), respectively.

Real (1)

(sk, k1) < KeyGen(1)*

H <A

Extract (D, Q) from H

(C,I) < Encg.(D)

Forl <i<gqg

T, < TokenGen(ky, w;)
LetTo = (T, - -, Tw,)

H <« A

Extract Dy, y1/D; from H
(C',I') < Update(Dy 11, Dj)
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Update the related elements in Tr(H) = Tr(H™)
Output V(H) = (C,1,Tp,C',I')
Simy (M) :
H* < A
V*(H*) < Sim(Tr(H*)), where Tr(H*) = Tr(H)
Output V*(H*) = (I*, C*, T}, C'™*, I'")
We say that r is semantically secure if for all probabilistic
polynomial time adversaries A, there exists a probability
polynomial-time simulator S such that

| Pr[V(H) < Real (A)] — P[V*(H*) < Sim} O]
< negl(}),

where negl(1) is a negligible function. That is to say, when
given two histories H, H* with the same trace, if V(H) and
V*(H*) are not distinguishable, the adversary cannot get any
additional knowledge except for the access pattern and search
pattern. Thus, our scheme is non-adaptive semantic security.

E. DESIGN GOALS
Based on the above threats, the design goals are as follows:

(1) Fuzzy keyword search. The SE scheme, which sup-
ports fuzzy keyword search, aims to tolerate typos in
inputting of the user. We describe the design goal of
fuzzy keyword search as follows. Given a plaintext doc-
uments set D, a ciphertext documents set C, a keywords
set Wp = {w;|i € [m]} extracted from D, a keyword w
searched by the user, and a specified edit distance d,
the fuzzy keyword search is performed as follows: 1) If
w' = w; € Wp, that is, the user’s search input exactly
matches the pre-set keyword, then the server is expected
to return C,,, = C,, containing the keyword. 2) If w’ ¢
Whp, that is, the user’s search input is misspelled, then
the server will return the closest possible results C,,
based on the pre-specified fuzzy keywords set, where
dw',w;) <d,i.e.,w is the one of elements in the fuzzy
keywords set of w;. When the user inputs a misspelled
keyword, the scheme should return the documents that
match the user’s interest closely.

(2) Dynamic update. Our scheme supports the dynamic
update of the document, that is, add, delete, and modify.

(3) Security. The scheme should ensure that the adversary
(i.e., the CSP) cannot learn other information, such as
the searched keyword and the plaintext information of
the documents from the secure index and the encrypted
documents except for the restricted information. The
information is allowed to be leaked to the CSP includes
the search pattern and the access pattern, such as the size
of encrypted documents, the length and identification of
the documents, and search results, etc..

(4) Fairness. A smart contract is adopted to achieve fair
payment. Ethereum blockchain ensures that the imple-
mentation of the smart contract cannot be modified and
denied. The CSP and DU execute honestly according to
the rules of contract, then CSP can get the service fee,
and DU gets the correct search results. It is fair to the
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CSP because a malicious DU cannot enjoy the search
service provided by the CSP without paying the service
fee. It is fair to the DU because there is no malicious
CSP provides the incorrect search results after receiving
the service fee. If the malicious CSP provides the wrong
results, it cannot pass the verification algorithm, and the
DU will receive the deposit as a penalty for the CSP.
The DU can obtain effective search results as long as the
service fee is paid, and the CSP can obtain the service
fee as long as the correct result is returned.

(5) Reliability. The scheme uses a verification mechanism
to verify the search results, and prevents the CSP from
performing the search operation dishonestly.

F. RELIABILITY DEFINITION

Definition 3: Let m denote a dynamic and verifiable fuzzy
keyword searchable encryption scheme based on blockchain
and A is an arbitrary Probability Polynomial Time (PPT)
adversary. And the CSP is treated as adversary in our paper.
We consider the following probability game.

Forge (A): Given a search token T,,, the adversary
forges a collection of search results C v/v , and the cor-
responding verification evidence pf(C), where C 1/4/ , F
Cw. pf(C) # pf(C),and (Cyy, pf(C)) < Search(l, C, Ty).
If Verify(acc(C), pf (C)', C,,) = C},, the game outputs a bit.

The scheme m satisfies the reliability, if for all PPT adver-
saries A, the probability of winning the game is negligible,
ie., |Pr[Forgef(M)] = 1] < negl().), where negl(}) is
a negligible function. When given a valid C,, and pf(C),
if the adversary can forge C/,, pf(C)', and pass the Verify
algorithm, it can win the game. Reliability means that the
probability that an adversary forges search results and evi-
dence successfully is negligible.

IV. SPECIFIC CONSTRUCTION

A. SYSTEM INITIALIZATION PHASE

Setup(1*) — (MK, PK). Taking security parameter A as
input, the DO randomly generates a pair of secure primes p
and g, where N = pq. Let G is a cyclic group and g is a
generator of G, where the group G is represented as G = {u =
v> mod N|v e Zy}. The DO generates the public key (N, g)
and calls the prime generation function P(-) in [40], [41].
The DO defines a pseudo-random permutation 7 : {0, 1}* x
0,1} — {0, 1}!, where [ represents the maximum length
of the keyword. It selects a collision-resistant hash function
f : G — {0, 1}" for encrypting index vector, and chooses
a collision-resistant hash function H : {0, 1}* — {0, 1}"
for calculation of verification. Finally, the setup algorithm
outputs system master private keys MK = (p, ¢) and system
public parameters PK = (N, g, w,f, H, P()).

B. KEY GENERATION PHASE

KeyGen(1*) — (sk, k1). With the security parameter A, the
DO generates a symmetric key sk, and randomly selects ky <
{0, 1}* as the key of 7. The key generation algorithm outputs
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FIGURE 2. Index structure.

keys sk, k1, and transmits them to the authorized DU through
a secure channel.

C. ENCRYPTION PHASE
Enc(PK, D, sk, k) — (C, 1, acc(C)).

Step 1. Documents encryption. FileEnc(D, sk) — C. The
DO uses sk to encrypt plaintext documents D;(i € [n])
and obtains C; = {Encg(D;)|i € [n]}. The DO sends the
encrypted documents collection C = {Cy, C3, - - -, Cy,} to the
CSP.

Step 2. Secure index generation. IndexGen(PK , D, k) —
I. Our scheme constructs a secure index by extending the
inverted index, as shown in Fig. 2.

The DO scans the plaintext documents collection D =
{D1,Dy,- - -,D,} and extracts keywords. Let Wp =
{w1, wa, - - -, wy,} denote the keywords set. For each keyword
w; € W, the DO defines a n-dimension vector v(w;). If the
j-th document contains the keyword w;, then v(w;)[j] = 1,
otherwise v(w;)[j] = 0. For example, suppose there are three
files D1, D>, and D3, where D contains keywords wy and
wn, Dy contains keywords wy and w3, as well as D3 contains
keywords wi and wp, we can get v(iwy) = [101], v(wp) =
[111], and v(w3) = [010].

The DO constructs fuzzy keywords set for each keyword w;
in Wp = {w1, wa, - - -, wy}. Let Sy, 4 denote fuzzy keywords
set of the keyword w; with edit distance d, and let w; (1 <
i<ml<t< |Sw,-, 4 |) represent a keyword in the fuzzy
keyword set Sy, 4.

The DO calculates

WijeSw; 1 —wjy Tky (Wij) .
id M for each keyword w;; in S, 4, where

1 <i<m 1<t =|8,,l,and stores (g, (wi,), p(w;)) on
the first node of the inverted index.

For each keyword w; € Wp, the DO computes f(¢(w;)) &
vwi) — E(wy), where ¢(wi) = g isSwia ™1 pen
DO obtains E(w;) by encrypting vector v(w;), and stores
the encrypted index vector E(w;) on the second node of the
inverted index.

The DO sends (g, (Wi 1), ¢(w;)) and E(w;) to the CSP as
the secure index 1.

Step 3. Calculate the accumulated value. CalAcc(PK, C)
— acc(C). The DO applies a dynamic accumulator on
encrypted documents collection C = {Cy, C», ..., C,}. For

T (wiy) and  @(wi) =
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collection C = {Cy, C,, ..., Cy}, the DO calculates the
accumulated value acc(C): acc(C) = gn7=1 PHE) mod N.
Then DO creates a smart contract via transaction 7X; and
calls the AddACC function to store the accumulated value
acc(C).

Algorithm 1 AddACC
Input: acc(C)
Output: null
1 if msg.sender is not the data owner then
2 throw
3 else acc = acc(C)
4 end

D. SEARCH TOKEN GENERATION PHASE

TokenGen(PK ,w', k1) — T,,. When the DU wants to search
the documents containing the misspelled keyword w’, it cal-
culates the search token 7,y = 7y, (W) by using the shared
key k1 and sends token to the CSP.

E. SEARCH PHASE

Search(PK, C, 1, T,s) — (Cy, pf(C)). The search operation
is performed by the CSP. After receiving the search token
T,,, the cloud server matches the element of the first node
of each linked list with the search token. In our scheme,
the encrypted exact keyword 7y, (w;) is used to represent the
first element 7y, (w; 1) of the first node, i.e., w; | represents
an exact keyword w;. Therefore, the cloud server first deter-
mines if the search token 7y, (w') equals the first elements
7k, (wi,1)(1 < i < m), and then matches the other encrypted
keywords i, (Wi  )(1 < t < |Sy,; 4]) in Sy, 4.

When getting the corresponding fuzzy keyword ciphertext
through searching, i.e., mx, (wi;) = g, (W), the CSP can
find the corresponding label ¢(w; ;). Then the CSP obtains
d(w;) by calculating (w; )™ i) The CSP decrypts the
encrypted index E(w;) to get the index vector v(w;) by com-
puting f(¢p(w;)) & E(w;)) — v(wy). If v(w)[j] = 1, the CSP
adds the encrypted document C; to the encrypted documents
collection C,y which contains the searched keyword.

Let v(w;) = (e1, e, - -, ey). For encrypted documents
collection C = {Cy, C», ..., C,}, CSP calculates verification
evidence pf (C) = g =" D mod N1 < j < n).

The CSP sends the search results C,y = {Cyy 1, Cy 2, - - -,
Cyv;} and the verification evidence pf(C) to the smart con-
tract through a transaction 7X,, and submits the deposit
$ Guaranty which is transferred to the smart contract for
temporarily storing. These processes can be completed by
calling the AddProof function in the smart contract. When the
verification algorithm fails, i.e., the CSP returns error results,
the CSP will lose the deposit.

F. VERIFICATION PHASE
Verify(PK, Cyy, acc(C), pf(C)) — C, /L. The DU tem-
porarily stores the service fee Fee $ to the smart contract
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Algorithm 2 ADDProof

Input: C,,/, pf(C), $ Guaranty

Output: null
1 if msg.sender is not server or msg.value <$ Guaranty
then

2 throw

3 else cipher [ = C,y = {Cy1,Cy 2, ..., Cyj}, pf =
pf(C)

4 send C Guaranty to contract

5 end

via transaction 7X3 and calls the Verify function in the con-
tract. The smart contract verifies whether the search results
returned by the cloud server is correct, and solves the service-
payment fairness problem. The smart contract allows a trusted
transaction without a third party. When the verification
passes, the contract returns Cy = {Cyy 1, Cyy 2, - -, Cyy j}
to the DU, the CSP obtains the service fee and redeems
the deposit. When the verification fails, the DU obtains the
deposit and redeems the service fee.

Algorithm 3 Verify

Input: C,,/, Pf(C), $ Fee
Output: null or cipher[]

1if msg.sender is not the data user or msg.value < $ Fee

then

2 throw

3 else send $ Fee to contract

4for Cjin C,s do

5 xj=PH(C)))

6 if acc(C) = pf (C)1V<Cw ¥ then

7 return cipherf[]

8 send contract.balance to CSP

9 else send contract.balance to user

10end

G. DECRYPTION PHASE

Dec(sk, C,y) — D,,. The DU decrypts the encrypted doc-
uments C,y = {Cy1,Cy 2, - -, Cy ;} returned by the
contract through the symmetric key sk, and obtains the closest
plaintext documents D, = {AES.Dec(sk, C,y )i € [1,/1}
containing the searched keyword w'.

H. UPDATE PHASE

Update(PK , acc(C), Dy11, Dj) — (C', I, acc(C)'). In prac-
tical application, DO can dynamically and arbitrarily add,
delete, or modify the document.

Case 1: Add document. The DO adds a document D4,
then encrypts the document D, using the FileEnc algo-
rithm, and calls IndexGen algorithm to update the secure
index I'. Letn = n+1. The DO sends the encrypted document
C’ to the CSP along with the encrypted index I’. The DO
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calculates the accumulated value after updating: acc(C) =
acc(C)PHCn1) mod N.

Case 2: Delete document. The DO tends to delete the
document Dj, it calculates the ciphertext C;, and updates
the secure index I’ by calling the IndexGen algorithm. Let
n = n — 1. Then DO sends I’ and C; to the CSP. After
receiving the DO’s deletion request, the CSP deletes C; in the
encrypted documents collection C. Finally, the DO calculates
x; = P(H(C))) and obtains the updated accumulated value
ace(CY = ace(C)*™" mod N.

Case 3: Modify document. The DO wants to convert a
document Dj to D;. It gets C; by encrypting D;, and calls
IndexGen algorithm to generate an updated index I'. After
receiving the DO’s modification request, CSP replaces C;
with C! in encrypted documents collection C. DO calculates
xj = P(H(C)), fo = P(H(Cj/)), and obtains the updated

accumulated value acc(C) = acc(C)(xfr] % mod N.

As the smart contract cannot be modified once deployed,
we need to redeploy the update contract if we want to update
the accumulated value in the contract. After updating the
document, DO needs to deploy the update contract through
transaction 7X4 and stores the updated accumulated value
acc(C) . The update smart contract still includes algorithm 2
and algorithm 3. Here we only list the algorithm 4, which is
different from those in the verification smart contract.

Algorithm 4 UPdate
Input: acc(C)
Output: null
1 if msg.sender is not the data owner then
2 throw
3 else acc = acc(C)
4 end

V. SCHEME ANALYSIS

A. CORRECTNESS ANALYSIS

Dynamic and verifiable fuzzy keyword searchable encryption
scheme based on blockchain is correct in calculation.

In the search phase, after getting the correspond-
ing fuzzy keyword ciphertext through searching the
index I, ie., mg(wiy) = mx (W), the CSP can find
the corresponding label ¢(w;;). The CSP calculates
@i )™ Wir) to get p(w;) with the formula o(w; )™ Wir) —
Wi e —yw: . T (Wif)
(g AT

)ﬂkl (Wi,t) — gl_[wi‘jeSwM Tk, (Wi,j) _ ¢)(Wl)

In the verification phase, the smart contract enters the
search results C,y = {Cyy 1, Cy 2, - -, Cy j}, verification
evidence pf(C), and the accumulated value acc(C), and
calculates

pf(C) mod N
_ (gl_[ej:o P(H(Cj)))l_[jecw, PHC) 4N

Miec,, PHEC)

_ =1 PHG) od N = acc(C),

which indicates that the CSP has no malicious behavior and
the search results C,y = {C\ys 1, C 2, - - -, Cyv j} are correct.
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B. SECURITY ANALYSIS

Theorem I: If the symmetric encryption algorithm is semantic
security, and 7 is a pseudo-random permutation, f, H are two
collision-resistance hash functions, then our proposed fuzzy
keyword searchable encryption scheme based on blockchain
is non-adaptive semantic secure.

Proof: If for any PPT adversary A, there is a simula-
tor S, which satisfies the following condition | Pr[V(H) <«
Real} (M)] — Pr[V*(H*) < Simj (M1 < negl(1), where
negl(}) is a negligible function, in other words, the outputs
of Real} (1) and SimX! ¢(A) are indistinguishable, then our
scheme is non-adaptive semantic secure. The adversary A will
win the game by analyzing the ciphertext, index, and search
token generated by the simulator S. S can simulate the view
V*(H*) according to the Tr(H™*) such that the CSP unable to
distinguish V(H) and V*(H*), where Tr(H*) = Tr(H).

Simulator S is able to reach this objective by the follow-

ing procedures. When given Tr(H) = Tr(H*) = (n =
IDI, {IDil, id(Di)}iefn), m = |Wpl, |Sw;.aliem)s [Pn+1l, 1Djl,
id(Dy+1), id(Dj), AP(W), SP(Q)), the process of the simula-
tor S generates the simulated ciphertext documents, the simu-
lated index, the simulated search token, the simulated updated
ciphertext document, and the simulated updated index are as
follows:

(1) Simulate encrypted documents C*: According to the
trace of history Tr(H*) = Tr(H), the simulator S
randomly generates n simulated encrypted documents
with the length of |D;lie(y) bits, ie., C* = {C €
{0, 3Py ep ietm = {CF, C5, - -+, Ci}.

(2) Simulate secure index I*: The simulator sets I* as
a look-up table with m entries and each entry has
three nodes. For the first node, S randomly selects m
elements a;." in {0, 1}1, where i € [m]. To generate
second node, the simulator § randomly generates |S, |
elements b;{t in {0, l}l, dift in G for each keyword
af, where i € [m],1 < t < [Sw; |- The simu-
lated second node is used to replace the my, (w; ;) and
o(w; ;) for each fuzzy keyword w;; in S, 4 of the
same length with random strings b, and d,, where

1 =i = ml =<t =< |S,|. The simulator
stores (b?jt,dl?ft)li,‘fm,lftﬁgwhd‘ on the second node
of the index I*. According to the trace of history
Tr(H) = Tr(H*) = (n = |D|, {|Dil, id(Dj)}ie[n), m =
Wb, 1Sw;.alietmls |Du+1l, |Djl, id(Dpy1), id(Dy),
AP(W), SP(Q)), and AP(W) which is expressed as
@id(Dy), - - -, id(D\pawy)s I1D11, - - -5 IDipewy) Diepm)» the
simulator S generates an encrypted vector E(a})*
for each keyword a; and stores them on the third
node, where i € [m]. The simulated index I*
is (al, (b}, df Di<izm 1 <1<, 1, E@)"). The pro-
cess of constructing an index in Real} (1) by using
pseudo-random permutation 7, collision-resistance
hash functions f, H. The simulated index I* is
used to replace the my (w;), mx, (W), @(w;,), and
E(w;) of the same length with random strings
(a;-ks (b?j,, d:,), E(a;ﬁ)*)lgigm,1§z§|swl._d\'
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(3) Simulate search token Té: The simulator S randomly
selects ¢ elements in {0, 1}/ as the simulated search
token T*, where i € [1, q].

(4) Simulate updated C™*, I’*: In the update phase, three
operations are involved, i.e., addition, deletion and
modification. After updating is completed, we need to
update the related elements in 7r(H*) = Tr(H), such as
n, m, etc.. In the process of adding file D, 1, deleting or
modifying file D;, the simulator S randomly generates
a simulated encrypted document C’* with the length of
|Dyt1lor|Dj| bits, i.e., C’* € {0, 1}1Pr+11orIDil aecording
to the updated trace of history Tr(H*) = Tr(H). At
the same time, the simulator S uses the method (2) of
simulating secure index to generate the updated secu-
rity index I"™* according to the updated trace of history
Tr(H*) = Tr(H).

Because of the symmetric encryption algorithm is seman-
tic security, it can be guaranteed that C of Real} (1) and
C* in Sim} () are computationally indistinguishable with-
out obtaining the symmetric key sk, that is, |Pr[C <«
Real (A)] — Pr[C* <« Simﬁﬁs(k)ﬂ < negli()). Similarly,
semantic security of symmetric encryption can ensure that C’
of Real’ (A) and C™* in Simﬁv () are computationally indis-
tinguishable without obtaining the symmetric key sk, that is,
|Pr[C” < Real (1)] — Pr[C"™* « Simﬁqs()»)ﬂ < negly(1).
The probability of the simulator generates a valid search
token is negligible without allocating k1. For Yw; € Q, the
search token is defined as T,,, = my, (w;), and 7 is a pseudo-
random permutation. Since the simulator S does not know
ki, the probability of selecting k7" randomly and constructing
a valid search token is Pr[T:vk,- = Tw; T;‘i = nk;«(w,-); Ty, =
T Wi kf <= {0, 1] ~ Prlky = k¥|k7 < {0, 1] ~ .
Therefore, we can know from the definition of the negligible
function in [3], for the pseudo-random permutation r, the
indistinguishable between the search token in Real) (1) and
the search token in Simzy g(A) can be guaranteed in the case
where the search key k; is not known, the indistinguisha-
bility of the search token is based on the indistinguishabil-
ity between the output of pseudo-random permutation and
random string, that is, |Pr[Tp <« Real}(1)] — Pr[Té <~
Simﬁy sl < negl3(X). For the same reason, the indistin-
guishability of the index is also based on the indistinguisha-
bility between the output of pseudo-random permutation and
random string of the same size without knowing the key k.
Therefore, the adversary cannot distinguish 7 and I*, I’ and
1", that is, | Pr{l < Real}(A)] — Pr[I* « Simg’s()\)ﬂ <
negly(A), |Pr[I’ <= Real} (A)] — Pr[I™* « SimX’S()\)]l <
negls(}).

In conclusion, for any PPT adversary A, the out-
puts of RealZ (A) and SimX’ g(A) are indistinguishable, i.e.,
|PrlV(H) <« Realf(A)] — PrlV*(H*) <« Simj ¢(M]] <
negl(}). Therefore, our scheme satisfies non-adaptive seman-
tic security.
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C. RELIABILITY ANALYSIS
Theorem 2: Dynamic and verifiable fuzzy keyword search-
able encryption scheme based on blockchain meets reliability.
Proof: Suppose there is a PPT adversary A who can
break the reliability of our scheme with a non-negligible
probability. According to this assumption, the adversary
is able to forge the search result C/, and the corre-
sponding verification evidence pf(C) in order to satisfy
Verify(acc(C), pf(C)', C),) = C|,. If such an adversary
exists, it will violate the strong RSA security of the dynamic
accumulator in [40], [41]. The hypothesis (C,, pf(C)) is
the correct search results, it is necessary to prove that the
adversary A cannot forge valid search results to make the
equation (CCV,,pf(C)’) = (Cy, pf(C)) true. We consider
the following four cases:

(1) €, # Cy, pf(C) # pf(C). The adversary A calcu-

iec’  P(H(C))) o

lates acc(C) = pf (C)/ Miec;, " mod N, if it does
not equal acc(C), verification fails.

() C, # Cy, pf(CY = pf(C). The adversary A calcu-

) P(H(C))

lates acc(C) = pf(C)H‘/ w !
not equal acc(C), verification fails.

3) C‘/v, = Gy, pf(C) # pf(C). The adversary A calcu-

lates acc(C) = pf(C)/nfECw’ PEGD Hod N, if it does
not equal acc(C), verification fails.
4 C‘/v, = C,y,pf (CY = pf(C). The adversary A calculates

acc(C) = pf (C)Hjecw/ PG 11od N, even if it equals
acc(C), the strong RSA hypothesis guarantees that no
one can find another set C’ which is different from C
and the accumulated value satisfies acc(C’) = acc(C)
in the probability polynomial time without knowing p
and g, so the verification fails.

mod N, if it does

In the above four cases, if the search results C:V , and
evidence pf(C) that forged by adversary A enable the ver-
ification algorithm pass, then the strong RSA security of the
dynamic accumulator is broken. Because of the unidirection-
ality and unforgeability features of the dynamic accumulator
in [40], the probability that the adversary forges valid search
results and evidence is negligible, so it is contrary to the
assumption. Therefore, there is no PPT adversary A can break
the reliability of the scheme with a non-negligible probabil-
ity. The dynamic and verifiable fuzzy keyword searchable
encryption scheme based on blockchain satisfies reliability.

D. FAIRNESS ANALYSIS

The reliability of the smart contract ensures the fair exchange
of our proposed scheme between the cloud server and
the user. Smart contract performs a predefined verification
algorithm.

Due to the features of the ethereum blockchain, such as
irreversible, undeniable, and traceable, CSP and DU are con-
strained to execute honestly according to the rules of the
contract. The DU can get the correct encrypted documents
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TABLE 3. Function comparison.

Scheme Blockchain-based Keyword type Fair payment Verification side Update dynamically
Scheme [28] N Exact keyword N User node x
Scheme [32] v Exact keyword N Smart contract v
Scheme [37] X Fuzzy keyword X User node X
Our scheme N Fuzzy keyword \ Smart contract v

Cy = {Cy1,Cyp,- -, Cy ;} without needing additional
local verification. We use the verification contract to verify
the correctness of search results returned by the CSP, so our
scheme reduces the user’s computational burden.

Because of the irreversible feature of blockchain, the smart
contract cannot be modified once it deployed. Only if the DU
gets the correct results, the CSP can get the service fee and
redeem deposit. Only if the DU pays the service fee, then it
can obtain the correct results. If the CSP dishonestly returns
the error or incomplete results, the verification contract will
find the malicious behavior, return the service fee to the DU,
and the DU receives the deposit as a penalty for the CSP.
In addition, the DU cannot deny the search service provided
by the CSP and refuse to pay the service fee if the returned
search results are verified to be correct. Because the DU
needs to generate the transaction by using a unique externally
owned account and the service fee has been locked in the
contract. Once the transaction is confirmed and recorded on
the blockchain, it cannot be modified or denied. Therefore,
CSP returns the correct search results honestly in order to
obtain the service fee.

We introduce the blockchain fairness mechanism into the
searchable encryption scheme to achieve service-payment
fairness.

E. COMPARISON ANALYSIS

1) FUNCTION COMPARISON

Comparing the function features of our proposed scheme with
the literature [28], [32], [37] from the aspects of blockchain-
based, supporting the type of keyword search, fair payment,
verification side, and whether supports update dynamically,
as shown in Table 3. Both the scheme [28] and the scheme
[32] are searchable encryption schemes that support exact
keyword search, and use blockchain technology to achieve
service-payment fairness. But the scheme of [28] in which
the search results are verified by the user, increasing the
computational cost of the user. In addition, to reduce the
user’s local computational overhead, both the literature [32]
and the proposed scheme use smart contract to verify the
correctness of the search results. However, the literature [32]
only supports exact keyword retrieval, which requires the
keyword inputted by the user must exactly match the pre-
defined keywords in the index. Furthermore, both our scheme
and the scheme in [37] support fuzzy keyword retrieval, but
the scheme in [37] does not have the functions of fair payment
and dynamic update of the document, meanwhile, the user
verifies the correctness and integrity of the search results
locally.
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From the function point of view, combining with
blockchain and smart contract technology, our scheme
supports verifiable fuzzy keyword search, ensures the secu-
rity and correctness of search results, and achieves service-
payment fairness. The user can get the correct search results
only by paying a certain service fee without local verification,
so the scheme can reduce the user’s computational burden,
and is more in line with the cloud storage application.

2) PERFORMANCE COMPARISON

Comparing the computational cost of our scheme with
related schemes in the generation of the index and search
token, the efficiency of search and verification, com-
paring the number of transactions for the blockchain-
based searchable encryption scheme, and comparing the
times of the search token is submitted, as shown in
Table 4.

In the index generation phase, the scheme in [28], [32]
supports the exact keyword search. The scheme [28] needs
to calculate mjP + mn(H + SIG), so the index generation
cost is related to the number of the keywords, the number
of documents containing keywords and the total number
of the documents. And the public key signature algorithm
which generally has a relatively large amount of calculation
is used. So it can be seen that the computational cost of
the scheme [28] in the index generation phase is higher.
The index generation cost of the scheme [32] is only related
to the number of keywords and the number of documents
containing keywords. Because their scheme only requires 1
pseudo-random function operation and 1 hash operation, its
computation amount is smaller than [28]. Both our scheme
and scheme [37] support the fuzzy keyword search, but the
scheme [37] needs to calculate n times the symmetric encryp-
tion algorithm. Since the total number of documents rn is
generally large, its calculation cost is much higher. From the
point of view of the result analysis, the computational cost
of our scheme in the index generation phase is relatively
minimal.

In the process of search token generation and submission,
the time to generate a search token increases linearly with
the number of documents increases in the scheme [28]. The
computational cost of the search token generation of both
schemes [32], [37] and our scheme are at a constant level.
In [32], the searched keyword performs 1 pseudo-random
function, and the number of search token submitted is twice,
which one of the search tokens is submitted to the CSP and
the other search token is submitted to the smart contract.
Scheme [37] needs to calculate 1 pseudo-random permutation
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TABLE 4. Performance comparison.

Scheme Index generation phase Search Search phase | Verification phase | Number Number Update
token of of token complexity
generation transactio | submitted
phase ns
Scheme [28] mjP +mn(H + SIG) nP O(| D(w) ) n(H + SIG) 13 1 -
Scheme [32] 2mF + jH 1F O(l) | D(w) [ 6+n 2 O(m")
Scheme [37] ms(P+ H)+m(F + XOR) + nSKE 1P +1F O(ms) 1XOR +1F - 2 -
Our scheme ms(P+ E)+m(E + XOR) 1P O(ms) LE+2H | D(w)| 4 1 Oo(m'"y, O(1)

Notes: m indicates the number of keywords, » indicates the number of documents, ;j indicates the number of documents which contains keyword, m'

indicates the number of keywords in the updated document, | D(w)| indicates the number of documents that contains searched keyword, s indicates the size of

the fuzzy keywords set, P indicates the pseudo-random permutation, F indicates a pseudo-random function, XOR stands for an exclusive-OR operation, £
means exponential operation, /' means hash operation, S/G means signature algorithm which includes processes of signature and verification, SKE means

symmetric encryption algorithm, - indicates that this operation does not need.

and 1 pseudo-random function for the searched keyword.
When the search token is sent to the CSP, it needs to be
submitted again if the first node in the secure index does not
match successfully, so the search token is submitted twice.
Our scheme calculates 1 pseudo-random permutation for the
searched misspelled keyword and needs to submit the search
token to the CSP only once. As you can see, in the search
token generation and submission phase, our scheme also has
an advantage.

In the search phase, the scheme [28] uses an inverted index
structure, and the complexity of the search is linearly related
to |D(w)|. In scheme [32], because of the index structure
bases on a key-value pair, the search complexity is O(1).
Both the scheme [37] and our scheme support the fuzzy
keyword search. When searching for the related documents,
the CSP matches the encrypted value of the first element of
the first nodes in the index, and then matches the rest of fuzzy
keywords in the fuzzy keywords set, so the search efficiency
is related to ms.

In the verification stage of the search results, the scheme
[28] requires the user to perform n times hash operations
and signature verification operations. With the increasing
of the number of the returned documents, the workload of
verification for the user will greatly increase. The verification
process in [32] is performed by the smart contract, and the
hash value of the encrypted documents which contains the
queried keyword is matched |D(w)|? times. The verification
process of the scheme [37] is completed by the user, and
1XOR and 1 hash operation is calculated on the search results
to determine the results correctly or not. Our scheme executes
1 exponential operation and 2|D(w)| times hash operations.
But it adopts the smart contract for verification to reduce the
computational overhead of the user.

Both our scheme and scheme [28], [32] are all based on
blockchain technology. The scheme [28] needs to conduct 13
transactions. The scheme [32] needs to conduct 6+ n transac-
tions. But the number of transactions in our scheme is only 4.
Obviously, our scheme reduces the delay in the processes of
uploading, packing, and confirming of the transactions on the
blockchain, making the system has a high response speed.
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Besides, both our scheme and scheme [32] support
dynamic update of file. Let m’ represent the number of key-
words in the updated document. When adding a file, the
scheme [32] needs to perform m'(F + H) operations. When
deleting a file, the scheme [32] needs to calculate the search
token for the m’ keywords through F operation, and then
uses the token to find the corresponding index entries and
delete them. Therefore, the update complexity of scheme [32]
is O(m'), the efficiency of updating is related to m’. When
adding a file, our scheme needs to update the corresponding
index vector for keywords that already exist in the index. For
the newly generated keywords, our scheme needs to calculate
s(P+E)+E + XOR to generate new index entries. When DO
updates the accumulated value, it needs to calculate 1H + 1E.
So the update efficiency of the accumulated value is O(1).
When deleting a file, our scheme needs to update the index
vector related to the keywords contained in the file, and
changes the vector related to the deleted file in the index
vector from 1 to 0. When DO updates the accumulated value,
it also needs to calculate 1H + 1E. When modifying a file,
our scheme needs to modify the index vector related to the
keywords contained in the file, and DO needs to calculate
s(P+E)+E-+XOR to generate new index entries for the newly
added keywords. The accumulated value needs to be updated
by calculating 2H + 1E. In a word, the update efficiency of
index of our scheme is O(m) which is related to /', and the
update efficiency of the accumulated value is O(1).

In conclusion, in terms of function, our paper imple-
ments fuzzy keyword search, uses smart contract to ver-
ify the correctness of the search results, and supports data
update dynamically. At the same time, the performance of our
scheme is more efficient than other schemes in the processes
of index generation, search token generation, and the times
of submission of the search token. The efficiency in the
search phase is the same as the scheme [37] which both
have the same function of fuzzy keyword search. Therefore,
on the whole, our scheme has been optimized in terms of
performance under the premise of prominent functions, so it
is more suitable for the ciphertext retrieval application in the
cloud environment.
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FIGURE 3. Fuzzy keywords set generation time.

F. EXPERIMENT ANALYSIS

In order to more accurately evaluate the actual performance of
the proposed scheme, our paper uses the real data set to simu-
late the fuzzy keywords set generation time, index generation
time, search token generation time, search time, and verifica-
tion time. Our experiment uses papers in the IEEE database
as a test data set, and uses Java library of PDFBox to extract
keywords from PDF documents. We extract about 5000 key-
words from 3000 documents. The experiment adopts Java
language, the hash algorithm adopts SHA-256, the pseudo-
random permutation adopts HMAC-SHA256, the symmetric
encryption algorithm adopts AES-256, the RSA accumulator
is used to generate verification evidence, and the smart con-
tract adopts solidity language which runs on the Ethereum
virtual machine, the blockchain is achieved based on the
Ethereum official test network Rinkeby, and the account uses
the ethereum wallet Geth. The hardware environment of this
experiment is Intel(R) Core(TM) 15-4200 CPU (2.3GHz), and
the RAM is 4GB. We set the parameters in the experiment:
the number of documents n € [0, 3000], the number of
keywords m € [0, 5000], the number of fuzzy keywords
s € [0, 10000], and the number of documents that contain
the searched keyword |D(w)| € [0, 500].

1) INDEX GENERATION PHASE
In the index generation phase, our scheme first needs to build
the fuzzy keywords set for each keyword. In the case where
the edit distances are respectively d = 1 and d = 2, the time
overhead for generating the fuzzy keywords set is shown in
Fig. 3. Both scheme [37] and our scheme use edit distance to
generate fuzzy keywords set, so the time cost of generating
fuzzy keywords set is the same. Since the length of each
keyword is different, the number of fuzzy keywords and the
time to generate the fuzzy keywords set are also different.
In addition, under the condition that the edit distance is
constant, the time overhead of generating the fuzzy keywords
set increases with the increase of the number of keywords.
Meanwhile, the time cost of the edit distance with 2 is larger
than the edit distance with 1.

After generating the fuzzy keywords set, we need to build
a secure index. On each fuzzy keyword, we encrypt the fuzzy
keyword 7y, (w; 1), generate label ¢(w; ;), and confuse index
vector E(w;). Therefore, the index generation time depends
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FIGURE 4. Index generation time.

on the number of keywords. As shown in Fig. 4, when the
number of documents is fixed at 3000 and the edit distance
is 1, the index generation time increases as the number of
keywords increases. In the index generation phase of scheme
[37], the time of nSKE needs to be calculated. However, in
the experimental analysis part, we do not consider the time
of file encryption and only compare the generation time of
index table between our paper and scheme [37]. Compared
with scheme [37], the time of computation of our index
table is more expensive, because the time cost of exponential
operation is longer than that of hash operation and pseudo-
random function.

2) SEARCH TOKEN GENERATION PHASE

When DU searches the documents that contain the misspelled
keyword w', our scheme needs to compute 7, = 7, (W) by
calling HMAC-SHA256 once in the search token generation
stage. In our experiment, we want to search for keyword
“fuzzy”, but we enter the misspelled keyword ‘“‘fazzy” to
test the search token generation time. As shown in Fig. 5,
the search token generation time does not change with the
increase of the number of the documents, and the average
test time is 77ms. In reference [37], one pseudo-random
permutation and one pseudo-random function need to be
calculated in the stage of generating the search token. In
the experiment, HMAC-SHA256 is called twice to complete
these calculations and the average generation time is about
150ms.

3) SEARCH PHASE

After receiving the search token T, the cloud server matches
the ciphertext of each fuzzy keyword in the index, then it
extracts the corresponding label ¢(w;,) and decrypts the
encrypted index vector E(w;). If v(w;)[j] = 1, the CSP adds
the encrypted document C; to the documents collection C,
that contains the searched keyword. Therefore, the search
complexity is O(ms). The number of keywords and fuzzy
keywords will affect search efficiency. Because the number
of fuzzy keywords depends on the number of keywords, the
search efficiency is related to the number of keywords. In
reference [37], the search process still includes three steps:
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comparing the search token and fuzzy keywords in the index,
extracting the corresponding index vector and verification
label, and then decrypting the index vector to obtain the doc-
uments containing the queried keyword. However, scheme
[37] requires the user and the cloud server to interact with
the search token, so the time is increased. As shown in Fig. 6,
with the number of keywords increases, the search time of
both schemes also increases.

4) VERIFICATION PHASE
In the verification process, we need to calculate 1 expo-
nential operation and 2 hash operations on each document
that contains the searched keyword. Therefore, as shown in
Fig. 7, with the number of returned documents increases,
the verification time also increases. In the verification stage,
scheme [37] needs an exclusive-or operation and a hash oper-
ation. The implementation of these operations is very fast,
so the verification time of scheme [37] will be lower than
that of our scheme, and the verification process of reference
[37] is completed by the user. Although the verification time
of our scheme is relatively high, the verification process is
completed by the smart contract, which will not increase the
calculation burden of the user, and can achieve fair payment
at the same time.

Based on the above analysis, the experiment test and the-
oretical performance analysis of the proposed scheme are
consistent. Compared with other schemes in terms of function
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and performance, the proposed scheme realizes the func-
tions of file update dynamically, search results verification,
fuzzy keyword search, and fair payment at the cost of less
performance loss. Although our scheme is not optimal in
performance, we extend the function of blockchain-based
searchable encryption scheme. Searchable encryption based
on blockchain is normally used to verify the logs of search
activities, so that unsolicited activities can be tracked and
the problem of mutual distrust between the cloud server
and the user can be solved. However, most of the existing
schemes focus on the exact keyword search. When the key-
word searched by the user is misspelled accidentally, the exact
keyword search cannot return the correct results. Therefore,
a fuzzy keyword searchable encryption based on blockchain,
that supports the dynamic storage mechanism and verifiabil-
ity of the results, is proposed, which greatly improves the
usability of the searchable encryption system.

5) COST OF SMART CONTRACT
In ethereum, the deployment and invocation of smart con-
tract require transaction cost. Gas is a special unit used in
ethereum. It measures the amount of work required to per-
form one or a set of operations. Each transaction or con-
tract operation on the ethereum platform needs to consume
a certain amount of gas. The more computing resources are
consumed, the more gas is consumed. The gas consumption
of smart contracts is shown in Table. 5. When experimenting,
the transaction price of ethereum is 1 ether = 199USD. Let
gas price is 1gasprice = 2x 10 ether. As shown in Table. 5,
the costs of deploying verification contract and updating
contract are 0.5192 USD and 0.5384 USD, respectively. The
addACC function is called by DO to add the accumulated
value to the contract. The addProof function is called by CSP
to add ciphertext documents and verification evidence. The
update function is called by DO to update accumulated value.
The costs of these three functions are 0.0122 USD, 0.0232
USD, and 0.0118 USD, respectively. The verify function is
called by DU to verify the correctness of search results and
achieve fair payment. Because each returned file needs to be
calculated, the computational cost of verification increases as
the number of returned files increase. Due to the limitation of
account balance, we only test the execution cost from 0.0655
USD to 0.4483 USD when the returned file is from 1 to 30.
According to the analysis, the above experimental results
show that the gas consumption of the smart contract is accept-
able to all participants. Using smart contract to verify the
correctness of search results returned by the CSP is feasible.

G. ACCURACY ANALYSIS

Exact keyword search requires that the keywords queried by
user are the same as those stored in the index, and then the
documents containing the queried keyword are returned accu-
rately. However, unlike exact keyword search, fuzzy keyword
search allows user to search for misspelled keyword, and then
returns all documents that are as relevant as possible to the
queried keyword. Therefore, there is an error between the
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TABLE 5. Cost of smart contract.

Function Number of Gas used Ether cost USD
returned files

deploy verfify - 1304753 | 0.002609506 | 0.5192
contract

deploy update - 1352873 | 0.002705746 | 0.5384
contract

addACC - 30865 0.000061730 | 0.0122

addProof - 58294 0.000116588 | 0.0232

1 164721 0.000329442 | 0.0655

5 318572 0.000637144 | 0.1267

15 495038 0.000990076 | 0.1970

verify 20 671346 0.001342692 | 0.2671

25 934915 0.001869830 | 0.3720

30 1126430 | 0.002252860 | 0.4483

update - 29865 0.000059730 | 0.0118

returned documents and the user’s input interest in the fuzzy
keyword search, which is caused by the fuzzy keywords set.
In our paper, the fuzzy keywords set is generated by using edit
distance. For example, when the keyword queried by the user
is “comput”, itis a misspelled keyword. In the fuzzy keyword
search, the system will return documents containing the key-
words “‘compute”, ‘“‘computer’ as relevant as possible. When
the keyword searched by the user is ““secure”, the system will
not only return documents containing the keyword “‘secure”,
but also return documents containing the keywords “secu-
rity”, “secret”, etc.. Because ‘“‘security” is included in the
fuzzy keywords set of “‘security” and “secret”. Therefore,
we need to consider the accuracy of the proposed fuzzy
keyword search scheme.

In order to evaluate the accuracy of our scheme, we refer
to the literatures [38], [45], [46], [49]-[52] and use two basic
evaluation criteria that most commonly used in the field of
fuzzy keyword search: Precision and Recall. The precision is
the ratio of the number of relevant documents in the search
results to the total number of documents in the results. The
recall is the ratio of the number of relevant documents in
the search results to the number of all relevant documents in
the documents collection. The precision rate indicates how
many of the retrieved documents exactly match the user’s
input interest. The recall rate indicates how many of all the
accurate items in the system have been retrieved. We define 7p
as the number of relevant documents in the search results, and
define fp as the number of irrelevant documents in the search
results. We let fn represent the number of relevant documents
in unreturned documents. Therefore, the Precision and Recall
rate can be calculated by the following formula respectively:

.. p
Precision =
p+Jp
1
Recall = P
p+fn

Fig. 8 shows the precision of our scheme. When the number
of returned documents is 100, 200, 300, 400, and 500, the
number of relevant documents in the search results is about
94, 171, 243,292, and 318, respectively. The precision rate is
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94%, 85.5%, 81%, 73%, and 63.6%, respectively. The preci-
sion represents the ratio of the number of related documents
in search results to the number of returned documents. We can
see from Fig. 8, when the number of documents in the search
results increases from 100 to 500, the precision rate decreases
from 94% to 63.6%. When the number of returned documents
is small, most of the returned documents are the most relevant
documents to the user’s search request, so the precision rate
is high. However, with the increase in the number of returned
documents, more and more unrelated documents are returned,
resulting in a downward trend in the precision rate of the
search results.

Fig. 9 shows the recall rate of our scheme. According to the
experiments, the number of all relevant documents in the doc-
uments collection is about 473. When the number of returned
documents is 100, 200, 300, 400, and 500, the number of rele-
vant documents in the search results is 94, 171, 243, 292, and
318, the recall rate is 19.8%, 36.1%, 51.3%, 61.7%, 67.2%,
respectively. As the number of returned documents increases,
the recall rate is on the rise. Because the recall rate represents
the proportion of the number of relevant documents in the
search results to all relevant documents in the documents
collection, when the number of returned documents is small,
the proportion of relevant documents in the search results
to all relevant documents in the document collection is low,
resulting in a low recall rate. When the number of documents
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in the search results is 100, the recall rate is about 19.8%.
With the increase in the number of returned documents, more
and more relevant documents are gradually searched, and the
recall rate of the scheme will gradually increase. When the
number of returned documents reaches 500, the recall rate of
the scheme reaches 67.2%.

The keyword that users want to search may be mismatched
to some form approximation keywords, but actually, they are
not the keyword that users really want to query. For example,
the keyword ‘“‘compute” inputted by the user matches the
keywords such as “complex” or “‘compact”, but these two
words are not consistent with the query intention of the users
obviously. As our scheme is a fuzzy keyword searchable
encryption scheme, matching these words with a similar form
exactly reflects the fuzzy-search function of our scheme.

VI. CONCLUSION

In this paper, a dynamic and verifiable fuzzy keyword search-
able encryption scheme based on blockchain is proposed. It
solves the problem that the cloud server is semi-trusted and
the blockchain-based searchable encryption only supports
accurate keyword query. Combining blockchain technology
with RSA dynamic accumulator, it allows the data owner to
update document dynamically, and uses a smart contract to
verify search results. The proposed scheme achieves service-
payment fairness between the user and the cloud server,
which enables the server and the user to search honestly
and get correct retrieval results. In order to achieve the
fuzzy keyword search, it generates the fuzzy keywords set
by using edit distance. The cloud server can directly decrypt
the corresponding encrypted index through searched fuzzy
keyword, which simplifies the search process. Security anal-
ysis shows that the scheme can effectively achieve privacy
protection and ciphertext retrieval. Performance analysis and
experimental results show that the scheme is feasible in the
process of fuzzy keyword searchable encryption. In a word,
the scheme has functions such as update files dynamically,
search results verification, fuzzy keyword search, and fair
payment. In the future, we will design an effective symmetric

109704

searchable encryption scheme by obfuscating (document
identifier, search token) inclusion/exclusion relationship and
hiding the frequency of the search token to resist passive
attack.
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