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ABSTRACT This paper studies the secrecy performance of an intelligent reflecting surface (IRS)-aided
indoor wireless communication where the IRS is capable of adjusting the direction and phase shift of
reflected signal on its surface and assists a source to communicate with an authenticated user in the presence
of several unauthenticated users, which can be potential eavesdroppers. The goal of this paper is to design a
tile-allocation-and-phase-shift-adjustment (TAaPSA) strategy for the IRS to optimize the average secrecy
rate (ASR); moreover, the respective secrecy outage probability (SOP) for this TAaPSA is evaluated.
To achieve this goal, the ray model and the Rice distribution are adopted to describe the propagation of
the IRS’s reflected signals and the fading process, respectively. Closed-form analytical expressions for the
ASR and the SOP are derived. Using these analytical results, a genetic algorithm (GA) is utilized to find an
optimal TAaPSA strategy for the IRS. The accuracy of the analytical results and the improvement in ASR
using GA-based TAaPSA strategy are verified by simulation results.

INDEX TERMS Physical layer security, intelligent reflecting surface, average secrecy rate, secrecy outage

probability, genetic algorithm.

I. INTRODUCTION

The broadcast nature of wireless signals makes it easy
to be attacked by eavesdroppers; especially with the fast-
growing number of wireless devices, security in wireless
communication has become a critical issue. Over the past
decade, the physical layer security (PLS) approach which
defines the perfect secrecy rate as the difference in capacities
between legitimate and illegitimate users [1] has commonly
adopted to evaluate the secrecy performance in recent stud-
ies. To enlarge the perfect secrecy rate, current techniques
focus on improving the quality of authenticated links and/or
to degrade potential wiretap links. In particular, the works
of [2] and [3] employed jamming signal to prevent untrusted
nodes of overhearing the confidential information. The work
of [4] combined both the jamming signal and a relay-selection
method to rise the security advantage from both user’s and
eavesdropper’s sides where a relay that assists the commu-
nication at the highest perfect secrecy rate was selected to
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forward the confidential information. The works of [5]
and [6] applied the maximal ratio combining (MRT) tech-
nique at multiple-antenna systems to exploit the spatial diver-
sity at desired users, thus achieving a higher security capacity.
In [7], the effectiveness of different diversity combining tech-
niques, e.g., maximal ratio transmission (MRC) and selection
combining (SC), on enhancing the secure communication for
multiple-antenna relaying systems was investigated. Gener-
ally, the conventional approaches in PLS assumed that the
wireless environment is uncontrollable and the enhancement
in secrecy performance is achieved using more complex
device’s hardware and protocols.

To further improve the performance of wireless network,
intelligent reflecting surfaces (IRSs) which open a concept of
the programmable wireless environment have gained much
intention from the research community. The IRS consists of
a large number of low-cost reflecting tiles (RTs), each is
made up of two main components, a meta-atom array which
is periodically-repeated conductive structures with engi-
neered electromagnetic (EM) properties and tunable switches
which can change the structures of the meta-atom array [8].
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By programming the states of these tunable switches, the IRS
can adjust the EM behavior on its surface tailored to the
demand of wireless network. The IRS shows its remark-
able ability of mitigating the effect of the multi-path fading,
which is an inherent attribute of conventional wireless sys-
tems, hence archiving a significant improvement in received
power and latency [9], [10]. Furthermore, the IRS can realize
some signal-processing techniques at the EM level which
requires simpler manipulations and less complex hardware
than the digital domain, such as, IRS-based modulation, IRS-
based encoding, and multi-stream transmission [11]. The
IRS is also considered as a potential technique to boost
the performance of various wireless network. For example,
the IRS can be employed in a wireless power transfer (WPT)
network to focus the ambient redundant EM energy to
harvesters [12] instead of absorbing it for co-interference
elimination. In cooperative networks, the IRS can act as
a relay to forward information without transmit RF chains
and additional thermal noise added during reflections [13].
Moreover, it is possible to use the IRSs as large scale anten-
nas to enable virtual massive multiple-input-multiple-output
(MIMO) communications [14]. These impressive capabilities
make the IRS become a promising technology to enhance
performance as well as to achieve the high spectrum and
energy efficiency for future networks.

Since the IRS has the ability to control the wireless envi-
ronment, it has become an extremely effective supplement for
the PLS technology. Recently, there are some works investi-
gating the secure capability of IRS-aided wireless systems.
The work of [15] studied the problem of secure communi-
cation via an IRS where the beamformer of a multi-antenna
transmitter and phase shift coefficient of the IRS were jointly
optimized using alternating optimization (AO) algorithms
for the purpose of maximizing the secrecy rate of a single-
antenna network including a legitimate receiver and an eaves-
dropper. The results of [15] pointed out that enlarging the size
of the IRS is more efficient than increasing the number of
transmit antennas in enhancing secrecy rate and energy effi-
ciency. The extension of [15] to the case of existing the direct
links between the transmitter and the receivers was studied
in [16]. The work of [17] considered a similar model of [15]
but for the MIMO scenario where transceivers are multi-
antenna devices. To maximize the secrecy rate, an approxi-
mated AO algorithm consisting a numerical algorithm and a
minorization-maximization algorithm was designed to jointly
optimize the transmit covariance of the transmit signal block
and the phase shifts of the IRS. This proposed algorithm
was compared with and showed superiority in achieving a
higher secrecy rate over other benchmark schemes, i.e., zero
phase shift and random phase shift. The work of [18] inves-
tigated a more general IRS-assisted secure communication
model where a multi-antenna transmitter with the help of
an IRS severed the communication of a single-antenna net-
work consisting of multiple legitimate receivers and eaves-
droppers. Moreover, this work proposed two AO algorithms
for solving the secrecy rate maximization problem of both
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continuous- and discrete-reflecting coefficients, respectively.
The works of [19] studied the advantage of using jamming
signals to boost the secrecy performance of an IRS-aided
secure communication in the presence of multiple eaves-
droppers. The superior results obtained with the help of the
jamming signals indicated the effectiveness of the jamming
signals when dealing with a multiple-eavesdropper scenario.
The work of [20] examined indoor communication and pro-
posed using the IRSs coated on walls to set up private secure
physical links between a transmitter and legitimate users or
jamming links to eavesdroppers, hence, efficiently prevent-
ing the eavesdroppers from receiving the wireless signal or
degrading the received power at the eavesdroppers. To opti-
mize the operation of the IRSs, such as steering and absorbing
parameters, a genetic algorithm (GA) was utilized.

In this paper, we study the secrecy performance of an
IRS-aided indoor wireless communication via two important
secrecy metrics, i.e., secrecy outage probability (SOP) and
average secrecy rate (ASR). This system consists of a source,
an authenticated user and several unauthenticated users that
can be potential eavesdroppers (PEs); in addition, wireless
channels between them include both line-of-sight (LoS) and
non-LOS links. The IRS is attached to a wall and assists the
secure communication between the source and the authenti-
cated user. Specifically, the IRS provides reflected links that
are utilized for enhancing or degrading the channel quality of
each receiver by altering the reflecting coefficient of each RT.
This process is managed by a programmable controller. The
contributions of this paper are summarized as follows.

« We propose a tile-allocation-and-phase-shift-adjustment
(TAaPSA) strategy for the IRS which aims to boost the
average secrecy performance of an IRS-aided indoor
wireless communication system. By evaluating the aver-
age secrecy performance, our proposed TAaPSA signif-
icantly reduces computation for the IRS’s configuration
caused by channel variation thus reducing the energy
consumption at the IRS.

« We use the ray model to describe the signal propaga-
tion on the IRS, then the channel between the source
and each receiver is modeled as a combination of LoS
link, reflected links and NLoS link, hence, its amplitude
obeys the Rice distribution. We use the multinomial
theorem to formulate the cumulative distribution func-
tion (CDF) of the strongest overhearing channel gain;
then, we derive the closed-form analytical expressions
for the SOP and the ASR.

o Using the analytical results, we find the optimal solu-
tion for the IRS’s TAaPSA strategy, which indicates
the reasonable number of RTs serving for each receiver
in constraint of the total RTs and the best phase shift
for each RT. This optimal strategy involves manipulat-
ing the complex mathematical equations over a large
variable space, a mixed discrete-continuous domain,
and non-independent relationships of variables; hence,
a GA is applied to efficiently solve this problem. More-
over, we extend our investigation to practical IRS cases,
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FIGURE 1. The system model.

i.e., discrete-phase-shift (DPS) and phase-dependent-
amplitude-variation, to evaluate the secrecy perfor-
mance loss.

o The accuracy of analytical results and the effectiveness
of GA are verified by simulation results. These results
provide insights into the system designs. Specifically,
the phase shifts of RT's assisting the authenticated user’s
communication tend to enhance the channel quality
while that of remaining RTs tend to degrade the PE’s
channel quality. When the number of the PEs is suffi-
ciently large as compared to the number of RTs, the IRS
prioritizes enhancing the authenticated user’s channel
quality; in contrast, it uses several RTs to degrade the
PE’s channel quality and uses the rest RTs supports the
authenticated user’s communication.

The rest of this paper is organized as follows. The system
model and channel model are described in Section II. The
analytical results for the SOP and ASR, and the GA-based
TAaPSA strategy are presented in Section III. Simulation
results and discussions are presented in Section IV. Finally,
the conclusion is presented in Section V. Appendices A,
V and V present the proofs of the Propositions.

Notation: Ei(-) is the exponential integral function [21,
Eq (8.211.1)]; y(a,x) and T'(x,x) are the lower and
upper incomplete gamma functions [21, Eq (8.350.1) and
(8.350.2)], respectively; | - | is the modulus of a complex
number; CN (0, croz) is a complex Gaussian distribution with
zero mean and variance 002; Ip(-) is s the O-th order mod-
ified Bessel function of the first kind [21, Eq (8.431.1)];
E{X} is the expectation of a random variable (RV) X; and
[X]" = max{X, 0}.

Il. SYSTEM MODEL AND CHANNEL MODEL

We study the secure communication of an indoor communi-
cation system as illustrated in Fig. 1 where a transmitter S
wants to send information to an authenticated user U in the
presence of M unauthenticated users (we use E to denote the
unauthenticated network) that can be PEs. An IRS including
L RTs R;,l = 1,...,L, is employed to assist the secure
communication of U. We use the ray model to describe the
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signal propagation on the IRS [10], [20], and assume that the
IRS can adjust both direction and phase shift of the reflected
wave. Let consider the communication between S and an
user D. D can be U or one of PEs, E,,,m = 1,...,M.
The IRS uses a set of NRTs Np = {Ry,...,Ry},N < L,
to reflect the signal of S to D. When § broadcasts a signal x(¢)
with power E{|x(¢)|?} = Ps, the received signal at D consists
of the signals that propagate through the LoS link denoted by
hgﬁ, fading channel denote by hDad and reflecting links' of

Np denoted by hzg . Using the free-space path loss (FSPL)

LoS Re!
model, he and & . _ are respectively expressed as
SD SR,D p y exp

1

LoS ro . pd
hSD = 47TdSDe J(pSDy (1)
. pd
Ref _ )&O ¢A e_](psfan’ (2)
SR,,D 47Tdsﬁ D Ry
where dgy = dgp + dj |y is the propagation distance

Ref .
of hSﬁ,,D; dsp, dsﬁ,, and dli,,s are the distances of S — D,

S — R, and I}n — D links, respectively; goIS)dD =

2fodg , ,
gogg b= ZROSRaD are the phase shifts caused by propagation

distances dsp and dg; 1, respectively; fo is the center fre-
quency of the transmitted signal; Ag = J% is the wavelength;

27fodsp 04
C

c is the speed of light; ¢ﬁn = aﬁnei(pﬁn is the reflecting

coefficient of IA?,L with the reflection amplitude ap <1 and

phase shift gg . Let (plsic = ¢, *+ (pgg b~ (png denote

the signal-combining phnase shift (SCPS) 'which represents
the difference in phase between the reflected signal from R,
and the LoS signal. The use of ¢ makes analytical and
simulation results become simpler. Additionally, the fading
channel is modeled as h;id) ~ CN (0, 202,,). The total effect

'We consider the reflected signal of R; as the first signal traveling on the
S — R; — D path [24]. The influence of the multiple-reflection signals
reflected by the IRS and walls, which causes differences in attenuation, delay
and phase shift at the receivers, can be counted in the fading channel.
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of the channel between S and D is expressed as

LoS Ref
+hey + Y hag p- 3

hsp = hgp
—— n
R,eNp

scattered component

dominant components

From (1) and (2), it is seen that the dominant components in
(3) is a deterministic process; hence, hgp is a Rice distributed
random variable hsp ~ R(S2sp, Ksp) with a scale parameter
Qsp and a shape parameter Ksp [22]. To determine the values
of Qgp and Ksp, we need to calculate the strength of the
dominant components w%D,dom in (3). Using (1) and (2),
wgD’dom is calculated as

2 2
%) 1 2
wéD,dom = <E> ((ds + Mpm]) + (/’Lrej) ) )]

ap cos((,o}%C )
where pproj = 3 R and frej D Ref
dX dRs
) neNp  “SRuD neNp SR;D
are obtained by considering the vector projection and vector

rejection of each reflected signal vector onto and from the
LoS signal vector, respectively. Then Qgsp and Ksp are cal-
culated as follows [23].

. sin(gsC
g, (¢}, )

Qsp = wéD,dom + 2Glgad’ (5)
2
@sp d
Ksp = ———+, (6)
20, OFad

The equation (4) shows that Qgp can be adjusted by
altering the reflecting coefficients of the RTs and the signal
strength at D is maximized when the SCPS of R, is set to

= 0, thus the real phase shift of R, is PR, = ‘deD (psg .
On the other hand, the signal strength at D is minimized when
the sum vector of all reflected signal vectors at D becomes the
opposite vector of the LoS signal vector. For our considered
system, it is impossible to simultaneously achieve both goals
of maximizing the signal strength at U and minimizing the
signal strengths at PEs. In the next sections, we study the
SOP and ASR of the considered system. Then, a GA-based
TAaPSA strategy is designed to optimize the number of RTs
allocated to each receiver and the phase shift of each RT.

IIl. SECRECY PERFORMANCE ANALYSIS

A. SIGNAL TRANSMISSION AND

DISTRIBUTION FUNCTIONS

In this section, we investigate the secrecy performance of
the considered system via two important secrecy metrics,
i.e., the SOP and ASR, using the channel model presented
in Section II. According to [23], the probability density func-
tion (PDF) of |hsp|? and its series representation (using the
relationship in [21, Eq (8.445)]) are respectively given by

Fingop (@) = uspe KsPeHs0r ] (2 KSDMsDx) ., (D

o k
K
= pspe KSPe DX E (Kspiusp)” sg:f)iD) Xk ®)
k=0 '
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Since we consider a multiple-PE scenario, the instanta-
neous secrecy rate for each communication time slot depends
on the instantaneous achievable rates of U and the best
PE. In addition, the signals undergo Rice channels. This
leads the complexity of the calculations of the SOP and the
ASC. To simplify the calculation steps for the SOP and the
ASC, the CDF of |hsp|? is presented in two different forms,
ie., F&® hsp ,(x) and F \(:s)DIZ(x)’ and each formula is appropri-
ately useci to derive a necessary mathematical expression.

Proposition 1: The CDF of a RV |hsp|* can be expressed
as one of the follows

F(a) e = e~ (KspFuspr) Z .Ag'll)x””, 9
pn=1
oo
(b) ¢~ (Ksp+1ispx) SD _.py
Fi) o) =1- ZBpnx . (10)
pn=1

where Agrl? and B;y]? are given by

Pn Pn— KPW
AS,],) _ SD Z SD (11)
pu—O
n n—1 W
BP = “é? Ksp —pZ Kip? . (12)
Pn o0 Pw:
Proof: See Appendix A. |

Next, we study the instantaneous secrecy rate of the con-
sidered system. Since S broadcasts x(¢), the received signal
at D is yp(t) = hspx(t) + np(t) where np(t) ~ CN(0, Ny)
is the additive white Gaussian noise (AWGN) at the antenna
of D; hence the instantaneous achievable rate (AR) of D is
expressed as

Cp = log, (1+ wlhspl?) (13)

where yp = %.
In the presence of the multiple PEs, the instantaneous over-
hearing rate (OR) of E, Cg, is determined as the highest value

among M instantaneous ORs measured at E,,, m = 1, ..., M.
Therefore, Cg is calculated as
CE = max {CEm}
1<m<M
= log, <1 +yp max {|hSEm|2D, (14)
1<m<M

where hgg,, is the channel coefficient between S and Ej,.

To calculate Cg, the CDF of the largest order statistic of M
independent non-identically distributed (i.n.i.d) RVs in (14)
need to be studied. Similarly, we present it in two different
forms as in Proposition 2.

Proposition 2: Let Y £ max {|h5Em|2} be the largest
1<m<M

order statistic of M i.n.i.d RV_s |h3Em|2, m=1,...,M, the
CDF of Y can be expressed as one of the follows
o
F;a)(x) — o~ (Kse+tiusex) Z Cp, X", (15)
pn=0
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Lom_
Q¥ -1
F(b)(x)—l—i— Z ( l)M —(KSE‘HJ«SEX) Z D )Cp” (16)
Ly Pn=0

where L, = [61 ,.. 6”] 1

of M bits 8% € {0,1},1 < m < M, satisfying the M-bit

. .SEV]] = dec2bin(v) (where dec2bin(-)

is a decimal-to-binary conversion function). L, is used to
M

IA

v < M — 1), is a set
binary series [81[‘)’[]

expand the product of a sums into sum of products as || (1+
m=1
ﬁ(zM n M
gn) =14+ > ]_[ (gm)‘s'" Cp, and D, are coefficients

L=1
of xPr for equattons (]5) and (16), respectively, which are
calculated as

All

Co= . ]‘[ AP 17
(Zm—l l —pn) m=1
All

= D H(BSE); (18)

(Zm:l ‘S lm_Pn) m=1

All
the notation >

(Z%:l Bm=pn)
non-overlapping sets {B1, . . ., Bu } including M non-negative

integers B, 1 < m < M, and satisfying Z%:l Bm = Pn;
and the other parameters are defined as follows:

denotes for the sum of all possible

M A

Kse = ) Ksg,, usg = Z KSE,» M = Z%:l 5r[rf]’
m—l

Ksg = Z S[V]KSEm and [isg = Zm:l Sg]MSEm-

Proof: See Appendix B. O
According to [25], the instantaneous achievable secrecy
rate is expressed as

Csec = [Cu — CE]+ s (19)
where Cy = log, (1 +yX),Ce = log, (1 4+ pY) and

X £ |hgy|? is the channel gain of the § — U link.

B. SECRECY OUTAGE PROBABILITY (SOP)
For a given target secrecy rate R%, the SOP is the probability

sec?
that Cg. is lower than this target rate. Using (19), the SOP of
the considered system is calculated as

SOP = Pr(Csec < Rir.) =Pr(Cy — Ce < R%)

sec

1 —2R& 4+ X

Prl ————— <Y
< 2Rsec ‘}/O

1 1 — 2R 1 — 2R
1-Pr(y<———+x), —— <x
2R Y0 70
o 2R — 1 x
1— /0 folx+ o (2&%2 ) dx. (20)
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Proposition 3: The SOP of the considered system is
expressed as follows.

a k
SOP =1 — MSUe—KSU—?TU(zRg%E—l)—KSE i (KSU/’LSU)

k=0 (k1y?
Rt k—i o0
seC — 1 Cpn

SO T

pn:()

i—pp—1

. ISE
X (i + pp)! (uAB + SR ) . 21)
Proof: See Appendix C-A. ]

C. THE AVERAGE SECRECY RATE (ASR)

The ASR is the expected value of Cg. that refers to the
average amount of data sent to U securely. Using (19) the
ASR is calculated as

ASR = E{Cyc} = E{[Cu — Cg]"}

> [Cu — Cgl™, (22b)

where Cy = E{Cy} and Cg = RE{Cg}). The inequal-
ity in (22b) is obtained using the fact E{max{a,b}} >
max{E{a}, E{b}} [3]. The value of Cyf; is calculated using

the CDF of {X,Y}, respectively. Using the integration by
parts, we have

(22a)

/0 In (1 + yox) fix, v (x)dx

X
m2Jo 1+x (“F{X,Y} <%>)d)ﬂ (23)

Proposition 4: The analytical expressions for Cy and Cg
are respectively given by

Cuz = n(2)

BSU _kgy

- e . Hsy BSU -
Ciij=—"—— — — Pn
V= ( ) Z Y(—70)
ZBSU <) (k — 1) F( @)
pn_l ( yo)pn I'LIS{U 7/0
(24)
Lom
M 1) M+1 KSE o]
_ (—1)i+en
Ce= Z Z Pn
3 In (2) o
—Ei (— &) (=)
Pn A~
(k = 1) . (25
£t ()
(—yo)Pn=k ik, Y0
Proof: See Appendix C-B and Appendix C-C. (|

D. GENETIC ALGORITHM-BASED IRS
TILE-ALLOCATION-AND-PHASE-SHIFT-ADJUSTMENT
(TAaPSA) STRATEGY

The obtained analytical results for the SOP and the ASR allow
us to access the secrecy performance for any given IRS’s
TAaPSA strategy. In this section, we study the optimal solu-
tion for the TAaPSA for achieving the optimal ASR (OASR).
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This optimal TAaPSA includes the labels, which represent the
tile-allocation strategy, and the phase shifts of all RTs. Due
to the complexity of (24) and (25), it is difficult to obtain this
optimal solution using a mathematical approach. In addition,
our problem involves a large variable space, a mixed domain
(a discrete domain for the labels and a continuous domain for
the phase shifts) and a non-independent relationship between
the label and the SCPS of each RT. For that reason, we design
a GA, which can efficiently solve such problems, to find the
optimal solution for the TAaPSA. Moreover, the GA can per-
form parallel computing [26]; hence, it is possible to reduce
the computational time of calculating complex equations,
such as (24) and (25), for all individuals in the population
of our GA. Then, we evaluate the respective SOP for this
optimal TAaPSA. Due to the hardware limitation, the con-
tinuous phase shifts at the RTs are practically difficult to
implement [27]; hence, our GA is designed for both discrete
and continuous phase-shift cases.

In our GA, the chromosomes obey the structure Chr =
lot,...,oL, I, ..., Il where gy and I; € {1,...,M + 1}
are the values of phase shifts and labels of the /-th RT of
IRS, I = 1,..., L. For continuous phase-shift case, ¢; €
[@1ow» @up) Where @iow and @y, are the lower and upper limits
for phase shift of the IRS; for discrete phase-shift (DPS) case,
peF2i6,..., 0o} where F is a set including Q possible
phase shifts 6,, g = 1,...,0. If [} = m,m € {1,...,M},
the /-th RT is allocated to E,,; and if I;, = (M + 1), the
I-th RT is allocated to U. The values of ¢; and /; are randomly
selected within their ranges in the initialization step. Since we
focus on maximizing the ASR, the fitness function for Chr is
given by

fiimess(Chr) = ASR| _ =[Cy—Ce]"|_.  (26)

The procedure of the GA-based TAaPSA is described as

follows:

« Step 1: Get the necessary parameters for evaluating (24)
and (25) except for the parameters of the TAaPSS (i.e.,
labels and phase shifts); set the iteration counter count =
0 and the maximum number of iteration max_iter.

o Step 2: Randomly generate a population Py, =
{Chry, ..., Chrpg} consisting of 2K chromosomes
within their ranges.

o Step 3: Evaluate the fitness value of each chromosome
using (26); rank the chromosomes using on their fitness
values; and save the best chromosome Chrpeg;.

o Step 4: Perform uniform crossover using Algorithm 1
with crossover probability p, to produce the next popula-
tion Peoynt+1. Next, perform mutation for Pegynr4-1 using
Algorithm 2 with mutation probability p,,. Then, replace
a random chromosome in P41 by Chrpeg.

o Step 5: Increase count (i.e., count+-+); repeat Steps
3 and 4 if count does not exceed max_iter otherwise
return the current population and its fitness values.

In the crossover operator, the extended intermediate

recombination is used to produce the continuous phase-
shift values of the offspring to enhance the accuracy of
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Algorithm 1 Crossover
Input: Crossover probability (p.), population (IP), popula-
tion size (2K),
number of RTs (L), bounds of phase shift (@iow, @up)s
discrete phase
shift flag (disphase), scale factor (—0.25 < ¢ < 0.25).
Ouput: 2K chromosomes after the crossover operation
1 randomly arrange 2K chromosomes in P.
2fork =1to K do
3 select (2k —1)™ and 2k™ chromosomes, i.e., x and y, in

P;
4 for/=1toL do
5 if rand() < p. then
6 swap x(L+ 1) and y(L+1);
7
8

% Perform crossover for each RT

% Swap labels
if disphase == 1 then
swap x(!) and y(I); % Swap discrete phase
shifts
9 else % Extended intermediate
recombination for continuous
phase shifts
10 Kk < (1+2¢&)rand()—e; % Kk ~ U(—¢, 14+¢)
11 x < x();
12 y < y;
13 x() < y+x@x—73);
14 ) <~ 3+ k@ —2X);
15 check and reset out-of-bound values;
16 end if
17 end if
18 end for
19 end for
20 return P

the GA [28]. The function rand() returns an uniform dis-
tributed random number in the interval (0,1) and the function
randi([m, n]) returns an uniform distributed random integer
in a range [m, n]. In Step 4, the best chromosome Chrypeg iS
placed in the next population to ensure the improvement in
ASR after each iteration. Moreover, the optimal ASR is finite;
hence, our GA is guaranteed to converge.

IV. SIMULATION RESULTS AND DISCUSSIONS

In this section, we present numerical results to validate the
analytical expressions and the effectiveness of GA presented
in Section III. The infinite upper limits of summations in the
expressions of the SOP and the ASR are approximated by
Nmax. Unless otherwise specified, the simulation setup for
the coordinates (in meters) is illustrated in Fig. 2 and the
parameters for simulation results are presented in Table 1.
In Fig. 2, a point C is the center point of the IRS and
points Eq, E>, E3 and E4 are four PEs. To study the effect of
different number of PEs, i.e., M = 1, ..., 4, on the secrecy
performance, let &y be a set consisting of M PE’s locations.
Emis setas: & = {E1}, & = {E1, Ep}, & = {E1, E, E3}
and 54 = {E] , Ez, E3, E4}.
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Algorithm 2 Mutation
Input: Mutation probability (p,;), population (IP), popula-
tion size (2K),
number of RTs (L), bounds of phase shift (@iow, @up)s
number of PEs
(M), discrete phase shift flag (disphase).
Ouput: 2K chromosomes after the mutation operation.
1fork =1to2K do
2 select k™ chromosome, i.e., x, in P.
3 for/=1toLdo % Perform mutation for each

RT
4 if rand()<p,, then
5 x(L4+1) <randi([1, M+1]); % Change labels
6 if disphase == 1 then
7 randomly select a phase shift in F for x(/);
8 else
9 randomly select a phase shift in [@iow, @up) for
x(1);
10 end if
11 end if
12 end for
13 end for
14 return P
Z (meters) Coordinate setup:
S(0,43.5) E,(6,4.0.8)
s The IRS cis,o,s) ) EZ$6,6,0,8)
> U(14,6,0.8) E4(6,2,0.8
/ 3 E4(12,6,0.2§)
s
Room o oo | L 14| X (meters)
El? v E, U '
4 Ez, ' ® O
6 i
¢ Source @ un-auth. user
Y (meters) O auth. user ® IRS’s center

FIGURE 2. Simulation setup.

TABLE 1. Parameters for simulation results.

{fo, Ao, R}

{6 GHz, 0.05m, 1 bits/sec/Hz}

{PS7 O-lgz:u:l’ NO}

{30, 19, -45}dBm

IRS’s size (Iirs X lrs)

10X\g x 10Ag = 0.5x0.5 (meter?)

Number of RTs

2(rows) X 5(columns)

Room: width xlength xheight

16 x 8 x 3.5 (meter®)

{Nmax, 2K, max_iter, e}

{80, 400, 300, 0.25}

{pe, pm}

{0.9,0.1}

{O‘Rnu Plow s Pup, Oq, Q}

1
{1,0, 2T, 27r%,4}

Fig. 3 shows the SOP versus the target secrecy rate R%. and

sec

the ASR versus the source transmit power Ps. Generally, it is

seen that the SOP and the
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ASR are displayed as increasing

1 N —R
0.91
>
0.8
0.7
Without IRS
o 0.6 h
% 05 1L With IRS 1
= 3
& 0.4 1
03 r o
*
021 o
X Sim: M=4
0.1} Analytical results
0® & 2at &8 & 1 . .
0 0.5 1 1.5 2 25 3
R
(@)
4
Q- Sim: M=1
- Sim: M=2
85 - Sim: M=3 B
- Sim: M =4 ) 3
3 Analytical results 73
25
[a=t
»n
< 2
2 With IRS
=
15
1 Without IRS
0.5 \
o o [0)
P Y- ~ et R Bt
10 15 20 25 30
Pgs (dBm)
(b)

FIGURE 3. The effects of using IRS to improve (a) the SOP and (b) the ASR.

functions of R and Ps, respectively, and the increase in the

number of the PEs causes a higher security risk. Since we
consider the worst case of secure communication where U is
far from S and the PEs are close to S, the secrecy performance
is very low in the non-IRS case. For instance, the SOP is
around 0.7 when R = 0 bits/sec/Hz and grows rapidly
when R increases; and the ASR is around 0.1 bits/sec/Hz
when Ps = 30 dBm. With the help of the IRS, the secrecy
performance is significantly improved. As shown that the
SOP is very small even R = 1.5 bits/sec/Hz whereas
it approximates one for the non-IRS case. The simulation
results of the SOP match well with the analytical results. For
the ASR results, the approximation in (22b)) requires and
sufficient high ASR to guarantee the equality. Therefore, for
the non-IRS case, the analytical results seem inaccuracy due
to very low ASR (around 0.2 bits/sec/Hz as shown in Fig. 3b);
but for the contrary case, they agree well with the analytical
results.

Fig. 4 shows the trends of the tile allocations and the
SCPSs in range [—0.57, 1.57), golsfl,l = 1...,L, of
the best chromosome Chrpes; on each GA iteration. The
IRS’s phase shifts, ¢g,, are obtained using the formula
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Case: &(M =1)

[ N.o. RTs for E;
[ IN.o. RTsfor U

50 100 150 200
n-th iteration

Case: &(M =2)

10
[ N.o. RTs for E;
[ N.o. RTs for E,
5 [ IN.o. RTs for U

Number of (N.o.) RTs allocated to PEs and U

50 100 150 200
n-th iteration

(a)
= 1)
= imimimimimimimemamemimesamad
=}
w0
%
g ——— RTs for PEs
[ah RTs for U
el
g 0 50 100 150 200 250 300
‘g n-th iteration
f) pase: 52‘(M = 2)‘
=
] e ettt e e e e
.20
n
(]
=
H
5 . . .
0 50 100 150 200 250 300
n-th iteration
()

Case: &(M =3)
10
[ N.o. RTs for E,
[ N.o. RTs for E,
[C""IN.o. RTs for E3
5 [ IN.o. RTs for U

100 200 300 400 500 600 700 800
n-th iteration

Case: £,(M =4)

[ N.o. RTs for E;
I N.o. RTs for E,
["""IN.o. RTs for Ej
I N.o. RTs for E,
[ IN.o. RTsfor U

107

0 50 100 150 200
n-th iteration

Case: E(M = 3)
5 w \ :
O 1
-5 L L n
0 200 400 600 800
n-th iteration
5 Case: &4(M =4)

0 = s
5 . . n n
0 50 100 150 200 250 300

n-th iteration

FIGURE 4. The optimal TAaPSA obtained using GA: (a) the numbers of the RTs allocated to PEs and user, and (b) the SCPS.

ot
wn
< [ e B
o
Q
=
I
o
J *--- Sim: M=2
1 - Sim: M=3 ]
i x--- Sim: M=4
Analytical results

0
500 600 , 700 800 | .

0 50 100 150 200 250 300
n-th iteration

(a)

FIGURE 5. The results of (a) The OASR and (b) the SOP over iterations.

R, = ¥ - (pnglD + <p§]d) where the phase shifts
caused by the propagation distances ¢§dR,D and (png are

constants. There are two optimal trends for the TAaPSA, i.e.,

VOLUME 8, 2020

< 107 O  Sim: M=1
E *  Sim: M=2

8 O Sim: M=3
102 x  Sim: M=4
Analytical results

10°

The SOP

0 50 100 150 200 250 300
n-th iteration

(b)

Trend 1 and Trend 2, as described in Table 2. The SCPSs
in Fig. 4b tend to zero and 7 for RTs serving U and PE,
respectively. This means that the signal quality is improved
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FIGURE 6. The effects of the IRS’s location on (a) the OASR (b) the SOP and (c) the TAaPSS.

TABLE 2. Descriptions for Trend 1 and Trend 2.

Trend 1 Trend 2

Methods | Improve the ASR by | Improve the ASR via en-
simultaneously enhancing | hancing the AR of U only.
the AR of U and degrading
the OR at each PE.

PEs Each PE is interfered by | No RT is allocated to PEs.
some RTs.

User The remain RTs assist the | All RTs assist the commu-
communication of U. nication of U.

at U and is degraded at the PE. The numbers of the RTs and
PEs affect the optimal trend of the TAaPSA. Because of the
logarithm function, the AR improves more slowly when more
RTs are allocated to U; hence, the IRS does not need to use
all RTs to assist the communication of U when M is small as
compare to L. In particular, two RTs and one RT are allocated
to each PE in the case of M = 1 and M = 2, respectively.
When M is sufficient large as compare to L, the IRS must use
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a large number of RTs to disturb the overhearing of the PEs
if it chooses Trend 1. This leads to the low AR of U and the
system cannot reach the OASR. Therefore, the IRS chooses
Trend 2 to achieve the OASR by boosting the AR of U only.
For instance, it is seen in Fig. 4a that the IRS use Trend 1 and
Trend 2 for the cases M < 3 and M > 3, respectively. The
optimal chromosome converges after around 200 iterations;
however, for the case M = 3, it takes a greater number of
iterations to converge due to the difference in ASR between
two optimal trends is very small (as shown in Fig. 5a).

Fig. 5 shows the OASR and the corresponding SOP
obtained on each GA iteration. The OASR significantly
increases during the first 150 iterations, then it improves
slowly. Although the OASR seems to converge after the
250-th iteration, the TAaPSA needs more iterations to select
the optimal trend, i.e., Trend 1 and Trend 2. This is clearly
shown in the case of M = 3 that the OASR at the 250-th
iteration is closed to the highest ASR, but the TAaPSA strat-
egy switches to Trend 2 from the 620-th iteration. With a
fixed target secrecy rate, the SOP generally improves as n
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FIGURE 7. (a) The OASRs of the DPSFA and DPDAV cases and (b) the SCPS of the DPDAV case over iterations.

increases due to the enhancement in OASR. On the other
hand, the converged values for the SOPs are different. Since
the SOP depends on both the mean and the deviation of the
AR of U and ORs of PEs, the SOP can become better even
the OASR receives lower values. For instance, the SOP for
M = 4 seems better than the SOP for M = 2 while the OASR
for M = 4 is smaller than the OASR for M = 2.

In Fig. 6, we set the coordinate of the center point of
the IRS to C(d,0,3), d € [2.5]rs, 12] meters, and exam-
ine the effects of the IRS’s location via varying d on the
OASR, the corresponding SOP and the TAaPSA. The OASR
improves when d increases from 2.5/[rs to an optimal loca-
tion d*, and then it degrades with further increase in d. The
value of d* is in range [4, 6] meters. For M = 1 and M = 2,
the TAaPSA obeys Trend 1 for all observed IRS’s locations.
Moreover, it is seen at Fig. 6¢ that one more RT is allocated
to E1 when d > 8m. For sufficient higher values of M (e.g.,
M = 3), there is a transition from Trend 1 to Trend 2 as
seen at d = 8 meters. The reason of these changes is the
travel distances of the reflected signals become too far to
guarantee strong influence on the overhearing capacity at the
PEs, hence, the IRS adjusts its parameters to use one more
RT to degrade the OR at E; for the case &£ or to switch to
Trend 2 for the case £3. The SOP’s results for a given TAaPSA
do not vary much when the IRS is shifted. The sharp points
observed at the SOP’s curves of the cases £; and &3 are caused
by the change in TAaPSA.

In Fig. 7, we extend our investigation to two cases of prac-
tical IRS and study the OASR for these cases. In one, the IRS
supports several phase shifts 6,,g = 1,..., Q, (presented
in Table 1) with fixed reflection amplitude ap = 1, discrete-
phase-shift-fixed-amplitude (DPSFA) case. In the other,
we study the joint effect of DPS and reflection amplitude
variation caused by phase shift, discrete-phase-dependent-
amplitude-variation (DPDAV) case. We use a phase shift
model ap = \D(wﬁn) proposed in [29] with parameters
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Omin = 0.2, ¢ = 1.6 and ¢ = 0.437 as follows.

sin(pp —¢o) + 1

¢
B ) + ¥min- 27

‘y(ﬁﬂﬁn) =(1—amin) (

The results of OASR in Fig. 7a show that the practical IRS
causes a significant decrease in OASR; however, as compared
to the non-IRS results shown in Fig. 3b, the practical IRS
with two supported phase shift, i.e., 7 £ {0, 7}, still pro-
duces a great advantage for secure communication. A higher
number of the IRS’s supported phase shifts allows the GA
to achieve a higher resolution in phase shift, which leads to
better solutions for the TAaPSA. In Fig. 7b, we plot the SCPC
of the DPDAV case in range [0, 27r). It is seen that the trend
of SCPC is similar to that in Fig. 4b, i.e., the SCPS tends
to zero and & for RTs allocated to U and PE, respectively.
Due to the limits of possible values in F, the SCPSs of RTs
severing for PE are close to w and the SCPSs of the rest
RTs are around zero or 2. Moreover, the GA tends to use
more RTs to degrade the ORs at PEs due to the degradation
in reflection amplitude caused by the phase shift.

V. CONCLUSION

This paper studied the security capability of an IRS-aided
indoor wireless communication system using an analytical
approach that allows discovering the ASR and the SOP of the
considered system. The closed-form analytical expressions
for the SOP and ASR for a generalized TAaPSA strategy were
derived. Then, the optimal TAaPSA strategy, which aims to
maximize the ASR, was achieved using a GA. Moreover,
the two practical IRS cases, i.e., DPSFA and DPDAV, were
considered to investigate the performance loss caused by the
IRS’s limitations. The simulation results confirmed the accu-
racy of analytical results and enhancement of the ASR using
GA. The obtained simulation results showed that the secrecy
performance was remarkably improved with the help of the
IRS and provided useful insight into the IRS’s configuration
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to archive the high security level. Specifically, the IRS adjusts
the phase shifts of the RTs to achieve the SCPS of zero or
7 at the authenticated or unauthenticated users, respectively.
The numbers of the RTs and the unauthenticated users have a
significant effect on the optimal trend of the TAaPSA. For low
numbers of the unauthenticated users, the ASR is maximized
by simultaneously enhancing the AR of the authenticated user
and degrading the ORs of the unauthenticated users; and for
a contrary case, the IRS uses all RTs to boost the AR of the
authenticated user. Moreover, the location of the IRS could be
utilized as an additional effective solution to rise the secrecy
performance. The paper studied the generalized model of the
IRS; however, the secrecy performance results for particular
IRS models can be obtained via modifying the parameters of
the analytical results and the searching variable space of GA.

APPENDIX A
Using the definition of y(n, x) [21, Eq (8.350.1)], the CDF
o0

ffIhSD\z(t)dt
0

of |hsp|? is obtained after solving Singp2 ) =

given as follows

o0

Kk
—K
Fgpp(r)=e SDZka(kJrl)y( + 1L pugpx).  (28)

Due to the fact y(n,x) =
rewritten as

I'(n) — I'(n, x), (28) can be

—K, SD
Fipgpp()=1—e775 kz a4 6 )
=0
(29)
Substituting the series representations y (n,x) =
n—1
'n) —T'n)e™ Zo );1—':’ [21, Eq (8.352.1)] and T" (n,x) =
m=
n—1
C(nye™ > ’r‘”—”,l [21,Eq(8.352.2)] into (28) and (29), respec-
=0
" 00 k+1
tively, then  using Sak) > Bm)x™ =
k=0 m=0

o0

o
> x™B(m) > (k) for combining like terms (note that
m=0 k=m—1

o
a(—1) = 0) and using the series representation e* = ’]‘(—k,
k=0
[21, Eq (1.221.1)], we can obtain (9) and (10).
APPENDIX B
The CDF of Y is calculated as
M
— _ (a)
Fy()=Pr(¥ <x) =[] Fi. (@), (30a)
m=1
M
(b)
= [1Fjm, p@® (30b)
m=1

Substituting (9) in to (30a), (30a) can be rewritten as

M 00
Fy (x) = e fseemimsex TT [ 30 ASEmer |- 31)
m=1 \p,=1
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Using the fact

]—[ (Za(m n)x )

m=1

All M
Yo e, 32
(Zm lﬁm_n) m=1

(31) can be rewritten as (15).
Substituting (10) in to (30b) yields

M o]
FO =[] [ 1-e*smme s 37 B | . (33
m=1 pn=0

The number 1 in the right-hand-side (RHS) of (33) causes
the difficult in further calculations using F 1(,) (x). Hence,
we consider each sum in RHS of (33) as the sum of 1 and
the remain in the bracket and expand the product of these
sums into the sum of products as mentioned in Proposition 2.
By this way, (33) is rewritten as

b
Fy (x)
[v]
Lom_yy M sl o0 Om
— l+ Z 1_[ (_ef(KSEm‘HlSme)) Z B;mepn
Ly m=l Pn=0
[v]
‘C(ZM 1 Sm
=1+ Z (— l)M —(Ksg+isex) 1_[ Z BSmePn
m=1 \p,=0
(34)

Similarly, using (32), (34) can be rewritten as (16).

APPENDIX C
A. CALCULATION FOR THE SOP
Substituting (8) and (15) into (20) yields

lar
* K * (+2 Yo 1))
SOPZI—/ hye (su Hsu | ¥
0

k
(K, UH“SU) 2R& — 1
g ,;0 (k12 (x T )

o
(s 258) X\
X e Rsec E Cp | =) dx
n\ QR%

(K U+KSE+I o (ZRSJC 1))

=1-—puge
(K UH’SU) K\ (2R -1 o
- ,;0 (k1 ; (z) ( % )

o0
Cpn > i+pn (MSU+ R )x
X Z SR, /(; x'TPre 2 dx. (35)
Pn=0
Using [21, Eq (3.351.3)], (35) can be rewritten as (21)

B. CALCULATION FOR Cy
Substituting (10) into (23) yields
e—Ksu 0 BEP 00 Pn Bsu |
e 70 Tdx. (36)
In(2)
pn=0

Cy =

y(l))n 0 1—|—x
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Letting t = x+1 and considering two cases of the exponent

of 7, one is ! and the otheris /", n = 0, 1, ..., we have
AU g 00 SU
_ e 0 sU B _Hhsu,
Cy=—— P (— t~le” 0 dr
U In(2) Z Pn
Pn=0 0
o] SU Pn 0 HUSU
fX (e [T
pu=1 v k=1 1
(37)

Using [21, Eq (3.351.5) and (3.351.2)], (37) can be
expressed as in (24).

C. CALCULATION FOR C¢
Substituting (16) into (23) yields

E(zM—n

~ M KE
Ce= 1n(2) Z( D%e™™

_AsE
e " “dx.

(38)
_0 y()

Letting t = x+1 and considering two cases of the exponent
of £, one is t~! and the otheris ", n = 0, 1, . . ., we have

HSE Lom_y

=y 1n(2) Z (1 efor ZDpn( vo)
7/SE

p,1=0
o0
X / om0 ar + Z < n)
1 Pa=0 v k=0

o0 _fAsg
x(—l)p”_k/ *1e” 0 ’dt)
1

Using [21, Eq (3.351.5) and (3.351.2)], (39) can be
expressed as in (25).

(39)
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