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ABSTRACT This paper presents a hybrid method for the construction of cryptographically strong bijective
substitution-boxes by utilizing the merits of chaotic map and algebraic groups. The hybrid method first
generates the key-dependent dynamic S-boxes using chaotic heuristic search strategy and then the S-boxes
are evolved with the help of potent proposed algebraic group structures. This paper proposes a new improved
combination chaotic map to operate initial search strategy. To augment the strength of generated S-boxes,
the algebraic group structures are discovered which have the power to improve their cryptographic strength.
The performance assessments using standard criterions are rendered to quantify the strengths of proposed
bijective S-boxes. The experimental results and comparisons with recent S-box research findings justify the
effectiveness and competence of the proposed bijective S-boxes and anticipated hybrid generation method.

INDEX TERMS Bijective substitution-boxes, improved chaotic map, heuristic search, algebraic groups.

I. INTRODUCTION
Due to open and insecure nature of internet and networking
technologies, security of sensitive information and multi-
media data has been crucial issue since decades. Over the
years, different types of data security techniques have been
suggested the cryptographers [1], [2]. Depending upon how
data is processed, the cryptographic algorithms can be clas-
sified as block ciphers and stream ciphers. A block cipher
is a method of encrypting text in which a cryptographic
key and algorithm are applied to a block of data at once
as a group, called blocks, with an unvarying transformation
[3]–[5]. The block ciphers employ the layers of permuta-
tion and substitution for strong design capable of exhibit-
ing strong confusion and diffusion properties. The Fiestal
network and Substitution-Permutation (S-P) network are the
two much studied architecture that are engaged to build
block cryptosystems [6]. The substitution-boxes are crucial
constituents for such networks intended to convey requisite
nonlinear transformation of data which in turn brings desired
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confusion along with robustness to different cryptographic
assaults. Substitution and permutation are two important
building blocks of a block cipher algorithm and they are
purely mathematical blocks [7], [8]. Substitution process
takes block of bits as input and nonlinearly transforms them to
generate other block of bits as output. Whereas, permutation
process applies shuffling, this is a linear transformation on
the input pattern. A P-box takes the results of S-box of one
round, applies permutations and feeds back to S-boxes for
another rounds. The combination of S-boxes and P-boxes
across multiple rounds makes the cipher strong and pow-
erful [9]. It is recommended to have cryptographic strong
S-boxes so as to satisfy Shannon’s confusion and diffusion
properties [10]. These nonlinear transformation components
are usually deployed as lookup tables known as substitution-
boxes.

It has been well-studied that the chaotic dynamical sys-
tems hold many features that are consistent with the need
of cryptography. They have the features of high sensitivity
to initial conditions and system parameters, rapid attain-
ment of auto-correlation and random-like behaviour of gener-
ated sequences, high entropy and prediction complexity, etc.
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These characteristics of chaotic systems have made them
suitable for the construction of strong cryptographic algo-
rithms. Consequently, they have been utilized to con-
struct multimedia data encryption, substitution-boxes design,
steganography, watermarking, hash functions algorithms,
etc, [3], [4], [11], [12] for the last decade. However, the secu-
rity of these cryptographic algorithms heavily relies on the
use of rich dynamics of digital chaotic maps and systems.
It is need not necessary that all chaotic maps and systems
are suitable to realize strong chaos-based cryptosystems.
A chaotic system shouldn’t have the frail performance to
avoid weak security in the system. It has been highlighted
in research findings that some of the existing discrete 1-D
chaotic maps such as chaotic logistic map, chaotic sine map,
chaotic cubic map, chaotic tent map, etc., suffer from one or
more demerits that discourage their use to develop a security
system [12]. Hence, the employed digital chaotic map should
have cryptographic suited features such as large lyapunov
exponent, wide-spread and uniform bifurcation, high chaotic
range, high complexity, etc.

Fundamentally, a substitution-box of size n × m receives
n input bits and nonlinearly transforms to m output bits. It is
a representation from Galois field GF(2n) → GF(2m), that
performs replacements secretly the n-bit input data to m-
bit output cipher data [13], [14]. It would be a one-to-one
mapping if n = m, i.e. when each n-bit input is uniquely
mapped to a single n-bit output. Such S-boxes are termed
as bijective S-boxes and are of much significance for the
S-P network based block cipher design paradigms. Bijectivity
entails that all possible 2n input words each of length n-bit
map to distinct outputs of same size. As s result, the n × n
S-box can be viewed as a permutation of the sequence from
0 to 2n - 1.They can also be viewed as vectorial Boolean
functions that are multi-input and multi-output functions.
A small 8 × 8 S-box inherently comprises of eight Boolean
functions, where each takes 8-bit input and yields 1-bit as
output, thereby all 8 functions collectively gives output bit-
stream of size 8-bit. The performancemetrics used to appraise
Boolean functions are also used to measure the strength of
S-boxes. The secure S-boxes have a dominant part to decide
the forte of block ciphers. The security features of S-boxes
are of vast significance for the security of cryptosystems [15].
Henceforth, the progress of tough S-boxes is of supreme
impact for researchers aspiring in planning strong modern
day ciphers. Of late, the S-boxes have been smeared in
various security application areas such as image encryption,
watermarking, steganography, etc., [16]–[20]. The designs
of variable sized key-dependent S-boxes have not been con-
sidered significantly in literature. There are few proposals
that have investigated the design and construction of variable
sized n × n S-boxes restricted to sizes for 5 ≤ n ≤ 8
in [21].

The successes of AES block cipher and its S-box is mainly
responsible for the progress and development of proposals
devoted to the creation of S-boxes [22]. All of them are
balanced and whose designs are primarily based on concepts

such as algebraic techniques, optimization, chaotic maps and
systems, etc, [23]–[30]. Lambić proposed a simple search
methodology for yielding S-boxes which is based on chaotic
system and composition methods in [31]. In [32], the authors
have constructed an S-box using method based on the 3D
four-wing autonomous chaotic system. Khan and Asghar
came up with a unique method of designing S-boxes by using
S8 symmetry group andGingerbreadman chaoticmap in [33].
The S8 permutations and Gingerbreadman chaotic maps
combinations proved to be useful for encryption of images.
A new S-box design was proposed in [34] which is honorable.
Their design aided with rich dynamic features of new scaled
Zhongtang chaotic system. A method to construct bijective
S-box based on discrete chaotic map is investigated in [35].
The outcomes of the method showed that the S-boxes have
good cryptographic properties. As an advantage, the method
has a large key space and suitability to generate random
S-boxes. In [36], it has been shown that a good S-box can
be obtained by using fractional-order chaotic Chen system.
The work done in [37] leads to a new block cipher using
Duffing chaotic systems. This block cipher is easy to gather
and is appropriate for secure communications. Moreover,
the authors in [38] proposed a new scheme for constructing
substitution box which has in its base the linear fractional
transformation. Analytically, the generated S-box is easy to
device in software and hardware. The statistical outcomes
proved the confusion capableness of their S-box is accept-
able. It is researched that S-boxes tend to deal high safety to
the ciphers and better resistivity to prevalent assaults.

The designing efficient and variable sized S-boxes is a
complex and an open issue. One of the elementary causes
of this complication is the size of massively bulky search
space. The possible search space for configuration of an
n × n S-box is 2n!, which is exhaustively large like it is
(25 = 32)! ≈ 1035 for 5 × 5, (26 = 64)! ≈ 1089 for 6 × 6,
(27 = 128)!≈ 10215 for 7× 7, (28 = 256)!≈ 10506 for 8× 8
S-box [39]. Therefore, with an aim to draw a proficient
structure of an S-box whose size is variable, a chaos-based
heuristic method is framed which can construct efficient n×n
(5 ≤ n ≤ 8) S-boxes. In this paper, a general and effective
approach based on improved chaos and group action based
method is proposed for constructing strong bijective S-boxes
with minor alteration in the input parameters of proposed
algorithm. The main contributions made in this paper include
the following.
? An improved one-dimensional chaotic map is proposed

based on novel combination mechanism of sine and
logistic functions.

? The improved chaotic map has better dynamics,
complexity and chaotic behaviour as compared to con-
ventional chaotic Logistic map in terms of lyapunov
exponent, bifurcation behavior and complexity.

? A systematic n × n S-boxes generation procedure
using improved chaos based heuristic search is sug-
gested which gives key-dependent dynamic bijective
S-boxes.
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? Some specific algebraic group structures for each initial
bijective S-box are proposed whose actions improvise
the cryptographic strength of S-boxes.

? The performance of proposed bijective S-boxes are
found considerably respectable over many existing
S-boxes.

? Remarkably, the nonlinearity of 114 is achieved for the
S-box of size 8×8 which is larger than well known AES
S-box nonlinearity bound of 112.

The organization of rest of the paper is as follows:
Section 2 provides the details of improved 1-D chaotic map.
Where as, the dynamical behaviour of proposed map is ana-
lyzed and compared in Section 3. The proposed method of
bijective S-boxes generation using improved chaos based
heuristic search and algebraic group actions are detailed in
Section 4. The performance of different sized proposed bijec-
tive S-boxes are evaluated and compared with state of the art
methods in Section 5. At last, the conclusions of the research
work are presented in Section 6.

II. IMPROVED 1-D CHAOTIC MAP
It has been well studied that the conventional discrete one-
dimensional chaotic maps suffered from many problems
that affect their degree of chaoticity and usage in security
applications [40]–[42]. Specifically, the chaotic logistic map,
govern by the Equation (1), possesses limitations such as:
non-uniform coverage of whole bounded space in bifurcation
behaviour, limited chaotic range for parameter L which is
restricted to 3.57 to 4, low value of largest lyapunov exponent,
and low value of approximate entropy [43]. The security and
robustness of many chaos-based cryptographic algorithms
primarily rely on the dynamics of employed chaotic maps.
To develop strong security algorithm, it is necessary to have
chaotic maps which holds excellent and rich dynamical fea-
tures [44]. Instead of relying on any existing chaotic map,
we develop a new combinational chaotic map which found
to have better dynamical performance compared to chaotic
logistic map and other recent chaotic map. The proposed
improved chaotic map is defined as follows:

xn+1 = fchaos(xn, r)

=

{
(r100sin(πxn)(1−sin(πxn)))mod(1) if xn ≥ 0.5
(r100sin(π310+xn ))mod(1) if xn < 0.5

(1)

where, r is its system parameter, and xn indicates state vari-
able bounded to space (0, 1). The much-studied conventional
chaotic logistic map is as follows [45].

xn+1 = rxn (1− xn) (2)

The dynamics of logistic-sine system (LSS) map investigated
in [46] is defined as.

xn+1 = (rxn (1− xn)+ ((4− r)/4) sin(πxn)) mod (1) (3)

The 1-D sine-powered (DSP) chaotic map is recently sug-
gested in [47] is governed by.

xn+1 = ((α + 1)xn)sin(βπ+xn) (4)

The dynamical characteristics of these 1-D chaotic maps are
analyzed and examined in what follows.

III. DYNAMIC BEHAVIOUR OF IMPROVED
1-D CHAOTIC MAP
In this section, the dynamical behaviour of proposed
improved 1-D chaotic map is determined and compared with
recent 1-D chaotic maps.

A. LYAPUNOV EXPONENT
Lyapunov exponent is one of the prominent quantifiable mea-
sures of degree of chaotic behaviour in any chaotic map or
system. It represents the rate of separation of two minutely
close trajectories. Mathematically, it is expressed as.

LE = lim
N→∞

[
1
N

N∑
n=1

log

∣∣∣∣ ddx (xn+1))
∣∣∣∣
]

A positive exponent confirms the existence of chaos in the
system. More positive the exponent, better the chaotic phe-
nomenon in the map [40]. The LE of chaotic maps are deter-
mined and shown in first column of Figure 1. The improved
map starts to show the chaotic behaviour for r > 0. The LE
for proposed map gets larger with increase in parameter r .
It can be seen that the LE of improved map is larger and better
as compared to chaotic logistic map, LSS map, and DSP map
as well.

B. BIFURCATION ANALYSIS
It is the study of qualitative changes in behaviour of a dynami-
cal system when the changes in system parameters are made.
This helps to understand the existence of any fixed points,
quasi-fixed points, periodic or chaos phenomenon, etc, in the
system [43]. The bifurcation diagrams of the four 1-D chaotic
maps are depicted in second column of Figure 1. The bifur-
cation behaviour of improved map looks more complex and
covers entire region of space (0, 1) better than all three chaotic
maps.

The phase attractors of the dynamical maps under analysis
are also determined and their projections in 2D/3D are shown
in third/fourth column in Figure 1. It is evident from the
Figure that the proposed map shows uniform coverage of
entire state space in better way unlike rest of the three 1-D
maps including recent DSP chaotic map.

C. COMPLEXITY ANALYSIS
Among various complexity measures pertinent to chaotic
systems, approximate entropy is one of the potential com-
plexity criteria as suggested in [39], [40]. It quantifies the
irregularities in a given time series. Higher value of ApEn
indicates high complexity content and randomness in the
anticipated time series from chaotic system. We followed the
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FIGURE 1. Lyapunov exponent diagram (first column) and bifurcation behavior (second column), phase attractor in 2D (third column), and phase
attractor in 3D (fourth column) of (a)-(d) logistic map, (e)-(h) LSS map, (i)-(l) DSP map for β = 0.3306, and (m)-(p) proposed improved map.

procedure of its computation for the generated time series
from our chaotic map and chaotic maps [45]–[48] under
analysis over 10000 points. The obtained ApEn for proposed
improved chaotic map comes out as 1.1995 which is con-
siderably higher than the logistic map [45], LSS map [46],
DSP map [47], and TLS map [48] as evident from the ApEn
comparison plot shown in Figure 2 for bifurcation parameter
in [0, 4].

The outcomes of three mentioned analyses to study the
dynamics of 1-D chaotic maps of Eqn.(1)-(4) are summa-
rized in Table 1 for comprehensible comparison of their

relative performances. The Table clearly shows that the pro-
posed chaotic map possesses better dynamical performance
and complexity which are desirable for chaos-based crypto-
graphic applications.

IV. PROPOSED S-BOXES CONSTRUCTION
In what follows, we discuss the proposed general technique
for creating strong bijective S-boxes of different sizes ranging
from 5 × 5 to 8 × 8. The hybrid method makes use of both
the chaos-based approach and algebraic technique to solve
the purpose.
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TABLE 1. Dynamical performance comparison of 1-D chaotic maps.

FIGURE 2. Comparison of ApEn complexity of 1-D chaotic maps.

A. CHAOTIC HEURISTIC SEARCH
The proposed hybrid method explores the features of chaos-
based construction and algebraic group-based techniques
which inherits most of the merits of the two approaches of
S-boxes design. The first half of proposed method is ded-
icated to generation of key-dependent dynamic S-boxes of
required size using improved chaotic map. It is done with
the help of proposed heuristic search technique. The work-
ing steps of chaotic heuristic search for generation of key-
dependent dynamic n× n S-boxes are as follows:

a) Choose initial values of X0, 1, N and size of S-box
n ∈ [5, 8].

b) Iterate new chaotic map (1) for 1 times and die out all
values except the last

c) Take S1, S2, S3 as empty arrays of size 2n

d) Further iterate chaotic map (1) to get next chaotic
value X

e) Get w such that 0 ≤ w ≤ 2n -1 from current value X ,
If it doesn’t belong to array S1 then add w to S1, else-if
check for S2, else check for S3

f) Go for Steps-e until all three Si are completely filled
up.

g) Decide SL which is best of all three S in terms of
nonlinearity.

h) Update as SG = SL if SL has higher nonlinearity
over SG

i) Repeat Steps e to h for N generations.

TABLE 2. A1 = 5× 5 S-box from heuristic search.

TABLE 3. A2 = 6× 6 S-box from heuristic search.

The suggested chaos-based heuristic search is simulated for
parameter settings of X0 = 0.234, r = 3.9, 1 = 250 and
N = 1000 for different n. The S-boxes A1 to A4 obtained
using suggested heuristic search after the given experimental
setup are shown in Tables 2 to 5, respectively. The antici-
pated method is simulated using MATLAB on Intel Core i7
2.2 GHz, 4GB RAM,Windows 8 OS. In order to have an idea
of the time complexity of proposed chaotic heuristic search
method, we estimated the time taken to generate the initial
S-box. It is found that the search takes 2.6s for 5× 5, 6.154s
for 6×6, 14.383s for 7×7, and 33.039s for 8×8 initial S-box
generation. The time consumption of the proposed heuristic
searching approach is satisfactorily nominal.

B. PROPOSED GROUP STRUCTURES AND ACTIONS
The algebraic based construction of S-boxes has been rig-
orously investigated in literature [49]–[52]. The second half
of the proposed hybrid method involves the algebraic group
based cryptographic features improvisation of S-boxes gen-
erated in previous section III.A. This step includes the deter-
mining the suitable groups whose action augments the S-box
strength. This group finding approach needs to be exclusively
carried out for each S-box. After rigorous experiments and
simulations, the following algebraic groups are found to be
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TABLE 4. A3 = 7× 7 S-box from heuristic search.

TABLE 5. A4 = 8× 8 S-box from heuristic search.

significant for the purpose. The determined algebraic groups
with their actions are as follows:

The group G5 =< x: x32 = 1 > of order 32 with only one
generator, that is, x: = (27,24,28,21,3,11,5,25,17,9,23,26,8,
12,18,20,7,30,22,14,19,29,15,6,1,10,4,2,32,31,13,16); acts
naturally on the index set I�i of A1 that is, 5× 5 S-box from
chaos-based search. This action can be defined as:G5×I�i→
I�i, where i = 1, 2, 3, . . . , 32; defined as for fixed g defined
as, for fixed gε G5, µ(g, ω) = (ω)σg, ωεI�i. The action of
each element/permutation of the cyclic groupG5 on the index
set of A1 generates a distinct S-box. After thorough analysis
and research, it has been revealed that the S-box related to
the element x27εG5 offers the highest average value of non-
linearity. Hence, through bijection from I�i to A1, we get
S-box S1 which is shown in Table 6.

The finite group G6 =< x, y, z: x4 = y54 = z6 = [x, y] =
[x, z] = 1> of order 1296 with three generators, in terms of
permutations defined on a set of 64 elements. Where

x := (1, 38, 17, 51)

y := (2, 48, 18, 57, 30, 61, 41, 32, 44, 22, 35, 43, 34, 62,

11, 16, 58, 37, 53, 10, 46, 47, 29, 45, 24, 56, 20, 8, 6,

TABLE 6. Proposed 5× 5 S-box after G5 group action.

14, 39, 52, 55, 50, 13, 31, 33, 60, 19, 23, 4, 64, 21, 59,

25, 9, 27, 54, 36, 28, 26, 15, 7, 63)

z := (3, 12, 40, 5, 42, 49)

where, [x, y], [x, z] are the commutators. The group G6 acts
naturally on the index set I�i of A2, that is, 6× 6 S-box from
chaos-based search. This action can be defined as:G6×I�i→
I�i, where i = 1, 2, 3, . . . , 64; defined as for fixed g defined
as, for fixed gεG6, µ(g, ω) = (ω)σg, ωεI�i. The action of
each element/permutation of the cyclic groupG6 on the index
set of A2 generates a distinct S-box. After thorough analysis
and research, it has been revealed that the S-box related to
the element x3y47z5ε G6 offers the highest average value of
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TABLE 7. Proposed 6× 6 S-box after G6 group action.

non-linearity. Hence, through bijection from I�i to A2, we get
S-box S2 which is shown in Table 7.

The algebraic groupC57876×C4×C2 of order 463008 hav-
ing following finite representation:

G7 =

〈
x, y, t, u, v

∣∣x53, y52, t14, u4, v3, [x, y], [x, t],
[x, u], [x, v], [y, t], [y, u], [y, v], [t, u], [u, v]

〉
with five generators which are as follows:

x := (1, 83, 101, 22, 98, 71, 44, 122, 31, 36, 47, 105, 80,

58, 17, 85, 89, 128, 84, 5, 108, 11, 4, 23, 118, 77,

41, 99, 18, 50, 25, 34, 35, 48, 82, 86, 93, 2, 55, 32,

121, 15, 12, 107, 6, 125, 74, 91, 72, 27, 24, 40, 30)

y := (3, 102, 67, 115, 103, 68, 37, 78, 92, 97, 8, 10, 109,

53, 20, 100, 29, 127, 95, 52, 61, 38, 64, 45, 90, 124,

19, 16, 126, 56, 14, 13, 116, 79, 69, 94, 73, 110, 112,

62, 123, 33, 87, 42, 26, 7, 43, 113, 49, 111, 63, 60)

t := (9, 120, 81, 28, 59, 88, 51, 46, 114, 76, 65, 117, 96, 57)

u := (21, 75, 39, 106)

v := (66, 104, 70)

The group G7 acts as right multiplication on the index set
I�i of A3, that is, 7× 7 S-box from chaos-based search. This
action can be defined as: G7 × I�i → I�i, where i = 1,
2, 3, . . . , 128; defined as for fixed g defined as, for fixed
gεG7, µ(g, ω) = (ω)σg, ωεI�i. The action of each element
or permutation of the cyclic group G7 on the index set of
A3 generates a distinct S-box. After thorough analysis and
research, it has been revealed that the S-box related to the
element x27y11t3u3v2 εG7 offers the highest average value of
non-linearity. Hence, through bijection from I�i to A3, we get
S-box S3 which is shown in Table 8.

The algebraic group G8 = C32075600 × C2 × C2 of order
128302400 with six generators G8 =< a, b, c, d, e, f >.
The algebraic group G8 can be generated by generators with
cycles 106, 89, 25, 16, 17 and 2. Where,

a := (1, 26, 109, 163, 104, 230, 145, 231, 223, 172, 37,

126, 92, 67, 97, 140, 232, 22, 59, 214, 180, 113,

237, 12, 226, 51, 128, 215, 233, 90, 105, 219, 149, 52,

221, 70, 244, 17, 242, 179, 68, 176, 120, 134, 56, 222,

194, 9, 63, 116, 110, 169, 256, 196, 240, 117, 198, 18,

254, 49, 189, 123, 31, 64, 224, 69, 160, 143, 228, 108,

167, 20, 152, 182, 208, 130, 129, 171, 19, 141, 84, 99,

54, 165, 14, 142, 199, 6, 8, 124, 212, 173, 119, 250,

48, 91, 207, 33, 197, 177, 154, 2, 87, 50, 55, 57)

b := (3, 159, 16, 131, 112, 30, 193, 7, 93, 203, 44, 146,

190, 137, 21, 103, 243, 164, 132, 72, 247, 42, 118, 4,

60, 74, 216, 249, 35, 192, 95, 220, 166, 71, 191, 88,

65, 170, 202, 81, 210, 83, 38, 89, 28, 62, 27, 148, 186,

248, 151, 82, 75, 236, 122, 85, 168, 34, 86, 133, 10,

121, 61, 147, 229, 66, 239, 136, 111, 114, 181, 24,

187, 150, 178, 138, 175, 40, 76, 5, 115, 36, 23, 80,

184, 106, 96, 255, 25)

c := (11, 174, 43, 156, 125, 41, 213, 135, 211, 45, 206,

77, 225, 13, 188, 205, 218, 39, 201, 253, 238, 94,

101, 234, 153)

d := (15, 209, 78, 144, 185, 157, 245, 200, 102, 46, 29,

158, 217, 227, 79, 235)

e := (32, 127, 251, 252, 241, 195, 53, 183, 58, 47, 139,

246, 204, 100, 107, 98, 161)

f := (73, 155)

The group G8 acts as right multiplication on the index set
I�i of A3, that is, 8× 8 S-box from chaos-based search. This
action can be defined as: G8 × I�i → I�i, where i = 1,
2, 3, . . . , 256; defined as for fixed g defined as, for fixed
gεG8, µ(g, ω) = (ω)σg, ωεI�i. The action of each element
or permutation of the cyclic group G8 on the index set of
A3 generates a distinct S-box. After thorough analysis and
research, it has been revealed that the S-box related to the
element a37b54c4d31e7f εG8 offers the highest average value
of non-linearity. Hence, through bijection from I�i to A4,
we get S-box S4 which is shown in Table 9.
The general perspective of the proposed method for bijec-

tive S-boxes generation is described through the schematic
diagram shown in Figure 3.

V. PERFORMANCE ANALYSES
This section evaluates the performance of created S-boxes
using suggested method. The standard criterions are adopted
to assess and evaluate the features of S-boxes. The security
performance of our proposed method and S-boxes are also
compared with recently available S-boxes in the literature.

A. NONLINEARITY
Linearity is curse in cryptography and nonlinearity assure that
the output is not the linear combination of input vectors. The
nonlinearity measure of a Boolean function f is computed by
knowing the least distance of f to the set of all affine func-
tions [53]. Thus, the constituent functions of S-box should
have standing nonlinearities scores. The nonlinearity NLf of
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TABLE 8. Proposed 7× 7 S-box after G6 group action.

TABLE 9. Proposed 8× 8 S-box after G6 group action.

any Boolean function f is computed as:

NLf =
1
2
(2n − Smax(f ))

where, Smax(f ) is the Walsh-Hadamard transform of Boolean
function f [54]. A Boolean function is deemed frail if it tends
to have poor nonlinearity. The maximization of nonlinearity
of balanced Boolean functions is considered one of the promi-
nent measures responsible for providing power against the
any type of linear attacks [16], [54]. The nonlinearity scores
of all component Boolean functions inherent to proposed four
n × n S-boxes are provided in Table 10. It can be seen that
the group actions improvise the nonlinearity feature of all
four S-boxes. The average nonlinearity score is 12, 24.33, 54,
and 114 for S-boxes of size 5 × 5, 6 × 6, 7 × 7, and 8 × 8,
respectively, which show excellent nonlinearity performance.

B. STRICT AVALANCHE CRITERIA
The strict avalanche criterion is dealt with sensitivity of
slightest possible change in the input data. The idea of SAC

TABLE 10. Nonlinearities of proposed bijective S-boxes.

was described by Tavares andWebster, which gets its base on
the completeness effect’s notion and the avalanche [55]. This
criterion measures that by making a single change in input
bits, how much output bits get altered. The SAC assumed as
satisfiedwhen all the output bits are changedwith a likelihood
of 0.5, when only one input bit is flipped. The calculated aver-
age SAC scores for all four S-boxes are shown in Table 11.
The outcomes show that proposed S-boxes found to satisfy
the strict avalanche criterion quite well as their values are
quite close to ideal value.
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FIGURE 3. Schematic diagram of S-box generation using proposed hybrid method.

TABLE 11. SAC and BIC outcomes of our bijective S-boxes.

TABLE 12. Differential and linear approximation probabilities of
proposed S-boxes.

C. BITS INDEPENDENCE CRITERIA
The input bits which remain unchanged are explored under
bits independence criterion. The revamping of independent
performance of pairwise variables of avalanche vectors and
unaltered input bits are the assets of this measure. It is an
effective criterion in symmetric cryptosystem, because by
augmenting independence between bits, the recognition and

TABLE 13. Comparison of nonlinearities of bijective S-boxes.

prediction of patterns of the system is not possible [56]. The
average BIC outcomes with respect to SAC and nonlinearity
are delivered in Table 11. The BIC analysis results verifies the
acceptable performance of proposed method as the BIC-SAC
are close to ideal value and BIC-NL are quite higher as
desired for strong security.

D. DIFFERENTIAL PROBABILITY
The differential probability measures the resistivity of an
S-Box against the differential cryptanalysis. The attack pro-
cedure of cryptanalysis was given by Biham and Shamir;
it is related with developing imbalance on the input/output
dissemination to assault block ciphers and S-boxes [57].
Confrontation to this cryptanalysis can be consummate if
the EX-OR of each output has identical probability with
the EX-OR value of each input. If an S-box is uniform in
input/output distribution, then it is said to be resistant. It is
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TABLE 14. Comparison of DP and LAP of bijective S-boxes.

preferred that the largest value of differential probability (DP)
in EX-OR table should be as small as possible. The differen-
tial probability for a S-box S is measured as:

DP = max
δa6=0,δb

(
# {a ∈ A|S(a)⊕ S(a⊕ δa) = δb}

2n

)
where, set A holds all probable input values and the fig-
ure of its elements is 2n. The largest value of EX-OR
table for an S-box should be as small enough to resist the
cryptanalysis. The largest DP for our bijective S-boxes are
shown in Table 12. The differential probabilities of suggested
S-boxes are obtained as low as 0.1875, 0.09375, 0.0625, and
0.04875 for S-boxes of size 5 × 5, 6 × 6, 7 × 7, and 8 × 8,
respectively, which are considerably pretty.

E. LINEAR APPROXIMATION PROBABILITY
The method of linear approximation probability (LAP) is
helpful in calculating the imbalance of an incident. The
largest value of imbalance of an event is measured with the
help of the analysis introduced by Matsui in [58]. There must
be no difference between output and input bits uniformity.
Each of the input bits with its results in output bits is examined
individually. If all the input elements are 2n, the class of all
possible inputs is d and the masks applied on the equality
of output and input bits are respectively ma and mb, then
maximum linear approximation is the maximum number of
same results and calculated as:

LAP = max
ma,mb 6=0

∣∣∣∣# {a ∈ A| a.ma = b.mb}
2n

− 0.5

∣∣∣∣
A lower value of this probability indicates that S-box is more
capable to fight against linear cryptanalysis attack. The out-
comes of this crucial analysis acquired for proposed S-boxes
are listed in Table 12.

F. COMPARISON ANALYSIS
This section provides comparison of experimental results and
cryptographic features of proposed S-boxes with some recent
and state of the art S-box studies. The nonlinearity scores
of bijective S-boxes are compared in Table 13. It is clear
from the comparison Table that the proposed four bijective
S-boxes offers considerably better resistance to linear attacks
and offer high nonlinear transformation of input data to
ciphertext data as compared to other S-boxes investigated

in [21], [39], [59], [60]. The differential probabilities and
linear approximation probabilities of proposed S-boxes and
other similar kind of S-boxes are compared in Table 14.
Again, the proposed S-boxes found to have better resistance
to differential and linear cryptanalysis to attack S-boxes and
block ciphers. This is because; our S-boxes have lower values
of these two indicators as compared to other similar bijective
S-box studies.

The design of S-boxes of size 8×8 has its own significance,
therefore most of the S-boxes proposals are particularly ded-
icated to 8×8 sizes. It is fair to assess and scrutinize the pro-
posed 8×8 S-box against some recent S-boxes proposals. The
comparison Table 15 is maintain for the purpose which pro-
vides the average nonlinearity, average SAC, average BIC-
NL, differential uniformity, and linear probability of different
8×8 S-boxes. The comparison analysis reveals the following
facts about the proposed 8×8 S-box in terms of performance
strength and features.

- The nonlinearity has been considered as main (maxi-
mization) target while designing strong S-boxes. Reason
being, it is mainly liable for mitigating all linear approx-
imation based assaults. The remarkable achievement of
our proposed research finding is that with proposed
method we are able to get the S-box having nonlin-
earity of 114 which is pretty higher than all 8 × 8
S-boxes available in literature [19], [22], [29], [40], [42],
[61]–[83] including AES S-boxes where it’s bound is
112. Thus, the proposed S-box holds excellent nonlin-
earity performance compared to all competitor S-boxes.
It is worth mention the proposed method holds the
significant merit over the existing S-box methods pre-
viously investigated in [40], [42], [61], [67], [69],
[77]–[83] in terms of nonlinearity performance as
minimum NL of 112, maximum NL of 116 and
average NL of 114 is achieved with the proposed
method.

- The SAC score of 0.4978 is quite close to ideal value
of 0.5 and have an offset of only 0.0022 which is negli-
gible. The SAC performance of our 8×8 S-box is found
to be comparable and acceptable.

- The proposed S-box also has satisfactory BIC perfor-
mance like other S-boxes as it has been found that all
avalanche variable pairs are quite independent to each
other.
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TABLE 15. Comparison of cryptographic features of recent 8× 8 S-boxes.

- For our S-box, the imbalance on the input/output
EX-OR distribution is calculated as differential proba-
bility whose maximum value is 0.04687 which is capa-
ble to resist the differential cryptanalysis in better way
as compared to the S-boxes found in [22], [74], [82]
and comparable to other findings. But, the S-boxes
available in [40], [42], [61], [78], [80] have merits

over our S-box due to better I/O EX-OR differential
distribution.

- The low value of linear approximation probability
is essential to withstand the attack suggested by
Mitsui [58]. The LAP value of 0.125 is lower and
thus better than S-boxes investigated in [61]–[64],
[68]–[72], [75], [76], [82], [83]. However, the S-boxes
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FIGURE 4. Lena plain-image and encrypted image using proposed S-box substitution with histograms.

TABLE 16. MLC statistical encryption performance results for 256× 256 Lena image.

of [22], [74], [78], [80] have advantage of having better
LAP performance.

G. ENCRYPTION APPLICATION OF S-BOX
Information encryption has always been a mechanism to
protect and secure the information from the illegal usage and
access for decades. In today’s era of social media and fast
communication facilities, the image based communication is
one of the preferred means [84], [85]. to check the suitability
of proposed S-box for encryption applications. We apply our
proposed 8×8 S-box shown in Table 9 to encrypt the standard

8-bit encoded gray-scale Lena plain-image of size 256× 256
using the two-way S-box substitution process; where the
S-box substitution of image is done in forward direction start-
ing from first pixel to last, and then the same S-box is applied
to perform the backward substitution of image starting from
last pixel to first. The Lena plain-image and its histogram
are shown in Figure 4(a)-(b). The obtained encrypted image
and its histogram are also depicted in Figure 4(c)-(d). Its
clear from the encrypted image and its histogram that the
S-box can offer good visual encryption effect as the encrypted
image is highly indistinguishable and the distribution of
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its pixels is fairly uniform. The encryption effect is also
quantified through the well-known Majority Logic Criteria
(MLC). The different statistical tests available under MLC
suite are entropy, correlation, contrast, energy, and homo-
geneity whose details are available in [15], [23], [42]. The
scores of MLC tests for plain -image and encrypted image
available in Figure 4 are listed in Table 16. The scores shown
in Table show the satisfactory performance of proposed S-box
for the multimedia information encryptions.

VI. CONCLUSION
The algebraic group theory based and chaos-based are the two
prominent design methods for constructing S-boxes. These
design paradigms have their own set of merits for security
applications. In this paper, the two approaches are explored
to propose a hybrid method for constructing not bijective S-
boxes. The hybrid method makes use of proposed improved
chaotic map to execute the chaotic heuristic searching of
initial S-boxes. The security strengths of generated bijective
S-boxes are augmented with the help of proposed potent
algebraic groups which are constructed after rigorous exper-
iments. The algebraic group actions improvise the crypto-
graphic features of S-boxes. The experimental results show
the proposed S-boxes satisfied the standard criterions for
the competent S-boxes well. The proposed S-box genera-
tion method has the advantageous capability of constructing
highly nonlinear variable sized n×n (for 5≤ n ≤ 8) S-boxes.
Moreover, another merit of our method is that the nonlinearity
score of 114 is achieved for 8 × 8 S-box using the proposed
method which is highest among all available 8 × 8 S-boxes
in literature including [40], [42], [61], [67], [69], [77]–[80].
Moreover, the comparative study is also carried out with S-
boxes of recent proposals to assess over all standing. It has
been found that the proposed bijective S-boxes have better
nonlinearity, SAC, and linear approximation probability fea-
tures as compared to most of the available S-boxes.
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