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ABSTRACT This article examines the specific data protection framework with regards to 5G net-
works, which is the current high-end evolution of the previous four generations of cellular technol-
ogy networks. Taking into consideration practical issues, that have emerged from 5G (Fifth Genera-
tion) technology, the scope is the presentation of legal solutions. As this digital mobile transformation
will begin from 2020, affecting applications of a wide range of services in energy sector, transport
services, banking sector, health field, as well as in industrial control systems, and progressively in
everyday life through all smart devices. It is crucial to specialize and sum up the interference between
European data protection legal framework and 5G networks, in order to provide a new path to the
addressing issues.

INDEX TERMS Data privacy, 5G networks, GDPR, the IoT.

I. INTRODUCTION
The evolution of digital applications and hence the possibili-
ties offered to both individuals and entities, aiming primarily
at economic progress, has made integral the introduction of
specialized legal protection and clarification of the existing
privacy framework. The above-mentioned requirements are
of key importance, so that 5G (Fifth Generation) is fully
implemented to achieve its goals: monitoring communica-
tions and supporting applications. In many circumstances, 5G
function could require the cooperation of numerous network
providers, both at home and abroad, under different jurisdic-
tions. Initially the cross-border dimension of 5G technology
raises the issue of EU1 and international law harmonization
and cooperation [1]. Beyond this worldwide technical base
of 5G, the EU legislation has widened the EU territorial
privacy borders, as not only companies and individuals [2]
in the EU have to comply with GDPR but also the non-EU
based entities and individuals, as the focus has now shifted to
where the data subject is located as well as to data processing
of people living inside EU [3].

The associate editor coordinating the review of this manuscript and
approving it for publication was Miguel Jesus Torres Ruiz.

1More specifically, GDPR applies to European Economic Area (EEA) [4],
which includes EU countries and Norway, Iceland and Liechtenstein.

This paper presents the interaction of European data
protection law on applications dealing with 5G, analyzing
through top down approach the legal instruments based on
Regulation (EU) 2016/679 (the ‘GDPR’), which is one of the
strictest and most accurate privacy laws worldwide.

Primarily, personal data consist in any information con-
cerning an identified or identifiable natural person [GDPR
article 4 PR 1], including IP address2 and cookies.3 The
5G, which will have been spread across the spectrum of IoT
[5], is going to come with the access of mobile and fixed
Internet at broadband speeds of the order of 10 Gbps, about
a hundred times faster than theoretically possible with the
current generation [6]. As a result, the transition of large data
will rapidly increase now more than ever. It is worthwhile to
make specific legal issues clearer for privacy, such as themain
data processing principles, the data subject’s rights, the con-
troller’s obligations, the international transfers of personal
data and the preventive methods of security privacy matters
through the design phase of a system or a method.

2Internet protocol: the technical rules that control communication on the
internet [https://dictionary.cambridge.org/dictionary/english/ip]

3A piece of information stored on a
computer about viewed internet documents
[https://dictionary.cambridge.org/dictionary/english/cookie?q=COOKIES]
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FIGURE 1. GDPR processing principles.

II. DATA PROTECTION PROCESSING PRINCIPLES4

ACCORDING TO GDPR
In order to illustrate the data protection context regarding 5G
networks, it is crucial to clarify the seven data processing
principles as reported by GDPR. The seven basic principles,
presented in article 5 of the GDPR, except from defining the
data subject’s5 rights and data controller’s6 (e.g. a company)
and data processor’s7 obligations, also apply to the specific
type of data processing, that compose a separate chapter of
GDPR, the cross-border8 data transfers.

A. SEVEN PROCESSING PRINCIPLES
The below graphic demonstrates, the defined seven process-
ing principles, according to GDPR, underpinning obligations
and rights.

1) LAWFULNESS, FAIRNESS AND TRANSPARENCY
Lawfulness of the processing lies to the principle of legality
of a very specific legal purpose of the processing [7], based on
a specific legal basis that should have been defined. Lawful

4‘processing’ means any operation such as collection, recording, organisa-
tion, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction [Refer GDPR
article 4(2)].

5Personal data means any information relating to an identified or identifi-
able natural person ‘data subject’ [Refer GDPR article 4(1)].

6‘controller’ means the natural or legal person, public authority,
agency or other body which, alone or jointly with others, determines the
purposes and means of the processing of personal data [Refer GDPR article
4(7)].

7‘processor’ means a natural or legal person, public authority,
agency or other body which processes personal data on behalf of the
controller [Refer GDPR article 4(8)].

8‘cross-border processing’ means either: (a) processing of personal data
which takes place in the context of the activities of establishments in more
than one Member State of a controller or processor in the Union where the
controller or processor is established in more than one Member State; or (b)
processing of personal data which takes place in the context of the activities
of a single establishment of a controller or processor in the Union but which
substantially affects or is likely to substantially affect data subjects in more
than one Member State [Refer GDPR article 4(23)].

processing requires the consent9 of the data subject or another
legitimate way. Besides consent, article 6 (1) of the GDPR
includes five additional lawful processing bases (for the per-
formance of a contract, in the exercise of public authority,
for compliance with a legal obligation, for the legitimate
interests of the controller or third parties,10 or if necessary to
the vital interests of the data subject) [8]. As for fairness and
the transparency of any procedure of processing, are about
unhidden data processing and informed data subjects and
public authorities in order to be able to exercise their rights
and examine the GDPR compliance respectively.

2) PURPOSE LIMITATION
The limitation principle underlining that personal data col-
lected for a particular purpose can only be further processed
for a purpose compatible with the primary collection purpose;
in addition, it is noted that every next processing, beside being
proven compatible, has to be based on another legal basis of
the article 6 of the GDPR (i.e., a new valid consent) [9].

3) DATA MINIMIZATION
An utterance of proportionality principle is data minimiza-
tion, with contributions to several directions. More specifi-
cally, it is about the kind and the mass of the personal data,
referring directly to the necessity of any processing. In other
words, this necessity requirement not only refers to the quan-
tity, but also to the quality (i.e. data sensitivity or impact) [10].

4) ACCURACY
The condition and the quality of personal data protected by
the accuracy principle, impose the controller to maintain and
process only correct personal data, amending the incorrect
parts or deleting the wrong or no longer applicable data
without delay.

5) STORAGE LIMITATION
The storage limitation is the second principle, determined by
proportionality (what is necessary) and refers to the limited
duration of the conservation of personal data; [11] through
the specific period of time, personal data may be retained and
then be deleted after its intended use [12]. Moreover, GDPR
encourages the establishment of time limits by the controller.
(Recital 39)

6) SECURITY (INTEGRITY AND CONFIDENTIALITY)
Security is aimed at ensuring the ‘integrity’ and ‘availability’
of personal data. Data should be accessible to the responsible
parties. They should not be changed or deleted by unau-
thorized persons. This triplet, ‘confidentiality, integrity and

9‘consent’ of the data subject means any freely given, specific, informed
and unambiguous indication of the data subject’s wishes by which he or she,
by a statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her [Refer GDPR article 4(11)].

10‘third party’ means a natural or legal person, public authority,
agency or body other than the data subject, controller, processor and persons
who, under the direct authority of the controller or processor, are authorised
to process personal data [Refer GDPR article 4(10)].
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availability’, has been presented as a duty to secure personal
data [13]. Examples of harmonization measures with security
requirements are: (a) pseudonymization (b) anonymization
(c) the ability to restore data after an incident; and (d) the
ability to redefine and constantly review all the security mea-
sures that have been taken into action [10].

7) ACCOUNTABILITY
The obligation for controllers to demonstrate that any pro-
cessing is in compliance with the legal rules for data pro-
tection [14]. It is obvious that the accountability principle is
one of the basic controller’s responsibilities among with these
described in Chapter IV (GDPR).

III. 5G AND GDPR
To this point, it is essential to represent the initiatives of
the fifth-generation (5G) mobile communication technology,
from the previous 4G and to try to examine the existence of
the interrelation with GDPR obligations and rights.

A. 5G INITIATIVES RELATED TO PRIVACY ISSUES
The 5G innovations [15], forming the point of interest to
privacy matters are the following:

• Higher data rates: 4G networks offer the maximum peak
data rate (maximum achievable data rate for a user under
ideal conditions) of 1Gbps and the maximum user expe-
rienced data rate (achievable data rate for a user in the
real network environment) of around 10 Mbps. In 5G
networks the peak data rate is expected to be enhanced
by up to 20 Gbps and the user experienced data rate will
be improved 100 times over 4G networks and reach up
to 1 Gbps [16].

• Higher traffic density: as a result of massive MIMO11

antennas and millimeter wave communication technolo-
gies [17]; although 5G ultra-dense cellular network is
still a density-limited communication system [18].

• Higher reliability: the capability of guaranteeing the
success rate of data transmission under stated conditions
over a certain period of time (5G expected rate of up to
99.999%) [19].

• Lower latency; massive MIMO have decreased the
latency. More specifically, the 5G system is expected
to reduce the latency ten times in the user plane, down
to 1 millisecond, and half in the control plane, down to
50 milliseconds, compared to the 4G system [20].

• Connectivity for many more devices: 5G would support
a connection density of up to 1 billion connected devices
per square kilometer, 100 times more devices compared
to 4G networks [19].

• Lower power in support of the Internet-of-Things (IoT):
5G networks would be 100 times more energy efficient
than 4G networks [19], resulting in Iot devices growth.

11Massive MIMO is a technology that uses arrays of antennas containing
few hundred antennas which are at the same time in one time, frequency slot
serving many tens of user terminals, extracting all the benefits of MIMO but
on a larger scale [18].

Nevertheless, the fact that 5G mobile communication tech-
nology is still IP-based [21], could be an effective factor to
privacy concerns, since the allocation of IP addresses could
result in other personal data as well.

B. GDPR RIGHTS AND OBLIGATIONS
The liabilities that arise from GDPR data protection obliga-
tions separated byGDPR to data subject’s rights and data con-
troller’s (e.g. a company) and data processor’s obligations.

1) SUBJECT’S RIGHTS
RIGHT TO BE INFORMED (ARTICLE 13,14)
It is the pinnacle of data protection rights, as without proper
information given to the data subjects it is not possible to
exercise their other rights as well. The key is the transparent
process of personal data [22].

2) RIGHT OF ACCESS (ARTICLE 15)
Data subjects have the right to access their personal data
and certain information, given by the controller, concerning
the processing. This right constitutes an integral part of the
European data protection law [23].

3) RIGHT TO RECTIFICATION (ARTICLE 16)
The right to have their personal data in the correct form; point-
ing directly to the accuracy principle (Recital 65 GDPR).

4) RIGHT TO BE FORGOTTEN (ARTICLE 17)
The right to demand the erasure of data subject’s personal
data without undue delay. The right to be forgotten was
established at first place before GDPR in the case ‘‘Google
Spain SL, Google Inc. v Agencia Española de Protección de
Datos, Mario Costeja González’’ by the European Court of
Justice [24].

5) RIGHT TO RESTRICTION OF PROCESSING (ARTICLE 18)
Another right in the context of data subject’s fully super-
vision and control of personal data, is the right to
restrict the processing of personal data for a specific
period.

6) RIGHT TO BE NOTIFIED REGARDING THE RECTIFICATION
OR ERASURE OF PERSONAL DATA OR PROCESSING
RESTRICTION (ARTICLE 19)
Data subject must be noticed about any rectification or era-
sure of personal data or any restriction of processing regard-
ing to any receiver, to that degree this notification is neither
impossible nor disproportionate [25].

7) RIGHT TO DATA PORTABILITY (ARTICLE 20)
This right concerns the transmission, mobility and the flex-
ibility of personal data, by providing data subjects the right
to receive their personal data, in a structured, commonly used
and machine-readable format [26], and forwarding those data
to other controllers.
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8) RIGHT TO OBJECT (ARTICLE 21)
Data subjects can invoke their right to object to personal
data processing [9]. An important expression of this right,
is the obligation for the controller to provide the means for
submitting requests electronically and to respond to these
requests promptly and till one month at the latest, in addition
to providing explanations in case of non compliance with any
such requests (Recital 59).The difference between the right
to object and withdrawal of consent refers to the processing
legal basis; especially the withdrawal of consent requires the
consent as processing legal basis, while the right to object
may refer to any processing legal basis.

9) RIGHT NOT TO BE SUBJECT TO AN AUTOMATED
DECISION –MAKING PROCESSING (ARTICLE 22)
In general, processing that includes automated decision-
making, including profiling, is prohibited by GDPR [27],
and is allowed only in case of human intervention during the
procedure, data’s subject’s consent or existence of a contract,
or support from Member State law or EU law [10].

C. SUBJECT’S CONSENT
Subject’s consent as a legal basis for lawful processing, is one
of most common ways to perform in practice the processing
of personal data and is one of the controller’s obligations to
prove this given consent.

Explicit consent is mandatory for processing special cate-
gories of data, the cross-border data transfers to third coun-
tries and on automated individual decision-making, including
profiling [22].

Withdrawal of consent is as important as consent, making
impossible the process of personal data for the future and
demanding the erasure of these data, if the process is not
based on another legal basis.

1) CHILD CONSENT
The provision of Article 8 distinguishes the minors’ consent
in two categories based on their age: (a) 16 years and over;
and (b) under 16 years of age. In the first case, the consent
of a minor 16 and over is sufficient, while in the second
case parental consent or parental approval of minors consent
is essential [28]. However GDPR leaves up to the national
jurisdictions, reminding a Directive, to decide the right age
limit for mandatory parental consent or approval, setting as a
general threshold the age of 13.

D. SECURITY OF PERSONAL DATA (ARTICLES 25, 32-35)
GDPR ensures security, urging on pseudonymisation and
anonymization, both further expressions of privacy by design
complementary principle to data minimization principle
(Article 25), expression of internal control of the security
level of privacy. There are four criteria for privacy by design:
(a) data minimization, (b) minimum extent of the processing,
(c) time storage minimization and (d) minimum accessibil-
ity) [29].

FIGURE 2. GDPR security measures.

Furthermore, GDPR states the very important obligation
for the controller, to notify the supervisory authority of a
personal data breach within 72 hours, or to justify the further
delay above this time limit, while the data subject, often
subjects, must be notified in case of high risk effect of a data
breach on data subject rights (Recital 86) [30].

Privacy impact assessment (PIA) is a risk management
approach which complement the privacy by design context
[31], [32], evaluating the risk of every processing regarding
to a specific initiative. PIA is necessarily carried out espe-
cially, in case of a (a) systematic and extensive evaluation of
personal aspects (profiling), (b) existence of big data sensitive
(Article 9) or (c) data about criminal convictions and offences
(Article 10) and (d) a systematic monitoring of a publicly
accessible area on a large scale. If PIA result indicates high
risk, rises the controller’s obligation to consult the competent
supervisory authority before every processing.

E. CROSS BORDER DATA FLOWS (ARTICLES 45-49)
The transfer of personal data outside EU, is prohibited unless
the country that receives the data has been considered to
be ‘‘adequate’’ to European data protection law, or com-
panies have a data transfer mechanism, such as Binding
Corporate Rules [10], or controller provide appropriate safe-
guards or can rely on a statutory derogation. It is obvious that
GDPR, has an international impact even being a European
Regulation [33].

IV. CORRELATION BETWEEN 5G TECHNOLOGY AND
GDPR OBLIGATIONS AND RIGHTS
5G new technology shifts and focuses interest on the above
mentioned seven 5G initiatives related to privacy issues. Due
to these technical characteristics, 5G networks are expected
to serve a wide range of applications and sectors (such as
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TABLE 1. Correlation between 5G technology and GDPR obligations and rights.

energy, transport, banking, and health, industrial control sys-
tems, elections) [34], and result in a huge volume of data
[35]. In consequence, the initiatives of 5G networks would
contribute to the data subjects’ capability of creating and
spreading more personal data on the web [36]. It should be
noted that, the important differences, compared with threats
to existing networks, would be the nature and intensity of
potential impacts of privacy threats, thanks to 5G wider intru-
sion into economic and societal functions via its performance
initiatives [34].

In terms of practical implementation, the bellow
Table 1 presents substantial new elements that 5G brings,
in correlation with main and of practical significance GDPR
rights and obligations, based on the specific nature and inten-
sity of 5G characteristics impacts. It should be mentioned
that next generationwireless technologywould under circum-
stances, affect on every GDPR liability; the Table 1 presents
the most affected GDPR obligations and rights under 5G.

A. HIGH SPEED DATA RATES
This upgrade of 5G, regarding to 4G, will serve users with
data rates of several Gbps and will enhance newmobile appli-
cations [37]. In particular, new applications of 5G networks
such as real-time multi-user gaming, virtual/augmented real-
ity (VR/AR), 3D multi-site telepresence, ultra-high resolu-
tion video streaming and photo-video sharing, require an
increase in existing networks data rates [38]. As a result,
it is crucial to clarify how the performance of higher speeds,
because of new applications and capabilities inside 5G envi-
ronment, would affect every GDPRmain requirement. More-
over, high data speed would lead to huge volume of data
[35], and as a result to huge volume of data processing. Big
data privacy risks are generally related to its ‘‘three Vs’’: (a)
volume refers to the amount of data processed, (b) velocity
refers to the speed of data and (c) variety to the number and

diversity of types of data [8]. Although, the estimation of the
extent to which personal data may be affected is not possible
[8], in case of big data and extended data processing in 5G
networks, it is possible to present an assessment of rights and
obligations that demand attention in order to fulfill GDPR
requirements.

Higher speeds would result in de facto failure to inform
the data subject about the elements of their data process-
ing, in response to unmanageable amount of data processing
through 5G networks instead of 4G networks.

High data rates could also affect on rectification and era-
sure rights (right to rectification, right to be forgotten, right to
restriction of processing, right to be notified about rectifica-
tion or erasure), because of the fast transmission and sharing
of data.

Furthermore, excessive amount of data processing, which
occurred without human intervention, arises dramatic privacy
concerns, through profiling of data subjects.

Meanwhile, faster transmission of personal data, could
reduce the potential safeguard of mandatory notification of
a data breach targeting on the restriction of damage. Pre-
cisely, the 72h time limit aims at data breach reduction; with
new higher speeds, the mandatory report to the supervisory
authority, even after this time limit, is going to affect the
reported impact of a data breach. Additionally, when the
data breach is considered to be notably severe for subjects’
rights, it is mandatory to notify the subjects apart from the
supervisory authority (Article 34). Taking into consideration
the forthcoming faster data spreads and, as a result, qualitative
important data as well, the requirement of subjects’ notifica-
tion would be a regular enforcing, in case of a data breach.

As for PIA conduction, conditionally under this new tech-
nology, PIA is mandatory as result of high privacy risks.
Higher speeds would be considered as an affective factor of
the context of these risks, as set out in Article 35 GDPR.
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B. HIGH TRAFFIC DENSITY
5G networks will be denser and of higher capacity than cur-
rent 4G technology, using Massive MIMO technology [39].
Due to the high density of small cells, the knowledge of the
cell, which is associated with a data subject, can easily reveal
the location information of that subject [40]. Densification
would bring out location privacy issues, affecting therefore
further GDPR obligations and rights. The below clarification
shows the legal issues that arise and measures that have to
be taken, in order to preserve data protection from location
tracking inside dense 5G networks.

More specifically, a key point of 5G relating to density is
high-efficiency device positioning and localization. Extract-
ing and tracking the precise location of the device’s user,
except from providing more capabilities for location-based
applications [41], could definitely bring out location privacy
vulnerabilities as more personal data about subject’s location
transmitted, that would also can reveal or influence further
personal data by cross-checking information about a location.

As a result, possible identification of personal data could
be used for profiling and tracking.

As it is likely to face automated decision-making through
profiling under denser networks, which could detect an exact
location of data subjects, it is crucial to deter the existence
of profiling in order to conduct a PIA before every process-
ing [42].

Moreover, defaults aiming at data protection, during the
designing or redesigning process of an IT system, should
from the time that will face 5G networks, take into account
during protection defaults making, the way an applica-
tion or device processes the subject’s personal data (e.g.
location data, access to device files or applications, sensitive
personal data). In other words, every new feasibility coming
with 5G, should be analyzed via technical basis and take
into consideration separately, especially for the above men-
tioned privacy by design criterion (d), defining the minimum
accessibility the personal data [43], and also arising from the
principle of data minimization.

C. MASSIVE NUMBER OF CONNECTED DEVICES (IoT)
5G networks are expected to support 100 times more devices
compared to the 4G networks [19]. 5G will definitely inter-
fere with both accomplished and forthcoming massive IoT,
in which exists apart from user to device, more efficient
device to device communication without any human involve-
ment [44]. 5G new characteristics, mentioned above, such
as lower latency, lower power, high reliability and high user
speeds will develop, ameliorate and affect IoT [45]. Further-
more, 5G new antennas technology in NB-IoT12 wireless
access emerging technology will decrease the power require-
ments by about 10% in average [39].

12Narrowband Internet of Things (NB-IoT) is a technology based on
cellular IoT, which supports massive device connections, wide area coverage,
ultra-low power consumption, and ultra-lowcost [46].

The access in one device connected to another can put
the personal data shared by this device are at risk [35]. The
volume of data and the processing way would change with
5G due to the new characteristics of bigger amount of new
devices, higher connectivity between devices, and as result
big data.

In this context, the exercise of subjects’ rights seems
notably complicated to even unreachable. More specifically,
inside the IoT environment, it is in most of the times unclear,
who has the right of accessing and collecting data from
different devices [9], and in general conducting any form of
processing. In addition, it is respectively inconclusive for data
subjects to exercise their rights [47] (the right to be informed,
the right to access, the right to rectification, the right to be
forgotten, the right to restriction, the right to be notified about
erasure, the right to data portability, the right to object), due to
the fact of not knowing data’s content, the kind of processing,
and the responsible data controller and data processor. It is
important to mention the significance, in such a complex
framework, of the obligation for the data controller to inform
the data subjects about the exact way their data are being used.

Moreover, the withdrawal of consent should be equally
easy for the data subject. However, this is difficult and essen-
tial to a sharing platform.

Minors’ consent, in IoT is extremely important both for
privacy and for the cyber protection of the children. It is
an issue, how to ensure in practice the parental consent (for
minors under 16 or less, up to 13), when different family
members own and manage, through different accounts (even
confirmed to be used by adults) many smart devices. Above
valid consent, it is questioned the extent and the scope of
the given consent, as IoT-enabled toys or generally devices
designed for the purpose of recording and storing records
of young children’s conversations could process unlimited
personal data [48]. Parental control issues, which have been
addressed already in 4G networks [49], must precede parental
consent. Parental consent must be given after providing the
necessary information about every data processing and veri-
fying of minors’ age and custody, under the responsibility of
data controller.

On the basis of given content for a lawful processing,
the multiple data and processing operated via IoT could chal-
lenge the GDPR requirement for clear and informed consent
[9], related to a specific data processing.

As for automated decision-making processing, it is of key
importance to ensure the appropriate information to IoT users
in order to understand the consequences of such processing
for them [47], as among the mass number of devices it is
easier, from a larger number of information sources, to cross-
referencing different aspects of an individual’s personality,
behavior, interests and habits, that can be analyzed and val-
ued [27].

As for the data breach notification and especially to data
breach report, it is noticeable to focus on the process of the
record of each data breach. Particularly within IoT context,
it is possible to face multiple data breaches from as single
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cause, via different devices and with different content. This
situation complicates and delays the record of the incidents,
because every data breach is recordable, as different types of
personal data, breached in different ways should be recorded
separately [50].

Regarding to big data, potentially sensitive, and within the
IoT context, the practical example of demonstrating compli-
ance with these GDPR principles includes a privacy impact
assessment (PIA), before launching any new IoT application
and making the PIA publicly accessible [51]. During the
conduction of risk assessments in the IoT environment, which
has to be a new IoT specialized approach among current
general assessments [52], according to [53] research study
the main factors are: the need for an evolving instead of peri-
odic assessment system, the combination of automation with
human decisions, the progressive invasion of new unknown
systems and the legal and social challenges.

As for privacy by default, undoubtedly the goal to secure
IoT environment, especially within the 5G invasion, is a very
complex procedure, in the center of interest, been attempting
with the expansion of the existing security protocols [54].
In that direction, it has been proposed that the design of the
exchange of IoT data, even when they have to be identified
according to the law, has to respect the principle of pro-
portionality, by auditing the necessary exchanged IoT data
[55]. Moreover, as IoT expansion will occur towards 5G,
it is important to mention the proposed end-to-end security
approach, which shifts the attention to the smart devices that
themselves are capable of making fine-grained and context-
aware authorization decisions, based on public key cryptog-
raphy [56].

It has discussed that the Iot-5G combination demands
a complete, systematic, and often reviewed, security strat-
egy. Apart from encryption method for data security inside
this environment, security defaults such as device secu-
rity, service-oriented security, security assessment, low-delay
mobility security, and user protection [57], target basically in
minimum accessibility goal.

D. IP-BASED SYSTEM
First of all, in a 5G environment the different wireless tech-
nologies and service providers, sharing an IP-based core
network, will lead to interchangeable providers and technolo-
gies, improving the quality of mobile devices, but causing
vulnerabilities regarding to access control, communication
security, data confidentiality and availability [21]. These
factors complicate the security preserving schemes, based
mainly on cryptography [58]. Nevertheless traditional cryp-
tography method is not efficient enough when it comes to
analyze on real-time big data [59].

IP addresses are personal data, which categorized as loca-
tion data [60]. Location-based Internet services were a rea-
son why Internet geolocation services have been expanded;
geolocation services estimate the data subject’s location of an
IP address [61]. Although allocation of IP address has been
addressed through 5G standards [62], it is also a data protec-

tion requirement that personal location data (IP address) have
been collected legally, for example by given consent, for one
purpose (Location based services), cannot be retained once
that initial purpose has ceased [60]. With the advent of 5G
and the increased number of new devices and connectivity
of these devices, it important to secure data minimization
and storage limitation of IP addresses as these data would be
increased. It should be confirmed that every time a processing
of IP address is required, location data would not be used for
other purpose and for more time than it is necessary.

Location privacy, apart from being associated with a phys-
ical attack, unsolicited communication or targeted advertise-
ment and last but not least, with profile-making, includes data
of a very precise local area that can be linked with other data
and reveal further personal data.

V. 5G SECURITY ISSUES AND POSSIBLE SOLUTIONS
RELATING TO GDPR
In general, the security of data processing demands techno-
logical and organizational measures [8], taking into account
the state of the art, costs, type of processing and the involved
risks [19]. Apart from legal organizational security elements,
described in IV (data breach notification, privacy impact
assessment and privacy by design), 5G security technological
elements should be analyzed since they are specific and cover
overall 5G networks’ characteristics. The introduction of ser-
vices and devices is going to affect security in 5G environ-
ment and to arise privacy issues. 5G networks with massive
numbers of devices are going to face new user identifiers
and new types of device identities such as identifiers for IoT
devices [19].

Security technological measures, as regulated in GDPR,
include pseudonymization and anonymization as mentioned
in chapter III section D and simultaneously encryption
method (Recital 83, Article 32). The principles of GDPR data
protection do not apply to anonymous data, which are not
related to an identified or identifiable natural person (Recital
26). As for pseudonymizated data, they are secure if they
cannot be attributed to a natural person (Recital 26), as long
as they remain identifiable according to the current techno-
logical developments, considering also the time and the cost
of identification. In 5G security context, an important and
sufficient goal is to separate a user of a specific device [19].

According to [63], 3GPP’s13 privacy solution in 5G net-
works for subscriber identity issues is to protect the user’s
subscription permanent identifier against active attacks,
by using a home network public key. In addition, according
to [64], as 5G networks demand end-to-end measures to
meet GDPR requirements, 3GPP 5G standards define that
user IDs are encrypted during transmission over the air inter-
face, and encryption and integrity protection are performed

13The 3GPP is the main global body for developing standards for mobile
communications, a collaboration between seven Organisational Partners,
from Europe (ETSI), USA (ATIS), China (CCSA), Japan (ARIB, TTC),
Korea (TTA) and India (TSDSI). 3GPP technical specification groups have
standardised industry security features in 3G, 4G and now 5G standards [66].
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on the end-to-end transmission channel, to ensure personal
data from accidental, unauthorized or unlawful access, use,
modification, disclosure, loss, destruction or damage (Recital
39 and Article 5 PR 1).

The security and privacy requirements of 3GPP SA314

Working Group in the latest 3GPP TS 33.501 specification
for 5G are: (a) user data and signalling data confidentiality,
(b) user data and signalling data integrity, (c) secure storage
and processing of subscription credentials and (d) subscriber
privacy [65]. It should be mentioned that the above security
features will not all be activated by default in the network
equipment, as some of them are optional for implementation
for suppliers or for use by operators. As a result, the effective-
ness of these security features relays on how the operators
enforce and manage their networks [66]. European Council
recognized the need of introducing strong common security
standards and measures, with focus on privacy by design,
taking into consideration international standards on 5G [67].

Additionally, as reported by NIS Cooperation Group [66],
their requirements for EU Member States are: (a) increase
of security measures for 5G mobile network operators, (b)
implementation of restrictions for high risk suppliers accord-
ing to the risk profile assessment and (c) safeguarding the
existence of multiple vendors for the operators to avoid any
dependency on a single supplier or on a high risk supplier.

To sum up, 5G security measures regarding GDPR could
be implemented, by anonymization, pseudonymization and in
general privacy by design in order to maintain end-to-end and
ad hoc [8] data protection, evaluating and reviewing also the
effectiveness of these measures.

VI. CONCLUSION
This article examines the interaction among 5G technology
and GDPR, based upon principles, in order to draw attention
to concrete elements, by attempting to carry out an initial tax-
onomy based on GDPR data subject’s rights and obligations.
It is of great importance to clarify that the above discussed
interaction, presented in Table 1, has a qualitative importance,
as every contact point has a different significance, which
could be a separate key challenge for future research.

Moreover, this study distinguishes the most important
in practice GDPR rights and security measures, which are
directly related toGDPRprinciples and liabilities, associating
them with new generation wireless networks.

In particular, it has been illustrated that data protection
at EU legal system, in IoT environment through 5G circuit,
could bring out issues about most of GDPR basic rights and
principles, demanding the awareness at research level, on the
verge of smart cities and millions of wearable devices. The
scope of privacy protection would be not only the effort to
avoid the administrative fines of millions of euro, but to estab-
lish from the beginning of 5G technology, a fair integrated
treatment for data protection rights.

14The Service and System Aspects 3 (SA3)Working Group is responsible
for security and privacy in 5G standards [66].

This study intends to provoke and point out the affliction of
the technological and legal field upon the challenging impact
of 5G in the GDPR framework.
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