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ABSTRACT Security is critical to the growing popularity of the Internet of Things(IoT), and true random
number generator (TRNG) plays an increasingly important role in information security systems. Con-
ventional TRNGs use natural physical stochastic processes including thermal noise, chaos-based circuit,
and so on to generate random numbers. These analog circuits based TRNG structures often consume
excessive hardware resources. Meanwhile, it is difficult to incorporate them into digital system. In this
paper, a novel all-digital true random number generator in SRAM-based FPGAs is proposed by using Vernier
technique that precisely quantize random edge jitter. The proposed TRNG design is implemented on Xilinx
Virtex-6 XC6VLX240T-1FF1156 FPGA and shows a high quality of randomness which has passed the
NIST test suite with relatively high p-values, achieves a high throughput of 127 Mbps with occupying
32 slices. Experimental results show a good tolerance to bias phenomenon induced by process, voltage,
and temperature variations.

INDEX TERMS True random number generator, Vernier technique, field programmable gate array, high

throughput.

I. INTRODUCTION

Random number generator (RNG) is a key component in
many security systems. They have been extensively used for
key generation, authentication protocols, random padding,
and so on. True random number generator (TRNG) is a
kind of RNG that generates unpredictable bits, as opposed
to pseudo random number generator (PRNG) which only
provides a strong but completely predictable sequence of
bits [1]-[4].TRNG utilizes uncertain random process (usually
in the form of electronic thermal noise) as random entropy
source, and adopts the mechanism of extracting entropy
source (noise) to obtain random bit stream. TRNG generates
unpredictable, statistically uniform, and non-repeatable true
random numbers, which are widely used in social, industrial
and scientific research fields, especially in the applications
of modern science and technology [5], [6]. TRNG plays a
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significant role in communication security, cryptography, and
Monte Carlo simulation. As a basic security module, TRNG
has a vital impact on the sensitivity of security algorithms and
the vulnerability of encryption systems, which has attracted
more and more attention from academia and business cir-
cles [5]-[9].

TRNG designs extracting random numbers from thermal
noise can be divided into analog TRNGs [10]-[12] and digital
TRNGs [13]-[18]. Due to apparent advantages in cost saving,
system integration, and technology portability compared to
analog TRNGs, all-digital TRNGs (comprising solely digital
components) have been comprehensively studied during last
two decades. Typical all-digital TRNGs are mainly classified
into ring oscillator (RO) based TRNG and metastability based
TRNG [19], [20]. For RO-based TRNG, throughput is usually
reduced due to timing jitter in a free-running RO as a source
of randomness [21]-[23]. In order to improve throughput, the
work in [14] sampled multiple parallel ROs while sacrificing
area efficiency. Since unbiased physical source is difficult
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to achieve, the metastability based TRNG [15] are always
accompanied with severe bias phenomenon (statistical imbal-
ance of ‘0’ and ‘1’) and each bias might adversely affect the
extracted randomness.

To effectively improve randomness extraction, in this
paper, instead of increasing the number of transition events
(jitter accumulation), we generate random bits from a single
propagation event (jitter quantization). Based on extremely
small Vernier interval, a novel all-digital TRNG in field
programmable gate arrays (FPGAs) is proposed, which effec-
tively improves entropy extraction efficiency due to digi-
tally snapshot random distribution of thermal noise jitter.
Furthermore, the proposed TRNG have a good tolerance to
bias phenomenon induced by process, voltage, and tempera-
ture (PVT) variations in FPGAs because of high quantization
precision.

The rest of the paper is organized as follows. Section II
introduces random jitter and the principle of jitter quanti-
zation. Section III presents the proposed small delay differ-
ence implementation, random entropy source model and the
TRNG implementation. Experimental results are given in
Section I'V. Section V concludes this paper.

Il. PRELIMINARIES

A. RANDOM JITTER

Jitter is defined as the deviation of the timing event of the
signal from its ideal position. According to the type of jitter
classification, it can be divided into deterministic jitter and
random jitter. Deterministic jitters such as periodic jitter, data
dependent jitter, and duty-cycle dependent jitter are essen-
tially reproducible and predictable jitters [24]. Due to the
peak-to-peak(pk-pk) value of deterministic jitter has upper
and lower limits, on the basis of a relatively small number of
observations, its boundary can usually be predicted with high
confidence. For random jitter, in the circuit, the main source
of random noise is thermal noise, and thermal noise exhibits a
Gaussian distribution. For the peak of the Gaussian distribu-
tion is infinite, there is no peak-to-peak boundary value, and
it cannot be accurately predicted. Random jitter refers to the
timing variation caused by factors such as temperature and
voltage that can affect the carrier mobility of semiconductor
crystal materials and variations in semiconductor processing
processes leading to uneven density of doping. As shown in
Fig. 1, the jitter in digital circuits may be caused by power
supply variations, temperature variations and propagation
delays and it can be used to generate true random bit streams
through D flip-flop (DFF) based samplers for sampling the
output of the high frequency [25], as illustrated in Fig. 2.

B. JITTER QUANTIZATION

The main principle of the proposed jitter quantization is based
on the high precision time-to-digital conversion (TDC) [26]
using Vernier technology. Based on Vernier technique,
we implement pulse measurement circuit in Xilinx Virtex-6
XC6VLX240T-1FF1156 (ML 605) FPGA in [27], [28].
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FIGURE 3. Pulse measurement circuit in [22].

As shown in Fig. 3 presented in [27], the pulse measuring
circuit mainly consists of two parts, i.e., signal capture part
and edges chasing part. The measured pulse(T) is captured by
LUTS3 (3-input LUT) and then driven by two positive edges to
propagate through two chains within the time interval of the
pulse width. Since the two chains have different propagation
delays in advance, the edges of the faster chain will chase the
other edges in the slower chain, so the pulse width can be
determined: the Vernier interval (Delayl-Delay2) multiplied
by the number of propagation stages required for the two
chains to meet.

As known from experimental results in [28], the edges
chasing part is able to quantize pulse width with a good
accuracy. Obviously, reducing the Vernier interval can further
improve the conversion accuracy (optimized to 30 ps in [28]).
However, this optimization trend is unsustainable because
there is jitter during edge propagation due to electronic
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FIGURE 4. Jitter quantization.

thermal noise. As the Vernier interval value (quantization
accuracy) gradually increases, the improvement in pulse mea-
surement accuracy is greatly weakened or even invalid, but
the edge Jitter can be quantified with high accuracy. As shown
in Fig. 4, if the Vernier interval remains reduced until the
value of the Vernier interval is much smaller than the mag-
nitude of the thermal noise jitter, the conversion result will
become uncertain due to some fluctuations in the LSB in the
quantization result [29]. Obviously, the uncertainty is exactly
the result of the quantification of thermal noise. In other
words, when the Vernier interval is small enough, the Vernier
circuit can be used to quantify the random edge jitter. In the
ideal case of equidistant Vernier interval as shown in Fig. 4a,
the quantization results will approximately follow a Gaussian
distribution N(u, 62), where u is the result of the conversion
without thermal noise and o is the standard deviation of the
quantized values of accumulated thermal jitter under edge
propagation. The Vernier interval is very uneven due to sys-
tem delay mismatch caused by PVT variations, as shown in
Fig. 4b. The extremely high precision of the jitter quantization
will also effectively prevent the quality degradation of the
extracted entropy caused by the bias phenomenon.

Ill. TRNG ARCHITECTURE

A. SMALL DELAY DIFFERENCE IMPLEMENTATION

Fig. 5a demonstrates a look up table (LUT, the basic con-
figurable cell in SRAM-based FPGAs) structure. Operation
principles of such structure are as follows: when a set of
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FIGURE 5. LUT_3 structure and inverter schematic with don’t-care bit.

path gated signals (IO, I1, I2) input, LUT output is directly
connected to a SRAM cell and then determined by the con-
ducting SRAM cell. Therefore, by configuring correspond-
ing values to SRAM cells, a combinational logic function
with three or less inputs can be implemented in LUT_3.
Different inputs result in different conducting paths (multiple
factors including transistor type, placement, and routing may
change), which presents different LUT delays.

As shown in Fig. 5, the LUT is configured so that the inputs
I1 and 12 act as don’t-care bits while I0 acts as signal bit. The
LUT output O is a logical NOT of 10 and are independent
of I1 and I2. For instance, if I112 = 00, the signal propagates
through the blue dashed-lines, and when 112 = 11, the signal
propagates through the path with the red solid path marked.
Obviously, the dashed path is slightly longer than the red solid
path, which results in a larger propagation delay.

Inspired by this phenomenon, we propose a high-precision
delay adjustment method, whose basic idea is to fine-tune
the path delay by configuring the internal signal propagation
path of the LUT [27]. In order to obtain the desired delay
difference (less than or equal to 1 ps), a delay-time adjustable
transmission gate [27] is constructed, which includes a signal
port and a delay adjustment port. The results of previous
experiments in [27] show that one LUT physical port (Al,
A2,...,A5,A6) can be mapped arbitrarily to one of 10, 11, 12
logical ports of the LUT. To minimize the impact of process
fluctuations on TRNG and maximize TRNG throughput, AS
is configured as signal port and the delay adjustment port is
set to A4 or A6 adjacent to the signal port. In order to deter-
mine the amount of delay that the A4 and A6 ports affect the
circuit, as shown in Fig. 6, 12 such transmission gates and one
NAND gate are connected to form a RO. Then any one node
on this RO is connected to a rising edge of a sufficiently large
range counter, and other one node is connected to a rising
edge sensitive clock of a large enough counter. By counting
the number of rising edges that propagate through the node
for a specific time T, we can calculate the delay of the RO:

T

RO, =2% — 1
delay Number counter M
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where Number counser 1 the number of rising edges remem-
bered during T. Whenever the logic state of the delay adjust-
ment port is inverted, we can obtain a new RO delay, which
is the adjustable delay amount relative to the time of the old
RO delay.

In the experiment, we conducted delay adjustment evalu-
ation under three ML605 platforms. With two delay adjust-
ment cases, we can get a total of 72 delay increments.
As shown in Fig. 7, the average delay increment is approx-
imately 0.37 ps when the delay adjustment port is A4, and
the average delay increment is approximately 4.2 ps when
the delay adjustment port is A6. It can be seen that the delay
adjustment method for configuring the internal path of the
LUT can well meet the delay difference requirement of the
proposed TRNG.

B. RANDOM ENTROPY SOURCE MODEL
Through the pre-working TDC technology [27], N cycles of
ring i catch up to N + 1 cycles of ring j without jitter, e.g.,

Sl o

where T; is the ring i oscillation period, and the ring j oscil-
lation period is T;.

Assuming that the width of each jitter is x, it can be seen
that after the jitter occurs, the length of the difference y
between the ring i after N cycles and the ring j after N + 1
cycles. Due to the presence of thermal noise, the difference y
will vary with any jitter. This design extracts the difference y
as the source of TRNG random entropy.

According to the [30], the occurrence probability of the
width x € (—p,p) is different when any jitter occurs,
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and its probability follows the normal distribution g (x) =

I (xfu)
e 202

N , then the average width of jitter occurrence in
N cycles should be EX = xg(x), that is, the distribution law
y of the difference is:

N N+1
y= ‘Z._ T+ xig ()= Y (T;+ 58 (xj-))‘
‘Z xig (xi) — ZJ.V: %8 (%)

If xi, xjx; x; is rearranged and named x0 ~ xnxp ~ x, in
ascending order, then the result of the formula (3) y has not
changed after reordering, i.e., y is:

3

y= Zj\]:O [xig (i) — Xj& (xj)] — Xn+18 (Xn+1) @)

Since the jitter width itself is small enough, when the
catch-up period is long enough, the reordered x; — x;, e.g.,

(x,-—xj) — 0. Then g(x;) =~ g (x]) let g (&)= —g(x’)+g(xf)
Formula (4) is changed to:

y:

lim Zi_vzo (xi = %)) & (§) = Xn+18 (¥nt1)

(X,'—Xj)—)O

- / " g (0 dx — 18 Ctns1) 5)

0

It can be seen from formula (5) that the distribution law of
the difference value follows the normal distribution law, that
is, the difference value is random.

C. TRNG IMPLEMENTATION

Based on the above-mentioned adjustable transmission gate,
as shown in Fig. 8, we implement a TRNG on the Xilinx
FPGA, and the TRNG circuit is mainly divided into two parts,
eg., the cross position adjustment and the edge chasing. Based
on the finer-grained Vernier interval (adjustment port A4,
approximately 0.74 ps, double 0.37 ps), time-to-digital con-
verter (TDC) can digitize the random edge jitter of electronic
thermal noise at the edge chasing portion. By dynamically
configuring the set values in the coarse grain (adjustment port
A6, each set value corresponds to 8.4 ps), we can compensate
or correct the quantized center position offset (edge chasing
part) caused by the PVT variations in real time. In the exper-
iment, the cross-position adjustment portion can cause the
most likely position of the edge intersection to be at or near
the center of the edge chasing portion, ensuring a stable and
high-quality entropy extraction efficiency [31].
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TABLE 1. NIST SP800-22, randomness test result of multiple chips (20 °C, 1.0 V).

Chip#l Chip#2 Chip#3
NIST SP800-22 Test P-value | Proportion P-value | Proportion P-value | Proportion
Approximate Entropy 0.709096 60/60 0.925760 60/60 0.503508 60/60
Block Frequency 0.791345 60/60 0.530228 60/60 0.582456 60/60
CumulativeSums0 0.570353 60/60 0.987745 60/60 0.743471 60/60
Cumulative Sumsl 0.495741 60/60 0.972916 60/60 0.695963 60/60
FFT 0.561658 60/60 0.222920 60/60 0.35301 60/60
Frequency 0.431044 60/60 0.959647 60/60 0.701990 60/60
Linear Complexity 0.309326 60/60 0.246048 60/60 0.850579 60/60
Longest Run 0.661546 60/60 0.566880 60/60 0.431795 60/60
Overlapping Template 0.492608 60/60 0.956764 60/60 0.799989 60/60
Rank 0.294391 60/60 0.807360 60/60 0.643341 60/60
Runs 0.442811 60/60 0.597432 60/60 0.193626 60/60
Serial0 0.859383 60/60 0.927355 60/60 0.683902 60/60
Seriall 0.595189 60/60 0.722709 60/60 0.734164 60/60
Universal 0.643020 60/60 0.592236 60/60 0.989128 60/60
Non Overlapping 0.485156 60/60 0.518914 60/60 0.537440 60/60
Template
Random Excursions 0458625 60/60 0.463866 60/60 0.726773 60/60
Random Excursions 0.625066 60/60 0.332965 60/60 0.522032 60/60

Variant

* For Non overlapping template, Random excursions variant and Random excursions, the P-value is the average of the P-values of all the sub-

tests of the test.

In this TRNG implementation, the actual output latency of
each transmission gate is T: approximately 247 ps, which is
the sum of 177 ps (line delay, nominally 294 ps on the static
timing analysis report, based on empirical values,Virtex6
FPGA Timing Characteristics Data Sheet [32]) and 70 ps
(LUT delay according to [33]).

As shown in Fig. 8, in the entire TRNG Vernier circuit, the
values of M and N are 6 and 26, respectively, for a total of 32
levels, so we can determine the operating period(OP) of the
TRNG:

OP =2 % (T *(M + N)) (©6)

Substitute the experimental data into the formula, the
operating period(OP) of the trng is 15.8 ns. In the pro-
cess of random number extraction, the quantitative results
of electron thermal noise are analyzed deeply and it is
found that the lowest two significant bits have good
randomness.

Therefore, we use a simple and effective method to gen-
erate true random numbers, which is the output quantiza-
tion result. The lowest two valid bits divided by 15.8 ns is
equal to 127 Mbps, which in the throughput of the proposed
TRNG.

IV. EXPERIMENTAL RESULTS

In our experiment, the TRNG is implemented in three Xilinx
Virtex-6 FPGAs and multiple operating conditions (changing
the temperature from 20 degrees Celsius to 80 degrees Celsius
in 20 degrees Celsius steps and the core voltage from 0.8 V
to 1.2 V in 200 mV steps). In each case, 1 Mb raw data are
extracted and then evaluated by NIST SP800-22 RNG test
suite (15 random tests) [34] and NIST SP800-90B RNG test
suite [35].

108486

A. NIST SP800-22 RNG TEST

1) RANDOMNESS AND PERFORMANCE OF THE TRNG FOR
MULTIPLE CHIPS

1 Mb raw data are generated by the proposed TRNG under
normal circumstances (20°C, 1.0V) to pass NIST randomness
test. P-value is an index which indicates the randomness
quality of a sequence. When P-value is greater than 0.01,
randomness is acceptable. The tests are executed on three
ML605 FPGAs for sixty times. The results are shown in
Table 1, the random bitstreams can pass all the randomness
tests and have relatively high P-value. More strikingly, the
P-value of Approximate Entropy, Block Frequency, Univer-
sal, Serial0, and Seriall tests exceeds 0.5, so the generated
key sequence is random [36], in other words, the proposed
TRNG can be used as a safety device.

2) RELIABILITY TEST OF THE TRNG INDUCED BY PVT

Digital TRNG has the advantage of easy integration and less
sensitive to process, voltage, and temperature changes (PVT
changes) [37,38] compared to traditional analog design. For
mobile and Internet of Things (IoT) applications, the environ-
mental robustness of TRNG become very important. Thus,
some experiments are conducted, in which random bitstreams
are generated by the proposed TRNG structure under differ-
ent environments (temperatures: 20 °C ~ 80 °C) and different
operation voltages (0.8 V ~ 1.2 V).

The results are also tested to verify the reliability of the
proposed TRNG. As shown in Table 2 and Figure 8, while
diversification in voltage and temperature affects the quality
of random bitstreams, the results can still pass all tests with
quite high p-value in the NIST statistical test suite.

It is worth noting that, as shown in Figure 9, at 80 °C
extreme temperature, the proposed TRNG can pass the test
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TABLE 2. NIST SP800-22 statistical test result of PVT.

20 40 60
NIST Voltage/V Voltage/V Voltage/V
SP800-22 Test 0.8 | 1 [ 12 08 [ 1 1.2 0.8 1 1.2
P-value P-value P-value
A"E;;’r"(:g‘yate 09100  0.7091 08206  0.6411  0.7351  0.6703 09085  0.8603  0.5891
Block Frequency __ 0.7513 07913 09912 0.7697 __0.9705 __ 0.8343 __ 0.9670 __ 0.6391 0.9989
Cusn:ll:rl.z(t)we 08397 05704  0.6974 09903  0.8982 07976 08189  0.5125  0.5745
C“S“l‘l‘r':fs‘fve 0.8090 04957 03253 09654 03619 05471 08571 02486  0.4523
FFT 02175 05617 0.6845 _ 0.6529 _ 0.6739 _ 0.1772 09537 07386 0.9537
Frequency 07185 04310 03675 09345 _ 0.5230 _ 0.5354 __ 0.7590 03542 0.8818
Linear 0.1399 03093 02408 05917 09846 06196 05921 07909  0.4202
Complexity
Longest Run 02823 06615 0.1245 __ 0.8943 08532 03943 0.9822 _ 0.8817 _ 0.3335
Overlapping 07077 04926 04591 05947  0.7428  0.1085 03527 07280  0.1109
Template
Rank 0.8049 02944 05916 02607 0.1140 _ 04156 03515 03675 0.7233
Runs 0.6742 04428 0.0438 05974 0.1362 _ 03361 __ 05374 __ 03732 0.4807
Serial0 0.6244 08594 09295 02278 05971 0.8725 _ 0.7428 __ 0.8758 __ 0.2397
Seriall 07101 05952 0.6172 02866 02252 09644 0.6689 _ 09057 _ 0.3324
Universal 08819  0.6430 03428 03718 04972 0.8659 _ 0.9993 _ 0.6992 _ 0.4010
Non Overlapping 5,/ 04852 05173 04996 04551 04941 04974  0.4890 0.4948
Template
Random 03294 0458 05394 05542 04634 04812 06177 04072  0.4897
Excursions
Random
Excursions 04715 06251  0.6600 04375  0.6287 03504 05240  0.6886  0.6795
Variant

* For Non overlapping template, Random excursions variant and Random excursions, the P-value is the average of the P-values of

all the sub-tests of the test.

* For each group of tests, 60 experiments were carried out. The P-value in the table was 60 times average, and the passing rate was

over 99%.
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FIGURE 9. NIST SP800-22 statistical test results at 80 °C.

with a P-value greater than 0.1. It indicates that the pro-
posed true random number generator structure can produce
high-quality random numbers with high efficiency and be
affected slightly by the temperature and voltage.

B. NIST SP800-90B RNG TEST

Note that NIST SP800-22 is a statistical test suite for
random and pseudo random number sequences, while
NIST SP800-90B is an entropy estimation method used
to verify the quality of the output entropy source of
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non-deterministic processes. Since the TRNG proposed in
this paper is a non-deterministic process, it is appropri-
ate to use NIST SP 800-90B to test the statistical prop-
erties of its output sequence. NIST SP 800-90B is used
for entropy evaluation of noise sources. Entropy eval-
uation involves two steps: determining the track (Inde-
pendent and Identically Distributed (IID) or non-IID)
and estimating the entropy of a given original random
sequence.

In order to steadily determine the distribution of the
original random sequence, the length of the test sequence
needs 1 Mb raw data. In order to test the stability of
the entropy of the proposed TRNG in harsh environ-
ments, we randomly selected five generation sequences
of TRNG working at 80 °C for NIST SP800-90B test.
According to the experimental test results, it can be shown
that the five randomly selected sequences have passed the
IID test (including chi-square independence test, chi-square
goodness-of-fit test, longest repeated substring (LRS) test),
non-IID test, and restart test. Table 3 shows the results of
NIST SP800-90B entropy estimation under non-IID test on
the original sequences. It can be shown that the original
sequences passed non-IID test of the NIST SP800-90B test.
And the min-entropy of all raw sequences is determined by
collision estimation [35], and the entropy rates are stable with
an average value of 0.9314508.
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TABLE 3. Entropy rate of proposed TRNG sequences.

Non-IID Test Sequencel Sequence2 Sequence3 Sequence4 Sequence5
MCV 0.995621 0.994813 0.995860 0.996044 0.995747
Collision 0.966577 0.933911 0.8888064 0.944718 0.923184
Markov 0.994598 0.995933 0.997266 0.995483 0.95597
Compression 1 1 1 1 1
t-tuple 0.946909 0.941613 0.922601 0.922601 0.925141
LRS 0.997547 0.999993 0.994676 0.994666 0.998274
Multi-MCW 0.998519 0.995674 0.996675 0.997061 0.996756
Lag 0.994547 0.925560 0.996860 0.994159 0.995720
Multi-MMC 0.995319 0.994928 0.996346 0.999215 0.995693
LZ78Y 0.994170 0.995122 0.997249 0.995208 0.995182
TABLE 4. Comparison with related work.
Work Platform Resources Special Modules Throughput (Mb/s)
[23] Virtex-5 128 slices no 100
[30] Virtex-2 pro 565 slices no 2.5
[31] Spartan 6 67 slices no 14.3
[39] Virtex-5 40 slices DCM <1
[40] Spartan 3A 270 slices no 6
This work Spartan 6 32 slices no 127
C. COMPARISON WITH RELATED WORKS REFERENCES

Comparison with the related work [23], [30], [31], [39]
and [40], as shown in Table 4, the proposed TRNG design
achieves a higher throughput of 127 Mbps while occupying
lower resource overhead and improving randomness extrac-
tion in FPGAs. It is worth mentioning that the throughput of
the proposed TRNG is hardly affected by temperature and
voltage after lots of experiments.

V. CONCLUSION
Randomness is crucial for TRNG, and the keys generated by
TRNG with superior randomness are more secure. To effec-
tively improve randomness of entropy extraction, a novel
all-digital TRNG on FPGAs is proposed in this paper, based
on extremely small Vernier interval. Our design can digitally
snapshot random distribution of thermal noise jitter, improv-
ing entropy extraction efficiency and quantization precision
of the TRNG.

Experimental results shows that the TRNG design in this
paper is able to generate high-quality random bits with high
throughput and good reliability against PVT variations.
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