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ABSTRACT The blockchain technology is currently penetrating different areas of the modern Information
and Communications Technology community. Most of the devices involved in blockchain-related processes
are specially designed targeting only the mining aspect, i.e., solving the computational puzzle task. At the
same time, the use of wearable and mobile devices may also become a part of eCommerce blockchain
operation, especially during the on-charge time. The paper considers the possibility of using a large number
of constrained devices to support the operation of the blockchain with a low impact on battery consumption.
The utilization of such devices is expected to improve the system efficiency as well as to attract a more
substantial number of users. This paper contributes to the body of knowledge with a survey of the main
applications of blockchain for smartphones along with existing mobile blockchain projects. It also proposes
a novel consensus protocol based on a combination of Proof-of-Work (PoW), Proof-of-Activity (PoA), and
Proof-of-Stake (PoS) algorithms for efficient and on-the-fly utilization on resource-constrained devices. The
system was deployed in a worldwide testnet with more than two thousand smartphones and compared with
other projects from the user-experienced metrics perspective. The results prove that the utilization of PoA
systems on a smartphone does not significantly affect the lifetime of the smartphone battery while existing
methods based on PoW have a tremendous negative impact. Finally, the main open challenges and future
investigation directions are outlined.

INDEX TERMS Communication system security, cryptographic protocols, distributed information systems,
mobile computing, prototypes, cellular phones.

I. INTRODUCTION AND MOTIVATION

Today, the number of mobile devices is growing tremen-
dously. According to CISCO, there were more than 0.7 billion
wearable devices in 2017, with almost 44% being smart-
phones [1]. This number is expected to reach 12.3 billion
mobile-connected devices by 2022, which will exceed the
world’s projected population at that time (8 billion) by one
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and a half times. This rapid growth is largely forming a
standalone niche of Internet of Wearable Things (IoWT) [2]
as part of the enormous Internet of Things (IoT) paradigm [3].
The mobile devices present on the market today already
have the computational power of 5 years old computer [4],
allowing for broader utilization of those not only for calls
and human-based data exchange but also for much more
complex computational tasks opening a broad way for various
emerging applications [5]. One of those tasks is related to
the operation of the distributed solutions, as part of future
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Cyber-Physical Systems (CPS), relying on blockchain tech-
nology, which is expected to affect the society at large
by storm.

Historically, blockchain systems known today are made
on the basis of the system proposed by Ralph C. Merkle in
1979 [6]. In recent times, the applications that could previ-
ously work only through trusted centralized entities achieved
an opportunity to operate without any constant connection to
the authority while maintaining the same security level and
improving the overall system functionality [7]. The main idea
behind blockchain itself lies in the concept of trust [8], [9].
This idea is based on the fact that parties interacting within
the system do not necessarily know or trust each other but still
have an opportunity to transact securely. By these means, the
use of blockchain eliminates the need for the involvement and
continuous maintenance by the centralized ‘trusted’ author-
ity, thus, enabling the network to operate in a completely
distributed manner.

At the same time, the possibility to customize and style
along with technological enhancements towards small-scale
electronics and modern applications make handheld and
wearable devices a strong contender in the IoT technological
race [10]. This fascinating development is a driving force
behind the convergence of the physical and digital worlds
that promises to create an unprecedented IoT market of
$52 billion during the oncoming years [11]. Moreover, it is
expected that a significant percentage of those devices will
be smartphones, tablets, and wearables. Currently, there are
about 3.2 billion smartphones in the world [12], and the
average one can process 2 billion floating-point operations
per second (FLOPS) [13], thus, leaving us with constantly
underused 5 EFLOPS. If needed, this power can be applied
for the transaction publication and validation processes, smart
contracts [14], incentivization by cellular operators [15],
trusted data crowdsensing [16], or distributed storage [17].

However, deploying blockchain applications to mobile
and resource-constrained devices acting as actual miners,
i.e., nodes solving a highly-complex computational puz-
zle or Proof-of-Work (PoW), faces many critical chal-
lenges [18], [19]. The PoW mining process habits requires
not only computing power but also energy from interacting
mobile devices. There are, however, several miner implemen-
tations of blockchain applications for smartphones, but it has
been shown that the income of a single mobile device acting
as a miner in the blockchain network is nonprofitable [20].

It is worth pointing out, the use of constrained devices is
generally underestimated in the context of blockchain. The
mining feature is ultimately not the most efficient utilization
of this class due to the computational and power limitations,
but the concept known as Proof-of-Stake (PoS) provided the
first opportunity for such constrained devices utilization [21].
Here, PoS nodes do not act as miners to solve complex tasks
but rather as temporary authorities [22] to confirm transac-
tions and blocks based on their “stake” in the system, and
the use of the resource-constrained device, for this reason,
is a natural step forward. The role of PoSs is to pay only
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the transaction fees of the network without involvement in
actual mining.

Nonetheless, almost every modern smartphone already has
the power to act the part of not computationally hungry
Proof-of-Activity (PoA) operation [23] and calculate related
cryptographic primitives [24]. Broadly, PoA aims at validat-
ing the transaction instead of signing or mining the blocks.
To throw some oil on the fire, vendors are already providing
blockchain-enabled smartphones for public use, foreseeing
the inevitable future of distributed applications on handheld
devices. Some devices already have native support for decen-
tralized applications, including, as of May 2020, Samsung
Galaxy S10, HTC Exodus, Sirin Labs Finney, Pundi Xphone,
and Electroneum M1.

Based on the above, the evolution of blockchain towards
mobile electronics in the state of the technology nature.
Therefore, this paper aims to (1) analyze the state-of-the-art
in mobile blockchain systems and (2) to propose a hybrid con-
sensus protocol with low impact on smartphone operation.
The main contributions of this work' are:

o Overview of existing trends in blockchain applica-
tions related to resource-constrained and wearable
devices. Goal 1

o Comparison of existing ‘living’ projects involved in
smartphones-based blockchain processes. Goal 1

« Development of a protocols’ family and its implemen-
tation allowing for efficient blockchain integration on
modern smartphones and its security analysis. Goal 2

o Performance evaluation of publicly available
smartphone-based blockchain solutions along with the
developed one and the corresponding impact on the user
experience of the device owner. Goals I and 2

e Outline of the main challenges and future perspec-
tives of the blockchain adoption by both users and
industry. Goal 1

A. LITERATURE REVIEW METHODOLOGY

This survey summarizes recent industrial activities and
research breakthroughs on blockchain and blockchain-based
applications and open challenges for smartphones and
resource-constrained devices. In order to identify key pub-
lications on the analysis of the blockchain technology, a liter-
ature search in scientific databases was performed covering
leading computer science journals and conferences: IEEE
Xplore, ACM Digital Library, ScienceDirect, SAGE Journals
Online, and Springer Link. To find relevant articles and papers
for our research, the following search string was compiled and
used: (Blockchain OR “Distributed Ledger”) AND ( “State-
of-the-Art” OR Challenges OR “‘Performance Evaluation”
OR Attack OR Implementation OR Prototype OR “White
Paper”). Industrial blogs and project White Papers were also
analyzed, covering the present phase of technology devel-
opment and integration. In total, a set of 1312 potentially

IThis paper is a significantly extended version of published work [25].
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relevant publications was completed, excluding grey litera-
ture and pre-prints.

During the reviewing process, the titles, keywords, and
abstracts of the publications were analyzed to identify papers
and articles that were relevant to the problematics of the
blockchain applications for mobile devices. As a result, a total
of 60 publications were selected. To further extend the liter-
ature sample, a more in-depth analysis of the selected publi-
cations references was executed, aiming at additional papers
or articles relevant to the research action. Accordingly, this
process resulted in a total of 79 publications.

Once the literature selection process was completed, the
selected publications were carefully read, and an open coding
approach was applied to identify the described applications
and challenges. Next, the extracted applications were classi-
fied into four general groups. The results of the analysis are
presented in the next section.

B. PAPER STRUCTURE
The rest of the paper is organized as follows.

In the first place, this paper outlines the main applica-
tions of blockchain technology for smartphones and wear-
able devices stepping aside from conventional cryptocurrency
perspective in Section II. The overview covers such areas
as infrastructure and resource sharing, security and access
control, trust, and user involvement aspects.

Next, the study surveys various market-available
blockchain-based systems and related consensus algorithms
in Section III. It elaborates on the actual involvement of
resource-constrained devices in the blockchain ecosystem
operation.

Based on the analysis, this paper contributes with a hybrid
algorithm, coupling together Proof-of-Work, Proof-of-Stake,
and Proof-of-Activity, which allows involving mobile devices
in the new block generation process, as detailed in
Sections IV. Section V provides a detailed description of the
developed cryptographic protocols.

Section VI provides the performance evaluation of existing
solutions from Section III and the developed system as well
as its qualitative security and privacy analysis.

Section VII sheds some light on several open challenges
that should be considered by the blockchain system devel-
opers. Finally, this section highlights future perspectives of
the utilization of blockchain on smartphones. The last section
concludes the paper and summarizes the main findings.

Il. STATE-OF-THE-ART OF BLOCKCHAIN APPLICATIONS
FOR MOBILE DEVICES

Despite conventional applications such as cryptocur-
rency [26], governance, Distributed Ledger Technol-
ogy (DLT) operation [27], and supply management [28],
smartphones and resource-constrained wearables are natu-
rally involved in a plethora of networking activities driven
both by humans and devices themselves. This section outlines
the applications mostly related to smartphones and other
resource-constrained devices.
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A. INFRASTRUCTURE AND RESOURCE SHARING

One of the constantly evolving markets of today is related
to cellular communications driven by the 3rd Generation
Partnership Project (3GPP) organization actively develop-
ing Long Term Evolution (LTE)-related standards. The
number of directions for the application of blockchain in
LTE is vast and accomplished with Wireless Local Area
Network (WLAN) services, broadly deployed worldwide.
Moreover, the Federal Communications Commission (FCC)
shared tentative thoughts to deploy blockchain as an enabler
for 6G in 2018 Mobile World Congress (MWC) [29].

Today, both vendors and operators have access only to
limited resources from energy, computing, and spectrum per-
spectives [30]. From the operator’s point of view, the radio
resource is the biggest bottleneck due to the growing demand
for various applications, including Virtual and Augmented
Reality (VR/AR) applications, high definition video stream-
ing, and Tactile Internet paradigm [31]. Spatial and spectral
resources of different operators may be unequally used due to
various reasons and, thus, such systems as Licensed Shared
Access (LSA) [32] and Licensed Assisted Access (LAA) [33]
were proposed by 3GPP. Blockchain technology may
become one of the enablers for making the manipulation
with those resources more flexible, especially in the IoT
context [34].

In particular, the work [35] proposes the adoption of
blockchain technology as a virtualized intermediary for the
shared use of network resources in a sovereign, autonomous,
safe, and reliable mode. The authors highlight the possi-
bilities of the infrastructure and network resources sharing
through Peer-to-Peer (P2P) self-executing transactions in a
distributed manner.

The authors of [36] also focus more on the Network Func-
tions Virtualization (NFV) in 5 generation networks (5G). In
particular, this work proposes to utilize blockchain for intelli-
gent network slicing in Software-defined Network (SDN) by
introducing Blockchain Slice Leasing Ledger Concept for a
5G network. Here, the mobile network service provider has
the ability to compromise with external tenants’ network slice
requests quickly and automatically relying on the accessibil-
ity of infrastructure provider resources.

The topic of content-centric data sharing form privacy
perspective is discussed in work [37]. The authors propose
to combine blockchain and encrypted cloud storage in a
content-oriented network in order to maintain the users’ con-
fidentiality and secure data exchange flexibly. The authors
of [38] facilitate the use of blockchain for incentivization in
terms of distributed data storage. The data stored by each
node is considered to be a block in the chain. The reward
will be received by the node that stored the data, and the
reward for the sale of the node increases with the volume
growth of stored data. The study in [39] provides a pro-
found overview of the Cloud Exchange (CloudEX) storage
empowered by blockchain technology aiming to avoid the
additional need for an intermediary and empowering trust at
the same time.
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The potential of offloading the resource-intensive mining
tasks to neighboring computing nodes with blockchain is
discussed in [40] concerning data caching. The paper ana-
lyzes the computational offloading and content caching in
wireless blockchains with Mobile Edge Computing (MEC).
The authors focus on the offloading strategies selection, i.e.,
offloading to the nearest Access Point (AP) or a group of
users in device-to-device (D2D) proximity, and the caching
strategy regardless of whether to cache the requested content
and computing or not. Those approaches are jointly studied
and formulated. The study [41] describes a similar edge com-
puting problem, and the work [42] focuses on Cloud and Fog
operation aspects. The authors of [43] also propose the secure
data sharing framework based on blockchain in combination
with D2D applicable for Delegated PoS operation. The results
have shown that the use of an AP-based relaying strategy may
significantly improve the utility of Edge nodes by means of
computational offloading while mobile devices were acting
as PoS nodes.

B. SECURITY AND ACCESS CONTROL

Another large segment of blockchain applications on mobile
smartphones is related to access procedures and tracking from
different perspectives.

The works [44] and [45] highlight accessing the Internet
via blockchain-powered access control, which allows keeping
records of transactions that track the device actions (access
nodes, channels, gateways, services, etc.). It allows for flexi-
ble economic compensation for used resources in a transpar-
ent, decentralized, and reliable way. The authors of [46] also
puropose a protocol to apply blockchain for access manage-
ment in public Wi-Fi APs. The method is based on virtual
credentials instead of actual user information.

The authors of [47] develop and implement an authentica-
tion scheme to concurrently and efficiently ensure anonymity
and accountability without dependence on any trusted third
party. The system uses the unmodified Bitcoin blockchain as
a platform for managing and determining access credentials
in a peer-to-peer way. The method suggests associating the
user’s access right with their bitcoin address, which can be
used as credentials to access public Wi-Fi APs.

Another work [48] proposes a blockchain-based cross-
domain authentication scheme for Wi-Fi networks. The
designed solution authenticates users and servers in a dis-
tributed and anonymous way, avoiding a single point of fail-
ure and privacy leakage.

The identity management aspect is also in the focus of
the study [49]. The authors suggest a privacy-enhancing user
identity management system based on blockchain technology
that gives due importance to both anonymity and attribution
and also supports end-to-end management from user approval
to billing for use. The setting provides access to the network
using aliases, preventing the restoration of subscriber identity.

An exciting niche of the blockchain application falls in
the area of Self-Sovereign Identity (SSI) [50], [51]. With the
term not being fully defined, it generally corresponds to an
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identity management system allowing individuals to own and
manage their digital identity fully. From a broad adoption per-
spective, there is a very active scene creating ‘““wallet apps™
for storing Verifiable Credentials (VCs) and Decentralized
Identifiers (DIDs). An example or a real-life implementation
is the application called “Bloom — Secure Identity”’ providing
a protocol for SST on modern smartphones [52].

The authors of [53] propose to utilize private blockchain
for detecting malicious applications in application stores. The
idea behind is to enable third parties to execute independence
security scans of the application after it is published and add
the result to the chain aiming to decrease the false positive
rate of detection systems.

In the medical domain, the research work [54] proposes
to apply blockchain technology for the insider attack mit-
igation in the Internet of Medical Things (IoMT). The
authors focused on Medical Smartphone Network (MSN)
environment and developed a trust management scheme. The
proposed approach allows the users to quickly update the
blacklist of nodes to analyze the information about the status
of traffic from suspicious ones better.

C. DATA EXCHANGE IN (UN-)TRUSTED ENVIRONMENTS
The decentralized trust management scheme based on the
blockchain technology is proposed in [55]. It enables mobile
nodes to evaluate the trustworthiness of neighbors based
on the Bayesian Inference Model and assess the credibility
of received messages. Another trust management scheme is
proposed in [56], where the authors have introduced a token-
sharing scheme that motivates users to share information
securely.

The authors of [57] focus on the aspects of trust in Wireless
Sensor Networks (WSNs). This article proposes a new appli-
cation for the blockchain as a secure decentralized storage
for cryptographic keys, as well as for exchanging of trust
information in the context of autonomous wireless sensor
networks. The proposed mechanisms depict how to apply
the blockchain immutability to solve problems in the field of
decentralized ad-hoc networks, i.e., how to build a complete
solution that provides authentication mechanisms as well as
an assessment of trust in a self-organizing network.

In contrast to many anonymization-targeted works,
paper [58] proposes the system that aims to map personnel
information to the blockchain-based transaction system by
creating digital identities based on identifiers issued by the
government. This digital identifier is associated with a mobile
device. The system is based on the biometric parameters
and trust computing technology to ensure that the infor-
mation stored in the blockchain correctly reflects reality.
The work [59] also provides an overview of the blockchain
potential from a biometrics perspective.

Blockchain could also be used for data crowdsourcing, as
it is examined in [60]. This work aims to preserve the privacy
of the participants and keep the integrity of the service request
and provision. The authors of [61] also propose to utilize
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the blockchain to avoid third party involvement during the
crowdsourcing process.

D. USER INVOLVEMENT

Since the roots of publicly-known blockchain technology lie
in the financial field, some researchers propose to utilize
blockchain as a user incentivization mechanism, which was
already discussed in [56], [62], [63]. Interestingly, the authors
of [64] propose a blockchain-based incentivization schema
for Public Protection and Disaster Relief (PPDR) scenarios.
The approach uses a smartphone with a delay-tolerant net-
work (DTN) support, which relies on Bitcoin to encourage
nodes to collaborate. The scheme is entirely decentralized and
independent of any central trusted authority.

Another standalone niche based on the cryptocurrency
concept is related to online- and P2P based gaming [65], [66].
The application of blockchain for both in-game cryptocur-
rencies and/or centralization of gaming events would allow
creating a secure and fully decentralized architecture to
transform a game towards becoming community-sustainable.
It is foreseen that blockchain would bring completely new
paradigms to the gaming industry, including more excit-
ing and parallel gaming universes, better-regulated gaming
economies, faster micro-transactions, fraud resistance, and
general fairness to players [67]. Overall, blockchain-based
gaming already benefits from the features of decentralized
applications (DApps) [68].

Generally, the blockchain potential in applying it to com-
munications and related aspects as a specific niche is still
in its infancy. Most of the presently developed solutions
for smartphone-related scenarios focus on resource sharing,
access control, user involvement, and incentivization. The
main driver behind the broad adoption of blockchain in the
wireless environment would still be hardware providers and
operators due to their tight connection to mobile devices
evolution.

lIl. MOBILE BLOCKCHAIN ACTIVE PROJECTS AND
CORRESPONDING CONSENSUS

Indeed, the blockchain development towards smartphones is
still in the infancy. On the other hand, there are some ongoing
public projects actively working in this direction. This section
highlights the main concepts and related paradigms in the
current mobile blockchain area.

Due to the blockchain property of immutability, it can be
abstracted as a transactional system that enables a consensus
to form within its participants [69]. The consensus holds
unique probabilistic properties and can thus be leveraged as
a fundamental building block for adaptive middleware that
offers both deterministic and probabilistic consensus.

Most of the public blockchain operation known today is
based on specially designed devices — miners, i.e., nodes that
attempt to solve the computational puzzles, in other words, to
achieve the PoW [70], [71] for new block creation, and profit
from the monetary compensation associated with it. The first
node to solve the computational puzzle receives a reward.
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In order for the system to stay operational, the complexity
adjustment (often known as “number of leading zeros’) is
utilized, i.e., in fact, it aims at minimization of the number
of nonces which need to be tried before a match is found.
The difficulty of mining should be adjusted dynamically
throughout the lifetime of the system [72].

A. PROOF-OF-WORK SYSTEMS
This subsection lists living PoW-based blockchain systems
available on smartphones.

1) MIB COIN

The first system is the Mobile SmartX Blockchain platform
based on Mobile Integrated Blockchain (MIB) coin. MIB
public network was launched on November 12, 2018, reach-
ing more than a thousand active users just two weeks after
release [73]. A year after the release, the number of active
users has almost reached two thousand.

MIB is branded as environmentally friendly, inexpensive
PoW mining for mobile devices based on Bitcoin. The main
difference is that MIB’s Mobile Proof-of-Work (MPoW) uti-
lizes the CPU resources of mobile devices to mine blocks.
The application is designed to take into account the capa-
bilities of the device; users can choose the desired min-
ing complexity to protect the smartphone from overheating,
allowing budget devices of any processing power to be part of
the network. Low-power PoW is another MIB feature. MIB
states that the smartphone application spends 150 times less
power than an application-specific integrated circuit (ASIC)
mining [74].

It is essential to point out that the MIB network is cen-
tralized. Network servers assigned by the project owners
distribute cryptographic tasks between nodes, and then they
publish blocks. Thus, mobile devices do not support a dis-
tributed network, but the servers they are connected to. The
control over the network remains with MIB executives. Hav-
ing created a centralized network, the project is deprived of
one of the distinguishing features of blockchain technology,
i.e., a distribution that allows one to send transactions without
a generally trusted third party but a selected one.

To finalize, MIB application is not able to be executed in
the background mode, making every-day use of smartphone
inconvenient. The need to keep the application constantly
open makes MIB mining possible only on spare devices of
specifically designed farms, which makes MIB operation
costly not only from hardware but also from energy consump-
tion perspectives.

2) uPlexa

uPlexa’s main goal is to form a platform for IoT devices
to create an anonymous blockchain-based payment system.
The beta version was released in 2018. At the beginning of
2019, the uPlexa team developed an Android application for
the public domain. As of now, users can also use it on their
PC CPU, Android device CPU, AMD GPU Devices, and
Nvidia devices.
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uPlexa also relies on the PoW concept, i.e., IoT devices’
CPU or GPU resources are used to add transaction records
to the ledger. It creates an anonymous payment system with
the support of interlinking IoT devices, which can be used for
telecom and internet service providers for e-commerce.

uPlexa aims at overcoming Bitcoin’s issues, specifically,
slow transaction time and hefty fees, by introducing a model
where micropayment fees increase when the network is over-
loaded. This method helps decrease the amount of these
micropayment transactions and, consequentially, lower the
load on the network. At the same time, in order to sustain
the balance, any other payments still have low fees.

The project allows operation on different types of hard-
ware, including phones, tablets, PCs, TVs, TV Boxes, Rasp-
berry Pi’s, and the team is planning to scale the list by
supporting as many IoT devices as possible while keeping
the mining ASIC-resistant.

Since IoT devices vary significantly, the uPlexa application
offers a choice between different settings to fit each device’s
resources. So, the users can adjust the level of CPU usage and
the number of threads to be utilized to prevent over-use and
overheating.

B. PROOF-OF-TRANSACTION SYSTEMS

Smartphone-based blockchain applications may rely not only
on computational resources but also on transporting the value
between involved instances. Here, devices are competing on
accumulating transactions to generate new blocks and get
transaction fees. An example of this activity is a TAU Coin,
which Android application was released in May 2019, though
its users were active since 2018. Currently, there are more
than 440,000 registered accounts but less than a thousand
active ones as of May 2020.

The project’s algorithm, Proof-of-Transaction (PoT),
determines a new block generation address based on accu-
mulated transaction history [75]. For every address, there
is a linear proportion between the new block generation
probability and the address’ transaction history, and this pro-
portion is called mining power, which is an equivalent to
Bitcoin’s hash power. The more transactions the user has
made, the higher the chance of receiving rewards, which come
in the form of a transaction fee. The algorithm incentivizes
users to make transactions actively and thus increase coin’s
circulation.

Unlike other projects that use PoW and PoS algorithms,
TAU has its entire coin supply already minted in the gen-
esis block. The reason for that is to fight the hoarding
(stockpiling) mentality that is present in the cryptocurrency
market. The platform rewards active participants of the net-
work who make transactions and the currency circulates
freely.

TAU has security measures against the majority or 51%
attack; the attacker would need to have more transactions than
the rest of the network combined for a year, which makes the
attack highly challenging to perform.
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C. CLOUD SYSTEMS

Cloud mining, a process of token mining using a remote
datacenter, is a new concept that is utilized in Electroneum
and Phoneum projects. Cloud mining is provided for free and
delivers an easily understandable experience, allowing users
to participate regardless of their hardware and knowledge of
cryptocurrency economy and mining algorithms.

1) ELECTRONEUM

Electroneum is one of the most popular smartphone-based
mining projects [76]. Following the start of the development
in 2017, Electroneum held a successful ICO sale, and by the
beginning of 2018, the beta version on an Android application
was launched. By Q3 2018, the project reached two million
registered users. As of May 2020, there are around 2.5 million
registered users and 200,000 active miners.

Electroneum is resistant to 51% attack; the security is
achieved by the addition of a moderation layer, which
becomes active when there is a possibility of an attack. The
layer establishes the attack’s origin and shuts it down.

Electroneum is compliant with a Know Your Cus-
tomer (KYC) process; the platform requires users to fill out
their legal name and surname, country, telephone number, and
upload their photo to verify their identity and to minimize the
risk of illegal use of the app. This, however, may compromise
the user’s privacy, since the entered information is shared with
third parties according to the project’s policy.

2) PHONEUM

Phoneum is another project that utilizes cloud mining [77].
After almost two years of development, the Phoneum mining
application, as well as a gamified platform, had been released
in May 2019.

The project is designed to function on multiple platforms
and has been implemented in a gamified experience as a game
called Crypto Treasures, where users can earn Phoneum’s
currency by playing games. The project is expected to have
an easy to integrate API to allow other developers to utilize
cryptocurrency in their projects.

Cloud mining utilized in both Electroneum and Phoneum
is activated through the corresponding applications without
any prerequisites and requires reactivation every week. The
rewards are distributed for free once mining is started. The
smartphones, however, do not perform any activity and do
not help confirm new blocks, and as a result, they do not
bring blockchain utility. Since the apps and the cloud mining
services are free and do not require an entry fee, it makes the
rewards easy to gain and, eventually, decreases token’s value.

Based on the analysis of the existing projects, the major-
ity of those were found either relying on computationally
expensive mechanisms or not involved in block generation at
all, which may result in the need to pregenerated the blocks
anyway, i.e., to have the empty blocks already prepared for
utilization. In the next section, we propose our approach that
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FIGURE 1. Smartphones as part of the blockchain ecosystem.

may be potentially used for mobile blockchain operation and
compare it with the listed solutions.

IV. PROPOSED UTILIZATION OF BLOCKCHAIN
This section provides a brief overview of the main system
components used during protocols development.

An intelligent combination of PoA, PoS, and PoW is
proposed aiming at the involvement of mobile devices for
blockchain operation (see Fig. 1). As a baseline, the system
utilizes ID-based cryptography initially discussed in [78]
during the times when blockchain itself was brought to the
research community’s attention. After 20 years, the first
realization of this strategy took place in work [79] by
C. Cocks et al. They proposed a new approach of obtain-
ing the sender’s secret key to generate a signed message
using a private key generator (PKG) and a unique sender ID.
However, there are several challenges related to PKG utiliza-
tion: (i) PKG can sign and decrypt all the messages; (ii) key
revoking is not implemented; (iii) safe channel is required
for the key dissemination; and (iv) encryption and decryp-
tion mechanisms are computationally different. Most of
those could be mitigated by utilizing Shamir Secret Shar-
ing (SSS) [80], allowing for the PKG secret key dissemination
and reconstruction based on only a portion of previously
distributed shares, which is used in the developed algorithm.

A. DESIGNED CONSENSUS ‘TRINITY’
In particular, a hybrid multi-level architecture is proposed to
achieve better fairness and flexibility of the system operation.
Here, the first level consists of a large number of devices
with limited computing and communication capabilities (i.e.,
PoAs), while the second level devices have significantly
greater capabilities (i.e., PoSs), carries greater responsibility
and greater risks for the functioning of the system due to
distributed decision making. The third level consists of the
devices responsible for solving the computational puzzle (i.e.,
PoWs). The involvement of the devices from all three levels is
required in order to add a new block to the blockchain, which
is detailed further in this section.

The system defines four types of major components
that would be explained before proceeding to the actual
operation (see Fig. 2):
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FIGURE 2. Proposed block structure.

1) k-block — is the actual block added to the blockchain,
which is a result of a computation puzzle solution by
PoW, which is based on macroblock signed by a trusted
PoS node with high stake along with a group of PoAs
acting as verifiers. The generation of k-block requires
significant computing and energy resources, as well as
an online presence.

2) Macroblock —is a temporary block signed by currently
selected Leading PoS node.” Its header is generated
prior to sending it to a group of PoA nodes for actual
transaction verification (via microblocks, see the next
item). After the verification phase is complete, the
LPoS signs a set of verified microblocks (macroblock)
and broadcasts it to PoW nodes for adding to the
blockchain. Macroblock generation requires a signif-
icant stake of tokens and the online presence of the
current LPoS node.

3) Microblock — is a set of transactions signed by cur-
rently selected LPoS node and verified by a single
PoA node together with the macroblock header. Not
a computationally hungry task and does not require
constant online presence — POA may participate in the

2The Leading PoS (LPoS) is one of PoS nodes selected by pseudorandom
procedure or the voting of other PoS nodes, i.e., a portion of PoS nodes should
approve the announced potential LPoS to take its role for this block.
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verification process voluntarily since the number of
PoA nodes is typically high.

4) Transaction — the peculiar data to be added to the
blockchain. It is originated from nodes outside the con-
sensus. It may contain certain rules or smart contract-
related information (encrypted to assure the data pri-
vacy if required).

Overall, k-block is the top-level result of the interaction by

all nodes with different roles listed further.

1) HOLDER (PROOF-OF-STAKE)

PoS nodes are holding a significant amount of tokens, thus,
becoming a more trustworthy part of the system opera-
tion (similarly to banks and trusted authorities). Any node
can prove the eligibility to become a holder by staking the
highest number of tokens (currently set to 10% of all available
tokens). Key SKyx is a shared key distributed between a set
of holders based on the Lagrange interpolation formula [81].
The corresponding PKyk is known to any node. The resident
node is responsible for SKyx generation, and a group of
holders forms a PKG.

The resident’s functions are: (i) to store SKgyg; (ii) to
distribute it to other PoSs; and (iii) to estimate the Lagrange
polynomial properties. After the resident is stopped, the key
shares will be distributed to PoS according to protocols
described in subsections V-G and V-H. The Lagrange poly-
nomial characteristics would not be possible after the resident
leaves the system and, thus, they should be adjusted after the
initial period of the system operation.

Holders are systematically executing the protocol
described in subsections V-A to verify who has the right to
distribute the publication keys during this system operation
state. The corresponding time interval is set to 100 k-blocks
in the simulation environment. The Leading PoS (LPoS)
selection result is then stored as statistic blocks and may
be verified by any node. Selection is based on the pseudo-
random procedure or the voting of other PoS nodes, i.e., a por-
tion of PoS nodes should approve the announced potential
LPoS to take its role for this block.

Next, the required number of PoSs are involved in the
session secret key for LPoS generation after the k-block
retrieval. The publication public key is calculated based on
the k-block ID (hash sum) and LPoS ID. The secret key and
the corresponding shares are calculated based on the proto-
col described in subsection V-B. The holder gets a reward
for participation in the voting and PKG-related procedures.
Therefore, current LPoS recovers a version of the secret
key from other PoS miners. A session key is required to
sign microblocks. Only LPoS with all necessary key shares
of the secret key can accept and sign blocks from PoA
nodes.

LPoS announces the possibility to verify current transac-
tions to be added to the block to a set of pseudo-randomly
selected PoA nodes and the ones who replied receive the
transaction(s) signed by the session key to be verified and
further combined into the macroblock, see subsection IV-A2.
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After PoAs have successfully verified the transactions, the
macroblock is broadcasted to available PoW nodes, accord-
ing to subsection [V-A3.

2) VERIFIER (PROOF-OF-ACTIVITY)

PoA nodes are involved in the microblock publication pro-
cess. The main task of the PoA nodes is to listen to the
network continuously. Each PoA in the group of selected
PoAs verifies the signature of the delivered microblock pay-
load (array of transactions) and forwards the signed version
back to the LPoS in case of the verification success. After the
LPoS received all microblocks verified by PoAs, i.e., all data
becomes validated by PoAs and LPoS node in the system,
their participation may be verified later.

Microblocks must be verified and signed by PoA nodes
using their own secret keys. The participation of PoA nodes
is ensured by their binding to the specified k-block. PoAs
are resource-constrained devices and are not involved in the
‘mining’ process. In brief, PoA nodes are limited in terms of
computing and communications and, accordingly, are ded-
icated to the operation on smartphones. PoSs — could be
stationary power- and storage-independent nodes. The num-
ber of PoS nodes is expected to be smaller (by orders of
magnitude) than PoAs’.

3) SOLVER (PROOF-OF-WORK)

PoW nodes are responsible for the generation of new k-blocks
from macroblocks delivered from current LPoS. The main
requirements for this type of nodes are (i) reliable access
to the Internet; (ii) storage (required to store the blockchain
structure); and (iii) computational power for hashing. The
solver is recursively calculating nonces for new k-block gen-
eration according to the set of predefined rules — difficulty,
batch number, hash links validity. Each k-block is distributed
through the network in a broadcast way after its generation
to PoS and, potentially, PoA nodes. Each node checks its
validity based on locally stored data and adds it to local
blockchain storage if valid.

As a baseline, widely known Nakamoto protocol [82] is
used for the blockchain construction. POW’s main aim is to
generate the block and obtain the resulting award for the com-
putational expenses. The k-block contains its public key. The
selection of the hashing function does not affect the overall
system operation directly. RandomX function, developed by
Monero [83], is currently adopted on the PoW side in order
to increase the fairness of the system.

4) EXAMPLE OPERATION

For example, at the i time instant of the blockchain opera-
tion, k;_; k-block from i — 17 interval is already present in
the blockchain and new transactions begin to appear. LPoS
is selected by active PoS nodes by advertising itself along
with its stake. PoSs that agreed on LPoS selection (based on
the advertised stake probabilistically), provide it with ‘salted’
secret shares and, if the number of shares is higher than
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FIGURE 3. Proposed system block publishing process.

required by SSS threshold, LPoS constructs the session secret
key used for signing microblocks and current macroblock.

Next, LPoS announces the possibility of verifying the
transactions for future k-block for all online PoAs. A group
of PoAs from the replied ones is selected by LPoS based on
the pseudorandom procedure. If at least one of the selected
PoAs will interrupt the communications during the oncoming
phases — the group of PoAs selection procedure should be
restarted by LPoS.

LPoS then signs each set of transactions with the session
key and sends those to different PoAs from the group. PoAs
verify the signature and sign the own microblocks with a
personal secret key. Finally, each PoA returns the signed
microblock to LPoS, which further combines those in the
Merkle tree and signs by its own secret key.

By this means, a new macroblock is generated based on
the previous k-block from i — 1t interval, the root hash of
the Merkle tree of the collected and signed microblocks, and
its signature created by LPoS selected during the i interval.
LPoS is sending the generated macroblock to PoW nodes in
a broadcast way, and the fist PoW to solve the computational
puzzle adds it to the blockchain. Simply, the proposed process
of the block publication is explained in Fig. 3. The following
subsections describe the relationship between the blockchain
nodes.

The proposed blockchain construction algorithm belongs
to the permissioned category since PoA nodes sign the
microblocks they form with own secret keys, public keys are
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known, and all PoS are known, and the procedure for entering
a node into the PoS category is public.

5) ADDITIONAL DETAILS
Bitcoin-NG protocol is selected to handle macroblocks [84]
to reduce the latency between the creation of blocks so that
each microblock inside a macroblock is created in real-time
and adds transactions to the blockchain immediately upon
their arrival. So, there is no need to wait until an entire
macroblock is completed, its hash is found, and it is synced
between all nodes in the network — small microblocks can be
generated concurrently inside it. The main reason behind the
utilization of this protocol lies in its possibility to increase
the mining speed in the system, i.e., to increase the number
of blocks generated by the system within the selected time
frame. The fundamental limit here is the distribution time
of the newly generated block between all the nodes in the
system. In case the generation time is shorter, the probability
of forking in two distant sections of the network may arise
tremendously. Direct Acyclic Graph (DAG) [85] allows the
addition of new blocks in different network segments han-
dling the forking.

The goal of DAG is to deterministically rearrange the k-
blocks for the ledger recalculation based on the following set
of requirements:

o Graph construction and graph walk procedures are
developed minding the consensus between the nodes,
i.e., there is a need for defining the minimal number of
nodes to guarantee the validity of current system state at
any time of execution;

o New k-block is validated (added to consensus) during a
specific time frame;

« New k-block should be inserted in the chain according
to its publishing time;

« Addition of a new k-block should not require the traver-
sal of the entire graph;

o Long-time forks should be avoided.

Generally, PoWs form k-blocks according to the standard
rule, providing the specified properties of the hash, thereby
confirming the work done. The primary purpose of the work
is to streamline the general chain of events. The main draw-
back is that they cannot build blocks too often, while they
cannot provide sufficient transaction transfer speed.

B. PROPOSED UTILIZATION OF DAG

First, the graph walk procedure is defined, starting with
inverting the DAG. Next, the Queue-based topological order
algorithm is applied to the graph as by iterative removing of
the nodes and storing the logs of this process, see [85]. The
system utilizes a deterministic algorithm allowing to calculate
the difficulty for each k-block during the graph traversal.
Therefore, every new k-block is considered valid if its hash
is equal to its difficulty. This algorithm allows to calculate
the value branch_max during the graph traversal based on
the k-block number, brunch (0 < branch < branchygy).
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Each k-block s has two links to previous and next k-blocks
t1 and r, such that ¢|.branch == s.branch and t;.branch! =
s.branch despite the case when branchp,, = 1.

New k-block generation procedure is described as follows.

First k-block has branch = 0, number = 0. It is valid if:
1) {number, branch} pair is unique;

2) k-block has links to ¢; and », t;.branch == s.branch,
ti.branch | = s.branch, s.number > t|.number.
In case there are more than one s, the one with higher
tr.number will be accepted;

3) k-block’s hash is equal to difficulty.

C. LEDGER OPERATION

The following parameters are considered during the ledger
calculation: k-block mining, a reward for microblock pub-
lishing, and transaction fee. The rewards are dynamic and are
based on the blockchain operation history. The transactions
inside the microblock are stored in a sorted array. Therefore,
all k-blocks, microblocks, and transactions could also be
arranged for any DAG size. As a result, the entire history of
events could be linearly retrieved allowing to calculate the
states of the account balance.

At the beginning of the execution, the ledger is empty. Dur-
ing the block rewarding process, the balance of the existing
account will be changed, or a new record will be found. The
states of nodes are updated during the transactions accord-
ingly. The transaction is treated as invalid if there is no infor-
mation about the account in the ledger, or it has not enough
tokens in the wallet. Invalid transactions are discarded.

D. REWARDING AND DIFFICULTY ESTIMATION POLICIES
The estimation of the reward is based on the deterministic
algorithm for each system state relying on history and the
current block. The estimation of rewards depends on the emis-
sion curve and current emission distribution. Initially, the
distributions are as follows: PoW — 10%; PoS — 25%:; and PoA
— 65% of the emission. The emission distribution balance is
a dynamic system property and could be used as a tool to
mitigate malicious activity between different nodes based on
a specifically selected emission curve. Generally, the values
of rewards are estimated in such a way that it is inexpedient to
run PoA emulators on the hardware suitable for PoW or PoS.

The authors have designed a reward and difficulty assign-
ment system, Neuro, current neural network, inspired by [86].
Neuro utilizes historical blockchain data to predict the
required rewards and difficulties for each new cycle. As soon
as a cycle is completed, the statistics of that cycle are used
to improve the network’s next predictions. In order to make
these predictions, a variation on a type of neural network that
has a selective long-term memory was applied: a recurrent
neural network. For the non-recurrent neural network, each
forward cycle starts with a clean state, and neurons have val-
ues that originate only from weighed connections to neurons
in the previous layers (or inputs). A recurrent neural network
is a network where the result of a neuron activation, the state,
affects the next forward cycle of the network.
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V. DEVELOPED CRYPTOGRAPHIC PROTOCOLS
This section provides a brief overview of the developed
protocols. More details on the implementation could be
found in [87], more recent versions of protocols (if any
changes) would also be available via the link.

Each k-block has its unique IDj estimated according to
correct execution of function H (x) as

ID; = H(block_1), 1)

where H is the desired hashing function.

A. PROTOCOL OF THE “LEADING"” PoS MINER SELECTION
DURING THE SESSION (VOTING)

The main requirement of the protocol is resistance against
the repetitive selection of the same miner during a series of
sessions, i.e., improved randomization, and protocol should
be executed either by a group of PoS nodes or all the available
ones but the selection rule is different for each execution.

To exclude the possibility of restarting elections by dis-
gruntled PoS miners, the result should be pseudo-random but
directly related to the number of current k-block and list of
voters. A series of assumptions are thus introduced:

1) All PoS miners in the current system state can compile

a list of all PoSs. In this case, all sets of identifiers will
be obtained identically and ordered lexicographically.

2) In the course of the routing procedures, each PoS

miner compiles a list of currently active PoS. At the
same time, the lists of participants differ by no more
than 10%. The list is stored as a binary vector:
Ves = (0,1,1,1,0,...,1), where the number of
positions coincides with the size of the list from item
1, where 0 means that the participant with the given
identifier is inactive, and 1 that it is active.
With this list and its associated vector, each node can vote.

o Stage A: After the list is constructed, each partici-
pant (PoS miner) calculates the hashing function

. H(IDg|PoSy|...PoSy)

Hmax

where H,,,x = max H(IDy|PoS{]|...|PoSy) and PoS; is
PoS ID from the list.
Therefore, the voting is further based on r and on com-
paring it to a newly generated discrete random variable
in the same bound. Thus, each PoS; receives a proba-
bilistic value based on its public rating. The sum of all
PoS probabilities should be equal to 1. After that, the
probabilities are logically interpreted into intervals on
the section from O to 1, and the tagged PoS node is
selected if r is located in its interval.

o Stage B: After the tagged PoS was selected (LPoS
status), the voter calculates the corresponding publica-
tion public key and transmits the ‘salted’ secret key
share to selected LPoS. After one PoS receives at least
k of shares (basically, those have the same list on
their side), the secret key is generated as described
in Algorithm V-B.

€ (0, 1), 2)
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o Stage C: LPoS forms a header of the future block after
the session key is received according to Algorithm V-B.
The entry is formed from the k-block number and voting
list signed with the session key. Thus, it becomes possi-
ble to validate LPoS rights and distribute rewards.

B. LEADING PoS SESSION KEY GENERATION

The main requirements are: keys could only be used once;
keys should be distributed securely; any user could not gen-
erate keys; and keys do not contain any information related
to PoS miner secret keys.

The protocol is executed for LPoS = PoS; accordingly.
Each PoS has its pair of keys PKp,s;, SKp,s; directly related
to its wallet.

Next, the session key PKj p,s is generated for leading PoS.
It will be further utilized for the microblocks signature and,
thus, would be split into shares and distributed between PoAs.
PK|p,s is defined by k block present in current session and
IDrpys. IDLpys is selected as PKy p,s or a function of this key.
PK;p,s and SK;p,s would be thus selected as

PK1pos = H1(blocki||IDpos) = Q, 3
SKrpos = s5i O, @

where H'1 —is a mapping function described in Algorithm 1,
Q is an element of G1, and ss;, is obtained by Algorithm 2.

SK1pys is generated by PoS nodes according to the dis-
tributed ID-based cryptographic PKG method [88] by k of
n schema, which considers the collision resolution for cases
when more that one leader is selected. After the key is gener-
ated PoS can group and sign the transactions and distributed
those to applicable PoAs.

Algorithm 1 Initialization of ID-Based Schema With Dis-
tributed PKG

1: Define groups:

2: Define G1 as a cyclic group of order g (group of

points on elliptic curve);

3 Define multiplicative group G2;

4: Define functions:

5: H1:(0, 1)* —» GI;
6: H2:G2— (0, 1)*;
7.
8
9

H3: (0, )* - Zg;
: e : G1 x G1 — G2 (bilinear mapping);
: Define Master Secret Key (MSK) as s € Zg;
10: Define P: generator of G1;
11: Define Master Public Key (MPK) as sP.

Algorithm 2 PKG (k, n) Master Secret Key Splitting
1: Generate random polynomial in residue field g:
deg(p(x)) =k — 1, ¢(0) =
2: Each participant (PoS) receives its key share of Master
Secret Key ss; = ¢(ID;) mod q.
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Algorithm 3 Session Key SK; p,s Generation for LPoS
1: Each of k participants calculates equation 3.
2: Transmits its ss; - PKyp,s and ID; to LPoS.

Algorithm 4 Secret Key Recovery
1: LPoS is calculating SL;p,s based on the received from
Algorithm 3 data as
2: SKipos = Z{'{:I M(ID;, 0)(ss; PKip,s) = sQ, where
A(ID;, 0) is a Lagrange coefficient generated per coalition
for each user ID; and 0.

C. PROTOCOL OF THE PoA APPLICABILITY FOR
MICROBLOCK GENERATION PROCEDURE

The coalition of PoAs is selected after a new set of trans-
actions is collected is published. It is selected based on
constant Np,4 per node and the corresponding /D such that
H(PoA;p) = H(k — block||i),i = 1, ..., Npya. Therefore,
each node has an opportunity to verify if its /D is in the group
fast, while brute-force attack on the ID is a computationally
complex task.

D. VERIFICATION OF MICROBLOCK BY PoA FOR CURRENT
K-BLOCK
The main requirements for the protocol are simultaneous
and independent execution of the coalition members; data
exchange minimization; in-block additional data minimiza-
tion; and confirmation of the participation in the verification.
Each PoA verifies if it is applicable for new microblock
verification V-C after new k-block header is published. In
case applicable, it verifies the assigned microblock M based
on the selected transaction with a predefined size. After M is
verified, PoA adds the following data to it: PoAjp, k-block
number. Next, it is signed by its’ SKp,4 and immediately
published (returned to LPoS).

E. LPoS MICROBLOCK ASSURANCE PROTOCOL

After Algorithm V-A was executed, and the new session key
was generated with Algorithm V-B, LPoS starts to assure the
microblocks.

o Stage A: After PoAs have signed the corresponding
microblocks, LPoS is collecting those from the network.
LPoS is verifying the k-block number and verifies if
PoAs are in the coalition of this block.

o Stage B: LPoS verifies the validity of transactions in the
microblock based on the ledger.

o Stage C: In case the verification succeeds, each
microblock is signed with the session kety SK; p,s from
Algorithm V-B according to Algorithm 5.

Meanwhile, PoS miners are in standby mode until the
required number of transactions is collected, and generate
final macroblock from all the obtained microblocks to be
distributed to PoWs for the actual addition to the blockchain.
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Algorithm 5 Microblock Signature Protocol
1: LPoS generates r from Zg;
2: Calculates R = rP and

S = SKypos +r HI(M||IDp,s), (5)

where SK7p,s = sQ is obtained with Algorithm 4, H 1
with Algorithm 1, and M is selected microblock.
3: Adds (R, S) to the macroblock.

F. CRYPTOGRAPHIC MICROBLOCK VERIFICATION
PROTOCOL

The main goal of the protocol is to verify any microblock at
any time, and the requirements are: it should be executable
at any node; it should be based only on publicly available
information. Two signatures verify each microblock: the first
one is the signature of PoA node, that verified the correspond-
ing microblock, and the second one is the signature of related
LPoS miner. The verification procedure is made according to
Algorithm 6.

Algorithm 6 Cryptographic Microblock Verification Proto-
col
1: The verifying node check the k-block number, and then
that the PoA-miner is a member of the group of selected
PoAs for this session and its signature.
2: It calculates PKyp,s according to equation (3).
3: The verifying node checks the signature of the
microblock R and S by

e(P, S)=e(MPK, PK1pys =0)- e(R, HI(M||IDpp,s)),
(6)

where P is a generator of G1, MPK is a Master Public
Key and M is a microblock.

The microblock is assumed as verified if both signatures
are checked successfully.

G. DISTRIBUTED PKG SECRET UPDATE

This phase is executed either whenever the set of PoS min-
ers changes, or during the ledger recalculation, i.e., when
any of the PoS nodes loses the PoS status. The resident
node distributes new key shares. It is also responsible for
the (k, n) relations during the initial system operation stage.
After the system operation is stable, its role is distributed
between PoSs.

H. DISTRIBUTED PKG NEW SECRET SHARE
TRANSMISSION PROTOCOL

When a new PoS node arrives, the new node requests its share
of PKG master secret key. If it has the right, the resident node
responds. Keys to new participants are built and given out by
the resident node, while the system developer or owner acts
in its role. When the parameters are settled, the resident role
can be dissolved in PoS miners. For a new participant node,
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its polynomial point is calculated as

SSpew = PUDpey) mod q, @)

where ¢ is the order of the group of points G1.

By efficient integration of the previously developed pro-
tocols, it becomes possible to involve a high number of
recourse-constrained devices in the blockchain operation.

In the next section, the proposed system is compared with
existing ones and analyze it from user experience metrics.

VI. EVALUATION OF SMARTPHONE-BASED BLOCKCHAIN
SOLUTIONS

This section briefly outlines the performance evaluation setup
from the hardware perspective and provides the technical
specification of the devices, followed by the description of
the performance campaign.

A. COMPARISON OF EXISTING SYSTEMS

Various aspects of presently available solutions were taken
into consideration during the development phase. The results
of the analysis are given in Table 1. Overall, most of the
existing projects utilize either POW or Cloud-like techniques,
and, in the latter case, smartphones are not participating in
the blockchain operation process rather than delegating it to
some other instance in the network. Systems like uPlexa and
MIB actually involve the devices, which is the reason behind
our numerical evaluation targeting those systems.

After the protocols are appropriately described, the next
subsection provides the detailed performance evaluation of
MIB and uPlexa on modern smartphones and tablets along
with the developed system.

B. PERFORMANCE EVALUATION ENVIRONMENT
For the purpose of this work, we have selected multiple
devices from two categories in order to have a broader
overview of the blockchain integration potential: (i) smart-
phones and (ii) tablets. Both flagship and old models of
devices and operating systems were analyzed, and the cor-
responding specification is given in Table 2. Note, Apple
devices are not analyzed within this work since power-hungry
applications by design are prohibited by subsection 2.4.2 of
App Store Review Guidelines. Most of the devices in each
class have very similar characteristics except for the flagship
models. This paper mainly focuses on user-oriented metrics
since smartphones and tablets aim to provide the best user
experience as the most significant personal device of today.
All measurements were carried out under the same con-
ditions and the corresponding dataset is available at [89].
The device had a display on to simulate user interaction,
as it has the highest power consumption compared to other
smartphone modules [90]. Overall, we analyzed the following
scenarios:

1) Self-discharge with turned on display.
2) Operation with different smartphone-oriented
blockchain techniques.
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TABLE 1. Comparison of existing mobile blockchain projects.

Project Technology Features Background Identification
mode
MIB Coin Mobile Proof-of-Work: Bitcoin- | Claims to be the first mobile-only mining project; has | Not available E-mail
like mechanism with lowered | three difficulty settings to protect smartphones from required
mining cost overheating; eco-friendly POW mining achieved with
low energy consumption
uPlexa Proof-of-Work: IoT, PC, and | IoT mining & eCommerce; open-sourced; has nu- | Available Not required
Smartphone CPU mining with | merous difficulty settings to protect smartphones
fast transactions from overheating; has a near-zero network congestion
model for fast transactions
TAU Coin Proof-of-Transaction: block | Fixed total token supply; open-source Available Not required
generation  probability is
determined based on address’
accumulated transaction history
Electroneum The first cryptocurrency compliant with KYC; resis- | Cloud mining | E-mail for
Cloud Mining: rewarding users | tantto 51% attack continues with a | participation;
with free tokens; mining pe- closed application, | identification
riod extension is required every but no blocks are required  for
week actl}ally mined or | withdrawal
Phoneum Offers gamified experience verified Not required
Hybrid solution A combination of PoW, PoS, | PCs and mobile devices form one blockchain; smart- | Available Not required
and PoA (PoA is applied for | phones perform simple verification instead of solving
block validation on resource | complicated tasks, resulting in low energy consump-
constrained devices) tion
TABLE 2. Selected devices with their corresponding specifications.
Device model Android Type SoC Processor RAM | Battery
version
Samsung Galaxy S9 9.0 Smartphone | Exynos 9810 2.7 GHz Quad-Core Mongoose M3, 4GB | Li-Ion 3,000 mAh
1.7 GHz Quad-Core Cortex-A55
Huawei P8 6.0 Smartphone HiSilicon Kirin 930 2.0 GHz Quad-Core Cortex-A53, 3GB Li-Ion 3,400 mAh
1.5 GHz Quad-Core Cortex-A53
Meizu M5c 6.0 Smartphone | Mediatek MT6737 1.3 GHz Quad-Core Cortex-A53 2GB Li-Ton 3,000 mAh
Xiaomi Redmi 4A 7.1.2 Smartphone Qualcomm MSM8917 | 1.4 GHz Quad-Core Cortex-AS53 2GB Li-Ion 3,120 mAh
Snapdragon 425
Xiaomi Redmi 5A 7.1.2 Smartphone Qualcomm MSM8917 | 1.4 GHz Quad-Core Cortex-A53 2GB Li-Ton 3,000 mAh
Snapdragon 425
Lenovo YOGA Tablet | 5.1.0 Tablet Intel Atom Z3745 1.33 GHz Quad-Core 2GB Li-Ion 6,400 mAh
28.0

3) Different connectivity options:

a) Connected over cellular link (LTE).
b) Connected over WLAN (IEEE 802.11n/2.4GHz).

By selecting this set of scenarios, we cover most of the
smartphone operational states.

C. NUMERICAL RESULTS
This subsection provides the main results obtained during the
performance evaluation campaign.

In the first set of experiments, the main focus is given
to the flagship smartphone Samsung Galaxy S9 as the best
representative for handling the potential negative impact
of blockchain operation. First, currently available mobile
blockchain-related applications and related concepts are
overviewed as described in Section III.
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Note, only concepts utilizing the computational power of
the smartphone instead of delegated Cloud computing are
analyzed. Cloud mining has been excluded from the evalua-
tion due to the fact that mobile devices running Electroneum
or Phoneum do not mine neither validate blocks nor perform
any tasks. Additionally, with cloud mining, the application
is not required to stay open, making battery monitoring
unnecessary.

According to the results depicted in Fig. 4, the PoA-based
solution proposed in this work contributes only approxi-
mately an additional 5% to the device’s discharge rate caused
by the display utilization. At the same time, the negative
impact of PoW-based strategies (MIB and uPlexa) can reach
up to 45%, i.e., the smartphone’s battery will drain twice
as fast (see Fig. 4b) causing a negative impact on user
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FIGURE 4. Impact of different blockchain techniques on Samsung Galaxy
S9 battery.

experience. In addition to this observation, the temperature
of the battery was measured, and the results are given in
Fig. 4c. According to our measurements, the use of PoW on
a mobile phone will not only negatively affect the discharge
rate of the battery but also will increase its temperature to
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FIGURE 5. Comparison of the devices from Table 2.

112°F (44°C), which makes the device practically unusable
and potentially dangerous. The same tests were executed ten
times per concept, and the results fall within the same range
for stable operation (battery level >10%).
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FIGURE 6. Impact of wireless technology selection on Samsung Galaxy S9
battery.

While the developed solution proved itself as a promis-
ing one from a user experience perspective, we kept the
evaluation towards its impact on different devices listed
in Table 2. All the studied devices show similar behavior
as Samsung Galaxy S9 in terms of battery output voltage
(see comparison in Figs. 5a and 5b) and discharge rate
(Figs. 5c and 5d), i.e., less then 5% of negative impact.
Interestingly, the plots also provide an observation on the
battery saving mode presence either in the battery controller
around 400 mins interval, i.e., after the output voltage drops
beyond the threshold value, see Fig. 4a self-discharge and the
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proposed system operation scenarios. However, the utiliza-
tion of PoW has such a tremendous impact on the battery
state that this behavior is not visible at all due to a rapid
discharged rate.

Notably, previous tests were executed utilizing the WLAN
interface, i.e., IEEE 802.11n operating at 2.4GHz. Because
handheld smartphone devices are mobile nodes by definition,
the analysis of the cellular utilization impact compared to
WLAN is also provided in this paper. For these measure-
ments, the Samsung Galaxy S9 smartphone was chosen since
the results from other devices, see Fig. 5, prove similar behav-
ior in terms of battery impact.

The second scenario is focused on the comparison of LTE
versus WLAN utilization, the measurements are shown in
Fig. 6. Interestingly, utilization of cellular connection is less
energy efficient compared to WLAN, see Fig. 6b. As was
observed in Fig. 5, joint power consumption PoA operation
over WLAN has an impact of only 5% while switching to
LTE may increase it up to 20%. Interestingly, the selection
of wireless interface does not have any significant impact
on the battery temperature, see Fig. 6c, but only on the
battery lifetime, which allows to execute in on the smartphone
without noticeable impact on the user experience. Moreover,
the proposed system shown itself as a promising instrument
with the battery consumption of the instant messenger level.

Execution time-wise, the involvement of resource-
constrained PoA node in the microblock verification process
is transparent for the user, see Fig. 7. The plot shows two
cases, the left one corresponds for the execution time of a
single PoA node from the moment it receives the transactions
from LPoS until the acknowledgment is sent back (measured
on Galaxy S9). The right one provides measurements related
to the overall PoA involvement process measured from the
LPoS side, i.e., the time from the first message to the first PoA
in the group until the acknowledgment reception from the
last one. The execution was observed 1,000 times, and there
were five random PoA nodes selected for each execution
in the second scenario. According to the measurements,
a single verification requires only 500 ms, excluding the
communications overhead. This pattern is highly visible in
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the second scenario. Unpredictable network state, as well as
differences in hardware, has an impact on variance while the
impact on the mean is not significant.

Based on the executed trial, the utilization of PoA-based
solutions on the smartphone itself shows a better perspective
compared to PoW-based ones in terms of user experience
metrics.

D. QUALITATIVE SECURITY AND PRIVACY ANALYSIS

After evaluating the ability to execute the designed primitives
on real devices, this subsection provides the analysis of pri-
mary security and privacy aspects of the designed system.
While providing a quantitative analysis of such a complex
system would require a separate publication, this subsection
provides the following overview.

Security risk assessment can be made qualitatively or
quantitatively, there are some techniques that assist in the
threats analysis. To define whether existing threats relevant to
the system, the penetration testing approach was performed.
By applying this methodology to the top-down system analy-
sis, it becomes evident how the system would react in coping
with emerging threats. The analysis includes specific infor-
mation on vulnerabilities and possible approaches taken to
mitigate each risk.

Utilization of a multi-level structure allows obtaining
greater flexibility and reliability of the blockchain system.
As for general countermeasure, all nodes utilize asymmetric
cryptography for encrypting their communications in order
to avoid Man-in-the-Middle Attacks (MITM), each node
generates a key pair (public and secret key) thus providing
the authentication. In particular, the information provided by
each PoA node of the first and lowest level is authenticated
and simultaneously protected from spoofing by using the
digital signature and secret key. The same applies to LPoS
and PoW node.

The appearance of a malicious PoA node in the system can
be detected by the second-level PoS nodes in the process of
forming the macroblock, which consists of the microblocks
verification executed by PoAs. Proposed voting and selecting
of current LPoS for each successive macroblock prevents
a particular malicious PoS from ‘‘colluding” with one or
more PoAs.

The Algorithm V-E for microblocks assurance performed
by PoS nodes provides protection against Double Spending
Attack [91]. Since LPoS verifies the validity of transactions
in the microblock during stage B, any node’s signature ver-
ification can be achieved based on the ledger later on. Any
node will receive a confirmation of a false transaction since
the signature is easy to verify using only the information
about the current block number and the LPoS ID, i.e., no
additional blockchain information is required. An incorrect
signature formation is not possible without the participation
of the LPoS, as well as collusion of almost all PoS (the key
issuance threshold provides this) cannot forge a transaction.
It is also impossible to reuse the transaction and change its
location inside the chain since LPoS is linked only to its
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k-block (confirmed by the voting results). The lifetime of
each LPoS keys are limited to one k-block, after which new
elections should be held, and a new key will be issued, i.e., it
will not be possible to use the session key to fake microblocks
in the future.

According to [92], the Majority Attack could be defined
as “The attacker submits to the merchant/network a trans-
action which pays the merchant, while privately mining a
blockchain fork in which a double-spending transaction is
included instead”. In the proposed system, the attacker, even
with 100% of PoW miners, does not have a chance to gen-
erate the fork by design. Moreover, the utilization of Ran-
domX ensures random code execution, together with several
memory-hard techniques to minimize the efficiency advan-
tage of specialized hardware. Each transaction must be signed
by a PoA linked to the k-block number, macroblocks with a
set of transactions must be signed by the elected LPoS using a
unique session key, which is generated based on a significant
number of PoS nodes. Thus, the attack becomes exceptionally
complex compared to the conventional power-wise approach.
To form such a hidden fork, it is necessary to completely
capture all three levels of the network being geographically
and logically separated.

Selfish Miner Attack is used to reverse a transaction by
“forking” the blockchain one block behind the block the
transaction was included in [93], [94]. In the proposed sys-
tem, the length of a branch is determined by the number of
transactions included in it, and therefore it is not possible
to eliminate out transactions by creating empty branches
without the participation of all three security levels.

From the network perspective, the nodes are highly dis-
tributed not only spatially but also between the logical lay-
ers. That includes public keys for verifying PoS and PoA
signatures and rules for forming nodes associated with each
k-block. This feature makes it difficult to execute Routing
attacks, e.g., to isolate a node or network segment and fake
the traffic by emulating the operation of a large number of
malicious nodes. Moreover, PoS nodes involved in voting
require significant stake, thus making the execution of the
attack not only computational- but also token-wise consum-
ing. So, the Eclipse Attack [95] can only be applied in the
short-term to the weakest PoA clients that can be attracted to
work by creating blocks with a false number, while their work
will not be paid for, but it would not result in a DDoS attack
since their packages will be filtered out without processing
by design.

Sybil Attacks [96] aim at providing multiple identities to
other nodes mainly for data crawling, are not critical in the
proposed system, on the one hand, since transactions are
supposed to be stored in the blockchain by regardlessly and,
on the other hand, high dynamics of the proposed architecture
only provide a temporary view on the network. One of the
countermeasures for future implementation may be a tem-
porary additional node ID based on public IP address, thus,
requiring a massive pool of public addresses to execute the
attack. To highlight, current PoS nodes are publicly listed but
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could also lose the status over time due to variations in stake.
Similarly to Sybil attack, NodelD attack could be described
as multiple nodes trying to obtain a specific NodelD for false
information distribution. The attack may be crucial for PoS
operation but is mitigated through the distribution of PKG
between active PoS nodes after the genesis period. Therefore,
a group of PoS nodes is required to provide a new one with
its secret key similarly to voting procedure and session key
generation.

Timejacking attack [97] targets at interaction with the sys-
tem counter. In the proposed system, it could be targeted at
slowing down the system operation by either malicious LPoS
or PoA nodes. In the case of LPoS, the system operation
may be affected if the node is reporting to the system that
transactions are discarded, but it will result in the loss of
credibility and a lower probability to receive new transactions
for distribution between PoAs, i.e., decreasing the impact in
the future. In the PoA case, the operation would be affected
by precisely one cycle of the PoA verification since LPoS
would re-select a group of PoAs if even one of them failed
the verification.

Rare Poison Block Attack [98] is aimed at generating a
false block with a timestamp ahead of time along with mali-
cious miner, which should accept the block. The attack is
mitigated by multi-layer architecture involving more nodes
in the verification process, which includes the timestamp
checks.

From the data privacy perspective, the system is designed
to provide full transparency of the operation, i.e., k-block data
contains the details about all involved nodes, their actions and
transactions. The node ID (essentially, the node’s public key)
is not based on any real-world identifiable data. However,
the field “Data” in each transaction (see already discusses
k-block structure in Fig. 2) could be encrypted based on the
application needs assuring the data privacy of the selected
transaction, e.g., for smart contracts. Moreover, it provides
an additional overlay layer, which is kept outside the scope
of the basic system operation description.

Overall, the system was designed taking into consideration
the majority of known attacks on similar blockchain systems
while keeping the data transparency and cross-verification
in mind.

VII. OPEN CHALLENGES AND FUTURE

INVESTIGATIVE DIRECTIONS

Indeed, blockchain systems are incredibly complex compared
to the centralized ones. However, our research reveals that
many practical advantages can be yield with blockchain.
Nevertheless, there are several challenges related to the inte-
gration of blockchain technology within smartphones and
communication networks. Still, engaging future research and
investigation directions remain to be analyzed. This section
aims to bring the reader’s attention to potential challenges that
should be taken into consideration during the development of
future distributed systems and redesigning currently existing
ones.
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A. BLOCKCHAIN SCALABILITY

Naturally, distributed systems tend to support a continu-
ally increasing number of devices. However, many existing
projects faced numerous scalability issues, starting with the
pioneering example of Bitcoin [82]. Overall, many modern
blockchains suffer from high processing, storage, and trans-
mission overheads, as well as limited scalability [99], [100].
Therefore, the possibility to avoid this bottleneck should be
carefully taken into consideration during future steps of the
blockchain evolution.

B. INTEROPERABILITY ASPECTS

One of the most important goals of blockchain from the
smartphone utilization perspective is enabling interoperabil-
ity between different device vendors. Presently, there may be
at least two ways of said integration since straightforwards
possibility is still far from possible.

The first option is interest from a big smartphone ven-
dor (or OS system developer). Therefore, related protocols
could be integrated as part of the market-available device
significantly reducing the overheads coming from the inte-
gration phase.

The second option is related to additional pressure brought
by the cellular operators willing to offload their expensive
licensed resources. The software could be distributed auto-
matically either with the SIM cards or directly through the
operator’s cloud. This, however, does not eliminate the need
to convince OS developers to provide the essential function-
ality support.

C. POWER AND RESOURCE LIMITATIONS

Blockchain developers should carefully consider the limita-
tions of the devices. Even though the devices are already
capable of executing blockchain-related computations, they
still may be developed in a very inefficient way, as shown in
Section VI. Some works have already investigated the pos-
sibility of creating a specifically designed overlay network
suitable for IoT blockchain-based networks [101] and propos-
ing custom DLTs fulfilling the storage and computational
limitations of said constrained devices [102].

Moreover, there are research works being actively devel-
oped in the field of Green Mining, focusing on resource-
constrained devices in terms of more efficient resource
allocation [29]. Another perspective direction for assisting
smartphone-based systems by means of Edge Computing,
especially for PoW concepts [41], e.g., by allowing for intel-
ligent computational and storage offloading. Therefore, the
devices would face a need for transmission vs. computational
trade-off. Smartphones and other wearables thus would aban-
don meaningless puzzle solving by either effectively selecting
to delegate the computation or use lighter solutions, like PoA.

D. SENSITIVE TRANSMISSION NETWORKS
Indeed, current networks utilized by smartphones could
not be described as specifically designed for low latency
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operation ones mainly due to the high level of heterogeneity
of short- and long-range wireless technologies and standards.
There is no option to analyze such complex and unpre-
dictable networks in terms of packet propagation delay, which
directly affects the fairness of the blockchain network oper-
ation. Many activities are presently happening in the field
of Ultra-Reliable Low Latency Communications (URLLC),
which is expected to be widely deployed as part of LTE
release 14 [103].

Latency is a severe challenge that restricts blockchain
applications in delay-sensitive scenarios [63]. In the
blockchain-based networking services, the processes of gen-
erating and validating blocks are the primary sources of
latency. Essentially, this is the cost of forming trust in an
untrusted network. One key research challenge is to reduce
latency by lowering the block confirmation time while sat-
isfying the requisite system security and trust required by
the users.

Nonetheless, the operation of the blockchain itself cre-
ates additional load on the communication networks [104],
[105], which should also be carefully considered by
both blockchain systems’ developers and communication
operators.

Conventional blockchains are built on the Internet, where
block spreading is executed via wired networks and is often
considered to be of little cost. However, in case operators
would plan to integrate custom blockchain solution operation
on the smartphones/Edge, the latency could be significantly
reduced by keeping the traffic inside the LTE core when-
ever possible.

E. GENERAL SECURITY

Mostly, blockchain systems are designed with security, pri-
vacy, and anonymity in mind. However, the evolution of var-
ious blockchain systems has shown the community a variety
of attacks that were growing with the development of the
monetary component of market-available systems.

The number of attacks is vast, including but not limited to
the following. Sybil attacks are depicted as a node presenting
itself with multiple identities to other nodes [106], [107].
When the amount of identities is high enough, the attacker
will become capable of taking over the network. Well known
Distributed Denial of Service (DDoS) attack may be per-
formed on critical nodes [108], e.g., PoSs in order to disrupt
the network operation. Time-related attacks aim at manip-
ulation with the blockchain internal counter values [109].
Those include poisoning [110] and time jacking attacks [111].
In the majority attack [112], [113], the intruder submits a
transaction to the network which pays the merchant, while
privately mining a blockchain fork where a double-spending
transaction is included instead.

Communication-related attacks include Eclipse attack [93],
which aims to take control of the communications of a single
node and force it to accept false data. Partitioning attack splits
the network into two or more disjoint groups. It can be done
by taking control of particular points within the network that
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acts as the linking point between two groups followed by the
delay attack, i.e., packet capture and push the packets to an
isolated network segment.

F. GENERAL PRIVACY

Despite resisting to security threats, assurance of the data
privacy plays a vital role in storing and transmitting the data
without revealing sensitive information of the content origi-
nators [114], [115]. There are several common privacy issues.
First, personal and sensitive information should remain confi-
dential to prevent possible misuse even if stored or delivered
by third parties [116]. The second privacy-related scenario
arises in cloud operations such as data sharing, remote soft-
ware updating, cloud computing, and storage [117]. In reality,
it may not be possible for cloud services providers to be
fully trusted, as cloud servers are expected to access personal
data with explicit permission [118]. Herein, blockchain may
provide a decentralized solution for exchanging data while
ensuring privacy and integrity protection.

G. LEGAL ASPECTS

Despite various challenges arising from the financial seg-
ment [119], the utilization of blockchain and any resource-
hungry applications on smartphones and wearable devices
are bounded by two main legal aspects. On the one hand,
some regions prohibit the operation with any cryptoto-
kens [120], which may potentially slow down the integration
of blockchain.

On the other hand, smartphone operating systems are
commonly not open-source and aim at increasing the bat-
tery lifetime. It results in the policies that prohibit running
any computationally hungry applications/services on their
devices. The adoption by vendors is very far from being
resolved, and this may significantly decrease the possibility
for easy and on the fly integration.

H. USER ADOPTION

Besides technological, security, and legal aspects, the devel-
opers should carefully consider the user adoption side of
the coin [121]. In particular, a significant portion of human-
ity does not yet trust virtual tokens as carrying any actual
value. The need for proper education in terms of incentives
and user involvement may still be very challenging. On the
bright side, the ICT community is deeply correlated with
distributed systems, and adding one more natural driver for
the corresponding development may be met positively from
their side.

VIIl. CONCLUSION

The number of mobile devices is continuously growing,
however, the computational power of those devices is vastly
underused, mainly due to battery constraints. Numerous
applications could use those FLOPs, and one of them is
blockchain. The design of modern blockchain systems mainly
relies on Proof-of-Work consent aiming to solve the computa-
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tional puzzle, which is not suitable for smartphones but there
are a few exceptions.

This paper outlined the main applications of blockchain
technology for smartphones and wearable devices stepping
aside from conventional cryptocurrency perspective compar-
ing existing market-available systems. Next, a set of protocols
coupling together Proof-of-Work, Proof-of-Stake, and Proof-
of-Activity blockchain strategies was proposed aiming to
involve mobile devices in the new block generation process.
The protocol is already implemented in a real-life distributed
test network involving more than 2,500 mobile nodes around
the globe.

The developed system operation was compared with other
similar approaches and concluded that it has a shallow
impact (5%) on user experienced battery consumption com-
pared to regular device operation and other systems (up to
40%) keeping the system secure and transparent privacy-
wise. After that, the main challenges of blockchain adoption
from both user and regulatory perspectives were highlighted.

The future directions and the main mobile blockchain chal-
lenges related to the integration of blockchain-based solutions
on smartphones conclude the paper.
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