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ABSTRACT DevOps is a combination of collaborative and multidisciplinary efforts of an organization to
control continuous delivery and updates of new software while guaranteeing their reliability and correctness.
In the software industry, the implementation of DevOps (development and operations units) faces many
challenges that are specifically associated with the security. The objective of this study is to identify and
develop a prioritization based taxonomy of DevOps security challenges. The total of eighteen DevOps
security challenges were extracted using systematic literature review approach and were further evaluated
with experts using questionnaire survey study. Finally, the multi criteria decision making PROMETHEE-II
approach was used to prioritize and develop the taxonomy of identified factors and their categories. The
implications of PROMETHEE-II approach are novel in this research domain as it has been used successfully
in various other domains e.g. medical, banking, internet techniques and management etc. The contribution
of this study is not limited to develop the taxonomy based structure of DevOps security challenges, but
also the proper prioritization of these challenges by introducing PROMETHEE-II approach in the research
field of DevOps. The study results will assist the practitioners to remove the uncertainty and vagueness
in the opinion of DevOps experts to secure DevOps implementation for better and continuous software

development process.

INDEX TERMS DevOps security, challenges, empirical investigations.

I. INTRODUCTION

DevOps is a new paradigm that focus on the collabora-
tive and multidisciplinary nature of organization to control
automated delivery and updates of software while guaran-
teeing their effectiveness. In software industry, the DevOps
is a trending technology that focus on collaboration
between and within teams involved in software develop-
ment. It refers to improving the performance of software
enterprises (continuous deployment) by coordinating the
development and operation teams in one process [1]. Soft-
ware enterprises need to adapt their protocols and prac-
tices to the various modifications brought about by new
technology concepts such as “DevOps” [2]. According
to Puppet Lab 2015 report, the enterprise with DevOps
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environment experienced 30 times more deployment rate
then the enterprises who have not adopted DevOps in their
software development cycle. Therefore, to compete with
software industry pillar, the enterprises are moving towards
DevOps [3]. CA Technology [4] put forward their research
regarding DevOps adoption, coming out with outcomes that
88% of 1425 surveyed software enterprises will move their
trend towards DevOps in next five years.

Despite the popularity of DevOps, security is among the
major concerns that hinder the adoption of DevOps in soft-
ware enterprises [5]. This triggered the mapping of secu-
rity practices with the DevOps process by promoting the
security team to collaborate with development and operation
teams. Rahman and Williams [6] also emphasizes on the
importance of security, by breaking silos of security, sharing
that knowledge with various teams of software development
process in order to build the relationship between them.
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Security must be treated forefront in an enterprise in-order to
adopt DevOps successfully. The deployment rate of software
enterprises increasing day by day e.g. Facebook deployment
rate is 500 times per day [7]. Therefore, to maintain such rapid
rate if DevOps team will work without coordination with the
security team, they might not get the desired output in terms
of secure software. The new production unit has more chances
of vulnerabilities, which can only be controlled by rapid
action required by collaboration of DevOps with security
practices [6]. By working as, a one-unit team DevOps process
will help software enterprise in achieving better quality of
software [8]. These concerns motivated us to identify security
challenges in software enterprises with respect to DevOps,
aiming to assist the software practitioners to move in the
direction of secure DevOps adoption.

Due to the increasing popularity of security within
DevOps, in this paper, empirical study has been conducted
to address the concerns of software practitioners in terms
of secure DevOps environment. Therefore, the significance
of DevOps motivated us to explore and analyze security
challenges in DevOps faced by practitioners by conducting
a detailed empirical study. To achieve this study objective,
firstly, we will perform a systematic literature review to
identify the security challenges from literature and check the
validity of identified challenges in real industry considering
questionnaire survey approach. Secondly, we will apply Pref-
erence Ranking Organization Method for Enrichment Evalu-
ation (PROMETHEE) technique to prioritize the identified
challenges considering their significance to DevOps.

There are many approaches of multi criteria decision-
making methods used for prioritization in different fields
of engineering. For example, (ELECTRE, AHP, WSM,
TOPSIS, and PROMETHEE etc.). However, EIECTRE and
PROMETHEE are outranking models, which compares the
alternative pairwise for each criterion, finding the strength
of preferring one to the other [84]. The PROMETHEE II
method has been used by scholars in other fields of infor-
mation technology, especially computer science, manage-
ment and internet techniques where multi criteria decision
making is required [9], [10], [13]. This method has an
appropriate structural system and the results are more con-
sistent, easy to understand and require less information as
compared with AHP, ELECTRE [10], [83]. For example,
Veza et al. [11] prioritized the industrial enterprise based on
the enterprise’s competences. They designed a special set of
competence against each enterprise for evaluation purpose
and rank them by applying the PROMETHEE II method.
Theodorou et al. [12] applied PROMETHEE II approach to
analyze the decision of Cyprus energy resources. Siahaan and
Mesran [9] applied PROMETHEE II ranking technique to
determine the best student at college using various attributes
like skills, performance, grading etc. Liu and Guan used
PROMETHEE II method to evaluate the quality of railway
passenger service. The linguistic variables were transformed
to fuzzy triangular scale and based on evaluation process the
quality service was prioritized [10]. Zhao et al. [13] modified
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PROMETHEE 1I to provide timely evaluation of incident
management plans e.g. earthquake, flood etc.

We believe that in-depth study of security challenges in
DevOps will help software industry practitioners to revise
their practices and develop a new progression cycle for suc-
cess and development of secure DevOps practices. To meet
this study objective, the following questions were designed.

[RQ1]: What are the security challenges of DevOps imple-
mentation reported in literature?

[RQ2]: Are the identified DevOps security challenges
related to industry practitioners?

[RQ3]: How can we prioritize the identified challenges?

[RQ4]: How can we develop a prioritization-based taxon-
omy of the investigated challenges?

Il. BACKGROUND OF DEVOPS SECURITY

Recent studies have focused on the importance of DevOps
and recognized that, to streamline the software develop-
ment cycle in terms of better performance and scalability,
developers and operation teams must tune-up. This trend
of coordination (development and operation teams) at real
time enables the software production system to monitor and
react whenever anomalies are detected [15]. Lack of corre-
lation activities between development and operation teams
cause challenging problems which include: (1) poor informa-
tion and communication flow, (2) security related concerns,
(3) immature systems, (4) unsatisfactory test environment
etc. [14], [16].

To meet the on-demand infrastructures and continuous
delivery product, DevOps software organizations are search-
ing for active development approaches. There are many
challenges of DevOps identified in literature such as “lack
of DevOps knowledge” [69], “conceptual gap between
development and operation team” [70], “lack of efficient
tools” [20], “continuous testing” [3] etc. However, prior
work is done in domain of DevOps security. Combining
the expertise of development, operations and security within
DevOps environment can resolve several security issues.
Researchers from academia and industry agree to integrate
security practices in the DevOps environment. For exam-
ple, Cash ef al. [18] imply to incorporate the security prac-
tices with DevOps as SecDevOps. Rahman et al. [17] stated
that “DevSecOps, SecDevOps, SecOps, and RuggedOps are
aliases of Security in DevOps. These terms refer to the inte-
gration of security principles in DevOps by promoting the
collaboration between the security teams, the development
teams and operations teams.” They also believe that auto-
mated testing and monitoring contributes positively while
dealing with software security. Vries [19] emphasized on how
the traditional security practices, with a focus on manual pro-
cessing tools and documentation, are unfit in an environment
of continuous deployment. The security practices must be
replaced by more upgrade approaches in order to meet the
requirements of continuous deployment process.

Prior studies have discussed security aspects with respect
to DevOps and agile practices in software organizations.
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Smeds et al. [20] highlighted the key concerns amongst
organizations for adopting DevOps, but did not consider
the security challenges while working in DevOps orga-
nization. Rahman and Williams [3] also discussed security
in DevOps by adding additional security activities such
as, security requirement analysis and security configura-
tions with DevOps to remove vulnerabilities. Mohan and
Othmane [5] investigated the main security aspects related to
DevOps i.e. ‘definition, best practices, configuration meth-
ods, tools of SecDevOps, team coordination and data secrecy
activities’ and give a suggestion of merging security with
DevOps, as security is one of the key challenges which
limits the adoption of DevOps. Therefore, while dealing
with DevOps progression, the security must be considered
as an essential part of development. In our study, we have
listed the security challenges in DevOps that can contribute
by helping software practitioners to upgrade their security
practices related to DevOps. Furthermore, by introducing
the PROMETHEE II [21] approach in the research field of
DevOps we prioritized the challenges which will assist orga-
nizations to remove vagueness in the opinion of experts to
secure DevOps. Our findings will also provide a taxonomy
based on CAMS (DevOps principles) [22], [23], [25], which
could help experts to improve their management strategies to
secure DevOps continuous activities.

Ill. RESEARCH DESIGN

To achieve the study objectives following three research
methodologies were applied (Figure 1):

Literature Study Phase 2 >( Empirical Study Phase3 | PROMETHEE II

Normalized the values |

Design the research question Design the questionnaire

Collect responses | | Pairwise comparison |

Search the literature |

| Data extraction | Analyze the outcomes | | Prioritization |

FIGURE 1. Proposed methodology flow.

PHASE 1: Identify the DevOps security challenges in lit-
erature using systematic literature review.

PHASE 2: The questionnaire survey to empirically validate
the identified challenges of DevOps security from industrial
perspective.

PHASE 3: PROMETHEE II approach to prioritize
the identified challenges concerning their importance for
DevOps security.

A. SYSTEMATIC LITERATURE REVIEW (SLR)

We have adopted systematic literature review approach to
explore the challenges of DevOps security in literature. This
step by step approach of literature collection, examination
and extraction of data gives more valid outcomes as com-
pared with other informal methods of literature review. The
guidelines provided by Kitchenham and Charters [64] was
adopted to explore literature which include i) planning the
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review, ii) conducting the review and iii) reporting the review.
The phases are discussed briefly in subsection below:

1) PLANNING THE REVIEW
This phase consists of following steps:

a: RESEARCH QUESTION

The purpose of conducting SLR is to explore literature to col-

lect factors that have a negative impact on DevOps security.

For this we have designed a following research question.
RQ1: What are the security challenges of DevOps imple-

mentations reported in literature?

b: DATA COLLECTION SOURC
Data collection is an important step while selection of authen-
tic data sources. Therefore, we have considered the recom-
mendations of Chen et al. [65]. The selected data repository
includes:

1. http://ieeexplore.ieee.org

2. http://dl.acm.org

3. www.wiley.com

4. http://link.springer.com

5. http://scholar.google.com

6. https://digital-library.theiet.org

¢: SEARCH STRING
The search string plays an important role in the collection of
data from selected studies. We have also developed the search
strings using key terms and their alternatives collected from
other studies by using the Zhang er al. [66] guidelines. The
key words and their alternatives are given below:
(“barriers” OR ““obstacles” OR “‘hurdles’”” OR “‘difficul-
ties” OR “impediments” OR “hindrance” OR “concerns”
OR “challenge”) AND (“SecDevOps” OR “DevSec-
Ops” OR “SecOps” OR “security” OR ““privacy”’) AND
(“DevOps” OR “Development and Operation”, OR *“Con-
tinuous development and operation”).

d: INCLUSION AND EXCLUSION CRITERI
Protocols were designed to perform inclusion and exclusion
criteria on literature collected in response of search strings.
The same approach has been adopted in other software engi-
neering researches as Niazi et al. [42] and Akbar er al. [44].
The considered protocols are presented below:

Inclusion Criteria:

o The paper should be published in the well reputed jour-
nal, white paper, book or conference.

o The article must consist of factors that have a negative
influence to secure DevOps.

o The paper should have a clear concept about DevOps
implementation.

o The selected article must be in English language.

Exclusion Criteria:

o If two studies are from similar project only the most
complete one will be considered.
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o The paper that does not provide detailed information
about DevOps progression.

o The studies not related to DevOps security will not be
considered.

o The literature studies are not considered.

e: STUDY QUALITY ASSESSMENT (QA)

In this step we perform QA to check the effectiveness of study
with respect to the research objective. We have followed the
Kitchenham and Charters [64] guidelines for QA. The five
scale Likert scale was used for this assessment. The detail
analysis of QA with developed research questions and scale
is given in Appendix C (Table 15).

2) CONDUCTING THE REVIEW

a: FINAL STUDY SELECTION

For further refinement of selected literature, we have adopted
tollgate approach developed by Afzal et al. [67]. In the initial
stage after performing inclusion and exclusion criteria we
have collected 110 studies. All the steps of tollgate approach
were performed carefully and total of 40 studies were col-
lected for data extraction (Figure 2). We have performed
the QA process, to check the effectiveness of studies briefly
discussed in Appendix C (Table 15).

Phase-1

> 110 100.0%
“ n Selection process based on
Phase-2 . Title and Abstract

81 -~ 63.64%

Phase-3

Selection process based on
__Introduction and Conclusion

55 50.00%

Phases  Selection process based on

. Full Text
49 44.27%

Phase5 Final Selection process

Wiley Inter Science i of Primary Study
Science Direct 40 36.27%

FIGURE 2. Tollgate approach steps.

b: DATA EXTRACTION AND SYNTHESIS

The data extraction is performed clearly by involving first
three authors of this study. In initial step the themes, concepts
and challenges of DevOps security were extracted from the
selected studies. After synthesizing the data, we have total
eighteen security challenges of DevOps. There may be biases
between the study findings, to remove this concern we have
conducted inter-rater reliability test [68]. We invited three
external experts to participate in the data validation process.
They performed all steps of data extraction by randomly
selecting ten studies. After comparing the outcomes from
external experts and study authors, we have calculated the
Kendalls coefficient of concordance (W) [68]. The value
‘W = 0’ represents complete disagreement and ‘W = I’
represents complete agreement. The results of W = 0.84,
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(p = 0.003) show the significance agreement between the
external experts and study authors.

The code used to calculate (W) is given in link
https://rdrr.io/cran/DescTools/man/KendallW.html.

3) REPORTING THE REVIE

a: QUALITY OF SELECTED STUDIES

The quality assessment is performed to measure the signifi-
cance of selected literature to address the research question
of this study. The 65 % of studies score more than 60%
(Appendix C) which shows that the selected studies are sig-
nificant enough to answer the research question of this study.
We choose 50% as a threshold value while performing QA.

b: PUBLICATION YEARS OF SELECTED STUDIES

During the data extraction phase we have also extracted the
publication year with the aim to check the frequency of
publications literature about DevOps. The frequency anal-
ysis shows that the selected studies are from year 2011 to
2020 showing the increasing trend of research in the field of
DevOps. This shows that the DevOps is an active topic in the
research field of software engineering.

B. EMPIRICAL STUDY

To validate the findings of SLR and to identify more chal-
lenges of security in DevOps we have conducted a question-
naire survey approach Figure 3. This approach will assist
to collect responses from industrial practitioners working to
secure DevOps activities. The questionnaire approach pro-
vides the best opportunity to collect practitioner’s opinion
from large population [31]-{35].

Empirical Study
=

Develop the survey questionnaire

Pilot assessment of survey questionnaire

Data source: Email, Research-Gate, LinkedIn

Survey data analysis

Frequency analysis method

FIGURE 3. Empirical study flow.

1) QUESTIONNAIRE DEVELOPMENT

The design of the questionnaire was developed by using
the platform of Google form (i.e. docs.google.com/forms).
The questionnaire consists of three sections, that includes
i) bibliographic information of survey participants, ii) the
second section is about closed ended questions that consists
of DevOps security challenges identified from SLR study,
iii) the third section consists of open-ended questions to ask
participants about additional security challenges of DevOps.
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2) PILOT ASSESSMENT OF QUESTIONNAIRE SURVE

The pilot assessment of questionnaire was performed with
aim to check the understandability and suitability of designed
questionnaire [36].

The designed questionnaire was sent to three exter-
nal experts of academia and industry for evaluation. The
requested experts include two industrial experts from (Virtual
force Pakistan and I-Tech Malaysia) and one from academia
(King Fahad University of Petroleum and Minerals, Saudi
Arabia). Some modifications were suggested by the partic-
ipants related to the structure of the questionnaire and to add
question regarding DevOps experience in an organization.
They further suggested to use tabular format for the questions
response. We carefully reconstruct our questionnaire survey,
according to the recommendations suggested by participants,
and final format of questionnaire is given in Appendix A.

3) DATA SOURCE

The goal of this study is to identify the security challenges
in DevOps. The data source plays an important role to get an
opinion from targeted population. Though, to validate these
identified challenges from the target population we have used
Research- Gate, Emails and LinkedIn profiles. To spread
the questionnaire survey, we have used the snowball tech-
nique [37], [38], [40] which is cost effective and easy way to
target large scale population. The duration of data collection
is from November 2019 to January 2020. We have collected
total 88 responses. All responses were checked manually
and 10 of them were incomplete. We didn’t consider the
incomplete responses for data analysis as a requirement of
the questionnaire is not accomplished fully in those 10 incom-
plete responses. Total 78 responses were evaluated for further
processing. The detail of respondents’ response is given in
section 4.2.

4) SURVEY DATA ANALYSI

The frequency analysis method is used to analyze the qual-
itative and quantitative data. This approach is effective to
measure the ordinal and nominal data between the variables
and across the group of variables [44]. This method has been
used to statistically compare the identified factors and their
significance in the software industry. Several existing studies
of other software engineering domain have used the same data
analysis approach [41]{43].

C. PROMETHEE Il APPROACH

The adopted approach PROMETHEE (Preference Ranking
Organization Method of Enrichment Evaluation) was pre-
sented by Brans et al. for the first time in 1985 [21] and
now several versions of it are available i.e. PROMETHEE I,
I, 100, 1V, V, cluster etc. The application of the approach
depends upon the nature of the problem. Considering the
advantages this approach is easy to use and have a low
level of complexity. Many successful applications have been
treated by PROMETHEE approach in various fields such as;
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banking, chemistry, health care, management, information
technology etc. [9], [11], [12], [39]. The PROMETHEE II
was selected for this study because it is interactive and is
able to classify and order alternatives which are complex and
difficult to compare. This approach in addition has some other
characteristics like stability, clarity and simplicity [21].

PRAOMETHEE II
1 Normalize the decision matrix
2 Pairwise comparison of alternatives
3 Calculate preference function
4 Calculate aggregate preference function
5 Calculate outranking flows
6 Calculate Net outranking flows
7 Prioritization

FIGURE 4. PROMETHEE Il approach steps.

The principles of PROMETHEE 1I are based on pair-
wise comparison of alternatives for each criterion (Figure 4).
According to Yaghoobi [45] “the alternatives are evaluated
according to different criteria which have to be maximized or
minimized. Each criterion should be able to distinguish the
alternatives, regardless of how the alternatives behave under
other criteria”. This approach provides complete ranking of
alternatives, but as in many multi criteria decision making
approaches, decision makers have to identify alternatives by
assigning weights, scoring criteria and should have knowl-
edge about out-ranking relationships among different alter-
natives and the fuzzy variable terms of scale [46].

This method consists of seven steps which are described
below:

STEP 1: In this step decision matrix is normalized using
beneficial and non-beneficial criteria.

[Dij — min Dij] . . .
Rjj = - (beneficial criteria)
[max (Dj;) — min (Dj;)]
(i=12,...,nandj=1,2,...,m) (1)
[maxDj; — Dj]

(non-beneficial criteria)

@

Ri = Tmax (Dy) — min (Dy)]
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where Dj; is the decision maker’s evaluation of the ith alter-
native with respect to jth criterion.

STEP 2: The difference of ith alternative as compared
with other ones are evaluated in this step. This means that
the differences in criteria values among various alternatives
should be assessed pairwise.

STEP 3: In this step we choose and calculate the preference
function, P; (i, i').

Tipe I: P A
Usual /
Crirerion

) 4

0

FIGURE 5. Generalized criteria Type 1 preference function.

Mareschal [47] discussed six different types of general
preference functions ranges from 0 to 1 (Figure 4). According
to Mareschal “the PROMETHEE method induces a prefer-
ence function to describe the decision maker’s preference
difference between pairs of alternatives on each criterion™.
It is possible to choose a different function for each criterion.
The usual function (or Type 1) was chosen for this study
(Figure 5). Using this function, no parameters and indif-
ference threshold required. This usual criterion function is
defined below:

Pj(i, i/) = 0if Rij < R,'/j 3)
Pj(i, i/) =1 R,’j > Ri/j (4)

STEP 4: The aggregate preference function is calculated
by incorporating the weights:

Py — n (7 7 . " .
7 (i) =D Pl i/ Y W )
where w; is the weight of relative importance given to jth
criterion.

Leaving outranking flow Entering outranking flow

FIGURE 6. PROMETHEE Il outranking flows.

STEP 5: For positive and negative outranking flow each
alternative is compared with (n-1) alternatives [48], [49]
Figure 6. Therefore, it is essential to calculate the entering
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and leaving outranking flows of each alternative which is
given by:

1 n
. . +n oo . o
The entering flow: o™ (i) = pa— E i (i, i), I#7T)
(6)
. . — . 1 n .o . N
The leaving flow: ¢ (1)——n - E s TG, GFED
(7

where, n represents the number of alternatives. The entering
flow measures the weakness of alternatives and leaving flow
measures the strength of alternatives.

STEP 6: The PROMETHEE II provides a complete pre-
order determined by the net outranking flow of decision
alternatives:

The net flow: ¢ (i) = ¢ (i) — ¢ (i) (8

STEP 7: Calculate the ranking of alternatives considering
the net outranking flow ¢ (7). The highest the ¢ (i) the best
the alternative. Another advantage of using PROMETHEE II
is that it avoids incomparability between alternatives.

IV. STUDY FINDINGS
The section contains the outcomes and analysis of this study.

A. IDENTIFIED CHALLENGES VIA SYSTEMATIC
LITERATURE REVIE

Various studies have discussed the factors that could neg-
atively impact the DevOps activities in terms of secu-
rity. We reviewed those studies briefly and extracted all
the challenging factors including lack of secure coding
standards [2], [23], [80], [81], using unsuitable perfor-
mance metrics for security evaluation [2], [69], [78], [79]
and lack of integrated testing tools to secure DevOps
[14], [52], [53], [71]. Diillmann et al. [24] and some other
researchers [69], [78], [81] considered neglecting change
control in security most challenging factor of DevOps. They
highlighted that proper security measures among the secu-
rity and DevOps teams must be shared to make it easy to
coordinate and control the security tasks in the distributed
software development processing. Rahman and Williams [3]
analyzed the selected sets of internet artifacts and surveyed
them in nine organizations to explore experts’ experiences
in DevOps security practices. They explored that security
manual testing and performance measures, threat model-
ing and scalability, compliance requirements and lack of
automated testing tools are the factors having significant
impact while securing DevOps activities. The same chal-
lenges have been explored in some other researches as
well [2], [5], [6], [14], [16], [19], [21], [23], [25], [80]. The
software enterprise can only manage the continuous deploy-
ment process if they have automated testing tools and per-
formance measures security skills to control such activities.
They must have deep knowledge about model of DevOps
(CAMS) [25] in order to secure DevOps. They must hire
DevOps consultants if they don’t have much expertise to
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manage DevOps security. The consultants will provide step
by step guidelines to secure and adopt DevOps activities.

The distributed nature of software development pro-
cess makes it challenging to secure DevOps activities
from various perspectives i.e. processing, communication,
deployment, delivery and testing etc [27]. The challeng-
ing factor lack of coordination between security team and
DevOps team is causing more security threats like untrusted
inputs [54], [55], [74]. The proper implementation of 3C’s
(communication, coordination, control) must be considered
to develop trust and understanding between team members of
DevOps. Developer resistance not to coordinate with DevOps
security team [57], [76], [77] slow-downs the whole deploy-
ment process, as no proper measures were taken to control
security threats during development phase. There should not
be an unrestricted collaboration between DevOps and secu-
rity teams [20], [23], [58], [79] to avoid leakage of informa-
tion at both ends. The leadership should support their teams
to make decisions about the inadequate channel to monitor
team coordination [52], [53], [71], [79] to control DevOps
activities. Proper trainings and meeting sessions should be
conducted to improve the expertise of teams. The capabilities
to support and encourage team members by leadership to
control the abundance of information causing problems to
secure data [60], [62], [80] will process DevOps smoothly.

The other frequently occurred challenge in an organization
to secure DevOps activities is immature automated deploy-
ment tools [61], [81], [82], due to lack of testing knowledge.
The DevOps team must corporate with security team to mea-
sure such challenging factors. The enterprise generally lacks
with consistence security polices design and performance
measures [6], [19], [52], [72], [73] due to the rigid policy
structure. They should reconsider their policies according to
new framework standards for better performance. We have
also identified lack of automated testing tool performance
measures for security [2], [5], [20], [23], [24] as a critical
challenge that have a negative impact on DevOps security.
Mohan and Othmane [5] surveyed the literature and academia
and pointed out that the automated testing tools plays a signif-
icance role to integrate security in DevOps. They also investi-
gated that the security and software communities should help
industry to develop secure software while applying DevOps
activities. The total of 18 challenges were identified and
presented in Table 1.

The reported challenges were further divided into four
main categories of CAMS model, presented by Edwards
and Willis [25]. They classified the DevOps activities into
four phases which includes; (Culture, Automation, Measure-
ment and Sharing). This model consists of a set of variables
which is useful for the successful implementation of DevOps
activities in an organization. We grouped a team consist
of three authors for mapping purpose (first three authors).
All the team members of the group were using key steps
of coding scheme, i.e. code, sub-categories, categories and
framework/ theory, of Grounded theory approach [28], [85] as
followed by other researchers in their studies [30], [86], [87].
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TABLE 1. Identified challenges from literature.

Sr

No. Challenges Reference

CHI Lack of automated testing [SL.I31.[191.261.[29]
tools
Security manual testing

CH2 | and performance | [2],[6],[14],[16],[80]
configuration
Coordination of security

CH3 team and DevOps team [5L.[15],[16],[19],[26]
Lack of  Automated

CH4 testing performance | [2],[5],[20],[23],[24]
measures for security
Threat modeling

CH> scalability issue [29],[341,[69]

CH6 Lack of integrated testing [141,[521.[531.[71]

tools to secure DevOps
Inconsistence security
CH7 polices design and
performance measures
Untrusted inputs causing
isolation

CH9 Compliance requirements
Developer resistance to

[61.[19],[52],[72],[73]

CH8 [541,[55]1,[74]

[2],[6].[23].[55].[56]

CH10 | integrate security | [57],[76],[77]
protocols
Challenge of unrestricted

CHI11 collaboration [201.123).[581,[79]
Using unsuitable

CHI12 | performance metrics for | [2],[69],[78],[79]
security evaluation
Abundance of

CHI13 | information is a serious | [60],[62],[80]
threat to secure data
Use of immature

CH14 | automated  deployment | [61],[81],[82]
tools
Inadequate channel to

CHI15 | monitor the collaboration | [52],[53],[71],[79]
of teams
Lack of secure coding

CH16 standards [21,[231,[80],[81]
Ignorance in static testing

CH17 | for security due to lack of | [15],[16],[55],[72]
knowledge

CHIS Neglecting change [24],[691,[781,(81]

control in security

By applying this approach, all the challenges were mapped
as shown in Table 2. We labeled identified challenges of
security in DevOps as (CH). The aim of this categorization
is to perform the PROMETHEE II approach for prioriti-
zation of challenges based on values of CAMS principles
given in Figure 7. We also verified our finding by applying
inter-rater reliability test [68] to remove further biases before
applying PROMETHEE II. The three external were invited
to verify the mapping scheme results. They counter checked
all the steps performed for mapping scheme. After comparing
both outcomes we have calculated the Kendalls coefficient of
concordance (W = 0.635, p = 0.0005) shows the significance
agreement between both results. The link of code is given in
the empirical study section.
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TABLE 2. Mapping of identified challenges.

Category
Culture

Challenge

Untrusted inputs causing isolation (CHS)
Challenge of unrestricted collaboration
(CHI11)

Lack of secure coding standards (CH16)
Neglecting change control in security
(CH18)

Lack of automated testing tools (CH1)
Threat modeling scalability issue (CHS)
Lack of integrated testing tools to secure
DevOps (CH6)

Compliance requirements (CH9)

Use of immature automated deployment
tools (CH14)

Security manual testing and performance
configuration (CH2)

Lack of Automated testing performance
measures for security (CH4)
Inconsistence security polices design and
performance measures (CH7)

Using unsuitable performance metrics for
security evaluation (CH12)

Inadequate channel to monitor the
collaboration of teams (CH15)
Coordination of security team and DevOps
team (CH3)

Developer resistance to integrate security
protocols (CH10)

Abundance of information is a serious
threat to secure data (CH13)

Ignorance in static testing for security due
to lack of knowledge (CH17)

Automation

Measurement

Sharing

Auntomation
oho
o) (o] ~ -
iy ) cams
Culture
A )
3 Sharing
@ @

FIGURE 7. DevOps CAMS principles.

Culture (C): The culture is defined as “‘the interaction of
people and groups and is driven by behavior. Substantial com-
munication improvement can result when there is a mutual
understanding of others and their goals and responsibilities.”

In traditional information technology business develop-
ment and operation teams works as distinct groups. They
spoke different languages as operation staff deals with
‘maintaining stable environments and infrastructure’ and
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development team deal with ‘innovating, creating and moving
fast and breaking things.” These goals without coordination
permit both teams to perform their tasks smoothly. By chang-
ing this business concept and sharing responsibilities and
tasks on the same page is a main goal of DevOps.

Automation (A): Automation deals with many needs and
solves various issues of an organization. Automation can save
time, cost and effort and is just similar to culture in sharing
responsibilities. According to Guthrie [25] “The impact of
implementing infrastructure as code as well as using con-
tinuous integration and continuous delivery pipelines can be
magnified after understanding an organization’s culture and
goals. It helps to think of automation as an accelerator that
enhance the benefits of DevOps as a whole.”

Measurement (M): The continuous improvement process is
essential while dealing with DevOps environment. Using the
measurement will help the practitioners to follow the right
direction. DevOps practices will encourage the practitioners
to look at the entire system and assess the whole system not
just focusing on small sub-sections. The main significance of
using measurements has kept a balance on “‘income, costs,
revenue, mean time to recovery, mean time between failures,
and employee satisfaction.”

Sharing (S): The last phase of CAMS is sharing. Shar-
ing includes three components visibility, transparency, and
transfer of knowledge. By sharing the knowledge with teams
will help to integrate the organization loop strongly. This
collective information will encourage the team to develop
a strong unit that can resolve all basic ambiguities which
DevOps faces in an enterprise [63].

B. EMPIRICAL STUDY RESULTS

To verify the findings of systematic literature review, a ques-
tionnaire survey was conducted with the industrial and
academic experts and the analyzed responses of partici-
pants are discussed in sub-section below. The questionnaire
was designed for survey analysis (Appendix -A). The total
of 78 complete responses was collected from participants
(DevOps experts) Table 3.

Finstad [40] stated that “the bibliographic data of sur-
vey participates give the insight of survey respondents
which shows the maturity level of collected data set.”
Shameem et al. [41] underlined that the demographic data is
useful to collect information about survey respondents and to
verify that the targeted population is related to the particular
study. The demographic detail of DevOps experts has been
discussed in sub-sections.

1) RESPONDENTS DESIGNATION

Niazi et al. [42] underlined that the position of participants in
particular organization has influencing impact on the factors.
The suggestions of ranking by participants are based on the
level of experience the participants have with that factor.
Finstad et al. [40] defines that the priority of influencing fac-
tors varies according to the designation of the targeted pop-
ulation. The designation-based analysis of the respondents
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TABLE 3. Responses of survey respondents.

Number of Responses (N=78)
Positive Negative Neutral
S.# | List of challenges E.A A % | D] ED | % N %
C1 | Culture 43 28 | 91 | 2 2 5 3 3
1 Untrusted inputs causing isolation (CHS) 26 34 78 | 8 4 15 6 7
2 Challenge of unrestricted collaboration (CH11) 39 30 88 | 1 2 3 6 7
3 Lack of secure coding standards (CH16) 21 40 88 | 2 3 6 12 15
4 Neglecting change control in security (CH18) 35 40 9% | 1 0 1 2 2
C2 | Automation 40 25 | 83 |3 4 8 6 7
5 Lack of automated testing tools (CH1) 34 27 78 | 7 0 8 10 12
6 Threat modeling scalability issue (CHS) 40 23 80 | 2 1 3 12 15
7 Lack of integrated testing tools to secure DevOps (CH6) 39 28 85 | 4 0 5 7 8
8 Compliance requirements (CH9) 25 34 75 | 4 5 11 10 12
9 Use of immature automated deployment tools (CH14) 30 20 64 | 10 5 19 13 16
C3 | Measurement 26 39 83 | 4 2 7 7 8
10 | Security manual testing and performance configuration (CH2) 29 27 71 | 6 5 14 11 14
11 | Lack of Automated testing performance measures for security (CH4) 25 31 71 | 4 8 15 10 12
12 | Inconsistence security polices design and performance measures (CH7) 39 24 80 | 5 0 6 10 12
13 | Using unsuitable performance metrics for security evaluation (CH12) 40 23 80 | 2 2 5 11 14
14 | Inadequate channel to monitor the collaboration of teams (CH15) 30 39 88 | 0 0 0 9 11
C4 | Sharing 33 27 | 76 | 6 6 15 6 7
15 | Coordination of security team and DevOps team (CH3) 22 36 74 | 10 4 17 6 7
16 | Developer resistance to integrate security protocols (CH10) 31 20 65 | 7 8 19 12 15
17 | Abundance of information is a serious threat to secure data (CH13) 30 41 89 | 2 0 2 5 6
18 | Ignorance in static testing for security due to lack of knowledge (CH17) 26 28 69 | 8 7 19 9 11

Others - 2
Software Quality Assourence [N 3
Requirement Managers [ [ N NN 4
Software Testers _ 5
Organizational Managers | N N 5
Software Operators [ A AR ©
Rescarchers | 13

Software Developers | 17

Project Managers | (©

0 2 4 6 8 10 12 14 16 18 20

FIGURE 8. Respondents designation- based graph.

is presented in Figure 8. The results show that the most
of the participant’s designations are: researchers, software
operators, project managers and software developers.

2) RESPONDENTS EXPERIENCE

The survey participants experience was also analyzed. The
medium and mean were calculated and the outcomes shows
5 and 7.5 indicating the young participants respectively.
In addition, the significant difference in respondents’ expe-
riences were observed briefly. The Figure 9 shows the detail
of survey participants graphically.

3) ORGANIZATION SIZE

We collected data related to organization size from the
respondent’s bibliographic information. By considering the

105434

11 years Survey Respondents

9 years

7 years 26

5 years

3 years

[
th

=l

s 10 15 20 25

FIGURE 9. Respondents experience.

Australian burro of statistics [43] which stated ““small (0 to
19 employees), medium (20 to 200 employees) and large
(>= 200 employees)”. we classified the size of an organiza-
tion as small, medium and large. Akbar et al. [44] highlighted
size of an organization as a key entity to assess the maturity
level of the survey respondents. The results are graphically
explained in Figure 10 showing 40% (small), 30 % (medium),
and 30% (large) scale organizations respectively.

4) RESPONSES AGAINST SECURITY

CHALLENGES IN DEVOPS

We have collected the responses from industry experts to val-
idate the finding of SLR. The security challenges of DevOps
reported in literature were briefly discussed in section 4.1.
The responses of survey participants were classified using a
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FIGURE 10. Organization size analysis.

9 ¢

Likert scale in positive “‘extremely agree (EA)”, “agree(A)”,
negative “‘extremely disagree (ED)”, ‘“‘disagree (D) and
neutral (N). The positive response shows the percentage of
those respondents who agreed with the identified security
challenges of DevOps. However, the negative feedback shows
the frequency of respondents who did not considered the iden-
tified challenges have a negative effect on DevOps adoption.
The neutral category shows the respondents’ feedback who
have a neutral opinion about the identified security challenges
and their mapping.

The summarized results Table 3 shows that the majority of
the survey respondents have a positive opinion about security
challenges in DevOps showing the negative effect of factors
on DevOps implementation. The frequency analysis shows
that percentage of most of the challenges and their categories
is > 60%. We have also designed open ended questions in
a survey for participants to report additional challenges that
were not identified in the available literature study.

However, no additional challenge was marked by the par-
ticipants. We further noted that CH18 (neglecting change
control in security 96%) is the highest reported challenging
factor by survey respondents and “Culture” i.e. (C1 =91%)
is the highest category of investigated factors. The same
approach has been adopted by other researchers in various
fields of software engineering [41], [44].

Hence, based on our findings, we have further priori-
tize the identified factors by using the PROMETHEE II
approach. Each category was compared with all identified
challenges in the second survey conducted with DevOps
experts. The survey was conducted with the participants who
have participated before in the first survey. A total of 25 par-
ticipants agreed to give a response on second survey Table 4.
The questionnaire designed for second survey is provided
in Appendix B. The approach discussed in section 3.2 has
been used for the assessment of the questionnaire. The sample
size is small which may limit our research to some extent.
But small sample size has been considered previously in
other research studies also [45]-{48]. For example, Wong and
Li [49] conducted a survey of the intelligent building systems
and evaluate their results based on nine survey responses.
Lam and Zhao [50] conducted a survey based on eight partic-
ipants to evaluate the teaching quality. Shahmeem et al. [41]
considered five expert’s responses to prioritize the factors
in agile based organizations. Therefore, based on the above
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TABLE 4. Percentage ratio of identified challenges (alternatives).

Criterion C A M S
Weights 0.35 0.25 0.25 0.15
Alternatives Percentage ratio where, n=25
CH1 69 98 70 59
CH2 70 99 87 67
CH3 88 76 67 75
CH4 100 89 93 82
CHS5 98 87 76 65
CH6 56 66 70 52
CH7 73 59 53 64
CHS 81 92 59 85
CH9 53 60 67 70
CH10 97 90 87 82
CH11 86 73 69 76
CHI12 100 95 82 89
CH13 79 89 73 66
CH14 82 91 80 58
CHI15 90 76 69 79
CHI16 98 95 92 89
CH17 55 75 71 68
CH18 89 70 84 71
max value 100 100 93 89
min value 53 59 53 52

evaluations we can justify 25 as an acceptable sample size
for survey analysis. We collected data from 25 practitioners
to measure the pairwise comparison of identified challenges
using PROMETHEE 1I approach.

To weight the categories of CAMS model, all authors
of this research participated. The scale discovered by
Bozbura et al. [51] was used to convert the linguistic val-
ues of weights to numbers. The average weight for each
category was calculated which was further used in the
PROMETHEE II approach for prioritization.

The weights of categories were further investigated by
sending them to three external DevOps experts (one expert
from Chongqing University, China and two DevOps experts
from Soft-Tech organization Pakistan). After their approval,
we have used the weighted categories for further calculation.
The Table 4 shows the weighted categories and pairwise
percentage ratio of each alternative calculated using a Likert
scale explained previously in this section.

C. APPLICATION OF PROMETHEE Il APPROACH

To prioritize the identified security challenges of DevOps
with categories we used PROMETHEE II approach. The
steps followed to perform the application of PROMETHEE II
are discussed below:

STEP 1: Normalized the decision matrix by using eq land
eq 2 is constructed (Table 5) we have selected ‘“‘automa-
tion” as non-beneficial criteria depending upon the nature
of automation attributes (i.e. cost, time and effort etc.
section 4.1) which should be reduced while developing
DevOps environment. All the other criteria are beneficial
criteria.
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TABLE 5. Normalized decision matrix.

TABLE 7. Preference function values of CH1.

TABLE 6. Pairwise difference of alternative CH1.

Weights | 035 | 025 | 025 | 0.5 Preference C A M S
Normalized Decision Matrix values (P)
Challenges C A M S Preference Function Values CH1
CHI 0.34 0.05 0.44 0.19 P(CH1-CH2) 0.02 0.00 0.41 0.22
CH2 0.36 0.02 0.85 0.41 P(CH1-CH3) 0.40 0.54 0.00 0.43
CH3 0.74 0.59 0.37 0.62 P(CH1-CH4) 0.66 0.22 0.56 0.62
CH4 1.00 0.27 1.00 0.81 P(CH1-CH5) 0.62 0.27 0.15 0.16
CH5 0.96 0.32 0.59 0.35 P(CH1-CH6) 0.09 0.95 0.00 0.14
CHG6 0.06 0.83 0.44 0.00 P(CHI-CH7) | 026 0.15 0.00 0.70
CH7 0.43 1.00 0.02 0.32 P(CHI-CHS) | 0.00 0.93 0.00 0.30
ggg 8188 8:32 8;; 8:23 P(CHI-CH9) | 0.60 0.20 0.41 0.62
CHI0 094 034 033 081 P(CH1-CHI0) | 0.36 0.61 0.00 0.46
CHIT 070 056 0l 065 P(CHI-CH11) | 0.66 0.07 0.29 0.81
CHD 100 012 073 100 P(CHI-CHI12) | 0.1 0.22 0.07 0.19
CHI3 0.55 0.57 0.51 038 P(CHI-CHI3) | 0.28 0.17 0.24 0.00
CHia 0.62 022 0.63 0.16 P(CHI-CH14) | 0.45 0.54 0.00 0.54
CHI5 0.79 059 041 073 P(CHI-CHI5) | 0.62 0.07 0.54 0.81
CHI16 0.96 0.12 0.98 1.00 P(CH1-CH16) 0.00 0.56 0.02 0.24
CH17 0.04 0.61 0.46 0.43 P(CH1-CH17) 0.43 0.68 0.34 0.32
CH18 0.77 0.73 0.78 0.51 P(CH1-CH18) 0.00 0.78 0.00 0.00

TABLE 8. Aggregate preference function of CH1.

STEP 2: To evaluate the difference in criteria values
between different alternatives pairwise difference is calcu-
lated. For example, pairwise difference of ‘lack of automated
testing tools’ CH1 with respect to other alternatives and cri-
teria is shown in Table 6. The same method has been applied
on other alternatives in link https://tinyurl.com/uo29yq2.

STEP 3: To choose and determine the preference function
we have used usual function because it does not require any
parameter such as preference and indifference thresholds.
We replaced the calculated values of pairwise difference con-
sidering Eq.3 and Eq.4. For example, the preference function
values of “CH1” is shown in Table 7. The same approach
has been adopted to calculate the preference function of other
challenges in link https://tinyurl.com/uo29yq?2.
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Difference® | C | A | M | S Preference C A M S
Pairwise Difference CH1 values (P)
D(CH1-CH2) 20.02 0.02 _0.41 2022 Aggregate Preference Function Values CH1
D(CH1-CH3) -0.40 -0.54 0.07 -0.43 P(CH1-CH2) 0.01 0.00 0.10 0.03
D(CH1-CH4) -0.66 -0.22 -0.56 -0.62 P(CH1-CH3) 0.14 0.13 0.00 0.06
D(CH1-CH5) -0.62 -0.27 -0.15 -0.16 P(CH1-CH4) 0.23 0.05 0.14 0.09
D(CHI1-CH6) 0.28 -0.78 0.00 0.19 P(CHI-CH5) 0.22 0.07 0.04 0.02
D(CHI-CH7) | -0.09 -0.95 0.41 -0.14 P(CH1-CH6) 0.03 0.24 0.00 0.02
D(CHI-CH8) | -0.26 -0.15 0.27 -0.70 P(CH1-CH7) 0.09 0.04 0.00 0.11
D(CHI-CH9) 0.34 -0.93 0.07 -0.30 P(CH1-CHS) 0.00 0.23 0.00 0.04
D(CHI-CH10) | -0.60 -0.20 -0.41 -0.62 P(CHI-CH9) 0.21 0.05 0.10 0.09
D(CH1-CHI1) -0.36 -0.61 0.02 -0.46 P(CH1-CH10) 0.13 0.15 0.00 0.07
D(CHI-CH12) | -0.66 -0.07 -0.29 -0.81 P(CHI-CHI1) | 0.23 0.02 0.07 0.12
D(CHI-CHI3) | -0.21 | -022 -0.07 -0.19 P(CHI-CHI2) | 0.07 | 0.05 0.02 0.03
D(CHI-CHI4) | 028 | -0.17 -0.24 0.03 P(CHI-CHI3) | 0.10 | 0.04 0.06 0.00
D(CHI-CHI5) | -045 -0.54 0.02 -0.54 P(CHI-CHI4) | 0.16 013 0.00 0.08
g(ggi'ggig) (?3602 8‘5); '8'(5)‘2‘ ‘g'gi P(CHI-CHI5) | 022 | 0.02 0.13 0.12
Dgcm-cms; Y s 031 e P(CHI-CH16) [ 0.00 0.14 0.01 0.04
' ' ' ' P(CHI-CHI7) | 0.15 0.17 0.09 0.05
P(CHI-CHI8) | 0.00 0.20 0.00 0.00

According to the ranking of alternatives Figure 10 by
PROMETHEE 1I approach CH1 ““lack of automated testing
tools” is marked as the most critical challenge to secure
DevOps implementations. Therefore, there should be proper
automation testing tools to monitor the security risks of
DevOps. As we are dealing with heterogeneous nature in
an organization all sites must coordinate to resolve any
ambiguity on time [52], [61]. CH16 “‘lack of secure cod-
ing standards” is considered as the challenging factor in
terms of DevOps security. Proper security implementations
and counter measures must be done to control such risks.
The standards of security must be improved with that of
other software processing paradigms [4]. Another challenge
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TABLE 9. Outranking flows of all alternatives.

CHI | CH2 | CH3 | CH4 | CH5 | CH6 | CH7 | CHS8 | CH9 | CHIO | CHII | CHI2 | CHI3 | CHI4 | CHI5 | CHI6 | CHI7 | CHIS | @*
CHI | 0 0140341052034 559 | 023 | 028 | 045 | 035 | 044 | 018 | 02 | 037 | 049 | 018 | 045 | 02 | 032
CH2 | gor | 0 | 031 ]038 028 | 57| 02 025|032 | 031 | 034 | 013 | 014 | 034 | 035 | 015 | 033 | 02 | 025
CH3 | 002 [012 | 0 [028 | 013 ] o1 | 004 | 01 [022] 003 | 024 | 0.04 | 008 | 004 | 028 | 003 | 0.5 | 0.08 |0.12
CH4 | 0 Joos | O [ 901|158 001|018] 0 0.1 03 0 0 008 | 003 | 009 | 012 | 014 | 0.08
CHS | o | o008 | 011019 © |017 008|018 014 | 013 | 015 0 002 | 012 | 019 | 009 | 018 | 013 |o0.12
CH6 | o1 | 022|024 052 033 ] © |08 ] 011 046 | 024 | 048 | 017 | 023 | 028 | 053 | 013 | 034 | 01 o027
CH7 | 007 | 017 | 02 [ 037 | 026 | 02 | 9 o024 03 | 021 | 03 | o1 | 014 | 023 | 034 | 018 | 035 | 023 | 023
CH8 | 0.14 | 025 | 028 | 056 | 039 | 0.16 | 027 | © | 05 | 028 | 052 | 023 | 03 | 032 | 056 | 004 | 038 | 004 | 031
CHO | 0 | 009|007 ]003]019] 001 018] ° 0.1 | 005 | 0.01 0 009 | 007 | 009 | 012 | 015 | 0.07
CHIO | 901 | 011 | 0.01 | 027 | 013 | 0.09 | 0.04 | 0.08 | 022 | © 024 | 0.02 | 007 | 004 | 028 | 001 | 013 | 005 |o0.11
CHIL | o | 003 | 012 | 01 | 005 ] 022 | 002|021 | 006 | 0.13 v 004 | 002 | 012 | 006 | 012 | 016 | 018 |0.10
CHIZ | o | 009|018 | 034017 | 018|009 | 019 | 028 | 0.19 | 03 0 007 | 021 | 035 | 0.09 | 028 | 014 |0.19
CHI3 | o | 008 | 021 | 032 | 017 | 022 | 0.11 | 024 | 026 | 021 | 027 | 0.04 0 024 | 032 | 014 | 026 | 015 | 019
CHI4 | 901 | 011 | o ]o023 ] 01 | 01 |002] 01 017 | 002 | 019 | 002 | 007 0 024 | 002 | 013 | 007 | 0.09
CHIS | 0 | 012|006 | 005|022 |002]021]003] 013 | 001 | 004 | 002 | 0.12 0 012 | 015 | 018 | 0.09
CHI6 | o1 | 021 | 027 | 053] 035 023|026 | 01 | 047 | 028 | 049 | 019 | 026 | 031 | 053 0 038 | 0.06 | 030
CHI7 | o | 002 | 002 | 0.18 | 007 | 007 | 0.06 | 0.06 | 0.12 | 0.02 | 0.15 0 0 0.04 | 0.19 0 0 0.02 | 0.06
CHI8 | 913 | 027 | 033 | 059 | 04 | 022 | 032 | 011 | 053 | 032 | 055 | 025 | 028 | 026 | 06 | 007 | 014 0 o33
¢ 003 ] 011|017 ] 032|019 018 | 012|017 | 027 | 018 | 030 | 009 | 011 | 019 | 032 | 009 | 025 | 012 | ©

TABLE 10. Net flow of alternatives. performed to manage such challenges. These steps will help

the organization to adopt DevOps without any consideration

Challenges | Leaving flow @t | Enter flow ¢~ | Net flow related to security.

CHI 03 0.03 039 Further, we have calculated the ranking of identified fac-
CH2 025 011 014 tors,a according to the CAMS model. For validation we send
CH3 0.12 0.17 20.05 our mapping scheme to three DevOps experts (one expert
CH4 0.08 0.32 -0.24 from Chongqing University China and two experts from
CH5 0.12 0.19 -0.07 Soft-Tech organization Pakistan) section 4.2.4. Based on their
CH6 0.27 0.18 0.09 recommendations, we rearrange the position of some factors,
CH7 0.23 0.12 0.11 the final mapping is presented in Table 3. We have followed
CH8 0.31 0.17 0.14 a formal mapping approach to categories the challenges,
CI—I;Ilg O?Z 0'?7 -0.2 applied in other research studies as well [31]{33], [44].
ng(l) %.1 06_38 __00'_027 To avoid uncertainty and vagueness during prioritization we
CHI2 0.19 0.09 01 have been introducing a PROMETHEE 1I approach. The
CH13 0.19 0.11 0.08 given taxonomy of categories and factors will contribute to
CH14 0.09 0.19 -0.1 enhance the areas which required more security practices
CHI15 0.09 0.32 -0.23 for improvement. The overall rank is represented by ‘GR’
CHI6 03 0.09 0.21 and local rank by ‘LR’ shown in Figure 12 respectively.
CH17 0.06 0.25 -0.19 Further, we analyzed that ““Security manual testing and per-
CHI18 0.33 0.12 0.21

is CHI8 “neglecting change control in security” which
occurs when DevOps team and security team works with
different principles and have obligations to work together.
The DevOps teams must be upgraded by providing them
platform of training sessions and discussion bench [53].
The DevOps team focus more on coordination of develop-
ment and operational team, integrating security with DevOps
will resolve several issues. The researchers and academic
experts agreed to integrate security with DevOps imple-
mentations [4], [6]{8], [59]. The above marked challenges
are critical to secure DevOps proper scheduling must be
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formance configuration” CH 2 ranked 4th in the overall
ranking (GR) but ranks Ist (LR) in “Measurement’ criteria
of CAMS model. This ranking of identified challenges of
DevOps security will assist the practitioners by considering
the significance of factor within the process area and as a
whole.

V. DISCUSSION AND SUMMARY

The key objective of this study is to identify and rank the crit-
ical challenges that affect the security of DevOps. To address
this study objective, we have conducted an SLR study to
explore DevOps security challenges available in the litera-
ture. The identified challenges were classified further into
core categories of CAMS model. For verification of identified
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TABLE 11. Ranking of alternatives (challenges).

Sr# | Challenges Ranking
CH1 | Lack of automated testing tools 1
CH2 | Security manual testing and

performance configuration 4
CH3 | Coordination of security team and

DevOps team 10
CH4 | Lack of Automated testing

performance measures for security 18
CHS | Threat modeling scalability issue 11
CH6 | Lack of integrated testing tools to

secure DevOps 8
CH7 | Inconsistence security polices design

and performance measures 6
CHS8 | Untrusted inputs causing isolation 5
CH9 | Compliance requirements 15
CHI10 | Developer resistance to integrate

security protocols 12
CHI11 | Challenge of unrestricted

collaboration 16
CH12 | Using  unsuitable  performance

metrics for security evaluation 7
CHI13 | Abundance of information is a

serious threat to secure data 9
CH14 | Use of immature automated

deployment tools 13
CH15 | Inadequate channel to monitor the

collaboration of teams 17
CH16 | Lack of secure coding standards 2
CHI17 | Ignorance in static testing for

security due to lack of knowledge 14
CHI18 | Neglecting change control in security 3

factors, we have conducted a questionnaire survey study.
Finally, we applied PROMETHEE II approach to priorities
the investigated factors with respect to their importance in the
area of DevOps security.

A. INVESTIGATION OF DEVOPS SECURITY

CHALLENGES (RQ1)

To investigate the challenges of DevOps security we have
conducted an SLR. The identified factors (Total = 18) present
the key areas where team members of DevOps must focus to
secure DevOps. The challenges were further classified into
four categories according to CAMS model. The section 4.1
shows the identified factors. The factors and their categoriza-
tion were empirically investigated by questionnaire survey
approach.

B. VALIDATION OF CHALLENGES THROUGH
QUESTIONNAIRE SURVEY (RQ2)

The questionnaire survey was conducted to identify and val-
idate the factors from industrial practitioners having knowl-
edge about DevOps. The total of 78 responses was collected
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and the results of the survey show that the identified factors
have a negative impact on DevOps security section 4.2.

C. PRIORITIZATION OF DEVOPS SECURITY

CHALLENGES (RQ3)

We have used the step by step process of PROMETHEE II
approach to prioritize the factors and their categories. The
pairwise comparison of each factor with respect to cate-
gories were performed. By considering the net outranking
flow of each factor we priorities them. The greater the net
outranking flow is the highest is the priority of factor with
respect to other alternatives. This technique provides better
understanding of multi criteria decision making problems by
considering the DevOps security challenges and their mapped
categories. This technique provides the complete ranking of
all alternatives which will assist the DevOps team to focus
on areas having security related issues. The results are pre-
sented in Table 11. The result show that the CH1 ““lack of
automated testing tools” is the most critical challenge need
to be resolved while dealing with DevOps security in soft-
ware enterprise. Furthermore, CH16 ““lack of secure coding
standards” and CH18 “‘neglecting change control in secu-
rity” are the second highest ranked challenges while secur-
ing DevOps for successful implementation. Figure 11 shows
the graphical distribution of challenges based priority
measures.

CHI |
CHY |
CHS I
CH7 |

CH6 I 5

CHS I

CH4 I 7

CH3 I S

CH) I O

CHIS | — |

CHI7 | — |1

CHI6 — ]2

CHIS I— ] 3

CHI4 D |4

CHI3 e 15

CHI2 — 16

CHI1 —17

CHI0 W 18

FIGURE 11. Graphical distribution of identified challenges.

D. PRIORITIZATION BASED TAXONOMY OF DEVOPS
SECURITY CHALLENGES (RQ4)

The taxonomy of DevOps security challenges was developed
based on CAMS model [25]. The core categories of CAMS
model are Culture, Automation, Measurement and Sharing
briefly discussed in section 4.1. The survey respondents
strongly emphasized that all the categories are important
for DevOps implementation. They weighted (w) the Cul-
ture ‘w = 0.35” as the highest ranked category as DevOps
is all about coordination and commitment of development
and operational teams to share their ideas for successful
implementation of DevOps. Automation ‘w = 0.25’ and
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Measurement ‘w = (.25’ ranked as the second and third
most important categories of investigated DevOps security
challenges.

‘ (CHS (GR=5,LR=3) \ r CHI(GR=L,LR=1)
| i b 7~ i sl . U CHS (GR=IL, LR=3)
m Culfure \ Automation
| cmsicra1z) ; W=035 \ / W=0.25 | CHi(GR=4,LR=1)
L \.\ e Ny P —
CHS (CR-4IR) — - CHO(GR-I51R) |
Taxonomy structure of L e a9
—_— DevOps security challenges —
GG T —
[ CRERALED

N,

CHID(GR-ILIR=) — i
S : i Ve . — CHI(GR=15,LR=5)

‘ CHIS (GR=S,LR=]) | S‘I:glﬂg Measures

— - o N W=0.28 | CHT(R=6,1R=)

| CHN(GRU IR — — 5 _

—  CHI2(GR=T,LR=3)

L CHI5(GR-IT,LR=4 |

FIGURE 12. Taxonomy structure of DevOps security challenges.

The overall taxonomy of factors with respect to their cat-
egories and prioritization is explained in Figure 12. We have
investigated that the ““security manual testing and perfor-
mance configuration” CH 2 is ranked, i.e. GR = 4 but in
Measurement category it is ranked, i.e. LR = 1 which shows
the significance of this challenge with respect to category.
Similarly, “Abundance of information is a serious threat to
secure data” CH 13 ranked GR = 9 in overall ranking but
ranked, LR = 1 in Sharing category. The priority of each
factor is presented in Figure 12 which will help the practi-
tioners to resolve security concerns of DevOps by applying
new practices considering the specific process area.

VI. SUMMARY OF FINDINGS

The main aim of this study is to investigate security related
challenges hindering DevOps implementation in software
enterprise. We have applied systematic literature study and
questionnaire survey approach to identify and validate the
factors having a negative impact on secure DevOps adoption.
The PROMETHEE II approach has been applied to prioritize
the challenging factors concerning to their significance to
DevOps security. The brief summary of research question
findings is explained in Table 12.

VII. THREATS TO VALIDITY
There are several threats to be addressed towards this study
design. For example, there might be a threat to cover all
challenges mentioned in literature. This threat may cause
incomplete data collection sources, and some relevant studies
might be omitted. To reduce this threat, we have developed
the search strings to collect data from targeted digital libraries
and performed QA steps to verify the quality of research
material. The same approach has been adopted by other exist-
ing literature review studies [31], [33], [42].

An internal threat to validity is that there might be
researcher’s biases while finding literature. To resolve such
threat, we performed inter-rater reliability test to check the
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TABLE 12. Findings of research questions.

Research Questions

Findings

RQI: What are the
security challenges
of DevOps
implementation
reported in
literature?

The identified challenges are:

Lack of automated testing tools,
Security =~ manual  testing and
performance configuration,
Coordination of security team and
DevOps team, Lack of Automated
testing performance measures for
security, Threat modeling scalability
issue, Lack of integrated testing tools to
secure DevOps, Inconsistence security
polices design and performance
measures, Untrusted inputs causing
isolation, Compliance requirements,
Developer resistance to integrate
security  protocols, Challenge of
unrestricted  collaboration,  Using
unsuitable performance metrics for
security evaluation, Abundance of
information is a serious threat to secure
data, Use of immature automated
deployment tools, Inadequate channel
to monitor the collaboration of teams,
Lack of secure coding standards,
Ignorance in static testing for security
due to lack of knowledge, Neglecting
change control in security.

RQ2: Are the
identified  DevOps
security challenges
related to industry
practitioners?

The outcomes calculated after survey
shows that the majority of the survey
respondent’s shows positive response
that the identified challenges fetched
from literature study and their
classification are important from
industrial perspective to assist the
implementation of secure DevOps
activities.

RQ3: How the
identified challenges
are prioritized?

Applying PROMETHEE 1I approach
the identified challenging factors and
their categories are prioritized. The
results show that ‘lack of automated
testing tools’ CHI, ‘lack of secure
coding  standards’ CH16, and
‘neglecting change control in security’
are highly ranked challenges from
security  perspective in  DevOps
implementation.

RQ4: How we can
develop the
taxonomy for the
prioritized
investigated
challenges?

The ranking of identified challenges as
a whole and according to specific
criteria  Figure 12, will assists the
organization practitioners to consider
the most critical challenge concerning
to their significance in DevOps
software enterprise. This taxonomy is
based on CAMS model [25,63] by
mapping the challenges with each
criteria of CAMS model. The authors
played a vital role in mapping of factors
and further assessment was done by
empirical investigation and sending the
mapping scheme to three external
researchers.

researcher’s biases, and the results show that the outcomes
are consistent and unbiased.
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TABLE 13. Survey questionnaire sample to verify the identified devops security challenges.

Survey questionnaire to verify DevOps security challenges
Partl: Section A (Respondents personal data)

Name (optional)

Email address

Region

Job title

Working experience in DevOps
related software enterprise

Current region of your company
Total work experience in your field
Have you participated in trainings No Yes
and workshops activities of DevOps?
Part2: Section A (Respondents enterprise detail)
Name of enterprise (optional)

What is primary working of your Research Education Others
enterprise? |:| |:|

Global software development Health |:|
Please specify the number of Less than 20 Between 20-100 101-200 More than 200
employees in your enterprise? |:| |:| |:| |:|
Please specify the nature of your Multinational National Not sure

enterprise? |:| |:| |:|

Does your enterprise adopted
DevOps security activities ?

How long the DevOps activities Years
being followed in your enterprise? |
Are the team members in your No Yes

enterprise concerned about security |:| |:|

while implementing DevOps?
Section B: Security challenges in DevOps and categories
The objective of this section is to specify the factors of DevOps security that have negative influence while adopting DevOps
in software enterprise. Please rate the challenge according to the Likert scale based on your experience and understanding.
Extremely Agree = ‘EA’, Agree = ‘A’, Extremely Disagree= ‘ED’, Disagree= ‘D’, Neutral= ‘N’
Sr# | Identified Factors and Categories EA |A |ED |D N
C1 | Culture
1 | Untrusted inputs causing isolation (CH8)
2 | Challenge of unrestricted collaboration (CH11)
3 | Lack of secure coding standards (CH16)
4 | Neglecting change control in security (CH18)
C2 | Automation
5 | Lack of automated testing tools (CH1)
6 | Threat modeling scalability issue (CHS)
7
8

Lack of integrated testing tools to secure DevOps (CH6)
Compliance requirements (CH9)
9 | Use of immature automated deployment tools (CH14)
C3 | Measurement
10 | Security manual testing and performance configuration (CH2)
11 | Lack of Automated testing performance measures for security (CH4)
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TABLE 13. (Continued.) Survey questionnaire sample to verify the identified devops security challenges.

12 | Inconsistence security polices design and performance measures (CH7)

13 | Using unsuitable performance metrics for security evaluation (CH12)

14 | Inadequate channel to monitor the collaboration of teams (CH15)

C4 | Sharing

15 | Coordination of security team and DevOps team (CH3)

16 | Developer resistance to integrate security protocols (CH10)

17 | Abundance of information is a serious threat to secure data (CH13)

18 | Ignorance in static testing for security due to lack of knowledge (CH17)

Please identify additional challenge:

Another threat to validity is that the sample size n = 78 for
questionnaire survey might not be strong enough to justify the
validity of challenges. However, based on the other researches
in the field of software engineering [30]{33], [44] this sam-
ple size of targeted population is justifiable and for the assess-
ment of factors and their mapping criteria. The response from
survey participants were verified to evaluate the significance
of identified factors in industrial and academic state.

In this study most of the survey respondents are from Asian
countries and we will unable to generalize the outcomes from
the other regions perspective. However, the data collected
from survey consist of response from different regions and
we believe that this sample data is sufficient to validate the
factors.

The mapping scheme also has biases to some extent, to val-
idate this concern we have used coding scheme to develop
a mapping concept and validate it by empirical study (ques-
tionnaire survey) and considering inter-rater reliability test.
This shows the significance of categories with respect to
mapping alternatives. The same method is adopted in some
other studies [30], [86], [87].

There is another threat of ranking the identified and
reported challenges, to avoid this threat we prioritize factors
through PROMETHEE II approach. The net outranking flow
values are used to rank the factors after pairwise comparison
of factors with categories, the greatest the outranking value
the highest is the rank.

VIil. STUDY IMPLICATIONS

The main focus of this study is to bring in considera-
tion DevOps security challenges due to which practitioners
were afraid to implement DevOps activities. This study with
detailed systematic literature review and empirical investiga-
tion of DevOps security challenges in software organization
will provide a body of knowledge to researchers and aca-
demic experts, to make strategies and plans for epic secure
DevOps adoption.

The identified challenges were mapped into four categories
of CAMS model (Culture, Automation, Measurement and
Sharing) for further ranking of factors, based on their signif-
icance for the successful implementation of secure DevOps
environment. These ranks will provide knowledge to the
practitioners to consider the most significant factor based on
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their priorities. The taxonomy of factors will help the prac-
titioners to make improvements in process area which needs
further development. By integrating the security practices in
DevOps will secure the DevOps environment and provide
new thought to validate security measures of DevOps while
implementing it.

IX. CONCLUSION AND FUTURE DIRECTIONS

The secure environment of software process development is
the first priority of every organization. The software orga-
nizations are finding ways to secure their production unit
for effective development of products. The DevOps is the
most significant approach, which provides more satisfac-
tory results of continuous deployment. The significance of
DevOps motivated us to secure DevOps process by exploring
the security related challenges faced by practitioners while
successful implementation of DevOps.

The SLR was conducted to explore all security related
DevOps challenges available in the literature. The identified
challenges were further mapped into key categories and veri-
fied from industrial and academic experts using questionnaire
survey approach. We get 78 total responses which show
that the identified factors are related to industrial concerns
about DevOps security. These challenges must be resolved
for better implementation of DevOps process. Moreover,
the PROMETHEE II approach is used for the prioritization of
factors and their categories with respect to their importance
for the implementation of secure DevOps activities. The ranks
were determined using this approach which will assist the
practitioners to focus on the key areas which require further
improvements to secure DevOps. “Lack of automated testing
tools” CHI1 and “lack off secure coding standards” CH16 are
the most significant factors and must be addressed first based
on their ranking. The taxonomy designed using CAMS model
will show the significance of factors and categories for further
perfection of DevOps practices. For further analysis, we will
investigate the factors that have a positive impact on DevOps
security by conducting a literature review and empirical study
approach for the successful implementation of DevOps activ-
ities.

APPENDIX A
See Table 13.
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TABLE 14. PROMETHEE Il survey sample.

Survey questionnaire

Partl: Section A (Respondents personal data)

Name (optional)

Email address

Region

Job title

Working experience in DevOps
related software enterprise

Current region of your company

Total work experience in your field

Have you participated in trainings No Yes

and workshops activities of DevOps? I:I I:I

Part2: Section A (Respondents enterprise detail)

Name of enterprise (optional)

What is primary working of your Research Education Others

enterprise? I:I I:I I:I
Global software development Health

Please specify the number of Less than 20 Between 20-100 101-200 More than 200

employees in your enterprise? I:I I:I I:I I:I

Please specify the nature of your Multinational National Not sure

enterprise? I:I

[]

[]

Does your enterprise adopted
DevOps security activities ?

How long the DevOps activities Years I
being followed in your enterprise?

Are the team members in your No I:I

enterprise concerned about security
while implementing DevOps?

Yes I:I

Section B: Security challenges in DevOps and categories

The objective of this section is to specify the comparison ratio of alternatives and categories which will be used in
PROMETHEE I for further pairwise comparison. Please rate the challenge according to the Likert scale based on your

experience and understanding.

Extremely Agree = ‘EA’, Agree = ‘A’, Extremely Disagree= ‘ED’, Disagree= ‘D’, Neutral= ‘N’
Where C= Culture, A= Automation, M= Measurement, S= Sharing

Categories
SR# Alternatives /Challenges C A M S
CH1 Lack of automated testing tools
CH2 Security manual testing and performance configuration
CH3 Coordination of security team and DevOps team
CH4 Lack of Automated testing performance measures for security
CH5 Threat modeling scalability issue
CH6 Lack of integrated testing tools to secure DevOps
CH7 Inconsistence security polices design and performance measures
CH8 Untrusted inputs causing isolation
CH9 Compliance requirements
CH10 | Developer resistance to integrate security protocols
CHI11 | Challenge of unrestricted collaboration
CHI12 | Using unsuitable performance metrics for security evaluation
CH13 | Abundance of information is a serious threat to secure data
CH14 | Use of immature automated deployment tools
CH15 | Inadequate channel to monitor the collaboration of teams
CH16 | Lack of secure coding standards
CH17 | Ignorance in static testing for security due to lack of knowledge
CHI18 | Neglecting change control in security

105442

VOLUME 8, 2020



S. Rafi et al.: Prioritization Based Taxonomy of DevOps Security Challenges Using PROMETHEE

IEEE Access

TABLE 15. Quality assessment score of selected studies.

IDs Reference QAI QA2 QA3 QA4 QAS Total Y%age
SP1 [5] 1 0.5 1 1 1 4.5 90
SP2 [3] 0 0.5 0.5 1 1 3 60
SP3 [2] 0 1 1 0 1 3 60
SP4 [6] 1 1 0 1 1 4 80
SP5 [8] 0.5 0.5 1 1 1 4 80
SP6 [14] 1 1 0 1 1 4 80
SP7 [15] 0 1 0.5 0.5 1 3 60
SP8 [16] 1 1 1 0.5 0 3.5 70
SP9 [17] 1 1 0 0 1 3 60
SP10 [19] 0 0.5 0.5 1 1 3 60
SP11 [20] 1 1 1 1 0.5 4.5 90
SP12 [23] 1 0 1 1 1 4 80
SP13 [24] 0.5 0.5 0.5 0.5 1 3 60
SP14 [26] 1 1 0.5 0 0.5 3 60
SP15 [69] 0 0.5 1 1 1 3.5 70
SP16 [29] 1 1 1 1 0 4 80
SP17 [34] 0.5 1 0.5 1 0 3 60
SP18 [52] 1 1 1 0 1 4 80
SP19 [53] 0 1 1 0.5 0.5 3 60
SP20 [70] 1 0.5 1 0 0.5 3.5 70
SP21 [71] 1 0.5 1 0 0.5 3.5 70
SP22 [72] 0 1 1 1 1 4 80
SP23 [54] 1 1 1 1 0.5 4.5 90
SP24 [73] 0 1 1 1 0.5 3.5 70
SP25 [55] 1 0 1 1 1 4 80
SP26 [74] 0 0.5 0.5 1 1 3 60
SP27 [75] 0 1 0.5 0.5 1 3 60
SP28 [56] 1 1 1 1 0 4 80
SP29 [57] 1 0 0 1 1 3 60
SP30 [76] 1 1 0.5 0.5 0 3 60
SP31 [77] 0.5 0.5 1 1 1 4 80
SP32 [58] 1 0.5 1 1 1 4.5 90
SP33 [78] 0 0.5 1 1 1 3.5 70
SP34 [79] 0 0.5 1 1 1 3.5 70
SP35 [80] 1 0.5 1 1 1 4.5 90
SP36 [60] 0 0.5 1 1 1 3.5 70
SP37 [62] 0.5 1 1 1 0 3.5 70
SP38 [61] 1 0 1 1 3 60
SP39 [81] 0 0.5 0.5 1 1 3 60
SP40 [82] 1 1 0.5 1 1 4.5 90
Sr# QA Questions ChecKklist Questions Likert scale
“Does the used research approach address the Yes=1, Partial=0.5,
1 QAl . 5
research questions?
) QA2 “Does the study discuss challenges of DevOps?” Yes=1, Partial=0.5,
“Does the study have clear motivation of DevOps Yes=1, Partial=0.5,
3 QA3 . o
implementation?
4 QA4 “Is the.collected data related to DevOps practices Yes=1, Partial=0.5,
execution?”
“Are the identified results related to the justification Yes=1, Partial=0.5,
5 QAS . »
of the research questions?
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APPENDIX- B
See Table 14.

APPENDIX C
See Table 15.
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