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ABSTRACT Physical layer authentication is an important way to ensure the security of optical communica-
tion network. We hereby propose a scheme to realize it by measuring the variation of the bit error rate (BER)
on both sides of communication. In this scheme, the legitimacy of the receiver is identified by analyzing the
BER variation of the optical fiber loop based on the short-term correlation of the channels.We then simulate a
16 PSKoptical transmission systemwith intensitymodulation direct detection-orthogonal frequency division
multiplexing (IMDD-OFDM). The authentication effect is analyzed in the case of disturbance and beam
split, as well as replacement of optical fiber channels caused by eavesdropper (Eve). The results show that
this scheme is sensitive to the three kinds of attacks. A high probability of detection (PD) and a low false
alarm rate (FAR) can be obtained. The experimental results show that with the increase of the frequency test,
PD and FAR tend to be stable, and the authentication effect is better with the accuracy rate 100%.

INDEX TERMS Physical layer authentication, bit error rate, intensitymodulation direct detection orthogonal
frequency division multiplexing, false alarm rate.

I. INTRODUCTION
Optical communication networks transmit all kinds of sen-
sitive and private information, so the security of optical
transmission is increasingly important. In order to ensure
the security of optical fiber communication, it is necessary
to verify the identity of both parties. At the same time,
security authentication is also an important prerequisite for
other security approaches like key distribution and data
encryption [1]–[3].

The traditional authentication is realized by the
mathematical algorithm of the application layer [4]–[6].
Nevertheless, it will make the application layer more com-
plex and consume a lot of computing resources. In quan-
tum communication, the physical quantum (PUF) cannot be
cloned and predicted, which has made it possible to design
the authentication or anti-counterfeiting protocols based on
PUF devices [7], [8]. However, the security analysis based
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on PUF quantum authentication protocols is immature and
unintegrated.

In wireless communication, more focuses have been put
on the research of physical layer authentication based on
the wireless channels which are ephemerally reciprocal and
location-dependent [9]–[13]. It was also put forward the
authentication realized by multi-carrier transmission and fin-
gerprint embedding [14], [15]. However, there is a lack of
present research involved in authentication based on the
physic layer in optical fiber channel. Unlike wireless chan-
nels, the optical fiber channels are relatively stable and it is
convenient to extract the physical features [16]–[18]. Addi-
tionally, the unidirectional transmission of optical signals
makes the authentication method of physical layer security in
optical fiber channel different from that in wireless channel.
Therefore, it is necessary to further study the physical layer
authentication technology suitable for optical fiber commu-
nication.

In this paper, a physical layer authentication mechanism
based on BER variation of optical fiber loop is proposed.
We simulate a 16 PSK intensity modulation direct detection
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FIGURE 1. The process of Alice authenticating the legitimate receiver Bob.

orthogonal frequency division multiplexing (IMDD-OFDM)
optical transmission system, where the demonstrated three
attacks by Eve are carried out. In the first case, Eve interferes
with the optical signal by introducing extra noise, which
decreases the optical signal to noise ratio (OSNR) of the sys-
tem. In the second case, Eve uses an optical splitter to eaves-
drop on the optical signal, which increases the optical power
loss. In the third case, Eve replaces the legitimate receiver
(Bob), which causes the actual transmission distance to be
shortened. The FAR and the PD are analyzed respectively in
the three cases. The results show that this scheme is sensitive
to the three kinds of attacks. A high PD and a low FAR
can be obtained. In this paper, we conducted experimental
frequency test and further verified the authentication effect in
the scenario of the attack by Eve.We performDSP processing
on the signals collected by the oscilloscope (OSC), which
include demapping, judgment and so on. Finally, the BER
is calculated and the authentication test is carried out. The
experimental results show that Alice can correctly distinguish
the legitimate receivers from the illegal ones. Therefore, Alice
can authenticate correctly.

II. THE PHYSICAL LAYERAUTHENTICATION SCHEME
BASED ON MEASUREMENT
Wireless communication is bidirectional in transmission.
However, optical fiber communication is unidirectional in
transmission, even though there is not only single bidirec-
tional but also single unidirectional fiber. Unlike wireless
communication, the actual optical fiber network is unidirec-
tional. The easily measured BER of the fiber loop between
Alice and Bob reflects the change of the fiber channel and
the transmission performance. Under normal circumstances,
the fiber channel is relatively stable and the measured BER
does not fluctuate much. However, when Eve attacks or
interferes with the optical fiber channel, the measured BER
will inevitably fluctuate. We take the change of BER as
an important index of physical layer authentication. When
the variation of BER is greater than the threshold value,
the system is considered to be attacked by Eve. When the
variation of BER is less than the threshold value, the receiver
is considered legitimate.

Fig. 1 shows the process in which Alice authenticates the
legitimate receiver Bob. DSP in transmitter at Alice side gen-
erates a series of random bit streamDA. After the bit stream is

mapped into 16 PSK data, it is modulatedwith IMDDOFDM.
The OFDM data is sent in the form of a data frame. The data
length of each frame is N bits. After digital-to-analog con-
verter (DAC) and electro-optical modulator, the OFDM sig-
nal reaches the Bob side through the optical fiber. The direct
detection receiver converts the optical signal into electrical
signal, and the analog-to-digital converter (ADC) samples
the signal. The collected signal is sent directly through DAC
and electro-optical modulator. Passing through the optical
fiber, the signal is transmitted to Alice side. After the signal
goes through the direct detection receiver and ADC, Alice
demodulates the signal into binary bit streamDABA. The BER
of the fiber loop is calculated by comparing DA and DABA.
When the BER of optical communication signals is calcu-

lated, the influence of channel noise and phase noise on the
signal must be fully considered. The specific analysis is as
follows.

s(t) = ej(2π f0+ϕ(t)) + βej(2π1f+ϕ(t))
N∑
k=1

akej(2π fk ) + n(t) (1)

At the transmitting end, a signal with frequency and phase
noise can be represented by Eq. (1). Among them, s(t) is the
optical signal, β is the proportionality factor, f0 is the main
frequency signal,1f is the frequency offset, ϕ(t) is the phase
noise, and n(t) is the additive white Gaussian noise (AWGN).
ak and fk are the sign and frequency of the signal of the
k subcarrier, respectively. After the signal passes through the
fiber link, it can be expressed by Eq. (2).

s(t) = ej(2π f0+φD(−1f )+ϕ(t))+βej(2π1f+ϕ(t))sB(t)+n(t) (2)

sB(t) =
N∑
k=1

akej(2π fk+φD(1f )) (3)

Among them φD(fk ) is the phase delay caused by the
dispersion coefficient. At the receiving end, the photocurrent
is expressed by Eq. (4).

I (t) = |s(t)|2 = 1+βRe

{
ej(2π1f+ϕ(t))

N∑
k=1

sB(t)+n(t)

}
(4)

When the photocurrent is detected to be converted by
the ADC, it is demodulated and restored to the original signal
after being processed by the DSP. When the BER of the
signals modulated by MPSK is calculated, the influence of
factors such as phase noise must be fully considered too.

Alice denotes the BER of three consecutive frames as
BERk−2, BERk−1 and BERk. In order to accurately record
the dynamic change of channel, the BER variation of three
consecutive frames is calculated and normalized, as is shown
in Eq. (5).

T =

∣∣∣∣ BERk − BERk−1BERk−1 − BERk−2
− 1

∣∣∣∣ (5)

At k-1 and k-2, there is no attack. At this time, Alice mea-
sures the BERk−1 and BERk−2. When attacked, Alice mea-
sures the BERk. By bringing BERk−1, BERk−2 and BERk
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FIGURE 2. Different ways of authentication in different situations.

into Eq. (5), T increases. Therefore, the increase of T is
the important indicator of whether the system is attacked.
By setting the threshold, we can get T> η, so we can detect
the attack. Whether BER becomes larger or smaller, T will
increase. When Eve splits eavesdropping, the loopback BER
measured by Alice becomes larger. When Eve eavesdrops
between Alice and Bob, the loopback BER measured by
Alice becomes smaller. Therefore, as the loopback link BER
increases or decreases, there is a risk of eavesdropping. The
BERfluctuation of a normal optical fiber transmission system
is within a certain range, and the BER variation is relatively
small at this time. When Eve eavesdrops, it will increase
the range of the BER fluctuation of the optical fiber link.
At this time, the BER fluctuation is relatively large, and
T increases. By setting a threshold, when the BER change T is
greater than the threshold, it is considered that the system has
eavesdropping and the authentication fails. When the BER
change T is less than the threshold, it is considered that there
is no eavesdropping and the authentication succeeds.

When Alice communicates with the legitimate receiver
Bob, the BER variation T obtained by Alice is small and
the channel is relatively stable. When Eve attacks the fiber
channel, it will cause the fluctuation of BER and the BER
variation T is greater than normal.

Physical layer authentication is usually considered as a
hypothesis-testing problem, which is developed to verify
the performance of the proposed authentication scheme.
The binary hypothesis-testing problem is correspondingly
expressed in Eq. (6). {

H0 : T ≤ η
H1 : T > η

(6)

In Eq. (6) H0 is the null hypothesis, indicating that the
receiver is legitimate. H1 indicates that Eve participates in

the communication. The BER variation T is compared with
the threshold η. When T ≤ η, the receiver is considered
legitimate and the system is not under attack. When T>η, the
system is considered to be attacked by Eve.

This system refers to the literature [19] for threshold selec-
tion, with the actual situation taken into account. We use the
method of traversing the threshold to find the best threshold,
thereby improving the authentication effect. By traversing
the threshold η >0, the PD and the FAR corresponding to
different thresholds are calculated. Through simulation, it is
found that when the threshold value η > 30, the PD and
the FAR tend to zero. The change range of T is mostly in
the range of 0∼50, so the threshold is also selected in the
range of 0∼50. Therefore, there is no need to increase the
measurement interval of the threshold. So we choose the
threshold η to traverse between (0-50).
Generally, the changes of PMD noises, EDFA noises,

detector noises and other factors are slight, and there is
no obvious fluctuation in a short time. The authentication
scheme proposed in this paper is applicable in the situa-
tion where the BER fluctuates greatly in a short period of
time. The threshold value is related to the FAR and the PD.
With the increase of the threshold value, the FAR and the
PD decrease. In order to get a lower FAR and a higher
detection probability, it is necessary to set a threshold for
a better effect of authentication. In order to improve the
PD, the threshold can be reduced but the FAR will improve,
so there is a balance between PD and FAR.

As is shown in Fig. 2(a), under normal circumstances,
Alice sends the information n-bit, Bob receives it as Y n and
then resends it to Alice. Finally, Alice receives the infor-
mation as Y nb. The physical channel characteristic such as
the BER is calculated and a secure authentication mode
is constructed. As is shown in Fig. 2(b), the fiber link is
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FIGURE 3. Simulation setup for authenticating system.

eavesdropped by Eve and the stolen optical information
capacity is Zn Bob receives the data Y

′n sent by Alice,
and then sends Y nb to Alice. Because the optical link is
broken by Eve, the characteristics of the measured channel
will change. Through calculation and analysis, the channel is
changed to an untrusted one, so non-secure authentication is
achieved. As is shown in Fig. 2(c), when there is a certain
distance, Alice sends information to Bob and the distance of
loop measurement is LAB + LBA. As is shown in Fig. 2(d),
in the case where Eve cuts the fiber link, Eves forges Bob
to send information to Alice. Since the cut position changes,
the loop distance changes even if the signal information is not
lost. In this way, the distance measured by the loopback is
LAE + LEA. The physical characteristics of the fiber link are
changed due to the change of the distance. The untrusted
channel is determined and the non-secure certification is then
achieved.

In order to evaluate the performance of the proposed
authentication scheme, the FAR and the PD are calculated.
The FAR refers to the fact that the system is wrongly judged
to be under attack when there is no attack. The calculation
of the FAR is shown in Eq. (7), where F and M are the
frequency of false reports and experiments respectively. The
PD refers to the probability that the system is correctly
detected to be attacked by Eve. The calculation of PD is
shown in Eq. (8), where A and C are the number of Eve’s
attack and correct detection of the attacks respectively. Simi-
larly, Bob can authenticate Alice in the same way.

FAR =
F
M

(7)

PD =
A
C

(8)

Optical fiber channel is relatively stable since natural inter-
ference such as the change of temperature, humidity and
pressure has little influence on its characteristics as well
as the authentication. In order to continuously monitor the

authenticated party, a separate monitoring channel is adopted.
Setting up a single monitoring channel can lead to a large
bandwidth overhead, but it can improve the success rate of
authentication. The authentication scheme mentioned in this
paper can be applied to the existing WDM optical network.
A wavelength channel of WDM system is used as the authen-
tication channel, so some additional equipment on the basis
of WDM such as transmitters, receivers, modulators and so
on is really needed. Because different wavelengths are iso-
lated from each other, the transmission performance of other
channels will not be affected. Generally speaking, fiber aging
is a very slow process, and there is no obvious fluctuation in
a short time. The scheme mentioned in this paper is sensitive
to the large fluctuation of BER in a short period of time, but
insensitive to the slow change of BER. Besides the existing
WDM optical network, the authentication can also be applied
to PON and bidirectional networks. PON uses time-division
multiplexing for communication. At one time, it can be con-
sidered that the optical fiber communication is unidirectional,
and this scheme can be extended to bidirectional networks.
Each wavelength of WDM is equivalent to an independent
channel, so the authentication scheme is also applicable.
We will carry on the detailed simulation and experimental
demonstration in the later paper.

III. SIMULATION PRINCIPLE AND SYSTEM
CONFIGURATION
A. SIMULATION SETUP
Fig. 3 shows that at the transmitter end, Alice sends the
original data to AWG after offline processing by DSPmodule
at a rate of 20Ga/s. Then, it is loaded onto the optical carrier
by IM-DD modulator. The red line is the optical path while
the black line is the electric signal. The optical signal is
amplified by erbium-doped fiber amplifier (EDFA), and then
enters the 200km optical fiber link. At the receiving end,
the optical signal is amplified by EDFA, and then enters the
photoelectric detector. Finally, the DSP module recovers the
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FIGURE 4. Digital signal processing for the authenticating at the
transmitter and receiver.

original data. After signal recovery processing, Bob sends it
to Alice in the same way. In this way, Alice determines the
fingerprint parameter index of trusted channel by returning
the measurement and calculating the error rate of data. In this
scheme, Monte Carlo model is used to simulate and verify
by MATLAB.

The authentication process in this article is divided into six
steps, step1, step2 · · · step6, to complete a test authentication
process. The specific authentication steps are as follows:
Step 1:Alice generates a data streamDA through a pseudo-

random number generator PRBS, maps the bit stream to
16PSK, and modulates it through IM-DD for transmission.
Step 2: The data received by Bob are DAB +NAB, and NAB

is the noise that Alice sends to Bob. Then the data received
by Bob are sent to Alice.
Step 3:Alice receives the dataDABA+NABA from Bob, and

NABA is the noise that Bob sends to Alice.
Step 4: Alice compares the signal DA with the signal

DABA+NABA through loopback measurement, and calculates
the BER.
Step 5: The normalized BER T is calculated by Eq (5).

When the value of T is relatively small, it is a legitimate
receiving end. By comparing the value of T , Bob is authenti-
cated.
Step 6: A BER threshold η is set. When T ≤ η Bob is

authenticated successfully to a legitimate receiver, that is,
the authentication status is H0. When T>η, Eve is authenti-
cated unsuccessfully for the illegal receiving end, that is, the
authentication status is H1.
Fig. 4 shows the processing flow of the DSP module at

the transmitter and receiver. At the transmitter, firstly the
binary sequence of the original data is mapped to MPSK
format. Then the subcarriers are loaded and it is modulated
as DFT-OFDM signal. Finally, with the CP signal inserted
and analog-to-digital conversion performed, it enters into the
IM-DD modulator. At the receiving end, firstly the analog-
to-digital conversion is carried out and the data signal is
synchronized in time. Then the DFT-OFDM demodulation is

carried out and the signal in MPSK format is generated by
inverse mapping of the demodulated signal. Finally, the BER
of the data at the transmitter and receiver is calculated, and the
authentication test is carried out. Through testing the trusted
channel, the fingerprint features can be extracted. The trusted
and the untrusted channel are distinguished by the parameters
of fingerprint characteristics.

The BER of the authentication system can be
measured using single-carrier or multi-carrier signals.
IM/DD-OFDM transmission has the advantages of high
spectral efficiency [20], [21], simple realization and
fine anti-fading performance. Therefore, we use the
IM/DD-OFDM signal to measure the BER of the system.

The BERs of each three consecutive data frames can be
used to calculate a normalized BER variation T . Then the
binary hypothesis test is used to determine whether the sys-
tem has been attacked by Eve. Furthermore, the FAR and the
PD are calculated. The length of each data frame is set to
215 bits. When T is less than η, the receiver is considered
legitimate. When T is larger than η, the system is considered
to be attacked by Eve. In the case that the receiver is legiti-
mate, we conduct Monte Carlo simulations for 1000 times to
calculate the probability of T greater than η as the false alarm
rate. Similarly, in the case of Eve attack, 1,000 times Monte
Carlo simulations are performed to calculate the probability
of T less than η as the detection rate.

The authentication scheme is analyzed in the case of high-
order PSK, but not limited to the PSK signal. The high-order
QAM signal is also applicable. The key of this scheme is to
measure the change of BER. In order to make BER change
obviously, it is necessary to reduce the SNR of the system and
improve BER. The higher-order modulation format signal
and the method of reducing the optical power of the trans-
mitted signal can be used.

B. RESULTS AND DISCUSSION
BER is the key index of the authentication scheme. In order
to accurately reflect the change of fiber channels, the value
range of BER should be limited. However, too small BER
value means large fluctuation and randomness, which will
reduce the authentication accuracy. If the BER is too high,
it will be insensitive to fiber channel change. Therefore, it is
necessary to control the BER value within an appropriate
range. Fig. 5 shows the received constellations of 8 PSK,
16 PSK and 32 PSK signals after passing through 200 km
optical fiber loop. The calculated BERs of these three signals
are 5.65× 10−3, 3.36× 10−2 and 1.91× 10−1, respectively.

As is shown in Table 1, it is the simulation specific param-
eters. The BER of 8 PSK signal is too small and random
to accurately reflect the fiber channel change. The BER
of 32 PSK signal is too large and not sensitive to reflect the
fiber channel change. Therefore, the 16 PSK signal is selected
for this authentication scheme.We simulate three types of Eve
attacks. In the first case, Eve interferes with the normal fiber
channel by introducing additional noise, which will reduce
the channel OSNR and increase the BER.We set the OSNR of
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FIGURE 5. Received constellations of 8 PSK, 16 PSK and 32 PSK signals.

FIGURE 6. (a) The BER variation of optical fiber loop as a function of OSNR. (b) The relationship between false alarm rate
and probability of detection with different OSNRs.

FIGURE 7. (a) The BER variation of the optical fiber communication system with different coupling coefficient. (b) The relationship
between false alarm rate and probability of detection with different coupling coefficient of Eve.

the fiber channel without Eve’s attack to 20. By reducing the
OSNR, we simulate different degrees of Eve’s interference
with the fiber channel.

In the process of simulation, the loss of the system
in 16PSK is as follows. Alice sends the signal. EDFA1 output
is 0dBm, the link loss is 40dB together with others losses
such as noise losses and the gain of EDFA2 is 10dB, so the

final received power is worse than−30dBm. Bob receives the
signal and performs DSP processing. Similarly, Bob sends
the signal to Alice according to the same parameter settings
to complete the loopback measurement data. It is also true of
that in 8 PSK and 32PSK.

Through the BER variation T, the fiber channel can be
judged whether it is attacked or not. Fig. 6(b) shows the
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FIGURE 8. (a) The BER variation measured by Alice as a function of the distance from Alice to Eve. (b) The relationship between
FAR and PD with different transmission distances from Alice to Eve.

TABLE 1. Simulation parameter list.

relationship between the FAR and the PD with different
OSNRs. With the increase of the FAR, the PD first increases
rapidly and then slowly. The faster the PD increases, the bet-
ter the performance of this authentication scheme is. It can
be seen that the smaller the OSNR is, the faster the PD
increases and the better the authentication performance is.
This is because it is easier to detect Eve’s attack in this case.
In the second case, Eve uses an optical splitter to eavesdrop
on the optical signal, which will affect the power of received
signals and the BER of optical communication system. The
coupling coefficient is used to represent the proportion of the
optical power intercepted by Eve in the total power.

Figure 5 and figure 6 are generated by MATLAB sim-
ulation. The transmit power is set at 0dbm. The standard
single-mode optical fiber is used. The optical fiber loss is
0.2dB/km, and the detector is intensity modulation detector.

The BER of the normal optical fiber transmission system is
very small, so its BER fluctuation is very small and difficult
to detect. We use the higher-order PSK signal and reduce the
optical power to improve the BER. A wavelength channel of
WDM system can be used as the detection channel to improve
the BER through higher-order PSK and lower optical power.
As the channels are independent of each other, other normal
channels will not be affected.

FIGURE 9. Comparison of authentication parameters under different
modulation formats.

Fig. 7(a) shows the BER variation of the optical fiber
communication system with different coupling coefficient.
The coupling coefficient refers to the proportion of the optical
power divided by Eve in the total optical power. As the
coupling coefficient of Eve increases, the BER of the system
increases gradually. Therefore, by detecting the BER vari-
ation T , the fiber channel can be judged if it is attacked.
Fig. 7(b) shows the relationship between the FAR and the
PD with different coupling coefficient of Eve. It can be seen
that the greater the coupling coefficient is, the faster the PD
increases and the better the authentication performance is.
This is because as the coupling coefficient increases, the BER
variation augments and Eve’s attack is easier to be detected.

In the third case, Eve disguises as the legitimate receiver
to carry out the substitution attack. For Alice, this is equiv-
alent to a shorter transmission distance, which means the
lower BER of the fiber loop. The distance between Alice
and Bob is set at 200km. Eve conducts a substitution attack
close to Bob. Fig. 8(a) shows the BER variation measured
by Alice as a function of the distance from Alice to Eve.

101818 VOLUME 8, 2020



X. Wang et al.: Physical Layer Authentication Based on BER Measurement of Optical Fiber Channel

FIGURE 10. (a) FAR corresponding to different thresholds η. (b) PD corresponding to different thresholds η.

FIGURE 11. (a) Relationship between authentication coefficient Y and FAR. (b) Authentication coefficient Y corresponding to threshold η.

As the distance decreases, the BER of the system gradually
decreases. Therefore, the fiber channel can detect whether it
is attacked or not by calculating the BER variation. Fig. 8(b)
shows the relationship between the FAR and the PD with
different transmission distances from Alice to Eve. It can be
seen that as the distance becomes shorter, the authentication
performance becomes better. This is because the smaller the
distance from Alice to Eve is, the larger the BER variation
is, and the easier Eve’s substitution attack is to be detected.
As is shown in Fig. 8 (b), with the distance closer to 200km
(Eve closer to Bob), the PDwill decrease at the same the FAR.
If Eve is very close to Bob, the authentication will fail.

We analyze theoretically why 16PSK is used instead and
32PSK. When the signal is in 8PSK modulation format,
the BER is small and its change is not obvious, so the authen-
tication performance is not good. During 32PSK modulation,
the detected signal noise is too large, the BER fluctuates
greatly, which cannot effectively distinguish legitimate chan-
nels from illegal ones, so the authentication performance is

not good. Therefore, the BER of the system needs to be
reasonably controlled. It cannot be too large or too small.
When 16PSK is selected, the BER is appropriate and the
authentication effect is good. As is shown in Fig. 9, the
PD curve in the 16PSK modulation format is higher than that
in the 32PSK, 16PSK modulation format.

The BER of the system is improved by using the method
of higher-order PSKmodulation and reducing the transmitted
optical power. In the case of high BER, there is no effective
communication. Our authentication scheme can be combined
with WDM network. One wavelength channel is used for
system authentication. Because different wavelengths are iso-
lated from each other, communication can be carried out in
other wavelength channels.

C. OPTIMAL AUTHENTICATION ANALYSIS
In this system a traversal method for the selection of thresh-
olds is used. The threshold η is traversed between (0-50)
to calculate the PD and the FAR corresponding to different
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FIGURE 12. Authentication flow chart under different conditions.

thresholds. According to 10000 experiments, there are N
Ts greater than the threshold, (10000-N) Ts less than the
threshold to calculate the PD and the FAR. A set of PD and
FAR values can be calculated for each threshold.

As is shown in Fig. 10(a) and Fig. 10(b), with the increase
of threshold, the FAR and the PD decrease. Therefore, it is
necessary to weigh the FAR and PD, and set a threshold.

Y = PD∗(1− FAR) (9)

For the authentication system, we want the PD to be as
large as possible and the FAR to be as small as possible.
Therefore, the variable Y is defined, as is shown in Eq. (9).
When Y takes the maximum value, the authentication per-
formance of the system is considered to be the best. Taking
Y = Y max, it can get the best authentication performance.
Fig. 11(a) shows that when the curve reaches the peak,
Y max = 0.42, FAR = 0.34, the authentication effect is the
best. Fig. 11(b) shows that when the threshold η is traversed,
the coefficient Y first increases and then decreases, and the
peak position is the best authentication coefficient point.
At this time, the corresponding threshold value, η = 2.2 is
the optimal authentication threshold. 2.2 is a time-dependent
variable. With the change of time, the average BER of the
system will also change, but the change is limited, so the
optimal threshold can be calculated every other day. Because
the changing fiber changes slowly, it is calculated once a
day. It is through traversing various modulation formats and
all transmission powers to find the largest Y value. The
corresponding threshold is the optimal threshold value. The
larger the Y value is, the better the authentication effect
as well as the modulation format and transmission power
will be.

As is shown in Fig.12, under different transmission dis-
tances, modulation formats, and transmit powers, the BER
is measured by loopback. By traversing the distance L, the
modulation format MPSK, and the transmission power TR
Power, the best BER are found, and the T value is calculated.

TABLE 2. Deviece configuration model and parameters.

Then the FAR and the PD corresponding to different thresh-
olds are calculated, we find the best threshold point through
the Eq. (9). Finally, the best threshold point and T are com-
pared to achieve system authentication. In the case of 200km,
16PSK is the best. Subsequent research will supplement other
modulation formats and transmit power values.

By calculating Y, the FAR and the PD once a day, the best
threshold can be calculated. By comparing T with the optimal
threshold, when T is greater than the threshold, authentication
fails, and when T is less than the threshold, authentication
succeeds. By increasing the frequency of authentication as
much as possible, the risk of Eve eavesdropping can be
reduced

IV. EXPERIMENTAL SETUP
This experimental scheme mainly measures signals through
loopback measurement. Firstly, at the transmitting end of
Alice are a laser, a pseudo-random generator and an AWG
as well as a modulator. As is shown in Fig. 13, the signals are
the 10Gbit/s of 8PSK, 16PSK, 32PSK. After the EDFA signal
is amplified at the transmitting end, it enters into the 200km
optical fiber link. After it is amplified at the receiving end,
Bob demodulates the signal through a demodulator and sends
it to Alice based on the same transmission method. At the
receiving end, Alice demodulates the recovered original sig-
nal through a demodulator, and collects data through the OSC
for DSP processing. In the experimental scheme, Alice uses
loopback measurement to finally input the signals collected
by the OSC into the DSP processor, demaps the data, and
calculates the BER through judgment. The generated BER
is first processed by normalizing and then goes through
safety certification tests. The distinction of the legitimate
channel from the illegal one is realized by comparing their
fingerprint characteristics. Then Alice’s judgment on Bob’s
security authentication is reached. Similarly, based on the
same method, Bob completes Alice’s security authentication
and the effect of two-way authentication is achieved.
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FIGURE 13. Diagram of security authentication principle in the experimental system. AWG: arbitrary waveform generator. MZM:
Mach-Zehnder Modulator. SSMF: Standard Single Mode Fiber. OC: optical coupler. EDFA: erbium-doped fiber amplifier. PD:
photodiode. OSC: oscilloscope.

FIGURE 14. (a)Relationship between the test frequency and PD. (b) The effect of test frequency on FAR.

FIGURE 15. BER vs number of tests.

Experimental equipment and parameters are shown in
TABLE 2. In DSP processing, the BER is mainly the extrac-
tion of the characteristics of the channel fingerprint in this

experimental scheme. By comparing the size of the normal-
ized BER T and the threshold coefficient η, it is determined
whether the channel has been attacked by Eve. As shown
in Fig. 14 (a), as the frequency test increases, the PD will
increase accordingly. The frequency test is actually the num-
ber of experimental tests. The total number of frequency test
is 100. When the frequency test is 0 to 40, the PD is con-
sistently increasing. When it is greater than 40, the PD tends
to stabilize, and the detection accuracy can reach 100%. The
more the experimental tests are, the better the authentication
effect is. Fig. 14 (b) shows the relationship between the total
number of experiments and the FAR. As the experimental test
increases, the FAR shows a decline. When the is number 100,
the FAR is close to 0.1, which indicates that the system has a
better false alarm effect. In the experiment, we can conclude
that the higher the PD is, the better the effect of authentication
is. And the relationship between PD and FAR is the opposite.
When the frequency test increases, the authentication effect

VOLUME 8, 2020 101821



X. Wang et al.: Physical Layer Authentication Based on BER Measurement of Optical Fiber Channel

is better. When the frequency test reaches to a certain value,
the two curves tend to stabilize. As is shown in Fig. 15,
the result of measuring the BER shows random fluctuation
under the same conditions, since the BER of the fiber channel
is random. We calculate the threshold η between 0-0.42.

V. CONCLUSION
We propose a physical layer authentication scheme by mea-
suring the BER variation of the fiber loop channel. Alice
authenticates the system and judges the authentication result.
Alice needs to know the channel status of the entire system
to determine whether the authentication is successful. Bob
is the authenticated party. Therefore, Bob does not need to
know the channel status. Bob only needs to loop back the
signal sent by Alice. The normalized BER variation T is
used to reflect the change of the fiber channel. We analyze
three attack methods of Eve on optical fiber channel and the
corresponding authentication performance. The results show
that in these three attack cases, this scheme is sensitive to
them. In the case of Eve’s interference attack, the lower the
OSNR is, the better the authentication performance becomes.
In the case of Eve’s wiretap attacks, the higher the cou-
pling coefficient, the better the authentication performance
becomes. In the case of Eve’s substitution attack, the farther
Eve is from Alice, the better the authentication performance
becomes. By analyzing the change of the fingerprint of the
extracted channel, the legitimate channel and the illegal one
can be correctly distinguished. Through the analysis of the
experimental results, the PD can reach 100% with the FAR is
0.1, thereby achieving the correct authentication of the legal
party. This authentication scheme does not need additional
physical equipment, but to upgrade the DSP. Therefore, it can
be widely used in the existing optical fiber communication
system.
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