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ABSTRACT With the booming development of medical informatization and the ubiquitous connections in
the fifth generation mobile communication technology (5G) era, the heterogeneity and explosive growth of
medical data have brought huge challenges to data access, security and privacy, as well as information pro-
cessing in Internet ofMedical Things (IoMT). This article provides a comprehensive review of how to realize
the timely processing and analysis of medical big data and the sinking of high-quality medical resources
under the constraints of the existing medical environment and medical-related equipment. We mainly focus
on the advantages brought by the cloud computing, edge computing and artificial intelligence technologies
to the IoMT. We also explore how to rationalize the use of medical resources and the security and privacy of
medical data, so that high-quality medical services can be provided to patients. Finally, we discuss the current
challenges and possible future research directions in the edge-cloud computing and artificial intelligence
related IoMT.

INDEX TERMS Internet of medical things (IoMT), deep learning, edge of computing, computation
offloading.

I. INTRODUCTION
We know that although the digital transformation in the med-
ical field started earlier, it has developed slowly compared
with other fields [1]. With the rapid development of science,
technology and economy, medical treatment has become one
of the focuses of personal, social and even national attention.
The traditional medical model has problems such as difficulty
in seeing a doctor, expensive treatment, and occlusion ofmed-
ical information. However, with the formal introduction of the
concept of the Internet of Things (IoT) [2] in 1999, the appli-
cation field of IoT has been involved in all aspects [3], [4]
in today’s era of Internet of Everything (IoE) [5]. As far as
the medical field is concerned, Internet of Medical Things
(IoMT) is the concentrated embodiment of IoT technology in
this field, and also the core of medical digital transformation.
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IoMT, that is, the complex IoT technologies such as radio
frequency identification technology, sensor technology and
positioning technology [6], are further applied to the med-
ical field in combination with mobile terminals, network
communication and other devices to realize the interaction
between patients, medical staff, medical institutions andmed-
ical devices, to achieve the digitalization, automation and
intelligence of the hospital.

The IoMT serves all aspects of the medical field, including
identity recognition, vital signs monitoring, remote monitor-
ing, medical drugs, waste and equipment monitoring. The
wireless medical sensor is the foundation and core of each
link, and the wireless sensor network [7] composed of many
types of wireless medical sensors, such as pressure sensor,
biosensor, implantable sensor, plays an important role in
obtaining vital signs data of patients. Nowadays, sensors have
been widely used in the operation room, emergency room
and Intensive Care Unit (ICU) to monitor and display the
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main conditions of patients. Besides, the wearable medical
equipment with a sensor as the core [8] breaks through the
limitation of time and space, provides real-time health moni-
toring for patients, greatly reduces the treatment cost of both
doctors and patients, and enables patients to get personalized
medical services anytime and anywhere.

We believe that the rise of the fifth generation mobile com-
munication technology (5G) will usher in explosive devel-
opment in the medical field, and the application scenarios
of digital medicine such as remote consultation, operation
guidance, first aid vehicle, wearable medical equipment will
be more abundant [9], which also means that the sources of
medical big data will be more diversified and grow rapidly.
How to process, analyze and decide the collected medical
data in real time and quickly is very important, which is
directly related to the health and life of patients. In addi-
tion, since the medical data involves the personal privacy of
patients, it is also important to strengthen the protection of
sensitive data and patient privacy data.

Although the application of IoT technology in the med-
ical field can help hospitals realize the intelligent medical
treatment of people and the intelligent management of things,
different medical institutions are relatively independent, so it
is difficult to achieve resource sharing. The IoMT based on
cloud computing provides powerful IT basic resources and
greatly reduces medical costs. It can not only satisfy the mass
storage ofmedical data, but also realize the sharing ofmedical
information through the cloud platform, to improve the effi-
ciency and quality of medical services. However, completely
relying on cloud computing will consume huge network
transmission resources and bring a huge delay, which is likely
to pose a threat to the life of patients. The ability of cloud
computing to process data sinks, making data processing
closer to the source, rather than external data or cloud, which
can shorten the delay time, and achieve real-time and faster
processing and analysis of medical data. Edge computing
reduces the dependence on a remote centralized server or dis-
tributed local server, and solves the problems existing in cloud
computing through the reasonable application of resources
on edge devices, which means that hospitals and clinics get
a more agile and responsive IT network, so that patients
can enjoy better medical services. But edge computing does
not exist in isolation. Cloud computing and edge computing
complement each other and play an extremely important role.
Cloud computing focuses on the overall grasp, while edge
computing focuses on the local. The rational use of edge
cloud collaboration will better promote the development of
medical application scenarios.

As far as we know, there are not many articles related to
IoMT. Based on the existing environment in themedical field,
this article combines three promising technologies for the
first time to comprehensively review the existing research,
and analyzes the challenges that the IoMT will face in the
future. The main contributions of this article are as follows:

• First, we introduce the architecture of traditional IoMT,
analyze the key IoT technologies applied in the medical
field, and propose the research directions tomaximize its
effectiveness in the medical field. In addition, we also
analyze the existing application research of the IoMT,
and discuss the inevitable trend of the future develop-
ment of the IoMT.

• Considering the rapid growth of medical data and the
complexity of data structure, we study the three-tier
architecture of cloud computing for IoMT and introduce
the technologies involved in the application of cloud
computing to IoMT. Also, we focus on the security and
privacy of electronic health data in the cloud.

• By comparing with traditional IoMT and medical cloud
IoT, we consider the advantages of edge computing and
introduce its architecture in IoMT. Besides, the technol-
ogy of computing offload which can provide faster and
more efficient computing services in edge computing is
discussed and the optimization direction is given.

• Finally, according to the limitations of current devel-
opment, existing research content and emerging 5G
technology, we discuss the possible future development
directions and research challenges in the field of edge
medical cloud

The main purpose of this article is to analyze how to deal
with medical big data in real-time and quickly and how to
make high-quality medical resources sink. The rest of this
article is organized as follows: In Section II, we introduce
the architecture and key technologies of the IoMT, and ana-
lyze how the IoT technology is applied to the medical field.
In Section III, We mainly discuss the sharing of medical
resources, medical big data processing and the security, pri-
vacy, and integrity of medical data based on cloud computing.
In Section IV, We introduce the application of edge com-
puting in the timely processing of medical data, the effec-
tive utilization of medical resources and the reduction of
energy consumption. In Section V, We describe the current
challenges faced by the edge medical cloud and the possible
development direction in the future. Finally, we conclude this
article in Section VI.

II. INTERNET OF MEDICAL THINGS
The application of IoT technology in the medical field real-
izes the digital management of medical information [10],
so that medical staff is no longer busy with the recording and
sorting of a large number of cumbersome medical informa-
tion, but more focused on patients as the center to provide
better medical services. In this section, we will introduce
the architecture of the traditional IoMT, and then describe
the key technologies used. Finally, we will introduce the
research status of making the IoT better applied in the rapidly
developing medical field.
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FIGURE 1. The architecture of IoMT.

A. ARCHITECTURE OF IoMT
At present, many scholars have studied the architecture of the
IoT and put forward some architectures that can be applied to
the IoT. There are mainly the following: web of things archi-
tecture, EPCglobal architecture, sensor network based archi-
tecture, autonomous architecture and Machine to Machine
(M2M) architecture. Among them, M2M architecture covers
some related contents of EPCglobal and Wireless Sensor
Network (WSN) [11] and is themost widely used architecture
in the field of IoT. The IoMT is the concentrated embodiment
of IoT technology in the medical field. It follows the general
three-tier architecture of IoT application, namely, perception
layer, network layer, and transmission layer. Fig. 1 describes
the architecture of the IoMT.

1) PERCEPTUAL LAYER
The perception layer is the focus and difficulty of the IoMT.
It is mainly divided into two sublayers: data acquisition
sublayer and data access sublayer. The sublayer of data
acquisition is through different types of medical perception
equipment and signal acquisition equipment to complete the
perception and identification of nodes in the IoMT, as well as
to collect the data information of people and things. It uses
signal acquisition methods such as Radio Frequency Iden-

tification (RFID) technology, graphic code, image recogni-
tion technology, general packet radio service technology and
multiple types of sensors such as physical signal sensor,
physiological signal sensor, chemical sensor, DNA sensor to
transmit all people and things involved in the network into
Cyber-Physical Systems (CPS) nodes that are easy to identify.
The nodes in the IoT are divided into three types: passive
CPS, active CPS and Internet CPS. In the IoMT, correspond-
ing identification is required according to different objects
and needs. The data access sublayer uses a variety of access
methods to connect the data collected by the data acquisition
sublayer to the network layer through short-distance data
transmission technology, such as ZigBee, Wi-Fi, Bluetooth,
etc., and the main access methods should be selected accord-
ing to the actual environmental characteristics of the IoMT
and the needs of different objects.

2) NETWORK LAYER
The network layer is also divided into two sublayers: network
transmission layer and service layer. The network transmis-
sion layer is the backbone network of the IoMT, which is
equivalent to the nerve center and brain of human beings.
It uses the mobile communication network, the Internet
and other special networks to transmit the data information
acquired by the perception layer in real-time, accurate, reli-
able and barrier free way. The formation of IoMT is not
to completely replace the original heterogeneous networks,
but to study the integration technology of heterogeneous
networks suitable for hospitals and the original network.
The service layer mainly realizes the integration of hetero-
geneous networks, the integration of various data formats,
descriptions, data warehouses and other information. At the
same time, it builds a service support platform based on this,
which provides an open interface for various services in the
application layer, so that the third party can develop relevant
applications for the use of medical staff and other relevant
personnel.

3) APPLICATION LAYER
The application layer is divided into two layers: med-
ical information application and medical information
decision-making application. Medical information applica-
tion includes medical equipment and material information
management, patient information management, outpatient
information management, inpatient treatment information
management, etc. The application of medical information
decision-making includes patient information analysis, dis-
ease information analysis, medication information analysis,
diagnosis and treatment information analysis, etc.

B. TECHNOLOGIES OF IoMT
1) RADIO FREQUENCY IDENTIFICATION (RFID)
RFID is a new non-contact automatic identification technol-
ogy, which is one of the core technologies of the IoMT. It uses
the radio frequency method to identify the designated target
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and read and write the relevant data, and the designated target
and the identification system can complete the identification
without physical contact, that is, non-contact two-way data
communication. It has the advantages of long recognition dis-
tance, strong anti-interference and no need for human inter-
vention. RFID system is generally composed of three parts:
radio frequency electronic tag, reader and data management
system. Radio frequency electronic tag is the core of RFID
technology. Its main function is to store the relevant data
information of the specified target and communicate with the
reader and writer. RFID can achieve multi-target recognition
and high-speed moving object recognition, which is widely
used inmedical asset management, medical equipment, waste
tracking and personnel identification. It can also be used
to collect vital signs data of patients, such as breath, blood
pressure, ElectroCardioGram (ECG), etc., which is helpful
for the relevant analysis of patients’ condition. The low-
cost ink-jet printed RFID tag antenna proposed in [12] can
monitor the patient’s medication dose, saving a lot of time
and resources. In [13], considering the degradation of the
reading range of the RFID tag when it is close to human
tissue, a flexible RFID tag is proposed to expand its reading
range. In real life, RFID tags will inevitably lose data and
reduce recognition accuracy due to signal loss, tag breakage,
channel conflict and other problems. A sparse representation
classification algorithm based on dictionary segmentation in
[14] can effectively solve this problem.

2) WIRELESS SENSOR NETWORK (WSN)
WSN integrates sensor technology [15], distributed informa-
tion processing technology, communication technology and
other technologies to achieve the three functions of data
acquisition, processing and transmission. It is a wireless net-
work system composed of a large number of small sensor
nodes with wireless communication and computing capabili-
ties, which are randomly deployed in or near the monitoring
area through self-organization and multi-hop. It can monitor,
perceive and collect all kinds of information of different
environments or objects in real-time, and send the processed
information to the client by wireless way. WSN has become a
research hotspot in the medical field because of its reliability,
rapidity, security, real-time and other advantages. Its applica-
tion scope includes real-time monitoring of patients’ physio-
logical parameters, emergency monitoring, hospital general /
ICUward, etc. In order to improve the acquisition of patients’
physiological parameters, a kind of graphene wearable med-
ical sensor with high sensitivity and linearity is proposed
in [16]. In [17], a new type of sensor is used, which can
real-time monitor people’s pressure level through their body
temperature, movement speed and body perspiration, so as
to reduce the risk of human health. In recent years, the opti-
mization of WSN is also the focus of many researchers.
In [18], aiming at the security problem of WSN, a low energy
consumption network security mechanism based on theWSN
smart grid monitoring application is proposed. To solve the
energy consumption of WSN, Balanced-αWeighted Shortest

Path (B-αWSP) routing algorithm is proposed in [19], which
can reduce the energy consumption by effectively reducing
the impact of high load transmission on node activities,
while [20] is to minimize the energy consumption in the
network through an optimal clustering algorithm based on
compression sensing and principal component analysis. In a
word, WSN technology has great development potential in
the medical field.

3) MIDDLEWARE
Middleware plays a key role in the IoT [21], as well as
in the IoMT. Middleware is located between the back-end
application system and the reader-writer, which plays an
intermediary role. It can meet the needs of a large number of
applications, support distributed computing, and face sensor
devices. By setting up a common interface and platform,
it can realize the standardization of different application envi-
ronments and the data communication between application
systems. It will capture the data or events collected by the
sensing device in real-time and conduct proofreading, fil-
tering, collection and other processing, and then transmit
them to the RFID reader or the back-end application database
system to realize the data information interaction between the
back-end application database system and the RFID reader.
IoMT middleware adopts standard protocol and interface
technology, which can develop different middleware for dif-
ferent medical application services and needs, such as elec-
tronic medical record information transmission middleware,
medical staff management middleware, medical equipment
management middleware, etc., and each middleware must be
developed based on the requirements and standards of IoMT
application services to achieve transmission standardization
of data. Because of the large scale of the IoMT, high density of
sensor nodes and complex business processes, the structure,
transmission and processing methods of data collected by
the sensing layer are very heterogeneous. In [22], we sum-
marize the semantic middleware solution that combines
technology and semantic technology to achieve a complete
interoperability.

C. APPLICATIONS OF IoMT
The IoMT realizes the intelligent medical treatment and man-
agement of people and things, which not only reduces the
cost of medical treatment, but also ensures people’s health.
Medical data has a high sensitivity. Whether the identity
recognition system has enough security plays a crucial role
in the IoMT platform. Single-mode biometric identifica-
tion only has medium security and gradually can’t control
the explosive growth of data in the medical field. In [23],
the multi-mode biometric identification which integrates the
three biometrics of face, fingerprint and finger vein has
a high recognition rate and higher security characteristics,
which is also an inevitable trend in the future development
of the medical field. In addition, vital signs monitoring based
on [24] has brought great changes to personalized medical
treatment. Real-time monitoring of vital signs [25]–[28] can
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timely understand the patient’s physical condition [29] and
analyze and make decisions on diagnosis and treatment infor-
mation, which is helpful to study human diseases and provide
preventive measures. In the case that patients do not have
time to go or where they cannot visit doctors, the emerging
telemedicine and mobile medicine based on smart-phones
[30], laptops, tablet computers and other devices [31] have
made great contributions, optimized the business process
of the hospital, improved the work efficiency and resource
utilization, which is the main direction of the application of
the IoMT at present.

Whether it is real-time monitoring [32] of vital signs or the
realization of telemedicine, it is inseparable from the support
of wearable devices. The appearance of wearable devices
such as rings, watches and wristbands makes the coordi-
nation between medical staff and patients more convenient.
However, with the subversive changes in the medical field,
the design speed, flexibility, and interconnection of wearable
devices need to be further improved. A hybrid lean-agile
method proposed in [33] is conducive to the development
of wearable devices. In [34], the potential mechanism of
human sweat leading to the separation of wearable devices is
studied, which is helpful for the design of wearable devices
applied to the skin, while the wearable large area touch sensor
described in [35] can improve the adaptability and comfort of
the wearer. With the rapid development of the medical field,
the sense of the use of wearable devices will be valued.

III. CLOUD-ENABLED IoMT
The traditional IoMT is difficult to realize the interconnec-
tion between a large number of different medical institutions
and medical information systems, which results in the iso-
lated medical service information island, which will generate
duplicate data in the medical process, lead to a large amount
of waste of resources, and increase the interoperability dif-
ficulty between medical information systems. In addition,
the data structure of massive medical data is various and
complex, which puts forward higher requirements for data
storage, processing, and management capabilities. Because
medical data not only involves patients’ privacy, but also
affects disease control, informed decision-making and other
aspects, the leakage of highly sensitive data will have a
serious impact on individuals, families and even society. It is
difficult for traditional IoMT to ensure the security, privacy,
and integrity of massive data. In recent years, the application
of cloud computing technology in the IoMT, with its high reli-
ability, sharing, and scalability, has realized the leap forward
reform in the medical field. In this section, we introduce the
architecture and key technologies of the medical cloud IoT,
and compare the security of the medical data in the cloud.
Then, we introduce the latest research content of medical
cloud IoT.

A. ARCHITECTURE OF CLOUD-ENABLED IoMT
Combined with the application and research of cloud comput-
ing, as shown in Fig. 2, the architecture of the medical cloud

FIGURE 2. The architecture of the medical cloud IoT.

IoT is mainly divided into three layers: medical service layer,
service management layer and user layer. The service man-
agement layer mainly includes a comprehensive Monitoring
System (MS) for Physical Resources Monitoring (PRM),
Virtual Resources Monitoring (VRM) and System Applica-
tions Monitoring (SAM), as well as Management Functions
(MF) such as User Management (UM), Service Management
(SM), Resource Management (RM), and Disaster Recovery
Management (DRM).

1) MEDICAL SERVICE LAYER
It is mainly divided into three sublayers: medical infrastruc-
ture is a service layer, the medical platform is a service layer
andmedical software is a service layer.Medical infrastructure
is the service layer, which provides powerful computing,
storage, and network resources and services based on the
hardware resource pool composed of hardware device virtual-
ization. The construction of the digital hospital does not need
to build its own data center, but can rent the required resources
according to the needs, which will save a lot of costs for the
large-scale hospital. Data center can be used to store personal
data information of patients, statistical informa-tion of med-
ical equipment and materials, medical analysis and decision-
making information, etc., laying a foundation for data shar-
ing, analysis and integration of medical institutions and sys-
tems. In addition, with the continuous growth of medical-
related data and information, the required resources can also
be expanded as a whole to achieve the flexible allocation of
resources. For the user layer, the heterogeneity generated by
the working mode of the layer and the construction process of
the subsystem is invisible. A medical platform is the service
layer, which provides a basic platform and corresponding
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technical support for the developers of the medical infor-
mation system. Based on this platform, the developers can
quickly build, develop and expand the functional modules of
medical information system, which brings great convenience
to the development, not only improves the development effi-
ciency, but also saves the development cost. The medical
software is the service layer, which realizes the release and
interface of the functional software of the medical informa-
tion system, mainly for the end-users who need to use the
system. The functional software at this layer needs to provide
requirements to the service management layer, and then form
a more complete and accurate requirement for the platform
as a service layer for development, and support the isolation
of different user data and related configurations to ensure the
security and privacy of medical data.

2) SERVICE MANAGEMENT LAYER
This layer is the core part of the medical cloud IoT and the
foundation of the medical service layer. It ensures that the
entire medical information system can operate safely and sta-
bly, and provides functions and technologies in maintenance,
multiple management, and other aspects. This layer can play
a good role in communicating with users, fully understand
and analyze user needs, which is conducive to the medical
platform as a service layer to avoid or eliminate early errors
early, thereby improving the efficiency and quality of soft-
ware development and reducing development costs. At the
same time, this layer can also collect and screen all software
in the medical platform as a service layer, and publish the
screened software in the medical software as a service layer.

3) USER LAYER
Users at this level refer to users of medical information
sharing systems, including medical institutions at different
levels, disease control centers, community clinics, and so
on. Users can access the user layer through the interface
of mobile phones, computers, and other terminal devices,
and will become a member of the cloud after access. While
enjoying the services provided by cloud computing, users can
also transmit their own resources to the cloud for other users
to use, to realize real data sharing and resource sharing. For
doctors, access to the cloud network can track and obtain
patient information, treatment plans, treatment details, etc.
in real-time, while patients can choose any medical institu-
tion for treatment according to their own conditions through
the cloud network. More importantly, experts from different
medical institutions can conduct collaborative consultation
for severe patients or difficult and miscellaneous diseases
through a cloud network, which greatly improves the possi-
bility of curing patients and solving medical problems.

B. TECHNOLOGIES OF CLOUD-ENABLED IoMT
1) CLOUD COMPUTING
With the rapid development of modern science and technol-
ogy, the advent of big data and information age, the infor-

mation generated in the medical field is becoming more and
more complex, the heterogeneity of medical data is also
increasing, and the access of data, information processing,
and system maintenance are facing great challenges. This
makes it particularly important to apply information manage-
ment technology to the dailymanagement and service process
of medical institutions. In our daily life, we can use water,
electricity, gas, etc. at a lower cost and unlimited, as well
as cloud computing. According to the scope of application,
cloud computing can be divided into a private cloud, public
cloud, and hybrid cloud. According to the service type, cloud
computing can be divided into infrastructure as a service,
platform as a service and software as a service. It is a kind
of distributed computing. Based on the virtual-ization tech-
nology, a large number of computing resources are collected
to form a resource pool, which is managed and scheduled
uniformly. These resources include computing resources,
storage resources, network resources, etc. Compared with the
traditional network application mode, cloud computing has
the advantages of service resource pooling, resource sharing,
high reliability, and high-cost performance. The resources
in the cloud are infinitely scalable. Users do not need to
understand the internal structure of the cloud. They only need
to choose the corresponding resources according to their own
needs and pay on demand, so they can get unlimited resources
at any time and space. The rise and maturity of cloud comput-
ing technology provides a good opportunity for the realization
of the digital hospital, and also brings great changes to the
calculation, processing, and sharing of medical information
and data. Unfortunately, cloud computing technology brings
convenience, but at the same time, it is difficult for users
to know whether the cloud service is safe or not, so they
can not effectively control the whole. In [36], a quantifiable
security evaluation model is proposed to solve this problem.
The security of the data stored in the cloud server is very
important. In [37], the dynamic audit scheme of big data using
a fuzzy identity ensures the integrity of user data.

2) BIG DATA
With the advent of the cloud era, data has far exceeded the
capabilities of traditional database software tools, and has
the characteristics of authenticity, massive data scale, fast
speed, diverse data types, and low-value density. Therefore,
it is necessary to develop a new technology and management
system that can not only control the huge data information,
but also deal with the meaningful data professionally, so the
big data technology came into being. In the field of medical
treatment, a large number of patient information data, clinical
experiment data, medical environment data and so on form
the medical big data. Big data technology generally includes
data collection and preprocessing, data storage, data analysis,
and mining. Traditional data collection sources are single,
and the amount of data stored, managed and analyzed is
relatively small. Most of them can be processed through
relational database and parallel database, while medical big
data collection is generally divided into [38]. Data types
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are divided into structured, semi-structured and unstructured,
and the size is often in TB or PB. The collected data is
analyzed, extracted, cleaned and other operations to obtain
high-quality data. Data storage needs to store the collected
data to the corresponding database for management and call.
The storage mode is usually divided into structured storage,
semi-structured storage, and unstructured storage. Different
storage modes are implemented in different ways. Struc-
tured storage is generally stored by MySQL, Oracle, SQL
Server and other relational databases, semi-structured storage
is implemented by the hadoop framework, and unstructured
storage is implemented by NoSQL technol-ogy. Data anal-
ysis [39] is different from the traditional online analysis
and processing, and its technology include [40], focusing on
the breakthrough in visual analysis, data mining algorithm,
predictive analysis, semantic engine, data quality, and data
management. However, data mining is a process of extracting
hidden but potentially valuable information and knowledge
from a large number of incomplete, noisy, fuzzy and random
data. At present, the decision tree, support vector machine
and artificial neural network are the most popular data mining
technologies. Using big data technology to effectively mine
and research [41] medical big data will make a great contribu-
tion to disease diagnosis and treatment and medical research
and become the source of promoting the construction of
digital hospitals.

3) ARTIFICIAL INTELLIGENCE (AI)
AI [42] is a new technology science that can simulate and
expand the theory, method, technology, and application sys-
tem of human’s thinking process and intelligent behavior
[43]. It is generally divided into weakAI, strongAI, and super
AI. The key technologies of AI include Machine Learning
(ML) [44], [45], Natural Language Processing (NLP), robot,
computer vision and expert system. Among them, ML is
the most core technology in AI. It discovers potential laws
through learning from a large number of data to guide human
decision-making [46]–[48]. However, Deep Learning (DL)
[49], [50] based on neural networks is the most representa-
tive branch of ML technology. Its structure is mostly multi-
layer perceptron with multiple hidden layers, which is easy
to find the deeper rules hidden in the data and has strong
feature extraction ability [51]. Typical deep learning [52]
models include Convolutional Neural Network (CNN), deep-
belief net and stacked autoencoder network. In the medical
field, ML technology can predict and diagnose diseases,
which largely avoids the high error, low efficiency and the
emergence of major diseases of artificial diagnosis. In [53],
an emotion recognition system based on electroencephalo-
gram (EEG), ECG and other medical sensors and CNN are
proposed, which is helpful to the treatment of mental dis-
eases. An expert system is an AI system including image
recognition, a large number of knowledge and experience in
specific fields in the medical field. It is also a representa-
tive application of AI technology in the medical field, with
inspiration, pertinence, transparency, and flexibility. It can

simulate the decision-making process of mental activity and
thinking activity when medical experts diagnose diseases,
provide reliable and valuable medical diagnosis assistance,
and greatly improve the diagnosis and treatment efficiency
of patients. In addition, NLP can transform a large number
of unstructured medical text information into structured data
containing important medical information. The application of
medical robots greatly improves the effect of diagnosis and
treatment and nursing. Computer vision can quickly read and
diagnose the medical image data such as microscope image,
X-ray image, and UltraSound (US) image. The application of
AI technology in the field of medical treatment [54], not only
brings technological innovation, but also brings the change of
medical service mode.

C. APPLICATIONS OF CLOUD-ENABLED IoMT
The construction of medical information based on cloud com-
puting greatly alleviates the shortage of medical resources,
reduces the cost of patients’ medical treatment, and improves
the level and efficiency of medical services. The core of
the medical cloud IoT is to establish a medical informa-
tion sharing platform based on the electronic health records,
so as to solve the problem of information island in different
medical institutions. It is of great value for hospitals and
patients to upload electronic health files formed by personal
information, vital signs and other relevant data of patients
to the cloud for storage and unified management. However,
whether the cloud electronic health data is absolutely safe
and private [55] is the focus of medical scholars. In [56],
a mobile medical application based on IBBE algorithm is
proposed, which can encrypt the patient’s health data before
it is stored in the cloud, and the doctor must decrypt it
through the identity key to obtain the patient’s relevant health
data. In [57], the mobile medical cloud architecture based on
medibchain encrypts the patient’s health data through two
dynamic anonymities and one static anonymity. The low-
cost authentication mechanism is realized by the shared key,
and has high robustness. However, the LPP-MSA scheme
proposed in [58] uses online / offline signature and server
assisted verification mechanism to realize the privacy pro-
tection of patients with low computing and storage costs.
In addition, telemedicine [59] is also an important application
direction of cloud computing in the medical field. Through
the pay as you go service-model, the cost of purchasing
and maintaining the hardware needed to build telemedicine
is greatly reduced, and the efficiency of telemedicine is
improved. At the same time, it overcomes the distance barrier
so that patients in remote areas or relatively poor areas can
receive expert consultation by sending images or real-time
video and carry out treatment and nursing under their guid-
ance, to improve the level and quality of patients’ medical
treatment and even save their lives. Similarly, telemedicine
also involves the safety of patient health data [60]. In [61],
the KP-ABE scheme is proposed. It is a dynamic authentica-
tion and authorization scheme based on attribute encryption
algorithm and blockchain technology [62] and applied to a
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TABLE 1. The comparison of the security of cloud medical data.

distributed telemedicine system. The scheme has high flexi-
bility, fast data processing speed and can effectively protect
the safety and integrity of patient health data. The application
of medical cloud IoT can effectively realize patient-centered
medical services, and ensuring the security of cloud data is
the focus of future research. In TABLE 1., we compare the
security of cloud medical data.

IV. EDGE-CLOUD IoMT
The IoMT based on cloud computing technology uploads
the medical data from the terminal equipment to the remote
cloud, and returns the results to the terminal equipment after
calculation. However, if the huge amount of data generated
by the growing medical equipment is uploaded to the cloud
computing, it will cause huge pressure on the cloud, result-
ing in high energy consumption and huge delay due to the
high load of the cloud. Cloud computing alone cannot help
with such a large data set and provide real-time response.
Therefore, the key to the development of medical cloud IoT is
to effectively expand the ability of cloud computing and use
distributed computing resources, that is, to process computing
tasks at the edge of the network [69], and the application of
edge computing can just meet this computing demand [70].
In this section, we introduce the architecture of the edge
medical cloud IoT and its key technologies, and compare
cloud computing with edge computing. Finally, we discuss
the latest research content.

A. ARCHITECTURE OF EDGE-CLOUD IoMT
We divide the edge cloud IoMT into a terminal layer, edge
computing layer and cloud computing layer. Fig. 3 describes
the architecture of the edge medical cloud IoT.

The terminal layer consists of a variety of medical-related
IoT devices, such as medical sensors, wearable devices,
RFID tags, etc. It is the closest layer to the end-user, mainly
responsible for collecting data from the local device and
uploading the data to the edge device with the input mode
as the carrier. The edge computing layer consists of a large
number of network edge nodes, which can be intelligent ter-
minal devices, such as smart-phones, tablets, etc., or network

FIGURE 3. The architecture of the edge medical cloud IoT.

devices, such as gateways, routers, etc. These edge nodes
are widely deployed between the terminal equipment and the
cloud, such as hospitals, clinics, etc., they can provide edge
computing, storage and network services for the received
data, and because of the small number of hops between the
edge nodes and the terminal equipment, hospitals, clinics,
etc. can obtain a more agile and responsive network. This can
reduce request delay, effectively avoid data leakage caused by
long-distance transmission and other security issues, which
is critical for extremely sensitive medical data. In addition,
the layer regularly sends the processed data to the cloud for
subsequent analysis. The cloud computing layer is in the
center of the whole network, and it is a powerful data pro-
cessing center, with massive computing, storage, and network
resources, which can summarize, analyze and permanently
store the data uploaded by the edge computing layer. At the
same time, the deployment strategy of edge computing layer
can be dynamically adjusted and distributed according to the
network resources, which can improve the quality of delay-
sensitive services of edge nodes. Fig. 4 describes the models
of cloud computing and edge computing.

B. TECHNOLOGIES OF EDGE-CLOUD IoMT
1) EDGE COMPUTING
Edge computing [72] refers to an open platform that pro-
vides the nearest service with the core capabilities of a net-
work, computing, storage and application on the edge of the
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FIGURE 4. The models of cloud computing and edge computing [71].

network close to the source of people, objects or data. That
is to say, the computing and storage capacity of the cloud
will sink to the edge of the network, and the original data
will not be uploaded to the cloud for centralized processing
as much as possible, but the analysis and processing of data
sourceswill be realized locally through distributed computing
and storage. And the difference between edge computing and
cloud computing lies in the two-way communication between
terminal equipment and cloud computing center, that is, ter-
minal equipment can send requests to cloud computing cen-
ter, can also accept the unified control, processing and data
storage of cloud computing center, and complete the comput-
ing tasks and adjustment strategies issued by cloud computing
center. Edge computing technology has the characteristics of
low delay, high security, definable, schedulable and so on.
When the network is abnormal or even directly interrupted,
edge nodes can realize local autonomy and self-recovery
and have high robustness. The calculator system proposed
in [73] can make full and effective use of the computing
resources of edge nodes to obtain valuable data information
in real time. In addition, edge computing can be divided into
Moving Edge Computing (MEC) [74], [75], Micro Cloud
Computing (MCC) and fog computing. Among them, MEC
is also called multi-access edge computing. It uses the edge
of mobile networks to provide services and cloud computing
functions for users nearby, but the limited computing power
and maintenance cost are the issues MEC needs to pay atten-
tion to. In [76], it is mentioned that the unloading scheme is
very important for balancing task demand and budget, and an
equilibrium pricing strategy based on the approximate greedy
algorithm is proposed for the unloading scheme, which can
maximize task utility [77]. MCC is like a small mobile data
center, which is deployed on the edge of the network, and can
provide real-time resources for users, while fog computing
[78], [79] is composed of computing devices with weak
performance and dispersion. It adopts a distributed and closer
to the edge of the network architecture, and can basically
provide all kinds of applications that cloud computing can
provide, but its computing power is weak. These three forms
are similar in deployment location, application scenario, real-
time interaction, etc., but they are different [80].

2) COMPUTATION OFFLOADING
Due to the limitations of computing power, storage space
and battery life of mobile devices, it can not meet the

operation requirements of a large number of emerging mobile
applications such as low latency, high efficiency, and high
reliability. In mobile cloud computing, computing offload
[81] technology is proposed for the first time. It offloads
some or all computing tasks of heavy load and computing-
intensive mobile devices to the cloud server, and uses its pow-
erful computing power and rich storage resources to process
computing tasks and return the results to users to enhance
the data processing ability of mobile devices and ease the
storage of resources limit and reduce its energy consumption.
However, there are some problems such as unpredictable
delays, data security, long-distance transmission energy con-
sumption, etc. Compared with offloading computing tasks
to cloud servers, computing offloading in edge computing
can provide faster and more efficient computing services for
terminal devices by offloading computing tasks to network
edge servers [82]. Computational offload technology mainly
includes two problems: decision-making and resource alloca-
tion. Due to the availability of cloud servers, the performance
of mobile devices and the usage habits of users, it is very
important to make a proper decision of offload. In [83],
the decision of computing offload based on game theory and
the sub-optimal algorithm based on Game Theory in [84]
can be used in multiple access edge computing to save the
overall computing cost and achieve the Nash equilibrium
through a limited step size. However, in [85], the problem of
minimizing the energy consumption of edge computing based
on non-orthogonal multiple access technologies is consid-
ered. After the decision-making of unloading, the next con-
sideration is the rationality of resource allocation. Resource
allocation mainly studies whether to unload the computing
task to one or more MEC servers, which depends on whether
the computing task can be divided and whether there is a
correlation between the divided parts. In [86], a resource
allocation method based on core MEC servers is proposed,
which can solve the problem of transmission delay caused
by resource allocation among multiple MEC servers. The
resource allocation scheme based on the deterministic dif-
ferential equations-in [87] can effectively allocate resources
and ensure the security and stability of the MEC application
environment.

C. APPLICATIONS OF EDGE-CLOUD IoMT
In the field of medical treatment, the rapid, efficient and
reliable IT infrastructure determines the health and life of
patients. When doctors use medical equipment, they need to
obtain the basic information and vital sign data of patients
in real-time and quickly to make the most beneficial medical
decisions for patients, which may be life and death related.
However, the existing cloud infrastructure has been unable to
effectively manage the exponential growth of patient health
data generated by medical devices. Once there is a network
outage and it cannot be solved for the first time, it will have a
great impact on the normal work of the hospital, and even
affect the lives of patients. Edge computing, in the form
of a decentralized distributed system, improves the working
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TABLE 2. The comparison of cloud computing and edge computing.

efficiency of medical staff and the medical experience of
patients. Medical staff does not need to send the patient health
data to the remote data center for processing and waiting
for the return results. They can set up the edge computing
data center to process, calculate and store the patient health
data collected by the edge devices locally, which brings
great changes to the medical field. Edge computing enables
wearable health monitoring equipment to perform real-time
analysis and processing locally even when it is offline, which
is helpful for remote patient monitoring [88] and inpatient
care. In [89], a health monitoring architecture based on edge
computing, AI and other technologies is proposed. This archi-
tecture can be used to collect ECG, blood pressure, EEG
and other types of vital signs data and improve the accuracy
of disease diagnosis. However, in [6], a distributed method
with scalable clustering technology is used. This method can
realize the privacy and accuracy analysis of medical data by
aggregating and analyzing a large number of heterogeneous
medical data collected in edge devices before sending them to
the cloud. The health system based on edge computing in [90]
can reduce system delay, reduce energy consumption, and
optimize the transmission of medical data. Besides, for medi-
cal Augmented Reality (AR) / Virtual Reality (VR) and other
businesses, edge computing can quickly process patient inter-
action information and surgical image materials, providing
doctors with visual assistance and higher surgical accuracy
and success rate. In [91], an MCC platform based on virtual
sensors is proposed for the collection and analysis of patient
health data. Compared with physical sensors, virtual sensors
can solve the problems of heterogeneous physical sensors,
resource and processing limitations. The health monitoring
system based on fog computing in [92] not only reduces the
data flow generated by the network core, but also ensures the
safety of patient health data stored in the local area.

TABLE 2. shows the comparison between cloud comput-
ing and edge computing. We say that edge computing is
actually an extension of the concept of cloud computing,
which can not completely replace cloud computing. The

relationship between edge computing and cloud computing is
collaborative and complementary. The edge ends can analyze
and process a large number of real-time data quickly, but
most of the data is not only used once. Even after the edge
end processing, it still needs to be collected from the edge
end to the cloud. The mining and analysis of massive data,
the storage of key data and the linkage of multiple edge nodes
all need to rely on the cloud, and the virtualization resources
and management of the edge also need to be completed by the
cloud. Only when edge computing and cloud computingwork
closely together can they achieve different demand scenarios,
thus maximizing the application value of edge computing and
cloud computing.

V. RESEARCH CHALLENGE AND FUTURE DIRECTION FOR
EDGE-CLOUD COMPUTING ENABLED IoMT
A. EDGE MEDICAL CLOUD BASED ON 5G
Compared with 4G, 5G has the characteristics of high speed,
low delay, wide connection, faster mobile speed, higher secu-
rity and more flexible service deployment, which has brought
great impact on the innovation of edge computing technology.
In addition, the combination of 5G and edge computing has
laid a technical foundation for the development of smart
medicine, especially telemedicine. Telemedicine, including
remote consultation, remote surgery, and remote US, requires
real-time ultra-high-definition image quality, medical image
and other massive data-transmissions, which also promotes
the deployment and implementation of ‘‘5G + edge comput-
ing’’. At present, there have been successful cases of cross-
domain remote precise operation control and guidance. ‘‘5G
+ edge com-puting’’ is of great significance to the subsi-
dence of high-quality medical resources, the alleviation of
uneven distribution of medical resources, and the reduction
of patients’ medical costs. With the arrival of the 5G era and
the continuous development of edge computing, the future
of telemedicine means will emerge in endlessly. However,
5G also brings a lot of security problems, including secu-
rity capacity opening, virtualization security, heterogeneous
paradigm authentication and authentication, and other native
challenges, VR / AR content security, traditional security,
data security and privacy protection and other application
challenges, which are all worthy of study in the future.

B. EDGE DEVICE SECURITY AND PRIVACY
We know that due to the performance, cost, resource limi-
tations and scattered geographical location of edge devices,
they are more vulnerable to data tampering, privacy disclo-
sure, malicious nodes, and other service facilities attacks,
denial of service, middleman, malicious gateway and other
network facilities attacks, as well as virtualization facili-
ties attacks and many other security and privacy threats.
In order to avoid or reduce the occurrence of such problems,
the improvement and extension of hash function, symmetric
and asymmetric encryption algorithm and attribute encryp-
tion algorithm are very important. For the authentication of
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edge nodes, also to a single edge node, the mutual authen-
tication of multiple nodes should be considered. In addi-
tion, the development of communication security protocol,
the trust management of edge nodes and the distributed edge
intrusion detection technology to prevent malicious attacks
are also the focus of future research. For the security and
privacy problems that have occurred, it is also very important
to develop the corresponding edge node isolation mecha-
nism or the scheme that can make the service facilities con-
tinue to serve.

C. EDGE CACHING AND ENERGY CONSUMPTION
Because the caching of edge nodes is done locally, it can
effectively relieve the pressure of the core network and has
low network communication overhead, interaction delay and
bandwidth cost. However, the cache capacity of edge nodes is
limited. How to determine the cached content, cache strategy
and cache update strategy is an urgent problem. Making
full use of multiple edge nodes for collaborative caching
and adaptive caching is a promising solution, but it also
brings challenges to the establishment of a trust management
framework. How to select reliable and secure edge nodes and
the credibility update strategy of edge nodes are the key to
improve the quality of the cache. It is one of the current
research directions to integrate 5G technology and blockchain
technology and apply them to edge cache. The application
of ML and big data technology also provides feasibility for
the adjustment of the cache strategy, and the cache strategy
for video content is the difficulty and hotspot. In addition,
due to the limitation of edge devices, how to reduce energy
consumption is also a problem to be solved. In addition to the
cooperative caching of edge nodes that can effectively reduce
energy consumption, we also need to consider the strategy of
computing offload and how to reduce the computing overhead
of edge devices. The higher the computational complexity
is, the greater the energy consumption will be. Therefore,
the design of an effective and low complexity algorithm is
very important to reduce energy consumption.

D. OPTIMIZATION OF AI
The development of edge computing benefits from the pro-
motion of AI. Most of the edge of intelligent computing
depends on the AI chip integrated on the edge device. The
application of AI algorithms in edge computing makes it
faster, safer and more efficient to process data, and it can
effectively allocate edge resources, to minimize the cost of
edge services. At present, DL is the main research direction
of AI, which needs to focus on how to optimize the algorithm
by solving its non convex optimization problem, gradient
vanishing problem and over fitting problem. In fact, most of
the objective functions in DL are complex, so there are many
optimization problems without analytic solutions. Therefore,
it is a good solution to find approximate solutions using the
optimization algorithm based on numerical methods such as
random gradient descent. However, how to escape from local
optimum in low dimensional space and saddle point in high

dimensional space are two great challenges in optimization.
Only by continuously optimizing the algorithm, can the edge
devices achieve the maximum utility, and then better serve
various application scenarios in the medical field.

VI. CONCLUSION
In this article, we analyzed the traditional IoMT, the cloud-
based IoMT and the edge-based IoMT, focusing on the med-
ical data processing of edge medical cloud and the devel-
opment of telemedicine. Specifically, we first introduced
the architecture of traditional IoMT and the key technolo-
gies involved, discussed the application of IoT technology
in the medical field and the problems involved, and gave
the optimization direction. On this basis, we discussed the
problems of traditional IoMT and the advantages of applying
cloud computing to IoMT, analyzed the key technologies
of cloud computing, and focused on the data security of
medical cloud. Then, we analyzed the advantages of edge
computing compared with cloud computing and discussed
the optimization of edge computing, and proposed that edge
cloud collaboration can achieve maximum utility in the med-
ical field. We believe that with the continuous development
of the medical field, to ensure the security of medical data
and the privacy of patients, as well as how to reduce energy
consumption, is an urgent problem to be solved, and also a
major challenge to be faced in the future.
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