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ABSTRACT Computer networks are subject to an unprecedented number and variety of attack, the majority
of which are distributed denial of service (DDoS). The nature and mechanisms employed in these DDoS
attacks continually change, creating a significant challenge for detection and management. To address this
evolving nature of attacks, approaches are required that can effectively detect and mitigate emerging attacks.
In this paper, we provide a mechanism that not only detects the presence of a DDoS attacks but also
identifies the route of attack and commences a process of mitigation at the initial stage of identification.
The proposed research involves an optimized SVM classification algorithm integrated with SNORT IPS
to provide prevention mechanisms for the entire network when subject to DDoS attack. The proposed IPS
method allows traffic identified as legitimate to pass through the network, whereas suspect traffic is flagged
and has to go through an identification system. We present the algorithm with experimental results that show
better performance than simple Snort IPS, Probabilistic Neural Network (PNN), Back Propagation (BP),
Chi-square, and PSO-SVM in terms of accuracy, exposure and specificity. These results show that the average
accuracy rate of our method is 97 percent.

INDEX TERMS DDoS, network attacks, IP networks, security, dataset.

I. INTRODUCTION
A DDoS attack is a malicious type of attack that sends mali-
cious traffic to a specific node or a large number of nodes
via a large number of distinct computers, which form part of
a system (bot) that the attacker controls legitimately or not.
In the main, the machines that are the source of an attack
are not legitimately controlled by the attackers, but are rather
machines that have been compromised by the attacker and
are now, often unknown to the legitimate controller of the
machine, used to launch the attack. These compromised hosts
send many packets to the target to flood the network and
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block services. The result of such an attack is that resources
are overwhelmed handling illegitimate packets, and are
unable to effectively deliver legitimate service requests.

In case of cloud platforms, auto-scaling mechanisms are
designed to provide some defense by adding or removing
machines to respond to varying load, setting the scaling size
factors and an upper CPU utilization threshold values [1].
Using software-defined networking (SDN) principles and
the OpenFlow protocol (OFP) can assist in load-balancing
thereby improving performance of cloud computing plat-
forms, based on path switching and perceived user qual-
ity of experience (QoE) [2]. The DDoS attack techniques
have frequently changed over recent years. These attacks are
prominent against networks and websites of organizations,
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governments and private firms that have been targeted on
the basis of the significance of accessibility. The requirement
for multi-layered barrier and collaboration is fundamental.
A DDoS attack becomes effective by utilizing the Internet to
break into computers and utilizing them to attack a network.
Hundreds or a huge number of PC frameworks over the
Internet can be transformed into zombies and used to attack
another framework or site.

A group of already infected devices is used to execute
the DDoS attack. These devices can be IoT-based systems.
The security threats in IoT exploit vulnerabilities found in
many modules such as applications, interfaces of an appli-
cation, software, network components, firmware, and phys-
ical hardware existing at different levels [3]. These devices
are organized in a way that they simultaneously transfer
large number of packets without any break to some special
victim who feels that these are original transmissions. For
this, the host must communicate with many devices at the
same time across the network with different type of packets.
This attack can paralyze both a network and a single host
on a network, while using some other networks as infected
zombies. Different types of network packet services are used
as a source during the attack. Mostly zombie agents are self-
controlled Trojans that are installed on attackers’ sites as
malware or are controlled remotely [4]. DDoS can result
in hazardous security concern that could hamper organiza-
tion’s processing time, money, assets, and even the reputation
[5], [6]. It sometimes results in loss of credentials, important
data and stored information too. The most frequently used
technique is a DDoS attack scan, which has myriad func-
tionalities [7]. The DDoS architecture can be divided into
two models: proxy (zombies) - based on Handlers model and
Internet Relay-Chat (IRC) model [5].

In a successful DDoS attack, the communication between
the handler/zombie and the attack is usually hidden (for
example, the channel is encrypted). This makes the DDoS
architecture invisible and difficult to detect. Many attackers
use spoofing methods to override their source address (which
is used to hide the attacker’s IP orMAC address by generating
a random IP/MAC address or using a trusted device source
identifier [8]. DDoS handlers and zombies are geographi-
cally distributed across different networks. Therefore, any
attempt to find them may be tedious and difficult. If the
author of the design and implementation of the attack is
not published, no other person or organization knows that
the attack (zero-day) is quite dangerous [4]. This leads to
a lack of awareness of an attack and does not allow for
any preparations to stop it. Attacks will not be discovered
unless the author publishes them or unless they are acci-
dentally identified by a third party. If the signature of the
attack is not included in the database of the detection system,
the signature-based detection system will not find a zero-
day (unknown) attack. McAfee and Kaspersky are popu-
lar signature detection systems that use a regular signature
database to detect different attacks [8], [9]. A trace-back of
an IP in a DDoS attack depends on packet marking which

is frequently mentioned as a Probabilistic Packet Marking
(PPM) approach where packets are probabilistically set apart
with fractional path data as they are sent by routers. PPM
is a general method which the routers can use to uncover
inward network data to end-hosts or destinations. Such data
is probabilistically set by the routers in headers of regular IP
packets on their approach to goals. Various potential applica-
tions have been distinguished such as IP trace-back, robust
routing algorithms, congestion control, dynamic network
reconfiguration, Internet bottle-necks locating, and so forth.
In our research, weworkedwith a general probabilistic packet
marking mechanism with an extensive variety of potential
applications which would be helpful for finding IP trace-
back and internet bottle-necks as two agent cases to show its
viability. This approach worked just a solitary bit overhead in
the IP packet headers. Even more critically, it fundamentally
diminishes the quantity of IP packets required to pass on the
applicable data when contrasted with the earlier best-known
plan. We introduced smart routing-based on DDoS attack
detection and mitigation using latest datasets.

Anomaly-based IDS, in principle, makes the detection of
data packets in the network traffic and analyzes packets of
data that do not fit in the normal profile that has been created.
The Support Vector Machine (SVM) is an algorithm that uses
classification to filter incoming traffic and forwarded it to the
expert model. The SVM is a sort of learning technique that
tries to find a comprehensive solution to the optimal value
of non-linear classification problems [10]. A few researches
showed that SVM has a good detection accuracy on anomaly-
based IDS [10], [11].

TABLE 1. DDoS attack history

The comparison between optimized SVM, SVM and ANN
algorithms is not found which use all the dataset attributes.
In addition to some research on PSO_SVM, SVM and ANN,
have different dataset attributes and parameters. Most schol-
ars use the technique of dataset feature selection in which
many attributes are removed that hide network traffic behav-
ior and affect the network traffic to detect attacks in real time.
This research compares the performance of the detection
accuracy of optimized SVM algorithms and SVM using the
same parameters and attributes, using dataset KDDCup99 for
training and testing, and use all the attributes of the dataset to
better describe the traffic in a real time environment, to know
which classification algorithm is better in terms of detection
accuracy by using all parameters of datasets. Table 1 shows
some very destructive recent DDoS attacks.

II. RELATED WORK
In this section, we discuss DDoS attack detection and mit-
igation, traceability’s, statistics, protocol infrastructure, data
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mining algorithms based on artificial intelligence approaches,
and how these could potentially have effects on an attack’s
behavior. Different mechanisms and approaches have been
implemented to reduce the attacks’ strength. Focus of this
research is that we have individually studied and reviewed the
researches related to DDoS defense approaches presented by
researchers and organizations.

Alsirhani et al. [12] proposed aDDoS detection system that
is helpful in detecting attack. Their proposedmethod contains
three ideas: algorithms classification, computing parallelism
and fuzzy logic techniques. The classification algorithms are
used to classify and predict network traffic behavior. The
concept of parallelism is used to accurately increase speed
of the execution of the classification algorithms utilization.
The fuzzy logic techniques are used to select which of the
algorithms is to be used in classification. They have proposed
this technique to work in the cloud as a service and it can
be used in any network. The evaluation of the algorithms
classification shows that there is a trade-off between the delay
and accuracy.

Shah et al. [13] compared the behavior of two open-source
intrusion detection systems, the SNORT IPS and the Suricata
IPS. They have used many machine learning algorithms and
SVM algorithms as a SNORT adoptive plugin. Their analysis
and results show that SNORT utilizes less computational
resources as compared to Suricata. While Suricata handled
huge number of packets per second as compared to SNORT,
both have high false positives alarms. The SNORT triggered
55.2% FPR matched as compared to Suricata’s 74.3% FPR
which is too high with default rules. The evaluation of the
system showed that because Suricata has capabilities to per-
form multi-threading functions, it requires more memory and
CPU resources than SNORT. Their evaluation shows that the
4 cores CPU utilization of Suricata is higher than that of Snort
utilization. The Suricata used an average of 3.8GB memory
which tops SNORT utilization of memory which is 600 MB
at 10 Gb of network resource.

Xuan et al. [6] suggested a DeepDefense model. It’s a
deep learning-based approach, to detect DDoS attack and
the performance detection of DDoS attack. They convey
the DDoS attack detection issue as a series of classification
issues and convert the packet-based DDoS detection with
detection of a Windows-based approach. The DeepDefense
model is a collection of Recurrent Neural Network (RNN),
CNN, and entirely connected layers of ANN. The RNN can
learn features better than other machine learning approaches,
especially longer historical structures. The LS-TM and GRU
are used to exclude scaling problemswhen trace of the history
from previous packets of RNN are used. The RNN similarly
has improved performance in generalization as compared to
random forest.

Shahbaz et al. [14] use a efficiency enhanced IDS detection
system. They report the problem of dimensionality reduction
by suggesting an effective features extraction of datasets
by using an algorithm that considers the correspondence
between a features subset and the class label behavior.

Peraković et al. [15] developed a DDoS detection and clas-
sification system which is based on ANN. In their model of
DDoS detection, network traffic is classified in four classes,
DNS DDoS attack traffic, HTTP DDoS attack, UDP DDoS
attack or normal attack. The parameters are IP address source
and destination, and protocol validation and packet size.
Because of the communication of the features of UDP level
attack and normal attack, the detection accuracy and classifi-
cation of UDP DDoS attacks is slightly lower.

Researchers Aishwarya andMalliga [16] described a shield
that responds transport layer threats (SYN). This method
associates clients with malicious ACKs. These malicious
ACKs are then ignored. It also checks the spoofed packets.
Another layer of security is added as encoding of SYNpacket.
This encoded packet can only be deciphered by authenticated
users. This method builds up various probes. The structure
can be progressively used to gather security data at various
cloud levels for investigation of attacks on the cloud. IP
spoofing is proposed in different procedures by scientists to
protect from it. This can be comprehensively ordered into
host oriented, switch oriented, and a hybrid scheme [7].
Host-oriented can be either passive or active schemes on
the other hand, the switch based methods can be fundamen-
tal or distributed methods.

Jia et al. [17] proposed a detection system that is a mixture
of several multi-classifiers by using Singular Value Decom-
position (SVD). The making of different classifiers deliv-
ers better accuracy than using fixed classifiers. It would be
exciting to evaluate the performance of their technique when
applied with datasets of huge traffic. Their evolution shows
an impressive result when compared to the K-NN algorithm
results.

Singh et al. [18] introduced an approach in which they
adopted a systematic way to exhaustively audit and order
275 works of research representing an existing IP trace-back
routing research. The paper likewise gives a top to bottom
investigation of various IP trace-back routing methodologies,
their useful classes, and the assessment measurements. In the
light of the research review, they additionally addressed an
arrangement of research inquiries related to IP trace-back
latest trends. Different issues, difficulties and roads for future
research in the zone of IP trace-back are additionally observed
in this paper.

Lu and Wang [19] proposed an approach on the source-
based guard system against DDoS flooding attack botnet
based through joining the force of SDN (Software-Defined
Networking) and SFLOW (Sample Flow) technology. Firstly,
they defined ametric to quantify the fundamental components
of this kind of attack, which implies distribution and coor-
dinated effort. At that point, they outlined a basic discovery
algorithm in light of a factual inferring model along with
a reaction scheme through the capacities of SDN (Software
Defined Networking). At last, they built up an application to
understand their thought furthermore and tried its impact on
replicating network with genuine network traffic. The out-
come demonstrates that their instrument could successfully
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differentiate a DDoS flooding attack, which begins in SDN
environment and recognizes that attack, which flows for evad-
ing the damage of attack spreading to target from outside.
They advocate the pros of SDN in the region of safeguard-
ing DDoS attacks since it is troublesome and unrelenting
to sort out a narrow-minded and undisciplined conventional
distributed network to stand up to community DDoS flooding
attacks.

Cha et al. [20] planned a three-layer identification strategy.
The principal observing stage utilizes a framework. This
framework pre-processes already identified DDoS patterns.
It contains another part that describes loads on nodes by
utilizing time-series model. Traffic Volume over the system is
partitioned on the base of nodes volumes. A Bayesian proce-
dure analyzes the DDoS threat and its possible candidates.
The last stage utilizes an anomaly to distinguish both un-
known pattern of DDoS this uses an unsupervised method.

Shiaeles et al. [21] described FHSD solution the FHSD
stands for ‘‘Fuzzy hybrid spoofing detection.’’ It is a multi-
layered spoofing identification system. It uses MAC address,
counts hops and the web client. It uses the empirical rules
for detection of malfunctioned traffic and its mitigation. This
strategy accompanies its own disadvantages as it features
values that are stored in files, which is cumbersome when it
comes to database. Another method is Hop Count Filtering
(HCF). It utilizes the TTL estimation of the source header to
recognize the DDoS threat.

Guenane et al. [22] exhibited a method that is based on
a firewall. This method lessens impact of a DDoS. This is
described as Security-as-a-Service. This is a hybrid scheme
comprised of two sections: A virtual and a physical part.
Firewalls are the virtual part that execute basic protection.
This protection includes checking, breaking down and
resource provisioning. Physical part is responsible for
resource planning to get a security service offered by the sup-
plier. The DDoS mitigation framework diverts and balances
the load on firewalls. The redirected stream is sent to the
firewall which is overseen by the virtual part to accomplish
the two key targets of selecting the solution and accessibility
performance.

Teng et al. [9] described coordinated IDS E-CARGO to
protect against DDoS threats. Their system is layered in four
parts. The main layer generates events and gathers system
data traffic and creates suspicious events. The detector layer
works as Snort, and is utilized to isolate events that are
malicious. The ‘‘statistical indicator’’ utilizes the data traffic
to decide the probability of event occurrence. If the quantity
of packets acquired inside a specific time is higher than the
limit set, it is an attack. Another layer is a fusion layer that
is responsible for pre-processing, space-time description in
a combine’s manner and collection of contents. Results and
analysis demonstrated that the strategy is a practical answer
for DDoS threats checking. A hierarchical method utilizes
security tests to gather and break down data at various cloud
structure levels. The connections of intrusions are described
using ontology and knowledge driven method.

Dou et al. [26] employ a filtering technique that uses
statistical correlations between different attributes. This uses
both the attack situation and the situation when there is no
attack. When there is no attack, normal pattern is analyzed
using attribute pairs from the transport layers of the network
packets. The recurrence of events in these sets is extricated
and used to find the confidence value of the stream. The
attributes that exist between these two layers were utilized
to decide the authenticity of a packet. During the attack,
the same confidence value is used to find whether an incom-
ing packet is valid or not. The procedure utilizes the Confi-
dence score to learn the authenticity of an incoming packet
with comparing it to a threshold. If confidence limit is satis-
fied then access is granted to this packet.

Lonea et al. [27] described DDoS identification through
fusion method. They used the IDS evidence obtained from
VMs in the cloud data center. They described that the
VM-oriented IDS alert as some threat comes. These data
are stored in a database for further processing. The data is
save in cloud fusion unit. This unit is further analyzed by a
quantitative method through the DST method. DST stands
for Dempsters Combination Theory. Along with DST the
other techniques are used as fault tree analysis for deciding
about flooding attacks. The described answer mixes DST
rules with independent sources to decide about the traffic.
They state that we must not discard packets as it can also
throw off valid traffic. A firewall can be used as an alternate
to ACL for safety. It helps in filtering the known attacks and
the protocol analysis. However, the DDOS is going to be
more complex to detect over the time. The filtration cannot
be used against ‘‘SYN and SYN/ACK’’ attacks. Another
suitable method is use of router end ‘‘URPF-Unicast Reverse
Path forwarding.’’ This method blocks the malicious IPs that
belong to same network. However, the spoofed subnet usage
by the attacker is still another issue for this method. In this
situation, the valid traffic will be stopped and attacked will
continue with spoofed traffic.

Krishnan and Chatterjee [24] described design of an intelli-
gent system that was based on the characteristics of anomaly-
based learning systems. These are used against cloud DDoS
threats. This method has an agent for service, an agent for
alert, an agent for storage, an agent for communication and
a couple of nodes. This method is intended to enhance the
accuracy of detection by bringing down the false positives.
The framework likewise actualizes an alert grouping. The
analyzer module has the responsibility of differentiating the
false positives and in-valid nodes.

Modi et al. [25] outlined a hybrid interruption method to
distinguish cloud DDoS threats. Snort is a signature based
supervised algorithm. This is an open-source strategy that
consists of two parts. The first is a database of DDoS threats
patterns, the second is a Bayesian classifier for prediction of
system likelihood for being malicious. Eucalyptus is also a
cloud for test set-up, where the IDS framework was intro-
duced on all controller nodes. All the ports of the testing
system are opened for this testing reason. Another packet

126218 VOLUME 8, 2020



R. Abubakar et al.: Effective Mechanism to Mitigate Real-Time DDoS Attack

TABLE 2. Comparison of particular related work

control system is Scapy to produce and encode many packets
to create custom data traffic.

Xu et al. [28] propose a Trust-based Adversarial Scanner
Delaying (TASD) approach for mitigation of Yo-Yo attack
which works effectively and proactively on the cloud-based
auto-scaling platforms. The cloud-based platforms have the
ability by system design to auto scale-up and scale-down the
underlying cloud network resources as per network traffic
load. Cloud auto-scaling features can largely enhance cloud
elasticity and scalability. The cloud auto-scaling feature intro-
duce new security threats for cloud platforms. The Yo-Yo
attack is one of the example of cloud auto-scaling which
targets cloud auto-scaling feature. This attack is a newly
discovered attack. In order to damage the auto scaling mecha-
nism, attacker sends periodical bursts of traffic towards cloud
platforms to oscillate between scale up and scale down which
decreases cloud performance and hence leads to financial
loss.

Phan et al. [29] proposed a DDoS attacks’ efficient
method in SDN-based cloud platform. They proposed a
hybrid machine learning model based on SVM algorithm.
To improve network traffic classfication, it uses self-
organizing map algorithms. For attack detection rate and
speed improvement, they also implemented an enhanced
history-based IP filtering scheme (eHIPF). They combined
both the hybrid machine learning model and the eHIPF
scheme by using a novel mechanism approach to mitigate
DDoS for the SDN-based cloud platform.

Chandola et al. [30] described three categories of anoma-
lies. They described collective anomalies, point and con-
textual anomalies. Point anomaly compares an individual
data event with collective data events. An average case is
an application-bug that creates a threat. An inconsistency is
contextual if there is a change in the context of the data.
This is mostly controlled with the help of dataset structure.
A grouped anomaly is anomaly that consists over the entire
dataset. DDoS flooding is an example that creates a complete
harmful and coordinated data-set. This approach is ordinarily
completed after training and recognition stages. This stage
trains the classifier with input data and the classifier profi-
ciency depends upon it. Input contains events, patterns and
possible outputs. The data may be in the form of uni-variate
and multivariate data. In case of more than one variable

the data is also a combination of the multiple datasets. The
input data is labeled. These labels decide whether the data
is normal or attacked. The classifier learns from those labels
to classify the test data. The dataset for research consists of
both training and testing data. KDD’99 is an example of this.
It has roughly 490K vectors which are single connection [31].
This single vector has 41 attributes. Each of these attributes
is normal or attacked. There are four classes of attacked data.
These are DOS, Remote to Local, User-to-Root, and a Prob-
ing attack. Rules based learning is another name of supervised
machine learning techniques. Such a learningmethod uses the
labeled instances for learning of patterns and then creates its
own rules for classification of the data. This identification of
DDoS attack is done with the help of labels. This learning is
the simplest way of learning and classifying. It is the same
as like someone trying to classify the shades of light. These
colors can be also used by the camera to match the new colors
to label them. These colored examples can then also be used
for the classification of car color based on the same labeled
data. We can differentiate the learning methods by seeing the
labels. If these are labeled dataset in the training data then
the technique is rule based supervised learning [23]. Table 2
presents a comparison of the research discussed.

In this paper, we highlight DDoS attack trends, existing
DDoS attack detection techniques, detection of DDoS attack
routes, and state of the art mitigation techniques at the initial
stage. We also inspect the industrial DDoS mitigation solu-
tions that prevent and respond to network attacks. We com-
pared the accuracy of detection, specificity, mechanisms,
and specificity with existing solutions. These approaches are
compared to our proposed method. Our contributions in this
paper can be summarized as follows. We have developed
a mechanism that not only detects the presence of DDoS
attacks but also identifies the route of attack and starts a
process of mitigation at the initial stage of a DDoS attack.
We proposed an algorithm that integrates the optimized SVM
and SNORT IPS to detect the attack at initial stage, identi-
fying the path of the attack and options for mitigating the
DDoS attack. The experimental results show that the pro-
posed method can find the route of host machine from which
a DDoS attack started within its initial stage and that the
proposed mechanism rapidly mitigates the DDoS attack in
the network.
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The rest of the paper organized as follows. Section III
provides an overview of materials and methods of our pro-
posed method. In Section IV, we present the results of pro-
posed methodologies and provide a detailed discussion on the
implementation of the method. Section V concludes the paper
and provides future directions.

III. MATERIALS AND METHODS
The protection method is designed based on traffic behavior
analysis, packet header validation, used protocol validation
and traffic matching with datasets. The protection method
prevents the malicious traffic to reach the destination after
analysis of network traffic for odd behavior or network abnor-
malities. This method works as an inline intrusion prevention
system because it not only removes the malicious traffic by
dropping it but also rerouting such traffic from the primary
route to the secondary route for traffic redirection. These
functionalities can be performed autonomously. This method
becomes extraordinary by adding additional functionalities
of continuous traffic monitoring, behavior analysis, statistical
analysis, proactive DDoS attack intelligence, and by provid-
ing a rigorous DDoS secured environment.

A. DESIGN OF PROPOSED DDOS PROTECTION METHOD
The DDoS protection method offers comprehensive and con-
sistent network traffic monitoring for malicious activities
through investigating the packets header information utilizing
supervised learning and contrasting network traffic behav-
ior, with KDDCUP99, DAPRA datasets and updated DDoS
attack datasets. Since recovering a lot of network packets
require high preparation rate and is extremely costly. In spe-
cific networks, the threshold value varies from packet infor-
mation or higher than the threshold value with respect to a
possible DDoS attack and needs to be monitored. We used an
individual packet threshold for every protocol to overcome
this issue and identify threshold values accurately.

Considering assessments, we have chosen the finest thresh-
old value per network protocol by checking per unit time of
the most extreme network packets in chose condition where
the original threshold values are adjustable. The packets are
isolated and an examination of the planned network is per-
formed. Our proposed method uses these configurations to
choose the validity of the malicious packets. The detection
sensor of proposed method is set up in each network node by
utilizing SNMP. When we train the decision tree algorithm
with old data-sets the result of the detection method is an
unknown value. By utilizing a decision tree algorithm has
the unique qualities to separate unknown attack behavior if
type of attack or attack trained with the algorithm. Results
are demonstrated using the method trained with old data-sets
then the decision tree algorithm.

The research also demonstrates the statement that the
method can detect unknown and known malicious traffic if
trained with network agent with up to date datasets. The
cross-layer upgrade for optimization of transform ICT under

secure multi-agent system to overcome existing distributed
systems bottlenecks issues [32].

In this circumstance, proposed method if one of the agent
failed to recognize attack while other neighboring DDoS
agents sense a similar attack that agent before trained with
old data-sets now it should be trained with up-to datasets
yet it will go offline from network because agents trained
with supervised learning and specific configurations need to
be activated or re-activated according to requirement. In this
manner, when the algorithm learning isn’t with latest datasets
then the additional help can be obtained from the agents
share knowledge to make further actions. Meanwhile every
agent sends logs of every DDoS attacks to system controller
for signature database and send SNMP trap to all devices
with new ACL data, new iptable information and routing
information. One of agent act as main controller gather all
the attacks information and forward it as a solitary email to
the network admin. All the DDoS agents are comprehensively
process and work as an independent controller or distributed
agent which communicates with other agents inside the net-
works or that are sent in various networks. In this way on
the off chance that controller DDoS agent quits working the
other sensor take charged as controller in the system can
in any case send and get SNMP trap messages along these
lines help to make our proposed method mechanism solid,
dependable and impervious to DDoS agent crumple or crash.
For implementation of the proposed method, the planned
DDoS IPS system is a SNORT integration module which is
based onUbuntu Linux. To elevatemalicious network packets
and allowing legitimate network packet DDoS IPS request
IPTABLES by using destination IP in results.

B. DESIGN OF PROPOSED DDOS PROTECTION
METHOD NETWORK MAP
The proposed DDoS protection method network map
describes details of a network layout of an organization. The
main risk for the network is an attack from the external net-
work. Many times DDoS attackers forward flooded network
traffic to the victim’s host with packets, ACKs or requests
that consume all the available resource or exhaust bandwidth
like state tables or CPU and memory. For better detection
and defense tools are placed at the edge of the network and
Figure 1 presents proposed method for DDoS defense while
Figure 3 presents the deployment architecture of the method.

The proposed method consists of primary and backup edge
routers and working on High Availability (HA) mode. In HA
mode, one router works as active mode and second one work-
ing in passive mode. Flow starts from an incoming packet
analyzing. First check in blacklist database if attack detect
then it discards on initial stage. If attack not encounter in
black list database then further action for protocol analysis
we have been used LS-SVM algorithm start it analysis iphdr,
tcphdr, UDPhdr, icmphdr, data and iptables. If any attack
detects in LS-SVM algorithm then packet drop and insert
finding in signature based database. The LS-SVM is the most
efficient and effective classifier for use in detecting of DDoS
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FIGURE 1. Network map of proposed method.

FIGURE 2. Learning mechanism of the proposed method.

attack traffic pattern [16]. Figure 2 presents the learning of
the proposed DDoS protection system.

C. PROPOSED PRE-PROCESSING ALGORITHM
The Algorithm 1 shows the proposed method for mitigation
of the attack.

D. LS-SVM
Least Squares Support Vector Machine (LS-SVM) is an
evolutionary algorithm based on Support Vector Machine
(SVM). It uses themethod of LS-SVM instead of the standard

SVM quadratic programming method, converting a quadratic
optimization problem with inequality constraints in original
space into the equation kernel space constraints, and con-
verts the standard SVM inequality constraints into equality
constraints by solving linear equations to obtain the least
squares support vector machine classifier model. In this way,
the solution process is transformed to solve linear equations.
Since the complexity of algorithm is low and the efficiency
is high, so we can apply LS-SVM to solve classification
problems.

IV. RESULTS & DISCUSSION
To evaluate the proposed method, real-time network traffic
should be generated which is very difficult to generate. The
LOIC is one of the best tool in generating the malicious
traffic to the network. The three types of DDoS attacks are
used in attacking the server machine. These are HTTP, TCP
and UDP based attacks. For maintaining the same amount of
attack traffic throughout the experimental process, a Tcpre-
play tool is implemented. For experiments results data has
been taken by the snort machine to the CAS form, changed
to the standard layout then LS-SVM (Least Squares Support
Vector Machine) can predictable, then make the standard file
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FIGURE 3. Deployment architecture of the method.

format as the training sections to do some recognition and
sorting.

A. TESTBED DESIGN
Initially in this experiment, the evaluation of both IPS tech-
niques are done against the three different profiles of DDoS
attacks individually and the results are compared. To evaluate
the IPS techniques, a testbed should be created such that it
should support evaluation of any IPS against these attacks.
We used accuracy, exposure and proficiency for identify
positive outcomes and capability to identify malicious out-
comes, to evaluate the proposedmethod of IPS. Table 3 shows
the evaluation of experiments through other methods and
IPS based on signature for which we recorded measureable
estimations. The attack data traffic used (low rate to high
rate) and legitimate for test IPS solution in a controlled net-
work and isolated atmosphere. During experiments, we have
launched 1 hour of original traffic and 1 hour of (UDP, HTTP,
TCP) DDoS attacks involving 10 to 20 bots to target the
destination. We used VMware VM (virtual machines) for
zombies and client for attack from virtualized environment
where the VM are linked to the victim machine using routers.
Then we installed the IPS by using snort inline the gateway
where it inspected the traffic for anomaly and abnormality.

B. IMPLEMENTATION
The LOIC tool is placed in this framework for generating the
malicious traffic as this provides the GUI and easy operating.
It also has the capacity of generating the real-time traffic of
TCP, UDP, and HTTP flood attacks whichmatch the behavior
of the DDoS profile. The three flooding attacks are used
against the apache web server. We have used three different
DDoS attacks because they provide a possible view as to
whether the protocols have any effect in the handling attacks.
To generate the genuine traffic to the server a load testing tool
JMeter is used [33]. The JMeter is used because it is an open
source testing tool developed by Apache and is widely used
for testing web applications. This tool provides the GUI for
generating the HTTP traffic with regular intervals of time as
depends on several user threads selected. We should ensure
that the same amount of real time traffic should bemaintained
for evaluation of both IPS techniques. Generally, there are two
methods to replicate the same amount of traffic each time.
To use existing datasets: Using of datasets like DARPA and
KDDCUP99 [34] helped in generating the traffic. Among
them, the most used datasets are KDDCUP99 and DAPRA’s
datasets for capturing and save datasets. Since there are many
datasets better than DARPA and KDDCUP99 [35] we had
selected to generate and capture the traffic. So, Tcpreplay tool
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Algorithm 1 Proposed Pre-Processing Algorithm where,
n: the number of packets, D: destination address, S: source
address, U : UDP header, T : TCP header, F : Flag, R: average
received packets, K : TTL for attack packets, −M : attack
packets, 1: counter for legitimate packets, SEL_FET (): a new
feature list of dataset with tag ‘‘M ′′ or ‘‘−M ′′.
1: Input packets
2: For I = 1 : n
3: D = data(I , 2)
4: U = (I , 2)
5: T = (I ,M )
6: F = (I ,M )
7: S = (I ,M )
8: For J = M : n
9: N = find(data(J ,M ) == S,F,T ,U )&

(data(I , 2) == D)
10: If R ≥ K
11: SEL_FET (I ,M ) = data(I ,M )
12: SEL_FET (I , 2) = −M
13: Else
14: SEL_FET (I ,M ) = data(I ,M )
15: SEL_FET (I , 2) = M
16: End

is used as it has the capacity of repeating the same dataset with
various options such as network speed whereas other tools
like Harpoon does not generate real-time traffic [36].

C. PERFORMANCE EVALUATION
The proposed method performance is measured in terms
of identification of attack (accuracy), detection rate (sen-
sitivity) and false alarm rate (specificity) using different
equations [37]. The accuracy signifies the ratio of properly
recognized results over the full data used by the proposed
method or true negative results, while mistakenly recognized
alarm are false positive and false negative results.

The proposed method accuracy is measured by Equation 4.

• True positives (TP): truly identified true information.
• True negatives (TN): truly identified false information.
• False positives (FP): incorrectly identified information.
• False negatives (FN): incorrectly identified false infor-
mation as true.

True Positive Rate (TPR) =
TP
P
=

TP
TP+ FN

(1)

False Positive Rate (FPR) =
FP
N
=

FP
FP+ TN

(2)

False Negative Rate (FNR) =
FN
P
=

FN
FN + TP

(3)

Accuracy =
TP+ TN

TP+ TN + FP+ FN
(4)

The sensitivity signifies the ratio of truly recognized mali-
cious packets over the whole range of true results gained by
the proposed method. The identification of attack traffic of

the proposed method is measured in Equation 5.

Sensitivity =
TP

TP+ FP
(5)

The specificity represents the rate of incorrectly identified
abnormal packets over the entire range of negative results
produced by the proposed method latency as it did not have
any bearing on the rate of false positives. Because the way
the method depends on the dataset, learning based change
of rules, to decrease false positives, it does not expand the
rate of false negatives. Any false-negative that exists in the
considered method would likewise exist in an IPS without
the additional tools kits. The specificity of the proposed
method is measured by Equation 6.

Specificity =
TP

TN + FN
(6)

Score = 2×
Recall × Precision
Recall + Precision

(7)

The proposed method is evaluated against the performance
evaluation under both single source and multiple source
attack environments using the Equation 7. False positive rate
is defined by Equation 2.

D. RESULTS
The results are based on two scenarios of testing behaviors.
The first phase of testing was legitimate traffic that seemed
suspicious because of badly composed arrangement of snort
rules. The second phase was represented as a case where
an attacker made an attack on the network by LOIC tool
for DDoS attack it is low level of attack tool which. First
phase represents to a case in which an arrangement of seven
rules were made to control the access of specific parts of the
network. In the first phase of testing, out of the 23 packets sent
to the network, 13 were dropped by IPS. This added up to a
false positive rate of more than 50%. All traffic in this stage
that was esteemed suspiciouswas quickly dropped. In the sec-
ond period of testing, a similar traffic was replayed against
the network. The principal set of packets did not coordinate
against the IPS rules and were in this way directed to the
backup router after the underlying arrangement of packets,
then a single request generated for a connection caused an
IPS rule to delete. The result was the addition of a new NAT
rule in IPTABLES to drop following IP address in INPUT
table and FORWARD table following rule added by scripts.

This rule caused all traffic from the following IP to drop.
The second scenario was designed to emulate a situation
where an attacker discovers way to attack a DDoS attack.
Once more, as in the second period of testing for the first
scenario, the request made to IPS inline for another NAT rule
was added to the firewall that kept running closely with IPS.
Now, the request was classified to suspicious traffic and was
routed to backup router. The following request reached the
backup router which prepared the request and restored the
element of the attack packets. As the element of attack pack-
ets went through the backup router, the IPS rule to identify
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the components of the attack packets read and write to the
alert.log record. The snortwatch.pl script distinguished this
new alert in the alert.log record and started a smooth restora-
tion from the attack. Two new iptables rules were included as
the principal rules of the IPS, as should be possible in first
period of testing. This quickly kept attackers from exploiting
the successful attack by cutting them from the network. As the
last restriction is not critical so we chose not to investigate.
Figure 4 provides the CPU load results during performing the
scenarios.

FIGURE 4. CPU load results.

The outcomes of the false negatives demonstrated that
there was no effect on the false negatives rate caused by the
new IPS. The first test stage saw an aggregate of around
60000 packets that were resolved to be false negatives.
In the second period of testing, with fuzzy traffic, tests
show a similar number of alerts for this situation of around
56000 logged which prompted a lower rate of false negatives.
As said prior in the examination, this could have a few causes
and the rate of false negatives between the two systems
will be at least equivalent. The false positive alarms affect
the performance of Snort [26]. Most essentially, the method
decreased the false positive rate to zero without affecting the
rate of false negatives. The outcomes similarly demonstrated
a smooth procedure to recover from attack so the attack
could be breaking down while legitimate users could securely
keep on interacting with the network. While these outcomes
were promising, they were just a beginning, as the proposed
method could be extended from numerous points of view to
give better insurance to protect the network, while likewise
giving expanded capacities to monitoring attacks. To ensure
the experiment environment is the same in evaluating the IPS
techniques as in performance metric CPU load, latency, and
average packets. Each iteration of the experiment is repeated
ten times and the mean value is calculated and recorded in
the results section. The proposed IPS method experimental
results are better in terms of accuracy, detection, specificity
and exposure in comparison with other IPS and Snort results
given in Table 3.

This method is based on back propagation and compared it
with other methods to back propagation that specifies better

TABLE 3. Traffic accuracy in normal traffic flow

performance and accuracy. Fries did the intrusion detection
using fuzzy clustering of TCP packet attributes [20], and [38]
used SVM along with ACO feature subset [30]. Apart from
intrusion detection, there are many other application areas
where machine learning is applied as in [9], [23], [24], [31].

TABLE 4. Evaluation of results

FIGURE 5. Comparison of update and old datasets results.

Authors used statistical method and K.P.C.A (Kernel Prin-
ciple Component Analysis) and P.S.O (Particle Swarm Opti-
mization) SUM DDoS Attacks detection [39], [40]. K.P.C.A
is used to remove useless features and P.S.O to optimize sup-
port vector machine. Proposed IPS solution provide 97.9%
detection accuracy while the percentage of unknown and
known attacks was 62% and 58%. The detection results for
high and low rates of DDoS attacks were 97.9% and 98.6%,
individually if compare with snort simple rules 92% and 91%
individually. Our proposed method has been trained with
new and old datasets. We launched numerous unknown and
known attacks to get better outcome of the method. Table 4,
Table 5 and Figure 5 represent results of the experiments. The
results in Table 9 represent that when training the agent in IPS
method with old datasets then system reacted badly with 89%
of exposure accuracy where the detection rate of accuracy is
85% and 40% for unknown and known attacks individually.
The results in Table 7 represent that when training the agent in
IPS method with latest datasets the solution’s detection accu-
racy was 99% with 59% and 70% for unknown and known
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TABLE 5. Comparison of different approaches using updated datasets

TABLE 6. Traffic accuracy in malicious traffic flow

TABLE 7. Results comparison between old datasets and up-to-date
datasets

attacks. This showed the statistic that when trained with
supervised leaning with updated and latest datasets proposed
method can deliver improved results with superior accuracy
in detection.

TABLE 8. Performance measurements

TABLE 9. Performance analysis of SVM & different algorithms

We have used more feature of dataset to increases detec-
tion accuracy. Table 6 shows the traffic flow with malicious
behavior. Whenever the dataset contains more features its
accuracy increases [16]. Table 8 and Table 9 present the
experiments and results. Figure 6 presents comparison of
proposed IPS with other solution in graph upper line show the
proposed IPS. The detection accuracy results for high and low
rates of DDoS attacks were 97.9% and 98.6%, individually if
compare with snort simple rules 92% and 91% individually.
LS-SVM previous approaches, since either the percentage
accuracy of previous approaches is lower than those achieved
by our approach, for example 94% in [16], or are with
Kappa coefficient stabilitymeasurements for example in [16].
In addition, the SNORT FPR (specificity) of the Fuzzy logic

FIGURE 6. Optimized SVM & SVM chart.

algorithms are 55.2% on average [41]. Thus, we can claim
that our proposed method is more effective.

V. CONCLUSION
The tests provide a proof of idea for a smart routing based
IPS that is intended to reduce the impact of DDoS attacks.
It showed the ability of the method to effectively and con-
sistently recover from an attack. The successful recovery
was characterized as having a reinforcement gateway of the
cooperated network that could be utilized for a forensic inves-
tigation and additionally restoring the cooperated network
to a protected state with the goal that it could be utilized
by authentic users. Being an automatic process implemented
in the method could recovery state from the attack with no
human interference. The proposed IPSmethod can learn from
malicious activity to act likewise. The learning procedure
truly helped when an attacker effectively launches an attack.
The proposed method goes far in lessening false positives
without decreasing false negatives and opens a few ways
of development that could additionally enhance the present
systems of intrusion prevention. By learning from attacks
instead of simply obstructing the attacker, it is conceivable
that avoiding access to networks also helped in zero-day
attack. We utilized trained agents to recognize TCP, HTTP
and UDP attacks utilizing the fundamental key examples
that recognize genuine activity from DDoS attacks. A dump
record of genuine network environment is utilized to begin the
learning procedure. We have assessed the proposed method
with other research. The designed proposed IPS to prevent
an entire network from DDoS attack and data packets sniff
from achieving the objective while giving up genuine net-
work traffic activity to go through. Additionally, assessed
proposed method via training it with old existing and cus-
tom generated update datasets and it gave better results and
recognized DDoS attacks that were relatively undefined with
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most recent examples it was trainedwith. SomeDDoS attacks
were not recognized on the grounds that the agents were
trained with old data examples and hence demonstrated that
old datasets or inappropriate training can show poor results
yet extraordinary DDoS cases can show better result in iden-
tifying DDoS attacks. While a pre-selected set of network
traffic had a close to 48% false positive rate in the main period
of testing, a similar network traffic sent to the network with
the reinforcement gateway router had zero false positive. The
zero day attack and multi-threading for packet processing are
the only limitations of this method. This will be eliminated
using SNORT3 in the future work. The future work should
also includes to test the behavior of different applications
under different DDoS attacks.
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