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ABSTRACT Recently, massive research works have been accomplished for augmenting privacy and security
requirements for cybersecurity applications in wireless communication networks. This is attributed to the
fact that conventional security processes are not appropriate for robust, efficient, and reliable multimedia
streaming over unsecuremedia. Therefore, this paper presents an efficient color image cryptosystem based on
RC6 with different modes of operation. The proposed cryptosystem is composed of two phases: encryption
and decryption. The encryption phase starts by decomposing the color plainimage with few details into its
RGB components, which in turn, are segmented into 128-bit blocks. These blocks are then enciphered using
RC6 with an appropriate mode of operation. After that, the corresponding enciphered blocks of RGB com-
ponents are multiplexed for constructing the final cipherimage. This scenario is reversed in the decryption
phase. The performance of the proposed cryptosystem is gauged via simulation using a set of encryption
quality metrics. The simulation results reveal that the proposed cryptosystem with cipher block chaining
(CBC), cipher feedback (CFB), and output feedback (OFB) modes can efficiently and effectively hide all
information of the color images with few details even in the presence of some input blocks with similar data.
On the other hand, the results show that the electronic codebook (ECB) mode is not effective at all in hiding
all details of images. Finally, the obtained results ensure the applicability of the proposed cryptosystem and
its efficiency in encrypting images in terms of security, encryption quality, and noise immunity.

INDEX TERMS Image encryption, ECB, CBC, OFB, CFB, Digital communications, Color images with
few details.

I. INTRODUCTION
In recent years, information privacy and security have played
an essential role in our daily and modern cybersecurity appli-
cations. The dramatic advances in computers, mobiles, and
communication technologies have led to a massive increase
in the usage of digital communications. Therefore, digital
communications invaded almost all fields of our modern
lives such as training, e-commerce, military, e-learning,
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multimedia broadcasting, politics, banking, education,
telemedicine, pay-TV, etc. As a result, a huge amount of
data is daily transmitted using shared public networks, most
popularly the Internet. A major part of such data is either
governmental or private sensitive documents transmitted as
images. Protecting the stored and transmitted data over cloud
computing data centers and modern communication systems
is one of the major concerns of cybersecurity applications.
Consequently, securing images transmitted via digital com-
munication systems to keep them away from modification,
partial or total removal of their contents, and addition of
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fake information has become a vital research problem for
scholars. Hence, various image ciphering techniques have
been proposed to secure transmitted digital images [1]–[15].

One of the most important challenges in cybersecurity
applications and cloud data storage is the requirement of
security and authenticity of the data being uploaded, down-
loaded, and stored, and the need for securing this data from
unlicensed and illegal admission and access. Over the years,
it has been claimed that chaos-based image/video encryption
proposals are preferred in image encryption due to their
potential reduction of computational effort compared with
conventional ciphers. In [16], it was proved that this argument
is not correct in the scenarios of encrypting color images
with few details as they offer high correlation between similar
pixels after the encryption process.

Numerous cybersecurity procedures, such as digital signa-
ture authentication and cryptographic methods, are exploited
to safeguard stored and transmitted digital images from
unlawful attacks. Traditional ciphering techniques like DES,
IDEA, ElGamal, and RSA have been constructed based on
complicated mathematical problems [17]. They can be cate-
gorized into single-key and double-key encryption systems,
and they have been implemented only in encrypting textual
data [18]. In contrast to textual data, images are charac-
terized by various features such as a large number of data
blocks, which cannot be processed with traditional ciphering
techniques. The main barrier for constructing an influential
image ciphering system based on traditional techniques is that
diffusing and shuffling image data using such techniques is
an extremely tough process [19]. One more barrier is that
such traditional techniques need extra processing steps for
handling the data of compressed images. Consequently, they
require a huge processing capacity and a long computational
time.

Various block ciphering techniques such as RC5 [20],
RC6 [21], and Rijndael [22], [23] have been proposed to over-
come such limitations of traditional ciphering techniques.
These techniques are symmetric. The symmetry property
means that they utilize the same key in encrypting and
decrypting information. The block processing means that
the information to be encrypted is partitioned into several
partitions of the same size called blocks before submission
to the ciphering algorithm. Consequently, block ciphering
techniques are intensively utilized in the coding of long files
such as E-mails, and files on computers.

The RC6 has emerged in 1998 as a development of RC5 to
satisfy the Advanced Encryption Standard (AES) require-
ments [23]. It massively utilizes data-dependent rotations to
overcome the limitations of traditional ciphering techniques.
It employs four 32-bit registers, and it includes integer multi-
plication as an extra operation, which significantly increases
the attained diffusion per iteration [24]. It can process blocks
of 128 bits, and it can be easily implemented. Consequently,
it increases the security level and throughput.

The encryption of color images with few details represents
a great challenge for the majority of ciphering techniques.

Block ciphering techniques cannot efficiently hide the fea-
tures of color images with few details, because the val-
ues of the pixels incorporated in the encryption process are
very close to each other. Indeed, the spatial domain chaotic
encryption techniques have a drawback of keeping analo-
gous histograms to those of the plainimages. The problem
of encrypting images with few details represents a great
challenge for the majority of encryption techniques that have
not been studied in detail, yet.

Based on our knowledge, the only related research was
given in [25], which introduced a cryptosystem for encipher-
ing of gray-scale images with few details. This cryptosystem
is constructed using wavelet fusion as a pre-processing oper-
ation on the images before encryption aiming to hide the flat
patterns. This can be achieved through fusing the plainimage
with another wide-histogram image. After the fusion step,
the fused image is then encrypted using RC6 or chaotic Baker
map. The authors evaluated the performance of their system
using various quality indicators. The effectiveness of this
cryptosystem has been examined in the presence of noise
before the decryption process. The results reveal that this
cryptosystem can efficiently and securely encrypt gray-scale
images with few details. Indeed, the application of encryption
techniques with different modes of operation (ECB, CBC,
CFB, and OFB) for encrypting normal gray-scale digital
images reveals improvement in the encryption quality [19].
Such results encouraged us to apply the RC6 with different
modes of operation to encrypt color images with few details,
which cannot be encrypted efficiently with traditional RC6 or
other encryption techniques.

In this research, an efficient color image cryptosystem
based on RC6 for images with few details is presented.
It employs RC6 with different modes of operation. This cryp-
tosystem begins by extracting the RGB components, which in
turn are divided into 128-bit blocks. These blocks are then
fed to the RC6 algorithm with different operation modes,
and the corresponding enciphered blocks are assembled after
that to construct the encrypted color image. This scenario
is reversed in the decryption phase. The performance of the
proposed cryptosystem is assessed and evaluated using dif-
ferent quality metrics via simulation. The results show that
the proposed cryptosystem with CBC, CFB, and OFB modes
can effectively encrypt the color images with few details
and hide their features. In contrary, the proposed cryptosys-
tem, when implemented using RC6 with ECB mode, cannot
efficiently hide the details of the plainimages. The obtained
results ensure that the proposed cryptosystem is applicable
and efficient from the security, ciphering quality, and noise
immunity perspectives.

The remaining paper parts are structured as follows.
Section II describes shortly the RC6. In section III, the oper-
ation modes details are presented. Section IV presents
the proposed image cryptosystem. Section V gives the
encryption quality indicators used in evaluating the per-
formance of the proposed cryptosystem. Section VI cov-
ers the obtained simulation results with some observations.
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Finally, Section VII gives the conclusions and the new
research directions.

II. RELATED WORK
This section presents the fundamentals of the RC6 and the
different operation modes. The RC6 is a direct development
of RC5, and it depends on the utilization of four 32-bit reg-
isters instead of only two registers in RC5. Therefore, it can
process I/O blocks of 128 bits. The utilization of four 32-bit
registers in RC6 is motivated by conducting two rotations in
each round instead of one rotation in a half round in RC5.
More data bits are utilized in every round to define the amount
of rotation.

The RC6 has three variable parameters: size of the
word (w) in bits, number of rounds (r) which is a
non-negative integer and length of the secret key in bytes
(b) that is used in both encryption and decryption phases
[21], [23], [26], [27]. Based on the values of such param-
eters, the RC6 is precisely identified as RC6-w/r /b. The
RC6 is composed of two Feistel networks in which the
data are merged through certain relations that are data-
dependent. Every iteration of the RC6 has certain operations:
the f (x) = x(2x + 1) mod 232 function that is applied twice,
two fixed 32-bit iterations, two 32-bit iterations of data-
dependent rotation, two XOR operations and two modulo-
2 additions for 32 bits. The diffusion achieved per iteration
is strongly increased by the addition of a multiplication oper-
ation, which improves security, and throughput, and at the
same time minimizes the number of rounds. One more final
issue is that the RC6 employs an extended table of keys,
S[0, . . . , t − 1], comprising t = 2r + 4 w-bit words as
keys [20], [21]. For more information about the RC6 cipher-
ing technique, the reader is referred to [20], [21], [26].

The operation mode in cryptography is a procedure, which
is utilized with block ciphering for providing various infor-
mation services like authenticity and confidentiality [28].
Any stand-alone block ciphering technique is appropriate
only for encrypting and decrypting a single fixed-length set
of bits known as a block [29]. The operation mode deter-
mines how one can repetitively execute a one-block cipher-
ing technique for securing and transmitting an amount of
information larger than one block [29], [30]. Straightforward
utilization of block ciphering techniques is not advisable at
all. Any intruder can easily break the encryption algorithm.
To avoid such problem, various operation modes can be
applied with block ciphering techniques. Such application
enables users to select the suitable mode, which can satisfy
the user requirements. These operation modes relay on the
method in which the ciphering technique deals with the input
data blocks. If a specified operation mode is employed in the
encryption phase, it must be employed also in the decryption
phase. In this section, we will discuss the operation modes
recognized by the abbreviations ECB, CBC, CFB, and OFB,
and how they can be used in block ciphering to construct a
cryptosystem. During the discussion, the following variables

are used: n length of block, K secret key, EK encryption map
and DK decryption map.

A. THE ECB MODE
The ECB may be considered as the straightforward mode
to be utilized with a block cipher. The information mes-
sage to be encrypted is partitioned into blocks. Each block,
in turn, is autonomously encrypted, which means that there
is no dependency between blocks in the decryption process.
If an error exists in a certain ciphered block, a decryption
error will appear only in its corresponding decrypted block.
That is the ECB is characterized by preventing error prop-
agation, which is a major advantage. On the other hand,
there is a one-to-one correspondence between input blocks
and their corresponding output blocks. The original text is
partitioned into equal-size blocks (X1,X2,X3, . . . .), each of
n bits. These blocks are mapped after the encryption pro-
cess to (Y1,Y2,Y3, . . . .) using Eq.1 and decrypted using
Eq.2. Encryption and decryption are implemented with the
same key.

Yi = EK (Xi) (1)

Xi = DK (Yi) (2)

This means that the original plaintext block X is encrypted
using the secret key K to generate the ciphertext block Y .

The ECB mode is not recommended in the protocols of
cryptography, otherwise these protocols will not be strong
enough to protect integrity. Indeed, they will be subjected
to replay attacks as every block can be decrypted using the
same method. An intruder can construct a codebook as the
ECB is not semantically secure. Moreover, in the ECB mode,
identical input blocks always have similar ciphered output
blocks, and they are encrypted in the sameway. This feature is
considered as a major drawback of the ECB operation mode,
because it does not hide fixed patterns of data. The effect
of this drawback of the ECB mode becomes clear if it is
applied for encrypting a digital image, which contains wide
areas having identical colors or reiterated patterns. Such areas
or repeated sections will be partitioned into several blocks
having approximately similar patterns, and will consequently
give approximately similar ciphertext blocks. As a result,
the encrypted image may reveal some features of the source
image. Such main disadvantage is avoided with the other
operation modes.

B. THE CIPHER BLOCK CHAINING (CBC) MODE
The CBC operation mode is a popular one. It eliminates the
main drawback of the EBCmode by XORing bits of the input
plaintext block with the previously ciphered block before
the encryption process. Consequently, every ciphertext block
will be dependent on the entire blocks of the plaintext up
to the current point [31], [32]. During the decryption oper-
ation, the XOR is conducted again to remove this effect.
The enciphering process is initialized by a dummy selected
message (block of a specified length that is known as the
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Initialization Vector (IV )). This IV can be sent to the receiver,
i.e., the security of the encryption system is based on securing
the key not on securing the IV . A non-repeated and unique
value of the IV is needed for every encryption process using
the same key. The IV is utilized for ensuring that different
ciphered blocks are obtained, if the same original plaintext
block is encrypted many times individually using the same
secret key [31]. Therefore, every ciphertext block relies on
the IV value and the entire plaintext blocks preceding that
block. In other words, the CBC operation mode is character-
ized by using a serial dependence technique. Consequently,
similar input blocks are encrypted to different ciphertext
blocks by utilizing distinct IV values for each block, and
the last ciphertext block relies on the whole plaintext. The
deciphering process can be parallelized, because only the jth

and (j − 1)th ciphertext blocks are needed in obtaining the
jth plaintext block. The encryption and decryption procedures
are performed in CBC mode according to Eq. 3 and Eq. 4,
respectively.

Even though the CBC operation mode is the most utilized
mode, it suffers from some drawbacks. The first one is that
the encryption process is conducted serially i.e., it cannot be
performed in parallel. Therefore, its throughput is low. The
second is that the length of original message to be encrypted
must be an integer multiple of the block size, otherwise it is
padded to satisfy such condition using a ciphertext stealing
technique. One more drawback of the CBC mode is the error
propagation as the existence of an error in the jth encrypted
block leads to errors in the decryption of jth and (j + 1)th

blocks [32].

Yj = EK (Yj−1 ⊕ Xj) (3)

Xj = DK (Yj)⊕ Yj−1, j = 1, 2, 3, . . . .. (4)

Y0 = IV (5)

C. THE CIPHER FEEDBACK (CFB) MODE
The CFB mode was proposed for encrypting and transferring
some values of the plaintext instantaneously one after another.
Using the CFB mode, some features of stream ciphering can
be obtained with block ciphering. The decryption operation
with the CFB mode is very similar to the reverse execution
of the encryption operation with the CBC mode. This mode
also depends on the IV that is selected similar to the CBC
operation mode. The utilization of different IV s in ciphering
the same input plaintext block yields different enciphered
block [33]. Although the IV can be sent to the receiver openly,
certain applications require securing it. The CFB operation
mode employs the block cipher as a module in a generator
of random numbers. The CFB operation mode works by
XORing the recent block of plaintext with the former cipher-
text block to create the recent ciphertext block. The XOR
operation has a large effect on the patterns of the plaintext.
The original plaintext cannot be processed directly without
having retrieved blocks either from the start or the end of
the ciphertext. The encryption and decryption procedures are
performed with the CFB mode according to Eq. 6 and Eq. 7,

respectively.

Yj = Xj ⊕ Ij (6)

Xj = Yj ⊕ Ij (7)

Ij = EK (Yj−1), j = 1, 2, 3, . . . .. (8)

Y0 = IV (9)

As in the CBCmode, error in the plaintext continually propa-
gates in the ciphertext. Also, the encryption process cannot be
conducted in parallel, while the decryption process can. If a
one-bit is altered during the decryption process in the cipher-
text, its effect will appear in two plaintext blocks; namely
one-bit will be changed in the corresponding decrypted block,
and the next decrypted block will be entirely corrupted.

D. THE OUTPUT FEED BACK (OFB) MODE
The OFB operation mode transforms block ciphering to con-
current stream ciphering. It produces blocks of key-stream.
It allows different-block-size encryption as in the CFB mode,
but the main difference between them is that in the OFB
mode, the result of block encryption is the feedback rather
than the ciphertext in the CFB mode. The ciphertext is
obtained by XORing such key-stream blocks with blocks
of plaintext. If a bit is flipped in the ciphertext, a flipped
bit will result in the decrypted plaintext at the same posi-
tion. Such feature enables various error fixing codes to work
properly [34]. The encryption and decryption procedures are
similar as a result of the symmetry property of the XOR
operation. The OFB operation mode cannot be parallelized as
every result of the feedback block cipher step relies entirely
on the previously conducted ones [35]. The XOR value for
every plaintext block is obtained autonomously from both the
plaintext and the ciphertext. As in both the CBC and CFB
operation modes, the OFB depends on an IV . The utilization
of different IV values with the same plaintext block yields
different ciphertext blocks. The encryption and decryption
procedures are conducted according to Eq. 10 and Eq. 11,
respectively.

Yj = Xj ⊕ Ij (10)

Xj = Yj ⊕ Ij (11)

Ij = EK (Ij−1), j = 1, 2, 3, . . . .. (12)

I0 = IV (13)

III. THE PROPOSED COLOR IMAGE CRYPTOSYSTEM
Here, the proposed color image cryptosystem details are
explored. To the best of our knowledge, the problem of
encrypting color images with few details has not been
studied before. The only related study was introduced
in [25]. It presented a model for encrypting gray-scale
images with few details. In this cryptosystem, the authors
merge the image with few details with an auxiliary image
using the DWT to remove the flat areas homogeneity prior
to encryption. After that, they encrypt the fused image using
the RC6 or Baker map.
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FIGURE 1. The proposed color image cryptosystem.

The proposed color image cryptosystem with different
modes of operation is presented to overcome the limitations
of encrypting color images with few details using traditional
encryption techniques. The reasons for selecting RC6 are
summarized as follows:
• The simplicity and appropriateness for real-time
applications.

• The low computational load, which makes RC6 suitable
for real-time implementation.

• The few resources represented in low memory required
for implementation.

• The applicability on modern processors that allow par-
allel processing

• The elimination of any redundancy in the cipherimage.
The proposed color image cryptosystem depends on the
implementation of RC6 with different modes of operation.
As shown in Figure 1, it is composed of two modules for
encryption and decryption. The encryption module starts by
reading the color plainimage with few details and extract-
ing its RGB components. Each of the RGB components is
partitioned into 128-bit blocks, which are then fed to the
RC6 encryption with the EBC, CBC, CFB or OFB operation
mode. After that, the corresponding ciphertext blocks of the
RGB components are assembled to construct the encrypted
RGB components. Finally, the encrypted RGB components
are assembled to construct the encrypted color image. The
encryption steps can be summarized as follows:

1. Read the color plainimage with few details.
2. Decompose the color plainimage into its RGB compo-

nents.
3. Segment each of the RGB components into 128-bit

blocks
4. Apply the RC6 encryption with EBC, CBC, CFB or

OFB operation mode on the blocks for each of the RGB
components.

5. Assemble the corresponding ciphertext blocks for RGB
components.

6. Assemble the encrypted RGB components to obtain the
color cipherimage.

The receiver starts by decomposing the encrypted color image
into its corresponding RGB components. After that, each
of the RGB components is partitioned into 128-bit blocks
and fed to the decryption module of the RC6 with the same
operation mode utilized in the encryption module. After that,
the corresponding deciphered blocks are assembled for each
of the RGB components. Finally, the decrypted RGB com-
ponents are multiplexed to reconstruct the decrypted color
image.

The decryption steps can be summarized as follows:
1. Read the color encrypted image
2. Decompose the encrypted color image into its RGB

components.
3. Segment each of the RGB components into 128-bit

blocks.
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4. Apply the proposed decryption module with the same
operation mode (EBC, CBC, CFB or OFB) employed
in the encryption module for each of the RGB
components.

5. Assemble the corresponding deciphered blocks for
each of the RGB components.

6. Assemble the decrypted RGB components to obtain the
decrypted color image.

IV. ENCRYPTION PERFORMANCE METRICS
This section summarizes the utilized encryption evalua-
tion metrics that will be used in assessing the performance
of the proposed color image cryptosystem. The attained
encryption/decryption quality is examined using visual
inspection and evaluated with various encryption/decryption
quality evaluation metrics. Table 1 summarizes the uti-
lized encryption performance evaluation metrics and their
formulas.

TABLE 1. Encryption evaluation metrics and their corresponding
formulas.

A. VISUAL INSPECTION
Visual inspection is a major indicator in evaluating the qual-
ity of encrypted images. If the image features are hidden
well, this means that the utilized image cryptosystem is good
in performance [15], [16], [20], [23], [25]. Moreover, it is
known that visual examination does not detect the full relation
between the original and the encrypted images. The visual
inspection alone is not sufficient for evaluating the hiding

efficiency of image details [23], [25], [36]. Consequently,
other encryption quality evaluation metrics are needed.

B. ENTROPY
The entropy is utilized to investigative and assess the RGB
components of the tested color images and to evaluate the
information involved in these components. Eq. 14 defines
how the entropy is computed [25], [36]:

Entropy = −
n∑
i=1

Pr (xi) logPr (xi) (14)

where xi is the ith intensity value and Pr is its corresponding
probability. Consequently, a large entropy value indicates
good encryption.

C. ENCRYPTION QUALITY TESTS
A class of well-known quality metrics is utilized in evaluating
and comparing the quality of encryption of different encryp-
tion techniques. These metrics include, but are not limited
to, irregular deviation, correlation coefficient and histogram
deviation.

1) CORRELATION COEFFICIENT (CC)
The CC(I ,E) is calculated between the original I (xi, yj) and
the encrypted E(xi, yj) versions of the RGB components of
the tested color images as follows [37]–[39]:

CC(I ,E) =
cov(I ,E)
√
D(I )
√
D(E)

(15)

cov(I ,E) =
1
L

L∑
i=1

(I (i)−Mean(I ))(E(i)−Mean(E)) (16)

D(I ) =
1
L

L∑
i=1

(I (i)−Mean(I ))2 (17)

D(E) =
1
L

L∑
i=1

(E(i)−Mean(E))2 (18)

where L denotes the pixel count of the image. Consequently,
the lower the value of CC(I ,E) between the original I (xi, yj)
and the encrypted E(xi, yj) for all RGB components of the
tested color images is, the better the encryption quality.

2) IRREGULAR DEVIATION (ID)
The ID approximates the encryption accuracy through mea-
suring how much irregular deviation is caused by the encryp-
tion. According to [40]–[42], the ID can be calculated as
follows:

ID(I ,E) =

∣∣∣∣∣255∑i=0 hd (i)
∣∣∣∣∣

M × N
(19)

hd (i) = |h(i)−Mh| (20)

where h(i) and Mh are the cipherimage histogram at every
level i and the uniform histogram mean value for an ideal
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encrypted image. Therefore, achieving low values for ID
means high encryption quality.

D. DIFFERENTIAL EXAMINATION
This metric reveals the effect of a single pixel change on the
entire encrypted image using the proposed cryptosystem. The
following two differential test indicators are employed:

1) NUMBER-OF PIXELS CHANGING RATE (NPCR)
Suppose that E1 and E2 are two encrypted images whose
original images have a single difference in one pixel. The
NPCR is computed as the percentage of dissimilar pixels to
the entire pixels of each of the two encrypted images. The
values of pixels at location (xi, yj) in E1 and E2 are E1(xi, yj)
andE2(xi, yj). Suppose a bipolar arrayD(xi, yj) which is equal
in size to both encrypted images E1 and E2. The D(xi, yj) is
calculated for E1(xi, yj) and E2(xi, yj) as follows:

D(xi, yj) =

{
0 if E1(xi, yj) = E2(xi, yj)
1 Otherwise

(21)

According to [25], [40], the NPCR can be calculated as
follows:

NPCR(E1,E2) =

∑
i,j D(xi, yj)

M × N
× 100% (22)

whereM , and N are the E1 and E2 width and height.

2) UNIFIED AVERAGE CHANGING INTENSITY (UACI)
The UACI is the mean difference between two encrypted
images E1 and E2. According to [25], the UACI can be
calculated as follows:

UACI (E1,E2) =
1

M × N

[∑
xiyj

E1(xi, yj)− E2(xi, yj)
255

]
×100% (23)

E. NOISE IMMUNITY TEST
1) PEAK SIGNAL-TO-NOISE RATIO (PSNR)
The proposed cryptosystem robustness to the presence of
Additive White Gaussian Noise (AWGN) is examined during
decryption. According to [25], the PSNR is calculated as
follows:

PSNR(I ,D) = 10 log
(255)2

W−1∑
i=0

H−1∑
j=0

[I (xi, yj)− D(xi, yj)]2
(24)

where I (xi, yj) and D(xi, yj) are the original and decrypted
color image pixel values at position (xi, yj), respectively. High
values of PSNR indicate that the immunity to noise is high.

2) STRUCTURAL SIMILARITY (SSIM)
The SSIM is employed to assess the quality of the decrypted
image. Based on [25], the SSIM is calculated as follows:

SSIM (x, y |w) =
(2w̄xw̄y + C1)(2σwxwy + C2)

(w̄2
x + w̄2

y + C1)(σ 2
wx + σ

2
wy + C2)

(25)

whereC1, andC2 are infinitesimal constants to avoid division
by zero, and w̄x and w̄y are the average values of wx and wy
regions, respectively. σ 2

wx is the variance of wx region and
σwxwy is the covariance between the two regions wx and
wy. If the SSIM value is high, this means good immunity
to noise.

3) FEATURE SIMILARITY INDEX (FSIM)
The FSIM is employed to assess the decrypted image quality.
Based on [25], the FSIM is calculated as follows:

FSIM =

∑
x∈� SL(x).PCm(x)∑

x∈� PCm(x)
(26)

where �, SL(x), and PCm(x) are the spatial domain, overall
similarity between two images and the phase congruency
value, respectively. High values of FSIM mean good noise
immunity.

V. SIMULATION EXPERIMENTS
A simulation model using MATLAB is built to assess the
performance of the proposed cryptosystem. Using this model,
a set of experimental tests are conducted to study the effect
of utilizing different operation modes (ECB, CBC, CFB,
and OFB) with RC6 on the encryption of color images with
few details. Various sets of performance indices are utilized
in evaluating the proposed cryptosystem including general
indicators like visual inspection, entropy, encryption qual-
ity metrics, differential metrics and noise immunity metrics.
These tests are conducted using different 512 × 512 color
images; namely Medical image, Bit Map, Tux and Water
Lilies as illustrated in Figure 2.

FIGURE 2. Test color images.

A. EXPERIMENT 1
In this experiment, the effects of the different modes of
operation of the proposed cryptosystem on the encryption
quality are investigated. The results of encrypting the RGB
components forMedical, Bit Map, Tux andWater Lilies color
images using the proposed cryptosystem and the cryptosys-
tem of [25] are shown in Figures 3 to 6, respectively. Visual
inspection reveals that both the proposed cryptosystem and
that of [25] are good. Accordingly, as it could be seen easily
from these figures, the proposed cryptosystem with different
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FIGURE 3. Encryption results for the Medical color image using the
proposed cryptosystem with different operation modes.

FIGURE 4. Encryption results for the Bit Map color image using the
proposed cryptosystem with different operation modes.

modes of operationworks fine and produces good results with
CBC, CFB, and OFB operation modes. Using these modes,
the proposed cryptosystem hides completely all information
and nothing is visible at all. No one can easily distinguish
visually between the original image and encrypted one even
if the original image has a large variance in the tone of color.
In other words, if the original color image has some similar
input data blocks, the proposed cryptosystem can encrypt
such blocks efficiently to entirely different enciphered blocks.

In contrary, as shown in Figures 3 to 6, the proposed image
cryptosystem with ECB operation mode cannot hide all of
the original image information and any one can still identify
the general pattern of the original image. Consequently, based
on visual investigation of these results, one can generally say
that employing CBC, CFB, OFB modes with the proposed
color image cryptosystem can totally secure the transmitted

FIGURE 5. Encryption results for the Tux color image using the proposed
cryptosystem with different operation modes.

FIGURE 6. Encryption results for the Water Lilies color image using the
proposed cryptosystem with different operation modes.

information, but the ECB mode cannot do that. It is well-
known that visual observation alone may not be consid-
ered adequate to evaluate the hiding efficiency of image
details. Therefore, the proposed cryptosystem performance
is assessed using encryption quality metrics in the following
experiments to determine which mode is the best in hiding
image details, and at the same time is immune to various
attacks.

B. EXPERIMENT 2
In this experiment, the entropy is used to estimate the amount
of information comprised in the encrypted color components:
RGB components using the proposed cryptosystem and RGB
components of the cryptosystem of [25].

The entropy test results for the encrypted RGB compo-
nents of the tested Medical, Bit Map, Tux and Water Lilies
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TABLE 2. Entropy test results of encrypted RGB components for Medical, Bit Map, Tux and Water Lilies color images using the proposed cryptosystem
with different operation modes and the cryptosystem of [25].

FIGURE 7. Histogram results of encrypted/decrypted RGB components for
Medical color image using the proposed cryptosystem with different
operation modes and the cryptosystem of [25].

color images with the proposed color image cryptosystem
with CBC, CFB, ECB and OFB operation modes and the
cryptosystem of [25] are shown in Table 2.

It is known that large entropy values indicate good encryp-
tion quality. Consequently, the results listed in Table 2 ensure
the visual inspection interpretation of the results given in
Figures 7 to 10. That is, the proposed color image cryp-
tosystem with CBC, CFB, and OFB modes provides good
entropy estimates compared with the cryptosystem of [25].
Also, it can completely secure information as it gives high
and comparable entropy values for all tested color images.
In other words, even if the original color image has some sim-
ilar input data blocks, the proposed color image cryptosystem
can encrypt such blocks efficiently to entirely different enci-
phered blocks. In contrary, the ECB operation mode gives
the lowest entropy values with all tested color images, which

FIGURE 8. Histogram results of encrypted/decrypted RGB color
components for Bit Map color image using the proposed cryptosystem
with different operation modes and the cryptosystem of [25].

means that the ECB operation mode should not be used. This
goes in line with visual inspection interpretation of the results
obtained in experiment 1.

C. EXPERIMENT 3
In this experiment, the performance of the proposed color
image cryptosystemwith different operationmodes is investi-
gated for encrypting RGB components of the tested Medical,
Bit Map, Tux and Water Lilies color images using various
encryption quality metrics. The following three main quality
metrics are utilized.

1) CORRELATION COEFFICIENT (CC)
In this subsection, the performance of the proposed color
image cryptosystem in encrypting RGB components of the
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TABLE 3. Correlation coefficient between the original and the encrypted RGB components for Medical, Bit Map, Tux and Water Lilies color images using
the proposed cryptosystem with different operation modes and the cryptosystem of [25].

TABLE 4. Irregular deviation between the original and the encrypted RGB component for Medical, Bit Map, Tux and Water Lilies color images using the
proposed cryptosystem with different operation modes and the cryptosystem of [25].

FIGURE 9. Histogram results of the encrypted/decrypted RGB color
components for Tux color image using the proposed cryptosystem with
different operation modes and the cryptosystem of [25].

tested color images is examined using CC. It is known that
low values of CC between the original I (xi, yj) and the
encrypted E(xi, yj) components of the RGB image means
high encryption quality. The CC values between the original
and the encrypted RGB components of the testedMedical, Bit
Map, Tux and Water Lilies color images using the proposed

FIGURE 10. Histogram results of the encrypted/decrypted RGB color
components for Water Lilies color image using the proposed cryptosystem
with different operation modes and the cryptosystem of [25].

cryptosystem with different operation modes and the cryp-
tosystem of [25] are presented in Table 3.

From Table 3, it is easy to notice that the CC values
between the original and encrypted RGB components of the
tested Medical, Bit Map, Tux and Water Lilies color images
using the proposed color image cryptosystemwith CBC, CFB
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TABLE 5. The NPCR and UACI estimations for the encrypted RGB components of the tested Medical, Bit Map, Tux and Water Lilies color images using the
proposed cryptosystem with different operation modes and the cryptosystem of [25].

and OFB operation modes and the cryptosystem of [25] are
very low and are close to zero. This indicates a good encryp-
tion quality for both the proposed color image cryptosystem
with suchmodes and the cryptosystem of [25]. In other words,
even if the original color image has some similar input data
blocks, the proposed color image cryptosystem can encrypt
such blocks efficiently to entirely different enciphered blocks.
On the other hand, the obtained CC values for RGB compo-
nents of the tested Medical, Bit Map, Tux and Water Lilies
color images using the proposed color image cryptosystem
with ECB operation mode are the highest among the obtained
CC values, which again ensures the unsuitability of this mode
to the task of securing the information.

2) IRREGULAR DEVIATION (ID)
The performance of the proposed color image cryptosys-
tem with different operation modes and the cryptosys-
tem of [25] in encrypting RGB components of the tested
Medical, Bit Map, Tux and Water Lilies color images
is investigated using ID in this subsection. It is known
that achieving low values of ID means high encryption
quality. The attained ID results for encrypted RGB com-
ponents of the tested Medical, Bit Map, Tux and Water
Lilies color images using the proposed cryptosystem with
different operation modes and the cryptosystem of [25] are
presented in Table 4. As could be easily seen from Table 4,
the achieved ID values for the encrypted RGB components
of the tested Medical, Bit Map, Tux and Water Lilies color
images using the proposed color image cryptosystem with
CBC, CFB and OFB operation modes are very low compared
to those of the cryptosystem of [25]. Such results reflect
the high quality of encrypted images using these operation
modes. In contrary, the obtained ID values for encrypted
RGB components of the tested Medical, Bit Map, Tux and
Water Lilies color images using the proposed color image
cryptosystem with the ECB operation mode are the highest
among the obtained ID values, which once more ensures that
the ECB mode is not good in securing information.

3) HISTOGRAM
In this subsection, the performance of the proposed color
image cryptosystem and the cryptosystem of [25] in
encrypting RGB components of the tested color images is
examined in terms of histogram. For efficient encryption,
the histograms of encrypted RGB components should be

TABLE 6. The PSNR in dBs for the decrypted RGB components of Medical,
Bit Map, Tux and Water Lilies color images using the proposed
cryptosystem with different operation modes under different noise
variances.

entirely different from those of the corresponding RGB com-
ponents of the original color images. The histogram test
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TABLE 7. Decrypted RGB components of Medical, Bit Map, Tux and Water Lilies color images using the proposed cryptosystem with different operation
modes under different noise variances.
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TABLE 7. (Continued.) Decrypted RGB components of Medical, Bit Map, Tux and Water Lilies color images using the proposed cryptosystem with different
operation modes under different noise variances.
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TABLE 7. (Continued.) Decrypted RGB components of Medical, Bit Map, Tux and Water Lilies color images using the proposed cryptosystem with different
operation modes under different noise variances.
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TABLE 7. (Continued.) Decrypted RGB components of Medical, Bit Map, Tux and Water Lilies color images using the proposed cryptosystem with different
operation modes under different noise variances.

results for the encrypted RGB components of the tested Med-
ical, Bit Map, Tux and Water Lilies color images and their
corresponding RGB components of the original images using
the proposed color image cryptosystem with CBC, CFB,
ECB, and OFB operation modes and the cryptosystem of [25]
are shown in Figures 7 to 10, respectively.

According to the histogram results, it is easy to notice that
the proposed color image cryptosystem and the cryptosystem
of [25] do not change the histograms of the decrypted RGB
components for all of the tested Medical, Bit Map, Tux and
Water Lilies color images from those of their corresponding
original ones. It is also easy to realize that the histograms of
the encrypted RGB components for all of the tested Medical,
Bit Map, Tux and Water Lilies color images using either the
proposed cryptosystem with different operation modes or the
cryptosystem of [25] are entirely dissimilar to those of the
original ones. These results indicate that even if the original
color image has some similar input data blocks, the proposed
color image cryptosystem can encrypt such blocks efficiently
to entirely different enciphered blocks, which reflects the
high encryption quality. A final notable point is that the
histograms of encrypted RGB components for all of the tested
Medical, Bit Map, Tux and Water Lilies color images using
the proposed color image cryptosystem with ECB operation
mode are not homogeneous, which reflects the inapplicability
of this operation mode in securing information.

D. EXPERIMENT 4
The performance of the proposed cryptosystemwith different
operation modes and the cryptosystem of [25] is investi-
gated using various differential test metrics in this section.
The differential tests were employed to check the effect of
one-pixel modification on the entire encrypted image using
the proposed cryptosystem and the cryptosystem of [25]. The
following two indicators are employed: the NPCR and UACI.
The NPCR computes the percentage of dissimilar pixels to
the entire pixels in each of the two encrypted images E1 and
E2 of similar original images with just a single difference in
one pixel, while the UACI measures the mean intensity of

the difference between the two enciphered color images E1
and E2. Table 5 lists the NPCR and UACI values between
two encrypted RGB components for the tested Medical, Bit
Map, Tux and Water Lilies color images using the proposed
color image cryptosystem and the cryptosystem of [25] with
one-pixel change in the original RGB components. As it
could be seen from the NPCR and UACI results in Table 5,
the proposed color image cryptosystem with different oper-
ation modes gives the best results compared with the cryp-
tosystem of [25]. This proves that the proposed cryptosystem
is very sensitive to small modifications in RGB components
of the original color images, which reflects a high encryption
quality.

E. EXPERIMENT 5
In this experiment, the resistance of the proposed cryp-
tosystem with different operation modes to the presence of
AWGN is examined during the decryption phase. The fol-
lowing noise immunity metrics are utilized in conducting
such task.

1) PSNR
The PSNR is utilized for examining the quality of decrypted
RGB components. The higher the PSNR values are,
the stronger the noise immunity. Table 6 presents the eval-
uated PSNR values in dB for the decrypted RGB components
of the tested Medical, Bit Map, Tux and Water Lilies color
images using the proposed cryptosystem with different oper-
ation modes under different noise variances for the encrypted
RGB components. Form this table, one can notice that the
PSNR values of the decrypted RGB components for the tested
Medical, Bit Map, Tux and Water Lilies color images using
the proposed color image cryptosystem with different oper-
ation modes increase as the noise variances in the encrypted
RGB components increase. It is also noticed generally that
the highest and lowest PSNR values for all decrypted RGB
components of the tested color images are obtained with the
proposed cryptosystem with the OFB and CFB operation
modes, respectively. This means that the OFB is the best
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TABLE 8. The SSIM estimations of decrypted RGB components of
medical, Bit Map, Tux and Water Lilies color images using the proposed
cryptosystem with different operation modes under different noise
variances.

operationmode in terms of noise immunity and the CFB is the
worst one. These results reflect the immunity of the proposed
cryptosystem to noise, which reveals high encryption quality.
Table 7 gives the decrypted RGB components of Medical, Bit
Map, Tux and Water Lilies color images using the proposed
cryptosystem with different operation modes under different
noise variances. Form this table, one can visually see that
the decryption quality increases as the noise variances on
the encrypted RGB components decrease. Also, form these

results, it is easy to notice visually that the best and worst
decrypted RGB components of the tested color images are
obtained with the proposed cryptosystem with OFB and CFB
operation modes, respectively. Consequently, one can con-
clude that the OFB operation mode is superior to the other
examined operation modes in terms of noise immunity and
the CFB is the worst one, which again ensures the results
obtained in Table 6.

2) STRUCTURAL SIMILARITY (SSIM)
The SSIM is utilized to assess the quality of decrypted
images. Generally, the SSIM values are between zero and
one. If the SSIM value is high, this means good immunity
to noise. Table 7 lists the calculated SSIM values for the
decrypted RGB components of the tested Medical, Bit Map,
Tux and Water Lilies color images using the proposed cryp-
tosystemwith different operationmodes under different noise
variances. From Table 8, one can notice that the highest and
lowest SSIM values are obtained with the OFB and CFB
operation modes, respectively, and the other operation modes
yield intermediate SSIM values. This again goes in line with
the results listed in Tables VI and VII, which reveal that the
OFB operation mode is the optimal one to utilize in terms of
noise immunity.

3) FEATURE SIMILARITY INDEX (FSIM)
The FSIM is employed to assess the decrypted image
quality. It is known that theFSIM values are between zero and
one. Higher values of FSIM indicate that the proposed color
image cryptosystem immunity to noise is high. In Table 9,
the obtainedFSIM values for the decrypted RGB components
of the tested Medical, Bit Map, Tux and Water Lilies color
images using the proposed cryptosystem with different oper-
ation modes under different noise variances are listed. Again,
it is easy to note that the OFB and CFB operation modes
yield the highest and lowest FSIM values, respectively. These
results confirm the results presented in Tables 6, 7 and 8. It is
clear that the OFB mode is superior to other operation modes
in terms of noise immunity.

4) EXPERIMENT 5
In this experiment, the immunity of the proposed color
image cryptosystem to two types of attacks is tested. The
first is the plaintext attack (KPA), while the second is the
chosen plaintext attack (CPA). The tests are performed on
Barbra image shown in Figure 11(a). Figure 11(b) gives
the decryption result of KPA, while Figure 11(c) gives the

FIGURE 11. Robustness of the proposed color image cryptosystem to KPA
and CPA.
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TABLE 9. The FSIM estimations of decrypted RGB components of Medical, Bit Map, Tux and Water Lilies color images using the proposed cryptosystem
with different operation modes under different noise variances.

decryption result of CPA. The obtained CC value for KPA is
0.0031, while that for CPA is 0.0027. These results ensure
that the proposed cryptosystem is robust to both types of
attacks.

VI. CONCLUSION
This paper presented an efficient color image cryptosystem
that employs RC6 with different operation modes to encrypt
color images with few details. A simulation model has been
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built to assess the performance of the proposed color image
cryptosystem with different operation modes using various
encryption quality metrics. The simulation results show that
the utilization of CBC, CFB, and OFB operation modes with
the proposed color image cryptosystem is effective in hiding
all information within the tested color images, even if the
source color images have some similar blocks. On the other
hand, the results also reveal that utilizing the ECBmode is not
appropriate as it cannot efficiently hide the information in the
examined color images with few details.Moreover, the results
ensure the superiority of the OFB operation mode from the
noise immunity perspective. The attained results ensure the
applicability of the proposed color image cryptosystem and
its efficiency in terms of security, encryption quality, and
immunity to noise.
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