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ABSTRACT As a kind of point-to-point distributed public ledger technology, blockchain has been widely
concerned in recent years. The privacy protection of blockchain technology has always been the core issue
of people’s attention. In this paper, some existing solutions to the current problems of user identity and
transaction privacy protection are surveyed, including coin mixing mechanism, zero knowledge proof, ring
signature and other technologies. Secondly, five typical applications of privacy protection technology based
on blockchain are proposed and analyzed, which are mainly divided into technology applications based
on coin mixing protocol, encryption protocol, secure channel protocol and so on. Finally, in view of the
shortages of the existing blockchain privacy protection technology, we explore future research challenges
that need to be studied in order to preserve privacy in blockchain system, and looks forward to the future

development direction.

INDEX TERMS Blockchain, privacy protection, bitcoin, anonymity, security.

I. INTRODUCTION

Blockchain is the underlying technology behind digital cryp-
tocurrencies such as bitcoin, ethereum and hyperledger.
It originated by Satoshi Nakamoto (a pseudonym) on the
bitcoin forum in 2008 — Bitcoin: A Peer-to-Peer Electronic
Cash System [1], which has triggered a new round of tech-
nological revolution and industrial revolution, is one of the
most cutting-edge and hottest technologies. With the help
of distributed ledger, asymmetric encryption, intelligent con-
tract, consensus mechanism and other core technologies,
blockchain can achieve point-to-point, anonymity, traceabil-
ity, tamper-proof and other features, and can guarantee the
security and trust issues in the transaction process. In recent
years, blockchain technology has been extended to digital
finance [2], Internet of things (IoT) [3], [4], edge comput-
ing [5], Artificial Intelligence (AI) [6], Supply Chain Man-
agement (SCM) [7] and many other fields. Nowadays, many
countries around the world are accelerating the development
of block chain technology.

However, in order to reach a consensus, the nodes in
the whole network need to disclose the transaction infor-
mation on the chain, which brings serious privacy problems
to users [8]. Therefore, it is of great significance to study
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targeted privacy protection methods. In recent years, there
have been many technologies and typical applications for
blockchain privacy protection, which can prevent attacks of
stealing or tampering with privacy from different perspec-
tives. In one word, while protecting the interests of users,
privacy issues must not be ignored. For the purpose of provid-
ing some reference and help for current and future research,
it is necessary to systematically analyze and summarize the
privacy protection of blockchain.

Il. BLOCKCHAIN PRIVACY PROTECTION

Privacy protection has been widely studied in distributed
applications, mobile crowdsourcing [9], [10], IoT [11], [12],
etc. As a type of distributed database, blockchain technol-
ogy has significant advantages in privacy protection, such as
information tamper-proof, anonymity and network stability
[13], which can solve the privacy disclosure problems faced
by some centralized services, such as the privacy protec-
tion intelligent parking system based on blockchain [14],
the secret share voting system [15] and transparent voting
platform [16]. However, the decentralized architecture and
data storage mechanism adopted by blockchain technology
also bring some adverse effects on privacy protection, among
which the two main problems are user identity privacy chal-
lenge and user transaction privacy challenge [17], [18].
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The rest of this paper is organized as follows: section II dis-
cusses the challenges of blockchain privacy protection from
two aspects: user identity and user transaction; Section III
proposes several key blockchain privacy protection technolo-
gies in view of the challenges, and makes a comparative
analysis from the aspects of technical characteristics and
anonymity; Section IV uses the privacy protection technology
introduced in section III to put forward the corresponding
technology application from five aspects. Finally, section V
summarizes and anticipates the whole paper.

A. IDENTITY PRIVACY CHALLENGE

Identity privacy refers to the relationship between user’s real
identity and the blockchain address. The information on the
blockchain cannot be changed. It is stored on the chain in
the form of distributed ledger. Any node can obtain complete
information from the chain. Although transactions on the
blockchain have certain anonymity, with the develop of com-
pute technology, anonymity cannot fully protect the privacy
of user identity. An attacker can find out sensitive information
by monitoring and analyzing the relevance of public data
in the global ledger. For example, if there are stable related
transactions between different addresses, the attacker can
analyze the transaction relationship graph between different
addresses and derive some data of user characteristic [19].
In addition, the attacker can obtain the corresponding trans-
action address by searching all possible transactions with
approximate balance, and then can infer the user’s identity
information and location information [20].

B. TRANSACTION PRIVACY CHALLENGE

Transaction privacy refers to the transaction records stored
in the blockchain and the potential information behind the
transaction. The traditional information protection measure is
to prevent the attacker from stealing or tampering by encrypt-
ing the information. However, in the process of encrypting
transaction information in blockchain, on the one hand, it is
necessary to ensure that the transaction information is not
stolen by unauthorized nodes. On the other hand, it is nec-
essary to verify the authenticity of the transaction without
disclosing sensitive information, and the transaction content
cannot be fully encrypted. There are contradictions between
them, which are also difficulties and challenges in privacy
protection technology.

To sum up, blockchain technology cannot provide absolute
protection for users’ privacy. It is necessary to introduce some
privacy protection algorithms, protocols or other strategies to
achieve blockchain privacy protection [21]. Thus, more focus
should be put into blockchain privacy security issues.

Ill. KEY TECHNOLOGIES OF PRIVACY PROTECTION

Blockchain networks are open and tamper-proof, so they are
vulnerable to network attacks. Although the transactions are
anonymous, the attacker can still calculate the relationship
between the two sides of the transaction by analyzing the
transaction graph. The properties of public transparency of
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blockchain will threaten user privacy and transaction security.
In order to increase the analysis difficulty of attackers, some
privacy protection security mechanisms are proposed to solve
this technical problem.

A. THE MECHANISM OF COIN MIXING

The mechanism of coin mixing was firstly proposed by
Chaum in 1981 [22]. By adding intermediary transit infor-
mation, it is difficult for attackers to analyze the commu-
nication information between the sender and the receiver,
so the anonymity of communication is enhanced. As shown
in Fig. 1, user A and B are the sender and receiver of the
transaction, and C is the potential attacker. The mixing mech-
anism as a middleman to transfer transaction information, and
attacker C cannot accurately analyze the correlation between
the addresses of user A and B. Therefore, the connection
between input address A and output address B of the trans-
action is hidden, which provides reliable privacy protection
for transaction users without changing any blockchain foun-
dational protocol.
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FIGURE 1. The principle of coin mixing mechanism.

The execution of the coin mixing process can be imple-
mented by a trusted third-party or some protocols. According
to whether there are trusted third-party nodes in the process
of coin mixing, the existing coin mixing mechanisms can be
divided into two types: the coin mixing mechanism based on
central node and the decentralized coin mixing mechanism
[23]. These two mechanisms have their own advantages and
disadvantages in terms of efficiency, coin mixing effect, coin
mixing cost, etc., and they are need to be improved in all these
aspects. Besides, they are still vulnerable to some security
issues, such as denial of service (DoS) attack, coin mixing
process leak, etc.

1) THE COIN MIXING MECHANISM BASED

ON CENTRAL NODE

The coin mixing method based on central node is imple-
mented by the trusted third-party node. In order to blur the
input address and output address of the transaction, the trusted
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third-party mixes the currency through the corresponding
algorithm to achieve the mixing of multiple currencies.

The principle of coin mixing mechanism based on central
node is shown in Fig. 2. In order to prevent the potential
attacker C from directly discovering the relationship between
Al and Bl1, user A1l transfers the funds to the third-party node
D, and D can transfer to user Bl after receiving the funds,
finally realizing the transfer of funds between A1 and B1.In a
certain period of time, central node D may have completed
the process of multi-user coin mixing, in part hiding the rela-
tionship between A1 and B1, which makes attacker C unable
to find the address associated with A1l in different receivers
B1, B2 and B3. However, through comprehensive analysis of
the trading process of Al, Bl and D over a period of time,
the attacker has a certain probability to guess that Bl is the
real receiver who is corresponding to Al. For example, if D
has n outputs in a certain amount of time, the probability that
attacker C finds the correct transaction link is 1/n. Therefore,
the more transactions are added in D, the lower the probability
that the original transaction records will be found and the
safer the data will be.
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FIGURE 2. The principle of coin mixing mechanism based on center node.

The centralized coin mixing mechanism completely
depends on the third-party nodes, it has the following disad-
vantages while bringing benefits.

(1) Higher fees and transaction delays. The coin mix-
ing service node usually charges a certain amount of coin
mixing fee, and with the increase of the number of coin
mixing, the fee will rise in a straight line, and the coin mixing
time will also increase. Generally, the delay of coin mixing is
48h, and the transaction cost is about 1% ~ 3%.

(2) Third parties may steal money. If there is no appropriate
supervision mechanism in the coin mixing service, the third-
party node may break the contract after receiving the user’s
funds, do not perform the agreed operation, steal the user’s
funds, and the user does not have any effective remedial
measures.

(3) Third parties may disclose coin mixing information.
Because the third-party nodes master the whole process of
coin mixing and user privacy, and understand the real trans-
action data. It cannot guarantee that the information of coin
mixing will not be disclosed.
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(4) Denial of Service (DoS) attack. Third-party nodes may
reject coin mixing requests for certain addresses.

In view of the mentioned problems, there are many solu-
tions to ensure the credibility of the third-party to provide coin
mixing nodes, which will be discussed in the later part.

2) THE DECENTRALIZED COIN MIXING MECHANISM

The decentralized coin mixing mechanism cancels the partic-
ipation of the third-party coin mixing providers and merges
multiple one-to-one transaction records into a many to many
transaction record. The attacker cannot directly find the
relationship between them. Because the decentralized coin
mixing mechanism does not depend on the credibility of the
third-party node, it does not need to bear the moral risk of
the central manager, which can effectively avoid the third-
party theft and leakage of coin mixing information, and users
do not need to spend extra fees for the coin mixing service.
However, coin mixing users often need to organize their
own negotiation and realize the process of coin mixing, thus
exposing the following problems:

(1) Because coin mixing users cannot find other coin mix-
ing users effectively, they need to rely on the third-party
platform to help perform the process of finding coin mixing
users. Therefore, some defects in centralized mixing currency
are still inevitable.

(2) Users who participate in the process of mixing coin
may expose their coin mixing information in the process of
negotiation, which cannot guarantee that all participants are
honest and trustworthy.

(3) It is vulnerable to denial of service (DoS) attack. In the
process of coin mixing, multiple users need to participate at
the same time. Once some users fail to mix coin due to illegal
operations, the attacker may take the opportunity to launch a
DoS attack.

(4) It is vulnerable to sybil attack. If an attacker has mul-
tiple addresses participating in the process of coin mixing,
other users’ coin mixing information in the process is threat-
ened by leakage.

In view of these defects, there are many improved schemes.
In the later part, we will continue to discuss the practical
application scheme of decentralized coin mixing mechanism,
and then deeply understand the principle and advantages of
coin mixing mechanism.

B. ZERO KNOWLEDGE PROOF
Zero knowledge proof was firstly proposed by
Goldwasser ef al. [24] in the early 1980s. In a zero-
knowledge proof system, the prover can make the verifier
believe that a message is correct without providing any
valid information to the verifier. Zero knowledge proof is
essentially a protocol involving two or more parties, namely,
a series of steps that two or more parties need to take to
complete a task.

Zero knowledge proof can be classified into two groups:
interactive and non-interactive. In the field of blockchain,
the most widely used zero knowledge proof is non-interactive
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zero knowledge proof (zk-SNARKS) [25]. Non-interactive
means that the proof contains only a single message sent
to the verifier from the prover, namely, there is no two-way
communication between the prover and the verifier. Zcash,
a privacy-protecting digital currency system [26], uses zk-
SNARKS technology to completely hide transaction informa-
tion, including transaction account number and transaction
amount.

Zero knowledge proof has three properties:

(1) Completeness. If the argument is true, an honest prover
can convince the honest verifier of the fact.

(2) Reliability. If the prover does not know the statement,
then he can deceive the verifier only with a negligible proba-
bility.

(3) Zero knowledge. After the proof process is completed,
the verifier only obtains the message “‘the prover has this
knowledge™ and cannot obtain any extra content.

By using zero knowledge proof technology, the privacy of
blockchain is improved markedly. In addition to the validity
of the statement, this verification method will not disclose any
other information of the proved message. A large number of
facts have proved that zero knowledge proof is very useful
in blockchain and cryptography. If zero knowledge proof can
be used to verify messages, many problems will be solved
effectively.

C. RING SIGNATURE

Ring signature is a digital signature scheme proposed by
Rivest et al. [27] in 2001. As shown in Fig. 3, a public key
construction ring is used to hide the sender information. The
output z of one calculation is the input v of the next calcula-
tion. After verification, if z and v are equal, it is determined
that the signature is correct, that is, a public key in the key
group corresponds to the corresponding private key [28].

N =2g(x)

FIGURE 3. The principle of ring signature.

Ring signature is a kind of simplified special group sig-
nature [29]. There are only ring members in the ring sig-
nature, no trusted third-party and central manager, and no
cooperation between ring members. Ring signature allows
a ring member to sign other members with its own pri-
vate key and other members’ public key. The verifier can-
not judge who is the real signer, but can confirm that the
signer must be in the ring, which satisfies the complete
anonymity of the signer. For example, based on the massive
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election of blockchain [30], one-time ring signature ensures
the anonymity of voting transactions in blockchain. The
unconditional anonymity, correctness and unforgeability of
ring signature are very useful for the information that needs
to be preserved for a long time in a special environment.
While protecting the sender’s privacy, ring signature brings
difficulties to the supervision because it cannot reveal the
signer.

D. HOMOMORPHIC ENCRYPTION

Homomorphic encryption (HE) is a method that allows for
computations to be done on encrypted data, without requir-
ing access to a secret (decryption) key. This concept was
first proposed by Rivest ef al. [31] in 1978. Homomorphic
encryption is a form of encryption, and its principle is shown
in Fig. 4. After plaintext x is encrypted, ciphertext f(x) is
obtained. After performing a specific algebraic operation on
ciphertext f (x), ciphertext f (y) is obtained. The decryption of
the result f (v) is performed to obtain y. After performing the
above algebraic operation on plaintext x, the same result y
is obtained. That is to say, the operation can be carried out
without knowing the original data x, and finally the same
correct result y can be obtained.

Encryption

X F(x)
F(y)
Decryption
F(y) - v

Same algebra as above

X y

Algebraic operation

F(x)

FIGURE 4. Homomorphic encryption.

Homomorphic encryption technology is of great
significance in the field of blockchain. In terms of privacy
protection, the distributed electronic voting and electronic
bidding system [32] use homomorphic encryption technology
to improve the anonymity of participants, the privacy of data
transmission, and the reliability and verifiability of data. This
technology can realize that the receiver can only get the
final result, but cannot get every ciphertext message. It can
improve the security of information, and does not need to
decrypt every ciphertext at a high cost. However, the current
homomorphic encryption technology still consumes a lot of
computing time and memory in general, which is far from the
level of large-scale application. Because of the advantages
and disadvantages of homomorphic encryption technology
in computing complexity, communication complexity and
security, more and more research efforts are devoted to the
exploration of its theory and application.
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E. HIDDEN ADDRESS

The hidden address [33] is proposed by bitcoin developer
Peter Todd and widely used in digital currency. Hidden
address is to solve the problem of correlation between
input address and output address. Using an address in the
blockchain is easy to trace, so multiple addresses need to
be used for confusion. In fact, when the sender initiates
a transaction, first it uses the public key of the receiver
to calculate a temporary intermediate address through the
elliptic curve encryption algorithm, then puts the coin on
the intermediate address, and finally the receiver finds the
transaction according to its own public key, so as to spend.
Due to the random uncertainty of this intermediate address,
it is impossible to determine which transaction user the inter-
mediate address belongs to, so that other users or attackers on
the blockchain cannot determine the addresses of both sides
of the transaction, protecting the privacy security of users and
the authenticity of coin.

But the hidden address also has some disadvantages.
By using transaction graph to analyze the relationship
between a transaction from the sending end to the one-time
address and then to the receiving end, we can break the
privacy of transaction flow. Even using multiple one-time
addresses in a transaction cannot avoid this vulnerability.
Therefore, we need to further improve and develop the hidden
address technology.

F. PEDERSEN COMMITMENT SCHEME
Pedersen commitment scheme [34] is one of the implemen-
tations of homomorphic commitment scheme. It supports
homomorphic addition operation or multiplication operation
of commitment. Similar to BGNOG6 encryption scheme [35],
it transforms the secrets on the number field group to the ellip-
tic curve group. Before sending it to the receiver, it realizes
the perfect hiding of real message through random blinding
factor [36] to protect the block transaction privacy of the
chain. In the Confidential Transaction (CT) scheme [37],
the user signs the commitment when issuing the transaction.
But in the RingCT scheme [38], the user only needs to prove
whether he has the corresponding commitment key.
Pedersen commitment scheme has the ability of blindness
and commitment, which is in line with the feature that the
payee can directly confirm the transaction amount through
ciphertext in blockchain transactions, without relying on
additional amount transmission channel. In order to prevent
information leakage and protect users’ transaction privacy.

G. SECURE MULTI-PARTY COMPUTATION

Secure Multi-party Computing (SMC) [39] is a classic algo-
rithm in cryptography, which is specially used to solve the
cooperative computing problem of protecting privacy when
multi entities do not trust each other, such as the famous
millionaire problem (MP) [40], [41] and its application and
implementation in secure electronic voting [42]. SMC has
the characteristics of input privacy, computing correctness
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and decentralization, which can keep data privacy and be
used safely.

SMC is also widely used in the area of blockchain.
It plays a unique role in smart contract, key management, ran-
dom number generation and other technologies. Blockchain
focuses on the verifiability of calculation, and does not con-
sider the confidentiality of input data in this process. But
SMC is the opposite, emphasizes the confidentiality of the
input data in the calculation process and does not ensure that
the data is verifiable. Blockchain can improve its ability of
data confidentiality by adopting SMC technology to adapt to
more application scenarios. SMC can achieve redundant com-
puting with the help of blockchain technology, thus obtain-
ing verifiable characteristics. They complement each other
and cooperate to achieve the purpose of privacy protection.
Of course, due to the difficulty and low efficiency of secure
multi-party computing technology itself, there is a bottleneck
in practical application, and the performance improvement of
this technology needs to be broken in the future [43].

H. TRUSTED EXECUTION ENVIRONMENT

Trusted Execution Environment (TEE) is a concept proposed
by Global Platform (GP) in 2010. It can isolate the envi-
ronment of software running from hardware, and provide a
secure and confidential space for privacy data and sensitive
computing in untrusted environment [44].

In blockchain, when it comes to complex cryptography
problems such as secure multi-party computing, TEE can
provide high-performance solutions that blockchain does not
have. For example, IntelSGX [45] is a technology that uses
hardware to implement a trusted black box for multi-party
computing. In TEE, the use of isolation can protect sen-
sitive data from malware and hackers. Compared with tra-
ditional security technology, it can actively defend against
external security threats, and guarantee the security and
integrity of data more effectively. At present, the develop-
ment of this technology is mainly restricted by the cost of
hardware platform and the difficulty of trusted application
development [46].

Table 1 summarizes several classic blockchain privacy pro-
tection technologies, such as coin mixing mechanism, zero
knowledge proof and ring signature, including the aspects of
technical characteristics, anonymity, advantages and disad-
vantages.

IV. TYPICAL BLOCKCHAIN PRIVACY PROTECTION
APPLICATIONS

Every transaction is public in the blockchain, so the attacker
can query the transaction amount and transaction address of
both sides of the transaction, and can obtain the correspond-
ing information by analyzing the transaction content too.
Therefore, the openness and transparency of the blockchain
cause serious privacy problems to users. According to the key
technologies of blockchain privacy protection introduced in
Section III, the section puts forward the corresponding typical
privacy protection application scheme from the aspects of
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TABLE 1. Comparison of key technologies of blockchain privacy protection.

Name Technology Features Anonymity Advantages Disadvantages Typical Application
Centralized coin mixing Trusted third-party Weak Short Mixing time High handling fee, theft Mixcoin, Blindcoin,
of funds, and denial of Dash
service attack
Decentralized coin Multi-signature Medium security, and no Leakage coin mixing CoinShuffle,
mixing transaction transaction fee information, and sybil TumbleBit
attack
Zero knowledge proof Completeness, reliability, Strong Hide transaction High cost of computing Zerocoin, Zerocash
and zero knowledge details and resist and storage
transaction graph
analysis
Ring signature Unconditional anonymity, Medium Internal unlinkability High cost and poor CryptoNote, Monero
unforgeability, and scalability
correctness
Homomorphic Encrypted data can be Strong Resist transaction High cost of computing Confidential
encryption operated without graph analysis and storage transaction (CT),
decryption Paillier encryption
[47]
Hidden address One-time middle address Weak Recipient anonymity Sender is not CryptoNote, Monero
anonymous
Pedersen commitment Preventing message Strong The transaction itself ~ Sender and receiver are Confidential
leakage by random is anonymous not anonymous transaction (CT),
blinding factor RingCT, Monero
Secure multi-party Input privacy, calculation Strong Confidential input Message not verifiable Millionaire Problem
computation correctness, and message (MP)
decentralization
Trusted execution Have a trusted and secure Strong Ensure data security High hardware cost and IntelSGX
environment independent environment and integrity difficult development of
trusted applications

such as coin mixing protocol, encryption protocol, secure
channel protocol, etc. [48]. Not only maintain the excel-
lent characteristics of blockchain, but also protect the user’s
privacy.

A. TECHNOLOGY APPLICATION BASED

ON COIN MIXING PROTOCOL

In Section 3.1, the advantages and disadvantages of differ-
ent coin mixing mechanisms were analyzed by studying the
principle of coin mixing mechanism, which is conducive to
design a better coin mixing mechanism and provide evalu-
ation basis for the selection of coin mixing mechanism in
different scenarios. Subsequently, several practical privacy
protection applications and the improvement aiming at their
advantages and disadvantages are introduced.

1) THE COIN MIXING APPLICATION BASED

ON THE CENTRAL NODE

The coin mixing application based on the central node
relies on the third-party trusted node to hide the relation-
ship between the input address and the output address of
the transaction, so as to confuse the user’s transaction rela-
tionship in the unrelated addresses and increase the diffi-
culty of analyzing the identity of the attacker. For example,
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Mixcoin [49], Blindcoin [50], and CoinJoin [51] could realize
privacy protection based on the central node.

a: MIXCOIN

Mixcoin [49] is the original centralized coin mixing system of
bitcoin, which was proposed by Bonneau et al. Mixcoin uses
the central mixing server to realize the mixing of transaction
addresses and provide mixing services for transaction users to
ensure external anonymity. The principle of Mixcoin design

is shown in Fig. 5.
Address 1 \ / Address 4
E Address 5

Address 2
\ Address 6

By processing the funds using mixing server, the connec-
tion between the input address and the output address of the
transaction can be hidden, which improves the difficulty of
the attacker to analyze the transaction content and ensures the
privacy of the user’s transaction.

Address 3

FIGURE 5. The principle of Mixcoin.
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However, this mixing method has considerable limitations.
Providing coin mixing services as a third-party, Mixcoin
knows the connection information between the user’s input
address and output address, which has the problem of dis-
closing the user’s privacy. Therefore, in order to improve
anonymity, Mixcoin has the following requirements:

a) Multiple users must use the same amount to mix cur-
rencies simultaneously. Users are not allowed to choose the
number of matching transaction currencies.

b) The mixer must be honest enough to record the user’s
identity and the input and output information of the coin
mixing; on the other hand, the system needs to prevent the
mixer from stealing coin.

Aimed at resolving the above problems, Mixcoin added
a reputation-based cryptographic accountability mechanism
[52], which can expose the theft of mixers and damage the
credibility of cheating institutions. However, the account-
ability mechanism cannot remove the threat of information
disclosure from third parties at the root.

b: BLINDCOIN

Valenta and Rowan [50] further optimized the Blindcoin
scheme by using blind signature technology [36] and an
append only public log on the basis of Mixcoin. In the
Blindcoin scheme, the MixCoin protocol is improved by
using a blind signature to create an encrypted blind output
address for user input and blind tokens. A successful blind-
coin blending operation requires two additional transactions
to issue and redeem the blind token. The Blindcoin scheme
makes the third-party unable to obtain the real information
of both parties in all transactions while providing coin mix-
ing services normally, so as to avoid information disclosure
and protect users’ transaction privacy, thus realizing internal
unlinkability.

The cost was the computation of the blind signatures and
the extra time in the mixing phase, and the mixing amount of
Blindcoin was still fixed. In the Blindcoin scheme, the user
must send the output address to the public log anonymously
and accept the verification and accountability of the third-
party. However, it is still impossible to avoid the cheating of
the third-party, which weakens the anonymity of Blindcoin.
Blindcoin is likely to be successfully deanonymous.

¢: DASH

Shentu and Yu [51] proposed a more efficient blind signature
scheme, which uses elliptic curve encryption algorithm to
improve the calculation efficiency. The anonymous digital
currency Dash, which was launched in 2015, is a digital
currency based on bitcoin technology and for the purpose of
protecting users’ privacy.

In addition to bitcoin, Dash adds a master node based coin
mixing strategy, which can hide the flow of funds. In order
to prevent the master node from cheating or being attacked,
Dash introduced chain mixing [53] and the idea of blinding
[54]. Chain mixing refers to that users can choose multiple
master nodes randomly and autonomously to mix. Blind
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technology means that users do not need to send input and
output to the transaction pool, but to specify the main node
to transfer input and output to another main node. In this
way, each master node only sees its own part in the execution
process, so it is difficult to find the real identity of the user,
avoiding the leakage of the user’s privacy information when
the central node is attacked.

Secondly, the master node must pay a high amount of
deposit as a guarantee, otherwise it cannot get the right
to provide coin mixing service. When the third-party node
operates in violation of regulations, it must pay corresponding
economic loss and reputation loss, so as to avoid the damage
of the master node, improve the credibility of the trusted
third-party node, and protect the privacy and property security
of the coin mixing users.

Finally, in order to improve the anonymity of transactions,
users can use multiple primary nodes to mix currencies,
reducing the association between addresses. Dash’s coin mix-
ing process can effectively reduce the problems of stealing
funds and leaking coin mixing process faced by similar coin
mixing services. However, there is still a risk that the primary
node of Dash is controlled and vulnerable to malicious pri-
mary node attacks, so a mixing encryption scheme that does
not rely on the central node was proposed.

2) THE DECENTRALIZED COIN MIXING APPLICATION

In view of the high requirements of centralized mixing for
mixing nodes, a decentralized mixing application scheme
has gradually emerged. The following is a comparative anal-
ysis of several existing typical decentralized coin mixing
applications.

a: CoinJoin

CoinJoin [55] proposed by Gregory Maxwell on the bitcoin
forum is the earliest decentralized coin mixing scheme and
the basis of decentralized coin mixing mechanism. However,
the CoinJoin service is still difficult to implement without a
central server. In general, CoinJoin needs a third-party server
to match all the applicants of coin mixing for signature.
In the CoinJoin transaction, each user completes the signature
independently and dispersedly. Only when all signatures are
provided and combined can the transaction be confirmed and
accepted by the network.

Compared with Mixcoin, CoinJoin is a kind of distributed
mixing service. It can automatically mix coins through a P2P
mixing protocol, which is more suitable for the architecture
of bitcoin system. The core idea of the scheme is to merge
multiple transaction inputs into one transaction, and hide the
corresponding relationship between input and output of both
parties. As shown in Fig. 6, when there is only one input
address and one output address in transaction 1, the attacker
can directly observe the relationship between the two parties
of the transaction. Under the CoinJoin mechanism, several
single input single output transactions are combined into one
multiple input multiple output transaction, and the two parties
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FIGURE 6. Schematic diagram of CoinJoin mechanism.

of the transaction change from two separate addresses to a set
of two addresses.

In the view of outsiders, the scheme cannot determine the
relevance of input and output through the input and output
of transactions, so it provides the external unlinkability, and
is not easy to have the problems of mixing costs and fund
theft. However, for participants, the multiple input and mul-
tiple output transactions formed by CoinJoin scheme are all
recorded in the global ledger, and users cannot deny that they
have participated in the coin mixing, so the scheme does not
provide internal unlinkability. Its anonymity also depends on
the number of mixing participants and is vulnerable to DoS
and sybil attacks. In addition, CoinJoin also has an important
defect, that is, the coin mixing service cannot encrypt the
amount of money involved in the coin mixing, and requires
that each input amount is equal.

b: CoinShuffle

In view of the defects of CoinJoin scheme, there are many
improved methods. Ruffing et al. [56] proposed a completely
decentralized bitcoin mixing protocol, named CoinShuffle.
On the basis of CoinJoin, CoinShuffle users use the key of
other users in the coin mixing service to encrypt the output
address, all participants shuffle the output address in order,
and broadcast the output address list finally. Even the coin
mixing participants cannot speculate the relationship between
the transaction input and output address.

Compared with CoinJoin, the biggest technological inno-
vation of CoinShuffle is the introduction of the picketing
mechanism, which can find and eliminate malicious nodes
every time the mixing fails. For example, theft will be found
in the first time. An attacker cannot steal or destroy the coin
of an honest user, and the user can also avoid malicious nodes
for the next round of operations.

The decentralized scheme of CoinShuffle completely real-
izes the internal unlinkability, which can prevent users from
stealing mixing funds. However, the scheme requires all par-
ticipants to be online at the same time when implementing
the coin mixing process, which is vulnerable to DoS attacks.
The more participants, the greater the communication cost
needed, which may face the problem that there are not enough
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users to participate in. CoinShuffle’s anonymity is related to
the size of anonymity set, which is low in anonymity, and it
is also vulnerable to cross attacks [57] and sybil attacks.

c: XIM
Bissias et al. [58] designed a decentralized coin mixing pro-
tocol Xim that could anonymously discover participants of
mixed currency mixed currency using the advertising infor-
mation in the blockchain. Xim uses a multi-round two-party
coin mixing protocol, and it has a controllable success rate.
A Xim coin mixing can be divided into two steps: first,
match other coin mixing users. You can anonymously find
a mixing partner according to the advertisements placed on
the blockchain. Fair Exchange is adopted as the exchange
protocol to make the mixing process more flexible. Secondly,
the two sides carry out the transaction of coin mixing amount,
usually need to divide the capital of an address into many
parts, then carry out multiple rounds of coin mixing at the
same time, finally achieve the purpose of coin mixing.
Compared with other decentralized coin mixing appli-
cation schemes, the cost of attack by malicious nodes in
Xim scheme will increase linearly with the number of users
participating in coin mixing and the number of times of
coin mixing by a single user, and remain unchanged for
honest participants. Xim does not change the block size of
the blockchain during the coin mixing process and has no
other special requirements. Besides, it can effectively resist
Sybil attacks, inference attacks and other Dos attacks by
charging transaction fees, and its privacy and security are
better. There are also some problems in Xim. Compared with
other schemes, coin mixing for a long time and coin mixing
too many times and so on.

d: CoinParty

In 2015, Ziegeldorf et al. [59] proposed CoinParty protocol
on CoinShuffle. CoinParty is a distributed coin mixing tech-
nology based on a combination of decryption mixnets with
threshold signatures. By using of secure multi-party comput-
ing protocol [60], it simulates trusted third-party to realize
safe and anonymous coin mixing among users. CoinParty
can provide a single transaction of coin mixing, and allows
the process of coin mixing to be still effective in the case
of malicious operation or failure of some nodes involved in
coin mixing, which increases the anonymity and security of
users. Because the CoinParty protocol does not depend on
the credibility of the third-party nodes, there is no mixing
cost caused by the centralized coin mixing scheme, which
improves the robustness and scalability of the protocol. Its
defect is that it is easy to be attacked by DoS and needs more
mixing time.

The coin mixing technology is easy to operate, widely
applicable, so it is widely used in the blockchain digital
currency, and there are many improved schemes. We make a
comparative analysis on whether it depends on the third-party,
whether it needs the coin mixing fee and their advantages
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TABLE 2. Typical application comparison of coin mixing technology.

Technology Need Third- Technology Advantages Disadvantages Coin Mixing  Theft Denial
Application Party Features Charges Risk of
Service
Mixcoin Yes Use of  Unlinkability Cannot customize  Yes High Low
accountability mixing amount, high
system time cost
Blindcoin Yes Using blind Low risk of  Cannot customize  Yes High Low
signature technology ~ currency  mixing mixing amount, high
process leakage calculation cost
Dash Yes Using chain mixing  Punishment Depending on the Yes Medium Low
and blinding  mechanism to  master node,
techniques ensure anonymity additional deposit is
required, and the risk
of coin mixing process
leakage is high
CoinJoin No Multisignature External Cannot customize  No Low High
transaction unlinkability, high mixing amount,
efficiency vulnerable to DoS
attack and sybil attack
CoinShuffle No Using shuffle and Internal Need participants to be  No Low High
picket mechanisms unlinkability online at the same
time, low efficiency
Xim No Using a multi round  Internal Long mixing time Yes Low Low
and two-party coin unlinkability, resist
mixing protocol multiple attacks
CoinParty No Coin mixing  Robustness, Long mixing time No Low Low
network based on scalability
threshold signature
and decryption

TYPICAL APPLICATION COMPARISON OF COIN MIXING TECHNOLOGY.

and disadvantages. As shown in Table 2, in the coin mix-
ing protocols, most of the existing schemes mainly relies
on the untrusted third-party platform to mix the transaction
sets of multiple users and then output them to the corre-
sponding address, so that the attacker cannot link the input
and output addresses of the transaction, and the mixing ser-
vice can greatly increase the difficulty for the attacker to
obtain user privacy. However, with the development of data
analysis algorithms, attackers can analyze the transaction
anonymity set of the coin mixing protocol to associate the
transaction address. Furthermore, untrusted third-party plat-
forms may leak transaction information or refuse services.
And all mixing schemes can’t solve a problem: you can’t
customize the mixing amount, and all users participating in
the mixing must conduct transactions of the same amount,
which is caused by the blockchain’s open transaction amount.
Besides, the mixing scheme has the problem of overhead, and
the system needs to consume more computer resources and
communication resources to realize the mixing. Therefore,
we need to study the encryption technology to ensure the
security and anonymity of the coin mixing protocol, and
the incentive mechanism to ensure the normal processing of
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transactions by the third-party platform, so as to achieve the
privacy security of users.

B. TECHNOLOGY APPLICATION BASED

ON ENCRYPTION PROTOCOL

Blockchain is currently mainly used for digital currency.
In the process of asset transfer, user privacy is a very impor-
tant issue. Bitcoin is the first application of blockchain tech-
nology in the field of digital currency, which has obvious
defects in privacy protection. In view of the limitations of
the mixing scheme, scholars have gradually shifted their
research on the anonymity of digital currency from mixing
to the introduction of other cryptography technologies, thus
proposing different decentralized digital currencies, among
which Monero [61], Zerocoin [62], Zerocash [26] are three
of the most typical.

1) MONERO

Monero [61] is a new type of digital currency with privacy
protection as its main feature. It uses ring signature [27] and
hidden address [33] to hide the association between input and
output addresses. CryptoNote [63], RingCT [38] and other
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cryptography technologies are used to ensure the anonymity
and privacy of users.

In Monero, users can mix a series of transactions with the
same amount, using ring signature technology. In the process
of mixing, no signature of other participants is needed, thus
hiding their real identity in multiple outputs of the transac-
tion. In this way, the external attacker cannot establish the
association between addresses and achieve the unlinkability
of transaction input and output [64].

Ring signature technology can protect the unlinkability of a
single transaction, but it is not able to protect the relationship
of multiple addresses and the association between multi-
ple transactions. To solve this problem, Monroe proposed
a solution of one-time random address. The sender of the
transaction uses the public key of the receiver and the random
parameters generated by the sender to encrypt and get a one-
time random address. Because the random number is only
controlled by the sender, no one else can find the relationship
between the random address and the receiver. The random
number also ensures that the output address of each transac-
tion is different, and there is no correlation between them.

In Monero, ring signature is used in combination with
hidden address, which is a one-time address and not related to
any user. Transaction data and key profile are hidden to pre-
vent double-spending attack [65]. However, the introduction
of ring signature in CryptoNote will have a negative impact
on scalability [66].

While Monero is able to make anonymous transactions
and hide transaction amounts, there are still some problems:
Monero have a “‘key mirror”” mechanism (which records all
the keys that have been used), and everyone can verify that
the transaction is valid. On the side, Monero also uses other
encryption technology to protect the amount of transactions,
recipient information, and so on. Add some invalid addresses
to every transaction to increase consumption of CPU time and
memory.

In the ring signature, it needs mix the sender’s private key
with other users’ public keys, which will hide the real transac-
tion in the anonymous set. There may be malicious users who
expose their privacy, so that the user’s transaction address
is associated, and when the user selects the anonymous set,
the anonymous set is generally small. The attacker can con-
nect the transaction information with the user’s identity by
analyzing the transaction information [67], [68]. Therefore,
the concept of Zerocoin was put forward.

2) ZEROCOIN

Zerocoin is an encryption protocol based on zero knowledge
proof [24] proposed by Miers and other scholars of Hopkins
University [62], which can provide internal unlinkability and
prevent user transaction address being exposed. Zerocoin is
an extension protocol of bitcoin. Users can make transactions
by casting bitcoin into Zerocoin, hide the transaction address
of users, and can redeem Zerocoin into bitcoin. When using a
Zerocoin transaction, user only knows whether the Zerocoin
has been spent, but cannot get the other information of the
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transaction. However, zerocoin cannot be implemented in the
original bitcoin system, so it needs bitcoin system to carry out
soft forking.

Although Zerocoin can effectively protect the anonymity
and privacy of users, it also has some limitations:

a) Zerocoin cannot realize any split and combination of
amount, only can cast and exchange coin with fixed value,
so it often needs to calculate many complex proofs.

b) Zerocoin cannot hide the transaction amount and the
receiver’s address. If the transaction amount is unique, other
users can associate the Zerocoin with the original coin, thus
destroying the user’s unlinkability again.

¢) Zerocoin does not support non-interactive transactions
and the data used in zero knowledge proof is relatively large,
the process is too tedious, and the efficiency of the gen-
eration process is too low. It needs to consume additional
blockchain storage space and computing resources, which
seriously affects the efficiency of digital currency.

For this reason, many new schemes have been proposed,
and the Zerocash scheme proposed by Sasson et al. [26] is
the most typical scheme.

3) ZEROCASH

Literature [26] proposed Zerocash on the basis of Zerocoin,
which improved the encryption technology to a higher level
and realized the highest degree of privacy and anonymity of
current ““digital currency” transactions.

Compared with Zerocoin, the Zerocash is completely inde-
pendent with bitcoin, and is same as bitcoin in many aspects.
They are all based on the ledger structure, and use proof-of-
work mechanism to generate blocks, and the total amount of
coins is 21 million. The difference is that Zerocash pays more
attention to the privacy protection of users. The function of
Zerocash is realized through two kinds of transactions: mint
transaction and pour transaction. Same as bitcoin, Zerocash
also uses blockchain as a decentralized transaction ledger, and
the generated transactions will be broadcast and attached to
the blockchain.

Different from other encrypted digital currencies, which
will disclose all transaction records, Zerocash uses
zk-SNARK [25] to protect transaction amount, sender’s and
receiver’s addresses, supports any number of transaction
amounts, and realizes full anonymity. zk-SNARK requires
the sender to produce a zero knowledge proof that it has
the ability to spend more than or equal to the transaction
value. In addition to its simplicity, zk-SNARK has very good
data-integrity and reliability. Its zero knowledge proof is
polynomial time.

At present, although Zerocash obtains high anonymity and
protects transaction privacy, but it requires expensive comput-
ing resources. Moreover, the scalability of Zerocoin and Zero-
cash is weak, and they have no smart contract function. The
most important thing is that the process of using zk-SNARK
algorithm to generate the proof is very slow. A common
transaction may only take a few seconds, while the secret
transaction of zk-SNARK takes 1 to 2 minutes. There is a

108775



IEEE Access

D. Wang et al.: Survey on Privacy Protection of Blockchain: The Technology and Application

TABLE 3. Typical comparison of digital cryptocurrencies.

Encrypted | Technology Features Advantage Disadvantages Extensibility
Currency
Monero Based on CrytoNote and RingCT  Unlinkable, users can mix currencies Depending on other public keys, extra Weak
cryptography protocol, by themselves computation storage
anonymity is realized by ring
signature and hidden address
Zerocoin Zero knowledge proof Internal unlinkability, against theft, Can't realize any split and combination of ~Weak
cryptography technology DosS attack amount, can't hide transaction amount and
receiver address, data takes up a large
amount of memory and takes a long time to
verify
Zerocash Simple  non-interactive  zero  Hide all transaction information, with ~ Anonymous transactions take a long time Weak
knowledge proof technology the strongest anonymity

bottleneck in the efficiency. Such a speed is absolutely not
suitable for high-throughput transaction applications. Zcash
is also making continuous improvements to address this prob-
lem, and some new schemes have been developed so far.

Table 3 analyzes the technical characteristics, advantages
and disadvantages of the existing cryptocurrencies.

The mentioned new digital currency generally combines
block chain structure and cryptography technology to solve
the problem of anonymity. Compared with bitcoin, it can
better protect the identity privacy and transaction privacy
of users. In the encryption protocol, the existing technology
mainly uses ring signature, zero knowledge proof and other
cryptography technology to protect the privacy of users. How-
ever, since the mentioned schemes are all based on the bitcoin
system, with the improvement of security, the efficiency of
the system will inevitably be affected. In the future, we need
to continue to study and improve the computing performance
and storage performance of the schemes based on cryptogra-
phy, and design encryption schemes with higher efficiency,
better performance and stronger privacy.

C. TECHNOLOGY APPLICATION BASED ON SECURE
CHANNEL PROTOCOL

As the number of transactions increases, blockchain appli-
cations will be delayed. Therefore, some schemes to fulfil
off-chain transactions relying on third parties are proposed,
which are also known as secure channel protocols [69]. Under
the technical framework of secure channel protocol, Two-
Way Micropayment Channel [70], Lightning Network [71],
Sprites [72], Bolt [73], TumbleBit [74] and other technologies
are committed to solving the privacy security problem when
there is a third-party.

1) TWO-WAY MICROPAYMENT CHANNEL, LIGHTNING
NETWORK, SPRITES AND OTHER OFF-CHAIN PAYMENT
TECHNOLOGIES

The transaction of blockchain system needs to be verified
by miners, and the whole network nodes reach consensus
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through consensus mechanism. Therefore, the number of
transactions processed by the system per second is limited.
In order to solve the scalability problem of blockchain sys-
tem, a variety of security channel protocols are proposed [75].
Including Two-Way Micropayment Channel [70], Lightning
Network [71], Sprites [72] and other chain payment technolo-
gies. Through the use of security channel, users only need to
broadcast the first transaction amount and the last transac-
tion amount to the blockchain, but will not make public the
number of transactions between them. The details of trans-
actions between users are executed in off-chain way. This
fuzzy feature is conducive to ensuring that Privacy security
of transaction information.

However, when there is no direct payment channel between
the two parties, the relay nodes are allowed to complete the
transaction as service providers. The relay node can obtain the
transaction address and transaction amount of both parties,
which puts the privacy of users at risk. In order to solve
this problem, the current Lightning Network contains Sphinx
[72] protocol which anonymously relays information on P2P
network to hide all routing data from intermediate nodes.

2) BLOT
Blot is an anonymous payment channel technology proposed
by Green et al. for the privacy protection of off-chain secure
channel transaction technology [73]. Blot provides three off-
chain payment schemes: one-way payment channel, two-way
payment channel and third-party payment channel. Transac-
tions between users can be conducted directly through the oft-
chain secure channel or rely on the untrusted third-party.
Bolt solution solves the problem of privacy protection in
the context of micro payment channel by removing the con-
tact of transactions in the payment channel. Bolt uses blind
signature technology and zero knowledge proof to ensure that
multiple payments under the same channel cannot be linked
together, even between the individuals who conspire. And the
payment occurs in milliseconds, without block confirmation.
The receiver only needs to know that someone has made

VOLUME 8, 2020



D. Wang et al.: Survey on Privacy Protection of Blockchain: The Technology and Application

IEEE Access

TABLE 4. Comparison of typical secure channel technology applications.

Technology
Application

Technology Features

Advantage

Disadvantages

Bi-directional Payment

Lightning Network

Sprites

Blot

TumbleBit

Fast trading through off-chain
trading channel

Fast trading through off-chain
trading channel

Fast transaction processing

Using blind signature
technology and Zero
knowledge proof technology

Fast anonymous off-chain
channel transaction
technology through RSA and
ECDSA cryptography

Transaction content is only visible to both
parties, reducing verification time

Transaction content is only visible to both
parties, reducing verification time
Supporting  partial withdrawals and
deposits

The transaction content is encrypted and
cannot be linked

The third-party verifies the authenticity of
the transaction without knowing the
transaction information, and cannot link
the payment channel

Publish the user's last transaction status
Release the final transaction status by relying
on the third-party platform

Transactions can be linked

The third-party may obtain the transaction
content, and the decentralization problem

needs to be improved

The third-party may obtain the transaction
content, at least two transactions are required

payment in the payment channel provided by him. Payment
can also be arranged by a third-party to avoid the complexity
of the transaction parties’ switching on and off payment chan-
nels, which makes the third-party unable to obtain the user’s
transaction information, so as to prevent the third-party from
doing evil. In the meantime, the transaction funds are also
confidential to ensure the user’s privacy. However, currently
Bolt can only support single hop mediation network, and its
decentralization problem also needs to be improved.

3) TumbleBit

For the privacy protection of the off-chain payment
protocol, there have been some research achievement.
Heilman et al. [76] proposed an off-chain anonymous pay-
ment scheme to enable users to realize anonymous trans-
actions through a third-party, but the scheme assumes that
the third-party is honest and trustworthy. Later, Heilman and
Baldimtsi improved this scheme, and proposed a decentral-
ized and untrusted off-chain channel mixing technology——
TumbleBit [74].

TumbleBit scheme allows all parties to establish a pay-
ment channel for both parties through Tumber, an untrusted
third-party platform, and to fulfil anonymous off-chain pay-
ment fastly using RSA and ECDSA cryptography technology.
However, the payment channel information is hidden from
the relay node Tumber, which can verify the authenticity of
the user’s transaction, but can’t obtain the user’s transaction
information and don’t know the identity of both parties.
It realizes the unlinkability of user transactions to ensure user
privacy. TumbleBit does not need block confirmation, which
saves transaction time and keeps transaction funds confiden-
tial, so that multiple transactions under the same payment
channel cannot be linked together. Furthermore, the Tum-
bleBit scheme is fully compatible with bitcoin system, and
does not need modify bitcoin protocol.
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Nonetheless, TumbleBit like the previous secure channel
protocols, allows relay nodes to complete transactions as
service providers when there is no direct payment channel
between the two parties. The relay node can obtain the trans-
action information of both sides of the transaction, which
makes the user’s privacy threatened.

Table 4 analyzes the technical characteristics, advantages
and disadvantages of several existing off-chain secure chan-
nel trading applications.

In the existing off-chain secure channel protocols, anony-
mous communication between users is accomplish by
untrusted third-party, and users without direct channel can
also perform the transaction. For example, a personal data
management platform [77] is built by combining blockchain
and off-chain storage to ensure that users own and control
their personal data. However, there are still many problems in
the safety and reliability of the existing technologies. If there
are errors in the transaction, it is necessary to disclose the
transaction information of users to the whole network for
verification. However, how to ensure the fairness of the trans-
action without disclosing users’ privacy needs to be further
improved.

D. TECHNOLOGY APPLICATION BASED ON

RESTRICTED PUBLISH

Restricted publishing scheme is making public data selec-
tively, which directly removes the data involving privacy
from the public database. Compared with coin mixing
mechanism and encryption mechanism, it can fundamen-
tally guarantee the privacy of data. However, this method
has many limitations on application scenarios, and requires
a lot of modification and revision of blockchain proto-
col. Nowadays, there are two common schemes: Light-
ning Network [71], consortium blockchain and private
blockchain [78].
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1) LIGHTNING NETWORK

Lightning Network [71] is a micropayment technology in bit-
coin, in which most transactions between users are stored off-
chain, only the first and last transactions need to be recorded
on the blockchain ledger, which reduces the storage load on
the chain, consequently reduces the transaction cost of bitcoin
significantly, and meets the requirements of small and fast
payment. So it can effectively protect transaction privacy.

2) CONSORTIUM BLOCKCHAIN AND

PRIVATE BLOCKCHAIN

Most of the traditional blockchain applications, such as bit-
coin, ethereum and so on, are based on the public chain.
Public blockchain is a highly decentralized distributed ledger,
which makes it convenient for any node to access the
blockchain network freely, but it also brings potential pri-
vacy threats. In order to prevent information leakage and
attack, the public blockchain is gradually extended to the
consortium chain and the private blockchain. Consortium
blockchain means the blockchain is managed by multiple
industry organizations. Only members of the consortium
can read and write and send data, while other unauthorized
nodes cannot access the blockchain data. Private blockchain
is a non-public “‘chain’ that is suitable for the application
within the enterprise. Only authorized users can access the
blockchain data. These two new chains close the access to
data of unauthorized nodes fundamentally, and reduce the risk
of blockchain privacy disclosure significantly.

E. TECHNOLOGY SCHEME BASED ON

CASE APPLICATION

All of the above proposals are for privacy protection of the
identity and transaction amount of both parties. Blockchain
also proposes some privacy protection schemes in other
fields, such as Hawk framework based on smart contract [79],
Quorun based on Ethereum [80], IntelSGX based on Trusted
Execution Environment (TEE) [45].

1) HAWK

Kosba et al. [79] proposed a smart contract framework to
protect users’ privacy: Hawk. Unlike Zerocash, which uses
zero knowledge proof for coin transactions, hawk cleverly
combines zero knowledge proof [24] and multi-party com-
puting [39] or TEE [44] to protect the privacy of blockchain
contract content.

Generally, the blockchain smart contract is open and trans-
parent, but Hawk divides the smart contract into public and
private parts [81]. Public contracts store public information,
private contracts store private data, transaction amount and
other information. These operations achieve the data privacy
on the chain and ensure that the private data is hidden out of
the public view.

In addition, Hawk also guarantees the fairness of the con-
tract participants, and any participant who terminates the
agreement maliciously will be subject to financial penalty.
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However, it is worth noting that Hawk can only guarantee the
privacy of the input code in the contract, but not the privacy
of the code itself. In fact, the contract code will also disclose
user information. In the blockchain smart contract, although
Hawk protects the user’s privacy, its scalability is not very
strong, and it is not completely decentralized.

2) QUORUM

Quorum is an enterprise level blockchain platform launched
by J.P. Morgan (a financial institution in the United States).
Starting from the actual operation of the financial sys-
tem, Quorum is a consortium blockchain system based on
Ethereum, and is different from the previous consideration
of privacy from the perspective of public chain.

Ethereum is the underlying protocol for Quorun, where
the code and logic are almost completely inherited (which
reduces the probability of bugs) and provides additional ser-
vices. Quorun added a privacy field to the smart contract and
changed ethereum’s consensus mechanism from PoW to Raft
or smart contract voting, so it was more efficient. The intro-
duction of Privatefor syntax allows users to specify the visible
side of an encrypted transaction, thus enabling a flexible and
clear privacy policy [80]. Quorun also added permission func-
tions to the previously unrestricted P2P transmission mode,
such as read and write permissions, user sending messages,
miner node processing data, etc., so that P2P messages can
only be transmitted between mutually allowed nodes.

Quorum is similar to Hawk in some aspects. It divides
the transaction data into two parts: public and private. The
difference is that Quorum does not rely on zero knowledge
proof or secure computing to protect user privacy. By default,
each node in Quorum is honest, and public and private data
will be recorded on multiple nodes in the form of encryption
and supervised, which can be traced back to responsibility
afterwards. Therefore, quorum is more practical to solve the
privacy problem in the blockchain, and its scope of applica-
tion is relatively limited.

3) IntelSGX

In 2013, Intel Corporation, the world’s largest CPU manufac-
turer, launched a new security technology SGX [45] when it
released Skylake processor. SGX is a specific implementation
of trusted execution environment (TEE). TEE provides a
completely isolated environment to prevent other applica-
tions, operating systems, and host owners from querying or
even compiling application content. So that malware cannot
access these data, but also prevent some forms of hardware
attacks. We call the memory space corresponding to the tee
environment protected by SGX as Enclave [82]. Therefore,
the operation of isolation in SGX can be regarded as an ideal
model to ensure the privacy and integrity of users’ key code
and data.

SGX, as an important research in the field of security,
can not only enhance the security of the system, but also
solve the problem of data privacy protection in the blockchain
after it is combined with the blockchain technology,
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without affecting the decentralization and tamper-proof prop-
erties of the blockchain. It not only preserves the advan-
tages of blockchain, but also improves the disadvantages of
blockchain technology. At present, SGX technology has been
widely used in the implementation of data privacy protection
in distributed systems [83].

V. SUMMARY AND PROSPECT

With the rapid development of blockchain technology and
its extensive applying in various fields such as finance [84],
cloud computing [85], big data [86], IoT [3], [4], privacy
protection has been severely challenged. However, bitcoin,
Ethereum and other fully open ledgers have been unable
to meet people’s perfect demand for privacy protection in
application scenarios. For this reason, researchers need to
devote themselves to study and constantly improve the pri-
vacy protection of blockchain.

Based on the latest research results, this paper focuses
on the key technologies and typical applications of privacy
protection in blockchain. Among them, the eight privacy
protection key technologies proposed in this paper have
made a detailed comparison and analysis of blockchain pri-
vacy protection from the aspects of technical characteris-
tics and anonymity. It is concluded that the centralized coin
mixing mechanism and the hidden address have the weak-
est privacy protection for users, followed by the decen-
tralized coin mixing mechanism and ring signature. The
remaining four privacy protection technologies have stronger
anonymity in the blockchain field than before, and are also
the key technologies that have been studied and applied
most. They are applied to various digital currency and other
application scenarios, such as Zerocoin, Zerocash, Hawk,
and IntelSGX. One common feature of them is decentral-
ization, which avoids the attack of the third-party mali-
cious nodes and achieves anti-transaction graph analysis.
Therefore, blockchain privacy protection must be put in an
important position to enhance the system’s anti-attack in the
future.

Nowadays, there have been a lot of achievement of
blockchain security and privacy protection, but the known
blockchain privacy protection technologies are not perfect,
there are still many problems to be discussed and improved,
hoping to design a more secure and efficient privacy pro-
tection scheme. Among them, the most representative is to
provide privacy protection and trust mechanism by combin-
ing blockchain and trusted computing technology [87]. For
example, VANETSs based on blockchain [88] can establish
distributed trust management mechanism while protecting
vehicle privacy. This field has become a new research direc-
tion in the future. Although, the existing applications of
digital currency have been more mature, such as bitcoin,
Monroe, Zerocoin and so on. But the research of blockchain
in other fields is just beginning. As a new network tech-
nology, blockchain still needs to be studied by researchers
to provide technical foundation for further development of
blockchain.
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Finally, privacy protection should not be the protection
technology of lawbreakers, especially the emerging digital
currency similar to bitcoin, which is more severe in the face of
privacy protection and regulatory issues [89]. Therefore, it is
necessary to introduce appropriate supervision mechanism or
audit mechanism in the blockchain to realize the functions of
governance and error correction in the process of blockchain
transaction, so as to reduce the possibility of criminals using
the blockchain platform. How to supervise the illegal and
criminal behaviors in the blockchain under the condition of
providing privacy protection has become the development
direction of the government and financial institutions in the
next stage.
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