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ABSTRACT The Internet of Things, abbreviated as IoT, is a new networking paradigm composed of wireless
and wired networks, geographically distributed and interconnected by a ““secured” backbone, essentially,
the Internet. It connects billions of heterogeneous devices, called Things, using different communication
technologies and provides end-users, all over the world, with a variety of smart applications. IoT constitutes
a new evolution for the Internet in terms of diversity, size, and applications. It also invites cybercriminals
who exploit IoT infrastructures to conduct large scale, distributed, and devastating cyberattacks that may
have serious consequences. The security of IoT infrastructures strongly depends on the security of its wired
and wireless infrastructures. Still, the wireless infrastructures are thought to be the most outspread, important,
and vulnerable part of IoT. To achieve the security goals in the wireless infrastructures of IoT, it is crucial
to have a comprehensive understanding of IoT attacks, their classification, and security solutions in such
infrastructures. In this paper, we provide a survey of attacks related to the wireless infrastructures of IoT in
general, and to the most used short-range wireless communication technologies in the resource-constrained
part of IoT in particular. Namely, we consider Wi-Fi, Bluetooth, ZigBee, and RFID wireless communication
technologies. The paper also provides a taxonomy of these attacks based on a security service-based attack
classification and discusses existing security defenses and mechanisms that mitigate certain attacks as well
as the limitations of these security mechanisms.

INDEX TERMS 10T security, Wi-Fi, Bluetooth, ZigBee, RFID, wireless security, wireless IoT, IoT attack
classification, wireless security mechanisms, attack-defense trees, attack countermeasures.

I. INTRODUCTION

Internet of Things (IoT) constitutes a new evolution of the
classical Internet network in terms of diversity, size, and
applications. This new networking paradigm expands the
Internet from a Machine-to-Machine (M2M) communication
system to a Things-to-Machine (T2M) and Things-to-Things
(T2T) communication system. In other words, IoT aims to
transform everything into a computer that can perform com-
putation and communication over a network. IoT is physically
perceived as a networking infrastructure composed of wire-
less and wired telecommunication networks. The wireless
part includes, but not limited to, Wi-Fi (Wireless Fidelity),
Bluetooth, ZigBee, RFID (Radio Frequency IDentification),
Z-Wave, Thread, Wavenis, RuBee, 6LowPan, LoRa, 4G/LTE,
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NBIoT (Narrowband Internet of Things), RIIoT (Radio
Industrial IoT), Tinymesh, Wi-Max (Worldwide Interoper-
ability for Microwave Access), and 5G networks. The wired
part includes, but not limited to, Ethernet, ARCNet (Attached
Resource Computer NETwork), FDDI (Fiber Distributed
Data Interface), PPP (Point-to-Point), Frame Relay, Token
Ring, ISDN (Integrated Services Digital Network), X25, and
xDSL (x-Digital subscriber Line!) networks. These networks
are geographically distributed and interconnected through a
“secured” backbone, essentially, the Internet. This diversi-
fied networking infrastructure allows billions of heteroge-
neous devices, called Things, to be connected to the same
backbone [1], [2] and communicate with each other within
the framework of smart applications [3]-[15].

1x-DSL covers all DSL technologies (digital data over telephone lines),
such as ADSL, ADSL2+, RADSL, SDSL, IDSL, VDSL, and HDSL.
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FIGURE 1. General view of Internet of Things.

Figure 1 illustrates a general view of IoT. It shows different
possible IoT applications connected trough the same back-
bone (Internet). IoT allows various smart applications to be
accessible to users worldwide. For example, on a local scale,
a law enforcement vehicle can communicate with a traffic
light system to automatically turn the light into red or green
in case of an emergency. In a large scale, a house owner
can use a tablet in one country, say Algeria, to connect and
communicate with a security camera installed in his own
house, located in another country, say Palestine, to monitor
and keep a close eye on the location for any possible burglary.

A. IoT SECURITY

IoT brings to our ecosystem a considerable improvement in
terms of social development, economic benefits, and govern-
mental activities. On the downside, the IoT can be exploited
as a networking platform to conduct large scale, distributed,
and devastating cyberattacks that may have serious conse-
quences. In fact, IoT connects an increasing and large number
of heterogeneous devices for which security configurations
are unknown. If those devices are not secure, they can be
compromised and hijacked by cyberattackers to make them
their cybersoldiers, also known as bots or zombies.

For instance, in 2015, researchers from a security firm
called Rapid7? found that a dozen of baby monitoring camera
models from eight manufacturers contained critical vulnera-
bilities. These vulnerabilities could be exploited by hackers
to conduct nefarious actions, such as monitoring live video
feeds, changing camera settings, harvesting video clips stored
online, and even giving remote control to other hackers.
Hence, by taking over a considerable number of connected
devices (Things), cybercriminals can build large botnets and
exploit them to generate attacks that affect the security of
information systems at a large scale, generally in the form of a

2https://Www.rapid7.corr1/
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DDoS (Distributed Denial of Service) attack. An example of
such an attack is the Mirai attack in 2016 [16]. A malware
called Mirai was used to scan the Internet and identify a
large number of IoT devices, in particular, IP cameras and
routers, that run Linux and use default credentials for telnet’
connections. The attackers were able to turn those devices
into bots and use them to cause a denial of service attack
on DNS (Domain Name System) servers. This consequently
resulted in cutting off access to some popular websites.

Moreover, attackers can conduct local scale attacks on
individual critical devices that may involve human life, such
as the Stuxnet attack in 2011 [17], the Ukraine’s power-
grid blackout in late 2015 [18], the Jeep Cherokee attack
in 2015 [19], the Brickerbot attack in 2017 [20], and the
Philips lightbulbs attack demonstration in 2018 [21]. These
attacks have demonstrated how catastrophic and diversified
cybercrimes could be in a world where everything is a com-
puter.

B. MOTIVATION AND OBJECTIVES

Currently, the security of the Internet of Things (IoT) strongly
relies on the security mechanisms that are provided by the
existing network infrastructures and technologies. We can
state that all security issues of the Internet and computers
have become security issues of everything as IoT transforms
Internet security to everything security. Therefore, there is a
serious need for a comprehensive study about IoT security
issues in general and IoT attacks in particular.

In this paper, we adopt a security service-based attack
classification to review the attacks that occurred in the last
two decades on the most used short-range wireless commu-
nication technologies of IoT. Namely, we consider Wi-Fi,
Bluetooth, ZigBee, and RFID. We also provide possible coun-
termeasures that can be applied to mitigate or at least detect
certain attacks. Since IoT is a more recent phenomenon,
the reader would be wondering why we are reviewing the
attacks that occurred a long time back. There exist multi-
ple reasons: (1) The different versions or standards of each
technology are compatible with previous or legacy versions
and standards. This allows vulnerable versions to be used.
(2) Depending on the situation, person, and country, some
users may use old devices or technology standards that con-
tain vulnerabilities. By connecting a vulnerable device to
a secured infrastructure, we make the whole infrastructure
vulnerable. (3) Certain governmental and provincial infras-
tructures need much more time than others to upgrade the
technologies, devices, or security mechanisms that are used
by their citizens and residents. (4) Because of security costs,
the latest versions of a technology are not used on certain
latest models of devices. For example, you can still find
a 2020 high-end car that uses Bluetooth v3.04+HS (High
Speed), which appeared in 2009. (5) Some low cost embed-
ded IoT devices have been built offshore by third parties

3Telnet is an unencrypted session-layer protocol that allows remote access
to connected devices. It operates on the standard network port 23.
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which may not be in business for a long time. Hence, any
vulnerability that is discovered on those devices will not be
fixed. (6) New attacks usually follow an attack methodology
similar to the one employed by old attacks. A review of old
attacks may help understand new attacks that may occur on
the same technologies or on other new technologies, and
easily identify countermeasures to mitigate the attacks.

We have limited our study only to Wi-Fi, Bluetooth,
ZigBee, and RFID wireless communication technologies
for the following main reasons: (1) These technologies
are the most used and prominent ones for the future of
IoT [22]-[26]. (2) 10T cannot be secure without securing
its wireless infrastructures that adopt these technologies.
(3) Most of the wireless IoT infrastructures that adopt these
technologies are resource-constrained and are subject to
different types of attacks.* (4) The wireless infrastructure of
IoT is the most vulnerable part of IoT. Attackers may exploit
this part as an entry point to build their attacking network
over the air. (5) These technologies have been around since
the late nineties and have a broader background than the
new short-range technologies, such as 6LoWPAN, BackFi,
Thread, Wavenis, RuBee, and Z-Wave. Hence, we can
learn from the current ones to understand and prevent the
same attacks from happening on the upcoming technologies.
(6) For the sake of the length of the paper and topic-
framing, we have not considered mid/long-range wireless
communication technologies, such as Wise, M-Bus (Meter-
Bus), RIIoT (Radiocrafts Industrial IoT), Tinymesh, WiMax,
licensed LPWAN technologies (e.g., LTE-M, EC-GSM, and
NB-IoT), unlicensed LPWAN technologies (e.g.,
MYTHINGS, LoRa, and Sigfox), and cellular technologies
(e.g., 3G, 4G/LTE, and 5G).

C. CONTRIBUTIONS
This paper makes the following three major contributions:

— A generic taxonomy of attacks. We propose a taxon-
omy of attacks in IoT Wi-Fi, Bluetooth, ZigBee, and RFID
infrastructures. This taxonomy classifies attacks based on the
fundamental security services, i.e., authentication, confiden-
tiality, integrity, and availability.

— An extensive survey. Following the taxonomy, we review
the existing attacks that occurred on Wi-Fi, Bluetooth, Zig-
Bee, and RFID wireless communication technologies in the
last twenty years. These attacks might still occur nowadays
in Wi-Fi, Bluetooth, ZigBee, and RFID infrastructures of
IoT or other new technologies used in IoT infrastructures.

— Analysis of countermeasures. For each of the reviewed
attacks, we provide the existing countermeasures that are
used to mitigate the corresponding attacks and propose new
possible security solutions for some of the attacks.

By providing a broader view about possible attacks in the
most used short-range wireless communication technologies

4These attacks are different in terms of the adopted techniques, the impact,
the consequences, the protocol layer levels, the type of the exploited vulner-
abilities, and the compromised security services.

88894

of IoT, security engineers will have a supportive document
to easily answer the following security questions given a
Wi-Fi, Bluetooth, ZigBee, or RFID IoT infrastructure:
(1) What are the existing attacks? (2) What are the most
important security services? (3) What are the most severe
attacks? (4) What are the countermeasures to mitigate a given
attack? (5) Based on the existing attacks and countermea-
sures, how can we mitigate new attacks on other loT wireless
communication technologies?.

D. PAPER ORGANIZATION

The remainder of the paper is organized as follows: Section II
discusses the existing related IoT attack research direc-
tions. Section III presents the most used short-range wireless
communication technologies (Wi-Fi, Bluetooth, ZigBee, and
RFID) in the resource-constrained parts of IoT as well as
their provided security mechanisms. Section IV proposes a
generic taxonomy of attacks in wireless IoT infrastructures.
Following the proposed taxonomy, Section V, VI, VIIL. and
VIII review the attacks against the considered technologies.
Finally, Section IX concludes the paper.

II. EXISTING loT ATTACK RESEARCH DIRECTIONS

The Internet of Things (IoT) has emerged at a very high speed
while its security has been the last matter to consider. This
work presents a comprehensive survey on the attacks that
took place in the last twenty years in the most used short-
range wireless communication technologies in the resource-
constrained parts of IoT, following an attack classification.
There exists a large number of 10T security research works
that have either discussed general IoT security issues, includ-
ing attacks, or have discussed attacks specifically on different
wireless network architectures and wireless communication
technologies. As IoT aims to transform everything into a
computer, we believe that all research work related to the
attacks that have been conducted on a variety of wireless net-
works and technologies are still valid and applicable to IoT.
We have identified the following three IoT attack research
directions (RDs).

RD1: IoT general security issues. A considerable
amount of research work have studied IoT security in
general [27]-[56]. These work discussed major security
issues such as privacy, authorization, authentication, trust
(trustworthiness), accountability, auditability, confidentiality,
key management, and attacks at three different levels: appli-
cation level (e.g., in smart city, smart healthcare, smart trans-
portation, and smart grid), network level (i.e., Internet and
cloud computing), and at the perception level (e.g., in WSN,
Wi-Fi, Bluetooth, ZigBee, RFID, and Z-wave networks).
RD2: Network architecture-related attacks. Many research
works have focused on attacks in particular. They surveyed
and classified attacks that are related to the adopted wire-
less network architecture (mainly Ad hoc) such as WSNs
(Wireless Sensor Networks) [57]-[65], MANETs (Mobile
Ad hoc Networks) [66]-[78], and VANETSs (Vehicular Ad
hoc Networks) [79]-[87]. Those types of wireless networks
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TABLE 1. loT attack research directions.

Research ToT

Direction

ToT Wireless

IoT Network
Architectures

IoT Security
Services

Applications

Technologies

Some research work consider Certain research work h- | Some research work ha- | Some discuss attacks that breach security s-
Notes | security issues within the scope | ave emphasized on the c- | ve scoped their work for | ervices, whereas others discuss the impleme-
of one or more IoT applications. | onsidered IoT technology. | specific IoT architecture. | ntation of specific IoT security services.
_ ggnirée:;ironment [27,28,32,34, _ Wi-Fi [34, 36, 39, 41, 47,
T 54, 55]. — WSNs [27-31,40-43,54,
. 55].
— Smart grid [27, 28, 32, 53]. — Bluetooth [34, 36, 39, 47, — Authentication [27-34, 39-47, 49, 51-94, 96,
_ Smart healthcare [27, 28, 32, 38, 54, 55]. —féoticgl [?;,3526,]38—40,45, 97-105, 108-120, 122, 123, 125, 127, 128].
RDI 46,49, 501 — ZigBee [27,34, 36,39, 41, _ Confidentiality [29-33, 36, 38-43, 45-47, 52,
_ Smart transportation [27, 32, 46 42,52, 54, 55]. — MANETs: [35]. 53-58, 60-63, 65-76, 79, 80-91, 93, 96, 98,
49] sp T 99-107, 109-110, 112, 113, 115-118, 121,
’ — RFID [27-32, 39-43, 46, |- VANETs [35, 49]. 122, 123, 125-131].
47, 49, 50, 52, 54].
~ Others [32, 35, 36]. — Integrity [29, 30, 32, 38-41, 43, 46, 47, 51,
_ General ToT application [29-31, |~ Others [27,28, 30,34, 39, 55, 56, 58, 60, 62, 63, 66, 67, 69-72, 74-76,
33, 37, 30.45 48, 51. 52, 54.5€1.| 4147541 78,79, 80-91, 100-105, 108-110, 112, 113,
T T T ’ 115, 117, 119-122, 125-127].
S — Availability [29, 31, 32, 39-43, 45-53, 55-76,
- Wi-Fi [58, 62, 66, 76]. 78-89, 91, 94, 96, 97, 100-102, 104, 108-110,
_ Bluetooth [58, 82]. — WSNs [57-65, 76]. 113-116, 118, 120, 121, 123-128, 130].
— Smart transportation [79-87].
. — Access control [27, 33, 34, 40, 42-45, 47, 53,
RD2 o — ZigBee [58, 60, 82]. — MANETS [66-78, 84]. 60, 66, 74, 81, 82, 87-90, 96, 99-101, 105,
— General applications [57-78, 84]. 112, 113, 122]
- RFID [58]. — VANETs [79-87]. Co ’
—Trust [27, 40, 44, 47, 52, 54, 57,78, 79, 90,
— Others [58, 60, 82]. 110, 111, 122,
— Wi-Fi [89-94] — Privacy [27, 29, 32, 33, 35-40, 44, 53, 58, 79,
— Smart environment [129]. ’ — WSNs [88, 104, 107]. 81-84, 87, 109-112, 115, 117, 122, 130, 131].
— Smart transportation [112, 113]. - 9B7h_116502?th (88, 89,95, 96, — WLAN [89-94, 97]. — Others [32, 33, 38, 40-42, 45, 47, 52, 56, 60,
’ 66, 69,71, 72, 74-76, 79, 81-84, 86, 88, 96,
RD3 |- Smart healthcare [112]. _ ZigBee [103-107]. — WPAN [88, 89, 95-122]. | 100, 108-110, 112, 115, 122, 125].
— Others [112, 113]. _RFID [88, 108-114]. - Y\;WAN [89,90,123,124,
5-131].
— General applications [89-131].
— Others [89, 90, 115-131]. _ Cloud [130].

are also the foundation of many wireless IoT infrastructures.
For example, VANETSs are the foundation of all IoT smart
transportation infrastructures and applications.

RD3: Wireless technology-related attacks. Some research
work have surveyed and classified, or reported, attacks
that are dependent on the adopted communication tech-
nology. The considered technologies are heavily used in
IoT. A large majority have studied security attacks con-
sidering multiple wireless communication technologies,
such as Wi-Fi, Bluetooth, RFID, WiMax, UMTS, LTE,
and WSNs® [88]-[90], whereas others have chosen to
survey attacks in one particular wireless communication
technology, e.g., Wi-Fi [91]-[94], Bluetooth [95]-[102],

5Note that WSNs (Wireless Sensor Networks) is a resource-constrained
type of wireless Ad hoc (Mobile) networks that can adopt different technolo-
gies, such as ZigBee, Wi-Fi, Zwave, or Bluetooth wireless communication
technology. Thus, we believe that differentiating between a wireless technol-
ogy and a type of wireless networks is important.
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ZigBee (or IEEE 802.15.4) [103]-[107], RFID [108]-[114],
6LoWPAN (Ipv6 over Low-Power Wireless Personal Area
Networks) [115]-[118], LoRaWAN [119]-[121], Zwave and
Thread [122], WiMax [123]-[128], and 4G (i.e., LTE)
or 5G [129]-[131].

Table 1 summarizes the three IoT security attack research
directions (i.e., RD1, RD2, and RD3), with respect to the con-
sidered IoT applications (Column 2), IoT wireless commu-
nication technologies (Column 3), IoT network architectures
(Column 4), and IoT security services (Column 5).

The Internet of Things is evolving and spreading very
quickly. We believe that it is important to have a compre-
hensive survey about attacks that are possible on IoT short-
range wireless communication technologies. Considering the
related surveys, we believe that the reported attacks are
not comprehensive and too general compared to what we
review in this paper. Also, the way how attacks are gener-
ally reviewed in the related work makes the task of security
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FIGURE 2. Interconnection of Wi-Fi, Bluetooth, ZigBee, and RFID loT infrastructures.

engineers even harder since the attacks are discussed from a Figure 2 illustrates how the four wireless communication
general perspective. Even though some existing surveys have technologies are used to interconnect networks in the Internet
proposed attack classifications, we find those attack classifi- of Things.

cations not straight-forward. Based on an attack, a security

engineer may not directly identify the source of the vulner- A. WI-FI TECHNOLOGY

ability and recommend a countermeasure. We believe that 1) WI-FI OVERVIEW

choosing the right attack classification is important and useful Wi-Fi (Wireless Fidelity) is a wireless communication tech-

in illustrating a holistic and comprehensive picture of possible nology based on the IEEE 802.11 standard. It allows the con-
attacks in Internet of Things. struction of WLANs (Wireless Local Area Networks) over

both unlicensed radio bands, the 2.4 GHz ISM (Industrial
Ill. loT SHORT-RANGE WIRELESS TECHNOLOGIES Scientific and Medical) band and the 5 GHz UNII (Unli-
This section discusses the most used short-range wireless censed National Information Infrastructure) band. It was first
communication technologies in the resource-constrained introduced in 1999 allowing the implementation of WLANSs
part of IoT, namely, Wi-Fi (Wireless Fidelity), Bluetooth, over a short-range with a basic transmission rate of 2Mbps.
ZigBee, and RFID (Radio Frequency IDentification). Later, Wi-Fi has significantly evolved in many aspects, such
We present these technologies and discuss their security as power management, quality of service, data rate, infras-
mechanisms that are used to provide security services, tructure modes, and security. Nowadays, a Wi-Fi network
i.e., authentication, confidentiality, integrity, and availability. can send data at 6.75Gbps [132] and reach a range up to
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382km [133]. It is commonly used in domestic places, such
as houses, hotels, hospitals, universities, and enterprises.

Wi-Fi allows the construction of WLANs following four
different configurations: Infrastructure, Ad Hoc, bridge, and
repeater. The first two modes define how Wi-Fi devices can
directly or indirectly communicate with each other, whereas,
the last two modes define how to extend the range of a
Wi-Fi network. In the infrastructure mode, an access point,
called coordinator, controls and coordinates a certain number
of wireless devices called wireless clients or stations (Viz.,
Wi-Fi in Figure 2). These wireless stations have to be asso-
ciated and authenticated to the access point to be fully con-
nected to the network. The set of wireless stations along
with the access point constitutes a BSS (Basic Service Set)
structure which is identified by a BSSID (Basic Service Set
Identifier). This BSSID corresponds to the MAC address® of
the access point. When multiple BSSs are connected, they
form an ESS (Extended Service Set) structure identified by
an ESSID (Extended Service Set Identifier) or SSID (Service
Set Identifier). In an Ad Hoc mode however, wireless devices
connect to each other to form different flexible network archi-
tectures such as mobile and mesh networks. In such network
configurations, each wireless device can be both a wireless
station and a wireless coordinator. The set of all connected
wireless stations forms the structure of an IBSS (Independent
Basic Service Set) identified by an SSID.

Wi-Fi adopts the CSMA/CA (Carrier Sense Multiple
Access with Collision Avoidance) protocol to access the
radio channel. This protocol allows Wi-Fi devices to send
their data while avoiding collisions by applying the binary
exponential back-off algorithm. In the exponential back-off
algorithm, Wi-Fi devices promptly sense the radio channel for
its availability and back off for a random time if the channel
is busy. If a Wi-Fi device detects that the radio channel is not
busy, it starts transmitting its data (i.e., IEEE 802.11 frames).

2) WI-FI SECURITY

Wi-Fi technology provides a number of security mechanisms.
In the following paragraphs, we briefly present these mech-
anisms that help understand the reviewed Wi-Fi attacks and
countermeasures. Interested readers are referred to the IEEE
802.11 specification documents [134] for more details.

a: WEP (WIRED EQUIVALENT PRIVACY)

This security mechanism was introduced as part of the IEEE
802.11 standard in 1997 to provide authentication, encryp-
tion, and data integrity. For authentication, WEP provides
two security modes, the OSA (Open System Authentication)
and the SKA (Shared Key Authentication). In the first mode,
any Wi-Fi station can get connected to any access point that
adopts this mode. The second mode however, is based on
the use of a pre-shared secret key and a challenge-response

SMAC (Media Access Control) address is a 48-bit hardware address
uniquely associated to the network interface of a device to connect to a
network. This address is generally used at the link and MAC protocol-layer.
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protocol. If a Wi-Fi station proves to the access point the
right possession of the secret key, it gets authenticated. For
encryption, WEP applies the RC4 (Ron’s Code 4) stream
cipher algorithm along with an encryption key and uses the
CRC-32 algorithm to generate an ICV (Integrity Check
Value) code for data integrity.

b: IEEE 802.11i STANDARD

Few years after WEP was shown to be containing serious
vulnerabilities [135]-[139], the IEEE proposed the 802.11i
framework [140]. This framework provides stronger secu-
rity mechanisms for authentication, encryption, and data
integrity. Notwithstanding, due to the high demand and pres-
sure for a secure solution to be implemented and released,
the Wi-Fi Alliance quickly (in April 2003) started certifying
devices based on a draft version of 802.11i under the name
of WPA (Wi-Fi Protected Access). In June 2004, the final
version implementing the 802.11i specification was ratified
under the name of WPA2.

The IEEE 802.11i standard defines two possible
authentication modes: enterprise mode, also known as
WPA-Enterprise, and personal mode, also known as
WPA-PSK. In the first mode, an 802.1X infrastructure is
adopted. Such infrastructure consists of an authentication
server, e.g., RADUIS (Remote Authentication Dial-in User
Service); a network controller (authenticator) usually an
access point; and the use of the EAP (Extensible Authentica-
tion Protocol). This infrastructure allows any Wi-Fi device,
also known as a supplicant, to join the network and to be
uniquely identified and authenticated. In the second authenti-
cation mode, a pre-shared password is used to derive a crypto-
graphic keychain that is used for authentication, encryption,
and data integrity. As the IEEE 802.11i standard was not
compatible with WEP, two new encryption mechanisms have
been introduced, TKIP (Temporal Key Integrity Protocol)
and CCMP (CTR with CBC-MAC Protocol) [141]. A third
mode called GCMP (Galois Counter Mode Protocol) was
introduced in 2012 [132], [142]. Similar to WEP, TKIP
mechanism uses RC4 algorithm but with a longer encryption
key. It uses Michael algorithm to compute a code called
MIC (Message Integrity Code) for data integrity. CCMP
however, is more secure as it uses AES (Advanced Encryption
Standard)’ for encryption and CBC-MAC (Cipher Block
Chaining-Message Authentication Code) algorithm for data
integrity [141].

c: WPS (WI-FI PROTECTED SETUP)

This security mechanism was introduced by the Wi-Fi
Alliance in 2006 to provide an easy and secure procedure
to join a Wi-Fi network. Currently, four procedures have
been defined: (1) PIN-based procedure, where the user intro-
duces an 8-digit PIN code shown on the new device into the
access point memory or vice-versa. (2) PBC (Push Button

7AES (Advanced Encryption Standard), also known as Rijndael, is a
symmetric cipher established by the U.S. National Institute of Standards and
Technology (NIST) in 2001 [143].
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Configuration), where the user has to simultaneously push a
virtual or physical WPS-button on both devices (i.e., access
point and the new device). (3) NFC (Near Field Communica-
tion), where the user approaches the new device next to the
access point so that a near-field contactless authentication can
be performed. (4) USB (Universal Serial Bus) mode, where
the user needs a USB pendrive to transfer authentication data
between Wi-Fi devices.

d: OPPORTUNISTIC WIRELESS ENCRYPTION

This mechanism is defined in the RFC810. It aims to add a
security layer for Wi-Fi networks that adopt the open system
authentication such as public and guest networks. It uses the
Diffie-Hellman key establishment protocol [144] to establish
a shared key, known as PMK (Pairwise Master Key). This key
is then used to derive other keys to guarantee message authen-
tication, confidentiality, and integrity. Note that this protocol
allows a Wi-Fi client and an access point to establish a shared
secret key without having shared any credentials a priori.

e: MFP (MANAGEMENT FRAME PROTECTION)

This mechanism is part of the IEEE 802.11w amendment
(2009). It aims to increase the security of Wi-Fi management
frames by providing data confidentiality, integrity, authentic-
ity, and freshness. It has been optional in WPA and WPA2, but
it is mandatory in WPA3 which we discuss in the next para-
graph.

f: WPA3 (WI-FI PROTECTED ACCESS 3)

In June 2018, the Wi-Fi Alliance announced WPA3 [145]
as the next generation of Wi-Fi security. This new secu-
rity mechanism aims to completely replace WPA2 mecha-
nism. It provides multiple advantages over WPA2 such as
protections against dictionary attacks (through the use of
Simultaneous Authentication of Equals protocol [146], also
known as dragonfly), forward secrecy, side-channel attacks,
and authentication of management frames (through MFP).
It allows three possible operational modes: WPA3-SAE
(Wi-Fi Protected Access 3-Simultaneous Authentication of
Equals), which is used when Wi-Fi devices only support
WPA3; WPA3-SAE transition, also known as mixed mode,
which allows Wi-Fi devices that only support WPA2 to
connect to a WPA3 network; and WPA3-Enterprise 192-
bit, which is used in sensitive enterprise environments, such
as government and industry. WPA3-Enterprise, in particular
v2.0 (December 2019), adds additional security measures to
WPA2-Enterprise. For example, in WPA3-Enterprise, sup-
plicants would not have the option of “skip certificate val-
idation” or “‘accept any certificate” to complete an authen-
tication with an authentication server, e.g., RADIUS, which
was not the case with WPA2-Enterprise. This would mitigate
possible evil twin attacks.

B. BLUETOOTH TECHNOLOGY

1) BLUETOOTH OVERVIEW

Bluetooth is a wireless technology based on the IEEE
802.15.1 standard. It is used for exchanging data between
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fixed and mobile wireless devices within a short-range and
building WPANs (Wireless Personal Area Networks). It was
originally conceived by the telecommunication vendor Erics-
son in 1994, as a wireless alternative to RS-232 cables. It uses
the free unlicensed 2.4 GHz ISM (Industrial, Scientific,
and Medical) radio band and adopts the FHSS (Frequency
Hopping Spread Spectrum) transmission technique to send
packets while reducing interference. It employs the master-
slave communication mode (viz., Bluetooth in Figure 2).
Bluetooth has evolved for the last twenty years, from v1.0
(1999) to Bluetooth 5.2 (2019), coming out with better power
consumption, stronger security, higher data rate, and longer
range. These improved features made Bluetooth a substantial
technology for different IoT applications [4]-[6], [12], [13].

To communicate, Bluetooth devices have to be associated
and authenticated to each other. This is performed during an
authentication procedure called pairing. The device which
initiates the pairing procedure is assigned the role of a master,
whereas the other devices which accept the pairing from the
master are assigned the role of slaves. When a certain number
of slave devices are connected to the same master device, they
form a network structure called piconet. The interconnection
of at least two piconets forms a scatternet. Each device in
a piconet or a scatternet is uniquely identified by a 48-bit
Bluetooth device address (BD_ADDR).

a: BLUETOOTH LOW ENERGY

In 2010, the Bluetooth SIG (Special Interest Group)
released Bluetooth v4.0+LE (Low Energy), or simply
BLE [147]. This new wireless technology includes two sub-
specifications: Bluetooth smart, also known as BLE single
mode; and the Bluetooth smart ready, also known as BLE dual
mode. These two sub-specifications have completely differ-
ent physical® and link layers, which result in two different
protocol stacks: BLE dual mode and BLE single mode. BLE
dual mode implements the classic Bluetooth stack, which is
used in Bluetooth v1.1 to Bluetooth v3.0+HS (High Speed),
as well as the Bluetooth smart stack. BLE single mode imple-
ments only the Bluetooth smart stack. Bluetooth devices
operating over the single mode stack are not compatible with
classic Bluetooth devices [147].

2) BLUETOOTH SECURITY

Bluetooth technology provides security services through dif-
ferent security mechanisms. In the following paragraphs,
we present the commonly used security mechanisms.

a: DISCOVERABLE MODE

Bluetooth allows devices to be set to a private mode known
as non-discoverable mode. This mode hides the presence of
a device from other Bluetooth devices. A device in this mode

8Classical Bluetooth applies FHSS (Frequency Hopping Spread Spec-
trum) by hopping over 79 channels at 1600 hops per second, whereas BLE
applies FHSS over 40 channels at the same hopping rate.
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can only be reached out by other Bluetooth devices that know
its Bluetooth device address.

b: PAIRING MECHANISM

Pairing allows two Bluetooth devices to authenticate each
other and negotiate on a set of security parameters to derive
a master key called link key. This link key is employed
further to derive other keys that will be used to guarantee
secure communications. Currently, there are three Bluetooth
pairing mechanisms: the legacy pairing used in Bluetooth
v1.0 to v2.04+EDR (Enhanced Data Rate), the SSP (Secure
Simple Pairing) used in v2.14+EDR (Enhanced Data Rate) to
v4.1+LE (Low Energy), and the Secure Connections used in
Bluetooth v4.2+LE to Bluetooth 5.2:

— Legacy pairing. This mechanism is based on the use of a
PIN code or a passkey. The same PIN code or passkey must
be introduced into the pair of Bluetooth devices to be paired.
The PIN code is used as a seed to generate the link key which
is employed further to derive keys for mutual authentication
and encryption’ [149].

— SSP (Secure Simple Pairing). This mechanism uses the
ECDH (Elliptic Curve Diffie-Hellman) key establishment
protocol [144] along with the public-private key pairs of
both Bluetooth devices to be paired, to generate the link
key. The link key is then employed to further derive keys
for authentication and encryption. The SSP pairing provides
four possible association modes that are flexible in terms
of device input/output capabilities: Numeric Comparison,
Passkey Entry, Just Works, and Out of Band [149].

— SC (Secure Connections). This mechanism upgrades the
SSP (Secure Simple Pairing) to utilize longer key sizes and
stronger algorithms. For example, the SSP used algorithms
that are based on SAFER+ for encryption and authentication,
and P-192-ECDH with HMAC-SHA?256 for key generation.
The Secure Connections however, uses AES-CTR for encryp-
tion, HMAC-SHA256 for authentication, and P-256-ECDH
with HMAC-SHA256 for key generation. It has also added
message integrity service using AES-CCM algorithm.

c: CONFIDENTIALITY MECHANISM

Bluetooth has three encryption modes but only two of them
provide confidentiality: encryption mode 1, in which there
is no encryption; encryption mode 2, in which only uni-
cast traffic is encrypted; and encryption mode 3, which
encrypts all the traffic. From Bluetooth v1.0 to Bluetooth
v4.14LE, the encryption is based on SAFER+-, while Blue-
tooth v4.24-LE to 5.2 uses AES.

d: SECURITY MODES

Bluetooth security modes define when and where security
procedures such as authentication and encryption shall be
initiated. There are four different security modes [149], secu-
rity mode 1, 2, 3 and 4. Security mode 1, also known as

9All algorithms used in legacy paring to derive keys are based on SAFER+
(Secure And Fast Encryption Routine +) block cipher [148].
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unprotected mode, provides no security procedures. The
security mode 2, also known as service-level enforced secu-
rity mode, allows the initialization of security procedures
after link establishment but before logical channel establish-
ment. Security mode 3, also known as link-level enforced
security mode, initiates security procedures before the phys-
ical link is fully established. Finally, the security mode
4 allows security procedures to be initiated after the physical
and logical link setup. Security modes 1, 2, and 3, use the
legacy pairing, whereas security mode 4 uses the SSP or SC
pairing. Mode 4 is supposed to be the most secure one.

e: BLE SECURITY

BLE (Bluetooth Low Energy) defines two main pairing
modes: legacy pairing and SC (Secure Connections). The
BLE legacy pairing applies the SSP (Secure Simple Pair-
ing), which is used in classic Bluetooth (from Bluetooth
v2.1+EDR to Bluetooth v4.14+LE) but without the appli-
cation of ECDH (Elliptic curve Diffie-Hellman). The BLE
Secure Connections upgrades SSP pairing in Bluetooth
v4.24+LE to Bluetooth 5.2. It uses ECDH, longer keys, and
provides data integrity. In BLE legacy pairing, only three
association modes are possible: Just Works, Passkey Entry,
and Out of Band (i.e., through NFC or Wi-Fi technology).
In BLE Secure Connections, Numeric Comparison is added.
Besides Numeric Comparison, none of the previous associ-
ation modes provides protection against passive eavesdrop-
pers. BLE employs AES-CCM for data encryption.

C. ZigBee TECHNOLOGY
1) ZigBee OVERVIEW
ZigBee is a wireless communication technology based on
the IEEE 802.15.4 standard. It allows resources-constrained
devices, such as power-limited devices, to communicate over
the radio and form a WPAN (Wireless Personal Area Net-
work). It is the most used wireless communication technol-
ogy in home automation and smart lighting [150]. It was
initially conceived in 1998 and then standardized in 2003.
ZigBee has evolved in the last sixteen years, from the first
version of ZigBee (2004) to ZigBee 3.0 (2016) [151], com-
ing out with better power consumption, flexibility, inexpen-
sive deployment [152], security, and new network topology
options [150]. ZigBee uses 2.4 GHz ISM (Industrial, Sci-
entific, and Medicine) band but can also operate on other
bands [153]. It allows a nominal range of 10 to 100 meters
with a data rate varying from 20Kbps to 250Kbps [152],
[154]. It uses the DSSS (Direct Sequence Spread Spectrum)
technique and adopts CSMA/CA (Carrier Sense Multiple
Access Collision Avoidance) to access the radio channel.

In a ZigBee network (viz., ZigBee in Figure 2),
a ZigBee device can be either a Zigbee coordinator (ZC),
a ZigBee router (ZR), or a ZigBee end-device (ZED). The
ZigBee coordinator has the highest capabilities and consti-
tutes the trusted root center of the network. The Zigbee router
acts as an intermediate router forwarding and relaying data to
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other devices. Finally, the ZigBee end-device generally has
sensing capabilities (e.g., detecting motion, smoke, or pres-
sure) and can communicate with its immediate parent device
but does not route any data to other devices [155]. ZigBee
comes with a number of advantages, such as the provision of
long battery lifetime, the support of a large number of nodes
in a network (65,000), easy deployment, low costs, and global
usage.

2) ZigBee SECURITY
ZigBee technology has the following five main concepts of
security [156]:

a: TRUST CENTER

In a ZigBee network, the device that has more physical
resources than all other devices is called the network coor-
dinator or trust center. All other devices are called nodes.
The network coordinator is assigned the responsibility of
managing the security of the whole network by creating
and managing three types of security keys: master, link,
and network. The master key is used for securely exchang-
ing other secret keys. Link keys are per-link keys used to
encrypt messages that are exchanged between two nodes.
Finally, the network key is used by new nodes joining the
network.

b: AUTHENTICATION AND ENCRYPTION

In ZigBee, the data is encrypted using 128-bit AES algo-
rithm with CCM* mode. This operational mode is a slightly
modified version of CBC-MAC (Counter with Cipher Block
Chaining Message Authentication Code), allowing authenti-
cation and encryption [157].

¢: DATA INTEGRITY AND FRESHNESS

ZigBee uses CCM* algorithm to generate the message
integrity code. This code ensures that the data has not been
altered while being exchanged. It also uses a 32-bit frame
counter to distinguish between new and old frames for data
freshness [157].

d: SECURITY LEVELS

ZigBee provides two different security levels, namely, high
security (commercial security) and the standard security (res-
idential security). The key difference between these two lev-
els resides in how the cryptographic keys, such as the network
key, are managed and distributed over the network. The high
security provides key confidentiality by allowing the network
controller to send the network key in an encrypted format.
However, in the standard security level, the network key is
sent unencrypted. This makes it easy to be eavesdropped and
learned by an attacker as demonstrated in [156]. Meanwhile,
the high security mode entropy relies on a pre-installed master
key, which is shared among all ZigBee devices. Therefore,
the compromise of one single node jeopardizes the entire
network.
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e: KEY MANAGEMENT

In a ZigBee network, security keys are distributed in three
different ways. The first way (in the high-security level) con-
sists of transmitting the keys, such as the network key, in its
encrypted form. The second way (in the standard security
level) consists of transmitting the network key unencrypted.
The last mode, which is a trade-off between usability and
security, consists of manually installing the keys, such as the
network key, onto each legitimate device.

D. RFID TECHNOLOGY

1) RFID OVERVIEW

RFID (Radio Frequency IDentification) is a wireless tech-
nology designed for automatically identifying, tracking,
and collecting data from entities such as objects, humans
and animals. It can be viewed as “a means of explicitly
labeling objects to facilitate their perception by computing
devices™ [110]. It relies on tagging objects to identify, track,
and collect data from them using the concept of tag-reader
(viz., RFID in Figure 2). An RFID-tag or transponder is
the unit (e.g., microchip implant) that stores identification
information used to identify and track the object carry-
ing the tag. It is mainly composed of a chip for storage
and computation, optional battery for power supply, and an
antenna for communication [158]. The RFID-reader how-
ever, is a mobile or fixed device that wirelessly interrogates
RFID-tags for object identification and tracking. Note that
the term “‘reader” purely indicates reading capabilities only.
However, in practice, an RFID-reader can also write on the
RFID-tag memory. A third party known as backend database
is sometimes used in RFID systems. This backend database
is requested by the RFID-reader for each tag identification
through secure channels.

RFID technology uses different frequencies depend-
ing on the type of RFID-tag being used, and the
RFID-application. RFID-tags are usually categorized into LF
(Low Frequency), HF (High Frequency), UHF (Ultra High
Frequency), or SHF (Super High Frequency) transponders.
LF-tags (ISO/IEC 18000-2) and HF-tags (ISO/IEC 18000-3)
operate on 124 kHz - 135 kHz [110] and 13.56 MHz,
respectively, and use the inductive coupling (backscatter-
ing) to harvest energy from nearby RFID-readers. They
allow a communication range of 0.5m up to Im. UHF-
tags (ISO/IEC 18000-6) and SHF-tags (ISO/IEC 18000-4)
operate on 860 MHz - 960 MHz [110], [158] (300 MHz
- 928 MHz [159]) and 2.4 GHz - 5.8 GHz, respectively,
and use the electromagnetic coupling to harvest energy from
nearby readers. UHF-RFID systems allow a range of up to
7m (10m [110]), whereas SHF-RFID systems allow shorter
ranges (1-2m). Finally, a “subtype” of RFID technology,
called NFC (Near Field Communication), is used in most con-
tactless and proximity card (ISO/IEC 14443) applications.
It operates on 13.56 MHz band and uses induction coupling.
It complies with most RFID standards and adds new features
and functions. For example, in NFC technology, a device
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(e.g., NFC-capable smartphone) can be set to operate either
as an NFC-reader or as an NFC-tag, which is not possible in
standard RFID systems.

Commercially, there are two types of RFID-tags, namely,
passive and active RFID-tags. Passive RFID-tags are com-
posed of an integrated circuit that mainly holds a proces-
sor, limited memory storage, and a radio transceiver. They
get power supplied upon the reception of a short-range
radio signal from RFID-readers. Active tags however, which
are more expensive and less error-prone, have their local
power source, e.g., battery, and radio transceiver. They
can transmit data in response to a received message from
an RFID-reader for a much longer range than a passive
RFID-tag.

2) RFID SECURITY

As RFID-tags can be attached to any object or implanted
in any living-being, the possibility of reading personally-
linked information without consent has raised serious privacy
concern. This concern resulted in the development of many
security mechanisms to provide security properties as dis-
cussed in the following paragraphs.

a: KEY MANAGEMENT

Most RFID applications use symmetric cryptography, e.g.,
3DES in ePassports. In such cases, a key management scheme
is used. This is because tags and readers share a secret key
that is tag-specific, and none of the two parties can start
identifying itself to the other party. In fact, on the one hand,
if the tag starts identifying itself by sending its identity in
plaintext, all other readers operating on the same frequency
can read that identity and trace that tag. On the other hand,
if the reader starts authenticating itself to the tag, it does not
know which secret key to use since it does not know which
tag it is interrogating. Some schemes have been proposed in
the literature to solve this paradox [160]-[165].

b: AUTHENTICATION

To provide authentication, RFID applies challenge-response-
based authentication protocols. Initially, a symmetric key
is shared between the tag and reader. The RFID-tag (also
known as prover) proves to the RFID-reader (also known as
verifier) the right possession of the key without revealing
it. This consists of sending a challenge from the reader to
the tag. The latter performs some cryptographic operations
using the shared key to produce a response and sends it
back to the RFID-reader. The RFID-reader performs slightly
the same cryptographic operations using the shared key to
check whether the results of its computations are equal to
the ones received from the RFID-tag. If the results are simi-
lar, the RFID-reader authenticates the RFID-tag. If a mutual
authentication is required, the protocol runs in reverse. Exist-
ing authentication protocols are based on symmetric cryp-
tography [166]-[168]. Asymmetric cryptography however, is
less frequently adopted [169]-[171].
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¢: DISTANCE-BOUNDING PROTOCOL

The distance-bounding protocol is a lightweight authentica-
tion protocol that in addition to checking that one communi-
cation party (e.g., tag or reader) possesses the correct secret
key, checks whether the distance between the reader and tag
is below a given threshold [172]. This distance is measured
by either the signal strength RSSI (Receiving Signal Strength
Indicator) [173] or the RTT (Round Trip Time) that takes for
an RFID-reader to send a challenge and receive its response
from an RFID-tag. Conceptually, a distance-bounding pro-
tocol runs in three phases: (1) The slow phase, also known
as initial or setup phase, where the tag and reader agree on
session parameters, such as nonces. (2) The fast phase, also
known as distance bounding phase, timed phase, or critical
phase, where challenge-response rounds occur and the RFID-
reader measures the round trips. (3) The verification phase,
also known as final signature or authentication phase, where
the reader ensures that the fast phase was executed faithfully
so that it can use the RTT to calculate the distance. This is
done by checking the correctness of all round-trip times and
the RFID-tag’s proof of knowledge of a valid signature.

d: BACKWARD SECRECY

It consists of protecting the confidentiality of exchanged
messages even if an attacker manages to find out the keys
that were used to encrypt former messages. This is generally
performed by refreshing the key by hashing it along with a
timestamp [165].

IV. TAXONOMY OF WIRELESS loT ATTACKS

In general, Internet of Things (IoT) is subject to two types
of security threats, namely, accidental threats and inten-
tional threats. Accidental threats represent the set of threats
which are not expected and not involving any intentional
parties. It principally targets the physical security of IoT,
such as fires, earthquakes, floods, pandemics, explosions and
landslides, or software security, such as device failures and
software bugs. Intentional threats however, also known as
attacks, assume the involvement of an intended party, known
as attacker, who undertakes a set of illegal actions to cause
harm to the IoT infrastructure. If an attack is successfully
conducted, we call it an intrusion. Technically, an attack is
an intrusion attempt. If an attack has been performed using
only information technology utilities, e.g., computers and
software, we call it a cyberattack. In this paper, we limit
our research scope to consider only outsider!® intentional
threats or attacks. These attacks aim to compromise security
services in [oT. In the following paragraphs, we briefly define
the fundamental security services, also known as information
assurance pillars, defined in the DoD!! Information Assur-
ance Certification and Accreditation Process [174]:

10 Attacks can be classified either as insider or outsider attacks. Insider
attacks are generated by a trusted and authorized party within the network
(e.g., dishonest employee), whereas outsider attacks are generated by an
unauthorized party from outside the network (e.g., a hacker).

lys. Department of Defense.
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Authentication. This service aims to prove that an entity,
e.g., an individual, software, or device, is effectively what it
claims to be. It is generally set up by proving the possession
of a secret (something you know, e.g., password or key),
possession of a personal physical item (something you have,
e.g., access card), and/or personal features (something you
are, e.g., fingerprints, facial, and iris recognition).
Confidentiality. It is also known as secrecy. This service
aims to protect the content of the stored and transmitted data
from being disclosed to unauthorized parties. It is essentially
carried out using encryption or steganography techniques.
Integrity. This service aims to guarantee that the content of
stored or transmitted data has not been accidentally or inten-
tionally been modified.

Availability. This service assures that system services and
resources are instantly and continuously available for users,
when needed.

Non-repudiation. This service prevents any involved party
from denying any performed legal or illegal operation (e.g.,
sent, received, executed, or modified). It is generally provided
by the use of digital signature technology which is commonly
used in asymmetric cryptography.

As most of the security mechanisms discussed in
Section III do not address non-repudiation service, we do
not survey this service. Besides the considered fundamental
security services, we do not deny the existence of many
other overlapping security services, which include but not
limited to, auditability, accountability, authorization, trust,
traceability, anonymity, liveness, and synchronization. It is
not possible to derive a useful orthogonal classification by
considering all the above mentioned security services. As a
result, we review the existing work only with respect to the
fundamental security services, i.e., authentication, confiden-
tiality, integrity, and availability that also cover the other
security services.

Classifying attacks has always been an effective practice
to help security engineers better understand possible attacks
on a given information system. By providing a classification
of attacks, one can easily focus on specific types of attacks
rather than having a haphazard long list of attacks that would
require additional efforts to understand and filter attacks of
one’s concern. A large number of attack classifications have
been proposed in the literature [175]. The most fundamen-
tal ones are as follows: the active-passive attack classifi-
cation proposed by Kent [176], the internal-external attack
classification used by McNamara [177], the protocol layer-
based attack classification introduced by McHugh [178], and
the security service-based attack classification proposed by
Stallings [179].

We believe that active-passive [176] and internal-
external [177] classifications are too broad and much more
abstract. The protocol layer-based classification [178] clas-
sifies attacks according to the protocols being exploited to
conduct attacks. This classification becomes hard to apply
when different protocol stacks (due to the heterogeneity of
IoT) are being used. Moreover, as some attacks operate at
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multiple layers, it becomes hard to determine which layer
an attack belongs to, which may lead to different opinions
regarding the classification of a given attack.

Stallings’ classification [179] appears more general and
decisive. It classifies attacks according to which security ser-
vice is compromised, essentially, authentication (fabrication),
confidentiality (interception), integrity (modification), and
availability (interruption). We choose to adopt this classifica-
tion scheme with some modifications. We enrich the classes
of this scheme with a new class called domination.'? This
class is used to group attacks that compromise more than
one security service at a time. Therefore, the new classifi-
cation scheme first classifies attacks according to affected
wireless communication technology. Second, in each wireless
communication technology, attacks are classified into the
following five classes:

Fabrication. This class includes attacks that aim to imper-
sonate trusted entities in IoT infrastructures to gain cer-
tain privileges and perform illegal actions. For example,
an attacker spoofs a master entity in a wireless [oT network
and orders slave entities to change their functions.
Interception. This class covers all types of attacks that aim
to compromise the confidentiality of IoT wireless infrastruc-
tures. For example, an attacker (in this case called eavesdrop-
per) captures wireless traffic over the air and analyzes the
traffic to extract confidential and private information.
Modification. This class covers all types of attacks that aim
to illegally modify the content of messages and stored data
in a wireless IoT infrastructure. As an example, in multihop-
based infrastructures, an attacker may intercept network mes-
sages, change their contents, and then relay the messages to
IoT nodes that have not yet received those messages.
Interruption. This class contains attacks that aim to deny
legitimate parties to benefit from a set of services provided
by an [oT infrastructure. For example, an attacker may cause
a set of nodes in a wireless IoT network to shut down.
Domination. This class comprises attacks that aim to com-
promise multiple security services at a time. An attack in
this class can be a pre-condition for other attacks of other
classes. For example, an attacker may crack the password
of a Wi-Fi network. This password is then used to gener-
ate all cryptographic keys used for authentication (fabrica-
tion), encryption (confidentiality), and data integrity (mod-
ification). By knowing the network password and imper-
sonating the network access point, the attacker can shut
down the network or deprive specific clients for connecting
(availability).

We propose the attack classification scheme illustrated
in Figure 3 to group the attacks that occur in IoT short-range
wireless resource-constrained infrastructures with respect to
the considered wireless technologies. In the next sections,

12This term is taken from the concept of domination in graph theory. It has
been used in [180] to define a set of vital vulnerabilities that can be exploited
to generate different types of attacks.
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FIGURE 3. Wireless loT Attack classification scheme w.r.t. Wi-Fi, Bluetooth, ZigBee, and RFID technologies. The corresponding
subsection where a technology along with its security mechanisms and attacks are discussed, is indicated in parenthesis.

we review the attacks that occurred in the last two decades on
the considered four wireless communication technologies.

V. ATTACKS ON WI-FI TECHNOLOGY

A. FABRICATION ATTACKS ON WI-FiI

In the following subsections, we present the attacks that
violate the authentication service in Wi-Fi IoT networks.
These attacks are mainly due to a partial implementation of
authentication on network traffic or due to some flaws in
the authentication protocols. Figure 4 illustrates an attack-
defense tree!'? [185] based on fabrication attacks on a Wi-Fi
infrastructure. Attacks are shown by red circles (O)), whereas
defenses are depicted in green squares (/). Attack refine-
ments are depicted by solid lines (O—()), whereas attack
mitigations are represented by dashed lines (O)...[]). The
root node in an attack tree represents the final goal of the
attacker. The intermediate nodes show subgoals. Finally, leaf
nodes represent basic (atomic) attacks.

1) ENTITY SPOOFING

Identity spoofing. In this scenario, an attacker spoofs the
identity of a Wi-Fi device to impersonate it and gain certain
privileges. This can be done by spoofing the MAC address®
of the target Wi-Fi device, the SSID (i.e., in case of spoofing
an access point), or both. This attack is easy to implement

13 Attack-Defense Trees are graphical security models used for logically
and graphically representing attacks and their defenses. In these trees,
conjunctive refinements (AND) are graphically represented by A, whereas
disjunctive refinements (OR) are represented by A [181]-[184].
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since nowadays most Wi-Fi network interfaces support the
MAC address changing option as well as the “Master mode”
to emulate Wi-Fi access points.

Countermeasure. Although it is not that easy to miti-
gate spoofing, detecting such activity is rather possible.
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Using wireless intrusion detection systems [186], it is pos-
sible to detect the presence of two identical devices oper-
ating in the network [187]. For instance, a spoofing access
point can be localized by analyzing synchronization frames'*
generated by access points and detecting the presence of
frames carrying the same BSSID and SSID, but with different
timestamps.

2) MESSAGE SPOOFING

a: PACKET FORGING

As authentication is not available in Wi-Fi management and
control frames, attackers can easily forge them. In most cases,
the attacker creates a frame and indicates the source address
as the address of a device which has higher privileges, such
as the access point. The devices which receive those forged
frames accept them and process them as if they were sent from
the true source, i.e., the access point.

Countermeasure. Packet forging can be mitigated by requir-
ing authentication on all types of Wi-Fi frames. For instance,
every connected device should be able to verify whether a
received frame is coming from a legitimate source or not.
To that end, Wi-Fi devices can employ MFP (Management
Frames Protection) mechanism, which is optional in WPA
and WPA2, but mandatory in WPA3. An alternative consists
of using WPA-Enterprise with X509 digital certificates.

b: PACKET REPLAY

Technically, WEP mechanism does not guarantee data fresh-
ness. This allows an attacker to capture previously exchanged
WEP packets and replay them later on to gain some priv-
ileges. For instance, if the attacker captures the challenge-
response messages during a previous WEP authentication,
the attacker can infer the used keystream. By knowing the
IV (Initialization Vector) that was used to generate the
keystream, the attacker runs multiple association attempts
until the access point asks for a response which uses that
known IV. In this case, the attacker responds correctly to the
challenge and gets successfully authenticated.
Countermeasure. When data freshness is correctly imple-
mented in an authentication protocol, an attacker will not be
able to replay old messages. This countermeasure has been
implemented in WPA and WPA2, which aim to replace WEP.
Although WPA and WPA?2 are relatively more secure than
WERP, it is highly recommended to switch to WPA3, which is
more secure than WEP, WPA, and WPA2 mechanisms.

B. INTERCEPTION ATTACKS ON WI-FI

Wi-Fi networks have been demonstrated to be vulnerable to
interception attacks [135]-[137], [188], [189]. This is fun-
damentally related to the broadcast nature of the wireless
medium along with the implementation flaws discovered
in the adopted encryption mechanisms, e.g., RC4. In the

14Wi-Fi frames are network packets generated at the MAC layer. Syn-
chronization frames are commonly known as beacons. They are periodically
broadcasted by access points to indicate their presence in the neighborhood.
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following subsections, we review the most known intercep-
tion attacks on Wi-Fi wireless communication technology.
Figure 5 illustrates an attack-defense tree'® for attacking a
Wi-Fi IoT infrastructure through interception attacks.

1) RECONNAISSANCE

a: SNIFFING AND PACKET ANALYSIS

Wi-Fi allows the use of a non-secure mode called open
mode. In this mode, no confidentiality is provided and all
Wi-Fi frames are sent unencrypted over the radio channel.
An attacker can easily capture a number of Wi-Fi frames
to analyze them and extract sensitive information such as
credentials and private information.

Countermeasure. The most obvious security initiative that
can be adopted to mitigate this attack is to use any of the
encryption mechanisms provided by either WEP or WPA.
However, in some circumstances, certain Wi-Fi networks
are intentionally left open for user flexibility, such as the
ones provided in supermarkets, large retail shops, or even
airports. In such networks, security has to be implemented in
the upper layers to use upper-layer security protocols, e.g.,
TLS (Transport Layer Security). If none of these security
measures are used, it is strictly recommended not to use
such networks to perform any authentication that involves
the use of credentials (e.g., access email account). However,
a new alternative consists of using the OWE (Opportunistic
Wireless Encryption) to establish an encrypted connection.
Even though a password is not shared a priori between a
client and an access point, OWE allows them to establish
a shared secret key using Diffie-Hellman key establishment
protocol.

b: NETWORK DISCOVERY

In this scenario, an attacker uses a network adapter in ‘““Mon-
itor mode”. The attacker utilizes wireless scanning tools to
scan all radio channels to detect and discover nearby Wi-Fi
networks. If the attacker is interested in a particular network,
it can learn a considerable amount of information related to
that network. The information may include BSSID, network
SSID, associated stations, approximate location, radio chan-
nel, security mechanism, and the brand of the used access
points. These information can be exploited for more sophis-
ticated attacks.

Countermeasure. The network administrator should reduce
the power transmission of its access points so that it only
covers the operational area. It can also set the network con-
figuration so that its SSID is not broadcasted and it is kept
hidden. Finally, the use of a discrete SSID name may reduce
the chance for attackers to link a particular SSID to a given
organization Wi-Fi network and setting it as a target.

c: WARDRIVING

In this attack, attackers collaborate by driving around cities,
neighborhoods, and villages, to scan for Wi-Fi networks that
use open access mechanism or WEP. They use dedicated tools
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and cheap devices along with a GPS (Global Positioning
System) device to record or tag the locations of the discov-
ered insecure Wi-Fi networks in a map. The map is then
shared among the attackers for future attacks. Other variants
of this attack are warcycling or warbiking (using bicycle),
wartraining (while inside trains), warwalking, warjogging,
and wardroning or warflying (using drones).
Countermeasure. The Wi-Fi network administrator should
avoid using the broken security mechanisms such as
WEP, or leave the network insecure. This prevents the
attackers (wardrivers) from selecting the network as a good
target network. Hiding the network SSID is also a good
initiative.

d: PHYSICAL ATTACK ON ACCESS POINTS

Many wireless access points have their security infor-
mation (e.g., logname, password, BSSID, SSID, WPA
passphrase, or WPS PIN code) printed on the back or front
of the device. Thus, if the access point is not kept in a secure
location, an attacker can sneak by the access point and read
current credentials (if still not changed) to use them later on.
The attacker can also steal devices and gain physical access
to their memory to extract important information about the
whole network.

Countermeasure. Network access points must be equipped
with physical security. These devices should not carry any
indication about the network security settings, such as pass-
words, usernames or IP addresses. It is also recommended to
place access points at places which are not easily accessible.
This prevents attackers from reaching the device.
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2) CRYPTANALYSIS

a: KEYSTREAM REUSE ATTACK

In RC4, the keystream is the concatenation of a 40-bit to
104-bit WEP-key along with an IV (Initialization Vector).
The IV changes randomly or incrementally for each packet
depending on the implementation. This provides a unique
keystream for each packet. Nonetheless, because of the small
size of the IV (24-bit), all IV possible combinations (i.e.,
224) are rapidly consumed (few seconds at SMbps) [135].
This allows an attacker who eavesdrops an ongoing com-
munication for some time to be able to capture packets
encrypted with the same keystream. By having two cipher-
texts encrypted with the same keystream, the attacker can
compute the xor of the plaintext of the two packets. If the
attacker manages to guess at least one plaintext, it will be able
to decrypt the remaining plaintexts [190].

Countermeasure. The size of the IV has been increased to
48 bits in TKIP (Temporal Key Integrity Protocol). Also,
the way the IV is used in TKIP is more secure than it used
to be in WEP. However, it is recommended to use CCMP
(Counter Mode CBC-MAC Protocol) encryption mechanism
rather than TKIP to avoid dealing with keystream reuse.

b: WEP PACKET DECRYPTION

In this attack, an attacker starts by eavesdropping a WEP
authentication and tries to capture the challenge (sent in
plaintext) as well as its response. Then, it xors them together
to obtain the used keystream. By knowing the IV (sent
unencrypted) that was used for generating the keystream,
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the attacker would be able to decrypt all packets that were
encrypted using the same keystream.

Countermeasure. WEP mechanism does not provide forward
secrecy. Encryption algorithms that are based on xoring the
plaintext by a keystream (e.g., RC4) should not apply the
same keystream twice. This provides forward secrecy.

¢: CHOPCHOP ATTACK ON RC4

This attack was posted in the NetStumbler forum by a per-
son under the pseudonym KoreK in 2004 [191]. It allows
an attacker to interactively decrypt the last m bytes of an
RC4 encrypted packet by sending m x 128 packets to the
network. It exploits the linear property of the XOR logical
operator used by the RC4 algorithm for encryption, and by the
CRC(C32 algorithm to compute the ICV code for data integrity.
The attacker intercepts a target encrypted packet and chops
off the last byte which invalidates the ICV code of the packet.
Then by assuming the plaintext value of the chopped byte,
the attacker adjusts the ICV code so that it becomes valid.
Indeed, when the attacker assumes the correct byte, it receives
a response from the access point. This response indirectly
indicates that the assumption on the last byte was correct. The
attacker repeats this process to guess all remaining bytes of
the packet.

Countermeasure. RC4 and CRC32 algorithms have serious
flaws due to some properties such as the linearity of the XOR
logical operator. Algorithms that have this kind of property
must be implemented in a very careful manner so that attack-
ers cannot decrypt messages or tamper with messages and
adjust their integrity code by flipping some bits. The AES
symmetric cipher can be used along with different opera-
tional modes to mitigate this attack. This requires the use
of WPA2 or WPA3 mechanisms. Nevertheless, the network
administrator has to make sure that its Wi-Fi device network
cards do not contain the Kr@d@k vulnerability'> which allows
attackers to decrypt some WPA2 (AES-CCMP) packets.

d: CHOPCHOP ATTACK ON TKIP

This attack [136] allows the attacker to decrypt packets when
TKIP is used with a long TKIP re-keying interval. In par-
ticular, when the range of IPv4 addresses used in a Wi-Fi
network are known and the access point is operating the IEEE
802.11e, the attack becomes easier. The attacker captures
encrypted ARP-requests!® or responses and replays them
a number of times in a ChopChop style on different QoS
(Quality of Service) channels that still have a lower TSC
(TKIP sequence counter). If the access point replies, then the
guess was successful and the attacker manages to read the
encrypted bytes. More sophisticated variants of this attack
were reported in [137] and [189].

ISKr@@k (CVE-2019-15126), discovered in 2019, is a hardware vulnera-
bility residing in many Wi-Fi chips manufactured by Broadcom and Cypress.

16 ARP (Address Resolution Protocol) is a link layer protocol that trans-
lates a logical 32-bit IPv4 address of a connected device into its physical
48-bit MAC address.
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Countermeasure. Considering the network configurations
that are exploited by this attack, an obvious solution consists
of using a shorter TKIP re-keying interval.

C. MODIFICATION ATTACKS ON WI-FI

The following attacks allow attackers to modify the content of
transmitted packets and to adjust their integrity code in such
a way so that the packets look as if they were sent from a
trusted source. Victim devices receive the packets and process
them. Figure 6 illustrates an attack-defense tree!? based on
modification attacks on Wi-Fi IoT infrastructures.

1) MODIFICATION ON WEP

ICV tampering. WEP mechanism adopts the CRC32 algo-
rithm to generate an ICV (Integrity Check Value) to guarantee
data integrity. It has been demonstrated in [188] that an
attacker can modify the content of a message and adjust the
IVC value accordingly to make it valid. The CRC method
used to compute the ICV is called a linear method (or affine)
in which an attacker can predict which bits in the ICV will be
flipped if the attacker changes a single bit in the message.
Countermeasure. The CRC algorithm is usually used for
error detection and correction. It is not an adequate algo-
rithm for integrity protection, in particular, to protect against
intentional tampering. We highly recommend to use WPA2 or
WPA3 where data integrity codes are generated using
AES-Cipher Bloc Chaining-Message Authentication Code.

2) MODIFICATION ON WPA-TKIP

Micheal algorithm attack. This attack is a consequence of
the ChopChop attack on TKIP described in Section V.B.2.
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When the ChopChop attack is performed on TKIP, an attacker
manages to get a plaintext along with its corresponding MIC
(Message Integrity Check) code. The attacker would be able
to reverse the Micheal algorithm (as it is not a one way
function [192]) and recover the MIC key that was used to
compute the MIC. This allows the attacker to modify the
contents and regenerate the MIC using the disclosed key.
Countermeasure. The Micheal algorithm has been shown
to contain many security flaws [192], [193]. It is not a one
way function and hence can be reversed. Thus, data integrity
functions that do have such properties should not be used
to preserve data integrity. WPA2 or WPA3 would be a bet-
ter alternative as data integrity codes are generated using
AES-CBC-MAC, which is thus far considered secure.

D. INTERRUPTION ATTACKS ON WI-FI

Wi-Fi is entirely vulnerable to attacks on network availabil-
ity. Practically, we emphasize on denial of service attacks.
We have noticed that almost all attacks on Wi-Fi availabil-
ity are due to a partial implementation of authentication
in Wi-Fi. Figure 7 illustrates an attack-defense tree!? based
on interruption attacks on a Wi-Fi IoT infrastructure.

1) FRAME SPOOFING

a: DEVICE DEAUTHENTICATION

The IEEE 802.11 management frames (e.g., disassocia-
tion request/response and deauthentication request/response
frames) are not authenticated when WEP, WPA-PSK, and
WPA2-PSK mechanisms are used. This allows an attacker
to spoof any Wi-Fi device and send forged frames over the
network. In the deauthentication attack, the attacker spoofs
the access point and repeatedly sends forged deauthentica-
tion frames to connected devices and cause their permanent
disconnection [194]. Another way of performing this attack
on certain access points was discussed in [195]. It con-
sists of establishing a connection using OSA (Open System
Authentication) with an access point using the access point’s
MAC address (self-connection). As a consequence, certain
access points react to such authentication attempt by sending
a deauthentication frame to the entire network. This would
deauthenticate all connected stations.

b: DEVICE DISASSOCIATION

Similar to the deauthentication attack, an attacker spoofs
the access point and sends forged disassociation requests
to connected Wi-Fi devices and causes their disassociation
from the network. The target devices get disassociated but
not deauthenticated. They just have to re-associate to join the
network again [194].

c: DEVICE REASSOCIATION

In this scenario, the attacker spoofs a legitimate Wi-Fi device
which is associated with a given BSS and tries to reassociate
it with a second BSS without any disassociation from the
first one. In this way, the attacker creates inconsistencies in
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the network configuration causing several network protocol
execution failures [135].

d: PACKET WASTING

The IEEE 802.11 defines a power saving mode that allows
Wi-Fi devices with limited power supply to switch into sleep
mode to save some energy. During the power saving period,
the access point buffers all packets destined to devices in sleep
mode. This requires all Wi-Fi devices to be synchronized
with the access point to wake up at the right time to retrieve
their respective buffered packets. The key synchronization
information are periodically broadcasted by the access point
using the TIM (Traffic Indication Map) field of the beacon
management frame. When a Wi-Fi device wakes up from
the power saving mode, it requests its buffered packets if
there are any from the access point. The access point delivers
the packets to its destination and cleans its buffer to save
memory space. In such circumstances, an attacker spoofs a
legitimate Wi-Fi device while it is sleeping and causes the
access point to deliver the packets and clean its buffer. Thus,
when the legitimate Wi-Fi device wakes up and requests for
its packets, the access point informs that device that there is
nothing buffered for it [194].

e: DEVICE DESYNCHRONIZATION

This attack scenario aims to cause disturbance on the power
saving mode. The attacker spoofs the access point and sends
forged beacon management frames that contain wrong syn-
chronization information. This would cause Wi-Fi stations to
wake up from the power saving mode at the wrong time [194].

f: TRAFFIC FREEZING

In this scenario, the attacker spoofs a legitimate Wi-Fi device
and sends forged management frames informing the access
point that the device is switching into power saving mode.

This will considerably drain real-time traffic sent to the legit-
imate Wi-Fi device [135].

g: SLEEP DEPRIVATION

In this scenario, the attacker spoofs the access point and sends
forged beacon frames containing information that indicates
the presence of buffered packets for devices in power saving
mode. The devices in the power saving mode send a request
to retrieve their packets and stay awake for the entire bea-
con interval if a response is not received. By repeating this
process, the attacker prevents the legitimate Wi-Fi devices
from using the power saving mode and thereby drains their
batteries [135], [194].

Countermeasure. To mitigate the previous attacks, the 802.11
management frames must be authenticated. Originally, WEP
and WPA-PSK did not provide any authentication for man-
agement frames. However, since the IEEE 802.11w amend-
ment, it has become possible to use the MFP (Management
Frame Protection) and mitigate all previous attacks. An alter-
native consists of using WPA-Enterprise with X509 digital
certificates to provide frame authentication.
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h: CONNECTION DEPRIVATION ON WPA3

It is possible to deprive legitimate Wi-Fi supplicants
that attempt to get authenticated and connected to a
WPA3-configured access point. As discussed in [195]
and [196], an attacker can spoof a legitimate access point
and then, in a race condition, reply negatively to any con-
nection attempt from a legitimate supplicant to repeatedly
cause an authentication failure. For instance, during a WPA3-
SAE (Wi-Fi Protected Access 3-Simultanious Authentication
of Equals) authentication, the supplicant proposes to use
a Diffie-Hellman group, e.g., group 19. The access point
(authenticator) checks whether the proposed group is sup-
ported. If the proposed group is supported, the authentication
goes on. However, if it is not supported by the authenticator,
the latter replies to the supplicant with a negative message
causing the authentication to stop. An attacker can send
crafted negative replies each time the supplicant proposes a
DH-group. The supplicant will be forced to abort the authen-
tication at each attempt.

Countermeasure. As recommended in [195] and [196],
future Wi-Fi supplicants and access points must be designed
in such a way so that they take decisions based on a group of
unauthenticated messages instead of the first unauthenticated
message that is received. In this way, supplicants and access
points become smarter during an authentication. This would
mitigate the discussed connection deprivation attacks.

2) FLOODING

Battery exhaustion. In this attack, the attacker sends a
flood of encrypted and meaningless traffic to Wi-Fi devices
with limited resources (e.g., Wi-Fi sensors). Those devices
consume a large amount of energy by processing that network
traffic before dropping them off.
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Countermeasure. This attack is effective when the target
device cannot distinguish whether the incoming traffic is
bogus or legitimate. Also, if the target device has to perform
many cryptographic operations before concluding whether to
drop or not a given packet, the attack will have a significant
negative impact. If data freshness is considered, an attacker
cannot flood old messages or predict future messages by
spoofing devices. Moreover, the encryption algorithm should
be implemented in such a way so that the target device can
perform some lightweight pre-checking on the received pack-
ets before performing any expensive cryptographic operation.

3) PROTOCOL MISUSING

a: RTS REQUEST MISUSE

The IEEE 802.11 standard specifies a four-way packet trans-
mission protocol called virtual carrier-sense or RTS/CTS
(Request To Send/Clear To Send). This protocol allows a
Wi-Fi device to allocate the radio channel to reliably send
its packets. In this scenario, an attacker repeatedly sends
RTS requests asking to allocate the radio channel for a long
period. If the radio channel is granted to the attacker, all
connected Wi-Fi devices are then denied from accessing the
radio channel to send their packets [194].

Countermeasure. The network administrator must ensure
that the radio channel is fairly shared and used among the
associated Wi-Fi devices. For example, it can configure the
access points to accept a limited number of RTS-requests per
hour and per Wi-Fi device.

b: GREEDY BEHAVIOR

To access the radio channel using the CSMA/CA protocol,
all connected Wi-Fi devices sense the radio channel for its
availability. If the radio channel is found to be clear, all
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Wi-Fi devices wait for a certain amount of time known as
DIFS (DCF!7 Interframe Space) before starting the trans-
mission of their packets. If the channel is found to be busy,
before or after waiting for DIFS, all Wi-Fi devices wait till
the radio channel becomes clear. Once it becomes clear, all
Wi-Fi devices wait for another DIFS and compute a random
timer (uniformly chosen in between 0 and CW-1, where CW
is the contention window, usually set to 15). The timer is
then decremented while the radio channel is clear and the
timer is greater than 0. The first Wi-Fi device whose timer
expires, starts transmitting its packets. Meanwhile, all other
Wi-Fi devices abstain from decreasing their timer as long as
the channel is busy. Under these circumstances, an attacker
violates the rules and starts transmitting before the expiry of
the shortest possible timer. This will have two disproportional
impacts. First, the data rate of the attacker will increase
considerably as it is taking the whole network bandwidth.
Second, the data rate of the other devices will slow down and
may get nullified [194].

Countermeasure. The greedy behavior can be detected using
an intrusion detection system. The system monitors how the
radio channel is shared and used among a certain number of
Wi-Fi devices. If a device unfairly uses the radio channel,
the network administrator may suspend that device from the
network for sometime or disconnect it. However, such an
aggressive countermeasure can be exploited by an attacker
to disconnect legitimate devices by spoofing the latter and
conducting a greedy behavior attack.

4) COLLISIONS AND JAMMING

a: PACKETS TRASHING

In this scenario, the attacker sends random packets exactly at
the same time where a legitimate Wi-Fi device is transmitting
its packets. This causes a collision of packets which results
in a wrong integrity code or FCS (Frame Check Sequence).
These corrupted packets are automatically discarded upon
their reception due to FCS verification error [135], [197].

b: CHANNEL JAMMING

Usually, in a Wi-Fi network, communications occur on a fixed
radio channel on the 2.4 GHz band. In this attack, an attacker
generates random signals (noise) on the operational radio
channel and causes the connected Wi-Fi devices to believe
that the radio channel is busy. This drains the network perfor-
mance and denies legitimate devices from accessing the radio
channel to send their packets.

Countermeasure. The above two attacks can be detected by
analyzing the radio channels but cannot be mitigated. One
of the techniques that can be employed is to automatically
switch to another radio channel when the collision or data
rate goes down below a certain threshold. Also, the network
administrator can set up a mechanism that can localize from

17"pcF (Distributed Coordination Function) is a concurrent-based access
mode where all Wi-Fi devices have the same chance to access the radio
channel. The other mode is PCF (Point Coordination Function), where the
access to the radio channel is controlled by the access point.
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where a specific network traffic or radio signal is coming
from and hence may try to localize the source, i.e., attacker.

E. DOMINATION ATTACKS ON WI-FI

In the following subsections, we enumerate Wi-Fi attacks
which compromise more than one security services.
Figure 8 illustrates an attack-defense tree'® based on dom-
ination attacks on a Wi-Fi IoT infrastructure.

1) SOCIAL ENGINEERING

Access point cloning. This attack is also known as Evil
twin. In this scenario, the attacker sets its Wi-Fi adapter
into master mode (i.e., access point mode) and adapts its
network settings to be similar to a target access point set-
tings (i.e., same MAC address, SSID, and radio channel).
The attacker then boosts the signal strength to monopolize
the radio channel and leaves the network with no security
mechanism. This attracts careless Wi-Fi users to connect to
the attacker’s access point and use free Internet. Since no
security is setup, the attacker analyzes the network traffic to
extract any credentials. A more interesting scenario occurs
when WPA-Enterprise is used with one-way authentication,
where Wi-Fi supplicants do not have to authenticate the WPA
authenticator (server). The supplicants would have the option
of “skip certificate validation” or “‘accept any certificate”
to complete the authentication. The attacker may mislead
supplicants to connect to the attacker’s access point instead
of the legitimate one.

Countermeasure. This attack can be detected by set-
ting a wireless IDS (Intrusion Detection System), such as
Kismet [186], that can detect the presence of identical access
points within the same area [187]. The IDS captures and
analyzes the network traffic to detect access points with the
same SSID, same MAC address, same (or different) security
mechanism, but with different beacon timestamps. When
WPA-Enterprise is used, mutual authentication must be estab-
lished. Supplicants should not have the choice of ‘“‘skipping
certificate validation™ or ‘““accepting any certificate”. Such a
policy is enforced in WPA3-Enterprise.

2) OUT OF BAND ATTACKS

Wi-Fi backdoor. Most access points and routers, with wire-
less capabilities, either bought from a retail shop or offered
by an ISP (Internet Service Provider), come with default
security settings (e.g., logname=admin, password=admin or
logname="* "’ and password=admin). It is the responsibility
of the subscriber to change the default settings. An attacker,
who is subscribed to an ISP, tests the connectivity with all
possible IP addresses that are in its network subnet. For
example, if its IP address is 67.193.191.125, the attacker
pings all IP addresses from 67.193.191.1 to 67.193.191.254.
If an IP address replies to the ping, the attacker web-browses
the IP address for the login page of the remote router. If the
credentials of that router are left to default and that device
allows connections from outside (i.e., Internet), the attacker
will be able to login into the subscriber’s router and learn a
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number of sensitive information related to the subscriber’s
itself or the Wi-Fi network, such as WEP/WPA key, SSID,
connected clients, phone number, email address, subscriber’s
address, and subscriber’s name.

Countermeasure. The network administrator has to change
the default network and security configurations, such as the
network SSID (changed to a discrete name), the IP address
range, user names and passwords. It should also disable
non secure mechanisms, such as WEP and WPS, on both
frequency bands, i.e., 2.4GH and 5Ghz.

3) CRYPTANALYSIS

a: ONLINE WEP KEY CRACKING

In 2001, the key scheduling algorithm of RC4 used in
the WEP mechanism was shown to contain severe design
flaws [135]-[139], [188], [198]-[200]. These flaws can be
exploited by attackers to recover the WEP key and decrypt
all network communications. Few years later, in 2004,
researchers [199] demonstrated that an attacker equipped
with an ordinary computer can gradually reconstruct the WEP
key in less than 2 hours. If an attacker passively eaves-
drops a large number of WEP-encrypted packets (around
4,000,000 to 6,000,000 packets), it will be able to perform
a byte by byte keystream recovery till recovering the whole
WEP key. Interestingly, in the same year, a person under the
pseudonym KoreK [191] posted on the NetStumbler forum
an improved version of the technique [199]. Its technique
reduces the required number of packets for cracking the WEP
key to 700,000 packets [136] (500,000 packets [200]). Three
years later (2007), researchers [200] demonstrated that a
104-bit WEP key can be cracked in 60 seconds using
35,000 to 40,000 packets (with 0.5 probability of success) and
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using 85,000 packets (with 0.95 probability of success). Once
the key is disclosed, the attacker can fabricate, decrypt, and/or
modify the content of Wi-Fi packets.

Countermeasure. The user should not use WEP security
mechanism as well as the devices that only support WEP.
The WEP key can be cracked easily using modern computers.
As Wi-Fi Alliance recommends, we also suggest the use of
WPA2-PSK or WPA3-SAE instead of WEP.

b: OFFLINE WPA KEY CRACKING

This attack aims to find the WPA password of a given Wi-Fi
network. An attacker starts by eavesdropping a communica-
tion between a Wi-Fi station and an access point and tries
to capture the four-way-handshake messages (by forcing a
re-authentication). This handshake consists of four EAPoL!8
messages containing values generated by both parties to
prove to each other the knowledge of the correct password.
Upon capturing the four EAPoL messages, the attacker oper-
ates a brute force procedure or uses a dictionary of words to
find out the right password that was used during the four-
way-handshake. This attack may take decades to succeed
on ordinary computers if the password is strong enough.
However, it may also take less than a second if the password
is in the attacker’s dictionary. There are some cheap online
cloud services, such as WPACracker.com [201], that can be
used to crack a WPA key in a shorter time. The attacker
just has to capture the handshake and upload it to the cloud
service.

Countermeasure. The network administrator has to make
sure that the used WPA passwords in its Wi-Fi network fulfill

I8EAPOL: Extensible Authentication Protocol over LAN.
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certain password security patterns. These patterns include the
length of the password (e.g., must be at least 6 characters)
and the used letters (e.g., mixture of uppercase, lowercase,
special characters, and numbers). The password should also
be updated regularly and kept secret.

c: WPA3 KEY CRACKING

In April 2019, researchers [202] discovered a set of vulnera-
bilities named Dragonblood. These vulnerabilities were dis-
covered in the SAE (Simultaneous Authentication of Equals)
handshake (a.k.a., dragonfly) used in WPA3-SAE. They
demonstrated that by abusing timing or cache-based side-
channel leaks (from the password encoding method'?), it is
possible to recover the WPA3 password using password par-
titioning attacks. The same work showed that it is possible
to trick a Wi-Fi client into downgrading from WPA3-SAE
to WPA2-PSK. This would allow an attacker perform offline
WPA2 key cracking attack.

Countermeasure. It is recommended [202] not to use a set
of multiplicative groups such as group 22, 23, and 24. Also,
it is recommended to use ECC DH-groups over MODP and
exclude MAC addresses during password encoding. This
would decrease side-channel leaks. Furthermore, to mitigate
the downgrading attack, Wi-Fi clients should remember if
a network supports WPA3-SAE. Wi-Fi clients should not
connect to a Wi-Fi access point that indicates the support of
only WPA2-PSK if the same access point has been previously
saved as a WPA3-capable access point.

d: KEY RE-INSTALLATION

This set of attacks were introduced in 2017 under the name
of KRACKs (Key Reinstallation Attacks) [203]. It exploits
the fact that some WPA implementations allow the retrans-
mission of the third EAPoL. message of the WPA four-way-
handshake if an acknowledgment is not received. By doing
s0, the receiver reinstalls a previously installed keychain each
time it receives this third EAPoL message. In addition to that,
it resets the transmit packet counter as well as the receive
replay counter. This forces the receiver (usually the suppli-
cant) to reuse the same key twice (i.e., data is encrypted using
the same key twice). The attacker exploits this to generate
multiple attacks. To that end, the attacker first sets up a
man-in-the middle scenario between the supplicant and the
access point during a four-way-handshake and prevents the
supplicant acknowledgment message (i.e., the fourth EAPoLL
message) from reaching the access point. This consequently
induces the access point to resend the third EAPoL. message
again to the supplicant. The latter reinstalls the derived PTK
keychain and resets the nonces used by the encryption mech-
anism. This allows the attacker to replay and decrypt certain
messages (in case of TKIP, CCMP, and GCMP) and/or forge

19WPA3 applies two password encoding methods: (1) hash-to-curve is
used when ECC (Elliptic Curve Cryptography) is adopted to encode the
password into an elliptic curve point. (2) hash-to-element is used when
MODP (Multiplicative groups modulo a prime) is adopted to encode the
password into a group element.
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packets (in case of TKIP and GCMP). Furthermore, if the
packets can be decrypted, the attacker can perform higher
level attacks.

Countermeasure. The network administrator must ensure
that the WPA implementation used in its network meets the
following criteria: (1) Does not allow the retransmission of
the third EAPoL message during the four-way-handshake.
(2) Does not reset the nonce if the key is reinstalled [203].

e: WPS ONLINE CRACKING.

In 2011, WPS (Wi-Fi Protected Setup) was discovered to have
a serious design flaw which can easily be exploited to brute
force the PIN code and retrieve the WPA passphrase. Tools,
such as pixiewps [204] and Reaver [205], can be used for this
purpose.

Countermeasure. To mitigate this attack, the administrator
can perform one of the following: (1) Disable the WPS
mechanism on both radio bands, the 2.4 GHz and the SGHz.
(2) Restrict the number of WPS PIN code failure attempts to
3 and delay the next attempt by 30 minutes.

VI. ATTACKS ON BLUETOOTH TECHNOLOGY

A. FABRICATION ATTACKS ON BLUETOOTH

In the following paragraphs, we review the existing attacks on
Bluetooth authentication. These attacks allow an attacker to
impersonate a legitimate Bluetooth user to benefit from cer-
tain privileges and cause harm to the network. Figure 9 illus-
trates an attack-defense tree!? based on fabrication attacks on
a Bluetooth IoT infrastructure.

1) ENTITY SPOOFING

a: BLUESPOOFING

Each Bluetooth device is identified by its 48-bit long
unique BD_ADDR (Bluetooth Device Address) and a
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UTF-8 encoded user-friendly name of 248-byte maximum
length. In Bluespoofing, an attacker spoofs the identity of a
target Bluetooth device and impersonates it to gain unautho-
rized access to certain services.

Countermeasure. Spoofing a Bluetooth device is relatively
easy. However, the attacker first needs to know the device
address and user-friendly name of its target device. If the
target device uses the non-discoverable mode along with
the anonymity mode [95], the attacker will have diffi-
culty to learn the information needed for spoofing. Also,
disabling Bluetooth when not needed is a good security
practice.

b: MAN IN THE MIDDLE ATTACK

In [206]-[211], the authors demonstrated how a MITM attack
is possible when using SSP (Secure Simple Pairing) with
passkey-entry association mode. If an attacker guesses the
passkey that was previously used and knows that it will be
reused in a future pairing, it will be able to impersonate
both trusted parties during the future pairing. This is possible
because there is no way to authenticate and check whether
the exchanged public keys during the second phase of the SSP
belong to the right entities or not since there is no certification
authority.

Countermeasure. A lightweight certification authority must
be implemented in such a way so that it certifies the own-
ership of a public key by a given Bluetooth device. Fur-
thermore, it is highly recommended not to use the same
SSP-passkey twice. A better alternative consists of upgrad-
ing to Secure Connections pairing, where MITM is hard to
perform.

c: RELAY ATTACK

In this attack, the attacker stands in the middle of two legiti-
mate Bluetooth devices and tricks them to get them connected
and believe that they are in close proximity. The attacker
manages to set up this scenario by just relaying messages
throughout a built tunnel. The attacker does not modify the
content of the messages, but just relays them. The purpose
is to establish a connection from a further distance in the
same way as it occurs when both devices are close to each
other. The tunnel can be implemented in different ways.
Researchers [212] have demonstrated relay attacks on Blue-
tooth legacy (i.e., Bluetooth versions before v2.1+EDR) by
implementing the tunnel with a Bluetooth device that can
impersonate one or both legitimate devices.
Countermeasure. One of the techniques that can be applied
against relay attacks is to impose the devices to use con-
textual information extracted from their immediate environ-
ment [213]. Their close proximity may be verified based
on the similarity between the contextual information. Such
information can include temperature, humidity, radio signals,
distance between the two devices, and geographic location.
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B. INTERCEPTION ATTACKS ON BLUETOOTH

In this section, we present attacks that aim to affect data confi-
dentiality in Bluetooth communications. Figure 10 illustrates
an attack-defense tree!® based on interception attacks on a
Bluetooth IoT infrastructure.

1) EXPLOIT PROTOCOL VULNERABILITIES

a: BLUESNARFING

This attack is also known as Bluestumbling [214]. It consists
of exploiting a security vulnerability in the OBEX (OBject
EXchange) protocol to gain unauthorized access to a Blue-
tooth device and copy sensitive information from the device.
Such information include people addresses, calendar, con-
tact list, call/message history, files, and other device specific
information.

Countermeasure. This attack is due to a vulnerability in the
OBEX protocol. This vulnerability is fixed and the network
administrator must ensure that all Bluetooth devices have the
updated version of the OBEX protocol.

b: CAR WHISPERING

It was discovered by Trifinite Group in 2005 [215]. Car
whispering is a technique used by attackers to hack a car’s
hands-free Bluetooth system. It exploits the fact that a car
hands-free system uses a 4-digit PIN code which is in most
cases set by the manufacturer to “0000” or “1234”. Once
connected, the attacker can insert or record audio and interact
with other drivers on the move.

Countermeasure. Bluetooth devices that use PIN code-
based authentication (i.e., legacy pairing) must use complex
passphrases instead of PIN codes. If the use of PIN code can-
not be avoided, the Bluetooth user must ensure that its devices
are not using default values such as “0000” or “1234”.

2) RECONNAISSANCE

a: BLUESNIPING

As Bluetooth was designed to be used for short-range, attack-
ers are constrained to be located within the radio range of their
targets. In 2004, a group of hackers conceived a hardware
device called Bluesniper. This device, made essentially of a
Yagi-antenna, allows an attacker to send and receive Blue-
tooth signals one mile away from its target [216]. This allows
the attacker to be more discrete. In [217], it was shown, using
a 2.4 GHz Yagi-antenna, that it is possible to intercept BLE
traffic from 425 meters away.

Countermeasure. Bluetooth users should reduce the trans-
mission power to only cover the needed range. However, as in
most cases, reducing the transmission power of a Bluetooth
device is not possible (e.g., on a smartphone), it is highly
recommended to use the Bluetooth non-discoverable mode
and switch Bluetooth off when not needed. Anonymity is also
an effective measure against traceability.
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b: BLUEPRINTING

In this scenario, attackers try to find out the details about
nearby Bluetooth devices. Information such as Bluetooth
device address, make, model, firmware version, provided
services, and channels, are collected for a malicious future
use. For example, an attacker can use SDP (Service Discovery
Protocol) to collect necessary information and exploit them to
generate other attacks [218].

Countermeasure. In Bluetooth security mode 1, 2, and 4,
any Bluetooth user can perform service discovery as well as
other operations (e.g., echo-request/echo-reply using L2PAC
protocol) on remote Bluetooth devices using SDP and learn
useful information. This operation does not need any creden-
tials (paring-free connection [219]). However, in Bluetooth
security mode 3, SDP can only be used if the user knows
the credentials (pairing-based connection [219]). In this case,
the Blueprinting will be made harder.

¢: BLUETRACKING

In this scenario, the attacker tracks a Bluetooth device address
along with its user-friendly name and follows its movements
to learn sensitive and private information, such as the house
address, the workplace address, the frequently visited places,
and the current location [220].

Countermeasure. A Bluetooth user can adopt the non-
discoverable mode along with the anonymity mode [95] to
hide its presence and become untraceable. It is also recom-
mended to switch off Bluetooth when not needed.

d: BLUESNIFFING
This attack consists of eavesdropping ongoing Bluetooth
communications to capture Bluetooth packets and extract
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sensitive information, such as voice (e.g., during a conver-
sation), files, or even passwords (e.g., when using a non
secure Bluetooth keyboard). For transmitting data, Bluetooth
technology uses FHSS (Frequency-Hopping Spread Spec-
trum) to minimize interferences. It also uses packet whitening
(or scrambling) for improving error resilience and security.
Therefore, for the attacker to be able to capture and cor-
rectly interpret all packets being exchanged, it should know
the frequency hopping sequence used between two devices
as well as how to unwhiten the packets. In [221], it was
demonstrated that the frequency hopping sequence can be
determined using both the address and the clock of the master
device. They also managed to unwhite packets using the
lower six bits of the clock. Nowadays, it is easy to sniff an
existing Bluetooth communication using dedicated hardware
tools such as Ubertooth One and Sniffle [217].
Countermeasure. Bluetooth users must use the available
encryption mechanisms in Bluetooth. If the devices run
Bluetooth v4.1+LE or earlier versions, then SAFER+ must
be used. If the devices run Bluetooth v4.2+LE or newer,
the AES encryption mechanism is employed.

3) OUT OF BAND ATTACKS

a: SIDE CHANNEL ATTACKS

As the latest versions of Bluetooth use AES encryption mech-
anism, it is possible to conduct different techniques of side-
channel attacks. Techniques, such as DPA (Differential Power
Analysis) and SPA (Simple Power Analysis) [222], can be
applied to infer information that can be used to disclose the
secret keys [223].

Countermeasure. To mitigate side-channel attacks,
researchers have proposed multiple approaches that could
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be used as a protection against these attacks. These
approaches include, but not limited to, masking [224],
cross-copying [225], conditional assignment [226], bucket-
ing [227], and predictive timing mitigation [228].

b: OUT-OF-BAND INTERCEPTION

Some cars do not have any Bluetooth interface. However, this
does not prevent certain drivers from using a Bluetooth radio
transceiver (e.g., T10 FM transmitter) that is plugged into
the vehicle power outlet socket. The Bluetooth transceiver
receives audio data from a paired Bluetooth device (e.g.,
driver’s phone) and transmits the audio data as AM (Ampli-
tude Modulation) or FM (Frequency Modulation) radio sig-
nals on an arbitrary frequency (i.e., chosen by the driver).
The driver sets its car radio filter (or car stereo) on the same
frequency to receive those signals and play them on the
car speakers. This creates a vulnerability since the driver is
downgrading from an encrypted communication (i.e., Blue-
tooth) to an unencrypted communication (Radio AM or FM).
Attackers just have to eavesdrop on AM and FM channels and
listen to what the driver is listening.

Countermeasure. This attack concerns cars that do not have
a Bluetooth interface. Thus, to mitigate this attack, drivers
should not use a Bluetooth transceiver if the data to be
broadcasted on the car speakers (e.g., phone call) contain any
confidential, private, or sensitive information.

C. MODIFICATION ATTACKS ON BLUETOOTH

We could not identify a particular scenario that contributes
to only modification in Bluetooth communications. How-
ever, there exist attacks on Bluetooth that aim to modify
the configuration (integrity) of BLE smart devices, such as
heart rate monitors, smart lock, lightbulb, smart padlocks,
blood GMS (Glucose Monitoring System), wristbands [217],
[229]-[236], and the configuration of Bluetooth networks.

1) DEVICE INTEGRITY MODIFICATION

This attack consists of sending forged write-commands to a
Bluetooth smart device in such a way so that the execution
of the commands on the smart device modifies its security
configurations (e.g., password) and parameters settings (e.g.,
lightbulb brightness). For example, We demonstrated how we
can remotely (from 100 meters away) modify the authenti-
cation password stored on a bicycle lock and use the new
password to unlock the bicycle. We also showed how the
brightness of a smart lightbulb can be boosted to 255% and
turned off [217].

Countermeasure. The attack on BLE device integrity is due
to the “Just Works™ association mode. In this association
mode, any Bluetooth device can connect to a Bluetooth smart
device (e.g., a home smartlock) without authentication and
send unauthenticated write-commands to the smart device.
The latter blindly executes the commands that allow the
attacker to modify the integrity of the device (e.g., unlock the
smartlock). To thwart this attack, it is highly recommended
to use the other association modes. A combination of the
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“Just Works™ and the Out-of-Band association mode can be
adopted to implement a stronger authentication.

2) NETWORK INTEGRITY MODIFICATION

It is possible to switch the roles of two Bluetooth devices
from “master” to “‘slave” or vice-versa [219]. In fact, cer-
tain devices are vulnerable to bluecutting attack (discussed
in Subsection VI.D.3) where an attacker can disconnect a
device from another by forcing the establishment of a new
connection. The attacker dy spoofs a slave device, say d, that
is connected to a master device, say dp, and initiates a new
connection with device d;. This would disconnect d; from d;
and establish a new connection with d>. However, this time
the attacker dp holds the role of the master and device dj
holds the role of the slave. This would consequently modify
the configuration and behavior of a Bluetooth piconet or
scatternet.

Countermeasure. As discussed in [219], Bluetooth needs to
adopt a security mode that is similar to security mode 3 used
in earlier Bluetooth versions. This attack is possible due to
the possibility of creating a pairing-free connection when the
Bluetooth security mode 4 is used. Security mode 4 allows
attackers to initiate a connection with any device without any
authentication (i.e., pairing-free connection).

D. INTERRUPTION ATTACKS ON BLUETOOTH

In this section, we present Bluetooth attacks that affect
the availability of Bluetooth networks. By generating such
attacks, an attacker can cause an loT Bluetooth network to
go down and make all provided Bluetooth services unavail-
able. Figure 11 illustrates an attack-defense tree!* based on
interruption attacks on a Bluetooth IoT infrastructure.

1) SOCIAL ENGINEERING

a: BLUEJACKING

This attack consists of sending anonymous and unsolicited
messages, e.g., business cards, with an offensive content
using OBEX (OBject EXchange) protocol. The attacker cre-
ates a new contact on its device and assigns the offensive
content as a name to that contact and then sends that contact
card to the target. When the target receives the business card,
it displays the message “Would you like to add offensive
content to your address book?”’. We consider this attack as a
denial of service as it interrupts a user from doing something
useful and forces the user to do something with a view to
wasting his or her time, money, and energy.

b: BLUETOOTHING

This attack appeared in 2004 as a hoax for arranging dates.
It consists of sending messages containing the word “tooth-
ing?” to nearby Bluetooth devices asking them for a date.
Such messages may be considered as a harassment for some
people. We consider this as a denial of service as the victim
is forced to stop doing something useful.
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Countermeasure. The administrator has to make sure that all
of its devices are running the updated version of the OBEX
protocol. This would mitigate the previous two attacks.

2) FLOODING

a: BLUESPAMMING

In this scenario, the attacker exploits a vulnerability in the
OBEX protocol to spam a target Bluetooth device with a large
amount of crafted files [237], [238].

Countermeasure. Similar to the two previous attacks, Blue-
tooth devices should be running the latest version of the
OBEX protocol, where the exploited vulnerability is patched.

b: BATTERY EXHAUSTION

Bluetooth networks are resource-constrained networks where
devices run dedicated algorithms to moderately use and con-
serve their limited batteries while performing their tasks.
In such conditions, an attacker exploits this energy-related
weakness to exhaust batteries of those devices. The attacker
repeatedly sends unsolicited and encrypted messages to target
devices. These devices run cryptographic algorithms and con-
sume a huge amount of energy before ignoring and dropping
those nonsense messages.

Countermeasure. Bluetooth protocol must be implemented
in such a way so that any device can differentiate an authen-
tic message from a crafted one before any expensive oper-
ation. Bluetooth devices can then drop and ignore unso-
licited or replayed messages without consuming much energy
and without performing expensive cryptographic operations.

3) DEVICE DISRUPTION

a: BLUECHOPPING

The purpose of this attack is to disrupt an established Blue-
tooth piconet. The attacker spoofs the identity of a connected
Bluetooth device in a piconet and tries to establish a con-
nection with a master device that manages another piconet.
In this case, the network will consider the spoofed device to
be linked to both piconets. Consequently, it will disturb the
network configuration.

Countermeasure. Spoofing must be made hard to per-
form by using the non-discoverable mode along with the
anonymity mode [95]. The administrator can also setup an
IDS (Intrusion Detection System) [239]-[241] to detect the
presence of duplicated Bluetooth devices on a piconet or
scatternet.

b: BLUESMACKING

The L2CAP (Logical Link Control and Adaption Protocol)
protocol allows devices to send Echo-request and receive
Echo-reply messages from remote devices to check the con-
nectivity (round-trip time). In this scenario, an attacker sends
large-size Echo-requests to its target. Upon the reception of
the requests, certain device’s Bluetooth stack crashes driving
the system into a livelock. Recently, a set of twelve vulner-
abilities, called SweynTooth (ICS-ALERT-20-063-01), were
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discovered on many BLE devices. These vulnerabilities allow
attackers to remotely crash a BLE device by sending non-
standardized packets.

Countermeasure. The network administrator has to make
sure that all of its Bluetooth devices implement a Bluetooth
stack that rejects packets that have a non-standardized size
and format (e.g., contain empty fields) or the stack should be
able to handle large size packets.

¢: BLUEDUMPING

This attack occurs when two Bluetooth devices have already
paired in the past and generated the shared link key for pos-
sible future communications [242]. The attacker spoofs one
of the two devices and requests the other one to re-perform
the pairing from the beginning by claiming the loss of the
link key. The other device accepts the request and discards
the stored link key. The attacker then aborts the connection.
In this way, the spoofed device cannot automatically connect
to the other device since the latter no longer has the link key.
The pairing should be re-performed.

Countermeasure. This attack remains possible as long as
the Bluetooth protocol allows a Bluetooth device to forget
its link key. A network administrator can set its devices for
non-discoverable mode to make the spoofing harder for the
attacker as the latter primarily needs its target Bluetooth
device’s address and its Bluetooth user-friendly name.

d: BLUECUTTING

This attack is also known as connection dumping [219].
The Bluetooth implementation on certain devices allows the
establishment of more than one connection at the same time
with the same remote Bluetooth device. However, the termi-
nation of one of these multiple connections terminates all the
other remaining connections. An attacker spoofs a legitimate
Bluetooth device to establish a pairing-free connection (i.e.,
a connection that does not need any authentication). The
attacker uses SDP (Service Discovery Protocol) for instance,
with another Bluetooth device which is currently connected to
the spoofed device and causes the termination of its pairing-
free connection. This results in the disconnection of the legit-
imate Bluetooth device.

e: BLUEDEPRIVING

Some modern Bluetooth devices, including BLE smart
devices, do not allow the establishment of multiple con-
nections at the same time with the same remote Bluetooth
device. An attacker exploits this fact to spoof a legitimate
device to establish a pairing-free connection with this type
of devices before the spoofed device makes the connection.
Once the connection is established, the spoofed *“‘legitimate”
Bluetooth device cannot connect to those devices since the
attacker has already occupied the connection. This results in
a connection deprivation [217], [219].

Countermeasure. Bluetooth should implement a new secu-
rity mode that operates in the same way as security mode 3
(in v2.0+EDR and earlier). In security mode 3, any device
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has to authenticate for every Bluetooth service it requests.
In fact, the notion of pairing-free connection does not exist in
this mode since all connections must be authenticated. Thus,
an attacker cannot establish a spoofed connection.

f: BLUETOOTH SPEAKER HIJACKING

In this attack, the attacker uses a Bluetooth device, e.g., smart-
phone, and tries to establish a connection with a Bluetooth
speaker that is already connected to another Bluetooth device
using the “Just Works”” association mode. Unfortunately, cer-
tain Bluetooth speakers, such as the Amazon Alexa (running
Bluetooth 5), drop the existing connection and accept the
new one. In this way, the attacker can take over the speaker
and play its own audio, which may contain offensive and
threatening content.

Countermeasure. To thward this attack, Bluetooth device
vendors have to control how their Bluetooth devices handle
connection requests when using the ““Just Works”” association
mode before releasing those devices into the markets. Certain
Bluetooth devices, such as BLE smart devices, mitigate this
attack by restricting the device to only one connection and
denying any second connection request. However, the latter
“security measure’ constitutes a vulnerability that can be
exploited to generate the Bluedepriving attack.

4) CHANNEL JAMMING

Bluejamming. In this attack, the attacker continually sends
random radio signals all over the used communication chan-
nels. This denies legitimate Bluetooth devices from access-
ing the radio channel and sending their data. An alternative
approach consists of setting up a device (known as Bug) that
has the same identity as a legitimate one which is currently
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connected to a piconet. When a device communicates with
the legitimate device, the legitimate device and the “Bug”
device will simultaneously respond and jam each other.
Countermeasure. From a practical point of view, jamming
Bluetooth communications implies generating noise signals
all over 79 channels in the Bluetooth band (40 channels
in BLE), which is not practical for attackers. Such jam-
ming can be detected by analyzing the Bluetooth band and
localizing from where specific disruptive signals are gen-
erated. Moreover, the network administrator can config-
ure its Bluetooth devices to frequently change the hopping
sequence.

E. DOMINATION ATTACKS ON BLUETOOTH

In this section, we present Bluetooth attacks in which an
attacker can perform a number of security breaches that affect
multiple security services in an IoT Bluetooth infrastructure.
Figure 12 illustrates an attack-defense tree!3 based on domi-
nation attacks on a Bluetooth IoT infrastructure.

1) CRYPTANALYSIS

a: OFFLINE/ONLINE PIN CRACKING

The offline PIN cracking attack is also known as PIN crunch-
ing. The attacker eavesdrops a pairing between two devices
then uses the captured packets to brute force the PIN code
that was used during that pairing. The time it takes to crack
such a PIN code depends on its length. It has been demon-
strated that a 4-digit PIN code can be cracked in less than
0.06 sec on an old Pentium IV 3GHz HT computer [242].
Once the PIN code is cracked, all secret keys can be gen-
erated. The attacker can intercept, decrypt, fabricate, and
modify packets, and may cause interruption as well. In online
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PIN cracking, the attacker tries to connect with the target
device by guessing different PIN code values. The attacker
changes its BD_ADDR address every time a PIN guess fails.
The attacker bypasses the ever-increasing delay between
retries. This attack works well if a fixed or short PIN code
is used.

Countermeasure. The network administrator has to make
sure that its network uses simple secure pairing and not
legacy pairing. If the legacy pairing cannot be avoided, then
the administrator has to ensure that its devices use complex
passphrases instead of simple and short PIN codes.

b: OFFLINE/ONLINE SSP PASSKEY CRACKING

The offline SSP passkey cracking attack concerns the secure
simple pairing when used with passkey-entry association
mode. The attacker first captures all messages exchanged
during an SSP pairing (in passkey-entry mode). Then it runs
around 20 tests before figuring out the passkey that was used.
Interestingly, if the same passkey is used in the later sessions,
the attacker can decrypt and read the messages. Also, if the
key is unchanged, the attacker can fabricate packets and
cause interruption as well. In the online SSP passkey cracking
attack, the attacker establishes a man-in-the-middle scenario
by spoofing both communicating devices and performs a bit-
by-bit test to determine the passkey. During a secure simple
pairing with passkey-entry mode, in authentication stage 1,
both parties authenticate and prove to each other the posses-
sion of a 20-bit passkey (e.g., px=bo, . . . b19). Each device,
in each i round proves to the other device that it possesses
the right bit b;. If a party gets the wrong bit, the pairing is
aborted by the other party. The attacker exploits this abortion
mechanism to brute force the passkey as follows: In a given
round i, the attacker assumes that »; = 0. Then, if the
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round ends successfully, the attacker concludes that b; = 0.
Otherwise b; = 1. If b; is wrong, the other party aborts
the communication. The attacker repeats the pairing using
the previously learned b; bits until it figures out the whole
passkey [211].

Countermeasure. The user has to make sure that if SSP pair-
ing is used along with the passkey-entry mode, the passkey
has to be changed for every session and should not be used
twice. Also, the use of non-discoverable mode reduces the
possibility of being spoofed during an online passkey crack-
ing attack. Turning Bluetooth off when not needed is also a
good security practice.

2) EXPLOIT VULNERABILITIES IN PROTOCOLS

a: BLUEBUGGING

In this attack [243], the attacker uses the RFCOMM pro-
tocol over the serial port channel to establish a connection
with the target device without any pairing. Once connected,
the attacker runs on the target device a set of commands (e.g.,
AT commands) to perform the following: sending messages
(SMS or MMS), making phone calls, reading contacts, and
changing the phone configurations.

Countermeasure. The network administrator has to make
sure that its Bluetooth devices do not accept any serial con-
nection through RFCOMM without asking for an authoriza-
tion. Devices that do not have any high-level authorization
mechanism must not be used.

b: HELOMOTO ATTACK

This attack exploits incorrect processing of “‘trusted device”
handling on certain Motorola devices [244]. The attacker ini-
tiates a connection using the OBEX push profile and pretends
sending a vCard. The sending process is interrupted by the
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attacker whose profile is stored on the trusted device list of
the target device. By taking advantage of this entry on that
list, the attacker connects to the headset profile of the target
device without any authentication and uses AT commands to
control it.

Countermeasure. The network administrator has to make
sure that all its Bluetooth devices, in particular, Motorola
devices, are running the updated version of OBEX. This will
prevent attackers from generating the previous attack.

¢: BLUEBORNING

It was discovered by Armis Labs [245] in 2017. This attack
exploits a set of vulnerabilities in the implementation of Blue-
tooth stack in various operating systems such as Android,
Linux, iOS and Windows. When these vulnerabilities are
exploited, an attacker can remotely hijack a Bluetooth device
and cause serious breaches. The attack does not require the
target device to be paired to the attacker’s device. Also,
it does not need the target device to download any crafted
files or click on any phishing URL.

Countermeasure. Several patches have been developed to
address the Blueborne vulnerabilities. Microsoft, Google, and
Apple have already fixed the flaws on their devices.

VII. ATTACKS ON ZigBee TECHNOLOGY

A. FABRICATION ATTACK ON ZigBee

In the following paragraphs, we enumerate different attacks
that aim to bypass the authentication mechanisms used in
ZigBee. Figure 13 illustrates an attack-defense tree'® based
on fabrication attacks on a ZigBee IoT infrastructure.

1) MESSAGE SPOOFING

a: ROGUE ACKNOWLEDGMENT

The IEEE 802.15.4 specification does not provide any
authentication, confidentiality, or data integrity protection
for the acknowledgment frames. An attacker can spoof any
ZigBee device and send acknowledgment frames to cause
another ZigBee device believe that its frames have been
correctly received by the destination. At the same time,
the attacker ensures that it intercepts frames sent by a ZigBee
device before sending any spoofed acknowledgment to the
other party [105].

Countermeasure. The IEEE 802.15.4 specification must pro-
vide authentication for all management frames to prevent
attackers from spoofing the network coordinator or ZigBee
devices and forging spoofed packets. ZigBee Alliance may
implement the MFP (Management Frame Protection) speci-
fied in the IEEE 802.11w amendment to solve the problem.

b: PACKET INJECTION

This attack is also known as PIP (Packet In Packet)
attack [246]. It allows an attacker to insert (hide) a mali-
cious packet inside a normal packet payload that is permitted
onto the network. By exploiting a bit error in the original
packet (i.e., outer frame), the attacker can force its malicious
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packet (i.e., inner frame) to be interpreted instead of the
original packet. This attack is generally used to bypass any
firewall or intrusion detection system.

Countermeasure. A solution to this attack was discussed
in [247]. It uses bit-stuffing which is an error detection mech-
anism used in HDLCZ? protocol to inhibit control information
to appear in the payload of a frame.

c: REPLAY ATTACK

ZigBee uses a 32-bit frame counter to differentiate old
frames from new ones. Old frames are discarded. In [248],
the authors have demonstrated that a replay attack is still pos-
sible. Other researchers [249] have demonstrated the attack
using a software tool called KillerBee [248].
Countermeasure. Some researchers [103] have suggested
that ZigBee Alliance should integrate a timestamp within the
encryption mechanism to mitigate replay attacks. Also, data
freshness can be implemented at a higher level protocol, e.g.,
included in the message authentication protocol [250].

B. INTERCEPTION ATTACKS ON ZigBee

In the following paragraphs, we enumerate various passive
and active attacks that could be launched by an attacker to
intercept, extract, and reveal sensitive information about a
ZigBee network. Figure 14 illustrates an attack-defense tree'3
based on interception attacks on a ZigBee IoT infrastructure.

1) OUT OF BAND ATTACKS

a: PHYSICAL ATTACK

In this scenario, an attacker physically gains access to a
ZigBee device (e.g., by stealing it). The attacker uses a set of
sophisticated hardware and software tools to extract sensitive
information such as security keys, which are generally stored
in an unencrypted format in a flash memory [251]-[253].

20HDLC (High-Level Data Link) is a link layer protocol developed by the
ISO (International Organization for Standardization) in 1979.
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This attack is made easy as almost all ZigBee devices are not
built tamper-resistant.

Countermeasure. The administrator can set up an intrusion
detection system which upon detecting an unplanned removal
of a ZigBee device from the network, invalidates the keys
and generates new ones. Another approach consists of aug-
menting the ZigBee devices with anti-tamper measures in
such a way so that the devices start erasing their content upon
detecting any physical tampering [254]. However, the ZigBee
network administrator has to be aware that such countermea-
sure can be exploited by an attacker to cause a denial of
service attack by intentionally provoking the ZigBee devices
to erase their contents and become unavailable.

b: SIDE CHANNEL ATTACKS

ZigBee uses the AES symmetric encryption algorithm along
with the CCM* mode to encrypt the data and to generate
the message integrity code. Researchers [106], [107] have
demonstrated that it is possible to retrieve the secret keys by
conducting a side-channel analysis on a ZigBee device. This
attack assumes that the attacker has full (physical) control
over the device.

Countermeasure. There exist many techniques to pre-
vent side-channel attacks. These techniques include mask-
ing [224], cross-copying [225], conditional assignment [226],
bucketing [227], and predictive timing mitigation [228].
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Implementing one of the previous techniques in ZigBee will
certainly mitigate this type of attacks.

2) RECONNAISSANCE

a: NETWORK DISCOVERY

In this scenario, the attacker eavesdrops the radio channel
and tries to discover available ZigBee networks. If a network
is detected, the attacker can (using dedicated tools [248])
inject packets to make the network react and disclose infor-
mation related to its configuration. For instance, as part of
a network discovery process, ZigBee devices send a beacon
request frame on each radio channel to discover ZigBee
routers or ZigBee coordinators. If a ZigBee router or a ZigBee
coordinator receives the request frame, it responds by disclos-
ing its PAN ID (Personal Area Network IDentifier), source
address, and other useful information [249]. The attacker just
has to mimic a network discovery process.
Countermeasure. Thus far, there is no clear or simple coun-
termeasure for this attack as beacon request frames are
essential to ZigBee network discovery process as discussed
in [103]. Implementing a comprehensive countermeasure for
this attack requires changing the whole ZigBee protocol.

3) SNIFFING AND ANALYSIS

a: SAME-NONCE ATTACK

ZigBee uses the AES-CBC-MAC algorithm to provide
encryption and data integrity. The algorithm uses a nonce
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along with the encryption key to produce a unique output.
Similar to the key-reuse attack in Wi-Fi, if the same nonce
was used along with the same key to encrypt two successive
messages, an attacker would be able to recover partial infor-
mation about the plaintext [255]. A ZigBee device can be
forced to reuse the same nonce with the same key by causing
a power failure on the device.

Countermeasure. The network administrator has to make
sure that the nonces are not used twice with the same key.
One practical solution is to refresh the key after all possible
values of a nonce have been used [255].

b: PACKET SNIFFING

In this scenario, an attacker uses a ZigBee network snif-
fer, such as KisBee [256] or KillerBee [248], to capture
exchanged packets over the radio. The packets are ana-
lyzed later on using a protocol analyzer, such as Wireshark,
to extract sensitive information. This is possible as in most
cases, ZigBee networks (e.g., in a Wireless Sensor Network)
do not apply encryption just to save some energy. Also, if the
standard security level is used and the network key has not
been pre-installed onto the ZigBee devices, then there is a
chance to capture the network key. Indeed, the latter will be
sent unencrypted by the network coordinator to every ZigBee
device joining the ZigBee network [173].

Countermeasure. The network administrator has to make
sure that its network uses AES to encrypt the data and the
new cryptographic keys are distributed securely. No secret
information should be sent unencrypted (assumption set by
the ZigBee Alliance [157]). Also, it is a good initiative to
preload ZigBee devices with cryptographic keys using an out-
of-band channel to prevent their interception over the air.

C. MODIFICATION ATTACKS ON ZigBee

Thus far, no attack was reported on breaching data integrity
when AES-CBC-MAC is used. The only situation where this
may happen is when an attacker manages to learn the key
that is used to compute the MIC (Message Integrity Code).
Data integrity is not restricted to packets being sent over
the radio. It also covers the protocols and programs running
on a device. If an attacker gets physical access to a ZigBee
device, it connects to the device and modifies internal data
structures, such as static routing tables and application pro-
tocols. Then, the device behaves differently in the network.
For instance, compromised devices can be used to generate
Ad hoc architecture-related attacks that affect availability.

In the case of a sybil attack, the compromised node absorbs
all packets by declaring itself as having multiple identi-
ties [257]. Through a wormhole attack, compromised nodes
are used to establish a hidden tunnel to communicate and trick
other nodes that are far from each other to make them believe
that they are close to each other [249]. In the case of a black-
hole attack, the compromised node drops all packets that it is
supposed to forward [258]. In a selective forwarding attack,
the compromised nodes select which packet to drop or for-
ward. Finally, in a sinkhole attack, the compromised nodes
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are positioned next to the network coordinator (often called
sink) and drop all packets coming for the sink [259].

D. INTERRUPTION ATTACKS ON ZigBee

In the following paragraphs, we enumerate different attacks
that aim to make a ZigBee network partially or completely
unavailable. Figure 15 illustrates an attack-defense tree!3
based on interruption attacks on a ZigBee IoT infrastructure.

1) PROTOCOL MISUSING

a: FRAME TRASHING

As a protection against replay attacks, ZigBee technology
uses a 32-bit frame counter at the network layer to distinguish
between fresh and old frames. This frame counter is not
encrypted and it is reset to zero after updating the network
key by the coordinator or the network administrator. If for
any reason, the frame counter has been reset and the network
key has not been updated, an attacker can inject a forged
frame (by copying an old encrypted frame payload) and set
the frame counter to its maximum (i.e., OXxFFFFFFFF). This
enforces all ZigBee devices to drop all future frames upon
their reception [105].

Countermeasure. The ZigBee protocol must ensure that the
network key is updated and not used twice after the expiring
of the frame counter [105]. This prevents an attacker from
using an old encrypted message and replaying it back with
manipulated frame counter.

b: GREEDY BEHAVIOR ATTACK

Similar to IEEE 802.11, an attacker violates the CSMA/CA
protocol and applies the binary back-off algorithm to
his or her benefits. The attacker does not wait for a random
timer and interframe intervals but monopolizes the access to
the radio channel.

Countermeasure. The network administrator can set up a
network watcher to monitor device behaviors and how the
shared radio channel is used. If a device is suspected for
behaving maliciously, the administrator can, for example,
suspend that device for the time being. However, such an
aggressive countermeasure can be exploited by an attacker
to suspend legitimate ZigBee devices by spoofing the latter
and conducting a greedy behavior attack.

2) POWER DRAINING

a: BATTERY EXHAUSTION

In most cases, ZigBee devices are powered by a 3A battery
and equipped with a sensor unit (e.g., MicaZ of CrossBow).
These devices sleep most of the time and wake up when an
event occurs. An attacker can generate a large amount of
bogus and encrypted traffic to be processed by the ZigBee
devices and prevent them from going to sleep mode. This
considerably drains their power [260].

Countermeasure. One approach to deal with this attack is
to set up an intrusion detection system to detect abnormal
behaviors. An alternative is to structure the encryption and
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authentication of packets in such a way so that devices
can pre-distinguish legitimate traffic from illegitimate traffic
before processing them to avoid unnecessary draining of
power.

b: END-DEVICE SABOTAGE

Depending on the application, ZigBee end-devices can spend
most of their time in a power-saving mode while sensing
other measures such as temperature, humidity and pressure,
using dedicated sensors. During this phase, the power con-
sumption is very low. In the wake-up period of the duty-
cycle, those devices consume a considerable amount of power
by sending poll requests to retrieve their data (from the net-
work coordinator). The data was sent to those devices while
they were in power-saving mode. An attacker abuses this
mechanism by spoofing the network coordinator and sending
broadcast or multi-cast poll replies to all poll requests to
keep the devices awake. This would considerably drain their
battery [156].

Countermeasure. The ZigBee protocol must ensure that poll
requests and responses are authenticated and refreshed [250]
to prevent attackers from spoofing any ZigBee device and
replaying the old messages. Also, applying a mechanism that
is similar to MFP (Management Frame Protection), which is
used in Wi-Fi, would be a perfect option.

¢: PAN-ID CONFLICT ATTACK
Usually, a ZigBee network adopts the infrastructure mode.
In this mode, a set of resource-constrained devices are
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associated with a network coordinator. Each device has its
own unique PAN-ID (Personal Area Network IDentifier) and
is aware of its coordinator’s PAN-ID. The existence of more
than one coordinator’s PAN-ID in the same network causes a
conflict which is automatically detected and reported to the
coordinator. This initiates a conflict resolution procedure by
generating and sharing a new PAN-ID. An attacker exploits
this procedure to continually send fake conflict notification
messages obliging the coordinator to initiate the resolution
procedure. This will consequently drain the power source of
the resource-constrained devices and delay their communica-
tions as well [261].

Countermeasure. The user must ensure that its network
provides authentication for the conflict resolution mes-
sages so that attackers cannot spoof and replay those
messages [250].

3) MEDIA DISRUPTION

a: GUARANTEED TIME SLOTS ATTACK

Similar to the RTS/CTS (Request To Send/Clear To
Send) mechanism used in the IEEE 802.11, the IEEE
802.15.4 standard uses the GTS/ACK (Guaranteed Time
Slots/Acknowledgments) mechanism to allocate the channel
and guarantee a collision-free transmission [262]. A ZigBee
device sends a GTS-request to the network coordinator which
acknowledges its reception and takes a decision on whether
it accepts or rejects the request. If the request is accepted,
the device is notified in the next beacon management frame.
In this circumstance, an attacker intercepts the beacon frames
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to learn when the GTS transmissions will take place and
plans to perform random jamming. This would disrupt the
transmission and cause collisions which are not supposed to
happen in GTS/ACK [261].

b: CSMA/CA EXPLOIT

It is also known as link-layer jamming. In this scenario,
an attacker floods a radio channel with bogus frames to
unnecessarily occupy the channel. This will prevent legiti-
mate ZigBee devices from accessing the radio channel to send
their data as long as the channel is occupied [263].

¢: ZIGBEE RADIO JAMMING

In this scenario, the attacker generates random signals over
the radio channel and causes interference. This will para-
lyze the network and prevent legitimate Zigbee devices from
accessing the radio channel.

Countermeasure. Media disruption has always been a diffi-
cult class of attacks to mitigate. Nowadays, there exist some
techniques that are based on radio monitoring to detect and
localize unusual radio signals. This may be applied to detect
jamming and collision when they occur and take appropriate
action such as switching radio channels.

E. DOMINATION ATTACKS ON ZigBee

Zigbee defines a certain number of application profiles, such
as HAPAP (Home Automation Public Application Profile)
and ZLL (ZigBee Light Link Profile). These profiles define
how messages are formatted, sent, and processed. This allows
ZigBee devices from different vendors to properly commu-
nicate with each other within the framework of a particular
application (e.g., home automation). To be compatible with
other devices of different manufacturers, ZigBee devices
have to implement a standard interface which subsequently
implies the use of standard cryptographic keys. For example,
the default trust center link key defined by ZigBee Alliance
is OX5A 0x69 0x67 0x42 0x65 0x65 0x41 0x6c 0x6C
0x69 0x61 O0X6E 0x63 0x65 0x30 0x39 [264]. This
key is used by the trust center to encrypt the network key
and send it to the devices joining the network. If an attacker
can capture the encrypted network key during joining, it will
decrypt the key using the standard trust center link key. This
may compromise the confidentiality of the whole network as
well as its availability.

Countermeasure. The default trust center link key should not
be used since the key is considered as public knowledge and
thus provides the same level of security as in the unencrypted
scheme. In many cases, this default and standard key has been
removed from ZigBee v3.0. For personal ZigBee applica-
tions, it is highly recommended to create the cryptographic
keys and physically upload them into the devices rather than
sending them over the radio [250].

VIIl. ATTACKS ON RFID TECHNOLOGY

A. FABRICATION ATTACKS ON RFID

In this section, we review the attacks that affect RFID authen-
tication. These attacks allow an attacker to impersonate an
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RFID-tag and bypass RFID-based authentication systems,
such as keyless entry systems and contactless authentication
systems. Figure 16 illustrates an attack-defense tree'® based
on fabrication attacks on an RFID IoT infrastructure.

1) FABRICATION ON ENTITIES

a: SHOPLIFTING

It is also known as boosting or five-fingers-discount. In many
retail shops, at the shop entrance, washroom entrance, or the
exit doors of the shop, an EAS (Electronic Article Surveil-
lance) system is installed. This system detects EAS-tagged
items that are sold in the retail shop and have not been
disabled [110]. For example, items that are being intention-
ally or accidentally taken away from the shop without paying
their price will trigger the EAS alarm. Shoplifting is consid-
ered an RFID attack not based on the fact of stealing items
from a shop but based on the fact of stealing the RFID-tag for
further reverse-engineering. Nowadays, attackers commonly
bypass EAS systems by applying different techniques, such
as hiding the item in cheap foil-lined bags or using an expen-
sive RFID EAS-jammer.

Countermeasure. Nowadays, EAS systems are equipped
with the ability to detect foiled-lined bags and magnetic items
and the customers are informed not to enter with such items
into the shop. They can leave them at the entrance and collect
those back before leaving the shop.

b: LOCATION-BASED ATTACKS

This type of attacks have two main features: (1) In a nor-
mal circumstance, an RFID-tag is instantaneously activated
within the range of an RFID-reader. As a result, the RFID-
reader makes the wrong assumption that the RFID-tag is in
its close proximity. (2) These attacks operate at the physical-
layer which make them difficult, if not impossible, to mitigate
using upper-layer security protocols.

— Distance fraud. The distance fraud attack allows an
RFID-tag operating outside the authorized range to convince
an RFID-reader that it is within the authorized range [138].
The RFID-tag uses either a crafted antenna or starts sending
the responses before the challenges are received to reduce
the delays that may result from being outside the authorized
range. The latter case can be prevented by sending multiple
challenges with a strict condition that the responses must be
dependent on the challenges. This attack has more effects on
RFID applications where the access rights change according
to the physical location.

— Mafia fraud. This is also known as a relay attack [265].
This attack can be performed regardless of which cryp-
tographic system is being used and how powerful it is.
It is a man or men-in-the-middle attack (depending on the
number of relays). It takes place when an RFID-reader
unawarely interacts with a rogue RFID-tag that manages to
fool the reader into thinking that it is directly communicating
with the legitimate RFID-tag. The rogue RFID-tag relays
the challenges sent from the RFID-reader to the legitimate
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RFID-tag as well as the responses sent from the legitimate
RFID-tag to RFID-reader. It has been shown that contactless
smart cards (i.e., [SO-14443 standard) are vulnerable to relay
attacks [266]. Similarly, in [267], the authors have presented a
system to carry out relay attacks on ISO-14443A (e.g., digital
passport, Atmel AT88SC153 smart card, and Ticket for FIFA
World cup 2006 [268]). In [269], the authors demonstrated
how to use a relay attack to break the passive keyless entry
system of various modern cars. Moreover, hundreds of high-
end cars were stolen using this attack all over the world
in 2019. Note that the terms mafia-fraud attack and relay
attack are interchangeable. However, some authors consider
mafia-fraud attack more sophisticated and active than relay
attack by assuming that in a mafia-fraud attack, attackers
can manipulate and modify the messages rather than simply
relaying them as in a relay attack.

— Terrorist fraud. In this attack [270], the adversary
receives some support from a legitimate RFID-tag, e.g., with
necessary information to impersonate the latter. This informa-
tion does not contain any clue about the security parameters,
such as the secret key. Also, this information allows the
adversary to pass only a single run of the protocol.

— Distance Hijacking. In this attack [271], a rogue RFID-
tag convinces an RFID-reader that it is at a distance which is
different from the actual distance. This is done by making use
of a legitimate RFID-tag to provide the tag with a false upper
bound on the distance between the reader and the tag.
Countermeasure. To mitigate location-based attacks, RFID
protocols apply different techniques to ensure that an
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RFID-tag is inside the operational range of an RFID-reader.
Classical approaches are based on measuring the round trip
time of the messages. Other approaches are based on the
measurement of RSSI (Receiving Signal Strength Indicator)
indicator, GPS (Global Positioning System) location, tem-
perature, light intensity, and voice recognition. A practical
technique, called Faraday cage, consists of using dedicated
gadgets that protect the RFID-tag from being interrogated by
unauthorized RFID-readers. Passive gadgets, such as metal-
shielding, cover RFID-tags and prevent radio signals from
reaching them. The tags remain inactive until the owner
performs an action, such as pressing a button, opening a
cover, or entering biometrics or password. Reactive gadgets
however, such as the Vaultcard RFID blocking card [272],
send strong jamming signals upon detecting a reading signal.

¢: RFID CLONING

This attack consists of replicating an authentic RFID-tag to
create a rogue RFID-tag that is used for impersonating the
authentic RFID-tag and gaining access to certain privileges.
Such attack has been performed to introduce bogus coun-
terfeit pharmaceuticals and medications tagged with authen-
tic cloned RFID-tags of legitimate medicals [273]. Another
proof of concept was demonstrated in DEFCON 2015 [274],
by creating an identical copy of the German passport using
cheap off the shelf hardware.

Countermeasure. RFID-tags must be augmented with
a technology that prevents cloning (e.g., HID iClass

88923



IEEE Access

K. Lounis, M. Zulkernine: Attacks and Defenses in Short-Range Wireless Technologies for loT

RFID-cards), or at least, allows detecting a forged RFID-
tag from an authentic one. Steganography or watermarking
can be used to hide information inside authentic RFID-tags.
A better alternative consists of using PUFs (Physical Unclon-
able Function) to implement security protocols on RFID
systems.

d: SOCIAL ENGINEERING

An attacker employs social engineering techniques to com-
promise an RFID authentication system and gain unautho-
rized access to restricted locations. For example, an attacker
may conduct a tailgating attack over any person entering an
access restricted building that requires a badge or access card.
Countermeasure. RFID users should be aware of their sur-
roundings. Attackers use different smart social engineer-
ing techniques to distract users, gain their trust, to perform
unauthorized access to certain services or physical locations.
In certain circumstances, security officers are employed to
secure access to critical locations.

e: RFID-TAG SWITCHING

In this scenario, an attacker targets a RFID-tag which is
tagged to a valuable object (e.g., items in the supermarket).
Since RFID-tags present poor physical security, the tags that
are not protected from external trespassers and can easily be
captured, removed or swapped. In this attack, the attacker
switches the tag of an expensive RFID-item with the one
of a cheaper item to pay less at the supermarket checkout.
Such an attack is possible because certain back-end servers
cannot check and establish the correct association between
the RFID-tag and the item.

Countermeasure. The cashiers should be aware of the
approximate price of the items in the supermarket so that it
can detect whether an RFID-tag has been switched on or not.

2) FABRICATION ON MESSAGES

Replay attack. If the messages that are exchanged between
an RFID-tag and an RFID-reader do not contain any fresh
nonces, an attacker can reuse old messages and replay them
again to gain similar access or privileges.

Countermeasure. Data freshness must be provided by the
authentication protocol used by the RFID application to
prevent attackers from replaying old messages and gaining
unauthorized access to restricted services.

B. INTERCEPTION ATTACKS ON RFID

Some sophisticated RFID-tags store not only an identification
number but also other personal information which may be
strictly private. For example, the VeriChip-tag is a human-
implantable RFID-tag designed especially for medical-record
indexing. By scanning a patient’s tag, a hospital can easily
locate the patient’s medical record [4]. If this information is
not secured, any passive or active eavesdropper can extract
and learn sensitive information and then use those to perform
further attacks. For example, the eavesdropper may threaten
victims to publish their private data if they do not pay a certain
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amount of money. In the following paragraphs, we enumerate
different attacks on RFID confidentiality. Figure 17 illustrates
an attack-defense tree'® based on interception attacks on an
RFID IoT infrastructure.

1) RFID EAVESDROPPING

Similar to other wireless technologies, RFID is also subject
to eavesdropping. In this attack, the attacker uses a high-
gain antenna in order to capture ongoing communications
between two legitimate RFID devices, e.g., tag and reader.
The attacker will be able to learn information such as the
protocol being used (i.e., its message chart) or the attacker
may perform traffic analysis to extract sensitive information.

2) OBJECT INVENTORYING

RFID-tags store in their internal memory a unique serial num-
ber which they use for identification. Certain tags, e.g., EPC
(Electronic Product Code) tags, carry other information about
the item to which they are attached. The other information
may include the manufacturer of the object and product code,
also known as stock keeping unit. Thus, a person carrying
an EPC-tag is subject to object inventorying. An attacker can
silently read what objects the person is carrying and harvest
important personal information.

Countermeasure. The RFID protocol must apply lightweight
(ultra-lightweight) symmetric cryptography or ECC (Ellip-
tic Curve Cryptography) to provide data confidentiality and
privacy. Sensitive information must be kept secret while
being stored and processed. Any information that can be
used to identify a given entity must not be revealed to
unauthorized parties. Moreover, to preserve the privacy of
their customers, retail shops apply EAS-killing that consists
of deactivating all associated tags of the purchased items
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upon payment. Thus, an eavesdropper would not be able to
capture information about customer’s shopping list and infer
private information.

3) OBJECT TRACKING

RFID-tags generally start transmitting first after being power-
supplied by a nearby RFID-reader. They send their unique
identification number over the air, in most cases unencrypted,
in order to identify themselves to RFID-readers. A passive
eavesdropper can easily use a rogue RFID-reader with a
powerful antenna to detect RFID-tags in the neighborhood
and track particular tagged-objects.

Countermeasure. The static identifier of a given RFID-tag
may be traced when being transmitted over the air. Applying
only encryption on the identifier will just transform the identi-
fier into a meta-identifier which remains static and traceable.
Thus, it is recommended to use a new nonce whenever the
RFID-tag is requested by an RFID-reader. The use of the
nonce along with encryption makes the transmitted informa-
tion useless and unique for each session which harden the
tracking process. Other techniques can also be used as well
to make a RFID-tag untraceable [160], [173], [275], [276].

4) SIDE-CHANNEL ATTACKS

Currently, there are two forms of side-channel attacks on
RFID, timing-based and power-based. A timing-based attack
consists of extracting information (e.g., secret keys) from
the variations of the processing times. A power-based attack
consists of extracting information from the variations of the
power consumption [267], [277].

Countermeasure. The RFID protocol must be implemented
in such a way so that side-channel attacks become very hard
to realize. Masking [224], cross-copying [225], conditional
assignment [226], bucketing [227], and predictive timing
mitigation [228] can be adopted while implementing the
protocol. These techniques make it harder for an attacker to
perform side-channel attacks.

5) REVERSE ENGINEERING

RFID-tags and RFID-readers are subject to physical attacks.
In this scenario, an attacker captures an RFID-tag or
RFID-reader, and applies reverse-engineering to extract
information such as the used protocol, cryptographic keys,
and other confidential information.

Countermeasure. To physically secure RFID devices,
additional measures should be taken. Traditional security
measures can be used such as cameras, guards, and misuse
detectors (e.g., an alarm is triggered upon RFID-tag removal).

C. MODIFICATION ATTACKS ON RFID

An attacker may take over an RFID-tag or reader and try to
modify the internal protocol in order to adapt it to its needs.
For instance, the attacker can modify the reader’s functions
in such a way so that it authenticates the attacker RFID-tag as
a legitimate tag to bypass certain authentication systems.
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D. INTERRUPTION ATTACKS ON RFID

Due to the small size and limited resource capacity, RFID-
tags are attractive target devices for denial of service attacks.
In the following paragraphs, we enumerate RFID attacks
on availability. Figure 18 illustrates an attack-defense tree!3
based on interruption attacks on an RFID IoT infrastructure.

1) RFID DESYNCHRONIZATION

In some applications, the RFID-tag security parameters, e.g.,
secret key, need to be updated. The attacker sets a man-in-the-
middle scenario and prevents the RFID-tag from being syn-
chronized and updated with the RFID-reader. Thus, the tag
will be containing old security parameters and will fail in all
later authentication challenges.

Countermeasure. The network administrator must ensure
that its RFID devices are kept updated. A more secure and
not scalable way to do that is to physically update the RFID-
tags and RFID-readers using dedicated devices.

2) UNAUTHORIZED TAG-DISABLING

In this scenario, an attacker uses a rogue RFID-reader
to manipulate an RFID-tag so that it becomes perma-
nently or temporarily unavailable. This can be achieved by
removing or destroying a physical tag (e.g., applying pres-
sure, chemical exposure, or trimming off any visible antenna),
misusing the kill command, or using a dedicated device (e.g.,
RFID-Zapper) to disable the RFID-tag. This will prevent
all legitimate RFID-readers from communicating with the
vandalized RFID-tag [109], [278].

Countermeasure. Most sensitive RFID-tags are equipped
with an alarm (e.g., alarm with noise level >110dB) that
triggers when the tag is undergoing an abnormal pressure.

3) RFID SIGNALS JAMMING
In this scenario, an attacker uses an RFID-device to gen-
erate random signals over the used RFID frequencies
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(e.g., LF, HF, or UHF) to cram the radio channel and disrupt
the correct function of RFID-tags and readers.
Countermeasure. RFID jamming can be detected by set-
ting an RFID radio scanner that triggers an alarm when it
receives useless and unexpected RFID signals. Some avoid-
ance techniques consist of switching the operational fre-
quency between the RFID-tag and the RFID-reader. For
example, certain UHF-RFID readers in the US (e.g., those
operating between 902.0 MHz and 928.0 MHz), employ
frequency hopping spread spectrum (FHSS) to avoid inter-
ferences. These RFID-readers change their operational fre-
quency from time to time. However, this only makes sense if
the bandwidth of the used frequency band is wide. Otherwise,
switching the frequency in a narrow band is not useful.

E. DOMINATION ATTACKS ON RFID

In this section, we review RFID attacks that affect multiple
security services at a time.

Offline RFID-tag key cracking. Most RFID systems use
a challenge-response mechanism along with a shared secret
key between an RFID-tag and an RFID-reader for authen-
tication. Due to the resource-constrained nature of some
RFID-tags, very short keys are used (e.g., 40-bit keys in
a Digital Signature Transponders or DST). This makes the
brute force attack possible to crack the secret key and
clone the RFID-tag [279]. Some researchers cracked a car
DST-key in less than 30 minutes and stole their own car as
well as purchased gas using a cloned SpeedPass [110].
Countermeasure. When short keys cannot be replaced by
longer keys, then it is recommended to limit the use of a short
key for a limited time. The key should be changed frequently.

IX. CONCLUSION

The Internet of Things (IoT) connects billions of heteroge-
neous devices, called Things, using different communication
technologies and protocols to provide end-users, all over the
world, with access to a variety of smart applications. It also
invites cybercriminals who exploit the IoT infrastructures to
conduct large scale, distributed, and devastating cyberattacks.
The security of IoT infrastructures strongly depends on the
security of its wired and wireless infrastructures. While the
wireless infrastructure is thought to be the most outspread
part in IoT, it is at the same time the most vulnerable and
accessible for attackers. Hence, more focus should be placed
on the security of wireless infrastructures of IoT.

In this paper, we have introduced an attack classifi-
cation for wireless IoT attacks. This classification cat-
egorizes an attack based on which security service is
compromised by the attack. We have adopted the classifica-
tion to review the attacks that occurred in the last two decades
on Wi-Fi, Bluetooth, ZigBee, and RFID wireless commu-
nication technologies. These wireless communication tech-
nologies are considered to be the most used for short-range
wireless communications in IoT. We have also discussed
possible countermeasures that can be applied to mitigate, or at
least detect, certain attacks. In summary, the paper makes the
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following main contributions: (1) Present a generic taxonomy
of attacks in Wi-Fi, Bluetooth, ZigBee, and RFID IoT infras-
tructures. (2) Survey the attacks on Wi-Fi, Bluetooth, ZigBee,
and RFID technologies. (3) Analyze and recommend possible
countermeasures to mitigate the reviewed attacks.

Considering the reviewed attacks and the existing security
mechanisms, we have observed that most attacks were due
to the flaws left on the authentication protocol. We claim
that authentication is the most important and critical secu-
rity service, in the sense where compromising authentica-
tion would in most cases lead to the compromising of the
remaining security services, such as confidentiality, integrity,
and availability. Therefore, we claim that if authentication
is vigorously considered and perfectly implemented, a large
number of attacks will be completely mitigated. Although the
existing authentication mechanisms in the considered wire-
less communication technologies provide a certain level of
security, we believe that the application of these mechanisms
will not last for too long. In fact, as IoT is rapidly transforming
the Internet into a Thing to Thing communication system,
the need for new authentication protocols, mainly thing-to-
thing authentication protocols, is rising. Also, besides authen-
tication, we believe that in most cases the reviewed attacks
that are related to compromising data integrity and system
availability have a bigger impact than the attacks that are
related to breaching IoT data confidentiality.

In the future, we will survey and classify mid and long-
range loT wireless communication technologies, such as
LoRa, Sigfox, NB-IoT, WiMax, UMTS, 4G/LTE, and 5G,
which are largely used in large-scale IoT applications.
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