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ABSTRACT QR code is designed as machine readable symbol, which is widely used in various fields of
life due to its large message capacity and fast decoding speed. However, as a public standard, it will give rise
to the security issue when delivering sensitive information with QR code. To overcome this weakness, this
paper explores the characteristic of QR code to propose an efficient secret hiding mechanism to protect the
sensitive information within QR code. The secret message would be embedded into cover QR code based on
(8, 4) Hamming code. The error correction capacity (ECC) of QR code would correct the errors produced in
the secret embedding procedure, and the valid marked QR code would reduce people’s curious. Compared to
the state-of-art works, the proposed scheme achieves a better performance on the aspects of secret payload

and embedding efficiency.

INDEX TERMS Secret hiding, QR code, Hamming code, error correction capacity.

I. INTRODUCTION

With the rapid development of mobile communication tech-
nology and Internet of things technology (IoT), electronic tag
technology has gradually been widely used in all walks of life.
Compared with one-dimensional barcode, Quick Response
(QR) code has the advantages of large information capacity,
high decoding reliability, strong error correction ability, wide
range of storage information, high density, high informa-
tion transmission efficiency, etc. It has been widely used in
many fields, such as ID identification [1], advertising [2],
warehousing and logistics [3], product traceability [4],
e-commerce [5], mobile payment [6], [7], etc. As the core
perception technology of Internet of things and the important
information entrance of the Internet, QR code has gradually
penetrated into various fields of national economy and social
life. However, because of the openness of QR code encoding
and decoding technology, the sensitive information transmit-
ted by QR code is easy to be stolen, especially in the fields
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of 020 e-commerce, mobile payment and ID identification.
This will cause security issue.

To protect the sensitive information in QR code, many
researchers are investigating pattern recognition tech-
nology to improve the sensitive information security.
Tkachenko et al. [8] designed a rich QR code to sharing
the sensitive information. Their scheme constructed some
special textured patterns to transmit the sensitive message by
replacing them with black modules in the cover QR code. The
same idea is applied to Erlangga et al.’s method [9], their
method divided a QR code module into nine sub modules,
then embedded the sensitive information by using those
sub-module patterns. Although this kind of schemes always
achieves a high secret payload, those schemes have two obvi-
ously disadvantages. The first one is the generated marked
QR code would attract people’s attention for its strange
appearance. The second one is, those module patterns need
to be identified by pattern recognition technology. However,
the recognition rate of those module patterns still needs to be
improved.

Recently, many researchers start to employ data hiding
technology to solve this issue. The main idea of this kind
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of research is embedding the secret message in the space
domain of cover QR code, the generated marked QR code
would be kept valid because of the fault tolerance of QR code.
The valid and meaningful marked QR code would reduce
people’s attention when delivering in the public channel.
Chang et al. [10] exploited the Wet Paper Codes algo-
rithm [11] to uniformly distribute secret message in the
cover QR code. To enhance the security of secret mes-
sage embedded in the QR code, Lin et al. [12] pro-
posed a new QR code secret hiding scheme to encrypt the
secret message before embedding procedure. Then many
researchers [13]-[16] study new secret embedding strategies
for QR code to further improve the secret payload. However,
these methods have low embedding efficiency, which is the
average number of secret message bits carried by one bit
flipping in the cover QR code. The lower the embedding
efficiency, the more bits are modified in the cover QR code
to embed a bit of secret message. The greater the difference
before and after embedding, the higher the probability of
being discovered.

To improve the embedding efficiency, this paper proposes
a new secret message embedding scheme to embed sensitive
message in the public message of a meaningful cover QR
code. The new embedding mechanism designs a data bit
flipping rule to hide a hexadecimal secret digit into data
codeword based on (8, 4) Hamming code. The fault tolerance
of cover QR code would correct the errors caused by the
embedding procedure. The valid and meaningful marked QR
code would divert people’s attention. Experimental result
shows that, the proposed secret embedding scheme achieves
a high secret payload, and its embedding efficiency is close
to 2.9, which is much better than the state-of-art works.

This paper is organized as follows: Section 2 briefly
introduces QR code technology and Hamming code.
Section 3 presents the state-of-art works. Section 4 presents
the proposed secret embedding strategy for QR code based
on (8, 4) Hamming code. Section 5 shows the experimental
results and the comparison with previous works. Finally,
Section 6 makes a conclusion.

Il. PRELIMINARY

A. QR CODE TECHNOLOGY

QR code is an effective information transmission medium,
it is widely used in product traceability, advertising, mobile
payment and other filed. According to the QR code bar
code symbology specification [17], QR code is defined into
40 symbol versions and 4 user-selectable error correction
level (ECL): L, M, Q and H, it can correct up to 7%, 15%,
25% and 30% error codewords when attacked by defacement,
respectively. This is due to the fault tolerance mechanism
introduced by QR code standard. QR code employs Reed-
Solomon code to realize the fault tolerance, the error correc-
tion codewords would be generated by Reed-Solomon code
algorithm and added in the tail of QR code data codewords.
Normally two error correction codewords could correct one
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TABLE 1. The error correction capacity of QR code.

Versions-Error Total The number of
correction level ~ number of  error correction
(V-E) codewords codewords
1-L 26 7
5-M 134 48
10-Q 346 192
15-H 655 432
20-L 1,085 224
25-M 1,588 588
30-Q 2,185 1,200
35-H 2,876 1,890
40-H 3,706 2,430

codeword data error. Table 1 lists the fault tolerance of QR
code for some specific version and error correction level.

B. HAMMING CODE

Hamming codes [18] are a class of linear block codes, they
were designed by Bell Labs in 1950 to detect and correct
errors when the error rate is low. They have been widely
used in digital communication and data storage systems as
error control codes. The (n, k) Hamming code is n bits in
length, it consists of k data bits and (n — k) parity check bits.
The minimum distance of a Hamming code is 3, it implies
that Hamming code can detect and correct single-bit error
or detect double-bits errors. Take the most basic Hamming
code (7, 4) code as an example, (7, 4) Hamming code is 1-bit
error correcting linear code which consists of 4 data bits and
3 parity check bits. The bit string b1b2b3bs gets encoded as
ci1cobic3brbsby with:

c1=b1®b,®by
2 =b1®b3P by
3 =by® b3 P bs. (D

This three parity check bits could potentially specify not
only that an error occurred but also the error bit location.
An additional parity bit cg can be added at the beginning or at
the end of each codeword of (7, 4) Hamming code to derive
an extended (8, 4) Hamming code.

co=c1Dcr®b1 ®c3Dbr Dbz D ba. 2)

This way, the minimum hamming distance of the Hamming
code is increased form 3, in (7,4) Hamming code, to 4 in
(8,4) Hamming code. Therefore, the (8, 4) Hamming code
has the ability to detect up to 3 errors. It is also called Single
Error Correction Double Error Detection (SECDED), and
widely used in the computer ECC memory system. Figure 1
illustrates the bit position of the data bits and parity bits for
Hamming (7, 4) and Hamming (8, 4) in Venn diagrams.

Ill. RELATED WORKS

A. LIN et al’'s METHOD

In 2017, Lin et al. [15] improved the LSB matching revisited
embedding scheme [19] to hide secret message into cover QR
code. The secret hiding procedure is outlined below.
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FIGURE 1. The relationship between data bits and parity check bits.

Step 1. Calculate the secret embedding capacity sc for the
cover QR code. Generally, sc = |n./2], where n, is the
number of error correction codewords of QR code.

Step 2. Divide all the data codewords into several pairs,
each pair consists of two modules, then put all of them into a
pool.

Step 3. Select two data pairs p; and p, from the pool with
a secret embedding key K.

Step 4. Embed four secret bits (denotes as sy, 52, 53 and s4)
into this two data pair with (3). Then remove these two data
pairs from the pool.

dll = 5]
d12 =5
d21 = 53
dy = 54— |di/2]. 3)

Step 5. Count the number of modified digits » in Step 4,
then renew the embedding capacity sc by sc = sc — n.

Step 6. Repeat Step 3 to Step 5, until all the secret message
bits are embedded.

B. HUANG et al's SCHEME

Exploiting Modification Direction (EMD) [20], which was
introduced by Zhang and Wang, is used to increase secret
capacity and improve quality of the stego-image while hiding
data in cover image. In 2018, Huang et al. [16] improved
EMD method to propose a QR code steganographic scheme to
hide sensitive information in a cover QR code. Their method
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defines a new secret message extraction function:
f@x,y) =x+3 xy (mod8). )

With the new extraction function, secret message would be
embedded into the public message of cover QR code. The
embedded procedure is as follows.

Step 1. Calculate the secret embedding capacity sc of cover
QR code.

Step 2. Convert the secret message s and the cover QR code
data codewords d into octal number sequence {sg, s1, - - - , Sp}
and {do, d1, - - - , dn}, respectively.

Step 3. Group two octal number from {dy, dy, - - - , dp,} in
order as a data pair (x,y). Add or substrate the elements of
data pair (x, y) in range of 1 to make the value of f(x’,y')
equal to s;, and 0 < i < n.

si=f(',y)=x"+3 x ) (mod8). 5)

Step 4. Repeat Step 3 until all the secret message s are
embedded in the cover QR code, within the limited of secret
capacity sc.

In the process of information extraction, the sensitive infor-
mation will be easily retrieved with the help of extraction
function (4). Their method embeds three bits of sensitive
information in six bits of public message of cover QR code.
Moreover, the secret embedding mechanism of Huang et al.’s
scheme is based on the error correction capacity of cover
QR code, so the amount of secret payload depends on the
fault tolerance of cover QR code. The corresponding secret

payload is {SC X 8/6J x 3, and it’s in the range of [12, 4860].

IV. THE PROPOSED SCHEME

This section presents a secret hiding scheme for QR code
based on its error correction capacity. The proposed scheme
employs (8, 4) Hamming to design a new secret embedding
mechanism to improve the secret embedding efficiency, while
maintaining a good secret payload.

A. THE SECRET EMBEDDING STRATEGY BASED ON
HAMMING CODE

Let H be the parity-check matrix of extended (8, 4)
Hamming code, and cw be a codeword of the (8, 4) Hamming
code.

o
Hew! = fj (6)
®

where
da=c1 Db Dby Dby
B=c2®b ®bs Dby
y=c3Dbr®bs P by
O=c0Pc1P2BbI B3Py Db Dby @)

If no error is introduced during data transmission, the vec-
tor [ By go]T will equal to zero. Suppose cw + ¢; is
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FIGURE 2. Example for QR code in version 5-M; (a) the cover QR code;
(b) the marked QR code.

received, where e; is the vector with only one position 1. In
other words, one error is made in codeword cw.

[« B ¥ (p]T =H(w+e)!
= Hew! + HeiT
=0+h
= h ®)
where h; is one column of check matrix H. Suppose two

errors are made in the codeword cw, and cw + e; + ¢;

is received. The corresponding result [a B y ga]T will be
calculated as following.

[a By ¢]T:H(cw+ei+¢/)T
:HCWT—i—HeiT—}—HejT
=0+h+h

=hi+h 9

It equals to the sum of two columns of check matrix H.
Since the value of vector [ aBye ]T from 0000 to 1111 can
represent 16 status, we flip one or two bits of the codeword
cw into a new codeword cw’ to embed a hexadecimal number
based on data bit flipping rules. The secret data would also
be easily to extract by using (6). The data bit flipping rules is
closely related to check matrix H. Table 2 illustrates the data
flipping rules based on the check matrix H; showed in (10).

00 0 0 1 1 1 1
0 0 1 1 0 0 1 1

H=19g 1 01 0 1 0 1 (10)
1 1 1 1 1 1 1 1

The flipping operation in the public message of QR code
would produce errors during QR code decoding. Thanks
to the fault tolerance of QR code, it can still be decoded
successfully when the numbers of error codewords is less
than its ECC. A meaningful QR code will greatly reduce the
possibility of secret information disclosure.

B. THE STEGANOGRAPHIC QR CODE PROCEDURE
Take H; as the parity-check matrix of extended (8, 4) Ham-
ming code.

Input: Cover QR code QR., Secret message S.

Output: Marked QR code QR;. The number of hexadeci-
mal secret digit 7.
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TABLE 2. The data bit flipping rules based on the check matrix.

The bit locations that need to

eDnitlfeg)dE(ei [epre] be flipped iré 3}’16 codeword

0 0000 unchanged

1 0001 1

2 0010 (1.2) or 34) or (5,6) ot (1.8)
3 0011 2

4 0100 (1.3) or 24) or (5,7) ot (6.3)
5 0101 3

6 0110 (1,4) or (2,3) or (5,8) or (6,7)
7 0111 4

8 1000 (1,5) or (2,6) or (3,7) or (4.8)
9 1001 5

10 1010 (1,6) or (2.,5) or (3.8) or (4.7)
11 1011 6

12 1100 (1,7) or (2.8) or (3,5) or (4,6)
13 1101 7

14 1110 (1,8) or (2,7) ot (3,6) or (4,5)
15 1111 3

TABLE 3. The secret embedding capacity of the proposed scheme.

ECL The secret payload
Version L M Q H
1 12 20 26 34
5 52 96 144 176
10 144 260 384 448
15 264 480 720 864
20 448 832 1,200 1,400
25 624 1,176 1,740 2,100
30 900 1,624 2,400 2,880
35 1,140 2,128 3,180 3,780
40 1,500 2,744 4,080 4,860

FIGURE 3. Example for QR code in version 10-Q; (a) the cover QR code;
(b) the marked QR code.

Step 1. Calculate the fault tolerant capacity fc of the cover
QR code. Thanks to Reed-Solomon code, the error correction
code within QR code could correct errors caused by fouling.
According to the characteristic of RS code, two error correc-
tion codewords could correct one codeword data error, so the
tolerant capacity tc is defined as

e =4y ar

here, ecc denotes the number of error correction code within
the cover QR code. It’s easy to conclude that the value of #c
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FIGURE 4. Example for QR code in version 40-H; (a) the cover QR code;
(b) the marked QR code.

varies with the versions and error correction levels of cover
QR code.

Step 2. Transform the secret message S into hexadecimal
digit stream {sy, s2, -, sp}. If n < fc, then go to Step 3.
Otherwise, reselect a later version of cover QR code and go
back to Step 1.

Step 3. Let i = 1, where i represents the serial number of
hexadecimal secret digit stream.

Step 4. Pick up a data codeword cw; of cover QR code OR,,
then calculate the vector [a By o ]T by using (12).

[« B v o] =Hiew! @5, (12)
where @ represents the XOR operation.

Step 5. According to the result [a Byo ]T, flip
one or two bits in the data codeword cw; by looking up
flipping rules showed in Table 2.

Step 6. i = i + 1. If i < n, then go to Step 4. Otherwise,
go to Step 7.

Step 7. The algorithm ends.
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TABLE 4. The secret embedding capacity of the proposed scheme
compared to previous works.

Veins_bCL_Ugere e I e
L 0 12 12
| M 4 18 20
Q 4 24 26
H 8 30 34
L 112 447 448
20 M 208 831 832
Q 300 1,200 1,200
H 350 1,398 1,400
L 375 1,500 1,500
40 M 786 2,742 2,744
Q 1,020 4,080 4,080
H 1,215 4,860 4,860

C. QR CODE EXTRACTION PROCEDURE

Input: The marked QR code QR;. The number of hexadec-
imal secret digit n.

Output: Secret message S.

Step 1. Leti = 1, S = { }, where i represents the serial
number of hexadecimal secret digit stream. S is used to store
the secret message.

Step 2. Extract the secret message piece s; from the data
codeword cw! of marked QR code QR; by using formula
§; = Hl(cw;)T.

Step 3. S = S Uss;, where ‘U’ represents the consolidation
of sets.

Step4.i =i+ 1. Ifi < n, then go to Step 2. Otherwise,
go to Step 5.

Step S. The algorithm ends.

V. EXPERIMENTAL RESULTS AND ANALYSIS

A. SOME EXAMPLES OF THE PROPOSED SCHEME

A program is implemented in Python programming language
to access the availability of the proposed secret message
embedding mechanism. Some experiments are done in dif-
ferent versions of QR code. Figure 2 shows the result of the
proposed scheme with version 5-M QR code after embedding
the secret message ““1234567890987654321”. The cover QR
code is meaningful whose public message is “fcu.edu.tw’.
The secret message will be first converted into 16 hexadeci-
mal digits stream: (’1°,°1°,°2’,°2°,°1°,°0°, ’f*,’4’,’b’, ’ 1,
’6’,°¢’,’1°,°c’,’b’, ’1’), then embedded in the first 16 public
message data codewords with the proposed QR code secret
message embedding mechanism based on (8, 4) Hamming
code. There are totally 21 message bits need to be flipped in
the embedding procedure. As shown in Table 1, QR code in
version 5-M has 48 error correction codewords, this means
that it could correct 24 codewords errors. The embedding
procedure produces 16 errors codewords, which are within
the tolerance range of QR code in version 5-M. And this
will guarantee the validity of marked QR code. A valid and
meaningful marked QR code will reduce people’s curiosity.
Figure 3 and Figure 4 show the examples for QR code in
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Attack types

The attack results

Salt & pepper

Secret message

Gaussian noise

Secret message

Speckle noise

Secret message

J]
Decod

Gaussian blur

Decodable

Secret message

Decodable Decodable

FIGURE 5. The results of marked QR code in Figure 2 (b) after suffering noise attacks.

version 10-Q and version 40-H after embedding secret
message  ““1234567890987654321123456789098765432-
1234567890, respectively.

B. THE EMBEDDING CAPACITY OF THE PROPOSED
SCHEME

One hexadecimal secret message digit is embedded in one
public message codeword of cover QR code based on (8, 4)
Hamming code, that is eight bits data hide four bits secret
message. The embedding procedure of the proposed scheme
ensures the validity of the marked QR code by limiting the
number of error codewords within the corresponding fault
tolerance of cover QR code. Therefore, the upper bound of
secret message embedding capacity of the proposed scheme
depends on the level of QR code version V-E. Table 3 lists the

VOLUME 8, 2020

secret payload of cover QR code with different versions and
different error correction levels.

C. THE EMBEDDING EFFICIENCY OF THE PROPOSED
SCHEME

As mentioned in Section 1, the embedding efficiency is
defined as the average number of secret message bits carried
by one bit flipping in the cover QR code. In the secret embed-
ding process of the proposed scheme, one public message
data codeword would be flipped one bit or two bits to embed a
hexadecimal secret digit based on (8, 4) Hamming code, one
of the data bit flipping rule based on parity check matrix is
showing in Table 2. From Table 2, we can see that, only one
bit needs to be flipped when embedding an odd hexadecimal
secret digit, two bits when embedding an even hexadecimal
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secret digit, and zero bit when embedding secret message
“0. Suppose that the probability of sixteen hexadecimal
secret digits is equal, so the secret message embedding effi-
ciency ee of the proposed scheme could be calculated as
following.

B 16 x 4 . 03
€€_8x1+7x2+1><0~ o

This means that the proposed scheme embeds nearly
2.9 secret bits into cover QR code when modifying one bit
in public message codeword of cover QR code.

D. THE ROBUSTNESS OF THE PROPOSED SCHEME

QR code is usually scanned by QR code reader with camera.
In the capturing process, lack of sufficient light will introduce
noise into the QR code image. This noise will degrade the
quality of QR code, and reduce success rate of QR code
capturing process. Figure 5 shows the result that marked QR
code shown in Figure 2 (b) suffers different level of noise
attack, such as salt & pepper, gaussian noise, gaussian blur,
speckle noise. The results show that the attacked marked QR
codes are still valid, and the embedding secret message can be
extracted correctly. It means that the marked QR code of the
proposed scheme has a strong robustness against noise attack.

E. THE SECURITY OF THE PROPOSED SCHEME

The proposed scheme embeds secret message in public mes-
sage of cover QR code based on (8,4) Hamming code. The
check matrix H could be considered as a key to embed into
cover QR code and extract secret message from marked QR
code. Suppose that the adversary knows the secret embedding
mechanism of the proposed scheme, and he try to extract
secret message by adopting a brute force attack strategy to
go through all the possibility of the check matrix H. There-
fore, the probability of success for adversary to exact secret
message will be bounded by 1/232.

F. COMPARISON AND ANALYSIS

The secret hiding schemes for QR code always exploit some
kinds of message embedding strategy to conceal the secret
message bits in the public message of cover QR code. This
research mainly concerns how to improve the secret payload
and the embedding efficiency while keeping the marked QR
code valid. The valid and meaningful marked QR code will
greatly reduce the possibility of secret message being discov-
ered.

As the aspect of secret payload, Lin et al.’s scheme embeds
four bits secret message bits into two data pairs that ran-
domly selected from a pool. However, this data pair selection
strategy will evenly distribute the modified data bits in the
cover QR code, it will lead to more error codewords than
they expected. The corresponding secret payload would be
reduced to between 0 and 1,215. Huang et al.’s method
improved the EMD method to propose a secret hiding scheme
for QR code. Their method embeds three bits of secret
message in six bits of public message of cover QR code.
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TABLE 5. The flipping number of data pair when hiding secret
digits 0-7 in it in the field of GF(8).

Secret The extraction Data pair after Bits need to
digit function value being modified be flipped
0 f(x,+0,x,+1) (0,0) 3
1 f(x, +Lx,+1) 1,0) 4
2 f(x, +0,x,-1) (0,6) 1
3 f(x +1Lx,-1) 1,6) 2
4 f(x,—1,x,+0) (7,7) 3
5 f(x,+0,x,+0) 0,7) 0
6 f(x, +1Lx,+0) 1,7) 1
7 f(x,—Lx,+1) (7,0) 6

The secret embedding mechanism of Huang ef al.’s scheme
is based on the error correction capacity of cover QR code,
so the fault tolerance determines the upper limit of the secret
embedding capacity. The corresponding secret payload is
Lsc X 8/6J x 3, and it’s in the range of [12, 4860]. The
proposed scheme exploits the error correction capacity of
QR code to hide the secret message in the space domain of
cover QR code. Four secret message bits are embedded in a
data codewords, therefore, the scope of secret payload of the
proposed scheme is in the range of [12, 4860]. Table 4 lists
the secret payload comparison between the proposed scheme
and previous works.

As the aspect of embedding efficiency, Lin ef al.’ scheme
embeds four bits secret message into four bits data codeword
by using (3), the data bits in public message codewords
ranging from O to 4 need to be flipped for secret embedding.
Suppose that the probability of these five cases is equal.
Therefore, the embedding efficiency eey;, can be calculated
as follows.

4+4+44+444
443424140

eerin = 2.0 (14)

Huang et al.’s scheme embeds three bits secret message
into six bits data codeword by using improved EMD scheme.
The number of flipped bits varies according to different secret
bits and different carrier data codeword. Table 5 shows an
example to count the number of flipped bits of data pair
(0, 7) when embedding secret digits 0-7 in it in the field of
GF(8). Therefore, we randomly generated 100 bits of secret
message, and then embedded secret message into a version
20-H cover QR code according to the embedding process
of Huang et al.’s scheme. With 100 embedding iterations,
we found out that the embedding efficiency eepyang close to
1.4. As analyzed in Section 5.3, the embedding efficiency of
the proposed scheme is close to 2.9, which is much better than
previous two schemes.
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TABLE 6. The comparison of previous QR code secret hiding methods
with the proposed scheme.

Lin et Huang et The
Methods al.’s al.’s proposed
scheme scheme scheme
Utlhz%ng the error Yes Yes Yes
correction capability
Module-based Yes Yes Yes
Need secret key? Yes No No
Adaptable  Adaptable  Adaptable
The secret payload [0~1215]  [12~4,860] [12~4.,860]
The embedding 2.0 1.4 2.9
efficiency

Table 6 lists the performance comparison of the proposed
scheme with Lin et al.’s scheme and Huang et al.’s scheme.
It can be seen from table 6, the proposed scheme achieves
a better performance in secret payload and embedding effi-
ciency aspects.

VI. CONCLUSION

This paper presents a new secret hiding scheme for QR
code based on (8,4) Hamming code, the proposed scheme
improves the embedding efficiency on the basis of keeping
good secret payload. This method can effectively protect
the sensitive information in QR code from being discovered
while transmitting in the public channel. Although the error
correction capacity of QR code keeps the marked QR code
valid after embedded secret message, it also limits the upper
bound of secret payload. For future work, we plan to invest
the linear characteristic of Reed-Solomon code employed by
QR code to improve the secret payload.
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