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ABSTRACT A fault detection filter is designed for a class of nonlinear networked control systems with
sensor saturation, random packet loss and delay, a unified model is constructed to describe the transmission
delay caused by packet loss and network induction. By constructing Lyapunov function and using the convex
optimization algorithm, a parameter matrix of the H, fault detection filter is obtained by solving a series of
linear matrix inequalities, which guarantees that the error system satisfies a concerned performance index.
Finally, the validity of the proposed method is illustrated by a numerical example on the internet-based
three-tank system.

INDEX TERMS Fault detection, nonlinear networked control systems, packet losses, random occurring

faults, sensor saturation, time-delays.

I. INTRODUCTION

With the rapid requirement of network, much concern has
been paid to network based systems, control systems who
are using communication network to connect sensors, con-
trollers, actuators and other system components are called
networked control systems (NCSs). In classical control meth-
ods, all parts of the feedback control system are clustered
in the same small space and are connected through point-to-
point dedicated lines [1], [2]. However, in NCSs, information
will be transferred between components within the network,
which will reduce the necessaries of connection lines, and
increase the flexibility definitely [3].

Communication network plays a crucial role for system
work, however, it relies on the reliability and security of itself,
it is known that data package will be transmitted through the
network, delay or packet loss may happens [4], [5]. Another
attention should be attracted on saturation, as it is a fact that
there is physical limitation in almost every sensor [6]-[9].

The scale of modern control systems is becoming
larger and more complex, and the possibility of occur-
rence of system failure is increasing. Research on fault
detection (FD) for NCSs has become an important research
stream [10]-[12]. For research work of fault detection
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problem of NCSs, researchers normally construct appropriate
filters and state observers as residual generators to generate
residual signals. By appropriate transformation, fault detec-
tion problems for NCSs can be converted into Hy, filtering
or Hy control problems. For instance, the design of
the fault detection filter for nonlinear networked systems
with data packet losses was discussed and the addressed
FD problem is converted into an auxiliary H, filtering
problem [13]. Due to the complex of network, random occur-
ring phenomena (ROP) such as random packet losses, random
delays and random nonlinearity have attracted people’s
attention and these phenomena are usually assumed to
occur randomly according to a certain probability [14].
If random occurring phenomena are not considered in the
FD research, the research results will have limited applica-
tion possibilities [15]. Nowadays, ROP are widely studied,
in [16], the quantitative output feedback control problem of
networked control systems with packet losses was studied
and the random packet loss was modeled as Markov chains.
In [17], the random time-delay was modeled as Markov
chains and the H, filtering problem of networked systems
with time delay was studied. To deal with the delta operator
systems, H-infinity fault detection problem was discussed
in [18]. In recent years, the research on random nonlinear-
ity has attracted more attention due to two main reasons.
First, in practical systems, the non-linearity generated by the
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external non-linear input or linearization process of a non-
linear system is prevalent. On the other hand, in a net-
work environment, random failure, component damage or
problems of subsystem connections may lead to nonlinear-
ities [19]. It should be pointed out that in practice, faults
often occur randomly, but only little results can be found
on that. In [20], the problem of fault detection for network
multi-rate systems with random faults is discussed. Assuming
that the faults occur randomly, a corresponding fault detec-
tion filter is designed. In [21], the problem of finite-time
fault detection for networked systems with random faults and
random nonlinearity is studied. The occurrence of faults and
nonlinearity is described by a random sequence satisfying
Bernoulli distribution.

Above all, it can be seen that most of the existing literatures
assume that one or two phenomena of data packet loss, delay,
nonlinearity and quantization may happen separately. But in
NCSs, these phenomena usually exist simultaneously. Most
literature studies actuator faults, but sensor saturation also
exists commonly. In [22], an adaptive sliding mode controller
design problem is investigated for a class of Markov jump
systems with actuator faults. In this paper, we will study the
FD problems for nonlinear NCSs involving random packet
losses, random time-delays, sensor saturation and randomly
occurring faults. Our aim is to design a FD filter to establish
sufficient conditions for the existence of the desired FD filter
in the presence of these faults mentioned.

The rest contents of this paper are as follows, problem
statement and preliminaries are introduced in Section 2.
Sufficient conditions for the Hy, performance analysis and
FD filter design are given in Section 3. In Section 4, a numer-
ical example is presented. Finally, a conclusion of this article
is presented in Section 5.

Notations: The notations used in this paper are as follows.
R" denotes the n-dimensional Euclidean space. 1[0, 00) is
the space of square summable vectors. E {-} stands for the
mathematical expectation and Prob{-} means the occurrence
probability of the event. In symmetric block matrices or com-
plex matrix expressions, we use * to represent a term that is
induced by symmetry and diag{-} denotes the block diagonal
matrix. Matrices, if their dimensions are not explicitly stated,
they are assumed to be compatible for algebraic operations.
The notation P > 0(> 0) means that P is a symmetric and
positive definite (semidefinite) matrix. 0 and I represent the
zero matrix and identity matrix with compatible dimensions.

Il. PROBLEM STATEMENT AND PRELIMINARIES
Consider the following nonlinear networked system with ran-
domly occurring faults, random packet losses, random delays
and sensor saturation:

x(k + 1) = Ax(k) + B,u(k) + B, w(k)
+a(k)Ef(k) + §(k)g(x(k))

5’(@1 = Iz (k=00 (Cox(k))
+ 2 zk)=a;)0 (Cix(k — dj)) + Dy, w(k)
i=1

J=
x(k) = o(k), k= —dg,—dg+1,---.,0 ey

92542

where x(k) € R”" is the state vector; u(k) € R is the control
input; ¢(k) is a given real initial sequence; w(k) € R? is
the unknown input, which belongs to L>[0, co); f(k) € R!
is the fault to be detected; d; < ZtG = 1,---,q) are
constant time-delays and di < do < --- < dg; y(k) €
R™ is the system output subject to saturation, which may
contain random delays and random packet losses; saturation
function o(-) : R™ — R™ belongs to [L{, Ly] with given
diagonal matrices Ly, Ly, where Ly > 0, L, > Oand L, >
Li; Itz(ty=0) and I{;()=g;) are the indicator functions with

E {I{z(t)=0)} = Prob {z(k) =0} = By and E{I{t(k)zdj}} —
Prob {t(k) = d;} = B, where gj > 0G = 0,---,¢q) are
known positive scalars and 2720 Bj < 1; t(k) is a stochastic
sequence used to determine how large the occurred delay
could be and the possibility of data missing at time k; A €
Rnxn, Bu c RI’ZXM’ BW c RI’LXP, E e Rl’lxl’ Cj c Rmxn(]- —
0,---,¢q) and D,, € R™*P are known constant matrices with
appropriate dimensions.

Equation (1) uses a uniform structure to simultaneously
represent random delays and packet losses. Z;I:o B < 1
means that the measurement output arrives at a certain
moment with a probability 27=0 Bj regardless of the delay,
and the probability of the packet loss is 1 — Zj:o B;.
If Z?:o Bj = 1, there will be no missing phenomenon.

The stochastic variables «(k) and §(k) are mutually uncor-
related Bernoulli distributed white-noise sequences taking
values on 0 and 1 with the following assumptions:

Prob{a(k) =1} =«

Prob{a(k) =0} =1 —& 2)
Var {a(k)} = E{(a(k) —@)*} = (1 —@) &
Prob{§(k)=1} =3

Prob{§(k)=0}=1-6 3)
Var {8(k)} = E {(S(k) — 8)2} =(1-4)3

Remark 1: Markov chains are used in most literature to
describe the occurrence of packet loss and delay, but it is
difficult to obtain the transition probability accurately. The
advantage of using Bernoulli distributed sequences is that the
probabilities of delay, packet loss and randomly occurring
fault can be known through statistical methods.

Assumption 1 ([23]): The nonlinear function g(-) satisfies
2(0) =0and

[2(¥) — g0) — Rix — »]" [8() — () — Ra(x — )] < 0
“

where R; € R and Ry € R and Ry — Ry are known
positive definite matrices.

Taking the phenomenon of sensor saturation into account,
the saturation function o (+) : R”™ — R is defined as

o) =[of (1) oy () ...op ] ®)
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where ;(v;) = sign(v;) - min {Vi max, [Vil}, Vimax > O is the
i-th element of the saturation level vector vyx, the notation
of “sign” denotes the signum function.

Definition 1 ([24]): o (v) satisfies the following inequality:

[o() = Liv]" [0 (v) = Lav] <0 (6)
According to (6), o(Cox(k)) and o(Cjx(k — d;)) can be

divided into linear and nonlinear parts.
o (Cox(k)) = ¢(Cox(k)) + L1 Cox(k) (7N
o (Cix(k — dp) = ¢(Cjx(k — dj)) + L1Cjx(k — dj) (8)

Then
¢ (Cox(k)) [$(Cox(k)) — LCox(k)] < 0 ©)
¢ (Cjx(k — d)) [¢(Cix(k — dj)) — LCjx(k — dj)] <0

Gg=12,---,9 (10)

where ¢(Cox(k)) and ¢(C;x(k — d;)) are nonlinear vector-
valued functions, L = L, — L.
Construct the following full-order FD filter:

R(k + 1) = ApR(k) + By (k)

. j (11)
r(k) = C/R(k) + DyF(k)

where X(k) € R”" denotes the state vector of the filter;

r(k) € R! is the residual; y(k) € R™ is the filter input;

Ay € R By € R™™ C; € R and Dy € R are

appropriately dimensioned filter matrices to be determined.
Defining

nt = [xTky K],
o) = [uTk)  wi) T ],
e(k) = r(k) — f(k),

from (1) and (11), we have the following filtering error
system:

_ - qa .
n(k +1) = Ain(k) + BoAan(k) + _ZlAjn(k —d))
]:

qg _ - _ _
+ Y BiAn(k — dj) + B16(k) + a(k)B26 (k)

Jj=1
+Bod(Cox(k))

- _ q .
+BoB3gp(Cox(k)) + Zl B;¢(Cix(k — d)))
J=

9 . _ _ ~ _
+21 BiB3@(Cjx(k —dj))+Eg(x(k))+8(k)Exg(x(k)) (12)

J
e(k) = Cin(k)
~ = q .
+BoCan(k) + > Cin(k — d;)
j=1
q . - _ ~
+ 3 BiCintk — d;) + D16(k) + Dop(Cx(k))
j=1
+BoD2¢(Cox(k))
q .
+ > Dip(Cix(k — d))) +
j=1

J

9 . _
BiD2(Cix(k — d)))
=1
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where
atk) = atk) —a, §(k)=58(k)—34,
Po = Iizt=0y = Po. - B =Izy=a)} = Bj:
T A 0 3 o 0
A= - A= ’
"7 | BoBrLICo Af} ’ [BfLICO 0]
ST o 0] o 0
A =1 aBLic 0] A= [BleCi 0]
_ [B, B, &E} - [0 0 E}

- [ 51 . 17T -

Ei=|, } E; = [0} Ci = [ BoDrLiCo
G =[D/LiCy 0],
C = [D/LiG 0],
Dy = oDy, D2 = Dy,

¢ = [BDLIC; 0],
D;=[0 D/, -I],
ﬁj = ﬂij.

Definition 2: Let 0(k) = 0, the filtering error system (12) is
said to be exponentially mean-square stable if, for any initial
conditions, there exist constant « > 0 and k € (0, 1), such
that

E{ln} <act swp Efin@P}. kezt a3

—d,<i<0

With this definition, the original FD filter design problem
of the system (12) can be further converted into an Hy
filtering problem. The purpose of this paper is to design a fault
detection filter (11) so that the filtering error system (12) sat-
isfies the following two requirements (Q1) and (Q2) in cases
that delay, sensor saturation, and packet loss are allowed.

(Q1) If (k) = O, the filtering error system (12) is expo-
nentially mean-square stable;

(Q2) If (k) # 0, under the zero-initial condition, the
following Ho, performance index is satisfied.

> Efledl?] < E [Z ||e<k>||2} (14)
k=0 k=0

where y is made as small as possible in the feasibility of (14).

Next, we introduce a residual evaluation idea where an
evaluation function J(k) and a threshold Jy, are described as
below:

« 1/2
J(k) = [Z r%)r(s)} :
s=0

Jnw=  sup  E{(L)} (15)

w(k)el f(k)=0
where L is the finite length of evaluation time, and the thresh-
old Jy, represents the upper bound of the residual evaluation
function with f(k) = 0. We can detect the occurrence of fault
by comparing with Jy;, according to the following rule:

(16)

J(k) > Jy, = faults = alarm
J(k) < Jy = no faults
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Remark 2: The Hoo performance index y represents the
anti-interference ability of the filtering error system (1),
which is often used in filter design problems. A smaller
y means stronger anti-interference ability. Therefore, the ran-
dom fault detection problem studied in this paper can be
transformed into an optimization problem.

Ill. MAIN RESULTS
In this section, we will derive the sufficient conditions under
which the filtering error system (12) satisfies (Q1) and (Q2).
Then the fault detection filter can be derived by solving a
series of LMIs. The following lemmas will be used in the
derivation of our main results.

Lemma 1 ([25]) (Schur complement): Given constant
matrices S1,S> and Sz where S| = SIT and Sy = SZT, then
S|+ S3TS;1S3 < 0 if and only if

S S} S S3
|:S3 —Sz] = Oor [ Sy Sli| <0 an

Lemma 2 ([26]): For matrices A, Q = QT and P > 0
such that ATPA — Q < 0 holds if and only if there exists a
matrix G such that

-Q ATG
[GTA P-G-c'|="
Lemma 3 ([7]) (S-Procedure): LetTo (-) , T1 (-) , - -+, Tp (*)

be quadratic functions of variable x € R".
Tj(x) = xTdx >0/ = (0,1,---, p), where q>jT = O,

(18)

p
If there exist Ay > 0, --- , Ay = 0 such that &g — ) Aj®; <
=1
0 ,then

Ti(x)<0,--- . Tp(x) =<0=To(x) =<0 19)

A. Hy, PERFORMANCE ANALYSIS

Theorem 1: For given positive scalars a > 0, ;i > 0
(G=0,1,...,9, 8 > 0,y > 0and FD filter parameters
Ayr, By, Cr and Dy, the filtering error system (12) is expo-
nentially stable in the mean square sense with a guaranteed
performance y > 0 if there exist positive matrices P > 0,
Qi > 0G = 1,2,...9) and scalar Ay > O, such that the
following LMI (20) holds.

Q * * * * *
Qo1 Qo % * * *
931 sz 933 k *k k

Q= - <0 (20
Q41 Qup Q3 Qu4 * % 20)
ITs; Ilsp Tls3 Tlsq Ilss =
Qo1 Qe Q63 Q64 65 266

where

pj=BG(i=0.1..9. fi=Val-a),
o=y 8(1 —8), Q1 =y + C{Cy + piCICa,
Q1 = My + CICy,
Qo =Tlpn + Cﬁéd + pﬁégéd,
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Q31 = I3 + DJCy + p3DICo,

Q3 =TIz + ﬁgéd,

Q33 = I33 + DDy + p3DID;,

Q41 =Ty +l~)361,

Qu = My +DYC,y + pIDICy,

Qa3 = 43 + DIDy,

Qus = Mg + DD,y + pIDID;,

Qe = BIPA| + D[ Cy,

Qe = BIPA, + DI Cy,

Q63 = BIPBy + DI Dy,

Q¢4 = BIPB, + D[ Dy,

Qg5 = BTPEI,

Qe6 = B]PB; +f2BIPB, + DD; — I,

M = ATPA| + pJAJPA, + Xq:Qj —P - \M'R/M,
j=1

My = AEPAI,

My = AYPA, + p2ATPA, — Qu,

M3 = BJPA, + p2BIPA, + LGy, Co=[Co 0],

M3 = BPA,,

I3; = BIPBy + piBIPB; — 2I,

My = BjPA,

M4 = BIPA, + 02BTPA, + LCy,

éd = diag{él,éz,~~ ,éq},éj = [Cj 0],

M43 = B, PB,

M44 = BIPB, + o BIPB; — 21,

Ms; = ETPA; — 4 RIM,

IM5; = ETPAd,
53 = ETPEO,
Ms4 = E[PBy,

Mss = EJPE; + fETPE; — 1,
Ai=1A1 Ay, - ,Aq],
B, = (B, By, - -- , By,
Ad = diag {Al,gz,n- ,Aq},
Qq = diag{Q1, Q2. -+, Qy} .
Ba = diag {B1. Ba. -+ . By} .
Cs=1[C1,Ca, - - ,éq],
D, = [D1, Dy, -, Dy,
Cy = diag{él,éz,-u ,Cq],
M=[I 0], R =®R[R+RJR))/2,
R; = —(R} +R})/2.
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Proof: We construct a Lyapunov functional as follows:

k—1
V(k) = n" (k)Pn(k) + i D> nteQnG) @D
j=1 i=k—d;
Let
Ok) =[n"(k) n"(k—1)---n"O]1"
and
AV(k) =E{V(k + 1)} — V(k),
Notice that wheni =0, - - , g,
E{ (w1 = B) (Ifrar=a) = 5
_ {ﬂ,-u =B =] oy
—Bifj, i)

When 0(k) = 0, taking mathematical expectation and we
have

E{AV(k)}
q
= 1" (k) (ATPAI + pfATPA, + ) Q;— P) n(k)
j=1
+2¢" (Cox(h)) (BIPA, + p3BIPA, ) - n)

T
q
2 (Z B¢ (Cjx(k — dj))) PA 7(k)
j=1
q T
+2 (Z Ak — d,-)) PA (k)

j=1
+ 8" (Cox(k) (BIPBo + ofBIPB: ) ¢ (Cox(k)

-Bog (Cox(k))

(2

T
+ Z B;¢ (Cjx(k — d)))
q
+2 Z ik —d)| P

—
oy

T
ﬁ¢(c,~x<k—d.,~>>) P

T
Ak — d; )) PBoo (Cox(k))

< ||M>Q

q
P (Z B¢ (Cix(k — d)))

Jj=

—

o
o) o

q
+ (Z Ak — d,-)) P (Z
Jj=1 j=1
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Bj¢p (Cix(k — dj)))

Ak — d,~>)

Q-
i M»&
n

q
— > "k — dpQynik — dy)

j—l

+Zﬁ,
+22ﬂ,

(Cix(k — dj)) B}PB3¢ (Cjx(k — dj))
(Cjx(k — d))) BY - PAjn(k — d;)

+ Z "k — d)ATPAn(k — d))
j=1
+2n" (OATPE g (x(k)) + 2" (Cox(k)) ByPE, g (x(k))

T
q
2 (Z ﬁ]qﬁ (CjX(k - d]))) PElg (x(k))
=1

j=1
PE g (x(k)) +g" (x(k)) E[PEg (x(k))
+12g" (x(k)) EYPEag (x(k))

T
q
+2 (Z Ak — d,-))

- {30[\277(/6) + BoB3¢ (Cox(k))

q
+ Y BB (Cix(k — dy)

J=1

T
q
+ ) BAmnk - d./)}

j=1

P {/301&277(/6) + BoB3¢ (Cox(k))

q
+ > BB (Cix(k — dy))

=1

q
+ Y BiAjnk — d,-)}

j=1
q
— > 0"k — dpQyn(k — dj) (23)
j=1

From (4), we have

k) 1" [MTRM *H n(k) }
[g(x(k»] [ RIM 1] lewap | =0 @Y

Then according to (9) and (10), we have

—2¢T(Cx(k))$(Cx(k)) + 29T (Cx(k)LCot (k) > 0 (25)
—2¢"(Cx(k — d;)p(Cx(k — dj))
+2¢T(Cx(k)LCjntk —dp) >0, j=1,2,--- ¢

(26)

92545



IEEE Access

K. Huang, F. Pan: Fault Detection for Nonlinear Networked Control Systems With Sensor Saturation and Random Faults

According to Lemma 1, the combination of (23)-(25)
results in

E{AV(K)} < ¢T(k)Tc(k) (27)
where

ck)y = [ (k) n; @ (Cox(k)) ¢ (Cix(k — dy))
o T (Cx(k —dy)) g x(k) 1T,

r T
me=[n"k—dn n"k —do)- 0k = dp)]
[T, x * * *
1_[21 1_[22 * * *
M= | I3 Iz Il3z3 = *
My Ty Tlgz Tlag =
| IIs; TlIsp Ils3 IIsq4 Ilss

From Lemma 1, if inequality (20) holds, for non-zero ¢ (k),
E {AV(k)} < 0 is satisfied. From reference [27], a positive
scalar x > 0 can always be found such that inequality (28)
holds.

My o« % % % —xI * % % %

Iy Iy, = * * 0 0 % % %

IT=| I3 I3 33 =* * < 0 00 % %

MMy Ty Tlgz Tdgq % 0 000 %

M5y Msp sz Ilsq Ilss 0 0000
(28)

Namely

E{AV®)} < —x [In()I? (29)

Therefore, according to definition 1, we can conclude that
filtering error system (12) is exponentially mean-square
stable.

When 6(k) # 0, define £(k) = [¢T(k) 6T (k)]T, the fol-
lowing inequality can be obtained:

E{V(k+1)(Ok + 1)) |O(k)}
—V(K) @K)HE [ et |20k T (028 ()
(30)

according to inequality (20), we have eT()QE(k) < 0,
so that

> E{le?] < yE {Z ||9(k)||2} +E(AV(O)
k=0 k=0
—E{AV(c0)} (31)

Considering the zero initial condition and filtering error
system (12) is exponentially mean-square stable, we have

> E{le?] < yE {Z ||9(k>||2} (32)
k=0 k=0

Thus, it is observed that an Hy, performance constraint is
achieved and the proof is completed.
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B. FD FILTER DESIGN

Theorem 2: For given positive scalars a > 0, ; > 0 =
0,1,...,9), 8 >0andy > 0, the filtering error system (12)
is exponentially stable in the mean square with a guaranteed
performance y > 0 if there exist positive matrices P > 0,
Q > 0G = 1,2,...,q), matrices G, Af, ]_3f, (_Jf, f)f such
that the following inequality holds:

_ \1’1 *
\11_[% w3}<0 (33)

Furthermore, if (33) is feasible, the parameters of the
desired FD filter will be given by

—T N -
Ar By | _ |Gy O|[Ar B (34)
Cr Dy 0 T]]Cr Dy
where P, G, ¥| — —Wyg¢, as shown at the bottom of the next

page.
Proof: Tt is observed that (20) can be rewritten as follows:

T ¢ = 7T
7 PoC3 ] [ €3
Cr|| ¢l 0 0
wit+| Do | Do 4 poD; | | poD;
D! | | D} 0 0
0 0 0 0
DT | [ DT 0 0
T o0 7 o 7"
paCy | | PaCy
0 0
+ — —
paD; paD;
0 0
o0 | o
TAT] ATt = T
Al poA; | [ A3
A A 0 0
B! ﬁ% poB poBT
TP T o |70
—d —d
ET El 0 0
| B | LB 0 0
C 0 o 1"
,Od(f)&g pd(;‘tg
+ Al 3 I
paBj paBj
0 0
L0 0
T 0 0o 1" 0 0o 1"
0 0 0 0
0 0 0 0
+ 0 P 0 + 0 P 0 <0
FE] || RE] 0 0
0 0 £iBY | LB}
(35)
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[P P
P= | P3 PJ’
G G
¢ =g, G3i|’
B el ~ 7 [ o1 Wop Woiz Wois 0 W |
P+ Z Qj - AlMTRlM * * * * * Wy 0 WYyps 0 0 0
j=1
0 —Qu * * " " 0 Vo3 0 W3y O 0
vy = LGy 0 A x ww | s | Ve e B S B
q LC; 0 21 =« * 0 Wyp 0 Wy O 0
—MRIM 0 0 0 —I =« 0 0 0 0 Wy 0
i 0 0 0 0 0 —yia] L0 0 0 0 0 Wy |

W3 = diag{ — L, -, -LP—-G - G,P-G - GT,
P-G-G,P-G-GT,P-G-GT},
W11 = [ BoDfLi1Co  Cr ],
| A~ ¢ A .
W12 = [C1, G-+, CL.Cf = [BDLIC 0] (G=1,2,--.9),
Woi3 = BoDy, Waa =D}, D3, - Dyl Dj =D (i=1,2,--,9),
W6 =[0 DD, -—IJ,
Wyt = [poDfLiCo 0], Wiz = poDy,
W3,y =diag{él,é;,... c}]} Cl = [oDfLiC; 0] (=1,2,---,9),
W34 = diag { 01Dy, 02Dy, -+, pgDy},
. GTA + ,3()]_3le(:0 Af
241 = — - s
GIA + BoB/L1Cy  Af

Sa . . B/LIC;0] .
\vz4z=[A},A;,~~,A;], }:[ﬁf—f e } =129,

BBLC; 0
_,BOBf]
oy = | 0|,
243 _,BOBf
(o1 & . . B ,
Wouy = B},B%,'--,B}[], B}Z[/IZJB;} G§=12,---,9),
- J
. [ 5GT
245 = | < s
| 561
. [ GIB, GTB, +B/D, aG'E
246 = — )
| GJB, G;B, +BsD, aGJE
_pof;le(:() 0:|
W5 = | MO0 :
21 L /O()BfL]C() 0
_Poﬁf}
Wosy = | 02T,
253 i POBf

Wy = d,-ag{lgi,[;;,... ,,&1}, Al [pjlileC./ 0} G120

Wy = diag{f;%j;é’... ,1‘;;] B! = [pﬂ?;} G=1,2,- .9,
HGT

W75 =
[sz}
0 0 AGTE

‘I/286=[ n ]

0 0 AIGIE
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Based on Lemma 1, we can convert inequality (35) into
inequality (36).

g = [‘fl * } <0 (36)
o) o3
where
i Cl éd ﬁo ﬁd 0 l_)l T
poC2 0 pD; 0 0 0
0 paCa 0 psDy 0 0
- Al Ad Bo ﬁd El Bl
= oAy 0 poBs 0 0 0
0 psAy 0 pgB3 0 0
0 0 0 0 HE, 0
0 0 0 0 0 f£B, |

diag [—I,—I,—I,—P_l,—P_l,—P_l,—P_l,—P_l }

—
=3

According to Lemma 2, inequality (36) holds if and only
if there exists a real matrix G, such that inequality (37)

holds
_ ‘111 *k
F_[Fz \D3}<O (37)
where I"», as shown at the bottom of this page.
Partition P and G, we have:
_ P, P . G &
[i5] e[2E]
Let

It is easy to find that (37) is equivalent to (33). Besides,
from condition (34), we know that G3 is invertible, then the
parameters of FD filter can be obtained from (39).

The proof is completed.

Problem 1: The best performance scalar ymin = \/P for
the filtering error system (12) and the optimal FD filter can
be obtained by solving the following convex optimization
problem.

Minimize : y>

TABLE 1. ypin for different & and é.

Y min a=02 a=04 a=05 a=07 a=09
§=0.1 1.3304 1.3306 1.3308 1.3312 1.3318
5=03 1.4987 1.5002 1.5015 1.5053 1.5112
5=05 1.7112 1.7155 1.7190 1.7299 1.7474
6=08 21290 2.1401 2.1494 2.1774 2.2218
5=09 23005 2.3005 2.3266 2.3622 2.4179

IV. NUMERICAL EXAMPLE
In this section, we use the parameters of the internet-based
three-tank system in [23]:

[0.1977 0  0.0023

A= 0 0.1956 0.0022 |,
| 0.0023 0.0022 0.1955
[1.2154 0 0

B, = 0 1.1984 |, B, =| 8.1984 |,
| 0.0183  0.0183 0.0183
[0.0183

E=]00183 |,g=2,d1 =1,d» =2,

| 8.1972

100 0.2
COZC‘ZCF[O 1 o]’ DW:[—OJ’

0.6 0 0.8 0
Ll—[o 0.7}’ LZ—[O 0.8]

0.1 0.2 03
ull) = Kxk), K= [0.3 0.2 —0.3]’
0.2 0.1 02 02 01 0
Ri=| 01 03 0 [, Ro=| 0.1 —03 —0.1
—0.1 0.1 0.3 0.1 0 —03

Let Bp = 0.1, 81 = 0.2, B> = 0.3, the Hy, performance
index will be obtained which can be seen from Table 1 under
different probabilities of faults and nonlinearity by solv-
ing (40). It can be clearly seen that when the probability of
faults & or probability of the nonlinearity & increases, the cor-
responding H, performance index ymi, increases. Namely,
the disturbance attenuation performance deteriorates.

First, by MATLAB LMI toolbox and leta = 0.3, 8y = 0.1,

(40) B1 = 0.2, 8 =0.3,8 = 0.3, from system (12), we can obtain
s.t.: (33) the Hy, performance index ymin = 1.4993 and the optimal
i Cl éd l~)0 ﬁd 0 l_)l ]
poCa 0 poD2 0 0 0
0 04Ca 0 0aD> 0 0
r,—| G'Ar G'A; G'By G'B; G'E/ G'B
p0GTA, 0 p0GTB; 0 0 0
0 p,GTA; 0  p,G™B; 0 0
0 0 0 0 AHGTE, 0
0 0 0 0 0 fGTB; |
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FIGURE 1. Graph of residual signal and residual evaluation function.

FD filter parameters which are shown as follows:

[ 0.1870 0.0893 0.0173
Ar=| 02729 0.8966 0.0356
| —0.0075 0.0311 0.1118
[ —0.0076 0.0011
By = | 0.0034 —0.0006 |,
| 0.0003  —0.0000
C; = [—0.0010 —0.0023 —0.0015],
Dy =1x107*x[03150 —0.0492].

Let the nonlinear function g(x(k))=0.4sin(x(k)) and the
sensor nonlinearity be as follows

L, —-L
$Cox(k) = 22 vty + 2 sin(Cox(k)
L +L,
S(Cix(k — dy)) = + S 0xk — dy)
L2 —Ly .
+ — sin(C1x(k — dy))
L
S(Cox(k — do)) = - ; 2Cox(k — do)
+ # sin(Cox(k — dy))

The disturbance input and the fault signal are assumed to
be

wik) = e %% gin (0.2k),
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FIGURE 2. Graphs of residual evaluation function.

0.6 +0.2sin(k), 70 <k <150

fk) =
*) 0, else
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TABLE 2. Threshold Jg, and time steps for different a.

a=0.1 a=03 a=0.5 a=0.7 a=1
Ju 2.8591x10* 4.1388x10™* 4.7181x10* 3.8126x10* 1.7477x10™
Time steps 24 15 11 8 4

By selecting the initial states as p(k) = [0 0 0 1T.& =0.3,
the residual signal r (k) and evolution of residual evaluation
function J (k) are shown in Figure 1.

Set the length of the evaluation time as L = 400, the thresh-
old is selected as follows:

400 172

Z L (k) r (k)

Jin = sup = OE
f k=0

After 200 simulations with f(k) = 0, the average value
Jn = 4.1388 x 10~* is obtained and it is considered as
the final threshold. Compared with the residual evaluation
function (15), it is obvious that

4.0704 x 1074 = J (86) < Jyy < J (87) = 4.2024 x 1074,

It is noted that when fault occurs at time k = 70, the occur-
rence of fault can be detected within 17 time steps by the
FD filter designed.

Under the conditions 8y = 0.1,8; = 0.2,8, = 0.5,
§ = 0.3, for different values of &, the values of J;; and
time steps that fault can be detected are listed in Table 2,
and for these different values of &, which are 0.1, 0.5, 0.7 and
1 respectively, the evolutions of residual evaluation function
are shown in Figure 2, respectively.

It can be seen from Table 2 that the occurrence of faults
can be effectively detected. The greater probability of a fault
happens in the networked system, the shorter time is required
to detect the fault.

V. CONCLUSION

The FD problem for nonlinear NCSs along with random
packet losses, random delays, sensor saturation and randomly
occurred faults is studied in this paper. A unified model is
constructed to describe random packet losses and random
delays simultaneously. Both sector-bound condition and two
independent Bernoulli random sequences are used to describe
the occurrence of the fault and nonlinearity. The design prob-
lem of FD filter can be turned into an Hy, filtering problem.
Sufficient conditions are derived by Lyapunov stability the-
ory. An example is used to verify the effectiveness of the
method proposed in this paper. Furthermore, some interesting
research topics are also listed later which will be studied in
future. First, sensor saturation phenomenon may also occur
randomly, under such condition, fault detection problem for
networked control systems will be more practically with
actual situations. Second, more general nonlinear systems
should be studied, and nonlinear networked systems with
randomly occurring sensor saturation will be our next step
research topic.
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