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ABSTRACT The success of AES encryption standard created challenges for the cryptographers to construct
strong substitution-boxes using different underlying approaches. It is because they are solely responsible to
decide the robustness of cryptosystem against linear and differential cryptanalyses. With an aim to fulfill the
mentioned requirement of robustness, a novel group theoretic and graphical method is proposed to construct
S-box with optimal features. Firstly, a strong S-box is generated with the help of orbits of coset graphs
and the action of proposed powerful permutation of symmetric group S»s6. In addition, a specific group is
designed the action of whose pairs of permutations has the ability to generate as many as 462422016 strong
S-boxes. Few of such proposed S-boxes are reported and assessed against standard performance parameters
to validate the effectiveness of proposed findings. The features of proposed S-boxes are compared with
most of the recent S-boxes to validate the superior performance. Moreover, they are also applied for image
encryption to demonstrate their suitability for multimedia security applications.

INDEX TERMS Substitution-boxes, coset graphs, modular symmetric group, block ciphers.

I. INTRODUCTION

Recent developments in technology and their productive use
in daily life have led to a significant increase in the amount
of information being imparted. The security of information
transmitted over the Internet is the main concern of the
public. The sensitivity of the data requires the development
of techniques and protective measures. Before transmitting,
a user’s data must be converted to a format that makes no
sense to an unauthorized user [1]. Cryptography has been
regarded as a developed scientific discipline over the past
several decades. It is used to send data covertly at the recipient
end while constructing reverse key or algorithm to retrieve
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the information at the transmitter end. Different mathematical
and computational techniques are used to change important
information into illegible and irrational forms.

In practice, cryptosystems are categorized into two main
branches, symmetric and asymmetric cryptosystems. The
symmetric cryptosystems are further partitioned into stream
ciphers and block ciphers. In block encryption techniques,
the plaintext data is scattered on blocks of the same size as
the key and enciphering is performed over the entire block.
Usually, a number of transformation operations on plaintext
data bytes such as permutation, substitution, adding key and
mixing are used in modern block ciphers [2]-[8]. Symmetric
block ciphers are among the most broadly utilized systems
because they are easy to implement and provide essential
cryptographic strength [9], [10]. The block ciphers make
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use of substitution and permutation operations. The input
information (plaintext) is converted into an absurd output
data (ciphertext) by utilizing a symmetric key and diverse
number of rounds are applied for better encryption effects
and quality. Where, each round performs substitution and
permutation processes on the input block of binary data.
A substitution process replaces an input block with another
output block using substitution box (S-box) [11]. Advanced
Encryption Standard (AES), as an example, is most com-
monly used symmetric block cipher. The S-boxes are the key
components in block ciphers to create uncertainty and non-
linearity. Because of the efficient utilization of the 8 x 8 sub-
stitution box for the AES block cipher, development of robust
and strong S-boxes, particularly of the size 8 x 8 attracted the
attention of cryptographers worldwide. The improvement on
information security standard is the primary objective of the
cryptographers. The design of strong S-boxes has become a
vital area of research for cryptographers.

In the recent past, various approaches and methods for
the construction of S-boxes have been introduced. In [12],
the authors introduced I-Ching operators and used them
to construct an S-box. The designed S-Box was evaluated
through various tests. The outcomes indicate that it has
very good cryptographic properties. A technique to generate
key dependent substitution box is presented in [13]. The
authors claimed to expand the security level of the AES
block encryption. In [14] a new S-box is designed with the
help of quantum map. The suggested S-box is found to be
strong enough to meet the requirements of secure encryp-
tion process. Zahid et al. [15] proposed an S-box formation
method based on cubic fractional transformation. They used
static values of transformation to generate the S-box. In [16],
an efficient method for designing S-boxes is proposed by
using Intertwining logistic map and bacterial foraging opti-
mization. Zhu et al. proposed a novel chaotic system and
constructed a secure double chaotic S-Box [17]. Further,
they utilized newly generated S-box in image encryption
applications. An efficient method for the generation of strong
S-boxes with the help of innovative compound chaotic system
is proposed in [18]. Lu ef al. [19] utilized a newly gen-
erated strong chaotic S-Box to propose an efficient image
encryption algorithm. Another recent secure S-box based on
Cubic-Logistic function is generated in [20]. Lambic [21]
constructed a novel discrete-space chaotic map by means
of multiplication of integers and utilized it to generate an
efficient S-box. In [22] an S-box with decent properties is pro-
posed based on symmetric group and novel chaotic system.
Yousaf ef al. [23] used the action of finite Abelian group to
construct an S-box with almost optimal features. An effective
approach based on optimize linear fractional transformation
is presented in [24]. Jamal ef al. in [25] presented a novel
technique based on the LFT and improved chaotic Tent-Sine
system (TSS) to construct an S-box. Shuai et al. used cayley
graph for the Symmetric group to generate a high quality
S-box [26]. Machowski and Niemiec used key-dependent
substitution boxes to design symmetric block cipher [27].
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They also proposed a method to construct a large number
of S-boxes with reasonable cryptographic features to counter
various attacks. Iqtadar et al. claimed [28] that if we convert
the entries of an S-box into 8 bits and interchange the position
each bit by using a permutation from symmetric group Sg,
the resulting new S-box has the same algebraic features. Since
the order of Sg is 8! = 40320, so they were able to design
40320 S-boxes. The validity of the approach was analyzed
by creating some copies of Liu J S-box.

The procedures and techniques of the S-boxes construc-
tion, presented in the literature are either feasible for the static
S-boxes or complex and monotonous. Static S-boxes have
their own deficiencies that can affect the safety of the cipher.
The static S-boxes may help attacker in the cryptanalysis
of the captured ciphertext. Also, the algorithms that form
dynamic and key-dependent S-boxes are confusing and less
productive. This requires a simple and effective methodology
to develop dynamic and enormous collection of S-boxes.
In this paper, we presented a novel method of strong S-boxes

generation which has the following main highlights.
1. A novel graphical S-box construction procedure based

on the orbits of coset graphs of symmetric group Sy is

proposed.

2. A powerful permutation of symmetric group Szs6 is sug-
gested after rigorous experimental study which is incredi-
bly productive to improve the features of obtained S-box.

3. We designed a specific group using three permutations
of S16 which is credible enough to generate as many as
462422016 copies of S-boxes with great ease.

4. We reported few of such proposed S-boxes and compared
their features with many recent and state of the art S-boxes.

5. All the proposed copies of S-boxes have strength and
features quite similar to AES S-box.

6. We also applied the proposed S-boxes for image encryp-
tion to validate its suitability and usage for multimedia
encryption.

The rest of article has the following structure. Some math-
ematical concepts of coset graphs and symmetric groups are
described in section 2. The proposed method of S-boxes
generation is explained and discussed in section 3. The perfor-
mance assessment of proposed method and S-boxes is done
section 4. We also presented the image encryption application
of proposed S-boxes in section 5. At last, the contributions
made in this paper are concluded in section 6.

Il. MATHEMATICAL PRELIMINARIES

In this section, we briefly present some basic concepts of
the coset graphs and symmetric groups to be used in the
generation of the S-boxes.

A. COSET GRAPHS FOR MODULAR GROUP
The modular group PSL(2, Z) is an infinite group gener-

ated by two mappings u# and v such that (x)u = _71 and
(x)v = *=L. The finite presentation of PSL(2, Z) is S4 =
(u,v : u> = v’ = 1) [29]. It is the most significant infinite

discrete group, through several associations with geometry,
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topology and number theory. There is a rich history of study-
ing the actions of PSL(2, Z), especially on finite sets, that goes
back to before the turn of the 20th century. In 1978, Graham
Higman gave the concept of coset graphs for the modular
group. Since, the generators u and v of PSL(2, Z) have
order 2 and 3, respectively. Therefore, these graphs consist
of triangles and lines connecting the vertices of the triangles.
The vertices of triangles are permuted anti-clockwise by v.
If a triangle T has the vertices a, b, and ¢, it means that
(a)v = b, (b)yv = ¢, and (c)v = a. If the line representing
u joins two vertices d and e (which may be of same triangle),
then (d)u = e. The readers are referred to [30], [31] for more
on coset graphs.

Consider a set Z, = {0,1,2,...,n — 1} under multi-
plication modulo n. It is a known fact that if n is a prime
number p, then Z,, forms a field. The modular group acts on
Z, U {oo} and a finite coset graph emerges. Since (0)u = oo,
therefore, we adjoin o, with Z, to make the action possible.
For instance, consider the action of the modular group on
Zi7U{o0} ={0,1,2,3,...,16, cc0}.

The permutation representations of u and v, calculated by

Xu = _71 and (x)v = )%1., are given as:

u: (0,00)(1, 16)(2, 8)(3, 11)(4)(5, 10)(6, 14)
(7, 12)(9, 15)(13)
v: (0,00, 1)3, 12, 8)(2, 916)(15, 10, 6)(11, 4, 5)(13, 14, 7)

The permutation of v contains six cycles, therefore,
the coset graph of Z;7 U {oo} consists of six triangles. The
cycle (0, oo, 1) in the permutation of v represents a triangle
of coset graph with vertices 0, co, and 1. In this way, 6 six tri-
angles can be drawn. The permutations of u are utilized to join
the vertices of this triangle. For example, by the cycle (2, 8)
in u, we mean a line joining 2 and 8. In Figure 1, the coset
graph evolves by using above permutation representations of
v and u is shown.

FIGURE 1. The coset graph for the action of modular group on Z;; U {co}.

The coset graph in Figure 1 arises from natural action
PSL(2,Z) on Z, U {oo}. These coset graphs always represent
the group (u,v : u> = v> = (uv)’ = 1). It can be seen
that each vertex of the graph in Figure 1 is fixed by (vu)'”.
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Therefore, it is the graphical representation of (u,v : u*> =

wvo= w7 = 1). In case of natural action, we obtain
only one coset graph for each p. In [32], Mushtaq proved
that a coset graphs for each element 6§ € Z, can be drawn.
He gave the procedure of drawing coset graphs known as
parametrization method. Thus, p number of coset graphs
can be composed for each field Z,. In the coset graphs,
we can easily obtain the order of uv of own choice. Hence,
we can make the coset graphs for different triangle groups.
The Mushtaq’s technique is briefed as follows (see [32]

for complete proof and details). First, set u = axtke and

cxX—a
V= ]%. For each element 6 € Z,, the values of a, ¢, d, k

and f can be computed by solving the following equations.

r2
0 = x (D
ks =3 )
A2 +f24+kd+1=0 3)
r=a@d+ 1)+ 2kcf )
s = 2af —c(2d + 1) 5)

The Table 1 provides the existing relation between the
order of uv and the element 6 € Z,. The values of 6 for
higher order of uv can be obtained by using parametrization
method [32].

TABLE 1. Relation between order of uv and values of 6.

Equation satisfied by 6 Order of uv
6=4 1
6=0 2
6=1 3
=2 4
02-30+1=0 5
6=3 6
0% —-502+60—-1=0 7
02—-40+2=0 8
0®—602+90—-1=0 9
0?2 —-50+5=0 10

B. SYMMETRIC GROUP AND ITS RELATION WITH S-BOX

A collection of all bijective maps from a set €2, of k elements,
to itself forms a group and is called symmetric group. It is
denoted by Si. The bijective maps in S; are written in the
form of cycles. For example, consider a bijective map from
a set of 6 elements to itself such that 1, 2, 3, 4, 5 and 6 are
mapped on 3, 4, 1, 6, 2 and 5 respectively. In cyclic form,
it is written as (1, 3) (2, 4, 6, 5). An 8 x 8 substitution box
has 256 unique elements arranged in a matrix of order 16.
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By reshuffling the rows or columns in this matrix, a new
S-box can be generated. Mathematically, this can be achieved
using single permutation from Sj¢. Similarly, the positions
of all 256 elements of 8 x 8 S-box can also be re-arranged
through a certain permutation of S7s6, so that a new S-box
gets generated.

Ill. PROPOSED GENERATION OF STRONG S-BOXES

The proposed method of S-boxes generation explores the con-
cepts of coset graphs, and symmetric groups. The procedure
of their usage to achieve the task is described in this section.

A. COSET GRAPH BASED S-BOX FORMATION

The coset graph for the symmetric group (u, v : u> = V3 =
(uv)* = 1) emerges as a result of the action of PSL(2, Z) on
Zrs57 U {oo}. An 8 x 8 substitution-box has 256 entries and
257 is the nearest prime number to 256, therefore, the field
Z»57 is opted. First, solve the equations (1) to (5) to find the
values of a, ¢, d, k andf. Since in S4 the order of uv is 4, there-
fore, we have 0 = 2 (see Table 1). Now we solve equations
1 to 5 to find the values of a, ¢, d, k and f. For equation (1),
6= %, assume A = 1 to obtain r = 60. As r2+ks? = 3, and
we take k = 1, then s = 1 is obtained. By putting d = 0 in
equation (3), f = 161is gotten. By substituting r = 60,d = 0,
k =1,s = 1 and f = 16 in equation (4) and (5), we find
a = 55 and ¢ = 217. Thus, we have u (x) = % and
vx) = %. Next, we apply these maps on each element
of Z»57 U {o0} to compute their permutation representations.
Clearly, for any x € Z»57, the values of u(x) and v(x) are in the
form of fraction, since 257 = 0 in Z,57, so we keep adding
257 in numerator until the denominator completely divides it.
Finally, we have integral values from Z,57. For instance

55(0) +217  257+217 237

0) = - _ 7
“O) = 70 =55~ 257—-35 ~ 101
237 + 257 x 164
2T T on
101
1y BWFT 272 136 1364257 x 25
u = —-— = — ==
207(1)—55 327 81 81
— 8l
oy SOFAT_ 3935 3542572
u = — = — = — = — =
207(2) —55 162 6l 61

This way, the computations of u(x) and v(x) for all x € Z»57
are performed and write them in the form of permutations as
follows:

w211, 0)(81, 1)(9, 2)(3, 36)(4, 41)(5, 246)(6, 60)(7, 45)
(136, 8)(10, 13)(11, 165)(12, 203)(14, 120)(15, 40)
(16, 241)(17, 32)(18, 148)(19, 240)(122, 20)(105, 21)
(22, 253)(91, 23)(138, 24)(25, 179)(26, 102)(27, 121)
(37, 28)(29, 114)(30, 225)(31, 219)(33, 223)(34, 65)
(35, 193)(117, 38)(39, 200)(42, 172)(43, 129)(44, 44)
(215, 46)(47, 89)(48, 67)(234, 49)(140, 50)(252, 51)
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(52, 166)(53, 235)(54, 182)(55, 242)(56, 226)(57, 128)
(58, 115)(87, 59)(61, 147)(62, 133)(63, 86)(64, 94)
(218, 66)(68, 170)(69, 163)(70, 176)(71, 83)(116, 72)
(73, 152)(118, 74)(132, 75)(76, 161)(77, 79)(78, 199)
(80, 230)(82, 231)(84, 209)(85, 169)(88, 164)(243, 90)
(92, 256)(93, 208)(95, 00)(96, 126)(239, 97)(98, 191)
(99, 167)(100, 204)(143, 101)(103, 131)(104, 127)
(106, 238)(107, 119)(108, 216)(109, 189)(110, 217)
(113, 111)(112, 248)(123, 142)(124, 229)(125, 156)
(130, 184)(134, 221)(135, 205)(137, 212)(139, 195)
(141, 213)(144, 232)(145, 183)(146, 146)(186, 149)
(175, 150)(151, 247)(153, 162)(154, 187)(155, 254)
(157,224)(158, 173)(159, 228)(160, 222)(168, 194)
(171,207)(174,206)(177, 180)(178, 244)(181, 188)
(185, 201)(190, 236)(192, 196)(197, 249)(198, 250)
(202, 237)(210, 245)(214, 227)(220, 233)(251, 255).

v (0,241, 00)(121, 242, 1)(256, 120, 240)(113, 2, 100)
(239, 128, 141)(230, 70, 3)(171, 11, 238)(4, 90, 177)
(151,237, 64)(87, 5, 49)(236, 154, 192)(222, 27, 6)
(214, 19, 235)(190, 131, 7)(110, 51, 234)(8, 75, 209)
(166, 233, 32)(9, 72, 184)(169, 232, 57)(10, 89, 164)
(152,231,77)(134, 12, 101)(229, 107, 140)(195,162,13)
(79, 46, 228)(14, 60, 186)(181, 227, 55)(199, 104, 15)
(137, 42, 226)(225, 16, 249)(148, 105, 17)(136, 93, 224)
(189, 84, 18)(157, 52, 223)(74, 20, 50)(221, 167, 191)
(132,33, 21)(208, 109, 220)(22, 115, 206)(126, 219, 35)
(145, 174, 23)(67, 96, 218)(59, 24, 45)(217, 182, 196)
(163, 56, 25)(185, 78, 216)(153, 73, 26)(168, 88, 215)
(111, 85, 28)(156, 130, 213)(179, 29, 40)(212, 62, 201)
(95, 44, 30)(197, 146, 211)(175, 183, 31)(58, 66, 210)
(173, 34, 36)(207, 68, 205)(116, 37, 97)(204, 125, 144)
(119, 99, 38)(142, 122, 203)(129, 39,243)(202,112,255)
(147, 41, 248)(200, 94, 250)(43, 61, 247)(180, 198,251)
(47,102, 159)(139, 194, 82)(150, 48, 253)(193, 91, 245)
(149, 81, 53)(160, 92, 188)(103, 54, 246)(187, 138, 252)
(86, 63, 244)(178, 155, 254)(165, 71, 65)(170, 76, 176)
(127,133, 69)(108, 114, 172)(135,80,83)(161,106,158)
(124,123, 98)(118, 117, 143).

Since each vertex of the coset graph evolved from above
permutation representation is fixed by «?,v? and (uv)*. There-
fore, it is the graphical representation of the symmetric group
Sy = (u,v : u® = v = (w)* = 1). It has 12 orbits
(fragments) comprising 10 copies of y; (each is having the

same structure as shown in Figure 2), one copy of A (Figure 3)
and § (Figure 4) each.
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88 215 153 3 203 142 38 119 40 179 201 212

V7 V8 Yo

Yio

FIGURE 2. Ten orbits y; (i = 1, 2...., 10) of the coset graph for symmetric group S,.
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TABLE 2. Square matrix of order 16 obtained after step A.

00 197 225 95 16 44 30 146

186 81 121 14 240 235 149 19

92 120 02 72 37 111 09 100
156 144 85

232 204 113 116 184

135 207 34 165 238 158 36 230

205 80 04 248 255 180 39 94

251 202 112 147 247 237 177 198
234 87 45 190 154 138 49 110
236 131 08 93 109 84 17 166
189 220 33 157 136 75 52 233
102 153 26 159 79 152 46 168
139 162 12 142 98 221 20 203
123 122 74 117 119 140 99 191

172 226 40 199 216 114 42 108

211 241 249 01 53 214 55 06

188 227 27 242 181 160 60 222
125 130 28 97 128 169 57 141
213 239 03 173 161 176 11 71

83 65 68 76 106 171 70 170
151 43 41 90 129 6l 64 250

200 243 05 103 07 59 24 252

182 246 51 187 192 217 54 196
223 21 18 105 132 209 32 148
208 224 10 195 194 88 13 3y

82 71 47 164 215 228 73 231

101 118 38 143 134 167 50 229
124 107 15 179 163 127 25 29

185 212 56 137 62 69 78 104

133 201 22 150 183 174 23 245 58 206 31 35 91 145 48 96
219 175 66 67 253 115 126 218 210 193 63 86 244 155 178 254
0 0
254 155
a )
241 178
211 95
146 44
>O O< 244
197 30
63
16 86
L ) FIGURE 4. The orbit § of the coset graph for symmetric group S,.
249 225

FIGURE 3. The orbit A of the coset graph for symmetric group S,.

B. PROPOSED S-BOX METHOD
The trivial sequence of 0, 1, 2,..., 255 is destroyed by using
the vertices of the coset graphs for S4. Therefore, our first
objective is to present the vertices of coset graphina 16 x 16
matrix. The vertices 256 and oo are ignored as they only uti-
lized to make the action of PSL(2, Z) possible. The proposed
method of generation of 462422016 strong 8 x 8 S-boxes
contains three major steps.

Step A.

The coset graph of S; has 12 orbits as shown in
Figure 2, 3, and 4.

75478

1. Locate the orbit y; containing the least element O of
Zrs7 — {256}
a. Apply (uv)* on 0 so that we travel through a closed
path

0--+"197 -=5 " 225 --» 7 95 ——5» " (),

Now, choose the vertices 0, 197, 225, and 95, which
are at a distance of uv from each other, and declare
them as 1st four elements of the 1st row of 16 x 16
matrix.

b. From the remaining vertices of y;, find the least
element (vertex) and repeat step 1(a). This process

VOLUME 8, 2020
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TABLE 3. The permutation ¢ € Sy5¢.

(1 153 205 26 120 136 254 193 11 179 224 16 122 82 70 129
127 198 195 124 107 67 225 108 215 25 106 45 185 200 172 114
239 20 65 59 60 214 83 111 116 36 39 131 146 44 126 101
223 121 73 17 37 201 86 161 130 119 163 10 97 4 149 75
18 211 182 145 154 187 80 43 137 46 219 249 104 132 183 92
2 13 98 64 19 233 29 91 204 28 229 159 175 206 194 105
235 112 58 170 69 42 196 177 22 192 209 210 155 66 50 84
31 197 176 79 138 203 169 207 61 237 184 34 232 248 47 8
71 139 113 95 190 152 6 142 56 110 88 236 140 148 90 188
102 168 231 212 181 89 222 217 5 27 241 228 100 243 24 238
87 0 166 94 55 240 218 115 99 15 186 246 81 220 123 213
245 12 21 221 144 157 135 143 40 96 41 253 93 63 53 252
216 150 32 85 189 158 7 250 171 48 247y (3 156 191  23) (9
133 230 33 173 78 141 226 51 62 167 38 208 117 234 109 255
52 14 77 164 72 147 76 180 151 202 134 242 30 199) (@35 165
251 54 125 174 49 103) (57 74 68) (118) (128 160 244 178 162) (227)
continues until all the vertices of the selected orbit are Step C.

exhausted.

2. Now, pick the next orbit that has the smallest element of
Z>57 — {256} — 1 and repeat step 1. Step 1 is considered
completed once all the vertices of coset graph are termi-
nated.

After step 2, we are able to form a 16 x 16 matrix having
unique entries from {0, 1,2, ...,255}. This matrix is con-
sidered as the initial 8 x 8 S-box (shown in Table 2) and it is
found to have sufficient cryptographic performance. It has an
average nonlinearity of 100.5. The next procedural step B is
framed to improvise on the cryptographic strength of obtained
S-box by using the action of symmetric group Ss6.

Step B.

After exhaustive research and analysis, we came through to
find that a certain permutations of S»5¢ are incredibly produc-
tive to improve the quality of an 8 x 8 S-box. Theoretically,
there are having 256! distinct permutations in S»5¢. In this
step, we applied around 10 million random permutations of
the symmetric group Sas56 on 16 x 16 S-box matrix obtained
after step A (Table 2) and found a permutation o (shown
in Table 3) the most powerful to enhance the performance
of the S-box. The permutation o reshuffles all 256 elements
of Table 2 and yields a strong S-box (shown in Table 4) as
consequence of the action.

VOLUME 8, 2020

In this step, we construct a large number of S-boxes hav-
ing the same algebraic properties as that of the S-box from
step B. Proceed as follows to operate this step C. Consider
the following three permutations of Sie.

a=(1,7,14,4,2,8,13,3)5, 12,9, 16,6, 11, 10, 15)
b=(1,3,57)2,4,6,8)0, 11, 13, 15)10, 12, 14, 16)
c=(1,511)2,6,12,)(7, 13, 9)8, 14, 10)

It is verified that if we reshuffle the rows or columns of the
generated S-box (Table 4) by using these three permutations,
then resulting new S-boxes found to have the same properties.
Let us denote the group generated by a, b, and ¢ as G.
Then each element of the group G is a product a, b, and c.
Through GAP (Groups, Algorithms, Programming - a System
for Computational Discrete Algebra, see https://www.gap-
system.org/index.html), it is found that there are 21504 dis-
tinct possible products of a, b, and ¢, which indicates that
the order of proposed group G is 21504. Now, the finite
presentation of this particular proposed group G is as follows:

a,b,c: a =bt == (bc_1)2= (azbz)2
az(ca_l)zca = (a_lb_l)4
(ab la b1 = (aba='b71)?

75479
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TABLE 4. Proposed generated S-box I.

126 90 149 251 185 233 88 57 99 26 123 253 197 232 112 104
83 68 71 48 1 139 50 66 42 163 16 179 58 175 248 75
174 203 177 190 18 46 72 32 250 238 170 220 243 223 218 47
228 207 201 178 11 63 61 209 165 252 135 3 25 85 129 202
14 10 5 65 77 80 146 159 182 213 136 33 214 215 231 38
115 246 114 144 222 124 145 59 98 157 181 20 244 152 234 100
241 53 45 150 217 143 156 210 122 188 187 133 206 184 4 31
18 164 212 24 29 138 131 227 78 6 137 74 113 97 236 153
158 102 9 198 211 107 194 110 28 70 36 35 171 44 17 62
221 8 230 105 95 108 142 167 O 189 226 225 148 134 183 196
180 162 49 106 2 254 176 237 15 239 193 191 92 192 13 119
117 67 249 76 199 40 93 91 128 55 224 43 255 64 195 235
155 127 140 130 60 54 160 101 37 52 21 41 208 73 82 111
229 172 81 23 51 173 103 8 69 96 169 205 240 151 247 12
34 132 22 219 242 109 168 120 121 154 200 94 161 19 87 116
27 84 147 89 216 118 141 245 56 30 79 204 125 166 7 39

= (acab™"? = acab(c"'a= 1?7 Consider the following pairs of permutations of formulated

R B Ly el e P P G to generate three more S-boxes.

= a%c 'ba 'baca®b'c =1 (6)

A GAP structural description of the formulated G is shown
in Figure 5. For instance, if we reshuffle the rows of an
S-box §; by using the generators of G (say using a) so that
a new S-box S emerges. Then S and S, are found to have
the same algebraic and cryptographic strength. We can also
construct another S-box S3 by the action of another generator
b on rows of ;. Note that, element of G which generates
S3 is ab Hence, proceeding this way, 21504 distinct different
S-boxes of the same properties can be created by applying
all permutations of G on rows of the S-box S;. Next, corre-
sponding to each S-box S; (where i = 1,2,3,...,21504)
obtained by reshuffling the rows of S, we can further create
21504 more S-boxes by reshuffling the columns of each S;
using permutations from the proposed group G. Ultimately,
we can generate a total of 21504% = 462422016 strong 8 x 8
S-boxes of the same algebraic and cryptographic strength
using group G in this step C.

In this paper, we present four such S-boxes through the
action of a specified pair of permutations of proposed group
G toreshuffle the rows and columns of S-box in Table 4 which
in turn generates three more S-boxes shown in Table 5 to 7.
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wi = be

= (1,3,11,9)(2, 4, 12, 10)(5, 13, 15, 7)(6, 14, 16, 8)
wy = ac*b?

=(1,15,7,6,3,9,14,2,16,8, 5,4, 10, 13)(11, 12)

The rows and columns of the proposed generated S-box I
are reshuffled using the permutations | and @, respectively
to get the proposed S-box II (shown in Table 5). Next, we use
following permutations w3 and @4 on the same S-box I to
evolve proposed S-box III (see Table 6).

w3 = cab® = (1, 16, 2, 15)3, 5, 14, 11)(4, 6, 13, 12)
ac = (1,13,3,5,2, 14,4)(7, 10,15, 11, 8,9, 16, 12)

w4

We have generated the proposed S-box IV (shown
in Table 7) by applying the following pair (zr5 and w¢) of per-
mutations of G on rows and columns of S-box I, respectively.

ws = ab = (5, 14, 6, 13)(7, 16, 8, 15)(9, 10)(11, 12)
ab?
(1,3,5,16,2,4,6,15)(7,10,11, 14, 8,9, 12, 13)

w6
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& /proc/cygdrive/C/gap-410.2/gap.exe - /proc/cygdrive/C/gap-410.2
Loading the library and packages ..
Packages:

=]

=l

AClib 1.3.1, Alnuth 3. 1 1, AtlasRep 2.1.0, AutoDoc 2019.05.20, AutPGrp 1.10, Browse 1.8.8, CRISP 1.4._4,

Cryst 4.1. 19 CrystCat 1. 1 9, cTblLib 1.2.2, FactInt 1.6.2, FGA 1.4.0, Forms 2N GAPDoc 1652

genss 1.6.5, T0 4.6.0, TRREDSOL 1.4, LAGUNA 3.9.3,

orb 4.8.2, Polenta 1.3.8, Po]ycyt]ic 2.14,

PrimGrp 3.3.2, RadiRoot 2.8, recog 1.3.2, ResClasses 4.7.2, SmallGrp 1.3, Sophus 1.24, SpinSym 1.5.1,

TomLib 1.2.8, TransGrp 2.0.4, utils 0.63
Try '??help’ for help. See also '?copyright’,
gap> a:= (1,?,14,4,2 8,13,3)(5,12,9,16,6,11,10,15);
,7,14,4,2,8,13,3)(5,12,9,16,6,11,10,15)
gap> b:= (1 ,5,7)(2,4,6,8)(9, 1 13 15)(10 12,14,16);
(1,3,5,?)(2 4 6,8)(9,11,13,15)(10 12 ,14,16)
gap> c:= (1,5,11)(2,6,12)(7,13,9) (8, 14 10)
(1,5,11)(2,6,12)(7,13,9)(3,14,10)
gap> g:=Group(a,b,c);
k:=FpGroupPresentation (p);
TzPrintRelators (p);

"?cite’ and "?authors’

Group([ (1,7,14,4,2,8,13,3)(5,12,9,16,6,11,10,15), (1,3,5,7)(2,4,6,8)(9,11,13,15)(10,12,14,16), (1,5,11)(2,6,12)

(7,13,9)(8,14,10) 1

gap> Size (g);

21504

gap> p:= PresentationViaCosetTable (g);

<presentation with 3 gens and 13 rels of total length 99>
gap> k:=FpGroupPresentation (p);

<fp group on the generators [ f1, f2, f3 1>

gap> TzPrintRelators (p);

#r 1.

#1 2. f2M

#I 3. (f2*f3A-1)A2

I 4. (F1A2*F2A-2)A2

#I 5. T1A8

#I 6. T1A2*(f3*f1A-1)A2%F3%f1
#I 7. (F1A-1*f2A-1)Md

#I 8. (FLI*F2A-1*F1A-1*f2A-1)A2
FI 9. (F1*2*f1A-1*T2A-1)A2

#I 10, (F1*F3*f1*f2A-1)A2

#T 11, FI*F3*F1*F2% (F3A-1*FIA-1)A2*FIA-1%F2

#I 12, T1AZ*F2A-1*F1A-1*F3A-1*F1A-1*F2A-1*f1A-1*F3A-1%*f1
#I 13, F1IA-2¥F3A-12F2AF1IA-1*F2HF1AF3* F1A22F2A-1%F3

FIGURE 5. A screenshot of GAP system for the structural description of proposed group G and its order.

IV. PERFORMANCE ANALYSIS AND COMPARISON

In this section, we analyze the performance of our pro-
posed algebraic method for the generation of a large number
of strong 8 x 8 S-boxes. All the generated S-boxes are
bijective. The conducts of S-boxes are assessed against the
well-established set of test criterions such as nonlinearity,
strict avalanche criterion, output bits independence criterion,
differential uniformity, linear approximation probability, and
auto-correlation function for absolute indicator. The encryp-
tion process involves substitution by suggested S-boxes in
two rounds. In the first round, the substitution is carried out
in forward direction (from first to the last pixel) followed
by substitution in backward direction (from last to the first
pixel). We have used our S-boxes to encrypt plain images.
Two standard gray images of Pepper and Baboon both having
size 256 x 256 are used to perform MLC test. We have used
MATLAB tool to execute all the computational experiments.
A high satisfaction of any S-box for the mentioned test crite-
rions entails its high credibility to mitigate the linear, differ-
ential and other types of attacks. The results obtained from
various tests show the incredibly high cryptographic strength
and capability of proposed generated S-boxes to resist differ-
ent algebraic attacks is similar to that of AES S-box.

A. NONLINEARITY

Nonlinearity test, introduced by Pieprzyk and Finkelstein
in 1988 [33], is the most important parameter to determine
the efficiency of substitution boxes. An S-box is considered
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weak, if the mapping between the plaintext and the ciphertext
is linear. In such scenarios, it is easier for the attacker to
initiate a linear attack on the ciphertext to obtain the plaintext.
This linear attack can be neutralized by designing an S-box
with extremely nonlinear mapping between the plaintext and
the ciphertext. The Mathematical formula to compute the
nonlinearity of an n-bit Boolean function B is

2" — max |WSp(u)|

nl(B) = 5
WSB — Z(_l)B(V)®M.V (7)

where, WSp is Walsh spectrum of function B and u, v belongs
to {0, 1}". The optimal value of nonlinearity for an n-variable
Boolean function is 2"~! —231, But, such functions are bent
functions and not balanced. The optimal score of nonlinearity
exhibit by AES S-box (112) is still considered as the best
value for the case of 8 x 8 S-boxes. The reason being, so far no
8 x 8 S-box has been reported which has more nonlinearity
than AES S-box. The nonlinearity scores of eight balanced
component Boolean functions for each proposed S-boxes are
listed in Table 8. Whereas, the nonlinearities of initial S-box
matrix (in Table 2) are 104, 100, 102, 106, 100, 102, 102, 88,
which gives an average of 100.5.

B. STRICT AVALANCHE CRITERION

In [34] Webster and Tavares introduced this criterion. The
SAC is said to be satisfied, if all output bits of a function
change with a 0.5 probability by complementing a single
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TABLE 5. Proposed generated S-box II.

171 44 107 211 110 194 17 62
148 134 108 95 167 142 183 196
197 232 233 185 57 88 112 104
58 175 139 1 66 50 248 75
206 184 143 217 210 156 4 31
113 97 138 29 227 131 236 153
161 19 109 242 120 168 87 116
125 166 118 216 245 141 7 39
92 192 254 2 237 176 13 119
255 64 40 199 91 93 195 235
243 223 46 186 32 72 218 47
25 85 63 11 209 61 129 202
214 215 80 77 159 146 231 38
244 152 124 222 59 145 234 100
208 73 54 60 101 160 82 111
240 151 173 51 86 103 247 12

9 198 35 36 70 28 158 102
230 105 225 226 189 O 221 8

149 251 253 123 26 99 126 90
71 48 179 16 163 42 83 68
45 150 133 187 188 122 241 53
212 24 74 137 6 78 18 164
22 219 94 200 154 121 34 132
147 89 204 79 30 56 27 84
49 106 191 193 239 15 180 162
249 76 43 224 55 128 117 67
177 190 220 170 238 250 174 203
201 178 3 135 252 165 228 207
5 65 33 136 213 182 14 10
114 144 20 181 157 98 115 246
140 130 41 21 52 37 155 127
81 23 205 169 96 69 229 172

input bit. Generally, the value of SAC of an S-box is calcu-
lated by using dependence matrix. The S-box is considered to
meet this criterion, if the average value of the matrix is near to
the optimal value of 1/2. In [34] the process of calculating the
average value of dependence matrix is given. The SAC values
for our four proposed S-boxes are 0.5017, 0.4995, 0.5019,
and 0.4973, respectively. A comparison of the SAC values
between generated S-boxes and different recently developed
S-boxes is given in Table 9.

C. BITS INDEPENDENT CRITERION

Suppose h; denote a Boolean mapping and 4; is a two bits
output of a substitution box. If /; @ h; fulfills the requirements
of SAC and has high value of nonlinearity, then by inverting a
single input the value of correlation coefficient of each output
bit pair is near to zero. In this way the BIC reading of an S-box
can be calculated by verifying whether h; @ h; (i # j) of
any two output bits of the S-box satisfies the nonlinearity and
SAC. This analysis is very important to know the confusion
strength of any nonlinear algorithm. The requirement of this
analysis is that all values should be approximately equal to
0.5 which has been experimentally verified for our S-boxes.
The BIC for nonlinearity are found to have all 112 values for
all four proposed S-boxes showing the same BIC strength as
that of AES S-box.
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D. DIFFERENTIAL UNIFORMITY

Differential uniformity is computed by examining the func-
tion from the input bits to the output bits. The insurance of
differential uniformity is the main focus of this test. The input
differential A¢ must be related with an output differential
At in a unique way. The formula to calculate differential
uniformity is given as

DU = maxppz ay [#{p €11S (9) @ S (¢ + Ap) = Ay}]
(®)

The differential uniformity of all four proposed generated
S-boxes (in Table 4 to 7) is same and it is just 4 with a dif-
ferential approximation probability of 0. 015625 only, which
verify its high resistance capability to mitigate the differential
cryptanalysis like the AES.

E. LINEAR APPROXIMATION PROBABILITY

Like differential probability, the linear approximation prob-
ability (denoted by LAP) is also concerned with the highest
value of the respective LAT Table. In this test, an imbalance of
an event is examined, and its highest value is noted. The parity
of the input bits selected by the mask y, is exactly the same
as the parity of the output bits selected by the mask . This
analysis was introduced by Matsui [35]. The mathematical
formula to calculate linear approximation probability of a
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TABLE 6. Proposed generated S-box Ill.

109 242 161 19 22 219 94 200 120 168 87 116 34 132 154 121
118 216 125 166 147 89 204 79 245 141 7 39 27 84 30 56
254 2 92 192 49 106 191 193 237 176 13 119 180 162 239 15
40 199 255 64 249 76 43 224 91 93 195 235 117 67 55 128
46 186 243 223 177 190 220 170 32 72 218 47 174 203 238 250
63 11 25 85 201 178 3 135 209 61 129 202 228 207 252 165
143 217 206 184 45 150 133 187 210 156 4 31 241 53 188 122
138 29 113 97 212 24 74 137 227 131 236 153 18 164 6 78
108 95 148 134 230 105 225 226 167 142 183 196 221 8§ 189 0
107 211 171 44 9 198 35 36 110 194 17 62 158 102 70 28
173 51 240 151 81 23 205 169 86 103 247 12 229 172 96 69
54 60 208 73 140 130 41 21 101 160 82 111 155 127 52 37
124 222 244 152 114 144 20 181 59 145 234 100 115 246 157 98
80 77 214 215 5 65 33 136 159 146 231 38 14 10 213 182
139 1 58 175 71 48 179 16 66 50 248 75 83 68 163 42
233 185 197 232 149 251 253 123 57 88 112 104 126 90 26 99
given S-box is given below. component functions. This can be achieved by using the
T #ld/d -y = S@) - xy} 1 o following equation [38].
Xes Xy 70 2n 2 |ACF ¢ | = max (|rpi(w) ) , wherew,i=1,2---,2"—1

where, d represents the collection of all possible inputs and
2" is the total number of elements. The LAP readings of our
proposed S-boxes are 0.0625 and this is again the equal to
AES S-box value.

F. AUTO-CORRELATION FUNCTION

This test was introduced by L. D. Burnett in [36]. The
auto-correlation function of a Boolean function f is computed
as:

_ _ xX)/_ (xd)
q(d)-ZVx’de[o,l],,( 1Y@ -1y

where for all Boolean functions (0) = 2" and for all other
possible inputs 27" < r(d) < 2". The highest value of ACF,
known as absolute indicator of Boolean function f, is used to
determine the cryptographic quality to achieve good diffusion
characteristics [37]. It is denoted as:

|ACFf| = max (|rp(d)|) ford #0

(10)

(11)

We can extend this cryptographic metric ACF of Boolean
function to S-boxes W¥: {0, 1} — {0, 1}" by consid-
ering all 2" -1 non-zero linear combinations F of its n
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The ACF of S-box should be as small as possible for crypto-
graphic strength. The maximum ACF for both the AES S-box
and generated S-boxes is 32 only. The score is confirming
the great cryptographic quality and strength of the proposed
S-boxes and the anticipated method.

The quantified performance values of all four S-boxes
from proposed method of generation are compared with
some selectively picked most recent state-of-the-art S-boxes.
Wherein, the concepts such as chaos, meta-heuristics,
optimizations, algebraic techniques, etc., are applied to
achieve best possible generated S-boxes. We maintained the
Table 9 which compares the cryptographic features of these
S-boxes. Firstly, the comparative study show that all pro-
posed S-boxes have performance strength same as that of the
famous AES S-box over all quality metrics and parameters.
Secondly, the proposed S-boxes have optimal performance
values for nonlinearities, strict avalanche criterion, bits inde-
pendence criterion, differential uniformities, linear approx-
imation probabilities, and auto-correlation functions to
validate the effectiveness and credibility of not only the pro-
posed S-boxes but also the proposed method of generation.
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TABLE 7. Proposed generated S-box IV.

112 104 126 90 149 251 197 232
248 75 83 68 71 48 58 175
218 47 174 203 177 190 243 223
129 202 228 207 201 178 25 85
82 111 155 127 140 130 208 73
247 12 229 172 81 23 240 151
87 116 34 132 22 219 161 19
7 39 27 84 147 89 125 166
183 196 221 8 230 105 148 134
17 62 158 102 9 198 171 44
195 235 117 67 249 76 255 64
13 119 180 162 49 106 92 192
234 100 115 246 114 144 244 152
231 38 14 10 5 65 214 215
236 153 18 164 212 24 113 97
4 31 241 53 45 150 206 184

57 8 26 99 253 123 233 185
66 50 163 42 179 16 139 1
32 72 238 250 220 170 46 186
209 61 252 165 3 135 63 11
101 160 52 37 41 21 54 60
86 103 96 69 205 169 173 51
120 168 154 121 94 200 109 242
245 141 30 56 204 79 118 216
167 142 189 0 225 226 108 95
110 194 70 28 35 36 107 211
91 93 55 128 43 224 40 199
237 176 239 15 191 193 254 2
59 145 157 98 20 181 124 222
159 146 213 182 33 136 80 77
227 131 6 78 74 137 138 29
210 156 188 122 133 187 143 217

TABLE 8. Nonlinearity scores of all four proposed generated 8 x 8
S-boxes.

PO S S S S S I

S-box I 112 112 112 112 112 112 112 112
S-box 11 112 112 112 112 112 112 112 112
S-box 111 112 112 112 112 112 112 112 112
S-box IV 112 112 112 112 112 112 112 112

Thirdly, the proposed S-boxes have better parameter values
compared to almost all available 8 x 8 S-boxes and they
are more capable to offer resistance to differential and linear
cryptanalyses. The comparative analysis unarguably portrays
the reasonably good security performance of our all four
S-boxes and proposed method.

V. APPLICATION IN DIGITAL IMAGE SECURITY

The encryption process distorts the image; these types of
alterations determine the reliability of the scheme. So it is
important to examine the statistical features through major-
ity logic criterion (MLC). The MLC is a comprehensive
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exploration set of metrics which includes the entropy, con-
trast, correlation, energy, and homogeneity tests, as suggested
in [60]. The statistical stability of the generated S-boxes is
examined by this set of analyses.

A. ENTROPY
The value of randomness of encrypted image is mea-
sured by entropy analysis. The entropy is mathematically
formulated as.

Entropy = =) p(xi)logyp(xi) (12)

where, p(x) is the probability of symbol x. A greater value
of entropy shows that the distribution of pixels gray values
is more uniform. There would be a chance of predictability
if the entropy of encrypted image is significantly less than 8§,
and it may threaten security of image.

B. CONTRAST

The difference in the brightness of an object relates to con-
trast. Contrast analysis enables the user to visualize objects
to identify the underlying information. Therefore, the con-
trast and brightness of the images are properly adjusted dur-
ing image processing for better visual effects and viewing.
In encryption process, due to the nonlinear mapping of the
S-box the contrast is directly proportional to the randomness
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TABLE 9. Performance comparison of different 8 x 8 S-boxes.

Nonlinearity
S-box - SAC BIC-NL  BIC-SAC DU LAP ACF
min max mean

Proposed S-box I 112 112 112 0.5017 112 0.5030 4 0.0625 32
Proposed S-box 1I 112 112 112 0.4995 112 0.5020 4 0.0625 32
Proposed S-box III 112 112 112 0.5019 112 0.5013 4 0.0625 32
Proposed S-box IV 112 112 112 0.4973 112 0.5012 4 0.0625 32
Ref. [19] 104 110 106.25 0.503 100 0.507 10 0.133 96
Ref. [25] 112 112 112 0.504 112 0.504 4 0.0625 32
AES [39] 112 112 112 0.5058 112 0.5046 4 0.0625 32
Ref. [3] 106 110 108.5 05017 100 0.5026 10 0.1328 96
Ref. [12] 108 110 108.75 0.4946 94 0.5054 10 0.1328 104
Ref. [40] 110 112 110.25 0.50 104 0.5052 10 0.125 96
Ref. [41] 84 106 100 0.4812 96 0.4967 16 0.1796 104
Ref. [42] 108 110 109 0.5026 102 0.5026 10 0.1406 104
Ref. [43] 106 110 107.5 0.4971 196 0.5034 10 0.125 96
Ref. [44] 106 110 107 0.5015 98 0.5016 10 0.1484 96
Ref. [45] 106 110 108 0.5073 100 0.5020 10 0.1523 96
Ref. [46] 106 110 107.5 0.5036 90 0.5040 10 0.1484 104
Ref. [47] 104 110 106.5 0.4995 98 0.4983 10 0.1172 96
Ref. [48] 106 108 107.5 0.4943 98 0.4982 10 0.125 96
Ref. [49] 100 106 105.5 0.4946 96 0.4988 10 0.1328 96
Ref. [50] 108 112 109.25 0.5012 104 0.5056 8 0.0937 72
Ref. [51] 106 108 106.75 0.5034 100 0.4951 10 0,1328 104
Ref. [52] 106 108 106.75 0.4939 102 0.5040 16 0.125 168
Ref. [53] 106 108 107.25 0.5034 98 0.4980 12 0.1328 104
Ref. [54] 106 108 106.75 0.4941 98 0.4957 10 0.125 96
Ref. [55] 104 108 106.75 0.4076 98 0.5022 10 0.1328 96
Ref. [56] 102 108 106 0.5066 96 0.5065 12 0.1445 96
Ref. [57] 106 110 107.75 0.4976 100 0.5023 10 0.125 96
Ref. [58] 108 110 109.5 0.4985 98 0.5052 10 0.1328 96
Ref. [59] 112 112 112 0.5009 112 0.5015 4 0.0625 32
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TABLE 10. Comparison of encryption MLC results for different S-boxes.

S-boxes Entropy Contrast Correlation Energy Homogeneity
Pepper Image
Plain-image 7.5909 0.3131 0.9441 0.1161 0.8982
S-box I 7.9545 10.5377 -0.0061 0.0157 0.3894
S-box 11 7.9529 10.3818 -0.0049 0.0158 0.3913
S-box III 7.9545 10.2847 0.0026 0.0157 0.3927
S-box IV 7.9568 10.5365 -0.0004 0.0157 0.3900
Prime [61] 7.7059 8.1003 0.0090 0.0158 0.4960
Xyi [62] 7.7619 8.1945 0.0517 0.0158 0.4940
Skipjack [63] 7.7561 7.7058 0.1205 0.0239 0.4708
Belazi [64] 7.9233 8.1423 -0.0112 0.0286 0.4648
AES [39] 7.9211 7.5509 0.0554 0.0202 0.4662
Baboon Image
Plain-image 7.1278 0.8566 0.6849 0.0895 0.7488
S-box I 7.9817 10.4391 -0.0128 0.0157 0.3889
S-box II 7.9551 10.4279 0.0015 0.0157 0.3896
S-box III 7.9540 10.3797 -0.0046 0.0157 0.3902
S-box IV 7.9567 10.4983 -0.0008 0.0157 0.3893
Prime [60] 6.9311 7.6236 0.0855 0.0202 0.4640
Xyi [61] 7.2531 8.3108 0.0417 0.0196 0.4533
Skipjack [62] 7.2531 7.7058 0.1025 0.0193 0.4689
Belazi [63] 7.9252 8.0391 0.01190 .02219 0.4428
AES [39] 7.9325 7.2240 0.0815 0.0211 0.4701
of image [47]. Mathematically, it is computed as: Correlation has following formulation:
Contrast =Y |i — jI*p(i. j) (13) Correlation = W (14)

where, p(i, j) represents the position of pixels in gray level
co-occurrence matrix (GLCM).

C. CORRELATION

Resemblance of pixels to their neighbors is measured
through correlation. In the plain-images, there exists a
strong correlation among neighboring pixels. The corre-
lation between pixel values can be soften by encryption
schemes. Therefore, in insecure channel the encrypted image
with negligible correlated values is considered more robust.
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where, p(i, j) indicates the pixel value and i represent the
position of row and j indicates its column value of digital
images. The parameters u and o are the variance and standard
deviation, respectively.

D. ENERGY

The sum of squared members of gray level co-occurrence
is calculated in energy analysis. In gray level co-occurrence
matrix, high valued pixels are found in some places of
plain-images; therefore, the energy value is high. Whereas,
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Proposed S-box I

(2) BABOON

Plain-image

Proposed S-box 11 Proposed S-box 111

Skipjack Belazi

FIGURE 6. Plain-images and the encrypted images with two rounds of encryption using different S-boxes for (a) Pepper and (b) Baboon.

compared to the plain-image energy, the energy of encrypted
image is smaller because in encrypted image the values are
distributed. Energy analysis involves the computation of its
associated value which is defined as follows:

Energy = " p(i. j)’ (15)

where, p(i, j) is the number of GLCM matrices.

E. HOMOGENEITY
Homogeneity deals with the intimacy of distribution of
elements in gray level co-occurrence matrix (GLCM) to
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its diagonal. Mainly, its value is dependent on the components
presents on the diagonal of the gray level co-occurrence
matrix. The small value of homogeneity in encryption reveals
the strength of the encryption algorithm. Homogeneity is
calculated as:
. PG, j)

Homogeneity = Z T li—J (16)
To demonstrate that the proposed S-boxes can be used for
encryption and multimedia security, we have used two stan-
dards plain-images Pepper and Baboon for MLC encryp-
tion performance analysis. The results of these analyses in
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comparison with the other well-known S-boxes are depicted
in Table 10. Figure 6 shows the result of image encryption
with proposed S-boxes and few others also. Majority logic
criterion analysis results indicate that the proposed S-boxes
are suitable for encryption applications and is adequate
enough to a become part of algorithms meant for multimedia
based safe communication between two legitimate parties.

VI. CONCLUSION

Generation of cryptographically robust and algebraically
strong S-box is promising area of research these days. The
available proposals either deals with construction of single
S-box, which may or may not have the optimal features
compared to AES S-box or deals construction of a small set
of S-boxes with sufficient computation overheads. But, these
two issues have been tackled in this paper quite comfortably.
The proposed method explored the orbits of coset graphs
to obtain the initial S-box matrix quite innovatively. The
quality of the S-box is augmented up to the optimum level by
the action of a powerful permutation of S56. We presented
a novel method which is not only able to yield an S-box
with features quite close to AES S-box but also provide a
simple and powerful procedure of generating as much as
462422016 strong S-boxes. The features of proposed S-boxes
are compared against a number of existing recent S-boxes.
It is found that our S-boxes have excellent performance
strength compared to almost all over all parameters. The
proposed S-boxes are also used to encrypt some standard
plain-images to evaluate their encryption performance; the
results show that they are sufficiently suitable for use in
secure multimedia applications.
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