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ABSTRACT Wireless sensor networks (WSN) consist of a large number of resource-constrained sensor
nodes, different types of controls, and gateway nodes. these kinds of networks are used as control systems
and remote monitoring in industries such as health care, defense, agriculture, and disaster management.
Due to the widespread use of wireless sensor networks, valuable information is exchanged between network
entities such as sensors, gates, users, etc. in an unsafe channel, and the presence of important and sensitive
information in the network increases the importance of security issues. In this article, we analyzed Majid
Alotaibi schema and identify some security breaches in this article. We have also described a security
attack against the proposed protocol based on security problems. In addition, to address the security issues
of M. Alotaibi proposed protocol, we have introduced a mutual authentication and key agreement protocol
based on ECDH (elliptic-curve Diffie–Hellman). We have implemented our own method using the Scyther
tool, manually reviewed its security features and also compared it with other methods.

INDEX TERMS Authentication, wireless sensor networks, key agreement, ECDH, security, privacy.

I. INTRODUCTION
Wireless Sensor Networks (WSN) is one of the emerging
technologies of the century and is becoming an epidemic
technology [1]. A variety of advances have been made in the
field of wireless communication and electronic science that
enable the development of low-power, low-cost and perfor-
mance sensor nodes. These sensor nodes, including sensor
components, data processing, and communications, allow the
deployment of wireless sensor networks. The wireless sensor
network consists of a large number of sensor nodes that are
randomly deployed to connect through the wireless environ-
ment to monitor physical or environmental conditions such
as noise, vibration, pressure, temperature, etc. Co-operative
transfer to the base station. In addition, the WSN has a
wide variety of applications, including agriculture, industry,
health care, incident management, safety monitoring, inter-
nal, surveillance systems and nuclear power plants [3]–[5].
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The location of these sensors is not necessarily predeter-
mined. In some cases, sensors are randomly distributed in
hazardous or inaccessible environments [2]. Due to its rapid
development, it is used in a variety of areas such as the mili-
tary, homemonitoring, health care, agriculture and so on. The
WSN consists of the following three elements: (1) interface
(2) gateway node (GW) (3) sensor node (SN). Provides a
user interface for accessing GW and SN. GW enables the
communication between the U user and the SN sensor node,
and the SN measures the physical environment.

Sensor nodes are capable of computing and limited storage
space. They collect valuable information and send it through
the bus. Users can access the data collected through the
gateway. Since data is transmitted through an unsecured and
unprotected channel, the transmitted data must be protected
against threats such as unauthorized access, illegal eaves-
dropping and tampering with effective action. In the future,
the sensor network will be ubiquitous to make future tech-
nologies or the environment or infrastructuremore intelligent.
These include health care, smart homes through sensors,
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FIGURE 1. Data communication in a WSN through gateway.

environmental monitoring, and more. Figure 1 illustrate the
data communication in a WSN through gateway.

Privacy, message integrity, and user authentication in such
environments are crucial because enemy communications
can be intercepted, deleted, or redirected [6]. Consequently,
appropriate security solutions should be used to protect com-
munication links [7].

In wireless sensor structure because of resource limitation
constructions, it bears several security threats, such as hard-
ware manipulation, eavesdropping, injecting false messages,
etc., hence more efficient security mechanisms that conform
to specificWSN features, are transmitted to the network. The
most common security mechanism that can provide security
features is symmetric cryptography [9], [10]. In such security
mechanisms, when two nodes want to communicate with
each other, they use a common key for the encryption and
decryption process. This symmetric key has already been
selected and shared by the nodes to provide message security
and authentication. The process of generating shared sym-
metric keys is called key management [11], [12]. There is
some evidence that the same symmetric keys for different
sessions put nodes at risk in unsupervised and protected
environments [13], [14]–[43]. Although there are systems for
managing and restoring network nodes, there are still attacks
that need to be identified and used to counter them [15]–[17].

A. BASIC CONCEPT
1) ELLIPTICAL CURVE CRYPTOGRAPHY
Elliptic Curve Cryptography is a type of public key asymmet-
ric cryptography. An elliptic curve E is a set of points to the
coordinates of pf ∈ ∗pf ∈ 0x, y which is determined by the
following equations.

Y2
= x3 + ax+ b

where a, b ∈ fp and 4a3 + 27b2 6= 0
The two basic operations of an elliptic curve are point

sums and point multipliers, also called scalar multipliers.
The following is an example of a scalar multiplication

(with K times P).

KP = P+ P+ P+ P . . . .+ P

2) DISCRETE LOGARITHM PROBLEM OR ECDLP ELLIPTIC
CURVE HARD PROBLEM
Suppose P and Q are two points on the elliptic curve whose
point Q is obtained by scalar multiplication of parameter k at
point P. The discrete logarithm problem states that if we have
two points P and Q, it is possible or even impossible to obtain
the parameter k, which is known as (ECDLP) or the elliptic
curve hard problem [19].

3) THE DELPHI-HELMAN ECDH ELLIPTIC CURVE
Suppose two points p. ai and p. bi lies on the elliptic curve.
The Delphi-Hellman Curve Problem (ECDH) states that if an
attacker has these two points, it is not possible to reach the
points bi (ai.p) and ai (bi.p) [18], [19].

B. CONTRIBUTION
The contributions of our work are summarized as below.
• The authentication and key exchange scheme of MAJID
ALOTAIB was analyzed and security problems pre-
sented.

• Due to the security weaknesses of protocol, a new
schema proposed to address those security problems.

• The security analysis of the protocols has been presented
and their security challenges have been represented.

A comparative analysis of the proposed protocol’s perfor-
mance, computational cost, formal and informal analysis is
presented.

C. ORGANIZATION OF THE PAPER
After a brief review of related works in the field of wireless
sensor network security, Section of the paper is as follows: we
show the drawbacks and security issues ofMAJIDALOTAIB
protocol in Section III. The proposed protocol is presented
in Section IV. The results of the security simulation of the
proposed protocol using the Scyther validation tool are given
in Section V, which shows the safety of the proposed protocol
against several attacks. Further security analysis is provided
in Section VI and the performance analysis is presented in
Section VII. Finally, the conclusions of the present article are
presented in Section VIII.

II. RELATED WORK
This section describes various authentication and key agree-
ment schemes for wireless sensor network security. Over the
years, many researchers have proposed schemes to enhance
the security of wireless sensor networks. The key manage-
ment plans and techniques that are presented in wireless
sensor networks are as follows. In 2009, for securing sensor
networks Wong et al. [20] proposed a dynamic authentica-
tion scheme that used the hash function. In the same year,
another scheme base on two-factor authentication was pre-
sented by Das [21] that provide high efficiency. However, this
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year the proposed schemes were vulnerable against the man-
in-the middle attacks, Song [22] presented the RSA based
authentication protocol. Because of the public key storage of
sensor nodes and users by this protocol, the proposed method
required a lot of storage space.

The user authentication plays a critical role and is neces-
sary for protocols in WSN environments. In 2012 to provide
this feature a password-based user authentication scheme in
hierarchical WSN proposed by Das et al. [23]. Next year,
Xue et al. [24] suggested a lightweight temporal-credential
based mutual authentication. They also claimed that the pro-
posed protocol could withstand various attacks such as stolen
smart card attacks, masquerade attacks, and replay attacks.

In the years 2014 and 2015, two teams of researchers
present their research on the security of WSN. In the first
year, Turkanovic et al. [25] provided user authentication and
key agreement protocol for heterogeneous ad hoc wireless
sensor networks and the second a secure temporal-credential
based mutual authentication and key agreement scheme with
pseudo identity for wireless sensor networks was presented
by He et al. [26].
In 2016, for a distributed cloud environment architecture,

Amin and Biswas [27] presented an authentication proto-
col using smart cards. In this scheme, the registered users
can access private information in safe conditions from all
private cloud servers. Also, they claimed that there are two
types of security flaws in Turkanovic et al.’s protocol [25]
and they have the ability to cover up these security weak-
nesses. Das et al. [28] used three-factor user authentica-
tion technique to proposed an efficient multi-gateway and
key agreement protocol for hierarchical wireless sensor
networks.

In 2017, A key exchange protocol improved by
Farash et al. [29]. they proposed a three-party password-
based authenticated key exchange schema that using
extended chaotic maps. Mohit et al. proposed an authen-
tication protocol for wireless sensor networks [30]. this
schema is based on vehicular sensor networks. the same
year, Irshad et al. [31] proposed authenticated key agreement
for multi-server architecture.in this paper, the researchers
improved the chaotic map and fixed the security vulnerabili-
ties of Tan’s schema [32]. To improve security, a Lightweight
Authentication Technique proposed for HeterogeneousWire-
less Sensor Networks [57]. Also, they review the security
issues of Kalra and Sood schemes.

In 2018, Mishra et al [33] proposed an authentication
scheme for multimedia communications and designed for
IoT environment base on WSN. This schema provides a
high efficiency. In the infrastructure that uses the wireless
sensor, there are historical security problems.to overcome
this kind of security issues Fan Wu et.al [34] proposed a
lightweight authentication scheme for WMSNs.it addresses
the common security requirements and user untraceability.
To ensure confidentiality and security in IOT, a biometric-
based authentication and key agreement protocol proposed
for wireless sensor networks [58].

Recently, researchers have introduced several important
authentication protocols and key agreements in the field of
wireless sensor network security. Shin, S., & Kwon [35]
describe the security weaknesses of Jung et al.’s scheme [36]
and proposed a lightweight authentication based on the
three-factor technique and key agreement protocol for WSN.
the proposed scheme addresses several security requirements
and uses XOR and hash functions. Naresh et al. [37] proposed
a lightweight multiple shared key agreement for wireless
sensor networks that is based on hyper elliptic curve Diffie–
Hellman. the protocol decreases keys exchange overhead and
increases the safety of the keys. a lightweight password-
authenticated key exchange proposed by González et al. [38]
for heterogeneous wireless sensor networks. they analyzed
three recently proposed 3-PAKE protocols and described the
vulnerabilities of the protocols. their novel 3-PAKE protocol
provides security features, that are provably secure, flexible
and efficient.

III. WEAKNESSES OF MAJID ALOTAIB PROTOCOL
As we all know, the nature of authentication protocols for
creating secure communication is providing secure mutual
authentication. To provide security Features and Mutual
Authentication, MAJID ALOTAIB [39] proposed key agree-
ment protocol based on symmetric cryptosystem and biomet-
ric, also, has claimed that his protocol could withstand several
security attacks. However, in this section, we demonstrate
that his protocol is vulnerable to stolen verify attacks. Also,
he clime that his protocol provides perfect forward secrecy,
but Contrary to his claim, his method does not meet the
security requirements. The details are as follows.

A. STOLEN VERIFY ATTACK
The stolen-verifier attack means that the intruder has stolen
the verifier data, long terms data. this attack allows the
attacker to access the authentication parameters or important
information stored in the server’s database, sensor, gateway
or IoT device. The provided resistance in MAJID ALOTAIB
protocol [39] is not enough and the stolen verify attack
can perform by the attacker. The proposed schema uses
the symmetric key to encrypt the messages.in the first step
of the protocol, the user should generate the symmetric
key K and he/she needed to parameters V, T1, DIDi, Regi
(K=h(Regi||DIDi||V||T1).this symmetric key generated and
shared between GWN and User. Parameter V stored in GWN
and as mentioned to the stolen-verifier attack, the attacker
can access the parameter V. Other effective parameters
(T1, DIDi, Regi) in the symmetric key generation are sent
to the unsecured channel and the attacker can access them.
So, the symmetric key between the GWN and User can be
generated by attacker. in step 4 of protocol, GWN sends the
session key to the user by message Di and this message was
encrypted by symmetric key k. Since the attacker has been
able to compute the symmetric key K in the first step, it can
capture and decrypt the message Di in the last step. finally,
the attacker can access to the session key.
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TABLE 1. Symbol Definition of the proposed protocol.

B. PERFECT FORWARD SECRECY
This feature states that if long-term parameters, including
IDs, keys and any other long parameters are disclosure under
certain conditions, there is no possibility for the attacker to
access or compute the session key. this section presentation
that the MAJID ALOTAIB protocol [39] exposing the shared
symmetric key GWN and User leads the session key at risk.
The details are as follows.

First, By exposing the symmetric key, the attacker can
achieve to parameter Regi, DIDi, V, T1 that they are
encrypted by the symmetric key and in step 4 of protocol
GWN send Di to user that is encrypted by symmetric key.
this message includes parameters DIDi, SIDn, SK, R1, T4.
with this condition, the attacker gain to the session key and
other long terms such as V, SIDn, R1.
Second, the attacker capable to generate the symmet-

ric key by having parameter V that mentioned previously,
and According to the described conditions, the attacker has
obtained parameter V.

In addition to the two significant attacks mentioned
above, there are some other weaknesses and these are as
follows.

1- the session key generated by the sensor node and trans-
mitted user by GWN. this circumstance raises security issues.

2- There is no registration phase for the sensor node in
the article, however, the article [39] states that the sensor
node and gateway share the shared symmetric key Xs and
sensor ID (SIDn).
3- Biometric has a powerful potential to provide security

and authentication mechanism but it has vulnerabilities and
is delicate to threats [40], [41].

IV. THE PROPOSED SCHEMA
In this section, we introduced our proposed protocol. The
proposed protocol consists of three-phase, two authentication
phase and password change, which we will discuss in detail
follow table 1 shows the protocol symbols.

A. USER AND GWN REGISTRATION PHASE
In this stage, User selects the identity (IDi), Password (PWi)
and a random number qi, then compute APWi.

APWi = h(qi||PWi)

FIGURE 2. Entities Registrations phases.

After computing the APWi, send it with IDi to the GWN in
secure channel. The gateway first selects a random number Zi
as soon as the parameters are received from the user. Second,
generate parameters Bi, Ci, Di.

Bi = h(IDi||APWi||Zi), Ci = h(IDi||s),

Di = h(IDi||Ci||Zi||Bi)

After generating the parameters, store them in the smart
card and send it to the user in secure channel. Also,
parameters Bi and IDi stored in GWN. Figure 2 shows the
Registrations phases of the User, GWN and Sensor.

Note that, when user received the smart card stored param-
eter qi in it.

B. SENSOR AND GWN REGISTRATION PHASE
This phase of registration, sensor and GWN exchange the
parameters as follow.

Sensor send his identity (SIDn) to GWN.in the first step
Gateway check the sensor identity if it is valid, the GWN
generate KG. Finally, GWN send the KG to the sensor and
store the parameters SIDn and KG.

KG = h(SIDn||s)
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C. KEY AGREEMENT AND AUTHENTICATION PHASE
After completing the entities’ registration steps, the authenti-
cation and key exchange phase begins. Figure 3 illustrate the
key agreement and Authentication phase.

Step 1. The user inserts the smart card in to the card reader
and enters his/her username and password. The following
values are calculated after the user enters the parameters.

APW∗i = h(PW∗i ||qi), B∗i = h(ID∗i ||APW
∗

i ||zi),

D∗i = h(ID∗i ||Ci||zi||B∗i )

These values are generated to verify the parameters that
entered by user and uses for mutual Authentication between
User node and GWN. First, smart card checked the accuracy
of the parameter D∗i . After generation the parameter D∗i ,
it compared with the value Di that stored in the smart card,
and if it is correct, the next steps are performed. The first step
after checking the correctness the values a random number ai
selected. then A1 and A2 generated by using the ai.

A1 = ai.p,A2 = ai.X

NeXT, A time stamp selected as T1 and the DIDi, A3,A4
values generated to create message for GWN.

DIDi = IDi ⊕ A2(x),

A3 = SIDi ⊕ A2(x),

A4 = EA2(Bi,SIDi,A3)

Note: A2 is a point and A2(x) selected base on ECDH as
mentioned in Basic Concept section.

Finally, the A1, A3, A4, T1 sent for GWN in insecure
channel.

Step 2. the GWN verifiers |T2 − T1| < 1T to checking
the message freshness If the confirmation fails, it stops the
session. otherwise, computes A2 and decrypts the received
message to computing the A3. To verify the received mes-
sage, the gateway compares the received value of A3 with the
A3 that computed and If correct, the work continues. After-
ward, the GWN selects a random number gi and compute the
following values.

KG = h(SIDi, s),D1 = KG⊕ A2,D2 = h(A2||SIDi||A3)

Finally, GWN forward the gi.p, D1, D2, T2 to the sensor nod
through an insecure channel.

Note: Based on ECDH, the generated value A2 by the user
is equal to the generated value A2 by the gateway. (user A2 =

ai.X = GWN A2 = s.A1)
Step 3. the sensor verifies whether |T3 − T2| < 1T is

correct of not base on the T3. If the verification does not prop,
the session aborted; otherwise, computes A2 = KG ⊕ D1,
A3 = SIDi⊕ A2(X), D∗2 = h(A2||SIDi||A3). If D∗2 6= D2, the
sensor rejects the connection. Otherwise, it goes to the next
step. Upon proving the authenticity of the GWN, the sensor
selects random number yi, computes SKs = h(A2||fi.gi.p)
and Xi = h(A3||KG). Lastly, parameters fi.p, Xi, T3 sends to
the GWN by the sensor.

Note: as mentioned in basic concept section an attacker
cannot capable to calculate fi.gi.p with values of gi.p and fi.p.
Step 4. The Gateway checks the message freshness by

computing |T4 − T3| < 1T and if it is incorrect the session
dropped, otherwise the next step taken. Authenticating the
sensor by the gateway is considered as the next step.it is
performed by computing X∗i = h(A3||KG) and compare with
the received Xi in insecure channel. If X∗i 6= Xi the GWN
aborts the connection, otherwise, Otherwise, the sensor is
an authorized entity and the gateway generate the following
values.

D4 = EA2(gi), yi = h(T4||A3),D5 = h(yi||A3)

Ultimately, the GWN sends parameters fi.p, D5, D4, T4 to the
user in insecure channel.
Step 5. After receiving the message, the User select T5 and

checks the message freshness condition |T5− T4| < 1T.
If the freshness verification does not hold, aborts the session;
otherwise, the D4 is decrypted to reach gi and to authenti-
cate the GWN, user computing yi = h(T4||A3) and D∗5 =
h(yi||A3). After calculating the values, D∗5 compare with
received D5. If D∗5 6= D5 the connection dropped and if it
is true the session key computed by user as follow.

SKu = h(A2||fi.gi.p)

D. PASSWORD CHANGE PHASE
The security protocols that use password-based authentica-
tion, an authorized user needed to be able to update the PWi,
so in this circumstance, the protocol requires a password
change mechanism. The password change steps are as fol-
lows.
Step 1. The user inserts his/her smart card and enter his/her

IDi and PWi. Then the following operation executes to gen-
erate Di and verified the entered PWI.

APWi∗i = h(PW∗i ||qi), B∗i = h(ID∗i ||APWi∗i ||zi),

D∗i = h(ID∗i ||Ci||zi||B∗i ,Di =?D∗i

Step 2. User request the password change and enter the new
PWi. After that, the APW∗∗ii , B

∗∗

i and D∗∗i values are made.
Finally, the Di∗∗ replaced instead of Di∗ and store in smart
card.

V. OFFICIAL SECURITY PROOF WITH SCYTHER
Scyther [42] is a powerful and effective tool for analyzing,
identifying potential attacks and vulnerabilities of security
protocols. These official tools automatically analyze the pro-
tocol and scrutinize its behavior against most possible attacks.
Researchers have used this tool to prove the security of their
proposed methods [59], [60]. Figure 4 shows the output of the
scyther proposed protocol review. Niagree’s feature ensures
that the parties to the communication are assured that the
messages are transmitted securely and in the correct order
between them. Also, this feature ensures that the transmitted
message between the parties unable to decrypt and resubmit.
The Alive feature ensures that the protocol steps are approved
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FIGURE 3. Key agreement and Authentication phase.
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FIGURE 4. The results of analyzing the proposed protocol using the
SCYTHER tool.

by the parties to the communication. The Weakagree feature
ensures that there is no possibility for attacker to performing
an impersonation attack.

VI. INFORMAL SECURITY ANALYSIS OF THE PROPOSED
PROTOCOL
A. SECURE AGAINST THE REPLY ATTACK
Due to the use of timestamps in the proposed protocol as well
as the random numbers, the attacker can not be able to send
duplicate messages. Suppose that the adversary eavesdrops
a message and try to send it again in a different session, But
there are two obstacles for the attacker, time stamp that checks
every step and random number for every entity. timestamp
helps to check the freshness of messages and random num-
bers made unique values for every session.

B. SECURE AGAINST THE DOS ATTACK
An attacker with this kind of attack trying to send messages
frequently and sequentially and his/her aim is that deactivate
the server. In the proposed protocol, if the attacker repeats
messages that are transmitted over the public and unsecured
channel and sends a large number of the messages to the

server sequentially, Because of the random numbers as well
as the time stamp in the protocol, the message recipient
recognizes duplicate messages and drop the connection.

C. SECURE AGAINST KNOWN-SESSION-SPECIFIC
TEMPORARY INFORMATION ATTACK
Since at the registration stage, the user does not explicitly And
sends it to the server in the form of APWi = h(qi || PWi),
so even if a personal attacker is inside the server, there is no
possibility of an internal attack.

D. SECURE AGAINST THE STOLEN VERIFY ATTACK
The attack assumes that if the attacker is able to access the
parameters stored in memory, he/she can not be possible to
access the session key. In the proposed method, if the attacker
can access the parameters stored in the gateway, he/she cannot
access the session key and the symmetric key. Suppose that
under certain circumstances the attacker was able to access
the parameters stored in the gateway (Bi,Ci,Di). As can be
seen in the proposed schema, the session key and the symmet-
ric key are generated based on the ECDH technique. It also
requires parameters gi, fi and A2 to generate keys, which are
random numbers and variable parameters, most importantly
they are not stored in any entities.

E. PROVIDE SECURITY CONDITION FOR SESSION KEY
This security requirement states that only the session key
generating party must be able to access it. the attacker can
not be able to access the session key through the public key
and the parameters exchanged on the public channel. there
is no possibility for the attacker to gain the session key. For
example, session key equation is SK= h(A2||fi.gi.p) and gi.p,
fi,p are sent in an unsecure channel. Base on the ECDH that
mention in basic concept section, the attacker can not be able
to computing or achieving the session key.

F. PERFECT FORWARD SECRECY
The proposed protocol uses elliptic curve cryptography and
ECDH theorem. parameter A2 is used to generating the
symmetric key and for generating the A2, a random number
is used.so the symmetric key is unique for every session a
completely different. also, this unique feature is considered
for the session key. The proposed protocol uses the parameter
gi, fi, and A2 to generate session key. Parameters gi and fi are
the random numbers and as mentioned A2 is completely dif-
ferent for each session.so the random numbers and A2 made
the session key unique for each session. But the significant
point is that, if the attacker can access the long term of the
proposed protocol such as the GWN secret key there is no
way to achieving the session key. this is because of the ECDH
features and random number fi, gi that mentioned before.

G. SECURE AGAINST EXPOSING THE RANDOM
PARAMETERS
The assumption in this type of attack is that if the random
parameters disclosure and reach the attacker. He/she should
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not be able to achieve the established session key between
the parties. Suppose that all the random parameters in the
protocol are exposed. Since parameter A2 is used to generate
the session key and it is made from the secret key of the user,
even with exposing the random parameters of the protocol,
it is impossible to access the session key.

H. SECURE AGAINST OFFLINE PASSWORD GUESSING
ATTACKS:
Assume that the adversary Obtained under certain condi-
tions access to the user’s smart card and retrieves < Di,
Ci, Bi, zi > from the memory of the smart card. there
is no possibility for an attacker to guessing the APWi,
because a random number chose to generate the APWi and
this parameter is used for generating the Bi, Di. Therefore,
the proposed protocol can withstand the password guessing
attacks.

I. SECURE AGAINST MAN-IN-THE-MIDDLE ATTACKS:
In this attack, the attacker secretly intercepts, relays a mes-
sage or alters the communication between two entities. In the
proposed protocol, an efficient mutual authentication mech-
anism, ECDH based authentication and symmetric cryptog-
raphy based on ECDH is considered. In the first handshake
of protocol if an attacker wants to performMan-in-the-middle
attacks needed to accesses the A1, A2 and the symmetric key.
To generate the A1 and A2 the attacker requires the random
number ai and user private key (X), these parameters are
completely secret for user and attacker can not access them.
Also, to achieving the symmetric key needed to generate
A2 because the symmetric key generated based on ECDH.
Finally, in the proposed protocol There are no conditions for
the Man-in-the-middle attack.

VII. PERFORMANCE ANALYZE
This section evaluated the proposed protocol and other
related protocols, also they compared base on secu-
rity feature and computation. The evaluation results are
reported to present the security feature of the proposed
protocol.

A. SECURITY AND FUNCTIONALITY COMPARISON
this section is presented to compare the proposed protocol
with other protocols. For this purpose security attacks and
functionality requirements are shown in Table 2. As seen
in table 2,the proptocol in [39], [45], [49], [34], [55] are
vulnerable to Stolen verify attack and protocol in [51], [56]
are suffer from Impersonation attack.

Furthermore, the protocols in [56], [39] do not provide
perfect forward secrecy features. while the proposed scheme
is more efficient and provides an important security feature
in WSN environment.

B. COMPUTATIONAL COST COMPARISON
In this part of the performance analysis section, we compare
the proposed protocol schema computation cost with other

TABLE 2. Comparison of the proposed protocol with other related ones.

TABLE 3. Time required for various operations.

protocols. The registration and password change phases are
not performed frequently, so the cost of login and authentica-
tion phases focused and compared. Also, the execution time
of XOR operation is negligible and we do not consider it for
computation cost. to comfort analysis, the symbols are used.
The computation time for each cryptographic operation and
the notations are mentioned in Table 3 [54].

We compared the proposed schema with other rated proto-
cols. As can be noticed, the computation time of our protocol
is less among all existing schemes.

The incurs computation cost of our scheme for login
and authentication phases is 13Th+5TECC+3Tsym =

0.10646 seconds. Table 4 and Figure 5 show the efficiency
of our proposed scheme in the field of computation cost
against the related protocols. The performance comparison
illustrates that the proposed protocol takes lower computation
and provides complete security. Also, to describe the commu-
nication cost, table 5 shows the handshakes and the number
of bits per message. The communication cost of sending
identity is considered to be 160 bits, the timestamp is 32 bits,
encryption/decryption operations are 128 bits, elliptic curve
point multiplication is 320 bits, the realm is 32 bits, and a
random number and output hash function are 32 and 160 bits,
respectively.
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TABLE 4. Computation comparison during the login and authentication
phases.

TABLE 5. Communication cost.

FIGURE 5. Computation comparison during the login and authentication
phases.

VIII. CONCLUSION
In this paper, we have analyzed the security draw-
backs of MAJED ALOTAIBI symmetric cryptosystem and
Biometric-Based Anonymous User Authentication and key
agreement protocol. We have identified the vulnerabilities of
MAJED ALOTAIBI scheme to Stolen verify attack, imper-
sonation attack, session key security issues, no registration
phase for sensor and biometric vulnerability. Furthermore,
to addresses the vulnerabilities and create secure communi-
cation with authorized entities, we have proposed an ECDH

based authentication and key agreement protocol for WSN
infrastructure. the proposed protocol supports the dynamic
node addition in WSN environments and uses strong ECDH
technique to generate unique symmetric key and session
key for each session. Using the informal analysis to prove
that the proposed protocol performs mutual authentication
and other security features. In addition, we have a formal
security analysis and use the Scyther tool to demonstrate that
the proposed schema is secure against the severe attacks.
the Scyther analysis consists of three-part Niagree’s feature,
Alive feature and Weakagree feature. totally, our proposed
protocol performance is more efficient than other related
presented protocols and supports extra security attributes.
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