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ABSTRACT When the radio communication of an armed squad fighting in a jungle is interfered with by
enemy’s radio jamming equipment and their command and intelligence cannot be transmitted and exchanged,
are there any other communication methods that can be used to solve such an emergency and covert
communication problem? Focusing on this problem, a camouflage covert communication method (CCCM)
in air is proposed by imitating cricket’s sound. As well-known, there exist all kinds of animals’ sounds in
the jungle; however, hearing these animals’ sounds, people generally considers them as background noise
and ignores them. Based on this fact, the proposed CCCM uses the cricket’s sound as the carrier wave,
imitates the features of the cricket’s call sequence to construct the camouflage communication sequence, and
utilizes the time interval (TI) between two adjacent pulses to encode information. Meanwhile, other animals’
sound is superimposed to the camouflage communication sequence to improve the camouflage ability of the
generated communication sequence. Experimental results are provided to demonstrate the performance of
the proposed CCCM.

INDEX TERMS Covert communication in air, bionic communication, animals’ sound, cricket’s call pulse.

I. INTRODUCTION
Wireless covert communication plays an important role in
many fields, especially in military communications. Cur-
rently, radio waves are the most common choice for wireless
communications, given their many advantages, such as long
range and high speed etc.. However, with the development of
radio interference technology, many advanced broadband and
small-size radio jamming systems have been developed and
they can effectively interfere with the radio communication
process in broad frequency bandwidth for a certain purpose,
which poses serious challenge to effective battlefield radio
communication [1].

Consider one scenario, where an armed squad is fighting
in a jungle, and the enemy uses a number of radio jamming
devices to interfere with the communication process of the
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squad, resulting in that the military command and intelli-
gence cannot be transmitted and exchanged among the squad
members. Under such a dangerous situation, are there any
other communication methods that can be used to solve this
communication problem?

Taking this scenario as an example, in some emergency
situations where radio communication is interfered or radio
silence is required, a communication method that can replace
radio communication is needed to transmit some brief and
necessary command and intelligence among the squad mem-
bers. It does not need a high communication rate but it needs
to have strong camouflage ability so that it cannot be found
by enemies.

As well-known, apart from radio waves, acoustic waves are
also an effective carrier for information transmission. There
have been many studies about acoustic wave based covert
communication [2]-[5], and they can roughly be divided into
two categories, depending on whether human beings can hear
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the transmission or not. In the first category [2]-[4], the near
ultrasonic frequency range (outside the human audible fre-
quency range) is used. Since people cannot hear ultrasound,
using ultrasound as a communication carrier has concealment
ability. However, because the fading rate of acoustic waves
increases with the increase of their frequency, the commu-
nication distance of such a covert acoustic system is rather
limited and generally less than 20m, and these experiments
were performed indoors. Different from the first category
of studies, to achieve covert communication, in the second
category [5], audible sound waves are used in some specific
conditions and surroundings (e.g. the transmission of infor-
mation is initiated at night after the staff leave the office). The
application scenario is also indoor and the communication
distance generally less than 10m.

More importantly, these researches mentioned above use
artificial signals (such as continuous wave (CW), linear fre-
quency modulation (LFM) etc.) as the communication carrier
wave. Since these signals generally have distinct features [6],
it is very easy for them to be detected and classified by
enemy’s reconnaissance system.

In addition, there are many researches [7]-[14] on biolog-
ically inspired covert communication in the field of under-
water communication. For example, Liu et al. [8] used the
original whistle and click of a dolphin as the communi-
cation synchronization code and information code, respec-
tively. They modulated the communication information in
the time difference between clicks, and constructed a dis-
guised communication code sequence like a dolphin-like
calling sequence. With a communication distance of 2 km,
a communication rate of 37 bit/s and a communication
BER of 10™* were achieved in experiments on the lake.
Liu et al. [9] also developed a covert communication method
using high-energy whale sound to cover Direct Sequence
Spread Spectrum (DSSS) signals from the perspective of
energy masking. Through simulation, a communication BER
of 2 x 10~* is achieved under the condition of a communica-
tion distance of 40 km. Jia et al. [10] also proposed a bionic
camouflage underwater acoustic communication method; this
method uses the sea lion sound as carrier and the modulation
is conducted on the main energy area of the click. Combined
with the passive time reversal mirror technique, the feasibil-
ity of communication was verified in a 45 m pool. And in
previous research [11], we have also proposed a method on
bio-inspired steganography for secure underwater acoustic
communications by constructing the communication trains
using original whale call pulses.

Based on the above discussions, in this paper, a camouflage
covert communication method (CCCM) in air is proposed by
imitating the sound of some animals. As an example, again
we consider the communication scenario for a jungle battle-
field to show the principle of the proposed CCCM, although
it is obviously not limited to this scenario. There exist all
kinds of animal sounds in the jungle and generally, hearing
these sounds, people regard them as surroundings noise and
ignore them most of the time. Based on this observation,
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the proposed CCCM uses animal sound as the communi-
cation carrier wave and simultaneously imitates the feature
of the animal call sequence to construct the communication
sequence. In this way, covert communication is achieved
through the camouflaged sound.

To ensure good camouflage ability and feasibility of com-
munication, the selected animals and their sound need to
meet these requirements: 1) they are ubiquitous in the natural
environment; 2) they are small and difficult to be found;
3) they have low frequency distribution for long range com-
munication; 4) they have suitable features for communica-
tion encoding. After considering these factors, in this paper,
we choose the cricket’s call pulses sequence [15], [16] to
serve as the target of imitation. Furthermore, the original
call pulses are used as communication codes, and the time
interval (TI) between two adjacent pulses is utilized to encode
communication information. At the same time, other animals’
sound is superimposed to the camouflage communication
sequence to improve the camouflage ability of the commu-
nication sequence. The proposed CCCM has the following
advantages:

(1) Since the original animals’ call pulses are used as com-
munication codes and the TI between two adjacent call pulses
is imitated to encode communication information, the time-
domain, frequency-domain, time-frequency and TI features
of the original call pulse sequence are inherited and thus an
attractive camouflage performance can be achieved.

(2) As the frequency distribution of selected animals’
sound is lower than ultrasonic waves, a longer communica-
tion distance can be realized.

(3) The proposed CCCM can also be applied to other
scenarios, such as intelligence covert exchange among
spies, covert transmission of military airfield monitoring
information etc.

Il. CAMOUFLAGE COMMUNICATION ENCODING/
DECODING AND EXAMPLES

The key to the proposed CCCM is to keep the communica-
tion signal as close as possible to the animal’s original call
signal. In this section, we will first give an analysis about the
features of the cricket’s call pulses. Then we will introduce
the principle and process of encoding method which can
inherit these original features as much as possible. Then we
will introduce the principle and process of decoding. Finally,
we will summarize the methods we used to increase the
camouflage ability.

A. FEATURES AND EXTRACTION OF THE

CRICKET's CALL PLUSES

We performed a statistical analysis of the original
high-quality call pulse sequence [17]. We found that these
call pulse sequence is composed of many call pluses. The
time-frequency spectrum (TFS) and waveform of the original
sound of crickets are respectively shown in Figure 1(a)(b).
And the TT between two adjacent call pulses is not fixed.
Note that in this paper the TI is defined as the time difference
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FIGURE 1. The features and extraction process of a segment of cricket's
call pulse sequence.

between the end of the previous call pulse and the start of
the next call pulse. And the characteristics of cricket’s call
pluses sequence are closely related to its species, behavior,
time and surrounding, therefore it’s extremely rich. More
importantly, when multiple crickets call at the same time,
the call pluses will overlap with each other, resulting in
more diverse distribution of the TI between two adjacent call
pulses.

Then, based on the short-term energy spectrum
(STES) [18] of each call pulse, the call pulses is extracted to
construct a call pulse database (CPD), which provides com-
munication codes for subsequent camouflage covert commu-
nication encoding method. An example of two extracted call
pulses is shown in Fig. 1(c).

B. CAMOUFLAGE COMMUNICATION ENCODING METHOD
Since the distribution of the TI between two adjacent call
pulses in the true cricket’s call pulse sequence is diversiform,
and the characteristics of TI is difficult to be determined,
we use the TI to encode the communication information.
Generally, the communication frame is the most basic unit
carrying communication information; therefore, the camou-
flage communication encoding method will be realized based
on the communication frame. In the next, to ensure the
effectiveness of communication and the camouflage ability of
the communication pulses sequence, a novel communication
frame is designed as shown in Fig.2 (a).

One communication frame consists of one synchronization
code (SC) and multiple information codes (ICs). To make the
effective communication pulse (ECP) sequence as similar as
possible to the original call pulses sequence, each IC consists
of a single original call pulse; to distinguish the SC from the
IC, two adjacent call pulses with no TI are used to serve as
one SC, which means that the SC has a wider pulse-width
and higher energy than the IC. It is worth mentioning that
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when multiple crickets call at the same time, there are two
adjacent pulses with no TI in the true cricket’s pulse sequence.
The number (K) of ICs in one communication frame can be
set according to the requirements of each application. In a
communication frame, the SC is used as a timing reference
(frame header) and 7y, 17, - - - , Tx are the TIs between two
adjacent call pulses (Fig. 2(a)). Assume that each TI can
encode 7 bits of communication information. In detail, if 7z
satisfy:

m-Tp <t <(m+1)-Tg @))

where 1, k=1, 2, ..., K is the k-th TI in a communication
frame, T is the unit time, and the decimal value correspond-
ing to the n bits communication information is equal to m,
where m is a positive integer and m is smaller than 2". For
example, if n is 2 and when m is O (corresponding to case 1
(#0) in Fig. 2(b)), the decimal value corresponding to the
2 bits communication information is equal to 0, and the cor-
responding information is ‘00’; when m is 3 (corresponding
to case 4 (#3) in Fig. 2(b)), the decimal value corresponding
to the 2 bits communication information is equal to 3, and
the corresponding information is ‘11°. Generally, in order to
maximize the detection tolerance during decoding, tx in the
communication transmitter is set to satisfy:

tkzm-TR+TR/2 2)

And the mathematical expression of the encoded commu-
nication frame is:

Ps(t) O0<t<Lg
sit) =Pt —D;) Di<t<D;+ Ly 3)
0 else

where s;(¢) is the j-th communication frame, Pg(t) is the SC,
Pig(t) is the g-th IC, D; is the offset of the i-th IC. The
expression of D; is:

i—1 i
Di=Ls+) Lig+ Y 7 &)
g=0 g=0

where Lg is the pulse width of the SC, Ly is the pulse width
of the g-th IC, 7, is the width of the g-th TL

In order to improve the camouflage ability of the con-
structed ECP sequence, we mix some other surrounding
noises (OSNs) into the ECP sequence to further mimic the
sound in the jungle. The OSN is determined according to the
communication environment. Generally, other animal sounds
in the environment are selected as the OSN. And the energy
of the OSN is also determined based on the energy of other
animal sounds in the actual environment. When the sounds of
other animals in the actual environment are strong, the energy
of the OSN can be reduced. When the sounds of other animals
in the actual environment are weak, the energy of the OSN can
be appropriately increased. When there are no other animal
sounds in the actual environment, we can also not add OSN,
of course, this situation is less likely to occur in the jungle.
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FIGURE 2. The camouflage communication encoding/decoding principles.

Please note that, in order to avoid affecting the ECP
sequence and the decoding result and bit error rate (BER),
the TFSs of OSN added into the ECP sequence are suggested
not to overlap with the TFS of the ECP sequence, which is

C. ENCODING PROCESS

Based on the above proposed encoding method, the entire
encoding process can be summarized as follows.

convenient for the communication receiver to filter out the
OSN through a band-pass filter.

In order to explain the encoding method more clearly,
we take a segment of communication signal from the exper-
iment as an example. In this example, to match the feature
of the true call sequence of crickets selected in this paper,
Tr, n and K are set to 4ms, 1 and 8, respectively. The seg-
ment of communication signal is encoded based on the cam-
ouflage covert communication encoding principle described
above and its waveform and TFS is given in Fig. 2(c).
Bird call sequence whose TFS does not overlap with the
TFS of the ECP sequence is used as OSN. The TFS of
OSN pulse sequence and the TFS of the camouflage com-
munication pulse sequence mixed with OSN is also shown
in Fig. 2(c).
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S1: According to the features of the original call pulse
sequence, set suitable T, n and K for high camouflage
ability of the constructed communication frame.
Group binary communication information to be
encoded by taking n bits as a group. For example,
assume that the binary communication information to
be encoded is ‘10001101’ and 7 is 2, the binary commu-
nication information ‘10001101° can be grouped into
four groups, namely ‘10°, ‘00°, ‘11’ and ‘01°.
Accordingto (2) tx = m-Tr+Tr / 2, set the value of 7
corresponding to each group of binary communication

S2:

S3:

information.
S4: Generate one SC, and then generate K ICs in
order according to the required TIs: 71, 72, - - , Tg.

Before generating the next communication frame,
keep one protection TIL: 7, between the last IC of
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last communication frame and the SC of the next
communication frame. Then, an ECP sequence is com-
pleted.

S5: Generate OSN pulse sequence, and then superimpose
the OSN pulse sequence into the ECP sequence to gen-
erate the camouflage communication pulse sequence.

D. COMMUNICATION DECODING METHOD

At the receiver, the received communication pulses sequence
is filtered by spectral subtraction filtering technology and one
band-pass filter in order to remove the background noise and
OSN, and then the ECP sequence is extracted. Next, the ECP
sequence affected by the communication channel is equal-
ized and compensated depending on the channel equalization
method. Finally, the communication pulse sequence prepro-
cessed by the filter and the channel equalization method is
obtained and one part is shown in Fig. 2(d). To focus on
the encoding and decoding process in this section, details of
the band-pass filter and the channel equalization method are
described in Section-III.

In the decoding process, to effectively distinguish the SC
and the IC, and therefore correctly identify the TI between
adjacent communication codes, the short-term energy spec-
trum (STES) of the communication pulses sequence is uti-
lized. The STES of the communication pulses sequence is

mT+N

Em)= Y %n)y 5

n=mT

where N is the window length and T is the frame shift, x(n) is
the communication pulse sequence after filtering and equal-
ization processing, E(m) is the STES of the communication
code sequence.

The STES of the communication pulse sequence corre-
sponds to the “specific example” mentioned in Section II-B
is calculated (N is set to be the time corresponding to
128 sampling periods, and T is set to be the time correspond-
ing to 16 sampling periods, which is determined through
multiple experiments) and one part is shown in Fig. 2(d).
At different sampling rates, the values of N and T are differ-
ent. And the values of N and T are usually small, in this way
the STES can clearly represent the envelope of the communi-
cation pulses sequence. It can be seen clearly in Fig.2(d) that
the SCs and ICs have higher energy than the TIs. It means
that the communication codes (SC and IC) and the TI can
be distinguished by the energy threshold (ET), the energy
of communication codes is higher than ET and the energy
of the TI is lower than ET. And the value of ET can be
determined according to the STES of a specific communica-
tion pulses sequence transmit before formal communication.
Meanwhile, the SC is wider than the IC, so SC and IC can be
distinguished according to their duration.

It means that the SC and the IC, and then the TI can
be located and distinguished accurately based on these dif-
ferences. For example, the SCs are identified by the red
rectangle and the ICs by the green rectangle in Fig. 2 (d).
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Finally, the TIs: 71, 72, --- , Tk can be calculated and the
communication information is decoded exactly.

It is noteworthy that owing to relatively small energy at
the connection point of two call pulses, there is a trough in
the middle of the STES of the SC. Occasionally, this trough
may be lower than ET (please see the Q point in Fig. 2(d)),
and thus may result in that one SC is wrongly recognized
as two ICs and one pseudo TI (PTI). To solve this problem,
a decision strategy is designed. More specifically, according
to the construction principle of the SC, the PTI is always far
smaller than Tg/2, and thus we can utilize this condition to
identify the SC correctly. As a result, when the PTI is smaller
than Tg/2, the trough is ignored.

Based on the decoding principle proposed above, the entire
decoding process can be described as follows.

S1: Filter out background noise and OSN by Spectral Sub-
traction and band-pass filter, and then equalize the
extracted ECP sequence.

S2: Calculate the STES of the equalized ECP sequence.

S3: Locate the communication codes in the ECP sequence
according to the principle that if the energy is higher
than the ET in STES, the corresponding part of the
signal is considered to be the communication pulse, and
otherwise, it is considered as the TI.

S4: Distinguish the SC and the IC in the communication
codes through the pulse-width differences between the
SC and the IC (see Fig. 2(d)).

S5: Calculate the TI and decode the information accord-
ing to the encoding principle. For the “specific
example”, the decoded information in Fig.2 (d) is
‘000010071,

E. SUMMARY OF CAMOUFLAGE ABILITY

Based on the camouflage encoding principle designed above,
we summary the camouflage ability of the communication
pulses sequence from the following four aspects:

» Because the true call pulses of crickets are used as
the communication codes, the time-domain waveform,
frequency-domain distribution, time-frequency distri-
bution of all camouflage communication codes are the
same as those of the true call pulses of crickets, which
means that the communication codes inherit all features
of crickets’ call pulses.

» Since the TI between the crickets’ call pulses is not
fixed and the distribution of the TI is diverse, with no
obvious regularity. The TI between two adjacent com-
munication pulses is used to encode communication
information, which makes the communication pulses
sequence very similar to the true call pulses sequence
of crickets.

» Because the TI between two adjacent communication
codes is calculated based on the STES, almost all call
pulses can be used as communication codes since the
STESs only depend on the short-term energy value
and duration of call pulse. Therefore, the diversity of

VOLUME 8, 2020



J. Jiang et al.: Camouflage Covert Communication in Air by Imitating Cricket's Sound

IEEE Access

communication codes can well inherit the diversity of
the true call pulses of crickets.

» According the surrounding environment, appropriate
OSNs whose TFS does not overlap with the TFS of
the ECP sequence can be added into the ECP sequence
to make the communication signal closer to the sound
in the real environment, thereby further improving the
camouflage ability of the ECP sequence.

Ill. CHANNEL EQUALIZATION

In order to effectively suppress the effect of channel on com-
munication signals, a channel equalization approach based
on the space diversity/combination [19] and Short-Time nor-
malization (STN) technology are developed. In this section,
we will introduce these anti-fading technology used in this

paper.
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FIGURE 3. Principle and performance of channel equalization.

First, in order to achieve space diversity, multiple acoustic
sensors are positioned with a distance among themselves.
To ensure independent channels between the transmitter and
different receiving acoustic sensors (see Fig. 3(b) and (c)),
the distance is set to be larger than half wavelength of
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the communication signals, which is easy to implement in
practice.

Second, since these received communication pulses
sequences from different acoustic sensors have different sig-
nal fading owing to multiple independent diversity channels,
the fading probability of output signals is greatly reduced
after these received ECP sequences are combined construc-
tively. To have a low computational load and adequate perfor-
mance, the Equal Gain Combining (EGC) approach [20], [21]
is employed to combine the multichannel signals. It can been
seen in Fig. 3(d) that the signal fading of the combined
ECP sequence is greatly reduced and the signal to noise
ratio (SNR) is significantly increased.

Although the SNR of the combined ECP sequence is
greatly improved, its signal envelope amplitude is still fluc-
tuant; as a result, the STES of communication codes with
different signal envelope amplitudes will have large differ-
ences with each other. Under such conditions, if we use
a constant ET to calculate the TI, it will lead to a large
error. In order to solve this problem, a novel approach called
Short-Time Normalization (STN) is developed. Considering
that the fluctuation of the channel satisfies the short-term
stationarity condition, in a short-time rectangular window
(STRW), the envelope amplitude of communication pulses
sequence is almost constant. Based on this, we can normalize
the signal in a STRW, so that the envelope of the processed
signal can be kept constant. To avoid signal phase transition
between two adjacent communication codes, sliding STRW
is adopted. That is, in each STRW, only the center sampling
point is normalized, and then the STRW is shifted backward
by one sampling period to normalize the next sampling point.
And the STN approach has the following two steps:

1) Assume the combined ECP sequence contains Z sam-
pling points, represented by x(n), n=1, 2, --- , Z. Then, for
each sampling point, a STRW which is represented by w,(m)
with the width of 2¢g+1 (q is a positive integer, so 2g+1 is
an odd) sampling periods is applied with the considered
sampling point at the center of the window. In particular,
the STRW corresponding to the first q sampling points is a
rectangular window covering the first 2q sampling points, and
similarly, the STRWSs corresponding to the last q sampling
points are a rectangular window covering the last 2q sampling
points. More specifically, the expression for w,(m) is

I, O< 2
Wlim) = 0 els’: - 1<q
1, —
wp(m) = 0 leeq <m=<ntq g<n<N-q
I, N-2 N
Wa(m) = =M= 1sNq
0, else

n=1,23,...N (6)

where w;,(m) is the STRW, ¢ is a positive integer and 2q+1 is
the width of the STRW.
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FIGURE 4. The experimental system.

2) R(n) is the maximum value in each STRW and can be
expressed as

R(n) = max{x(n) x wu(m)} @)

Then, normalizing each sampling point by R(n) according to
the formula:

x(n) = x(n) /R(n) (®)

where x(n) is the normalized signal.

Fig. 3(e) shows the principle of the STN. Because there
are too many sampling points in the real waveform, which
cannot be clearly displayed, we use a schematic diagram to
represent the communication pulse sequence. So that the rela-
tionship between the communication pulses and the sampling
points and the STRW can be displayed more clearly. Each
communication pulse is represented by 6 sampling points,
and there are three communication pulses in Fig. 3(e). Since
the pulses and the TIs need to be distinguished correctly
through their energy difference during the decoding process,
the relative amplitude characteristics of the pulses and TIs
must be preserved during the STN. The STN is equivalent
to using the relative amplitude to represent the signal in the
STRW, so the STRW must contain one complete pulse and TI.
In this way, the relative amplitude characteristics of a single
pulse and TI are preserved.

Based on the above analysis, since the pulse-width of the
communication pulse is set to 14ms, considering the maximal
TI is equal to 6ms, the width of the STRW is set to the
number of sampling points corresponding to 20ms in this

paper.
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IV. EXPERIMENT

Experiments are designed to verify the effectiveness and the
camouflage ability of the proposed CCCM. In this section,
we will introduce these experiments and the results obtained
from these experiments.

A. FEASIBILITY OF COMMUNICATION

In order to examine the effectiveness of the proposed method,
the greensward and the jungle were chosen as the experi-
mental scenarios respectively and the experiment system is
shown in Fig. 4. An Alpha 3-8 loudspeaker with a versatile
operating bandwidth from 150Hz to 20kHz, was used as the
acoustic source. A SPUO410LR5H-QB microphone with a
usable frequency range from 100Hz to 80kHz, was adopted
as the acoustic sensor. And the distance between the two
receivers is 30 cm (approximately the width of the helmet).
It is worth mentioning that in order to make the communica-
tion equipment concealed, the loudspeaker, microphones and
other electronic components we choose have the character-
istics of small size and low power. Based on the encoding
process given in Section-1I-C, the parameters n, T and k
were set to 1, 4ms and 8, respectively. Because the length
of TI between communication codes is used to carry com-
munication bits, the communication data rate is not fixed,
and the average communication data rate is about 46.9bit/s
according to the encoding principle proposed in Section-1I-B.
It is worth noting that the communication data rate is directly
related to the camouflage concealment performance. In this
experiment, the appropriate n, T, and k were selected to
make the constructed communication pulse sequence closest
to the true cricket’s call pulse sequence, which ensured strong
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FIGURE 5. BER performance at different SNRs and communication distances.

camouflage concealment performance, but the communica-
tion data rate was limited.

In Section I we have demonstrated the feasibility of the
encoding and decoding process with an example. Then we
will measure the communication BER through two experi-
ments to further verify the feasibility of this communication
method. In the first experiment, the communication distance
is set to 30m, and the communication BER is examined when
the SNR in the communication receiver varies from —10dB
to 10dB. It can be seen from Fig. 5(a) that the BER in the
greensward is superior to one in the jungle, which is because
that the acoustic channel in the jungle is more complex than
the one in the greensward. Moreover, even if the SNR is
as low as —10dB, the proposed CCCM can still achieve a
BER of 6 x 1073 and 5 x 1073 in jungle and greensward,
respectively. Meanwhile, with the increase of SNR, the BER
decreases gradually, and the difference between the two sce-
narios gets smaller. When the SNR is higher than 5dB, the
BER is better than 1073,

In the second experiment, the SNR is fixed to 5dB, and the
BER is examined when the communication distance varies
from 20m to 80m. As shown in Fig. 5(b), the BER in the
greensward is lower than the one in the jungle. When the com-
munication distance is 70m, the BER is still lower than 10-2,
which is a very promising result for jungle communication.

It can be seen from the results of these two experiments
that within 70m distance and under different SNR, commu-
nication experiments in the jungle and grassland have a low
BER. It shows that the CCCM proposed in this paper has good
effectiveness and can convey concise instructions in similar
scenarios presented in the INTRODUCTION.

B. CAMOUFLAGE ABILITY OF COMMUNICATION
In the third experiment, we demonstrate the camouflage abil-
ity of the proposed CCCM from two aspects: human auditory
perception and machine learning classification (see Fig. 6).
First, the human auditory perception is used through
online survey. We produced twenty seconds long communi-
cation code sequence based on the proposed communication
encoding principle and then a sample sound of the same
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FIGURE 6. Test results for the camouflage ability.

length from the original cricket’s call pulse sequence was
taken. Then, through the form of a questionnaire survey,
we send these two samples of sounds to our respondents, and
invited them to listen to them and then answer the following
two questions: 1) Can you distinguish these two sounds?
2) Would you feel strange to hear them in the jungle? A total
of 240 respondents from different occupations (including
veterans, professors, doctors and students) participated in this
survey. The human auditory perception results are shown
in Fig. 6(a). It can be seen that 75.8% of people cannot dis-
tinguish these two pieces of sounds; 24.2% of them can hear
the difference between these two pieces of sounds; however,
98.3% of them pointed out that only the birds’ sounds were
different in the two pieces of sounds; in other words, 99.6%
of people are unaware of the difference between ECP and true
call pulse sequence of crickets in these two pieces of sounds.
At the same time, 92.5% of people did not feel strange if they
hear these two pieces of sounds in the jungle. The human
auditory perception results demonstrate that the designed
camouflage communication code sequence achieves a very
attractive camouflage performance.
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Second, machine learning classification is applied through
the classical signal classification method (CSCM) based on
the advanced neural network [22], [23]. Because there is no
obvious regularity of the TI in cricket’s call pulse sequences,
and multiple crickets’ sounds may be superimposed, this will
make it more difficult to grasp the law of the TI in cricket’s
call pulse sequences. Therefore, here we only classify it with
the traditional communication pulse based on the character-
istics of the cricket’s call pulse, regardless of the TI. Three
kinds of signals, namely cricket’s call pulses and conventional
communication codes (CW pulses and LFM pulses) were
recognized and classified by the CSCM. We first utilized the
fifth-order polynomial p(¢) to fit the ridge of the TFS of the
three kinds of pulses.

(1) = ap + a1t + axt®> + ast® + agt* +ast® e (9)

And then the five coefficients ag, a1, a2, az, a4, as and
residual error e of the fifth-order polynomial were used as
feature parameters to train the CSCM. Afterwards, 400 CW,
400 LFM and 400 cricket’s call pulses were separately used
to train the CSCM. Then, the trained CSCM was used to
recognize and classify 300 communication codes, 300 CW
pulses and 300 LFM pulses, respectively. It can be seen from
Fig. 6(b) that the communication codes were classified as the
cricket’s call pulses with 100% probability, and the correct
recognition rates of LFM and CW pulses were 91% and
93.7%, respectively. These classification results demonstrate
that the designed communication codes have excellent cam-
ouflage ability.

V. DISCUSSION

Although we have realized communication using cricket’s
call pulses sequence as communication carriers, there are still
many issues that need to be discussed.

Firstly, there are as many as 2500 types of crickets known
all over the world, the features of call pulses sequence of each
kind of cricket are different from each other, even for the
same species of cricket, living in different regions. Therefore,
it is extremely difficult to build a complete and standardized
database of cricket’s call pulse sequences for classification
and recognition of cricket’s call pulse sequences. So it is
difficult to judge whether it is a true cricket’s call pulse
sequence or a communication pulses sequence when hearing
the similar sound in the jungle. Not to mention that there are
a mass of animal calls in the jungle, which are often ignored
as background noise.

In addition, this communication method has some limita-
tions. For example, when there are true cricket’s sounds in
the surrounding environment, we cannot use the cricket’s call
pulses sequence as the communication carrier, just like the
channel conflict in the traditional communication method.
Therefore, in subsequent research, we need to design more
encoding and decoding methods that imitate the sound of
other animals. In this way, in actual application, we can select
suitable animal sound that does not exist provisionally in the
current environment as the communication carrier.
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And there are still some issues to be discussed in practical
applications. In this article, we only realized point-to-point
camouflaged covert communication to verify the feasibility
and the camouflage ability of the communication method,
but in actual application scenarios, communication between
multiple nodes is required. Therefore, in subsequent research
work, we also need to do more research on the camouflage
covert communication between multiple nodes. To achieve
camouflaged covert communication between multiple nodes,
we also need to solve many problems, such as the identifica-
tion of each node and interference between nodes, etc..

In addition, in practical applications, we may not know the
position of other players, so we need to use the omnidirec-
tional speaker to make the transmitter, so that we can ensure
that the communication pulse sequence can be received no
matter where the companion is. And there have been many
studies on omnidirectional speaker technology [24]-[26].
And in the current experiment, the effect of multipath on the
BER is slight, so we have not considered how to eliminate the
effect of multipath. In subsequent studies, we will also con-
duct experiments in more severe environments. If multipath
has a greater impact on the BER, we need to consider Time
Reversing Mirror (TRM) or other techniques to eliminate the
effect of multipath.

VI. CONCLUSION

It can be seen from the experiment results that the proposed
CCCM in this paper can be used as an emergency communi-
cation method to transfer some concise and important infor-
mation or commands when radio communication is interfered
or radio silence is required.

Based on the camouflage strategy, the proposed CCCM
in this paper uses the cricket’s sound, which exists widely
in the jungle, as the communication carrier wave, and imi-
tates the TI features among cricket’s call pulses to construct
the camouflage communication pulses sequence. Compared
with the conventional communication method based on con-
ventional artificial ultrasonic waves, the proposed CCCM
can simultaneously achieve stronger camouflage ability and
longer communication distance. This communication method
can meet the communication distance of 70 meters, and the
BER is less than 1072, And when the communication dis-
tance is 30 meters, the BER is lower than 1073, In addition,
the communication rate is about 46.9bit/s.

Moreover, the proposed CCCM is not limited to the jungle
scenario and could also be applied to other similar areas
requiring covert communication. For example, it can be
used for underwater covert communication between sub-
marines by imitating the sound of animals, covert communi-
cation between spies in the room and the outside world, and
environmental-friendly underwater target detection.

REFERENCES

[1] R. A. Poisel Poisel and A. Richard, Modern Communications Jam-
ming Principles and Techniques. Norwood, MA, USA: Artech House,
2011.

VOLUME 8, 2020



J. Jiang et al.: Camouflage Covert Communication in Air by Imitating Cricket's Sound

IEEE Access

[2]

[3]

[4]

[51

[6]

[71

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

M. Hanspach and M. Goetz, “On covert acoustical mesh networks in
air,” J. Commun., vol. 8, no. 11, pp. 758-767, 2013, doi: 10.12720/
jem.8.11.758-767.

Hanspach, M., “Recent developments in covert acoustical communica-
tions,” Econ. Lett., vol. 112, no. 2, pp. 144147, Jan. 2014.

M. Guri, Y. Solewicz, A. Daidakulov, and Y. Elovici, “MOSQUITO:
Covert ultrasonic transmissions between two air-gapped computers using
speaker-to-speaker communication,” 2018, arXiv:1803.03422. [Online].
Available: http://arxiv.org/abs/1803.03422

B. Carrara and C. Adams, “On acoustic covert channels between air-
gapped systems,” Found. Pract. Secur., vol. 8930, pp. 3—-16, Apr. 2014,
doi: 10.1007/978-3-319-17040-4_1.

J. Marszal and R. Salamon, “Distance measurement errors in silent FM-
CW sonar with matched filtering,” Metrol. Meas. Syst., vol. 19, no. 2,
pp. 321-332, Jan. 2012, doi: 10.2478/v10178-012-0027-6..

R. Diamant and L. Lampe, “Low probability of detection for under-
water acoustic communication: A review,” IEEE Access, vol. 6,
pp. 19099-19112, 2018, doi: 10.1109/ACCESS.2018.2818110.

S. Liu, G. Qiao, and A. Ismail, “Covert underwater acoustic commu-
nication using dolphin sounds,” J. Acoust. Soc. Amer., vol. 133, no. 4,
pp. EL300-EL306, Apr. 2013.

S. Liu, G. Qiao, A. Ismail, B. Liu, and L. Zhang, “Covert underwater
acoustic communication using whale noise masking on DSSS signal,” in
Proc. MTS/IEEE OCEANS, Jun. 2013, pp. 1-6.

Y. Jia, G. Liu, and L. Zhang, “Bionic camouflage underwater acoustic
communication based on sea lion sounds,” in Proc. Int. Conf. Control,
Autom. Inf. Sci. (ICCAIS), Oct. 2015, pp. 332-336.

J. Jia-jia, W. Xian-quan, D. Fa-jie, F. Xiao, Y. Han, and H. Bo, “Bio-
inspired steganography for secure underwater acoustic communications,”
IEEE Commun. Mag., vol. 56, no. 10, pp. 156-162, Oct. 2018.

S. Liu, T. Ma, G. Qiao, L. Ma, and Y. Yin, “Biologically inspired covert
underwater acoustic communication using high frequency dolphin clicks,”
in Proc. MTS/IEEE OCEANS, Sep. 2013, pp. 1-5.

S. Liu and T. Ma, “Biologically inspired covert underwater acoustic
communication by mimicking dolphin whistles,” Appl. Acoust., vol. 120,
pp. 120-128, Apr. 2017, doi: 10.1016/j.apacoust.2017.01.018.

S. Liu, M. Wang, T. Ma, G. Qiao, and M. Bilal, “Covert underwater com-
munication by camouflaging sea piling sounds,” Appl. Acoust., vol. 142,
pp. 29-35, Dec. 2018, doi: 10.1016/j.apacoust.2018.06.001.

N. Mhatre and R. Balakrishnan, “Male spacing behaviour and acous-
tic interactions in a field cricket: Implications for female mate choice,”
Animal Behav., vol. 72, no. 5, pp. 1045-1058, Nov. 2006, doi: 10.1016/
j-anbehav.2006.02.022.

K. L. Shaw and D. P. Herlihy, “Acoustic preference functions and song
variability in the hawaiian cricket laupala cerasina,” Proc. Roy. Soc. Lon-
don B, Biol. Sci., vol. 267, no. 1443, pp. 577-584, Mar. 2000, doi: 10.1098/
rspb.2000.1040.

(Jun. 2019). The Cricket Sound Data from the Macaulay Library at
the Cornell Lab of Ornithology was referenced. [Online]. Available:
https://search.macaulaylibrary.org/catalog?taxonCode=t-10526777
&view=List&mediaType=a&searchField=animals&q=Field
9%?20Crickets%20-%20Gryllus

M. Jalil, F. A. Butt, and A. Malik, “Short-time energy, magnitude,
zero crossing rate and autocorrelation measurement for discriminating
voiced and unvoiced segments of speech signals,” in Proc. Int. Conf.
Technol. Adv. Electr, Electron. Comput. Eng. (TAEECE), May 2013,
pp. 208-212.

P. Balaban and J. Salz, “Dual diversity combining and equalization in
digital cellular mobile radio,” IEEE Trans. Veh. Technol., vol. 40, no. 2,
pp. 342-354, May 1991, doi: 10.1109/25.289415.

M.-S. Alouini, S. Wu Kim, and A. Goldsmith, “RAKE reception with
maximal-ratio and equal-gain combining for DS-CDMA systems in nak-
agami fading,” in Proc. 6th Int. Conf. Univ. Pers. Commun. (ICUPC), 2017,
pp. 708-712, doi: 10.1109/ICUPC.1997.627256.

R. Annavajjala and L. B. Milstein, “Performance analysis of linear

diversity-combining schemes on Rayleigh fading channels with
binary signaling and Gaussian weighting errors,” IEEE Trans.
Wireless Commun., vol. 4, mno. 5, pp.2267-2278, Sep. 2005,

doi: 10.1109/twc.2005.853834.

C. Chin-Hsing, L. Jiann-Der, and L. Ming-Chi, “Classification of
underwater signals using wavelet transforms and neural networks,”
Math. Comput. Model., vol. 27, no. 2, pp.47-60, Jan. 1998, doi: 10.
6180/jase.2000.3.1.04.

VOLUME 8, 2020

[23] Q. Q. Huynh, L. N. Cooper, N. Intrator, and H. Shouval, “Classification
of underwater mammals using feature extraction based on time-frequency
analysis and BCM theory,” IEEE Trans. Signal Process., vol. 46, no. 5,
pp. 1202-1207, May 1998, doi: 10.1109/78.668783.

[24] T. W. Leishman, S. Rollins, and H. M. Smith, “An experimental evalu-
ation of regular polyhedron loudspeakers as omnidirectional sources of
sound,” J. Acoust. Soc. Amer., vol. 120, no. 3, pp. 1411-1422, Sep. 2006,
doi: 10.1121/1.2221552.

[25] D. C. Carp-Ciocérdia and C. Badea, “‘Achievement of an omnidirectional
sound source of high power,” Inmateh, vol. 41, no. 3, pp. 27-30, 2013.

[26] U. Sayin, P. Artis, and O. Guasch, “Realization of an omnidirectional
source of sound using parametric loudspeakers,” J. Acoust. Soc. Amer.,
vol. 134, no. 3, pp. 1899-1907, Sep. 2013, doi: 10.1121/1.4817905.

JIAJIA JIANG (Member, IEEE) was born in
Hubei, China, in 1986. He received the B.S. degree
from Hebei Normal University, in 2009, and the
M.S. and Ph.D. degrees from the State Key Lab-
) oratory of Precision Measuring Technology and
34 Instruments, Tianjin University, China, in 2014.
- Since September 2014, he has been working
i with Tianjin University. From October 2017 to
‘\*\/ )h April 2018, he was also a Visiting Research
Scholar with The University of Sheffield, U.K.
He is currently an Associate Professor with the State Key Laboratory of
Precision Measuring Technology and Instruments, Tianjin University. He is
also a Master Supervisor and a Ph.D. Supervisor with Tianjin Univer-
sity. He is also a Technology Commissioner with Tianjin Meiteng Tech-
nology Company Ltd. He has published (or been accepted) more than
50 academic articles at academic journals and international conferences,
including the IEEE Communication Magazine, the IEEE TRANSACTIONS ON
Power ELEcTRONICS, the IEEE TRANSACTIONS ON INDUSTRIAL ELECTRONICS, and
the IEEE Sensor JournaL. He holds 16 invention patents and 24 utility
model patents. His research interests include underwater acoustic detec-
tion/communication/signal processing, acoustic detection of marine, and
on-line measurement.

Dr. Jiang is a Committee Member of the Youth Working Committee of
China Instrument and Control Society. He is also a member of the IEEE
Signal Processing Society, the IEEE Communications Society, the Chinese
Society for Measurement, the Acoustical Society of China, and the China
Society of Image and Graphics. He is also a Senior Member of Academician
Workstation. He received the National Excellent Doctoral Dissertation of
China Instrument and Control Society, in 2016. He was selected as the Young
Elite Scientists Sponsorship Program by China Association for Science and
Technology (CAST), the Third Level of the 131 Innovative Talents Training
Project of Tianjin City, and the Beiyang Scholar e Young Backbone Teacher
by Tianjin University. He is a Reviewer for more than ten SCI journals,
such as the IEEE TRraNSAcTIONS ON WIRELESS CoMMUNICATION, the IEEE
CoMMUNICATIONS LETTERS, and the IEEE SiGNAL PROCESSING LETTER.

JUNYU XU received the B.S. degree from
Chongqing University, in 2018. He is currently
pursuing the M.S. degree with the State Key Lab-
oratory of Precision Measuring Technology and
Instruments, Tianjin University. His research inter-
ests include acoustic communication in the air and
underwater communication and detection.

71849


http://dx.doi.org/10.12720/jcm.8.11.758-767
http://dx.doi.org/10.12720/jcm.8.11.758-767
http://dx.doi.org/10.1007/978-3-319-17040-4_1
http://dx.doi.org/10.2478/v10178-012-0027-6
http://dx.doi.org/10.1109/ACCESS.2018.2818110
http://dx.doi.org/10.1016/j.apacoust.2017.01.018
http://dx.doi.org/10.1016/j.apacoust.2018.06.001
http://dx.doi.org/10.1016/j.anbehav.2006.02.022
http://dx.doi.org/10.1016/j.anbehav.2006.02.022
http://dx.doi.org/10.1098/rspb.2000.1040
http://dx.doi.org/10.1098/rspb.2000.1040
http://dx.doi.org/10.1109/25.289415
http://dx.doi.org/10.1109/ICUPC.1997.627256
http://dx.doi.org/10.1109/twc.2005.853834
http://dx.doi.org/10.6180/jase.2000.3.1.04
http://dx.doi.org/10.6180/jase.2000.3.1.04
http://dx.doi.org/10.1109/78.668783
http://dx.doi.org/10.1121/1.2221552
http://dx.doi.org/10.1121/1.4817905

IEEE Access

J. liang et al.: Camouflage Covert Communication in Air by Imitating Cricket's Sound

FAJIE DUAN was born in Hunan, China, in 1968.
He received the M.S. degree from Tianjin Uni-
versity, Tianjin, China, in 1991, and the Ph.D.
degree from the State Key Laboratory of Precision
Measuring Technology and Instruments, Tianjin
University, in 1994.

Since 1994, he has been working as a Profes-
sor with the State Key Laboratory of Precision
Measuring Technology and Instruments, Tianjin
University. He as a person in charge has achieved
two National 863 Project, two National Natural Science Foundation Project
of China, one Tianjin University 211 Mark Results Project, one Ministry
of Science and Scientific Research Institutes of Special Funds Project, six
Military Projects, and lots of other projects. He as a backbone has achieved
one 85 Research Project, one 95 Research Project, and one National Natural
Science Foundation of China. He is the author or coauthor of over 150 articles
and holds seven patents. His research interests include design of the array
systems, array signal processing, acoustic detection of marine, measurement
technology, optical fiber sensing technology, and so on. He has received one
National Scientific and Technological Progress Second Prize, one Provincial
and Ministerial Level Scientific and Technological Progress Second Prize,
one Provincial Natural Science Prize, two Provincial and Ministerial Level
Scientific and Technological Progress Third Prizes, and one National Teach-
ing Achievement Second Award. He was named the National New Century
Excellent Talents of Ministry of Education, in 2005.

XIANQUAN WANG received the B.S. degree
from the State Key Laboratory of Precision Mea-

A A suring Technology and Instruments, Tianjin Uni-

(. ) versity, in 2015, where he is currently pursuing

»\;_ A 2 the Ph.D. degree. His research interest includes
e underwater communication and detection.

71850

WEI LIU (Senior Member, IEEE) received the
B.Sc. and LLB. degrees from Peking University,
China, in 1996 and 1997, respectively, the M.Phil.
degree from The University of Hong Kong,
in 2001, and the Ph.D. degree from the School of
Electronics and Computer Science, University of
Southampton, U.K., in 2003.

He held a postdoctoral position at Southamp-
ton and the Department of Electrical and Elec-
tronic Engineering, Imperial College London.
Since September 2005, he has been with the Department of Electronic and
Electrical Engineering, The University of Sheffield, U.K., first as a Lecturer
and then as a Senior Lecturer. He has published about 300 journal articles
and conference papers, five book chapters, and two research monographs
titled Wideband Beamforming: Concepts and Techniques (John Wiley,
March 2010) and Low-Cost Smart Antennas (Wiley-IEEE, March 2019). His
research interests include wide range of topics in signal processing, with a
focus on sensor array signal processing and its various applications, such as
robotics and autonomous systems, human—computer interface, radar, sonar,
satellite navigation, and wireless communications. He is an Elected Member
of the Digital Signal Processing Technical Committee of the IEEE Circuits
and Systems Society. Since January 2019, he has been the Vice-Chair of
the Sensor Array and Multichannel Signal Processing Technical Committee
of the IEEE Signal Processing Society. From March 2015 to March 2019,
he was an Associate Editor of the IEEE TRANSACTIONS ON SIGNAL PROCESSING.
He is currently an Associate Editor of IEEE Acckess. He is also an Editorial
Board Member of the Journal Frontiers of Information Technology and
Electronic Engineering.

XIAO FU was born in Shandong, China, in 1990.
He received the B.Eng. degree from Tianjin Uni-
versity, Tianjin, China, in 2013, where he is cur-
rently pursuing the Ph.D. degree with the State
Key Laboratory of Precision Measuring Technol-
ogy and Instruments. His research interest includes
underwater communication and detection.

VOLUME 8, 2020



