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ABSTRACT In order to trace the logistics information and make use of the characteristics of the Consortium
Blockchain, a logistics information traceability model based on the Consortium chain is proposed. The
research focuses on two key technologies in the model, namely Multi-center Practical Byzantine Fault
Tolerance (MCPBFT) consensus algorithm and Information Matching mechanism. In MCPBFT algorithm,
many nodes involved in logistics information are divided into multiple consensus sets, and the consistency
protocol is improved into two phases based on PBFT algorithm. In the information matching mecha-
nism, the authenticity of the recorded on-chain information is ensured by matching the updated logistics
information with the information stored on the chain in advance. By analyzing the two key technologies,
the feasibility and superiority of these two technologies are explained. Among them, MCPBFT algorithm
can effectively improve the efficiency of consensus and ensure that the logistics information can be updated
in time; the information matching mechanism can be safely applied to the traceability model and improve
the practicability of the traceability model.

INDEX TERMS Consortium chain, logistics information, traceability model, MCPBFT consensus algo-

rithm, information matching mechanism.

I. INTRODUCTION

As e-commerce enters the era of rapid development, China’s
express delivery volume is experiencing an explosive growth
trend, the society is becoming more and more informatized,
the combination of logistics and the Internet is deepening,
forming a huge logistics industry. The rise of a large num-
ber of logistics companies has promoted the rapid devel-
opment of our economy.The informationization of logistics
management makes the methods, tools and strategies of
logistics management operations change every day. In 2008,
Satoshi Nakamoto invented Bitcoin [1], and virtual curren-
cies began to spread around the world. Bitcoin’s blockchain
technology has attracted widespread attention from scholars
athome and abroad for its decentralization, tamper resistance,
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and traceability. Blockchain technology can establish a trans-
parent and unified information platform through multiple par-
ties to check in real time to ensure information transmission,
and help the logistics industry from the production to trans-
portation of the entire link is fully controllable, traceable, and
identifiable. The blockchain can accommodate all users in the
logistics service process. In the whole process of information
transmission, the logistics block chain is formed by consen-
sus verification through data encryption, so as to ensure the
authenticity, transparency, non-tampering and traceability of
logistics service transaction information [2].

Blockchain technology effectively solves the pain points
of traditional traceability systems by using its distributed
storage, encryption algorithms, and time stamps. At present,
the types of blockchain can be divided into Public chains,
Consortium chains, and Private chains. The Consortium
Chain refers to a blockchain network that only allows
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members of a specific group and a limited number of third
parties to access [3]. Due to the access mechanism of the
Consortium Chain and the use of high-performance con-
sensus algorithms, the Consortium chain usually has higher
transaction performance than the Public chain, while the
demand and background of traceability chain are consistent
with Consortium chain, and logistics information chain needs
faster speed and lower cost. Therefore, the Consortium chain
technology is suitable for the traceability system, so this
paper chooses the Consortium chain as the basic network for
logistics information traceability.

The problem of consensus is one of the main problems of
distributed computing in blockchain. The Practical Byzan-
tine Fault Tolerant(PBFT) [4] consensus algorithm is widely
used in the Consortium chain system because of its good
fault-tolerant rate and consensus efficiency. Because the num-
ber of nodes involved in the logistics information traceability
process is very large, the PBFT algorithm has a lower con-
sensus efficiency in the case of larger node sizes. In addition,
although the blockchain technology can ensure that the data
on the chain cannot be tampered with, it cannot be guaranteed
that the data will not be tampered with before it is recorded
on the chain, that is, the authenticity of the updated logistics
information cannot be guaranteed during the update of the
logistics information.

From what has been discussed above, this paper uses the
three major characteristics of blockchain technology: decen-
tralization, data cannot be tampered with, and data can be
traced to source. This paper proposes a logistics information
traceability model based on Consortium chain. The logistics
information that wants to trace to the source in this paper
means that the seller sends the goods to the buyer by express
delivery when shopping online, thereby generating logistics
information. First of all, a logistics information traceability
architecture is proposed. The architecture is divided into three
layers: the basic layer, the core technology layer, and the
interaction layer. The key technologies involved in each layer
are summarized, and the two key technologies in the archi-
tecture are emphatically analyzed. Aiming at the consensus
algorithm and the characteristics of the logistics informa-
tion traceability chain, the PBFT consensus algorithm was
improved and the Multi-center Practical Byzantine Fault Tol-
erance(MCPBFT) consensus algorithm was proposed. The
algorithm divides the nodes into multiple consensus sets,
each of which has a ““center”, the consistency protocol in
the MCPBFT algorithm was improved to two phases to
reduce the number of communications, thereby improving
the efficiency of consensus. An information matching mech-
anism is proposed for the authenticity of logistics informa-
tion. By matching the updated logistics information with the
logistics information that should be stored in the data layer in
advance, false information cannot be uploaded.

In addition to the advantages of the decentralization,
immutability, and trust of the blockchain, the proposed solu-
tion also has the following advantages:
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(1) Adopting the Consortium chain instead of the unlimited
public chain can maximize the protection of user privacy
and corporate secrets on the basis of ensuring decentralized
operation.

(2) The adopted MCPBFT algorithm is suitable for the
large scale of logistics information nodes in this paper, and
can improve the efficiency of consensus and the speed of
logistics update.

(3) By proposing an information matching mechanism,
logistics information can be prevented from being tampered
with before being uploaded.

Il. RELATED WORK

Traceability information generally refers to any information
describing the production process of a product, including
various metadata about entities, data, processing, activities,
etc. in the production process [5]. In order to ensure that the
origin of the goods is regular, it can be verified by querying
the logistics information. However, the logistics information
can be easily tampered with and forged. In recent years, many
scholars have begun to study the ‘“‘traceability mechanism”,
especially in the supply chain traceability including agricul-
tural products and food traceability. In [6], A complete meat
food traceability system was designed using RFID technol-
ogy. By affixing RFID tags to each newborn animal, the entire
process monitoring from source, circulation and sales was
realized. However, the content in RFID tags is easily tam-
pered with, and in modern logistics information networks,
the traceability process is time-consuming and complex. The
advent of blockchain technology has made the need for infor-
mation tracing more and more satisfied. In [7], A supply chain
information platform is built based on blockchain technology.
Blockchain technology can make the entire supply chain
transparent, and does not require a centralized organization,
and does not need to trust institutions in advance. This enables
subsequent traceability information to be true and effective.
In [8], [9], It is the combination of blockchain and the
Internet of Things to achieve data traceability. In [10], [11],
Combining RFID technology with blockchain technology
effectively utilizes the advantages of blockchain technology’s
immutability, data sharing, RFID technology’s high security,
and anti-copying advantages. Establish a blockchain ledger in
the production, processing, and sales of RFID traceable items.
In [12], A food traceability system based on the blockchain
is designed to store the data of food manufacturing and trans-
portation in the blockchain, but the capacity of the system is
limited and cannot store a large amount of data.

Because most of the consensus mechanisms and smart
contracts in the blockchain are developed for cryptocurren-
cies, not for information traceability. Therefore, in order to
apply to the logistics information platform, the technology
in the blockchain needs to be improved. In [13], Ethereum
blockchain and smart contracts are used to effectively execute
commercial transactions to track and trace soybeans through-
out the agricultural supply chain., the proposal focuses on
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using smart contracts to manage and control transactions
between all participants in all interactive supply chain ecosys-
tems. In [14], A food safety traceability system based on
blockchain and EPC information services was proposed,
and a prototype system was developed. An on-chain and
off-chain data management architecture is proposed. Through
this architecture, the traceability system can alleviate the data
explosion problem of the IoT blockchain. In [15], In order
to prevent drug counterfeiting, the blockchain technology is
applied to drug traceability, and a traceability framework is
proposed, starting from the production of the drug and includ-
ing the formula for full traceability. In [16], [17], Based on the
blockchain, a food traceability system is proposed to query
the source of food and the manufacturing process. Consumers
can query all participants involved in food manufacturing and
transportation. In [18], Trustchain was proposed on the basis
of the paper [17]. In order to prevent information from being
tampered with before being uploaded, a three-tier architecture
was defined to “‘monitor” key institutions and personnel
involved in the food chain, and proposed a reward and punish-
ment mechanism to ensure information Authenticity. In [19],
A traceability model in the permission chain is defined and
the traceability of the model is proved by the zero-knowledge
proof method. However, this model does not take into account
the problem of information authenticity. In [20], A kind of
anti-counterfeiting traceability system using public chain and
private chain double block chain is proposed. This trace-
ability system can ensure the authenticity and reliability of
the obtained traceability information and cannot be tampered
with. It also solves the problem of product label duplication,
spam and product quality in traditional product traceability
systems. The problem-related responsible person and the
problem link are difficult to locate.

As for the key technologies involved in the “traceability
mechanism”, consensus algorithm is also a research hotspot.
Different system functions have different requirements. This
requires a suitable consensus algorithm to achieve good
results. BFT algorithms are currently widely used. In [21],
A resource efficient Byzantine fault tolerance (REBFT)
mechanism is proposed. This method keeps the replicas in
passive mode, thereby reducing the resource usage of the BFT
system under normal circumstances and improving system
flexibility. In [22], The Honey Badger of BFT [23] algorithm
is improved, and a BEAT protocol with higher consensus effi-
ciency is proposed. As the scope of application of the PBFT
protocol is limited to models such as client-server nodes,
In [24], an Aegen model is proposed, which can implement
fault-tolerant protocols outside the scope of the client-server
model, and considers the existence of interactions between
services In this case, the correctness of the system can be
ensured.

The current improved algorithms for PBFT take into
account a variety of situations in the actual scene. These
improved methods have improved the consensus efficiency
of the PBFT algorithm to a certain extent. However, these
improved algorithms are still not applicable to the case of
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large node size such as transportation of goods, and the com-
munication time is still very high. Therefore, this paper pro-
poses MCPBFT consensus algorithm based on the improve-
ment of PBFT algorithm. In addition, in view of the authen-
ticity of information recorded on the chain, this paper was
inspired by the paper [17], [18] to propose an information
matching mechanism to prevent criminals from updating the
wrong logistics information to the blockchain.

Ill. MODEL DESCRIPTION

A. MODEL ARCHITECTURE

The model in this paper uses an architecture based on the
Consortium chain. Throughout the model, all technologies
are used to achieve the purpose that users can quickly and
accurately trace information. The architecture diagram is
shown in Figure 1. The overall architecture is divided into
three parts from bottom to top: the first layer is the bottom
layer, which is composed of the infrastructure layer and the
data layer; The second layer is the core technology layer,
which is composed of network layer, consensus layer and
contract layer. The third layer is mainly the interaction layer,
in which the participants of each link interact with the logis-
tics information traceability platform.

1) BASIC LAYER

The infrastructure layer collects basic data generated by var-
ious links of logistics activities through RFID, barcode and
other data collection equipment. Basic data includes logistics
information, goods, storage, etc. It also includes some infor-
mation from third-party logistics companies. After uploading
basic data to the data layer through the transmission mech-
anism, it is asymmetrically encrypted and time stamped to
generate data blocks, which are then linked to the blockchain.

2) CORE TECHNOLOGY LAYER

The network layer propagates and stores data blocks to each
node through specific network transmission protocols and
authentication mechanisms, and allows authenticated nodes
to participate in the consensus and recording of data blocks.
Among them, consensus algorithms and smart contracts are
the key technologies of the blockchain.

3) INTERACTION LAYER

The application layer is mainly an application scenario of the
logistics service information traceability chain, an interface
for members of the traceability chain to conduct business
operations, and a carrier of information interaction.

This paper assumes that each participating subject in the
architecture is a trusted subject certified by the Trusted Cer-
tificate Authority (CA). The subjects of the traceability model
include:

(1) System user. It can be a consignor, a logistics carrier
(acquisition party), a transit station (a transit consignor),
a person in charge of the cargo storage office, a consignee,
etc. Each system user has a unique identifier.
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layer Management Matching mechanism query Distribution management
Contract . Algorithm Intelligent
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Consensus MCPBFT
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Network Network transport Authentication CA
layer protocol Mechanism Technologies
Data Logistics Chain Time Hash Merkle Asymmetric encryption
layer Information Structure Stamp Function Tree Algorithm
Infrastructure RFID Barcode GIS gepgmphlc GPS positioning
layer Information system System

FIGURE 1. Architecture of logistics information traceability model based on Consortium chain.

(2) Data platform. Provide big data storage and transaction
services, and store copyright information and historical trans-
action records in the blockchain.

(3) Key Center. Generate unique signatures for users and
assign public and private keys.

(4) Blockchain network. It is composed of various verifica-
tion nodes and is responsible for storing copyright informa-
tion and data transaction records. The transaction information
on the chain must be subjected to attribute encryption verifi-
cation processing.

Assuming that each logistics company has its own com-
plete blockchain, the model described in this article is a
company’s complete blockchain traceability system.

B. MCPBFT
MCPBFT is a multi-center consensus algorithm. This con-
sensus algorithm is based on the PBFT consensus algorithm.
In MCPBFT, nodes are divided into multiple parts, and
each part is called a consensus set. Each consensus set has
a primary node and the remaining nodes called replicas. The
distribution of nodes is shown in Figure 2. In this paper, each
cargo is taken as the primary node, and the entities related to
the cargo such as the consigner, the contractor, the carrier of
the transit station, the person in charge of the storage office,
and the consignee are the replicas. The primary and the repli-
cas form a consensus set. Assuming that each consensus set
has the same number of nodes, each consensus set has its own
chain and stores the logistics information of this consensus
set. After the information is reached in the consensus set,
it will eventually enter the global consensus, that is, the same
batch of goods (primary node) will start global consensus.
At this time, the information matching mechanism will be
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started (described in section C). The global consensus set is
composed of the primary in each consensus set. After the
updated information is consistent with the global consensus,
the system considers that the logistics information is com-
plete and the logistics information of the goods is true and
correct.

(1) Let the number of consensus sets in the system
be K, represent each Consensus Set as CS;, then CS; €
{CS1,CSa, - -+, CSk}.

(2) Represent all primary nodes in the sets as Np, Np = K,
replicas are represented as Ng, then the total number of nodes
N in the sets is:

N = Np + N (D

(3) Let the number of malicious nodes in the set be f, then
the number of nodes N in the set must satisfy the formula:

Gf+D
N > X

(4) This paper uses the Membership Service Provider
(MSP) to manage the identity information of all nodes. The
functions of setting MSP are as follows:

(a) All nodes in the system, that is, entities participating in
logistics transportation, must register identity information in
the MSP, such as node ID, phone, etc.

(b) Suppose the node wants to join the system, first register
in the MSP, and then join the system after passing the MSP
audit. Suppose node wants to quit the system, apply to the
MSP, and the MSP agrees to quit.

In the Consortium chain, consensus nodes usually do not
fail, and Byzantine nodes usually appear when the network
is down and communication is disconnected. In this era of

@
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FIGURE 3. Two phases of the consistency protocol.

increasingly developed networks, these situations generally
do not occur. Therefore, in order to reduce the number of
communications, the three-phase broadcast consensus of the
consistency protocol in the PBFT algorithm is improved
to two phases, and the pre-preparation phase is removed.
Figure 3 is a process diagram of the two phases of a consis-
tency protocol within a consensus set.

(1) Prepare phase: After the primary receives the request
message (the cargo receives the logistics update information),
it immediately assigns a serial number f to the request, and
then broadcasts the message to the replica, and the replica
sends the preparation message (PREPARE, m, v, n, t, i) to all
replicas. Among them, m is the summary of the message, v
is the number of the current view, ¢ is the time stamp of the
request n, and i is the node number.

(2) Commit phase: When the replicas verifies that the
message is true, it will broadcast a confirmation message
(COMMIT , m, v, n, t, i) to other nodes.
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(3) After verifying the confirmation message, the replicas
can perform the operation and return the result to the client.
The format of the resultis (REPLY ,m, v, n, t, i, r), where r is
the result of the returned message. For example, the updated
logistics information is consistent with the information stored
in the data layer, the result of r is TRUE.

C. INFORMATION MATCHING MECHANISM

We can use the non-tampering of the blockchain to ensure that
the information is not maliciously tampered with, but there is
a point that must be paid attention to: we cannot guarantee
the authenticity of the information recorded on the chain,
that is, the information registered on the chain may be false.
In other words, the logistics information we query may have
been tampered with before being recorded on the blockchain.
Therefore, in order to avoid this situation, an information
matching mechanism is proposed for the logistics informa-
tion source tracing scheme in this paper. Firstly, the route that
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FIGURE 4. Traceability chain.

each cargo should take, that is, the predetermined logistics
information, is recorded in the block chain data layer. When
the cargo is sent out, the logistics information is updated on
the chain in real time. If the updated logistics information
does not match the corresponding information uploaded to
the data layer in advance, an error warning is issued. The
specific implementation method is as follows:

The information block R; of each piece of goods
in this article has a unique corresponding block P; in
the Consortium chain. During the logistics update pro-
cess, this model encrypts the information of each piece
of goods to be chained to form a ciphertext structure
CT = {C, Cs, (Ci, Di)ic1.2.... 11} (I represents the number of
goods), all consensus nodes complete the information chain-
ing, query and dynamic update through the process shown
in Figure 4.

When goods need to be sent out, the consignor (logistics
company’s consignee) first creates the logistics chain of the
goods, which is marked as TX,,, and the content of 7X,, is as
follows:

X = [CID |CTa'ala |[D0 |L0gcontracl |Sig0 |PU0] (3)

Among them, CID is the tag of the goods, CTg,, is the
ciphertext structure data of the goods, similar to the hash
value. ID,, is the identifier of the person in charge of the
goods, Logcontract 1S the interface used to connect to the
predetermined logistics information stored in the blockchain
datalayerin advance, Sig, and PU,, is the signature and public
key of the acquirer.

When the goods arrive at the transit station, the goods are
transferred to the transit party, and the information in the
logistics chain TX., changes, which is recorded as 7X;,:

TXir = [CID |CTata 1D, |Sigo |PU, |Sigs [PUs] — (4)

Among them, CID, CTy4, and ID, are the same as those
defined in 7X.,.In addition to the signature Sig, and public
key PU, of the acquirer, the signature Sigs; and public key
PUj of the transfer station need to be added in TX;,. If there
are multiple transit stations, the signature and public key
corresponding to each transit station are added in turn.
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When the logistics information at the transit station needs
to be updated, the consensus node first generates an infor-
mation block 7X with (C, Cs), and generates a block A
with (Cj, Dj)iep1.2,.. 1 to get a new logistics information
block group {TX, A}; Then find the last information block
group {TXj,Aj} of the information chain P; according R;,
append {TX, A} to the chain to form a new information record
{TXJH,AJ-H}. When the updated logistics information is
uploaded to the blockchain, the smart contract is immediately
started to match the logistics information stored in the chain
in advance, that is, the logistics chain information is veri-
fied by the consensus node. If the verification is consistent,
the blockchain does not react. In addition, the identity of the
person who updates the information needs to be verified to
determine whether the identity of the updater is authentic.
This operation can ensure the security of the goods and
prevent the goods from being ‘“‘taken” by malicious people.
Then, by judging whether the equation Cs = Cj is valid,
it can be used to determine whether the upditor has the
right to update the cargo information and whether the Shared
key s used before and after the update is consistent. Finally,
the information block A" generated by (C/. D)), 1y ... ;) i
added to the last information block of 7X, the block group
{TX,A’} containing the updated logistics information is
obtained to complete the logistics update.

After the transit is completed, the goods are sent to the
cargo storage place, such as Cainiao Post Station, so the
information in the logistics chain 7X;- changes and is marked
as TX,,:

TXar = [CID |CT ygea |ID, |Sigo |PU,
x |Sigs |PUs |Sigp |PUp |Gl ] (5)

Among them, the newly added information Sig, and PU,
are the signature and public key of the person in charge of the
cargo storage office, and Gl is the pickup information of the
cargo.

When the consignee picks up the goods at the cargo storage
place, the logistics chain enters the last link, and the logistics
information will be finally updated, recorded as 7X,,,:

TXyy = [CID |CT ga1q |ID, |Sigo |PU, |Sigs
x |PUs |Sigp |PUp |Gl |Siga |PUg]  (6)

It can be seen from the above formula that the consignee’s
signature Sigy and public key PU, are finally recorded in the
logistics chain. This pickup process also prevents the goods
from being picked up by mistake.

During the traceability information query process,
the consensus node obtains the logistics information
from TX, and obtains the corresponding updated infor-
mation (Cj, Di)igq1,2,...;) from the last information block
A corresponding to 7X. The complete ciphertext CT =
{C. Cs, (Ci, Dd)ie1 2.... 1y} of the information record formed
by {TX, A} is returned to the source-tracking user, and the
user decrypts CT to obtain the logistics information through
the attribute private key.
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IV. ANALYSIS AND PROOF OF KEY TECHNOLOGIES

This section analyzes and proves two key technologies. It ana-
lyzes the MCPBFT algorithm from three aspects: security,
communication times, and fault tolerance. The information
matching mechanism is mainly analyzed from the aspect of
liveness.

A. SECURITY ANALYSIS OF MCPBFT

First of all, the security of MCPBFT algorithm is analyzed.
For the sake of proof, this paper assumes that the total number
of nodes in the system is N = 3f + 1, and no-fault nodes are
called benign nodes.

Theorem 1: There are at least (sz—H) benign nodes in each
round of consensus of each consensus set, so the consensus
result of each consensus set CS; is valid.

Proof: The consensus nodes of each round of the consen-
sus set CS; are divided into K consensus sets from the 3f + 1
nodes in the system to synchronize the consensus. Byzantine
theorem, there are fault nodes in the system, then there are
f benign nodes in the system, that is, each The number of
benign nodes in the consensus set is 2f + 1. Because there
are at most % fault nodes in K consensus set, each round of
consensus in the consensus set is valid.

Theorem 2: In this paper, there is no cross-problem
between each consensus set and there is no cross-problem
between the global consensus set and the remaining consen-
sus sets.

Proof: % nodes in each consensus set use the MCPBFT
algorithm to reach consensus on logistics information, and
each consensus set synchronizes consensus to achieve the
purpose of improving consensus efficiency. The primary of
each consensus set records the node number in its own con-
sensus set. Each primary only broadcasts messages to the
replicas in its own consensus set, so there is no crossover
problem in the transactions of each consensus set. The global
consensus set also uses MCPBFT algorithm to make the final
consensus on the logistics information and build the block.
Once the final consensus is reached, a block is generated
and added to the chain. Because the global consensus set is
composed of all the primary nodes, and the global consensus
set is the final consensus on the current information, there is
no crossover problem between the global consensus set and
the rest of the consensus set.

B. ANALYSIS OF COMMUNICATION TIMES OF MCPBFT
This section will analyze the communication times of the
classic PBFT algorithm and MCPBFT algorithm in the con-
sensus process to verify that the communication times of the
MCPBFT algorithm is less than the classic PBFT consensus
algorithm.

Since the MCPBFT algorithm needs to divide the nodes
in the system into K consensus sets, it is assumed that
the number of nodes in each replica consensus set is the
same, and the number of nodes in each replica consensus
set and the primary consensus set should be no less than 3.
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Therefore, the number of consensus sets should be no less
than 3, so this paper assumes that the number of nodes in the
systemis N (N > 9).

There are three phases in the PBFT that need to send mes-
sages for communication. First, the client sends the request to
the primary, and the primary sends the request (pre-prepared
message) to all the replicas, so the number of communications
in the pre-prepared phase is (N — 1). Then enter the prepared
phase. After receiving the pre-prepared message from the pri-
mary, the replicas verifies the message and sends the prepared
message to the primary and other replicas. The number of
communications in this phase is (N — 1)2. Finally, it enters
the commited phase. All nodes verify the received prepared
message. When the verification results of all nodes are con-
sistent, the commited message is sent to all other nodes.
The number of communications in this phase is N (N — 1).
Adding the communication times of the above three phases
to get (N —1) + (N — D>+ NN -1, simplifying can
get the classical PBFT algorithm to complete a consensus
communication times 77 is:

Ty =2N (N — 1) @)

In the MCPBFT, there are two phases in each consensus
set that need to send messages for communication, and each
replicas consensus set has % nodes. The number of commu-
nications in the prepared phase is (% - 1), and the number
of communications in the commited phase is ¥ (¥ —1).
Since there are a total of replicas consensus sets that need
to communicate, the number of communications 7, in the

MCPBFT is:
N
T, = <E + 1) (N-K) ®)

Because when N > 9, there is 7, < T7, so the communi-
cation times of this scheme are less.

C. ANALYSIS OF FAULT TOLERANCE RATE OF MCPBFT
This section compares the fault tolerance rates of the
MCPBFT and the PBFT. The maximum number of error
nodes fi that the system can tolerate is:
i=02 )

In MCPBFT, the number of error nodes f> that the system
can tolerate is obtained by formula (2):

(N-K—-1
fh= 3

Since K is the number of consensus sets, the result of
N - K is greater than N, that is, fo > fi. Therefore, the fault
tolerance rate of the MCPBFT algorithm proposed in this
paper is higher than that of the PBFT algorithm.

(10)

D. LIVENESS ANALYSIS OF INFORMATION MATCHING
MECHANISM

Liveness means that a certain system or mechanism, algo-
rithm, etc. can be continuously carried out without being
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stuck due to various faults. The liveness of the information
matching mechanism means that the mechanism can be effec-
tively continued,Cargo traceability data is guaranteed to be
accurate..

(1) First, when a logistics company collects the goods,
it prints the shipping order and creates the logistics chain TX,,
of the goods. It is connected through the Logcontracr and the
logistics information stored in the data layer. The label on the
shipping order is the unique physical identifier of the goods.

(2) After TX., is successfully created, it will be auto-
matically submitted to the chain. In addition to recording
some necessary information, the most important thing is the
information matching process and results. If the information
matches, the goods can continue to be transported normally.
If there is a problem with the matching, an alert is generated
and the logistics of this cargo is suspended, at which time the
background staff needs to investigate.

(3) After receiving the goods, the consignee can scan the
label or APP to view the detailed logistics information.

Since the transit logistics information of the goods are
recorded in the blockchain, product tracing can be performed
directly by querying the blockchain transactions. Assuming
the current cargo P; is located at a transit station x, according
to the information matching mechanism described above,
the traceability process of the cargo is:

transaction trans = Sig, — Sign, &Sign, & - - -

//N; is the signature of the subsequent entity

while trans.input is not None

//Query preorder transactions

while Cs = C(g

//Determine if the information matches,
currently hypothetical match

trans = lastTransaction (Sigx — Sign, &Sign, & - - )

//Output traceability information

print extravtPubKey (trans.input)

print trans.time

In the process of obtaining the traceability informa-
tion m, in order to ensure the traceability efficiency and
the accuracy of the traceability results, the results need
to be decrypted in the blockchain to obtain m.According
to Decrypt (CT,SK) — m, enter the ciphertext CT =
{C, Cs, (Ci, Di)ier1.2,.- ,l]} and the private key SK of the user
attribute set S in the decryption algorithm, and set the index
setto I = {i: p (i) €S}, then the decryption calculation
formula is:

e (Cs, K)
[Tici (e (Cis Ly e (Di, Kpii) )
e(g,8) e (g, )"

T [l e (s 9% =e(g 9™ (D
e ’

Finally get the ciphertext information m =

The above process can ensure the liveness ofg tﬁe loglstlcs
information traceability mechanism.

The fourth section analyzes and proves the MCPBFT
consensus algorithm and information matching mechanism.
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The problems that need to be considered in the MCPBFT
algorithm are guaranteed by the theorem and proof.
The MCPBFT divides the system nodes into multiple con-
sensus sets for synchronous consensus, which reduces the
consensus time to a certain extent and improves the efficiency
of the consensus, Especially when the scale of nodes in
this system is large, the performance of the model can be
effectively improved. The theoretical analysis of the match-
ing mechanism of logistics information is carried out from
the aspect of liveness to ensure that the mechanism can be
successfully applied to the logistics information traceability
model.

V. CONCLUSION

Aiming at the problem that the current logistics information
may be falsely updated, combined with the advantages and
characteristics of the Consortium chain technology, a logis-
tics source tracing model based on the Consortium chain is
proposed. This model provides a new method for logistics
information that cannot upload false information and that
cannot be tampered with after being recorded on the chain.
Detailed analysis of two key technologies in the model,
the first is to propose the MCPBFT algorithm. This paper
describes the algorithm’s consensus process and how to apply
it to the logistics information traceability model. The anal-
ysis shows that the algorithm reduces the number of com-
munications to a certain extent and improves the efficiency
of the consensus; the second is to propose an information
matching mechanism. The main idea of the mechanism is
explained. The liveness analysis is performed to ensure that
the mechanism can effectively and continuously verify the
updated information to ensure the authenticity of the logistics
information. The next research direction is to research and
improve other key technologies in the model to design a better
logistics information traceability model.
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