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ABSTRACT Internet of vehicles is a specific application of Internet of things technology in the field of
intelligent transportation. The rapid development of 5G communication technology promotes the develop-
ment of Internet of vehicles. Car for cellular network communication node random distribution and complex
multi-source interference and mobile terminal security calculation ability is limited, this article in view of
the actual scene, was proposed based on random geometry contains eavesdropper (Eve) honeycomb - V2V
heterogeneous physical layer security system model, the introduction of automatic (PB) as artificial floating
vehicle noise, the analysis of cellular network users in the system (CU), V2V users (VU) and interference
of the eavesdropper, each user letter simulation with dry to noise ratio (SINR) of the cumulative distribution
function, and by using the random geometry tools related safety expression deduction, Then, data mining was
carried out on the distance between PB and VU receiver, PB transmitting power and other related variables
through genetic algorithm, and the value process was visualized to extract valuable information, providing a
mathematical analysis framework and theoretical guidance for the future design, deployment and operation
of cellular vehicle network. The results show that the proposed system model can significantly improve the
security of vehicle-network communication.

INDEX TERMS Internet of vehicles, communication security, random geometry, data mining, simulation
analysis, visualization.

I. INTRODUCTION
Along with the development of the 5G mobile communi-
cations, honeycomb vehicle network technology become a
research focus in recent years in the field of automatic driv-
ing, car networking is auto mobile Internet, car and road,
car and car, car and people, cars and real-time informa-
tion networking and connectivity between the two cities,
but the opening of the honeycomb - V2V heterogeneous
system characteristics, the communication security problem
is very serious. The 5G technology has the characteristics
of high speed, large bandwidth, low delay, and the trans-
mission power of the 5G base station increases. Therefore,
the received power and interference power of each user in the
system will also change, and the impact on legitimate users
and illegal eavesdroppers will also change. In the process
of automatic driving, the transmitting and receiving ends
of V2V users transmit information. Due to the openness
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of V2V communication, V2V users are faced with security
risks such as information leakage and data tampering while
obtaining convenient information exchange. If the hacker
intercepts the information directly in an end-to-end manner
during the information transmission process, obtains relevant
information, and then manipulates the autopilot vehicle sys-
tem through the command and control server to make it a
‘‘zombie vehicle’’. As a means of conducting crimes such
as extortion, and even triggering a series of traffic accidents,
the safety of passengers will be greatly threatened. Therefore,
it is of great significance to study the communication safety
of autonomous driving.

This paper uses random geometry theory to establish
a random distribution model that includes 5G base sta-
tions(BS),CU,VU,Eve and PB. According to the commu-
nication characteristics, we analyze the signals received
by the CU, VU, and Eve in the system, and obtain the
cumulative distribution function of the SINR of each user
through simulation, we derive closed-form expressions of
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security indicators such as V2V communication connection
probability, Eve eavesdropping interruption probability, and
V2V communication secure transmission probability, and
compare the distance between VU transmitting and receiving
ends, PB and The influence of factors such as the distance
of the VU receiver and the transmission power of the PB on
the security of the communication. We obtain the optimal
solution of the secure transmission probability is through
the genetic algorithm. Finally, simulation analysis shows that
the probability of safe transmission of information in the
autonomous driving communication process in the PB system
is higher, which proves the rationality of this cellular-V2V
heterogeneous system model and probability expressions
including PB.

II. LITERATURE REVIEW OR RELATED WORK
V2V communication is one of the important applications
of end-to-end (D2D) communication in the field of vehicle
networking. Lin and Hsu [1] first proposed the concept of
direct data exchange between two nodes without passing
through the base station, that is, the concept of end-to-end
communication. Many researchers began to combine cellular
networks with D2D after the concept of end-to-end com-
munication was proposed. Feng et al. [2], Gandotra and
Jha [3], and Ziyang [13] began research on multiplexing D2D
communication cellular resources, but the initial research
focused on resource allocation and power control [10], [11].
With the continuous development of wireless communica-
tion, due to its own characteristics such as openness, infor-
mation leakage, data tampering and other threats will occur
in the communication process. Therefore, the communica-
tion security problem has begun to attract the attention of
researchers. At present, the research on physical layer secu-
rity has become a hot spot. The physical layer security is
based on the Shannon theory proposed in 1948. In 1975,
Wyner proposed a model for eavesdropping channels. Korjik
et al. [4] introduced the concept of eavesdropping channel
on the basis of this, and studied to prevent eavesdroppers
from stealing information from wireless phones. Wei [17]
accurately describes the nature of physical layer security.
Kachouh et al. [5], Lei et al. [6], Dhilipkumar et al. [22],
and Zhang et al. [27] focus on the physical layer security
and resource allocation of D2D communication. Mukherjee
and Fereidoun et al. [7], [8], Weijia [14], Han et al. [15],
Jie [16], and Wei [17] all applied stochastic geometry the-
ory to wireless communication networks, simplifying the
system model. In particular, Prasanna et al. [9], and Adeo-
gun [12] used stochastic geometry theory to analyze the
downlink connection model in heterogeneous cellular net-
works. Therefore, based on its research results, this paper will
continue to study the downlink communication link model
of cellular-V2V containing eavesdroppers. Fangfang [18],
Aiqing [19], and Sixue [20] are both studying the problem
of communication security transmission on heterogeneous
systems and downlinks, but the focus is on the cellular users
of the system, so that the interference received by the CU

is minimized. Later, in the study of Eve eavesdropping,
Mangang et al. [21] proposed a beacon as a transmitter to
provide artificial noise to interfere with Eve’s illegal eaves-
dropping. With the development of 5G technology, end-
to-end communication has begun to be applied to vehicle-
to-vehicle communication in the Internet of Vehicles [31].
Pengyu [23] established the V2V wireless channel model
in intelligent transportation. Shengnan [24], Yu [25] stud-
ied, and Fangming [26] the resource allocation and security
of V2V communication respectively. Shi et al. [32], and
Zardosht et al. [33] constructed an application-oriented prob-
abilistic model to evaluate the performance of LTE-V in
safety-related applications; Shen et al. [34], and Kanchana-
sut et al. [35] discussed the channel estimation problem in
V2V communication with 5G background with high mobility
environment and non-stationary characteristics.

In summary, car networking communication security
issues in the field of study is not yet perfect, along with
the widely application of data mining technology, this paper
honeycomb in cellular-V2V heterogeneous communication
security is studied, using stochastic geometry tool V2V
communications connection probability was deduced, the
interruption of Eve eavesdropping probability and V2V com-
munication transmission probability safety indexes such as
the safety of the closed expression, data mining through the
genetic algorithm for complex expressions, to extract valu-
able information for the future of cellular network design and
deployment operations provide mathematical analysis frame
and theory guidance.

III. CELLULAR-V2V HETEROGENEOUS SYSTEM MODEL
With the popularity of 5G technology, especially the high
latency of V2V communication in the field of car network-
ing [36], it is necessary to increase the bandwidth. Therefore,
the transmission power of the 5G base station is larger than
that of the 4G and the previous base station, which also
provides a new method for the base station and the floating
vehicle to transmit the interference signal to prevent the
illegal behavior of the eavesdropper in the system [37].

A. SCENE MODEL
The paper studies the communication security of random
cellular-V2V heterogeneous systems in the car network area.
Thesystem model includes 5G base station (BS), cellular
network user (CU), V2V user (VU), eavesdropper (Eve)
and autopilot floating vehicle (PB). All base stations and
users are equipped with a single antenna, and the distribution
of CU, VU, Eve, and PB satisfies the Poisson point distri-
bution process of stochastic geometric theory. The scenario
model of establishing a cellular-V2V heterogeneous system
based on this is shown in Figure. 1

In this scenario, all users are located within the coverage
area of the base station, and communication between users
is completely controlled by the network infrastructure of the
operator. The operator is responsible for user identity authen-
tication, access control, connection establishment, resource
allocation and security management. V2V communication
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FIGURE 1. Cellular-V2V heterogeneous system scene model.

links share the spectrum resources of normal cellular systems
and can be applied to local services, such as local content
sharing V2V direct communication is performed between
the transmitting and the receiving of the VU, and the CU
communication needs to pass through the BS first and then
to the receiving end [29]. Eve intercepts the V2V link. The
PB provides signals to the legitimate users VU and CU [30].
At the same time, Eve emits artificial noise to affect the qual-
ity of the eavesdropping channel [39], thereby improving the
communication security of the cellular-V2V heterogeneous
system and preventing the V2V communication application
from being automatically Information leakage and tampering
occurred during the communication of driving vehicles.

B. SIMULATION MODEL
In order to describe the random locations of cellular users,
V2V users, eavesdroppers, and autopilot floating vehicles in
the cellular-V2V heterogeneous system, wemodel the system
and simulate using the Poisson point process of stochastic
geometry theory: All users are nodes randomly distributed
in a two-dimensional plane [38], and the position satisfies
the Poisson point distribution process. There is a 5G base
station with N antennas in the center. The coverage area is
a circle with a length of R = 500m. M single antenna users
are randomly distributed in the coverage area of the 5G base
station, where we have N>M. VUs and autonomous floating
vehicles can only be distributed in the lane due to their driving
characteristics,and the solid line area indicates that the lane
range is 600 × 1000 m2. For the convenience of analysis,
it is assumed that this system model contains 4 pairs of V2V
users and 1 unmanned floating vehicle. The algorithm for
establishing the system model is shown in Algorithm 1. The
random distribution model of each user in the cellular-V2V
heterogeneous system established by the above algorithm is
shown in Figure. 2.

With the popularization of the 5G mobile communication
technology,which will result in uneven distribution of signal
transmission nodes, which is one of the important commu-
nication characteristics in the 5G era [40]. In order to better
conform to the communication system model in the actual
vehicle network,it is necessary to study the system model of

Algorithm 1 System Model Algorithm
1) Generate a random number Z following the N (0,1).
2) Calculate µ = 8(Z ), then µ obeys uniform distribution
on (0,1)
3) Follow the steps below to calculate the inverse function
F−1β of the poisson distribution function to find m∗
∗m0 = max([β + Zβ], 0)
∗ If Fβ (m0) < µ,Then make m0 = 1+m0 until Fβ (m0) > µ,
and m∗ = m0
∗ If Fβ (m0) > µ,Then make m0 = m0−1 until Fβ (m0) < µ,
and m∗ = m0 + 1
4) Set the 5G base station as the center and the radius r=500m
coverage area
5) Finally, determine the random position of the user in the
model by
x(i)=500+r× sqrt(m11∗)× cos(2π ×m12∗),
y(i)=500+r× sqrt(m21∗)× cos(2π ×m22∗)
6) End

FIGURE 2. User-random distribution model of cellular-V2V
heterogeneous system.

the uneven network, and use the stochastic geometry theory
and the Poisson point distribution process to carry out mod-
eling and simulation.

C. DOWNLINK COMMUNICATION LINK MODEL
Xu [18] studied the multiplexed uplink of D2D commu-
nication embedded in cellular network, and selected CU
connection probability and security probability as security
metrics. In view of the research goal of the communication
safety of autonomous vehicles, the communication priority
of the VU is higher than that of the CU, because the CU
will not interfere with the VU when the V2V communication
multiplexes the downlink resources of the cellular network.
Therefore, the downlink is selected as the research model for
modeling analysis [28], and the autopilot floating vehicle is
introduced as the beacon to improve the safety of the auto-
matic driving. The downlink communication link model of
the cellular-V2V heterogeneous system is shown in Figure. 3.

This paper focuses on passive eavesdropping environ-
ments. Specifically, eavesdropping nodes in the system

VOLUME 8, 2020 69391



C. Wang et al.: Simulation of Vehicle Network Communication Security Based on Random Geometry and Data Mining

FIGURE 3. Downlink communication link model.

cannot forward collusion with each other, but they can
eavesdrop on the downlink communication link of a cellular-
V2V heterogeneous system in the entire frequency band, and
at the same time the eavesdropping node can eavesdrop and
decrypt only one of the links.We generally consider the worst
case in the network, that is, the eavesdropping information of
the eavesdropping end is determined by the Eve of the largest
receiving SINR among all eavesdropping nodes in the system.

A circle with a radius of R=500m centered on a 5G
Cellular base station (BS) is selected as a signal coverage
area. Considering the case where each user is equipped with
a single antenna, the transmission power of the BS to each
user is PBS . The location of the CU in this region obeys the
Poisson point process of stochastic geometric theory8c, and
the location of VU is marked as 8v. The autopilot floating
vehicle in the system model acts as a radio beacon (PB)
to transmit signals PPB to all users in the area. Assuming
that the information content is known to the legal CU, VU,
it can obtain energy from the signal. The illegal Eve receives
this unknown signal as an artificial noise, thereby weakening
Eve’s Signal to Interference and Noise Ratio (SINR) and
improving the security of the system. Other relevant variables
are defined in Table 1.

Formulas (1)-(3) respectively represent all signal vectors
received by the CU, VU receiver and Eve in this cellular-
V2V heterogeneous system model are respectively YCU ,
YVU_RX and YEve,

YCU =
√
PBSgBS,CUxBS +

√
PPBgPB,CUxPB

+

√
PVUgVU ,CUxVU + nCU (1)

YVU_RX =
√
PVUgVU ,VUxVU +

√
PPBgPB,VUxPB

+

√
PBSgBS,VUxBS + nVU (2)

YEve =
√
PVUgVU ,EvexVU +

√
PPBgPB,EvexPB

+

√
PBSgBS,EvexBS + nEve (3)

Among them, xBS , xVU and xPB are the downlink data
information vectors transmitted by BS, VU and PB respec-
tively. gi,j represents the channel gain vector between i and j.
For example, gBS,CU represents the channel gain vector of

TABLE 1. List of the major variables.

the BS to CU. This paper mainly considers path loss and
small-scale fading, namely gi,j = ϕi,jd

−α
i,j . ϕi,j determines the

fading coefficient of the i to j channel. For example, gBS,CU =
ϕBS,CUd

−α
BS,CU; ni represents it’s own additive white Gaussian

noise. Considering the influence of path loss and small-scale
fading on the communication security performance of the
cellular-V2V system model, the path loss model of the sig-
nal is expressed as d−αi,j , α is the path loss coefficient; for
small-scale fading of the signal, this article assumes that all
links are Experiences Rayleigh fading independently.

Then calculate the signal to interference and noise ratio
SINRCU , SINRVU and SINREve of CU, VU and Eve according
to the above parameters.

SINRCU =
PBShBS,CU
ICU + NCU

(4)
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Among them, the interference ICU indicates the interfer-
ence power received by the CU, mainly including the inter-
ference generated by the PB and the interference generated by
the VU transmitter. hBS,CU refers to the channel gain between
the BS and the CU, and NCU indicates the noise power of the
CU itself.

SINRVU =
PVUhVU ,VU + PPBhPB,VU

IVU + NVU
(5)

Among them, the interference IVU indicates the inter-
ference power received by the VU, mainly the interfer-
ence generated by the BS to the VU receiver. hVU ,VU and
hPB,VU represent the channel gain between the VU transmit-
ter and receiver and the channel gain between the PB and
VU receivers, respectively. NVU refers to the noise power of
the VU itself.

SINREve =
PVUhVU ,Eve
IEve + NEve

(6)

Among them interference IEve indicates the interference
power received by Eve, mainly including the interference
generated by PB and the interference generated by BS.
hVU ,Eve indicates the channel gain between the VU trans-
mitter and Eve, and NEve indicates the noise power of the
eavesdropper itself.

For the cellular-V2V heterogeneous communication sys-
tem applied in the field of automatic driving, inter-vehicle
communication has extremely high requirements for low
delay due to its own characteristics such as fast moving
speed of the vehicle. In particular, shop floor communica-
tion involving safety control or early warning requires high
real-time performance. Then the secure transmission proba-
bility of the selected information is described as a metric for
the safety of the autonomous driving communication. In order
to ensure the safety of V2V communication in autonomous
driving, this paper is based on the Wyner model. Information
transmission rate is Rc,secure transmission rate is Rs, and
security redundancy rate is Re = Rc − Rs.

A reliable connection of V2V communication can be
achieved only when the instantaneous channel capacity C
of the receiving user in the downlink communication link is
greater than the information transmission rate Rc.

C = log 2(1+ SINR) (7)

CVU = log 2(1+ SINRVU ) > Rc (8)

If the instant channel capacity of Eve is greater than
the safety redundancy rate, the communication of the
MIMO-V2V system is safely interrupted, thereby ensuring
the security of information transmission during the auto-
matic driving process and preventing the eavesdropper from
obtaining important information.

CEve = log 2(1+ SINREve) > Re (9)

The expression of the safe transmission rate can be
obtained from the above formula:

Rs = log 2(1+ SINRvu)− log 2(1+ SINREve) (10)

According to the monotonic nature of the log function
itself, the security problem of information transmission of
V2V communication is transformed into the relationship
between SINR and its threshold. By calculating the criti-
cal value of SINR,we study the safety performance metrics
of cellular-V2V system in autonomous driving. Therefore,
in this paper, combined with the changes brought by 5G
technology, the cumulative distribution function of SINR of
CU, VU and Eve in this cellular-V2V system is obtained
by setting the following parameters. Thus, the approximate
range of the SINR of CU, VU, and Eve is obtained.

Due to the popularity of 5G technology, especially the
high latency of V2V communication in the field of car net-
working, it is necessary to increase the bandwidth. Therefore,
the transmission power of the 5G base station is larger than
that of the 4G and the previous base station. According to this
new change brought by the 5G base station, the interfer-
ence suffered by the CUuser and the VU user is minimized.
Assume that the base station transmits power to each user.
PBS = 53dbm, CU transmit power PCU = 14dbm, The
transmit power of the VU transmitter is PVU = 17dbm.
The power of the unmanned floating car is PPB = 33dbm.
The distribution of each user’s position obeys the Poisson
point process, which assumes that the maximum distance
between the receiving end and the transmitting end of the
V2V is 40m, the minimum distance is 1m, and the path loss
coefficient is α = 4. The system bandwidth is 10 MHz, and
we obtain the SINR cumulative distribution function graphs
of CU, VU, and Eve by simulation, as shown in Figure. 4.

By setting the above parameters for simulation, we obtain
the SINR cumulative distribution function of CU, VU and
Eve. Therefore, the specific value distribution of each user’s
SINR in the downlink model of this cellular-V2V heteroge-
neous system is known. The comparison can prove that the
model is reasonable.

IV. ANALYSIS OF V2V COMMUNICATION SAFETY
In the cellular-V2V heterogeneous system, when the VUs
communicate with each other, the resources of the cellular
network link are multiplexed. According to the established
downlink communication model, the VU is not interfered by
the CU. Therefore, this paper selects the downlink commu-
nication link as the research object. In the process of auto-
matic driving communication, it is necessary to ensure that
the interference received by the VU is as small as possible,
and to achieve reliable connection of V2V communication,
that is, a minimum threshold value should be set for the
SINR to be constrained. According to formulas (7)-(10) and
related definitions, the expressions of V2V communication
connection probability, combined with the random geometry
theory, we get the eavesdropping interruption probability and
secure transmission probability of V2V communication.

A. COMMUNICATION CONNECTION PROBABILITY
According to the derivation of formulas (7)-(10), com-
bined with the monotonic characteristics of the log function,
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FIGURE 4. SINR cumulative distribution function and comparison chart
for each use.

thesuccessful connection condition SINRVU > βVU of the
V2V user can be obtained. Among them, βVU represents
SINR threshold for communication connections between
V2V users. If SINRVU < βVU , then the V2V link cannot
be successfully connected. The derivation process of the
closed-form expression of the communication connection

probability of the V2V user is as follows:

Pvucon(βVU )

= 1− Eφvu[P(ϕ ≤
(IVU + NVU )βVU

PVUd
−α
VU ,VU + PPBd

−α
VU ,PB

)]

= e−[(PVUd
−α
VU ,VU+PPBd

−α
VU ,PB)

−1βVUNVU ]

×EIvu(e
−[(PVUd

−α
VU ,VU+PPBd

−α
VU ,PB)

−1βVU Ivu]) (11)

Among them, Eφvu represents the expectation of all ran-
domly distributed VU communication connection probabil-
ities within the system model, g obeys the Rayleigh dis-
tribution hypothesis, and is derived from the characteristics
of the Rayleigh channel. The power fading coefficient ϕ
obeys an exponential distribution with a parameter of 1,
to simplify the calculation. Suppose ϕVU ,VU and ϕVU ,PB are
the same constant and marketed as ϕ. Then, get the solu-
tion to EIvu(e

−[(PVUd−αVU ,VU+PPBd
−α
VU ,PB)

−1βVUIvu]). According
to the above hypothesis ϕBS,VU obeys the exponential dis-
tribution with a parameter of 1, you can get the following
expression:

EIvu(e
−[(PVUd

−α
VU ,VU+PPBd

−α
VU ,PB)

−1βVU Ivu])

=
1

1− [−(PVUd
−α
VU ,VU + PPBd

−α
VU ,PB)

−1βVUPBSd
−α
BS,VU ]

= EdBS,VU (
1

1+ κd−αBS,VU
) (12)

In which, κ = (PVUd
−α
VU ,VU+PPBd

−α
VU ,PB)

−1βVUPBS Here,
according to

the derivation in Lee et al. [10], the following approxima-
tion is obtained:

EdBS,VU (
1

1+ κd−αBS,VU
) ' (1+

κ2/α

[E(dBS,VU )]2
)−1

Among them, E(dBS,VU ) = 2R/3. Put the above formula
E(dBS,VU ) = 2R/3 into Pvucon(βVU ) to get the closed
expression of the final V2V user communication connection
probability:

Pvucon(βVU )

= (1+
[(PVUd

−α
VU ,VU + PPBd

−α
VU ,PB)

−1βVUPBS ]2/α

[E(dBS,VU )]2
)−1

× e−[(PVUd
−α
VU ,VU+PPBd

−α
VU ,PB)

−1βVUNVU ] (13)

B. EAVESDROPPING PROBABILITY
Under the premise of ensuring normal connection between
V2V users, let us study the outage probability of Eves on
V2V link eavesdropping. Assume that all Eve in this system
can eavesdrop on the VU. If there is Eve’s SINR for V2V
link eavesdropping is greater than the threshold βEve. Then,
the V2V user communication interruption causes the eaves-
dropping to be interrupted, thereby ensuring the security of
information transmission. Therefore, we take the Eve with
the largest SINR for discussion and obtain the following
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expression based on the deduced results.

PvuInt (βEve)

= P(SINREve > βEve)

= e−(P
−1
VUd

α
VU ,EveNEveβEve)EIEve [e

−(P−1VUd
α
VU ,EveβEveIEve)] (14)

Among them, the interference IEve refers to the interfer-
ence power received by Eve, mainly including the interfer-
ence generated by PB and the interference generated by BS
configured with multiple antennas, which is:

IEve = IEve,BS + IEve,BS
= PBSd

−α
BS,EvegBS,Eve + PPBd

−α
PB,EvegPB,Eve

Then, continue the deduction of EIEve :

EIEve [e
−(P−1VUd

α
VU ,EveβEveIEve)]

= EdBS,Eve (
1

1+ P−1VUd
α
VU ,EveβEvePBSd

−α
BS,Eve

)

×EdPB,Eve (
1

1+ P−1VUd
α
VU ,EveβEvePPBd

−α
PB,Eve

)

= [1+
(P−1VUd

α
VU ,EveβEvePBS )

α/2

[E(dBS,Eve)]2
]−1

× [1+
(P−1VUd

α
VU ,EveβEvePPB)

α/2

[E(dPB,Eve)]2
]−1 (15)

Among them, E(dBS,Eve) = 2R/3,E(dPB,Eve) = 128R/45π ,
and set µ = P−1VUd

α
VU ,EveβEve.

The closed expression of the probability of Eve eavesdrop-
ping is obtained by substituting the above formula into the
original form:

PvuInt (βEve) = [1+ (
3
2R

)2(µPBS )2/α]−1

× [1+ (
45π
128R

)2(µPPB)2/α]−1e−(µNEve) (16)

C. SECURE TRANSMISSION PROBABILITY
The closed expression of VU communication connection
probability and Eve eavesdropping probability is obtained
above. When Eve’s SINR for V2V link eavesdropping is less
than the threshold βEve, the V2V link communication does
not interrupt, that is, the information transmission is reliable.
Therefore, the probability at this time is defined as the prob-
ability of safety without interruption, that is, Pvusec(βEve) =
1−PvuInt (βEve). Then, according to the definition of the secure
transmission probability of the end-to-end communication
link in [18], and Combinedwith the downlink communication
link model of the cellular-V2V heterogeneous system in this
paper, the expression of the secure transmission probability
Pvutsp of the V2V link in the vehicle networking scenario is
obtained.

Pvutsp = Pvucon(βVU )[1− PvuInt (βEve)] (17)

TABLE 2. Simulation parameter.

V. ANALYSIS OF V2V COMMUNICATION SAFETY
Extracted from the complex expression and access to large
amounts of data into useful information for the deployment of
the operation to provide theoretical guidance for car network-
ing communication and analysis, this section through the
genetic algorithm, is derived from the nonlinear closed dig up
the implicit in the expression, the relationship between poten-
tial value to decision, patterns and trends, and used the knowl-
edge and rules based cellular network simulation model,
seek security in the transmission probability and the opti-
mal solution of this kind of nonlinear problem, and through
the experiment to prove the rationality of the algorithm and
adaptive.

According to the derived expressions (13)-(17), the dis-
tance between the VU transmitter and receiver, the distance
between the PB and VU receivers, and the PB transmit power
are related to the safety of the autonomous communication.
The VU connection probability, eavesdropping outage prob-
ability and safe transmission probability are simulated in
the downlink communication link model of the cellular-V2V
heterogeneous system. The safety transmission probability
of V2V communication in this system before and after the
introduction of the autopilot floating vehicle is compared, and
the rationality of the probability expression derived based on
the cellular-V2V downlink system model is verified.

In the simulation process, the downlink communication
link of the cellular-V2V heterogeneous system includes 5G
base station, CU, VU, Eve, and PB. We assume that the
minimum distance between users is 1m, and the maximum
distance that VU users can communicate is 40m. In order
to simplify the calculation, any pair of V2V communication
in the cell is independent of each other and does not inter-
fere with each other, its position distribution obeys Poisson
point process. The specific simulation parameters are shown
in Table 2.

When V2V user distances dVU ,VU are 10m, 20m, 30m
and 40m, the variation of the V2V user communication
connection probability with the SINR threshold is shown
in Figure 5. It can be seen from the figure that the probability
of V2V user communication connection decreases with the

VOLUME 8, 2020 69395



C. Wang et al.: Simulation of Vehicle Network Communication Security Based on Random Geometry and Data Mining

FIGURE 5. Influence of VU distance on its communication connection
probability.

FIGURE 6. Influence of VU and PB distance on VU communication
connection probability.

increase of dVU ,VU . When the V2V transmitter and receiver
are close together, the communication connection probability
is extremely high and does not change much with the SINR
threshold. As the distance between the two increases, the con-
nection probability decreases rapidly with the increase of the
SINR threshold.

When the distance between the VU receiving end and the
unmanned floating vehicle is dVU ,PB, 50m, 100m, 200m,
and 400m, the V2V user communication connection proba-
bility varies with the SINR threshold as shown in Figure 6.
It can be seen from the figure that the probability of V2V
user communication connection decreases with the increase
of dPB,VU . And when the distance between VU and PB
exceeds 200m, the communication connection probability is
less affected by this factor. The distance between VU and PB
has a significant influence on the probability of VU com-
munication connection. Next, assuming that the distance
between VU and PB is 250m, we simulate the influence of
the probability of PB transmission on the probability of V2V
user communication connection.

Assume that the distance between V2V users is always at
a maximum of 40m. When the transmitting power of the self-
driving floating vehicle as the beacon PB is 33dbm, 43dbm,
53dbm, 63dbm, respectively, the V2V user communication

FIGURE 7. Influence of PB transmit power on VU communication
connection probability.

connection probability changes with the SINR threshold as
shown in Figure 7. It can be seen from the figure that the
greater the transmission power of the autonomous floating
vehicle as a beacon, the higher the V2V user communica-
tion connection probability. When the transmission power
is reduced to about 40 dbm, the connection probability is
less affected by this factor, and the actual system needs to
be considered in combination with energy consumption and
resource allocation.

The communication connection probability of V2V users
is simulated from the distance between the transmitting and
receiving ends of the VU, the distance between the PB and
the VU receiving end, and the PB transmitting power. The
results are reasonable. This provides a new way to improve
the safety of communication for autonomous driving.

Next, from Eve’s simulation analysis of the eavesdropping
outage probability of V2V communication, that is, when
Eve’sSINR exceeds the threshold, V2V communication is
interrupted to ensure that information is not eavesdropped.
At this time, the state of V2V is defined as an unsafe state. The
following is simulated from the distance betweenVU and Eve
and the power of the PB of the self-driving floating vehicle,
and the change of the probability of eavesdropping with the
threshold is discussed.

As the SINR threshold of Eve increases, the probability
of eavesdropping interruption will decrease, as shown in Fig-
ure 8. As the SINR threshold of Eve increases, the probability
of eavesdropping interruption will decrease. For example,
when the signal transmitted by the PB is larger, the interfer-
ence signal received by Eve as an illegal user is larger. There-
fore, the probability that a V2V user can maintain normal
communication is greater, the probability of eavesdropping
is small, and the probability of eavesdropping is smaller.
As shown in Figure 8.

When the distance between Eve and VU is closer, the path
loss of the signal is smaller. Therefore, the higher the proba-
bility of eavesdropping, the more realistic the actual situation
of the car network communication system is. At this time,
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FIGURE 8. Influence of PB transmit power on eve eavesdropping outage
probability.

FIGURE 9. Influence of Eve and VU distance on the probability of Eve
eavesdropping.

the information between the V2V users cannot be transmitted
securely, and normal communication cannot be established,
so the probability of eavesdropping interruption is higher.
And the probability of eavesdropping is gradually reduced
as the distance between Eve and VU increases, as shown
in Figure 9.

When Eve taps the V2V link, the SINR is less than the
threshold value βEve, the V2V link communication does not
interrupt, that is, the information transmission is reliable, so
the probability at this time is defined as the security unin-
terrupted probability, that is, Pvusec(βEve) = 1 − PvuInt (βEve).
The simulation is carried out from two aspects of the distance
between VU and Eve and the power of PB of unmanned float-
ing vehicle, and discusses the change of safety uninterrupted
probability with threshold.

The closer the distance between the legitimate VU and the
illegal Eve user in the cellular-V2V heterogeneous system,
the higherthe probability of eavesdropping and the worse
the reliability of information transmission between V2V
users. Therefore, the probability of uninterrupted security
is lower. As the distance between VU and Eve increases,

FIGURE 10. Influence of Eve and VU distance on the probability of
uninterrupted safety.

FIGURE 11. Influence of PB transmit power on safety uninterrupted
probability.

the probability of uninterrupted security presents an increas-
ing trend, as shown in Figure 10.

At this time, dVU ,Eve = 40m. When the transmission
power of the autopilot floating vehicle PB in this cellular-
V2V heterogeneous system is larger, the interference power
to Eve is increased, and Eve’s eavesdropping ability is
worse. Therefore, the probability of uninterrupted security is
higher, and the trend of increasing is presented, as shown in
Figure 11.

Then, according to the definition and expression of
Pvucon(βVU ) and PvuInt (βEve) as well as the relationships with
each parameter system, changes of Pvutsp can be obtained
through comprehensive analysis. The data mining technol-
ogy based on genetic algorithm is used to find the optimal
solution of the safe transmission probability. The informa-
tion transmission security problem of V2V communication
is simulated, and the objective function is:

Pvutsp = Pvucon(βVU )[1− PvuInt (βEve)],

Pvucon(βVU ) and PvuInt (βEve) is shown in formulas (13)
and (15).
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FIGURE 12. Data mining value process.

The benefit matrix is randomly generated, and the maxi-
mum number of iterations is set to 50, the number of individ-
uals is 40, and the generation gap is set to 0.9. The objective
function, the closed expression of the safe transmission prob-
ability, is set as the fitness function. The independent variable
is the threshold βVU and βEve. The distance between the
transmitting end and the receiving end of the VU is average,
that is:

dVU ,VU = 20m, dVU ,PB = 50m.

The other parameters are unchanged, and the optimal
solution is obtained by the operation of algorithm selection,
crossover, mutation, etc. The value of the safe transmission
probability is shown in Figure. 12.

We find that the value of the optimal solution for finding
the safe transmission probability is mostly concentrated in the
upper left corner of the function surface graph, and the SINR
cumulative distribution function of VU and Eve from the
simulation experiment is shown in Figure 4. According to the
above experimental results, we select the appropriate value
range of SINR threshold, the value range of βVU is 10-35 db,
and the value range of βEve is 0-25 db. Then, according to
the setting of the above parameters, we perform simulation
experiments to observe the optimal solution of the objective
function., that is, the maximum value of the safe transmission
probability and the change of the average value of the opti-
mal solution in each iteration. Through many experiments,
the results show that the algorithm has good convergence for
solving themaximum value of the safe transmission probabil-
ity, and the optimization efficiency is high, and the number of
iterations is small, which is suitable for solving this problem.
Figure 13 shows two independent data mining simulation
experiments. We can clearly find that although the average
of each of the safe transmission probability solutions differs
greatly in the two experiments, the final convergence results
are consistent, that is, the maximum value of the obtained
safety transmission probability is consistent.

Return the maximum value according to the simulation
experiment and output the two independent variable thresh-
olds βVU and βEve when the maximum probability of safe

FIGURE 13. Simulation process of safe transmission probability’s optimal
solution.

transmission is output. Assuming that the system parameters
are unchanged, the threshold value obtained by making the
above-mentioned secure transmission probability to the max-
imum value is taken, that is, βVU = 10db, βEve = 25db.
The distance between the transmitting end and the receiving
end of the VU is average, that is, dVU ,VU = 20m. Considering
the communication connection probability and safety non-
disruption probability of V2V users, the variation of safe
transmission probability of V2V link with PB transmitting
power is simulated

First, the probability of information transmission in the
process of automatic driving communication increases with
the increase of the transmitting power of the self-driving
floating car PB. The greater the PB transmit power, the greater
the probability of safe transmission, and as the distance
between VU and PB decreases, the probability of safe
transmission increases. Particularly, when dVU ,PB < 50m,
the changes of safe transmission probability dVU ,PB are rel-
atively obviously. This is in line with the situation in the
actual system, when the distance is similar, the path loss of
the received signal is small. Therefore, the received signal
is large, the SINR is increased, and the channel capacity
is also increased, so the probability of being greater than
the threshold is increased. Therefore, the probability of safe
transmission increases with the decrease of dVU ,PB, as shown
in Figure 14.

In order to prevent the leakage of information when the
V2V communication of the self-driving vehicle is weak-
ened,Eve’s eavesdropping ability is weakened, and the com-
munication safety of the autonomous driving is improved.
On the basis of the cellular-V2V heterogeneous system
model, an autopilot floating vehicle is introduced as a beacon
to transmit signals. The following is a comparison of the safe
transmission probability of a cellular-V2V heterogeneous
system before and after the introduction of an autonomous
floating vehicle. Figure 15 shows the comparison of the
context of the safe transmission probability of introduc-
ing autonomously driven floating vehicle as a PB. Suppose
PPB = 53dbm at this time, The introduction of automatic
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FIGURE 14. Simulation analysis diagram of safe transmission probability.

FIGURE 15. Comparison of the relationship between the probability of
safe transmission before and after the introduction of PB.

driving floating vehicle as PB system, legitimate users know
the information content, the signal can be used as a receiving
signal, but illegal users do not know the information content,
the signal can be used as a kind of artificial noise, reduce its
eavesdropping ability, so as to ensure the safe transmission
of information in the process of automatic driving commu-
nication. It can be seen from the experimental results that
the information security transmission probability of the auto-
matic driving communication process in the PB-introduced
system is higher, which proves the rationality of the system
model and the simulation experiment.

VI. CONCLUSION
The existence of the Internet of vehiclesmakes people’s travel
more intelligent. Mining the value behind the large amount of
data stored in the Internet of vehicles and analyzing it effec-
tively is the basis of intelligent application, and it is also one
of the methods to improve the security performance of cel-
lular -V2V communication. In the context of 5G technology,
this paper establishes a cellular-V2V heterogeneous system
model including 5G base station, CU, VU, Eve and PB by
using random geometry theory. We introduce the automatic

driving floating vehicle as PB, and use the transmitted signal
as an artificial noise. The legitimate user knows that the infor-
mation content will not be interfered by decoding. The eaves-
dropper receives the unknown signal and becomes artificial
noise and is disturbed. We obtained the cumulative distribu-
tion functions of the SINR of CU, VU, and Eve through simu-
lations, thereby proving that this cellular-V2V system model
has certain rationality. We also conduct theoretical research
and simulation experiments on safety indicators such as V2V
communication connection probability, Eve eavesdropping
interruption probability and V2V communication security
transmission probability; and comprehensively considered
communication connection probability and eavesdropping
interruption probability to conduct simulation experiments
and experiments on secure transmission probability. The
result accords with the situation in the actual communication
system. Since the probability of safe transmission is a mul-
tivariate nonlinear expression, we mine the data by genetic
algorithm, obtain the optimal solution of the safe transmission
probability, and extract valuable information to provide a
decision-making scheme for the research of communication
safety of autonomous driving; Finally, the simulation anal-
ysis shows that the information transmission safety proba-
bility of the automatic driving communication process in the
PB-introduced system is higher. This proves the rationality of
the cellular-V2V heterogeneous systemmodel and simulation
experiment including the self-driving floating vehicle, and
provides research ideas and methods for further improving
the safety of autonomous driving communication and pre-
venting security problems such as information leakage and
data tampering. The research in this paper has not considered
the interference between different VU. In the actual Internet
of Vehicles, V2V communication exists between multiple
vehicles, and mutual interference cannot be ignored. The next
research work will focus on solving such problems.
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