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ABSTRACT Nowadays, location-based services are being widely popularized due to their massive usage
in current and emerging technologies. These services are based on searching out areas of interest which are
likely to be accessed by users. Despite helping users worldwide, Location Based Services (LBSs) Systems
endanger users’ privacy because a user must provide personal information in order to use the services. Users
thus become easy prey for assailants to access their social and personal lives. This problem is a giant issue
for contemporary technologies because they are increasingly being used with the passage of time. Many
existing solutions have attempted to resolve the challenges, but they face some serious dilemmas regarding
the preservation of privacy. In order to address the privacy challenges in LBS systems, in this paper we have
introduced a newHierarchy Based Location Privacy (HBLP) model that protects the user’s privacy, including
the user’s query time and identity and location information. The proposed model protects the user’s privacy
by using pseudo identity exchange, an aggregation protocol, and the concepts of Forest User (FU), Tree
User (TU), and Child Users (CU) with k-anonymity and t-closeness, which is a reasonable combination for
privacy provision for a user’s query time, identity, and location. In order to evaluate the privacy protection
level, we implemented the HBLP model in a Riverbed (Opnet) simulation and compared the results with
existing state-of-the-art privacy-provisioning methods. The results showed that HBLP protected all the
privacy attributes when a user interacts with an LBS system.

INDEX TERMS Location based services, user privacy, NTTP, point of interest.

I. INTRODUCTION
Today, internet technology is speedily expanding, and peo-
ple can explore areas and associate and make friends with
others who are geographically far away [1]. When accessing
individuals or areas or when retrieving information based
upon Location Based Services (LBSs), protecting one’s own
location information is extremely important LBSs are bene-
ficial in that they allow the discovery of multiple places like
[2] educational organizations, hotels, parks, shopping malls,
and nonprofit organizations, and also delivers several types
of services like publicizing services, vending services, and
transportation services, etc. However, they also reveal a user’s
location, identity, and temporal information, and we have
to secure these three attributes from unsanctioned access.
Some key types of LBS are used nowadays [3], such as
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location aware services, location tracking services, and map
navigation services.

In spite of providing great convenience, like discover-
ing tourism locations, enjoying online games with anony-
mous people in faraway locations, and social networking,
companies like Instagram, Facebook, and Twitter collect
users’ topics of interest by retaining their critical infor-
mation and personal data [4]. For example, Google Maps
uses the Global Positioning System (GPS), through which
everyone can detect their location from anywhere, but users’
private information can be used by unauthorized persons
without a user being informed of what their information
is being used for and also who is using it [5]. All these
services collect our private information, and due to this,
our privacy is compromised. This privacy problem means
that sensitive information given to an LBS is not fully
safe because it can still be damaged by attackers [6], [7].
There may be occasions where we can provide a dummy
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position and identity for the purpose of protecting our pri-
vacy, but if a consumer orders fast food from a restaurant,
for example, then they will have to provide their actual
location, and similarly, if someone wants to use Amazon,
they must provide accurate information to create an account.
These scenarios require users to provide real information,
and there arises the problem of protecting users’ sensitive
information.

LBSs utilize two main methods to try to ensure privacy;
i.e., by using Trusted Third Party (TTP) and Non-Trusted
Third Party (NTTP) protocols, where TTP means there is a
node or server owned by some third party which is assisting
the LBS to guard its users [8]. According to emerging Block
chain technology, the TTP based model can be review in [51].
LBS using TTP depends fully on the third party, but it is not
always possible to determine whether the third party is always
trustworthy in protecting the private information of the user.
There are several techniques which deal with privacy protec-
tion in the context of TTP in LBS, and the existing literature
provides a huge variety of approaches to solve the privacy
problem [5], [9].

However, all approaches have some serious drawbacks
regarding the privacy and security of LBS-users, and it is hard
to obtain a perfect approach. Due to these reasons, NTTP
protocols are being increasingly focused on for preserving
privacy, which is beneficial because no trusted third party
tool is used while processing query in LBS system. There
are many proposed approaches for using NTTP in LBS,
and these are discussed in detail in Section III. These tech-
niques help an LBS to protect a user’s personal information
from being accessed by unauthorized persons. The primary
problem to solve in the current study is to protect three
attributes, which are users’ identity, temporal information,
and spatial information, and LBS privacy is mainly concerned
with these three attributes. Because inadequate privacy can
lead to problems like misusing or attacking a user’s personal
information, this is a very serious issue for users, and if
users lose their trust in an LBS, this would have serious
consequences for its future. So in order for users to have
a high satisfaction level in an LBS, we need to maintain
their confidence in their privacy [10] with regard to the
users’ identity and temporal and spatial information by using
NTTP.

The rest of this paper is organized as follows. Section I
provides the introduction of the topic, and then we specify
the motivations for the research. Section II encompasses a
detailed view of the goals of the research, and Section III
provides a review of the literature with details regarding
the background and related research. Section IV consists of
the proposed model description, flowchart, algorithm, and
architecture of the proposed approach. Section V provides
the details of the experiment and the results, as well as
experiments related to implementing the proposed approach,
and results are described. Section VI provides a discussion of
the research and the relevant details.

FIGURE 1. Three attributes of users.

II. PROTECTION GOALS
This research work addresses the most vulnerable LBS
attributes with regard to user privacy, which are Time, Iden-
tity, and Position (TIP), and the study’s goal is to provide
a way to protect these three attributes. Three fundamental
privacy attributes mentioned in figure 1 are the most sensitive
and critical for mobile user, as he does not agree to compro-
mise their privacy.

A. SPATIAL INFORMATION
Spatial information specifies the information related to a
user’s geographical position when they access a Location
Based Service (LBS) system to request information about a
Point of Interest (PoI) [11]. It identifies the position of the
user through the effect of creating a bottleneck to trace the
user’s exact location. A primary objective of the research is
to maintain the protection of the spatial information of users,
as follows.

• A user should be able to enquire about an organization
of interest where they wish to visit, for example, a food
court, bank, or educational institution, without unveiling
their location.

• A user should be able to use an advanced navigation
system such as the Global Positioning System (GPS)
[12] for predicting traffic jams.

• A user may not want to publicize that they are enjoying
a meetup with friends by instead appearing to be in
a meeting with their boss at their workplace, just for
example.

B. USER IDENTITY
User Identity is a major characteristic when dealing with
geography-driven applications, as it includes very confiden-
tial information related to the user. The related need is to cam-
ouflage a user’s identity when they interact with an LBS. User
identity can be a name, a unique value related to the user, or a
combination of central labels that uniquely identify the user.
If a user makes their confidential information available to the
LBS, the information may be intercepted by an unapproved
entity who may be an attacker or adversary [5].
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C. TEMPORAL INFORMATIO
Temporal information comprises the instants of time in which
a user has interacted with or passed a request to an LBS.
A Point in Time (PiT) is a sensitive factor to protect because
an adversary can keep track of a user’s times of use and infer
information about them through it. It includes time or the
PiT when the location of the user is accurate. In some cases,
location information is considered to be significant if it builds
a strong association with a user’s temporal information [13].
For example, a user’s PiT record may disclose critical time
informationwhile travelling, thereby disclosing their speed of
travel and other data. Therefore, a mobile user should always
beware of any of his/her data being fed into any computing
system.

III. REVIEW OF LITERATURE
To address the three main areas of concern in Location Based
Services (LBSs) with regard to privacy, i.e., Time, Identity,
and Location, several privacy provisioning methods are pro-
posed as presented in this section.

A. BACKGROUND
Location Based Services (LBS) today are a part of everything
from control systems to smart weapons. The vision for this
was created in the mid-1990s by Todd Glasey and others
working inside the American Bar Associations Information
Security Committee [14]. In 1993 [15], International Teletrac
Systems (later PacTel Teletrac), founded in Los Angeles, Cal-
ifornia, introduced the world’s first dynamic real-time stolen
vehicle recovery services. As an adjunct to this, they began
developing an LBS that could transmit information about
location-based goods and services. Further the US Federal
Communication Commission (FCC) issued rules requiring
all US mobile operators to provide emergency callers with
location services [16]. In 1997, Christopher Kingdon of the
Ericsson corporation submitted a Location Services (LCS)
plan to the joint GSM group of the European Telecommuni-
cations Standards Institute (ETSI) and the American National
Standards Institute (ANSI) [17]. As a result, the LCS sub-
working group was created under ANSI. This group went
on to select positioning methods and to standardize Loca-
tion Services (LCS), later known as LBS [18]. As a result
of these efforts, in 1999 the first Digital Location Based
Service (DLBS) patent was filed in the US [19]. In 2000,
after approval from the world’s 12 largest telecom operators,
Ericsson, Motorola, and Nokia jointly formed and launched
the Location Interoperability Forum Ltd (LIF), which first
specified the Mobile Location Protocol (MLP) [20]. Later
on, LIF was merged with the Open Mobile Association
(OMA), and an LBSwork group was formedwithin the OMA
[21]. Marex.com in Miami Florida designed the world’s
first marine asset telemetry device for commercial sale. The
device, designed by Marex and engineered by its partner
firms in telecom and hardware, was capable of transmitting
location data and retrieving location-based service data via

both cellular- and satellite-based communication channels.
The first consumer LBS-capable mobile web device was the
Palm VII, released in 1999 [22]. Therefore, the first LBSs
were launched in 2001 by TeliaSonera in Sweden (Friend
Finder, house position, emergency call location, etc.), [23].

In term of LBS systems, the Location Privacy Protection
Act of 2012 was introduced by Senator Al Franken in order
to regulate the transmission and sharing of user location data
in the United States [24]. After observing that users’ needs
were not being satisfied by Trusted Third Party (TTP) pro-
tocols, an approach to use Non-Trusted Third Party (NTTP)
protocols in LBSs was proposed, but which further work and
research is still required to provide sufficient privacy using
this method. TTP protocols are based on the involvement of a
trusted third party, which is a threat for users’ privacy because
third parties may actually be adversaries, resulting in the
leakage of personal information. This was themain reason for
moving towards NTTP protocols, because they do not fully
involve a trusted third party. In the case of NTTP, a third party
is not considered trustworthy by users; regardless, NTTP still
preserves users’ privacy better compared to TTP. NTTP is
mainly focused for the future work to provide privacy in
an LBS by protecting the three crucial attributes of users,
which are temporal information, user identity, and spatial
information [5], [25].

B. RELATED WORK
To solve the privacy issues in LBS systems, three attributes
are used which are: Time, Identity, and Position (TIP).
A number of solutions have been presented by different scien-
tists, and some of them are given below. There are several pri-
vacy challenges which need to be addressed. In the Location
Label-Based Approach (L2P2) [26], the LBS system consists
of three key components: User Requests (USER), Pseudonym
Identity Server (PIDS), and Location Provider (LP). The
LP operates in accordance with the relevant regulations and
agreements in an LBS system, but it does not rule out that
the LP has curious and hope to deduce the user’s location,
preferences, and trajectory privacy. L2P2 used in Location &
trajectory privacy. This scheme is based on agreements so that
by following the agreements, a user’s personal information is
not collided and also LP. Its drawback is that the LP is honest-
but-curious, so it is not fully trusted. LP can intervene privacy
of user in some certain conditions if there is any opportunity.

In the Cloud-Based model [27], there are three important
factors, which include an LBS provider, a group of LBS
users, and a cloud server. An LP registers its users on a cloud
server, and in the cloud system, a secret key is provided to
an LBS user to prevent unofficial access to individual user
data. The LBS user sends their confidential information to a
Service Provider (SP), and then the SP uploads the encrypted
information to the main (cloud) server. Further, cloud server
answered to the query of the user and expires the user’s
credentials. In future, if user again want to connect the server,
system revokes user to the network. In such way, a user’s
privacy is protected from malicious users. In contrast, many
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attackers know how to perform decryption by applying the
most frequently used decryption keys, which can compromise
the user’s privacy.

Another cache-based data privacy provisioning model [28]
saves a user’s information in a cache (temporary memory),
which is helpful in keeping attackers from unauthorized
access because after using the data it is lost and the server
does not give permission to any other entity to use the data.
On other hand, the case-based model couldn’t deal with
server, which is not feasible if the user later queries the server
to obtain the data.

A Content Concealed Bottle mechanism has also been
proposed to maintain privacy in LBS systems [29], and this
has three main categories, i.e., (1) a secure matching stage,
(2) a Euclidean distance computation, and (3) a private point
of interest (POI) retrieval stage. The user generates a vector
attribute query which is compared with existing saved vectors
in the database server, and the protocol of the Euclidean
distance computation finds the difference between the two
parameters. The secure matching stage is meant to search
for the correct match of attribute vectors related to the user’s
query. An approach the Garbled Circuit with optimized cir-
cuit modules for this phase to ominously condense the cost of
whole construction of circuits. In the third step, a Quadratic
Residuosity Assumption (QRA)-based private information
retrieval protocol securely fetches the needed points of inter-
est for the user. In this model, clients are semi-honest and
server, it means both follow the defined protocols but still
they are eager to know each other. However, in this model,
only the user knows the results of the final query, while on
the other hand, the server is responsible providing the relevant
results and following the protocols. In actually user hides its
query and 4 server hides its database. However, as the query
is encrypted thus user is concerned with accurate results and
server does not know about its content. A disadvantage of this
approach is that an adversary/server can easily search out the
content of the query.

In the Context-Aware Privacy Protection technique [30],
users are ranked according to their exact distance from a
queried location; a ranking function is used, and most impor-
tantly, an LBS query is viewed as a top-k query. After receiv-
ing a query, the server processes it against a spatial database
and sends a reply to the user. Location unsettled element
disturbs the Query-Based Location (QBL) reorganizes data
for retrieval of actual location. Anonymous routing element
leathers user ID through relaying nodes routing. This is a very
economical approach, but a problem is that Quality of Service
(QoS) is not given as much attention in anonymous networks.

Spatial Bloom Filtering [31] is a famous method used to
examine the temporal and location information of a user.
This method uses an SP-based protocol and communicates
directly with the user, but both entities distrust each other, and
consequently, neither entity will want to expose the private
information to a third party. Here, the LBS only knows the
Area of Interest (AoI) of the user, but not the exact location.
An issue with the bloom filtering model was that the provider

can only estimate the user’s distance from the central area to a
certain extent, and the relative location is only exposed when
the user is within a determined area. Distributing the area
around the POI in a different manner may reveal the direction
but conceal the distance.

Homomorphism is another method [33] that aims to man-
age a guaranty level that centroid has been gain in the absence
of actual user’s position. A strategic public key homomor-
phism is composed to attain location privacy. Homomor-
phism is a TTP-freemechanism that helps to generate a public
key; the user’s location can be encrypted, and information is
decrypted through LBS involvement and then sent to every
user involved in order to determine /assess centroid. How-
ever, a drawback of this approach is location’s decryption
used by the attacker to cause violation. Micro Aggregation-
Based Approach [34] the big quality of this method is zero-
mean Gaussian noise is added and convey directly to the
LBS database server and which is difficult to search out the
centroid of K upset/ unsettled user location. Due to zero-mean
there is no estimation of location find out and also Gaussian
noise which is created by weak illustration and high point
temperature but primary issue in this method was that if user
belongs to a fixed (same location for a long time) position
then Gaussian noise can be repeatedly applied to getting the
real location of the user.

Private Information Retrieval (PIR) [35] is another way
to protect a user’s location, where an LP uses a protocol
for the interaction of user in efficient way and best manner.
It prevents the defined method to work in real environment,
where LP just answers the query of the users without care of
privacy. By addressing the massive utilization of resources,
PIR can be considered as one of the leading models for
privacy provisioning in LBS systems. Persona [36] is another
privacy provision model wherein a user generates an asym-
metric key pair and shares its public key with other users
to whom the sender wishes to send information. The sender
defines the levels of trust for other users, and those users
can be assigned a particular relationship with the sender. The
user can create groups and add participants accordingly, and
the user’s information can be protected through encryption.
Users are highly advised to choose their friends carefully, like
university fellows, friends, and colleagues. There are some
drawbacks to Persona, and one of these is that the LBS server
decrypts all coordinates of the position, which makes it very
tough for the LBS server to even work on nearest-position
queries.

Obfuscation is a process of degrading the quality of infor-
mation about a user’s location with the aim to protect that
user’s privacy when using location services [37]. It is used
less precision by using graph though different vertices. A dis-
advantage of this approach is that users and providers must
share the graph modelling the space for a comprehensive
approach to imprecision in location systems. Space Twist is
a technique which generates an anchor (i.e., a fake point)
that is used to retrieve information on the k nearest points of
interest from the LP in location services. This method hides
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a user’s real identity from k values, which makes it difficult
for an adversary to trace the right person due to multiple fake
points. However, due to the lack of collaboration, Space Twist
is unable to achieve k-anonymity.

The Path Confusion technique [38] depends upon giving
bogus locations by camouflaging a user’s actual location
using anonymized pseudonyms. In path confusion, user sends
one or more bogus locations which are related to the actual
position and protect user’s privacy. The algorithm for check-
ing the unpredictability of higher or lower privacy is:

H = −
∑

pilogpi (1)

In Equation (1), ‘p’ is the probability of a location and
‘i’ is the target vehicle. However, if a user is using path
confusion but is still sending information affiliated to an
adjacent location, they can be traced easily.

In the Silent Period approach [39], a particular interval of
time converted into a silent state in order to prevent commu-
nication because of not being attacked by contender. When
system’s this silent mode is terminated location is upgraded
to novel one but downside of this approach is, if vehicle’s
speed is lower than desired then silent period will go long
and location will not be upgraded and will keep former which
is vulnerable to attack. In the swing and swap method [40],
a node can interchange its Identities with imminent and cor-
responding vehicle to obfuscate the attacker about vehicles
but where user is on the less-crowded road or on motorway
then this approach is not efficient. In another coordinate
transformation technique [41], [42], the user executes some
geometric options such as shifting and rotating their location
before getting a service from the LBS. In order to get the
original location, an inverse transformation of these functions
is used. This technique uses mathematical operations such
as enlarging the radius, shifting the center, increasing the
radius, or applying double obfuscation (i.e., mixing shifting
center with any of remainders). The disadvantage of this
approach is that inverse transformation can be used to find the
user’s actual information of. A privacy-supported LBS server
directly exchanges information with the user. The server
originates notifications about the privacy level of the user,
but it depends on the user whether the user will maintain these
notifications or not. A downside of this method is that the user
depends totally on the server, and if the server is inoperable
then it can send incorrect notifications to the user, which can
mislead the user about their privacy.

Leading to privacy provisioning in LBS systems, geo-
indistinguishability, a conventional thought of privacy that
ensures the user’s actual location, while permitting estimated
data normally expected to acquire a certain desired service
to be released. In any case, geo-indistinctness entails that an
informed adversary who definitely realizes that the mobile
user is situated inside a little region N, can’t improve his
underlying learning and find the user with higher precision
[43]. Further Geo Indistinguishably was also explored by
[44] and emphasized on differential privacy which means
to safeguard user’s information in a worldwide manner by

some mathematical clamor or noise and differential privacy
intends to supply means to rise the correctness of queries
from statistical databases while reduces the possibility of
identifying its record and erroneous information is given to
the system like if the user is in Canada but it will act as to
be in America. But the issue is that user produces inessential
Clamor like if he is at the lake then it’s nugatory to make
noise. Blind filtering [45] involves a semi-trusted party called
a proxy, for the percolating of our supplementary POI audits
in a blind manner. Semi server is not fully trusted that’s
why user is consistently prepare to face an inauspicious state.
It includes a semi trusted server that’s why we have to depend
on it. If an SP behaves as a user, then the semi-trusted server
will send information to it rather than the actual user.

AL4NEprotocol [46] is a privacy protocol which describes
the privacy affairs of LBS in non-discriminating testing by
giving appropriate privacy and performance and it depends
on a composition of functions. In this protocol, we used n-self
composition of functions. Self-composition functions are as
reliable as the discrete logarithm technique as long as the non-
linear function is chosen carefully. This validates the L4NE
protocol as being as reliable as most of the aforementioned
protocols, and possibly more safe than some. Computation of
self-compositions is much accelerated than power functions.
The L4NE protocol does not escape information of user to
anyone else. The L4NE protocol uses the capricious property
of the composite function. But weakness of this method is,
if the nodes who are sharing information with each other are
found to be at the constant location then it will divulge or dis-
close their information.

Leading to privacy protection in LBS system another
approach Location Labelling Based (LLB) model was intro-
duced in [52]. LLB not deal only the single query processing
but for continues query as well. In LLB, the users are labels
either he/she belongs to similar or different location and
then posted to the server along with query. This mechanism
ensures the protection of location as well as user’s identity.
In contrast, authors in [49] introduced Local-Area Mobile
social networks (PLAM) protocol where t-closeness and k-
anonymity are used to preserve the privacy of the user’s
identity aswell as spatial information. These techniques assist
in providing satisfactory user privacy.

IV. PROPOSED MODEL (HIERARCHY BASED LOCATION
PRIVACY)
In order to address the privacy challenges in a Non-Trusted
Third Part (NTTP) LBS system, we have proposed a new
model named the Hierarchy Based Location Privacy (HBLP)
model. The primary purpose of the proposed architecture is
to provide users with privacy (l-diversity, t-closeness) at an
acceptable level, and improve query success rate as well as
response time than earlier approaches. The proposed model
comprises four fundamental components: a request aggre-
gation protocol, a sensitive service category / an ordinary
service category, a Location Provider (LP) for requests for
services and to get responses. There can be two possibilities,
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FIGURE 2. Architecture of Hierarchy based model.

either the user is located at sensitive location among other
users who are at same place or non-sensitive and different
locations. In case, the user is located in a sensitive location
and all labeled users are also at similar place, the model
invokes Pseudo Identity (PID) Protocol [13], that protect a
user’s spatial information efficiently. In contrast, if a user is
in a non-sensitive location, then a privacy-preserving frame-
work for Local-Area Mobile social networks (PLAM) pro-
tocol will be invoked that can protect the location and pref-
erence privacy when the users’ locations are different [49].
In PLAM framework, t-closeness and k-anonymity are used
to preserve the privacy of the user’s identity as well as spatial
information. These techniques assist in providing satisfactory
user privacy. The model involves a hierarchy-based structure
wherein a Forest User (FU) also known as root user requests
Tree Users (TU) (child users of root parent) to aggregate and
furthermore Tree users inherit Child Users (CU) as shown
in figure 2.

Therefore, FU appears to be the leading user which is
supervising the TU and TU to CU ‘t’ also anonymizes the
identity of real users who are requesting for services from
LP. The FU interacts directly with an LP in this approach to
provide privacy for the user. By applying t-closeness and k-
anonymity [47], it becomes very strenuous for an adversary to
reveal the attributes of users driven from user input for query
processing. Other tools like the PID protocol and improved

PLAM are used to safeguard the user’s identity and location,
and in that way, this technique provides a great deal of privacy
to users. Identity disclosure can lead to attribute disclosure,
but t-closeness in combination with l-diversity prevents both
identity and attribute disclosure. Every attribute is assigned
a global distribution, which means the extent to which an
attribute can go on. If this distribution is narrow in scope,
then it is very easy to infer a user’s information, but if it has a
broader scope, the probability of vulnerability of information
goes down, but it is possible to intercept a user’s critical
information. t-closeness involves a main entity ‘t’, which
means threshold. t-closeness basically relies on the idea of
maintaining distributions for a user’s identity and attributes
in such a way that rounds about threshold ‘t’ by expounding
the global background observation. Figure1 shows the details
of the proposed model.

A. FRAMEWORK WORKFLOW
The workflow of the approach involves each component
of the entire system. Firstly, it goes through the Identity
Exchange Server (IDES) initialization step; this step performs
initialization of server according to the given parameters in
input which are ‘t’ threshold for attribute distribution and ‘l’
location category based on l-diversity having characteristics
of well-represented attributes. After the server initialization,
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FIGURE 3. Workflow of proposed model.

a user must be registered in order to proceed further, and
this also ensures the authenticity of the Location Based
Server. Once a user is registered, then they will come up
with simulcasting of request with tree user by using a request
aggregation protocol which will enable the FU to commu-
nicate with the LP. FU will first check conditions if the TU
have already aggregated with another one or request timeout
has been elapsed or TU inherit no CU which are actual users
requesting services, then the simulcast request will fall in
rejection state and process will be terminated but in other case
FU would confederate with TU.

Furthermore, location labels of the TU are gone under
checking whether location labels are sensitive or ordinary
that’s a very crucial stage because users are served by LP on
the basis of their type of position. If a user is requesting from
a sensitive location, then PID Exchanging protocol will be
entreated but if locations are same and ordinary, ultimately
improved PLAM will be invoked and after accurate comple-
tion of this step the forest user would finally request the LP
to serve the required services. The LP will process the pack-
aged query sent over by the FU, and then, after generating
a meaningful and precise output, it will send it back to the
FU, who will get its inherited members TU entertained with
the requested services. Figure 3 shows the workflow of the
proposed model.

As we see words and their abbreviation that are being used
in algorithms are mentioned in the variables so it need not be
discussed again we will only explain the flow or working of
algorithms 1, 2, 3 and 4.

The Request aggregation protocol algorithm is based on
the protocol that assists in handling a user’s aggregation prob-
lems. This algorithm is used for the smooth aggregation of FU
with the TU, so first of all the FU sends the Request aggre-
gation message (Ram) to the TU, but for the TU to accept
the message, some conditions need to be met. One condition
is aggregation will be accomplished successfully if TU’s are
not already aggregated with the other party or third party or in
simple words if third party aggregation is not true second is
the value of time is not zero means aggregation time not out
and third is if the TU’s has some CU means value of CU is
not zero otherwise aggregation suspended and requires the
completion of these conditions. Also, if the number of TUs
is equal to the number of Aggregation Users (AUs), means if
all the TU’s successfully aggregated with the FU then Aggre-
gation Package (Ag) will be generated for acknowledgement
of problem free aggregation but for maintaining the privacy
of users t-closeness requirements checking is important for
that FU fully aggregated with TU’s in that case if Ag meets
the t-closeness requirements otherwise aggregation will have
aborted.
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Algorithm 1 Request Aggregation Protocol
Declarations:

Request aggregating message Ô Ram,

Tree Users Ô TU,

Forest User Ô FU,

Child User Ô CU,

Aggregated User Ô AU

Representative User Ô RU

Aggregated Package Ô Ag

Input: Ram, All Users (TU, FU, CU), k

Output: Ag, RU

1: Simulcast Ram (FU); // FU want to be served by LBS
System, however, he will firstly unite with other k-1 users
by using the Ram.

2: Receive the simulcast message (TU); // TU receive
broadcast request from FU, then CU from TU.

3: if (TU aggregated with others || t=0 || number > k/2) //
t = 0 (if the time t is zero in request package), if number
(other users joined with receivers) of users more than
k/2 are agree to join FU and TU

4: Ignore the simulcast message;

5: else

6: Agree to aggregate with the FU;

7: end if

8: if (FU aggregation with other number of users = k)

9: Generate Ag; // output

10: end if

11: if (Ag meets the t-closeness requirements)

12: make FU as RU // the sender will become the represen-
tative user

13: else

14: Terminate aggregation process unsuccessfully.

15: end if

This algorithm is designed for the Pseudo ID Exchanging
Protocol, which is used to exchange the IDs of users from
the ID Exchange Server belonging to sensitive locations. Key
exchange method can also be followed from [50]. This algo-
rithm also uses some encryption schemes, hash functions,
and bilinear pairing methods to protect users’ identities or
characteristics. In the first step, PID Exchanging and other
services will be provided if the aggregation of the FU and
TU is completed successfully, and after that, if the Location
in aggregation Package (LAg) is identical or sensitive, then
the PID Exchanging Protocol will be executed and the IDs
of the users will be exchanged. If the users are identical or in
sensitive locations, then users whowant to exchange their IDs
will be protected by the encryption schemes, and after that,

Algorithm 2 Pseudo-ID Exchanging
Declarations:

Location in Aggregated Package Ô LAg,

Number of Users Ô nu,

Counter Variable Ô i,

Hash functions Ô H1, H2

Pseudo-ID Ô Pidi
Public Key Ô PKpids

Private Key Ô Ski
Unique identity Ô Uid

Input: Ag, ρ, system parameters (q, g, G, GT, e, PKpids, f,
H1, H2, Pidi, enc())

Output: Uid for each user

1: if (LAg==identical && LAg==sensitive)

2: Exchange IDs with probability ρ;

3: while (i=0 to nu)

4: Receive Pidi and Ski for each user

5: end while

6: if(e(H2(Pidi), PKpids)= e(Ski, g)); // in case of
hashed key pseudo-id encrypted with public
key is equal to encrypted ‘g’ with private key

7: Replace user’s original identity by Pidi;

8: else

9: Exchanging pseudo-ID is not successful;

10: end if

11: update the Ag and send it to the LP;

12: end if

the ability and accuracy of the encryption methods is checked
to determine whether the data is encrypted properly or not. If
all these phases are completed correctly, then the users’ iden-
tities will be exchanged with the help of the PID exchanging
protocol; otherwise, the identities will not be exchanged.

The PID Exchanging protocol is used for sensitive loca-
tions, but if a user is in an ordinary location, then another
protocol is used which is called the improved PLAM Proto-
col. So if the location is identical AND ordinary OR different
services in Aggregation Package will be checked if the num-
ber of services categories (services that user requires from the
LP) are greater than or equal to the ‘t’ here ‘t’ is the value
of t-closeness then the location information of child users
will be compared, k/n represents the child users k represents
total number of users and n represents number of TU and by
dividing k with n only CU remains so if number of TU are in
identical locations or ordinary locations then PLAM protocol
will be executed for Exchanging IDs from the ID.E.S or for
securing user’s information. If there is no need in order to
exchange IDs, then the Ag is sent to the LP to obtain the
services. However, if the number of Service Category (nsc)
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Algorithm 3 The Improved PLAM Protocol
Declarations:

Representative User Ô RU

Unique identity Ô Uid

Location in Aggregated Package Ô LAg,

Number of Service Category Ô NSC,

Users at same Location Ô USL

Input: LAg, k, l, RU

Output: Uid for each user

1: if (LAg== identical && LAg== ordinary) || LAg==
different);

2: Check the services in LAg;

3: if (NSC ≥ l)

4: Compare the location (x, y) of k users;

5: if (USL > k/2)

6: Call Algorithm-II (PID exchanging protocol);

7: else

8: Send the LAg to LP;

9: end if

10: else

11: Request is failed, terminate the LAg;

12: end if

13: end if

is not greater than or equal to ‘t’, then the request for services
will fail or be aborted.

The Location Category Based Algorithm specifies the
overall working or callings of different functions. First of all,
the Ram is sent by the FU to the TU by using the Request
aggregation protocol (Rap), and after this, the location labels
of the TU are compared to determine whether the labels are
sensitive or ordinary. If the location labels are identical and
sensitive, then the PID Exchanging Protocol is executed, and
if the labels are identical and ordinary or even if location
labels are different, then the PLAM Protocol is executed.

B. TIME COMPLEXITY CALCULATION
Appropriate division of k users and allocation of the division
to the TU can reduce the time complexity of the communica-
tion process among the users, the LP, and the PID Exchange
server. The below equations are formulated to calculate the
complexity of the time elapsed for the FU and TU. If the
total number of users is divided by the total number of TUs
and the resulting value is then differentiated from the total
number of TUs but excluding the FU, then we can determine
the time complexity for the FU. If the total number of users is
divided by the total number of TUs and eliminating the total
number of TU in next step and FU itself, then we can deter-
mine the time complexity for the TU by following equation

FIGURE 4. Measuring response time.

FIGURE 5. Measuring l-diversity and t-closeness.

2 and 3 respectively. In a hierarchy-based model, the time
complexity goes towards reduction when a huge number of
users are handed over to TU acting as managers and FU just
administrates the TU and has no burden of handling CU who
are actual users.

FU = Forest User; TU = Tree User; k = Total number of
users; τ = time; n = Total number of tree users

Time of FU = τ ∗(k/n−m) (2)

Let m=k/n-n

Time of TU = τ ∗(k/n− n)− 1 (3)

V. EXPERIMENTS AND RESULTS
A. EXPERIMENTAL ENVIRONMENT
All the experiments were performed on OPNET Riverbed
Modeler simulation tool [48]. OPNET Riverbed provides
a virtual environment for simulating large and complicated
networks involving routers, switches, servers, internet con-
nection, protocols, and applications. This tool effectively
evaluates the performance of a proposed model before imple-
menting it in a real environment. We have also implemented
this tool, and our very first step was to clearly identify the
network needed for users and servers to communicate. Here
we created four scenarios based on different categories and
conditions, and then generated graphs according to the cre-
ated scenarios.
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FIGURE 6. Measuring delay rate.

FIGURE 7. Measuring traffic load.

Scenario1: In Figure 9, as shown in Scenario 1 in
Appendix, there is a user-defined application configuration
in which we created an application protocol for the Location
Provider (LP) services and a profile configuration which
stores a profile used for a user’s registration with the LP.
Moreover, it has two subnets, named the server subnet and
the user subnet, wherein the server subnet contains an LP
server and the user subnet contains the Forest User (FU), and
there is also an internet link through which the server and user
communicate with each other. In this network scenario, only
the FU requests user services from the LP, and this connection
takes place through the internet linkage. The internet connec-
tion routers are then connected with the server and the FU.
Scenario2: Figure 10 is shown in Appendix. Scenario2 has

a star topology created with 1 × 9 nodes, where some nodes
are assigned with a name such as Tree User1 (TU), one as FU,
and so on. Every node is connected to a central hub, and hubs
are further connected with a router. TU are aggregating with
FU who is handling and managing all requests and services
of TU and acting as representative. The FU packages all
the requests into a single package, and after that it sends
this aggregated request to the LP, as mentioned above. The
Request aggregation protocol is implemented in this scenario.
Scenario3: Figure 11 is presented in Appendix. Sce-

nario3 also has a star topology createdwith 1×9 nodes, where

Algorithm 4 Location-Category Based Algorithm
Declarations:

Request Aggregation message Ô Ram,

Request Aggregation Protocol Ô Rap,

Aggregated Package Ô Ag,

Locations Ô loc,

Forest User Ô FU,

Tree User Ô TU

1: Simulcast Ram;

2: Ag by using Rap;

3: if (FU has TU)

4: Compare the tree users’ location labels;

5: if(loc=identical && loc=sensitive)

6: Call Algorithm-II (pseudo-ID exchanging protocol);

7: else if ((loc=identical && loc = ordinary) || loc =
different)

8: Call Algorithm-III (improved-PLAM protocol);

9: end if

10: end if

FIGURE 8. Measuring network performance.

some nodes are assigned with a name as such Child User1
(CU), some are TU1, and so on. Every tree and child node is
connected with a central hub, and hubs are further connected
with a router. CU are aggregating with TU who is responsible
for managing requests and services of CU.
Scenario4: Figure 12, as shown in Appendix, involves four

subnets, city1, city2, city3, and city 4, and a server subnet
with a Pseudo Identity (PID) Exchange server. the All cities
have a maximum of 10 nodes categorized as sensitive and
ordinary locations. This scenario uses the PID Exchange
protocol as an application, and the PID Server registers all
nodes within the specified cities; this network is established
through routers and switches. All routers are bound to an
internet connection, and every node communicates to get an
exchange identity from the PID server.
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FIGURE 9. Scenario1.

B. PERFORMANCE ANALYSIS
This part encompasses all generated results of the above-
mentioned scenarios which are created in a simulation envi-
ronment. All the figures shown above are graphs for use
in evaluating the proposed model Hierarchy based privacy
provision (HBLP) model with the existing model L2P2. Five
different parameters are tested, with varying conditions and
values.

According to Figure 4, the LLB and PLAM algorithms
used in existing papers require more response time compared

to the HBLP model, because the LLB and PLAM algo-
rithms involve multiple users which individually aggregate
and request servers through a representative user. These all
users demand the same resource allocation and privacy simul-
taneously, which causes server overhead while in Hierarchy
based approach a Forest User (FU) is handling Tree Users
(TU) and TU are handling Child Users (CU).

The whole work is distributed among all and only one
FU is communication with the server which reduces server
overhead of processing a lot of queries simultaneously but
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FIGURE 10. Scenario2.

instead server is now less-burdened because it just has to
process sent by only a single FU. Figure 5 shows the effec-
tiveness of t-closeness and l-diversity. The LLB and PLAM
algorithms that were used in the earlier technique use a com-
bination of k-anonymity and l-diversity, and this combination
suffers frommany shortcomings. k-anonymity and l-diversity
gives a close probability of keeping track of the attribute and
identity information because its global distribution value is
closely related to the actual stored values, while on other
hand t-closeness and l-diversity comes as a solution to this
problem because global distribution value of t-closeness is
not closely related to real value instead it defines as many
as possible values in it just hinting as less or greater. For
instance, if t threshold is <9.0, it means all the values below
9.0 which can go much longer even approaching negative
infinity. However, it’s very hard to trace out the probabil-
ity of getting even closely related figure about the stored
information.

In figure 6, Delay rate in requesting services is analyzed
existing approach’s algorithms LLB and PLAM has high
value of delay in requesting aggregation with other user
because only a representative user broadcast the aggregation
request 9 to all other users which increases the delay rate as
the number of users goes up, the delay rate goes up. In the
LLB and PLAM algorithms, the number of users and the
delay rate are directly proportional to each other, while in
HBLP, the numbers of user and the delay rate are inversely
proportional because not only are all aggregation requests
sent by the FU, but also the FU inherits its own clients
to manage further aggregation requests by the CU. So, in
both algorithms of existing technique only representative is
broadcasting aggregation request which takes more time but
in HBLP model FU and TU are broadcasting aggregation
requests which divides the delay time. Figure 7 shows a
comparison of the traffic loads on the network, which increase
if the number of users increases.
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FIGURE 11. Scenario3.

The LLB and PLAM algorithms process all outgoing and
incoming traffic, involving different protocols and appli-
cations since these protocols frustrate the channel through
heavy traffic load because of low-administration nodes but
in case of Hierarchy based it all depends on FU and TU to
equally manages the traffic load where FU has to administer
TU and TU have to administer CU but at the back end both
are responsible for in-time availability of resources and query
generation for all the nodes.

Figure 8 shows the collective performance based
on response time, delay time, traffic load, and the
effectiveness of t-closeness and l-diversity. All these param-
eters prove the improved performance of HBLP as com-
pared to the approaches of existing algorithms in terms of
resources, throughput, incoming requests, outgoing aggrega-
tion requests, and server processing timeouts when a node
fails to aggregate within a given time. With the definite
evidence of all these performance-measuring parameters,
the HBLPmodel is quite reasonable in providing of privacy to
users with regard to their three sensitive metrics, i.e., spatial,
position, and temporal information.

VI. DISCUSSION
As we have seen, the day-to-day progress of Location Based
Services (LBSs) involves users encountering privacy issues.
Privacy has been treated as a serious concern by many
researchers who have sought breakthroughs in order to guar-
antee users’ privacy. Although their creations have reflected
a tremendous success rate, there still exists no full-fledged
flawless system, because if a system targets one specific
issue, another one will surely arise. Therefore, more advances
are always required, and the challenge of protecting users’
privacy in a technological world will remain. A user can be
threatened through three main attributes, which are spatial,
identity, and temporal information, which can be compro-
mised by ascertaining a user’s Point of Interest (PoI). Users’
critical information may be misused or misinterpreted by
an adversary, and this can include spoiling the image of a
renowned business or harming people at an individual level,
which can be devastating for people’s social, political, and
personal lives. Our proposed approach enables improvements
in the privacy provision of previous approaches as well. For
conducting a lucrative research we surfed different websites
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FIGURE 12. Scenario4.

VOLUME 8, 2020 67731



K. Alsubhi et al.: HBLP: Privacy Protection Framework for TIP Attributes in NTTP Based LBS Systems

and gone through vast number of recently written research
papers so that we can figure out the recently raised com-
plications related to the privacy of LBS Systems because
recently written research papers are the removal of drawbacks
in the old techniques and the advance approach always proves
better than the previous so as our objective is to introduce
a new approach which provides privacy in LBS systems at
users satisfactory level by eliminating the shortcomings in
the earlier approaches. Thus, we thoroughly studied recently
proposed approaches, and through comparing them, we found
the best ones among them. After that, we analyzed these
approaches with regard to their implementations, results, and
the devices used for the development of these approaches,
and by doing a comprehensive analysis, we developed a
new framework which fulfils our main objective by creat-
ing a scenario which includes different encryption schemes,
servers, and the devices used at the user’s end. Our proposed
model is grounded in the Internet of Things (IOT), which
is an emerging technology that modern research aims to
use for further advancements in computer science. The pro-
posed model is named the Hierarchy Based Location Privacy
(HBLP) model, and it includes many technical aspects, like
pseudo ID exchanging, request aggregation, and Location
Providers (LPs). Mainly it involves Forest Users (FUs), Tree
Users (TUs), and Child Users (CUs) for accessing services.
Because of its hierarchical structure, it is termed a hierarchy-
based model, wherein an FU commands a TU, and the TU
rules out CUs in an ad-hoc fashion. Through this hierarchy,
HBLP model controls resources, response times, traffic, and
delay rates. In contrast the base paper technique focused only
on having all the users at the same level without the division
of FU, TU and CU where all the burdens and overheads are
to be carried out by only a representative user and others
only enjoys the status of being served and in such a way
this technique suffered from time complexity. The proposed
framework handles the time complexity issue at a very ample
level. In order to protect the said privacy metrics (User’s iden-
tity, spatial information and temporal information), the HBLP
uses t-closeness and l-diversity, with CUs being the entities
actually demanding services from the TU, which in turn
demands them from the FU. This chain automatically hides
the identity of real users, and the requirement for thorough
privacy is fulfilled through a combination of encryption
schemes like bilinear pairing, hash functions, and specified
protocols in order to have checks and balances on the condi-
tions. These conditions are the bases for further processing in
the proposed model, which differentiates between the nature
of locations, i.e., ordinary and sensitive location. However,
as discussed above, the proposed approach is designed to
cope with the existing challenges and drawbacks and is very
helpful in providing privacy due to its attributes.

VII. CONCLUSION
The accessibility of mobile devices with incorporated posi-
tion sensors and LBS systems is now extremely prevalent.
However, since these services access personal information

(location, identity, and query time) when a user interact with
an LBS system, measures to maintain a user’s privacy are
necessary when they are making queries. The literature por-
trays a wide range of ideas and concepts to protect loca-
tion privacy which vary in terms of the secured data and
their adequacy against different type of attacks. Regarding
these privacy challenges, we have proposed a new model,
the HBLP, which protect a mobile user’s privacy attributes
(User Query Time, Identity, Location) for Non-Trusted Third
Party (NTTP) LBS systems. Furthermore, we implemented
the proposed model using the Riverbed OpNet++ simula-
tion tool. During the implementation, we evaluated different
privacy-related factors, such as l-diversity, t-closeness, query
success rate, response time, and delay in query response,
and compared the results with existing state-of-the-art pri-
vacy provision mechanisms. It was observed that the pro-
posed HBLP model outperformed all existing strategies in all
aspects of protecting a user’s privacy.

APPENDIXES
APPENDIX A
See Scenario1 in Fig. 9(a)–(c).

APPENDIX B
See Scenario2 in Fig. 10.

APPENDIX C
See Scenario3 in Fig. 11.

APPENDIX D
See Scenario4 in Fig. 12(a)–(c).
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