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ABSTRACT Recently, Web service composition and optimization have received an increasing attention
from both academia and industrial community. Most current methods have not paid enough attention to
the user specific trust requirement for composite services. However, Trust is an important metric to judge
whether a composite service can behave as user expected. In this work, firstly, a multifactor concept of trust
of composite service is defined based on the trust of component services, interface compatibility and optimal
binding schemes. Secondly, a trustworthy Web service composition and optimization framework called
TWSCO is proposed to guarantee the trust of composite service and efficiency of Web service composition
process. The interface-matching problem among component services and user preference are considered in
TWSCO, which firstly uses component services filter to remove untrusted component services. Secondly,
the concrete services, based on interface similarity, are organized as clusters. Thirdly, a composite template
among component services is formed at the cluster level to guarantee the trust and efficiency of composite
service. finally, the best binding scheme is discovered by an optimization method based on user specific
trust metrics. In the end, experiments based on real Web services are presented to illustrate the proposed
framework TWSCO can effectively guarantee the user preference trust of the composite service.

INDEX TERMS Service composition, service optimization, trustworthiness, interface matching, optimal
binding scheme, composite template.

I. INTRODUCTION
Web services have recently received an increasing attention.
Atomic services and composite services are two forms of ser-
vice existence [1]. An atomic service fulfills the requests from
consumers independently. When an atomic service cannot
fully satisfy the complex requirements of users, there is a need
to create a new value-added service by service composition.
A composite service is actually a conglomeration of out-
sourced Web services working together to offer an intended
function.

A wide range of researches on Web service composition
have been carried out [2], such as service composition lan-
guages, service composition methods [3] (Workflow-based,
Model driven, AI-planning), execution monitor [4] and the
QoS(Quality of Service) modeling [5]. Service workflows
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and their applications exemplify the fruitfulness of ser-
vice interoperation. Orchestration is the most widespread
workflow management system which coordinates disparate
autonomous services [6]. In orchestration, a composite ser-
vice is created through multiple steps. First, the requirements
of users are analyzed. Second, the business logic is repre-
sented at a highly abstract level. Finally, concrete services are
bound to abstract tasks statically at design-time or dynam-
ically during run-time. These research achievements make
great sense to Web services, but there still exist some open
problems. In this paper, we focus on the trust issues of service
composition.

In the domain ofWeb service, trust can be briefly explained
as following: from the user’s perspective, the services he
invokes can return the correct results and satisfy his non-
functional contracts; from the integrator’s perspective, the
composite service should satisfy some requirements such
as connectivity, correctness, non-functional properties and
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scalability [7]. However, in the open runtime environment,
cheating and malicious services are often mixed with honest
and good ones. How to distinguish the untrustworthy ser-
vices from the trustworthy ones, and then use the trustworthy
services to create value-added composite service becomes
a critical research area [8]. The trust evaluation for both
atomic services and composite service is always needed to be
considered because of the open and dynamic circumstance of
Web service.

As a composite service is actually a conglomeration of
outsourced Web services, it is created through multiple steps
from the perspective of integrators or the service composition
engines. The risk of exposing business data to untrustwor-
thy trading partners may be high. So, the trustworthiness
of composite services is extremely important. Following the
steps of service composition, trustworthy service composi-
tion should appropriately solve the trust issues in the fol-
lowing aspects: service discovery, service evaluation, service
selection, transport protocols, system architectures, topology
and so on [9]. Based on trustworthy service selection and
composition, recent researches for Web service composition
and optimization have attracted more and more attention. We
classify the prior research into four categories as following.

A. TRUST DEFINITION AND FACTORS
In order to study the problems about trustworthy service
composition and optimization, it is necessary to understand
the definition of trust first. There are several definitions of
trust in the literatures. We list some of the definitions in the
following.

Ying et al. define trust as entity’s competence, and the con-
notation of competence is whether an entity acts dependably,
securely, and reliably in a specified context [10].

Mui et al. define trust as a subjective expectation, which
is an agent’s expectation of the future behavior of others
according to their historical behavior [11]. The trust of an
entity is related to its reputation.

Viriyasitavat et al. view trust as a subjective measurement
of dependability, security, and reliability of mutual relation-
ship between interactive services in a specific context at a
given time [12].

From the above definitions, we observed that trust can
be defined according to various categories and a general
definition can be quite elusive. The definitions of trust are
different in different domains and contexts. As a result, a
trust definition should be given in the context of Web service
composition, which is the focus research problem of this
paper.

Trust can be reflected by multi-factors such as reliability,
utility, availability, reputation, risk, confidence, quality of ser-
vices and other attributes [13]. As trust is an abstract concept
and is influenced bymany factors, the factors included in trust
evaluation should be customizable according to the user’s
requirements and the specific context.

There are different metrics and different evaluation meth-
ods to evaluate trust. Continuous or discrete values are used

to measure the level of trust. For example, trust is expressed
as a real number in the intervals in [14], [15]. Probability
models [16] and fuzzy logics [17] have also been used to
measure trust.

B. TRUST EVALUATION OF ATOMIC SERVICES
Use own or others’ experiences or both to infer the trust of
atomic services, a great number of approaches have been pro-
posed to evaluate trust and reputation of atomic services [18].
These ratings from experiences and recommendations are
denoted as real numbers in the interval [0, 1].

Many researchers propose to use complex rating aggrega-
tion algorithms to filter out the ‘‘bad’’ ratings. Thus, the key
to the success of ratings is the aggregation algorithm, in other
words, how to integrate others’ ratings into the trustworthi-
ness derivation. Many algorithms and models have been used
to aggregate ratings [19].

C. TRUST EVALUATION OF COMPOSITE SERVICES
Petri-nets is used to describe the logic of composite service,
and then calculate the trust of composition based on aggrega-
tion topology [20]. Two-tier model is used to schedule Web
service workflow [21]. Social network is used to analyze the
trust of composition [22]. Reduction rules set can be also
used to evaluate the trust of composition [23]. Subjective
logic, Bayesian networks and other methods based on beta-
mixture model have also been used to evaluate the global
trust of composite services [24], [25]. Compared with atomic
services, there are fewer approaches for trust evaluation of
composite services [26].

D. TRUST-BASED OPTIMIZATION OF BINDING SCHEMES
With the development of internet and software engineering,
a huge number of functionally equivalent services appear on
the internet. As a result, distinguishing and selecting services
with respect to non-functional properties become essential for
both atomic and composite services.

Some researchers evaluate trust based on a set of QoS
attributes [27]. Thus, the trust-based optimization is often
based on QoS attributes. In other words, the optimization
of binding schemes is carried out according to a set of QoS
attributes, such as price, availability, reliability and response
time, to find the best binding scheme with the highest QoS
value. Some other studies combine trust with other traditional
QoS attributes by a weight setting method to discover the best
binding scheme [28]. Calculate the trust value of composite
services through Bayesian networks, and the optimization
is fulfilled by ant colony algorithm. Because of the large
number of concrete services, the time used for optimization
may be intolerable.

In any case, finding the optimal binding scheme is an
NP-hard problem, requiring a significant amount of time and
effort to find the optimal binding scheme from a huge number
of possible ones. In order to find the optimal binding scheme,
the classic algorithms for solving NP-hard problems, such
as linear programming, dynamic programming and knapsack
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problem, have also been adapted to the research area of trust-
based binding optimization [29].

On the other hand, the correctness of composition process
is a crucial part of trustworthiness, which requires the com-
patibility of the message passing between component ser-
vices. There are multiple service implementations available
from various providers for the same task, and a selection
between the different binding schemes according to non-
functional properties needs to be made. A binding scheme
with high QoS properties is an effective trust evidence for the
composite service [30].

From the present researches for service composition and
optimization described above, a few open problems can be
summarized in the following.

First, a clear definition of trust about service composition
is needed. Although there exist many trust definitions, none
of them can accurately describe the definition of trust and
its connotation in the context of service composition. To be
specific, the factors which will influence the trustworthi-
ness of composite service have not been clearly identified.
As composite services have their own characteristics, the trust
definitions used in other domains need to be revised.

Second, the interface-matching problem among compo-
nent services approaches is often ignored by approaches
described above, while interface-matching is important for
an executable composite service. An optimization does not
make any sense if the optimal binding scheme is unable to
be executed. An interface-matching check is essential for
trustworthy service composition, which is used to ensure the
correct interactions behavior of a composite service.

Last, it takes a significant amount of time and effort to
find the optimal binding scheme among many possible ones.
However, many of these binding schemes are not executable,
either because of the interfaces among component services
are incompatible, or because of the global non-functional
attribute cannot meet the integrator’s expectation. The inte-
grator urgently needs a method which can reduce the number
and complexity of the binding solution.

In our previous paper [31], we have tried to research
the trustworthiness of composite services. In this paper, we
propose a novel framework TWSCO for trustworthy Web
service composition and optimization. Compared with pre-
vious work, we give formal definition and connotation of
trustworthy service composition and optimization, optimize
algorithms of component services clustering and template
generator, extend binding optimizer form the integrator’s
preference. In addition, experiments based on real Web ser-
vices are presented to illustrate the proposed framework
TWSCO can effectively and efficiently guarantee the user
preference trust of the composite service.

The contributions of this paper are manifold. First, a defi-
nition of trustworthy service composition is proposed. Then,
a trust-based service composition and optimization frame-
work called TWSCO is proposed, and each process of the
framework TWSCO is elaborated in the following. In order to
increase the efficiency of finding the best binding scheme, the

concrete services are clustered based on interface similarity.
At the cluster level, a composite template is constructed, and
then an optimization for binding scheme is carried out accord-
ing to the user specific trust metrics. Generally speaking, the
composite template formed on component service clusters
and binding optimizer based on the integrator’s preference
are the key innovations of this work, which can guarantee the
trust of composition processes and improve the efficiency of
optimization.

The remainder of this paper is organized as follow-
ings. Section II gives definition and denotation of trustwor-
thy service composition and optimization. Section III gives
our proposed Trustworthy Web Service Composition and
Optimization (TWSCO) framework for composite services.
Section IV presents an empirical study based on real Web
services to verify the proposed method; Section V concludes
the paper and describes the future work.

II. DEFINITION AND CONNOTATION OF TRUSTWORTHY
SERVICE COMPOSITION AND OPTIMIZATION
Trust has received much attention in many domains.
An appropriate definition of trust should contain the relevant
context information from a particular perspective. Consider-
ing trust in service composition from the integrator’s perspec-
tive. We define trust as following.
Definition 1: Trust is a subjective mutual belief that the

component services act dependably, securely and reliably and
the interacting behaviors between components act correctly
in a specific context for a specified period.

According to the definition, trust is a comprehensive con-
cept which may be influenced by many factors such as
the trust of component services, and the trust of interacting
behaviors. Trust is also a dynamic value which may change
over time. From the perspective of service integrator, we
focus on the trust of a composite service at design-time
instead of run-time. As shown in Figure 1, we extract three
factors of composite service: trustworthy components, cor-
rect interacting behavior and optimal binding scheme, which
are the connotation of trust and influence the composite
service’s trust at design-time.

FIGURE 1. The connotation of trust.

A. SELECT TRUSTWORTHY COMPONENT SERVICE
An untrustworthy component service participating in a com-
posite service will lower the overall trust inevitably. Selecting
a trustworthy component service is rather important to the
composite service. Trust of a composite service is multifold,
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which includes a behavior aspect and a security aspect.
Behavior aspect describes whether the target service per-
forms reliably as expected, and a security aspect includes
the credibility and authority of the composite service. The
study of trust evaluation and measurement mechanisms of
components are out of the scope in this paper. Current trust
measure models for atomic services can be easily adapted to
evaluate the trust of component services in composite service.

B. GUARANTEE CORRECTNESS OF INTERACTING
BEHAVIORS IN COMPOSITION PROCESSES
Service composition involves more than a simple superpo-
sition of component services. It is greatly influenced by the
interactive behavior among components. The correct inter-
actions among components are the basis of an executable
composite service, namely, the successful execution is the
reflection of the trust of the composite service. End-user’s
feeling of trust towards the composite service will decrease
rapidly if it is unable to be invoked. A guarantee of suc-
cessful interactions at design-time is the key point to guar-
antee trust in composition processes. The interface matching
between components is critically important to the interactions
of components.

Keywords based approaches are used to collect Web ser-
vices from resources, and the amount of returned results could
be extremely large [32].The integrator often relies solely
on the WSDL documents to learn more about the returned
services. In order to guarantee the correctness of interacting
behaviors among component services, the service integrator
needs to check the WSDL documents of candidate services
one by one, which is a complex and time-consuming task.

Based on the interactive requirements of composite ser-
vices and similarity among service interfaces, we propose a
method to cluster the retrieved services. Interface compati-
bility checking is carried out at the cluster level. A candidate
service needs to receive inputs parameters from other services
or send outputs parameters to other services. These services
which the parameters receive from or send to have data
exchange relation with the target candidate service. In the
interface checking step, the services which cannot exchange
data with the target service are filtered out. Then, a compati-
bility composition template is generated. In the end, the trust
of composition is guaranteed, and the efficiency of service
composition process is increased.

C. OPTIMIZE BINDING SCHEME VIA TRUST EVALUATION
Based on relationship of control-flow and data-flow, a com-
posite service is described as a combination of generic ser-
vice tasks in terms of service ontologies [33]. The generic
service tasks are also called abstract services. Each abstract
service can be realized by a great number of alternative
concrete services. After binding all concrete services to cor-
responding abstract services, a concrete binding scheme is
generated. Since functionally equivalent services have differ-
ent non-functional attributes including different trust values,
the trustworthiness of various binding schemes is different.

The purpose of trust evaluation is to optimize the binding
of concrete services to generate the most trustworthy com-
posite service. Atomic service usually uses experience based
method to calculate trust. Before execution, a composite
service cannot be invoked and no experience is available.
Therefore, the trust evaluation methods proposed for atomic
services cannot be used directly for composite services.

Most proposed methods evaluate trust of composite ser-
vices by aggregating trust values of component services based
on topology, and the trust of component services are cal-
culated according to historical interaction experiences. The
trust values of component services are expressed as real num-
bers, representing the ratings from users. However, trust is a
comprehensive concept, which may be influenced by many
factors. Historical interaction experience is one of the factors,
but it cannot represent the trust of composite services. On the
other hand, a trustworthy composite service should have the
ability to execute as well as meeting the expectation of the
service integrator. Different integrators may have different
subjective belief according to his preference. This subjective
belief is the concrete representation of his expectation. Thus,
an appropriate trust evaluation method for composite services
binding scheme must be able to describe the features of trust
according to the integrator’s specification.

We use trust metrics to present the trust of binding
schemes from the integrator’s perspective. The trust metrics
are defined as following.
Definition 2: Trust metrics are defined as the information

of an entity that is required and used to evaluate the trust of
that entity [34].

An entity can be a service in this paper. Trust metric is
the first party information provided by a service to evaluate
its trustworthiness. For example, a service can present its
reliability as a trust metric. The term ‘metric’ represents the
need to quantify the information and is defined as a set of
measures (or input) necessary for trust evaluation.

The trust metrics are integrator specific because differ-
ent integrators may select different evaluation criteria. For
example, some integrators evaluate trust based on selected
QoS attributes [27], thus, the trust-based optimization is often
based onQoS attributes; others may consider trust as a special
QoS attribute, and combine it with other traditional QoS
attributes to evaluate trust of composite service. In this paper,
based on the topology of the abstract composite process, the
integrator’s preference trust metrics of concrete component
services, we calculate the trust value of a binding scheme.

III. TWSCO: A FRAMEWORK FOR TRUSTWORTHY WEB
SERVICE COMPOSITION AND OPTIMIZATION
The present approaches for composite service check ser-
vice composability on every binding scheme, which is an
NP-hard problem. In addition, the interface-matching algo-
rithms based on a series of multileveled match checking are
complex. So, it is difficult for present approaches to find the
optimal binding plan among many possible ones. Inspired by
the problems of the present approaches, a novel trustworthy
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FIGURE 2. Architecture of TWSCO.

service composition and optimization framework TWSCO
is proposed in this paper, where interface-matching problem
among component services and optimization from integra-
tor’s preference are considered. TWSCO define trust as a
multifactor concept described in Section II. Interface-based
service clustering method is used to guarantee the trust of
composition processes and a composite template is formed
at the cluster level. Trust evaluation method from an integra-
tor’s preference is included in the framework to find out the
most trustworthy binding scheme. Generally speaking, the
composite template formed on component service clusters
and binding optimizer from the integrator’s preference are
the key innovations of this work, which will guarantee the
trust of composition processes and improve the efficiency of
optimization.

In the TWSCO framework, a service integrator first spec-
ifies composition requirements, including functional and
non-functional requirements. Then the requirement analyzer
translates the requirements to an abstract composition pro-
cess. The service retriever searches for concrete services
related to abstract services from Web service resource pool
and the retrieved results with related information, such as
WSDL documents and non-functional attribute values, are
returned together to the retriever. Then, service filter will
remove services without well-defined WSDL documents,
without existing endpoint URIs and with trust values lower
than the specified thresholds. Next, the WSDL documents
of candidate services are passed to the WSDL analyzer. The
WSDL analyzer filters the services, and parses the WSDL
documents to get the operations along with correlated input
and output parameters. Next, the clustering component clas-
sifies candidate services into clusters according to the sim-
ilarity between operations. Then, a composition template is
generated at the cluster level. The last but one step, the opti-
mization operation via trust evaluation is carried out based on

the generated template. Finally, the optimal binding scheme
is returned to the integrator. Figure 2 shows the architecture
of TWSCO framework, and the followings are the details of
each framework component.

A. REQUIREMENT ANALYZER
A service integrator sends requirement description docu-
ments to the requirement analyzer. The requirement ana-
lyzer formalizes the requirements, denoted as UR shown
in (1), where F and NF denote functional require-
ments, non-functional requirements respectively, I and O
denote expected input parameters and output parameters
respectively.

UR = (F,NF, I ,O) (1)

AC = (AS,CR,DR) (2)

AS = {AS0,AS1,AS2, · · ·ASn} (3)

Then according to these requirements, an abstract compo-
sition process denoted as AC is generated and shown in (2).
Abstract services set denoted as AS is an abstract service
set and shown in (3). Each element in AS can be denoted
as ASi = (F), 0 ≤ i ≤ n, where F denotes the function
of ASi. Set of control relations among abstract services is
denoted as CR which is another presentation of control-flow
of service. Pairwise abstract services ASm, ASn may have one
of the following four control relations:

1) SEQUENCE RELATION
Denote as ControlRelation(ASm,ASn).

2) CHOICE RELATION
Denote as ControlRelation(ASm + ASn).

3) PARALLEL RELATION
Denote as ControlRelation(ASm × ASn).
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4) LOOP RELATION
Denote as ControlRelation(!ASm).
Set of data relations among abstract services is denoted

as DR which is another presentation of data-flow of ser-
vice. For instance, if data relation between ASm, ASn
is DataRelation(ASm,ASn,O, I ) which means the output
parameters of ASm are the input parameters of ASn.

B. SERVICE RETRIEVER
For abstract service, the service retriever retrieves concrete
services from the service resource pool by sending a query
request message. The retrieve process is a keyword based
searching process. The keywords are determined manually
by the integrator according to the functional requirements of
each abstract task. The results with related information, such
as WSDL documents locations and non-functional attribute
values, are returned together to the retriever. Equation (4)
represents a concrete service, where f denotes the functional
information, nf denotes non-functional information, and
wsdldoc denotes the corresponding WSDL document. The
service retriever can organize the returned concrete services
corresponding to each abstract service as sets denoted in (5).

s = (f , nf ,wsdldoc) (4)

CS = {CSASi |ASi ∈ AS}, where CSASi = {s|s.f = ASi.F}

(5)

C. SERVICE FILTER
The service filter removes the component services according
to the specific filter criterion. The specific criterion can be
denoted as the services without well defined WSDL docu-
ments, or those without endpoint URI or trust values less
than the predefined thresholds τ or operations without the
required functions. The service filter can reduce the number
of concrete services set CS for each abstract task, and the
reduced set concrete services set CS ′ is shown in (6). The
WSDLdocuments of concrete services inCS ′ will be returned
to the WSDL analyzer after filtering.

CS ′ = {CS ′ASi |ASi ∈ AS} (6)

where CS ′ASi = {s|s ∈ CSASi ∧ s passed filter process}

D. WSDL ANALYZER
AWSDL document consists of a set of operations, numerous
input and output parameters, which provides a definition
of the structure and acceptable values for XML requests
and responses. Based on WSDL4J [35], the WSDL ana-
lyzer parses the WSDL document and labels the services
formally denoted as (7) by extending (4). Each operation
opti is denoted as name, input parameters I and output
parameters O.

s = (f , nf ,OPT ),

where

∀opti ∈ OPT , opti = (Name, I ,O)

∀Ii ∈ I , Ii = {name, type}

∀Oi ∈ O, Oi = {name, type} (7)

E. CLUSTERING COMPONENT
Based on the similarity among component services, a com-
ponent clustering method is proposed to cluster component
services and can greatly reduce the number of services in
the optimization process. Since the operation is the basic
unit of a component service, the interface similarity between
pairwise component services can be defined as similarity
between the input and output parameters of operations. The
clustering algorithm is shown in Figure 3. For simplicity, we
assume only one operation of a service provides the required
function. In practice, there may be more than one operation
in the same service that can provide the same function. In this
case, we can do preprocessing by eliminating unnecessary or
redundant operations in the service filter step.

FIGURE 3. Algorithm of component services clustering.

The concrete service sets and threshold of similarity are
input parameters of algorithm 1. The value of threshold λ
(λ ∈ [0, 1]) affects the number of clusters. Each service forms
its own cluster with λ = 1, while all concrete services form a
single cluster with λ = 0. All sets appearing in the algorithm
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are organized as a list. The function getItem gets the first
element of each list at a time. The function Append appends
the element to the end of the list, and the function DeleteItem
deletes a specified element from the list. Lines 2 to 7 fulfill the
initialization of the clustering, and the first concrete service
of the first service set forms the first cluster. Lines 8 to 29
implement the main steps of the clustering. Line 11 define a
service as the target service, then, compare the interface simi-
larity between pairwise clusters (lines 12 to 19) and record the
maximal similarity value and the corresponding serial cluster
number. If the maximal similarity value is bigger than the
threshold, add the target service to the most similar cluster
(line 20 and 21), otherwise the target service forms a new
cluster (lines 22 to 25). When all concrete services have been
classified, output the result of clustering (lines 27 to 29). The
clustering process is iteratively executed until every concrete
service set has been clustered. The output of the component
clustering algorithm is denoted as (8).

CL = {CLASi |ASi ∈ AS}

where

CLASi = {CLi0,CLi1, · · ·CLik} (8)

and

CS ′ASi = ∪CLij, 0 ≤ j ≤ k

Simioperations(Csource,Ctarget ) shown in (9) is used to calcu-
late the interface similarity between pairwise services, where
m and n are the number of input parameters of the operation
pairwise services, k and l are the number of output param-
eters respectively. In (9) Ii combines Ij means assume that
the ith parameter of the source service is similar to the jth

parameter of the target service, and then the similarity can
be calculated. It is worth noting that one input parameter of
the source service can only combine to one input parameter
of the target service. Oi combines Oj has the same meaning.
The similarity of operation pairs is calculated by identifying
the pair-wise correspondences of their input/output parameter
lists. Similarity calculation aims to maximize the sum of the
similarity scores. The similarity of input parameters is calcu-
lated according to (10), where the lexical similarity and the
data type similarity can be calculated based on WordNet [36]
respectively. Similarly, the similarity of output parameters
can be calculated by (11).

Simioperation(Csource,Ctarget )

=

Max
m∑
i=1

n∑
j=1

Simiinput (Csource.OP.Ii,Ctarget .OP.Ij)× xij

2
m∑
i=1

n∑
j=1

xij

+

Max
k∑
i=1

l∑
j=1
Simioutput (Csource.OP.Oi,Ctarget .OP.Oj)×yij

2
k∑
i=1

l∑
j=1

yij

(9)

where

xij =

{
1, if Ii combines Ij
0, else

n∑
j=1

xij = 1, i = 1, 2 · · ·m,
m∑
i=1

xij = 1, j = 1, 2 · · · n

and

yij=

{
1, if Oi combines Oj
0, else

l∑
j=1

yij= 1, i=1, 2 · · · k,
k∑
i=1

yij=1, j=1, 2 · · · l

Simiinput (Ii, Ij)=ω1Similexical(Ii.name, Ij.name)

+ω2Simidatatype(Ii.type, Ij.type) (10)

where

ω1 + ω2 = 1

Simioutput (Ii, Ij) = ω1Simlexical(Oi.name,Oj.name)

+ω2Simidatatype(Oi.type,Oj.type)

where

ω1 + ω2 = 1 (11)

F. TEMPLATE GENERATOR
After component services clustering process, we get ser-
vice clusters based on the interface similarity. The interface
matching operation at the cluster level becomes possible.
A valid interaction is simply a sequence of messages which
does not contain errors, and whose operations correspond
to the behavior of the services. Due to the matching oper-
ation, the concrete services which cannot really be com-
bined together are filtered so that the number of concrete
services during binding optimization is greatly reduced. The
pseudo code is shown in Figure 4. The first service of
each concrete cluster list represents the input and output
parameters of the cluster and the interface matching method
InterfaceMatching(CLsource,CLtarget ) resembles the method
used in [37]. At the cluster level, a best matching template
will be generated through template generating process.

G. BINDING OPTIMIZER
Although the composite template can help to greatly reduce
the number of concrete services, each abstract service may be
implemented by many alternative services. As functionally
equivalent services have different non-functional attributes,
the trust values of different binding schemes are different. The
purpose of optimization is to find the best binding scheme.
In this paper, the best means most trustworthy. As mentioned
in section II, trust metrics are user specific. Based on control-
flow, non-functional attributes of component services and
user preference, we evaluate the trust value of a binding
scheme. There are four kinds of control-flow described earlier
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FIGURE 4. Algorithm of template generator.

in part A of section III. The non-functional attributes con-
tain multidimensional values such as QoS values. We briefly
describe the aggregating method according to the topology
of the abstract composite process in Figure 5, where ρi is
the execution probability of branch i, and k is the iteration
number of the loop. The trust metrics of a binding scheme can
be adjusted by adding integrator’s preference non-functional
attributes. Some of the attributes could be of cost type, which
means the higher the value, the lower the quality. Some other
attributes could be of benefit type, which means the higher
the value, the higher the quality. The following is the main
steps to evaluate trust value of each binding scheme.

1) NORMALIZE EACH TRUST METRIC
Different trust metrics attributes may have different mea-
surement units and numeric intervals. For this reason, the
attribute values must be normalized before calculating the
QoS value. For negative attributes, values are normalized
according to (12). For positive attributes, values are normal-
ized according to (13).

q =


qmax − q
qmax − qmin

if qmax − qmin 6= 0

1 if qmax − qmin = 0
(12)

q =


q− qmin

qmax − qmin
if qmax − qmin 6= 0

1 if qmax − qmin = 0
(13)

FIGURE 5. Aggregation function for trust value evaluation of binding
schemes.

2) CALCULATE RELATIVE WEIGHT OF EACH TRUST METRIC
Element aij of matrix A is the comparison of importance of
pairwise trust metrics, and can be approximately denoted as
aij = ωi

/
ωj, where ωi is the weight of the i-th trust metric.

Matrix Amultiply weight vector ω = [ω1, ω2, · · · , ωn]T , we
get (14). According to definition of eigenvalue and eigenvec-
tor, it can be found from (15) that weight vector ω is exactly
the eigenvector of A and n is exactly the eigenvalue of A.
So, Equation (14) can be rewrite as (16). The corresponding
weight for each trust metric is given by the eigenvector ω
corresponding to the maximum eigenvalue λ max.

Aω =


ω1
/
ω1 ω1

/
ω2 · · · ω1

/
ωn

ω2
/
ω1 ω2

/
ω2 · · · ω2

/
ωn

...
...

. . .
...

ωn
/
ω1 ωn

/
ω2 · · · ωn

/
ωn



ω1
ω2
...

ωn


= nω (14)

(A− nI )ω = 0 (15)

Aω = λmaxω (16)

3) EVALUATE TRUST VALUE OF EACH BINDING SCHEME
The trust value of each binding scheme can be calculated
according to (17), where each ωi is the weight of the i-th trust
metric and Qi is the value of the i-th trust metric. The best
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binding scheme with the largest trust value can be discovered
by calculating each trust value of each binding scheme. In
addition, we can sort the binding schemes and generate a
ranking sequence of binding schemes according to calculated
trust value of each binding scheme.

T = ω1Q1 + ω2Q2 + · · · + ωnQn

where
n∑
i=1

ωi = 1 (17)

IV. EMPIRICAL STUDY
To demonstrate how the proposed TWSCO frameworkworks,
and to verify that the trust and efficiency of a composite
service can be improved by considering the three aspects
described in section II (trustworthy component service selec-
tion, correctness guarantee of interacting behaviors in compo-
sition processes, and binding scheme optimization via trust
evaluation), empirical study based on real Web services is
presented in this section.

A. ANALYZE INTEGRATOR’S REQUIREMENTS
Suppose an integrator integrates a composite service with the
function of obtaining weather information from a given IP
address, and expects the composite service with integrator
inference based trust values as high a as possible.

As shown in Figure 6. IPtoCity, CitytoZipcode, and Zip-
codetoWeather are three abstract services, denoted as AS0,
AS1 and AS2 respectively. The control-flow among three
component services is AS0→ AS1→ AS2 and the composite
service is acquired by a simple sequence composition. Data
relationDataRelation(AS0,AS1,O, I )(AS1,AS2,O, I ) means
the output parameters of AS0 are the input parameters of AS1,
and the output parameters of AS1 are the input parameters
of AS2. The Start and End services are virtual services that
provide the input and output of the composite service respec-
tively. IPtoCity returns the city name corresponding to a given
IP address. CitytoZipcode returns the zip code for a given city
name. ZipcodetoWeather returns the weather information of
an area represented by the zip code.

FIGURE 6. Abstract composite process.

B. RETRIEVE SERVICES
We have retrieved services from seekda which crawler has
collected 28606 services from 7739 providers all over the
world [38]. The keywords used for searching are shown in

column 2 of Table 1 and the number of returned results is
shown in columns 2 and 3 of Table 1.

TABLE 1. Number of returned services and filtered services.

C. FILTER SERVICES
The service filter removes services which do not meet the
specified demands. Services will be filtered out following
four sequential steps: 1) the services without the required
function; 2) the serviceswithout endpoint URIs or trust values
are lower than threshold λ; 3) the services without well
defined WSDL documents.

We assume the trust values of all candidate services are big-
ger than threshold λ. The reasons for making this assumption
are as following: the services returned do not have trust values
and using trust models to evaluate the trust of component
services needs a long time running log, and the number of
candidate services is small when filtering the services whose
endpoint URIs do not exist. The results of filtering are shown
in Table 1. The results under columns 4 to 6 of Table 1 are
generated after filtering with steps a, b and c. The number
under filtered step a is obtained after applying filter step a,
then b by filter step b, c by filter step c.

D. PARSE WSDL DOCUMENTS
A WSDL document describes the interface information
of a concrete service. It consists of a set of opera-
tions and each operation has numerous input and output
parameters. After parsing, the concrete services are listed
in Table 2.

E. CLUSTER CONCRETE SERVICES
We apply the interface similarity based service clustering
algorithm 1 proposed in section III to check the compara-
bility among component services and reduce the number of
services involved in the next optimization process. The fol-
lowings are the clusters of services in Table 2 in our empirical
study.

CLAS0 = {{CS01,CS04,CS07}, {CS05},

{CS02,CS03,CS06CS08}}

CLAS1 = {{CS11,CS14}, {CS12,CS13}}

CLAS2 = {{CS21,CS22}, {CS23}}

F. GENERATE THE COMPOSITE TEMPLATE
At the component services clusters level, we use algorithm 2
proposed in section III to generate the most feasible com-
posite template as {CS01,CS04,CS07} → {CS12,CS13} →
{CS21,CS221}.
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TABLE 2. Information of concrete services.

G. OPTIMIZE BINDING SCHEMES
The real-world Web services found in seekda include
non-functional attributes of duration and availability only.
To illustrate the user preference based binding scheme opti-
mization of framework TWSCO, we add three trust met-
rics (i.e., Price, Reliability, Availability) and assign each
a random value. Candidate concrete services generated in
the step F with 5 dimensional trust metrics are shown
in Table 3.

Trust value of each binding scheme is decided by trust
metrics of components, the topology structure and the user
preference weights of trust metrics. Formulas for sequence
topology are used for calculating the values of trust metrics
for each binding scheme in this case study. Composite ser-
vice template generated in the step F consists of 12 binding
schemes shown in Table 4, each column of table IV shows

TABLE 3. Trust metric values of candidate concrete services.

the values of the corresponding dimensional trust metric of
each binding scheme. The following is the three steps to
calculate trust value of composite service of each binding
scheme.
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TABLE 4. Candidate binding schemes and the corresponding dimensional trust metrics.

TABLE 5. Normalized trust metric of each binding scheme.

1) NORMALIZE EACH TRUST METRIC
Equation (12) and (13) are used to normalize each trust metric
in Table 4. The corresponding normalized trust metrics are
shown in Table 5. where the normalized values are shown in
the column next to the original values.

2) CALCULATE WEIGHT OF EACH TRUST METRIC
To verify framework TWSCO can effectively express prefer-
ence of integrator, assume Integrator1 and Integrator2 need to
optimize and select optimal binding scheme. Integrator1 and
Integrator2 set the preferences to trust metrics of component
services as following.

A1 =


1 1

/
2 3 2 1

/
5

2 1 4 3 1
/
4

1
/
3 1

/
4 1 2 1

/
6

1
/
2 1

/
3 1

/
2 1 1

/
7

5 4 6 7 1



Integrator1 sets reputation as the most important trust
metric, followed by price, duration, reliability and availabil-
ity. Saaty’s 1-9 scale [39] is used for pairwise comparison:
1 means the equal importance, 9 means the highest level of
importance. We present the following pairwise comparison
matrix A1.

The maximum eigenvalue of matrix A1 is λmax = 5.2097,
and matrix A1 has passed consistent check [39]. The eigen-
vector ω corresponding to the eigenvalue λmax = 5.2097 is
ω = [0.128, 0.202, 0.071, 0.058, 0.541], which is the weight
vector of the corresponding trust metrics for Integrator1’s
preference.

A2 =


1 4 3 1

/
3 5

1
/
4 1 1

/
4 1

/
6 1

/
2

1
/
3 4 1 1

/
4 3

3 6 4 1 7
1
/
5 2 1

/
3 1

/
7 1
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TABLE 6. Trustworthiness of each binding scheme of two integrators.

Integrator2 set availability as the most important trust
metric, followed by duration, reliability, reputation and
price. We present the following pairwise comparison
matrix A2.
The maximum eigenvalue of matrix A2 is λmax = 5.2542,

and matrix A2 has passed consistent check. The eigenvec-
tor ω corresponding to the eigenvalue λmax = 5.2542 is
ω = [0.258, 0.050, 0.140, 0.488, 0.006], which is the weight
vector of the corresponding trust metrics for Integrator2’s
preference.

3) EVALUATE TRUST VALUE OF EACH BINDING SCHEME
Equation (17) is used to calculate trustworthiness of each
binding scheme of Integrator1 and Integrator2. The result is
shown in Table 6. From Table 6, the optimal binding scheme
for Integrator1 is binding scheme 10: CS07 → CS12 →
CS22, while the optimal binding scheme for Integrator2 is
binding scheme 9: CS07 → CS12 → CS21. In addi-
tion, we can generate a rating sequence of binding schemes
for each integrator by sorting trust values of all binding
schemes.

The optimal binding scheme is generated according to
integrator preferences, so that the binding scheme is the most
trustworthy one from the integrator’s perspective.

H. EVALUATION FOR TWSCO FRAMEWORK
The above TWSCO case illustrates how the proposed
TWSCO framework can effectively improve the trustworthi-
ness of service composition.

For each abstract service, there are a great number of con-
crete services. Evaluating each concrete service correspond-
ing to abstract service is a NP-hard problem. The framework
TWSCO proposed in this paper extends current works on
service composition and optimization by classifying candi-
date services into clusters according to the similarity between
operations, and generating a composition template for the
cluster level. The optimization operation via trust evaluation
is carried out based on the generated template which is a key
contribution of TWSCO.

1) GENERATE A NEW LEVEL OF COMPONENT CLUSTERS
According to the operation process of TWSCO, the services
are organized in different levels as shown in Figure 7. Com-
pared with the traditional service composition methods, the
cluster level is a new level added to the service composition
and optimization process. Applying TWSCO, trustworthi-
ness of service composition and optimization in this case
study is guaranteed because of optimization for both com-
ponent services and binding schemes.

FIGURE 7. Service levels according to TWSCO.

2) OPTIMIZE COMPONENT SERVICES AND BINDING
SCHEMES
The services returned by the Web service resource pool
are filtered. The services without well-defined WSDL doc-
uments or without endpoint URIs or trust values less than
the given threshold or operations without required functions
are rejected. The trust of remaining component services is
improved, and the number of candidate services is reduced.

Trust and efficiency of composition and optimization
processes is guaranteed. Firstly, candidate services which
have data relations have passed interface matching checking.
Secondly, in binding optimization process, the number of
concrete services has been greatly reduced. Observed that
in our case study, the number of original binding schemes
is 111078 (99∗66∗17), and most of them are inexecutable.
If the optimization is carried out right after service filtering,
the number of binding schemes is 96 (8∗4∗3), which is still
quite large. Using our template based method, the number
is reduced to 12 (3∗2∗2), which is much smaller than the
original one. Fig. 8 shows the number of component services
in different process of TWSCO in our empirical study.

FIGURE 8. Number of different process of component services of TWSCO.
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FIGURE 9. Success rate of different process of services composition.

The success rate of each step of services composition can
be defined as the ratio of the number of successful binding
schemes and the number of all binding schemes needed
optimization. Fig. 9 shows the success rate of different step
in services composition of framework TWSCO in our case
study. It can be found that the success rate of services com-
position can be greatly increased through services filtering
and component services clustering and matching.

3) SUPPORT USER PREFERENCE-BASED BINDING
OPTIMIZATION
Different services integrator’s preference to trust metric is
different. Integrator will think the composite service is trust-
worthy if the composite service executes according to his
expectation and has the expected service quality. Therefore,
the integrator’s trust metrics preference plays an important
role in service composition and optimization.

Since different integrators have different trust evaluation
criteria, the trust metrics selection is user specific. To ver-
ify framework TWSCO can effectively represent integra-
tor preference, according to Table 6, we compare the two
integrators’ service ranking sequence of binding schemes
shown in Fig. 10. Through two integrators demand the
same fundamental function, and use same composite tem-
plate and same component services for composite service,
the inference-based binding scheme sequences are obvi-
ously different. For Integrator1, the ranking sequence of
binding schemes based on trust values is 10→9→2→
1→6→5→12→4→11→3→8→7. For Integrator2, the

FIGURE 10. Ranking sequence of binding schemes based on different
user preferences.

ranking sequence of binding schemes based on trust values is
9→1→11→3→5→7→10→2→12→4→6→8. The main
reason is their preference to trust metric is different, and the
weights of trust metrics are user specific.

To verify the framework TWSCO can express integrator
preference to trust metrics, top 25% binding schemes of each
ranking sequence of all binding schemes of each integra-
tor are selected to calculate average values of all five trust
metrics. The average trust metrics of all five trust metrics
of all 12 candidate binding schemes are also calculated as
benchmark reference values. To show comparison results in
just one Figure 11, the trust metric duration and price are
narrowed 10 times while reputation is magnified 100 times.

FIGURE 11. Comparison of trust metrics values among binding schemes
based on different integrator preference.

From Figure 11, it can be found that the average values of
reputation and price of the selected top 25% binding schemes
according to Integrator1’s preference are better than the cor-
responding values of the selected top 25% binding schemes
according to Integrator2’s preference, and better than the
corresponding average values of all 12 candidate services.
While the average values of availability and duration of the
selected top 25% binding schemes according to Integrator2’s
preference are better than the corresponding values of the
selected top 25% binding schemes according to Integrator1’s
preference, and better than the corresponding average values
of all 12 candidate services. The experimental results show
that the proposed method can effectively express user prefer-
ences for multi-dimensional trust metrics.

4) COMPARISON WITH CURRENT WORKS
Probability, reduction and product are three main methods for
evaluating trust of composite services [27]–[29]. For prob-
ability and production based methods, the trust value of a
composite service is sensitive to the number of component
and will be sharply decreased with the growing number of
component services. In our framework TWSCO, a composite
template among component services is formed at the cluster
level to greatly reduce the number of services. In addition,
a user specific trust metric is defined and an optimization
method is included to efficiently find out themost trustworthy
binding scheme.
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Based onVector-SpaceModel,WordNet and semantic sim-
ilarity metrics is proposed in an interface-matching algorithm
[36], [37]. Text document and semi-structured document
matching methods are proposed to calculate the similarity
among text descriptions, signatures and logical constraints.
Composability is checked through a set of rules based on
ontology [33]. These approaches check service composability
on every binding scheme, which is an NP-hard problem.
On the other hand, the interface-matching algorithms are
based on a series of multileveled match checking, which
makes the algorithm complex. Our framework TWSCO clas-
sifies candidate services into clusters according to the sim-
ilarity between operations. Then, a composition template is
generated at the cluster level. As a result, the scale of opti-
mization is greatly reduced.

5) THREATS TO VALIDITY
Like any empirical validation, ours has its limitations as
following.

First, the empirical study involves a simple sequence com-
position, and the candidate service set is not big because of
the nature of the specific real world Web service. The pro-
posed framework should work more efficiently for composite
services with complex topology and large component service
sets.

A second concern is about the interaction behavior
between component services. In this empirical study, we only
consider the interface matching problem which represents
the interdependency of data between components. A suc-
cessful interaction demands messages to be exchanged under
additional, sequential constraints. We did not examine these
sequential constraints in our case study.

V. CONCLUSION AND FUTURE WORK
Trust plays an important role in service composition and
optimization processes due to the open and dynamic envi-
ronment of Web services. In this paper, we first define
a trust concept for composite services. Then, we propose
TWSCO framework for service composition and optimiza-
tion. In this framework TWSCO, service filter is used to
guarantee the trust of component service selection processes,
and interface-based service clustering method is used to guar-
antee the trust of composition processes. In addition, a pref-
erence based trust evaluation method is also included in the
framework to find out the most trustworthy binding scheme.
Experimental results show that the framework TWSCO can
effectively guarantee the trust and efficiency of service com-
position and optimization. There are a few directions for
future research.

A. The empirical study presented in this paper is a simple
sequence composition, and the candidate service set is
relatively small. We expect the clustering method will
work better with larger service sets. In the future, we
will apply the proposed framework TWSCO for more
complex composite services.

B. The inter-service dependencies and conflicts should be
taken into consideration during service optimization to
improve TWSCO in the future work.

C. Most of the processes of TWCSO are achieved man-
ually. As automated service composition is essential
for practical usage, we should adapt TWCSO to the
automated execution engines in the future.

D. Follow the tracks of the latest research process of
Web service composition and Optimization, continu-
ously improve and optimize the proposed framework
TWSCO.
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