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ABSTRACT Aiming at the problems for existing data transmission mechanisms in Internet of vehicles, such
as real-time performance, high efficiency of computing tasks, vehicle data privacy, etc., this paper proposes
an efficient and secure data transmission mechanism for Internet of vehicles considering privacy protection
in fog computing environment. Firstly, this paper proposes a system model and main message attack model
for Internet of vehicles in fog computing environment, and designs a data transmission system based on
privacy protection to improve data transmission efficiency in Internet of vehicles and protect the privacy
information of vehicle users. Then, the task allocation and data aggregation mechanism of privacy protection
is proposed in the crowd-sensing model based on the assistance of fog nodes, and the location prediction
method based on social infection theory is used to predict the vehicle location for better allocating network
resources. Finally, for the selfishness of end users in Internet of vehicles, selfish node incentive mechanism
based on Robin Steiner bargaining game model is proposed to encourage selfish nodes to perform data
transmission and reduce time delay. Operational network environment simulation software is used to carry
out experiments. The experimental results show that when malicious nodes and selfish nodes exist in the
Internet of Vehicles, the proposed method has stronger competitiveness in resisting attacks and improving
the efficiency of message transmission compared with other methods, which can achieve efficient and secure
data transmission.

INDEX TERMS Fog computing, Internet of Vehicles, privacy protection, location prediction, game theory,

selfish node incentive mechanism, data aggregation mechanism.

I. INTRODUCTION

As an important part of social infrastructure, the safety and
efficiency of urban transportation networks have a direct
impact on urban development and people’s daily lives.
With the rapid development of wireless communication
technologies, sensing technologies, mobile computing and
automation control technologies, The concept of Internet of
Vehicles (IoV) came into being and became an indispensable
component in the realization of Intelligent Transportation
System (ITS) and autonomous driving [1], [2], which is
highly valued by the government, academia and industry. IoV
technologies are based on the coordinated communication
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between cars and cars, cars and people, cars and roads, cars
and clouds (platforms), enabling data transmission and infor-
mation intercommunication between cars and all systems.
It supports a variety of applications in IoV based on the trans-
mission of car driving information, road state information,
traffic warning information, and mobile services [3].

There are two main factors for the rapid development of
IoV. On the one hand, there is an urgent need for improving
the safety and efficiency of road traffic management sys-
tems [4]. With the continuous acceleration of urbanization,
the number of urban vehicles has also increased dramati-
cally. As aresult, this results in transportation, economic and
environmental issues, including huge economic costs such as
traffic congestion and accidents, environmental pollution and
destruction [5]. On the other hand, the demand for mobile
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data and high-speed mobile Internet services are increasing
sharply on the road. The network connection solution based
on IoV can not only satisfy the requirements of mobile data,
but also enrich security-related applications such as online
diagnosis, intelligent anti-theft and tracking. And the servers
of these applications are in internet cloud [6], [7]. However,
the guarantee of node data transmission quality in IoV, as a
prerequisite to achieve various application services, is one of
the key issues studied by researchers in various countries [8].

While ensuring efficient and reliable wireless data trans-
mission in [oV, more and more attention has been paid to the
communication security and privacy issues of IoV [9], [10].
Since the security and privacy protection of IoV itself will
directly affect the personal and property safety of participants
such as drivers, passengers and car owners, information secu-
rity and privacy protection are issues that must be resolved
before IoV is actually deployed and applied.

However, the oV environment has its own particularities,
which is quite different from the Internet and Internet of
Things. Thus, the security mechanisms applicable to tra-
ditional networks are not well applicable to this dynamic
self-organized multi-hop wireless network, and the tradi-
tional network architectures are not suitable for the dynamic,
flexible and efficient scenario of IoV [11]. And as the devel-
opment of oV becomes more and more intelligent, the con-
nected equipment are more and more diversified, the required
service functions are becoming more and more abundant,
the more new risk problems faced by IoV are increasing.
There are many types of information attacks in IoV, such as
eavesdropping, tampering, forgery, privacy leaks, node cap-
ture and replication, witches and other forms of attack [13].
Besides, there is an urgent need to study the security mech-
anism for information security problem of IoV. On the basis
of ensuring the safe and efficient transmission of IoV infor-
mation, IoV technologies can play more uses in the safe
operating environment and better realize the functions of
IoV [14], [15]. Therefore, the research on information secu-
rity mechanism for IoV becomes the focus of current schol-
ars’ research, which has high theoretical research value.

Il. RELATED RESEARCH

The Internet of Things contains a large number of termi-
nal equipment. Most of them have only limited computing,
storage, and communication capabilities, hence they need to
rely on cloud platforms to enhance node information process-
ing capabilities [16]. Mobile cloud computing can provide
powerful computing and storage capabilities for terminals,
however, the high latency of data processing from remote
cloud center to end users is not suitable for the application
scenario of [oV where real-time application demand is strong.
For this reason, the concept of fog computing is proposed.
It transforms the association of cloud services with networks
to connect users’ near-end computing or storage resources to
networks, which can significantly reduce transmission delay
and jitter [17]. Fog computing is recognized as a key technol-
ogy for real-time interaction of the Internet of Things (such
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as [oV). Reference [18] designed an efficient load forecasting
mechanism for IoV, which offloaded the computing tasks
through fog nodes. Considering vehicle delay, location infor-
mation and scalability, reference [19] proposed an intelligent
IoV architecture based on collaborative fog computing. Its
goal is to process the multi-source data generated for IoV
in a distributed manner. However, research on vehicle fog
computing at home and abroad is still in its infancy, which
cannot guarantee the privacy of users and prevent intrusion
by illegal users [20].

Due to personal privacy protection is particularly important
in the data distribution mechanism of IoV, a lot of research
has been carried out on privacy protection schemes in IoV.
They are roughly divided into three categories: anonymous
schemes, cryptographic schemes and signature schemes.
Among them, there are mainly three types of authentica-
tion protocols based on cryptosystems [21]: authentication
system based on Public Key Infrastructure (PKI), Identity-
based Encryption (IBE) and authentication system based on
Certificateless Public Key Cryptography (CL-PKC). Refer-
ence [22] proposed a certificate-based authentication sys-
tem, and designed a two-factor authentication mechanism
based on smart cards. It provides anonymous authenti-
cation and location privacy policies, but cannot support
vehicle-to-vehicle communication. Reference [23] proposed
an identity-based authentication scheme. This solution is
based on a bilinear pairing algorithm, supports batch authenti-
cation and has low computational energy consumption. How-
ever, this scheme cannot resist forgery attacks. Attackers
can forge a legitimate vehicle identity and send false infor-
mation to the IoV that cannot be detected. Reference [24]
proposed an identity-based fast authentication scheme, which
can reduce computing energy consumption, which supports
batch authentication and privacy protection. However, this
scheme relies heavily on secure communication channels.
In the secret key distribution process, each secret key needs to
be transmitted to users by a secure communication channel,
otherwise it will cause a large area of user key leakage.

In addition, the real-time and reliable propagation of vari-
ous messages cannot be separated from connected network
systems in IoV. Connectivity determines the performance
of entire networks. With regard to the research on the con-
nectivity of IoV, with the joint efforts of scholars at home
and abroad, preliminary results have been achieved. Refer-
ence [25] studied the multi-hop transmission based on relay
technology and used multi-hop communication to transmit
information to vehicle nodes outside the range of vehicle
one-hop communication. It reduces transmission cost while
expanding the vehicles’ connectivity range, enabling infor-
mation to be transmitted to further vehicles. Reference [26]
evaluated the connectivity probability between vehicles under
the Nakagami fading channel model and proposed that coop-
eration between vehicles can improve the connectivity of
vehicle networks. However, too much vehicle cooperation
can also cause interference. With the development of 5G com-
munication technologies, IoV will integrate more types of
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FIGURE 1. Overall framework of the proposed method.

networks and emerging technologies to provide high-quality
connectivity. While ensuring the connectivity of [oV, it is nec-
essary to reduce the response delay and energy consumption
of networks to improve service performance. Reference [27]
discussed the service delays in forwarding routing. In order
to reduce the energy consumption of systems, the choice
of delay metric was considered. Reference [28] proposed
various topology control algorithms focusing on interference
constraints and delay reduction. Most studies have reduced
energy consumption by improving technical issues within
the network. Few studies also consider the use of external
conditions to reduce network energy consumption, so as to
reasonably select relay nodes.

Due to the problems of poor real-time performance, low
transmission efficiency and threats to users’ privacy for the
existing data transmission mechanism in IoV, this paper pro-
poses an efficient and secure data transmission mechanism
for IoV that considers privacy protection in the fog computing
environment. The main innovations of this paper are summa-
rized as follows:

1) In order to alleviate the load of terminal equipment and
improve the transmission efficiency of IoV, an IoV system
model in fog computing environment is proposed. It offloads
the computing load of terminal equipment to fog nodes,
which reduces system overhead.

2) In crowd-sensing model based on the assistance of fog
nodes, a privacy-based task assignment and data aggregation
mechanism is proposed. It uses a secure addition aggregation
protocol to verify the integrity of data and ensure data secu-
rity.

3) Selfish nodes are less considered in the existing data
transmission mechanism of IoV, and they have a greater
impact on the system. Therefore, the selfish node incentive
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mechanism of Robbins-Stein bargaining game model based
on game theory is proposed to encourage selfish nodes to per-
form data transmission, thereby reducing system time delay
and energy consumption.

IIl. SYSTEM MODEL AND ATTACK MODEL

A. SYSTEM MODEL

The IoV system in fog computing environment includes:
awareness platform (also known as crowdsourcing platform /
server, referred to as Server), data collectors / task owners
(TOs), a series of fog nodes, participation vehicles and an
authority center (AC), as shown in Figure 1.

The specific entities in the system are described as follows:

Awareness platform / crowdsourcing server Server: Ser-
vice provider, providing data aggregation services for TOs.
That is, after receiving the encrypted tasks of TOs, awareness
platform assigns the tasks to fog nodes in the correspond-
ing sensing area. And when users submits the awareness
data, awareness platform and fog nodes jointly calculate the
encrypted aggregation results, and return aggregated cipher
text to TOs [29], [30].

Data collectors / task owners TOs: task publishers, which
may be individuals, enterprises or other organizations. TOs
want to obtain the perceptual data aggregation information in
a certain perceptual area. Due to its limited perception and
computing capabilities, it is necessary to outsource aggrega-
tion tasks to the awareness platform. It also provides some
compensation information to encourage users to participate
in tasks.

Fog nodes: They are deployed at the edge of networks
and close to mobile equipment terminals as a relay node for
mobile terminals and awareness platforms. That is, each fog
node covers a geographical area, it is responsible for task
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assignment and data collection in that area. After collect-
ing the encrypted data submitted by users in the area, fog
nodes and awareness platforms cooperate to calculate the
aggregation results and send them to awareness platforms for
further processing. Besides, when fog nodes receive users’
awareness data, they can detect invalid data sent by external
attackers.

Participants / Users: A mobile user who carries mobile
equipment. Mobile users utilize GPS and other equipment to
freely collect awareness data according to the requirements
of tasks. To protect data privacy, data needs to be encrypted
before it is submitted to fog nodes.

Authority center AC: trusted third party. AC is responsible
for initializing the entire system, registering all entities and
assigning keys to each entity. After the initialization phase,
AC can choose to be online or offline according to whether
it supports new users to join the system. If new users are
allowed to join the system, AC needs to stay online, but will
not participate in the task assignment and data aggregation
process.

B. ATTACK MODEL

In the system model, it is assumed that there are three kinds of
nodes: legal nodes, selfish nodes and malicious nodes. Legal
nodes fully cooperate with the message transmission process.
Selfish nodes tend to transmit data with nodes that have a
closer social relationship. Malicious nodes attack the system
to gain profits and disrupt the network order. Three types of
attacks are considered, as shown in Figure 2.

C

FIGURE 2. Three attack models.

1) Sybil attack: A malicious node can obtain additional
profits by forging virtual nodes on the path of message trans-
mission. Node A forges node A" and places A’ between itself
and node B. Then all rewards received by node A’ will belong
to node A.

2) Packet loss profits attack: In order to get rewards,
the attacker can pretend to be willing to pass messages to
other nodes. When the message is received, it is discarded.
Attacker A drops the message before it delivers it to the
next-hop node B.
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3) Message tampering attack: The attacker tampers with
the content of messages, thereby misleading the behavior of
destination nodes. In addition, the node reward message sent
by cloud server may be tampered to facilitate the attacker
to gain more benefits. Attacker A modifies message M into
message M’ and sends it to other nodes.

Moreover, three aspects of privacy are considered in the
proposed attack model [31]: data, social attribute and trans-
action privacy. The packet loss profits attack will leak users’
data privacy, the message tampering attack will lead to the
leakage of data and transaction privacy information. The
Sybil attack conflicts with privacy protections, since the bet-
ter the information is protected, the easier it is for attackers
to launch Sybil attacks. In addition, if a legal node commu-
nicates with a witch node, attribute-based privacy informa-
tion is easily leaked by the mobile prediction phase [32].
Besides, fog nodes can send passive attacks to obtain vehi-
cle privacy information, and can also collaborate with mali-
cious nodes to obtain data during the message transmission
phase.

IV. DATA TRANSMISSION SYSTEM DESIGN BASED

ON PRIVACY PROTECTION

In order to improve the transmission efficiency of messages
in IoV and protect the privacy information of vehicle users,
a data transmission system based on privacy protection is
designed. In the two-tier structure of cloud system model,
a message transmission mechanism based on privacy pro-
tection is proposed. The mechanism consists of three parts,
namely mobile prediction, message processing and node
incentive protection mechanism. When a node generates a
message, it needs to find a transmission path for the mes-
sage to reach the destination node. The mobile prediction
module can efficiently and securely find a suitable next-hop
routing node for a message. The message processing module
combines attribute-based encryption policies with the routing
process to protect users’ data privacy [33]. The node incentive
protection module records the relay node’s reward to local
cloud server in an encrypted manner and is used to protect
the transaction privacy information of vehicles.

For the message transmission process, the operation of
entire system is described as follows: When node v; meets
node v;, node v; is based on Security Multiparty Compu-
tation (SMC) by comparing Ego Betweenness and Contact
Delay Estimation to determine whether v; is suitable as a
next hop relay node. When node v; moves to the range
covered by the signal of fog node c;, node v; first encrypts
the local message through a symmetric encryption algo-
rithm. Then it uses attribute-based encryption algorithms
to encrypt the keys of the symmetric encryption algorithm.
At the same time, fog node c; verifies the report information
uploaded by node v; and calculates the reward of each relay
node. Fog node c¢; re-encrypts the key uploaded by nodes
and periodically synchronizes information with the remote
cloud (Server).

VOLUME 8, 2020
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FIGURE 3. System model based on two-tier cloud server.

A. SYSTEM MODEL BASED ON TWO-TIER CLOUD SERVER
Cloud computing is considered an effective means of offload-
ing. The terminal equipment can offload the computing load
to fog nodes to improve its performance. At the same time,
a third-party trusted institution can authorize some of its
functions to fog nodes. This can overcome the shortcom-
ings that nodes cannot communicate directly with third-party
trusted institutions due to the instability of wireless links
and the high cost of cellular communication. The established
system architecture based on two-tier cloud server is shown
in Figure 3. It has the following advantages: 1) Offloading
the computing load of terminal equipment to fog nodes can
alleviate the load of terminal equipment. 2) The robustness of
the system is enhanced. If one fog node fails, others can still
guarantee the normal operation of system. 3) The terminal
equipment uses wireless communication technologies to send
and receive messages for reducing the users’ overhead.

The remote cloud includes five modules: load balanc-
ing module, property management module, key management
module, information synchronization module and credit man-
agement module. The load balancing module balances the
load between fog nodes by placing fog nodes in a suit-
able place. The property management module manages its
property information obtained from the vehicle registration
information. The key management module manages the keys
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involved in system. The information synchronization module
is responsible for synchronizing the information between the
remote cloud and fog nodes. The credit management module
is responsible for the credit update and maintenance of all
vehicles in the management system [34].

Each fog node includes five parts: message process-
ing module, credit management module, report processing
module, key management module and information synchro-
nization module [35]. The message processing module can
encrypt messages for nodes, the credit management module is
used to manage the credit value of corresponding nodes. The
report processing module is used to verify the report message
uploaded by destination nodes and provide the reward list to
the credit management module. The key management module
manages the conversion key of vehicles and can provide it
to other required modules. The information synchronization
module is responsible for regularly performing information
synchronization with the remote cloud.

Each terminal equipment includes four functional mod-
ules: message processing module, mobile prediction mod-
ule, incentive setup module and report processing module.
The message processing module pre-processes messages that
need to be transmitted, including message and key encryp-
tion processing. The mobile prediction module establishes
a mobile prediction model and guides nodes to reasonably
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select the next hop routing node. The incentive setup module
encourages users to transmit data and records the virtual cur-
rency obtained by vehicles according to the adopted incentive
mechanism. The report processing module is responsible for
generating the recorded vehicle reward report message and
adding it to the end of messages to be transmitted [36].

B. MESSAGE TRANSMISSION MECHANISM BASED

ON PRIVACY PROTECTION

There are three types of communication in the system: com-
munication between terminal equipment; communication
between terminal equipment and fog nodes; communication
between fog nodes and remote clouds. When a node is ready
to exchange data with another node, the mobile prediction
module analyzes their historical encounter information. If the
meeting node is suitable for message transmission, the order-
ing sub-module in message module prioritizes the messages
to be sent in the local cache. The incentive setup module
implements corresponding incentive mechanism to increase
the participation of nodes. At the same time, the report pro-
cessing module records the transaction price finally negoti-
ated by the two nodes and forms a report message, and places
the report at the end of messages to be transmitted. When
nodes moves into the coverage of a fog node signal, nodes
can communicate with fog nodes to pre-process the messages
that need to be sent and obtain corresponding rewards.

The fog node synchronizes information with the remote
cloud by synchronization management module, including the
users’ registration information and the generated conversion
key. When a vehicle joins the network for information regis-
tration for the first time, remote cloud’s property management
module converts the vehicles’ input into attribute informa-
tion. The key management module generates various keys
according to property information generated by vehicles.

V. PROPOSED DATA FORWARDING MECHANISM

A. POSITION PREDICTION

In this paper, we first use second-order Markov to build a
vehicle movement model for position prediction. Then the
large-scale trajectory data is compressed to obtain a consis-
tent subset of the trajectory dataset. Furthermore, a vehicle
similarity calculation method based on moving trajectory is
proposed, and a vehicle group with high similarity to the mea-
sured vehicle is found in the trajectory data subset. Finally,
the movement model of the vehicle group is used to modify
the results of position prediction.

In the mobile environment, system records its movement
data through the mobile equipment of vehicles, that is, loca-
tion information at various times. The location information
may be absolute location information (such as GPS coordi-
nates) or relative location information (connected AP location
information instead of mobile equipment location informa-
tion). The system uses the user’s current mobile data or his-
torical data to build mobile model, and then uses the mobile
model to predict the user’s next location.

64466

Suppose there are n cars in current scene, and the set of
carsiS U = {uy, up, -+ ,u;, --- , u,}. There are m locations
in current scene, and the location set L = {lj, [, --- , L}
is set. Assume that the collected user movement data is
initialized to D = {Dy, Da, --- , Dy}, where D; (d, d>, - - -)
contains all the movement data of vehicles in this scene.
The proposed method combines the movement trajectories
of vehicles under test and the changes that vehicles under
test may make under the influence of a strongly correlated
vehicle group, which obtains the prediction results. In addi-
tion, the Markov chain model is used to model the vehicle’s
movement data to obtain a vehicle state transition matrix. And
among all vehicles, C;, C; {u |u € U } consisting of k u; whose
trajectory is most similar to vehicles under test are selected.
Synthesize the state transition matrix of each vehicle in u and
C; to get the movement prediction model of u;.

The proposed method uses second-order Markov chain
model to model the vehicle movement data. X =
{X1,X>, - - -, X} is the current state of vehicles in the model,
m is the number of states, and X; is the two consecutive
locations in the movement trajectory. Y = {Y1, Y2, --- , Y, }is
the set of transition states, and » is the total number of states.
Then the state transition matrix is:

P11 Pln
pi=1| : : (D

ml te Pmn

In the formula, p,,, = % is the probability that the vehicle
departs from X, to Y,,, where gmn 1s the number of times the
vehicle departs from X, to Y,,, and g, is the total number of
visits to various locations.

Vehicle trajectory similarity calculation. First, the vehicle’s
movement data is converted into trajectory data, which is
Traj; = {(l, ) s ~}, where 7; is the dwell time of loca-
tion /. Then, the trajectory set Traj = Traj; U Traj; U --- U
Traj, is segmented to obtain vehicle u; trajectory segment set
Tr; = {tracey, - - - , trace,, |trace; € L}. The global trajectory
segment set Tryrq = Tr1 U - - - U Try, is obtained by merging
all vehicle trajectory segments. Suppose that 77, has a total
of m elements, number all its segments, and convert 7r; to
an m dimensional vector V; = {v{, vy, -+, vy}, where v;
corresponds to the track segment labeled i in Trspy. The
similarity of any two vehicles u; and u; in the vehicle set
can be expressed as count (v; A vj), the number after the
statistical operation is 1, the larger the number, the higher the
similarity of vehicle trajectories.

The location prediction method in mobile scene is shown
in Figure 4. First, the data fusion component collects
real-time information of the vehicles connected by each AP,
converts them into vehicle movement data d (uid, ¢, [), and
stores them in a local database. Trajectory location predic-
tion (TLP) algorithms retrieve vehicle movement data from
a database to establish vehicle location prediction model,
and stores the established model. When an external service
sends a location prediction request for the vehicle u; to TLP,
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TLP transfers location prediction model of u;, and outputs
prediction results to the external service after calculation.

The proposed TLP algorithm is a location prediction
method based on social infection theory. In the big data
environment, this algorithm predicts vehicle movements and
corrects the prediction results of nodes by the movement law
of group. The processing flow of TLP algorithm is shown
in Figure 5.

First, all vehicle movement data is obtained, the trajectory
data Traj; of each vehicle is obtained after conversion. Next,
scan Traj; to get the state set X, Y, and then get the state
transition matrix p;. Next, TLP uses the coverage idea to
extract a consistent subset Ug,;, of vehicles, and calculates the
similarity between vehicle trajectory data of Traj; and Ugy
to obtain the vehicle trajectory similarity group C;. Integrate
the state transition information of p; and vehicles with similar
trajectories to obtain the vehicle position prediction model
P_predict;. When TLP receives a request for external service
location prediction, it returns the predicted location Ip to the
external service according to P_predict;.

VOLUME 8, 2020

B. DATA PRIVACY PROTECTION

Based on crowd-sensing model for the assistance of fog
nodes, this paper proposes a privacy aware task allocation and
data aggregation (PTAA) mechanism. PTAA includes five
phases: system initialization, task generation and distribution,
data collection and aggregation, decryption of aggregation
results, and the selection of updates to aggregation results
according to task requirements.

1) System initialization: This phase is performed on AC
side and includes two sub-steps: Setup, entity registration and
key distribution. First, AC generates system parameters in
Setup, and then responsible for registering the system entities
and assigning them the appropriate keys.

When each entity registers, AC selects the random number
s € Z[’,k as server’s private key, and calculates S = g° as the
public key. For each data collector (TO) o; and participant P;,
AC executes KeyGen (sp) algorithm and generates a key pair
(skj, pk;) , (ski, pk;). Moreover, AC randomly selects p; € zy
as the private key of fog node f;, and calculates the public
key gPi. Select a random number «; € Z[f and calculate A" =

&%) 1/0l . AC sends « to all fog nodes and A’ to Server.

2) Task generation and distribution: At this stage,
TO generates aggregate statistics tasks and sends them to
Server. Server performs the task privacy protection allocation
process with the assistance of fog nodes. Suppose there are m
TOs in the system, and it is written as O = {01, 02, -+ - , O }-
In the process that TO o; € O obtains the data aggregation
results in a sensing area, in order to protect the privacy
of tasks, o; selects two random numbers ri, rp € Zlf and
encrypts task v; = (vlC v, v ! ) in the following way:

i
] = (vl‘

where v is the task content, v? is the aggregate statistical
operation, v,.l and v! are the perceived position / area and
task expiration time respectively. G’ is a multiplicative cyclic
group, G = e (g, h). In order not to reveal the exact perceived
position of task v;, o; replaces vl? with a fuzzy sensing area
v/ and sends message < ci, ¢z, €3, V], > pk; > to server.

After receiving the above message, Server assigns a series
of tasks I' = {vy,va, -, vy} to the corresponding fog
node set S = {f1,f2,---,fk} according to v;. For each
candidate fog node f; € J;, based on the dual nature,
there is ¢; = e(gl,W'")* = GV, Server sends <
i,cy, c/l, oj, > pki, Ul.(’ > to f;, and f; uses its private key p;
and the secret o sent by AC to decrypt to obtain the specific
task requirements:

o
Y;

of vl ) e (S, 1 G 0 = W, e =A™
@)

L.t 1
Ui HUi = (3)
1 1/p;
Cl/a -9, /pi

.
Y;

o
Y;

Then, f; broadcasts decrypted task requirements to the local
participants and grants task permissions to the participants by
issuing task secrets.
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3) Data submission and aggregation: In order to protect
perceived data privacy and resist external attacks, participants
encrypt the data and send it to the corresponding fog nodes.
At the same time, participants also attached some verification
information to prove their authority to participate in the task
(authorized participants) and the integrity of data. After fog
nodes are successfully verified, it cooperates with the server
to perform statistical aggregation on all sensed data according
to the task aggregation operation requirements. Throughout
the aggregation process, neither fog nodes nor Server knows
the perception data submitted by each participant.

Assume that when performing task v, participant P; gets
perceptual data d;. To protect the confidentiality of data, P;
first chooses a random number r; and encrypts the data with
its public key pk; to obtain w; = [d; + ri] pk;- Then, P; uses the
task secret X; as the key, generates a hash message verification
code h; = HMACXJ. ( lmilrilt; ), and sends the message
M =< j, ui, ri, hj > to the corresponding fog node f; under
the pseudonym H (pk;). After receiving the message sent by
the local participant, f; verifies the integrity of messages. That
is, ' = HMACx; (jlpilrilti ) is calculated based on the
secret X; of the j task. If I = h;, the message has not been
tampered with.

Then, with the help of Server, f; aggregates all valid data
according to Uj”. In the data aggregation phase, the data trans-
mitted between F and Server are summed and aggregated to
ensure the integrity of data. The Secure Additive Aggregation
(SSA) protocol is shown in Algorithm I.

Algorithm 1 Secure Addition Aggregation Protocol SSA

Input: fi(A1, ) pk;), Server(ra, Y pk;)
Output: [ Y dily
P;eN

Fog node f;
1: forall P; € N do

2 w; <= PSD1 (i, A1)

3 Send < w;, u; > to Server
4: end for

5: // Server
6
7
8

: forall P, € N do

owy < PSD2 (i, M)

: end for
9: 8 <~ >

P;eN
10: Compute [S]5~
11: Send [S]y p; o f)
12: //Fog node f;
13: Compute R <— Y i, [Rly pi,
P;eN

14 13 dily pr; < [SIxpt; - ([R]Zpki)N_l
P;eN

4) Data decryption: After obtaining the cipher text of
aggregated results, each fog node f; € J; sends the cipher
text result to Server. If multiple fog nodes are assigned task
vj, Server needs to further aggregate the cipher text results of
multiple fog nodes. After receiving the encrypted aggregation
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result, o; uses private key 0,; and random number &;, and
decrypts to obtain the clear text of final aggregation results.

C. SELFISH NODE INCENTIVE MECHANISM

In IoV with people as the carrier of terminal equipment, since
network nodes have limited resources and different social
relationships, they often show selfishness. The selfishness
of nodes in IoV is usually divided into two types: personal
selfishness and social selfishness. For the existence of self-
ish nodes, many researchers have adopted corresponding
incentive mechanisms to promote selfish node collaboration.
The selfish node incentive mechanism used in the proposed
method is a Robbins-Stern bargaining game model based on
game theory.

Map the data forwarding process between selfish nodes to
each other as a Robbins-Stern bargaining game model. The
process of providing forwarding data service between the
node carrying the forwarded data and nodes that needs to meet
as a bargaining game to satisfy the benefits of both parties.
Among them, the game product is to provide forwarding
services between nodes. The node carrying the forwarding
data acts as a consumer, since it needs to buy a coopera-
tive forwarding service from the forwarding node, and it is
represented by B. The forwarding node that provides the
forwarding service serves as the seller and is represented by
S. Consumers and sellers take turns to propose the ratio of
revenue sharing at different times until the transaction is com-
pleted or failed. Thus, the selfish node incentive mechanism
is established using virtual currency.

There are many factors that affect the selfishness of nodes
in IoV, including:

1) Remaining survival time of data carried by nodes: For
consumers, the price paid is related to the remaining survival
time of data. That is, the longer the remaining survival time,
the smaller the consumer B’s willingness to purchase for-
warding service from sellers, thereby affecting the efficiency
of information forwarding to destination nodes. The remain-
ing lifetime of node i for data d is:

“

where TfTL is the total TTL for forwarding data d, T, is the
time it takes for data d to be forwarded to node i. 7}, is the
ratio of remaining TTL of data d to the total TTL.

2) Node remaining resource ratio: cache and bandwidth
resources. The cache resources and bandwidth resources of
each node are limited. As more data is stored, the remaining
space is gradually reduced. The remaining cache and band-
width resource ratios are expressed as:

r r

S' =L B ="t )

] Sl ’ 1 Bl
where S and B! are the remaining cache and broadband
resource ratios respectively, 57 and b} are the remaining cache
space and bandwidth respectively. S; is the cache space of
node i, and B; is the initial space of node i.
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3) Social connection degree: In a network of opportunities
with social attributes, nodes will show a certain degree of
social selfishness because of different degrees of social con-
nection with each other. Therefore, measuring the degree of
social relationship between nodes is also one of factors affect-
ing selfish nodes. The degree of social connection between
nodes is described based on Jaccard similarity coefficient
between nodes:

k
Y zij(a) x Jij(a)
Sij="— ©)
> zij(a)
a=1

If two nodes have the same social property a, thenz; ; (@) = 1.
Jaccard similarity coefficient is:

ia N Jfja
_ fia D M

JiaYlja
where f; , and f; , are the number of neighbor nodes where
node i and node j have the same social property a respectively.
Based on Robbins-Stern bargaining game model, con-
sumer node i carrying data d in the network of chances wants
to purchase the forwarding service at a lower price. The seller
node j wants to obtain more revenue by providing services.
The two sides of game will give the lowest bid for this
forwarded data based on maximizing each other’s benefits.
Due to the existence of selfish nodes, the lowest quote given
by consumer B at data d at time ¢ is:
Dy

Pi =vCp x 8
4 A SE + Bl + AT &

Jij(a)

where VCp is the number of virtual currencies of consumer
B at time ¢, Dy, is the size of data d, A1, X2, A3 is weight
coefficient, and the sum is 1.

In the same way, the lowest quotation given by seller S is:

Dy

PS = VCs x — 7 X o
7T153+7T232 SS,B

©))
where VCy is the number of virtual currencies of consumer S
attime ¢, Sg p is the social connection between the two parties
participating in game. 7, 72 is a weighting factor that adds
upto 1.

In this model, the transaction can only be completed when
PB > PS. And the two parties allocate the total income Cap
by bargaining, and the secondary income is:

Cap =P8 — P (10)

Since both sides of the game are selfish, they pursue the
maximization of their own interests. Consequently, the utility
functions of consumer B and seller S are:

Us (xg) = xgCap, Us (xs) = xsCap Ny

where xp and xg are the proportion of consumers and sellers
to the total revenue in game.

Since Robins-Stein bargaining game model has only one
sub-game perfect Nash equilibrium, after multiple rounds of
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bargaining games, the two sides get an equilibrium solution
to the game:

(k. x5) = Cap — ppCap  pupCap — puppsCap
5B Cap — pppusCap’  Cap — pupsCap
8B —8p Ss —4s
e — e e —e
= e T T e 12

where §p and §g are patience coefficients of consumers and
sellers.

The distribution ratio of income has reached equilibrium
at this point in the game. Since the bargaining game is a
complete information game, the result can be obtained by
exchanging tolerance factors between two parties. So there
is no need for multiple rounds of bargaining games. At the
same time, increasing the number of game rounds in loV will
increase the average delay and affect the data to reach power.
By exchanging tolerance factors to obtain an equilibrium
solution, network delay and overhead can be reduced.

VI. SIMULATION EXPERIMENT

Operational network environment (ONE) simulation soft-
ware is used to simulate and analyze the performance of the
proposed system and method. The parameters in the simula-
tion experiment are shown in Table. 1. The experiment was
run 100 times to calculate the average experiment result.

TABLE 1. Simulation parameter settings.

Simulation parameters Value
Datasets INFOCOMO06, SIGCOMMO09
Simulation time/A 94/36
Interface Type Bluetooth
Transmission mode External movement
Transmission range 10 meters
Transmission speed 250KB
Cache / message size SMB/500-1024KB
The number of local cloud 1-8

The following five indicators were used in the experiments
to evaluate the performance of proposed method and these
methods in reference [23], reference [24], and reference [27]:

1) Average transmission efficiency: The ratio of all mes-
sages transmitted to all messages generated in the network.
This indicator describes the effective throughput of an effi-
cient data transmission mechanism.

2) Average transmission delay: The average delay from the
time a message is generated to the time it is delivered. This
indicator describes the latency of an efficient data transmis-
sion mechanism.

3) Average transmission cost: the ratio of all replica mes-
sages to all delivered messages. This indicator describes the
overhead of an efficient data transmission mechanism.

4) Credit value: the average amount of virtual currency
obtained by nodes. This indicator describes the node benefits
of an efficient data transmission mechanism.
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FIGURE 6. The relationship between packet loss rate and average
transmission efficiency.

5) Successful transmission ratio: The ratio of correctly
delivered messages to the total number of messages generated
by system. This indicator describes the transmission success
rate of an efficient data transmission mechanism.

A. IMPACT OF PACKET LOSS PROFITS ATTACKS

ON PERFORMANCE

The packet loss rate is the ratio of all nodes that perform
packet loss profits attacks to all nodes in the network. The
average transmission efficiency of proposed method when the
packet loss rate changes is shown in Figure 6.

As can be seen from Fig. 6, no matter what datasets,
when packet loss rate is less than 20%, the transmission
efficiency of the method in reference [27] is higher than
that of proposed method. Since when there is only a small
number of malicious nodes, the performance of the method
in reference [27] is not affected too much. After a suffi-
ciently long simulation time, the method in reference [27]
can successfully transmit most of messages. When packet
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FIGURE 7. The relationship between data tampered probability and
successful transmission ratio.

loss rate increases, the average transmission efficiency of
the methods in reference [27] and reference [23] decreases
rapidly. The performance of proposed method and the method
in reference [24] decreases slowly. Since both have designed
corresponding attack defense strategies, they can prevent
nodes from performing packet loss profit attacks.

B. IMPACT OF MESSAGE TAMPERING ATTACKS

ON PERFORMANCE

Message tampering will have a certain effect on the rate
of successful transmission. The experimental conclusion is
shown in Figure 7.

It can be seen from Fig. 7 that when message tampering
rate is lower than 20%, the successful transmission ratio of
the method in reference [27] is higher than the proposed
method. Since even in the presence of a small number of
malicious nodes, the method in reference [27] can promote
more selfish nodes to participate in message transmission.
In addition, as the message tampering rate continues to

VOLUME 8, 2020



W. Zhang, G. Li: Efficient and Secure Data Transmission Mechanism for loV Considering Privacy Protection

IEEE Access

increase, the trend of successful transmission rate of mes-
sages in the proposed method tends to be flat, while the
successful transmission rates of other algorithms decrease
sharply. When message tampering rate is 20%, the successful
message transmission rates of the proposed method, refer-
ence [27], reference [24] and [23] are 0.72, 0.72, 0.57 and
0.43 respectively. When message tampering rate is 80%,
the performance indicators of the above four algorithms are
0.55, 0.31, 0.32 and 0.25 respectively. Since the proposed
method can detect message tampering attacks and can ensure
that the destination node receives correct messages, the other
three methods lack this capability.

C. IMPACT OF SYBIL ATTACKS ON PERFORMANCE
References [27], reference [24] and the proposed methods are
routing algorithms based on credit mechanisms, while refer-
ence [23] does not design any incentive mechanism. Thus,
we compare the changes in the credit value of reference [27],
reference [24] and the proposed method. With the change of
Sybil attack rate, the changing trend of system’s credit value
is shown in Figure 8.

When Sybil attack rate is less than 16%, the performance
of reference [27] and reference [24] is better than that of
the proposed method. So reference [27] and reference [24]
are routing algorithms based on social perception, which
can greatly improve the transmission efficiency of messages.
When the system has a small number of malicious nodes,
its performance is not greatly affected. As the number of
malicious nodes increases, the performance of the methods
in reference [27] and reference [24] decreases sharply, while
the performance of proposed method tends to be gentle. Since
the fog nodes of proposed method can detect Sybil attacks by
reporting information, it is guaranteed that malicious nodes
cannot get rewards. When a malicious node cannot obtain
a reward, in order to transmit locally generated messages,
it must standardize its own behavior and legally participate in
the message transmission process to obtain sufficient virtual
currency to send local messages. However, the other two
methods do not have a Sybil attack detection scheme. The
virtual currency paid by the system will increase with the
implementation of Sybil attacks.

D. IMPACT OF THE NUMBER OF FOG NODES

ON PERFORMANCE

In the proposed method, messages are routed after fog nodes
complete the key encryption. Therefore, the number and dis-
tribution of fog nodes have a significant impact on message
transmission efficiency. At the same time, the proposed sys-
tem uses a location prediction algorithm to intelligently deter-
mine the placement of fog nodes. In INFOCOMO6 dataset,
the effect of the number of fog nodes on message transmission
efficiency is shown in Figure 9.

As can be seen from Figure 9, as the number of fog
nodes increases, the transmission efficiency of messages also
increases accordingly. Since the greater the number of fog
nodes, the more opportunities for nodes to encrypt messages
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FIGURE 8. The trend of system credit value when Sybil attack rate
changes.

and keys, the shorter the time delay. Moreover, as the propor-
tion of malicious nodes increases, the average transmission
efficiency of proposed method will decrease, and the trans-
mission delay will increase.

E. IMPACT OF THE NUMBER OF SELFISH NODES

ON PERFORMANCE

The number of selfish nodes has different effects on the per-
formance of our proposed method. In SIGCOMMO9 dataset,
when the number of selfish nodes is between 30% and 100%,
the changes in the average transmission efficiency, average
transmission delay and average transmission cost of each
method are shown in Figure 10.

It can be seen from Figure 10. (a) that the proposed method
is superior to the other three methods in terms of average
transmission efficiency. Figures (b) and (c) show the average
transmission delay and cost of the four methods. The delay
of the algorithm in reference [23] is higher than that of the
other three algorithms, because the algorithm cannot motivate
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selfish nodes to transmit messages. The performance of pro-
posed method is better than that of the other three methods.
For example, when the ratio of selfish nodes is 50%, the aver-
age transmission delay and cost of the proposed method are
17% and 13% lower than those in reference [24]. Since the
proposed system uses a game-based incentive mechanism to
transfer between nodes, the virtual currency obtained and
paid between nodes can reach the Nash equilibrium.

In summary, the experiment mainly focuses on two factors
that affect system performance, selfish nodes and malicious
nodes. When malicious nodes exist, multiple types of attacks
are considered, including Sybil attacks, packet loss profit
attacks and message tampering attacks. It can be seen that the
performance of our proposed method is more stable and better
than the other three methods. Since the proposed method
comprehensively considers attack defense strategies and data
transmission mechanisms, this not only protects vehicle pri-
vacy information from malicious nodes, but also improves
message transmission efficiency. When selfish nodes exist,
the proposed method outperforms the other three methods.
The reason is that the proposed method is a routing algo-
rithm based on incentive mechanism, it can stimulate selfish
nodes to transmit messages and achieve reliable transmission.
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Therefore, the proposed method has strong competitiveness
in simultaneously resisting attacks and improving message
transmission efficiency.

VIl. CONCLUSON
With the development of smart cities and intelligent trans-
portation management systems, IoV has become an emerging
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research hotspot. However, the highly dynamic, large-scale
and heterogeneous features in IoV pose huge challenges for
achieving efficient and secure data transmission. Therefore,
this paper proposes an efficient data transmission mechanism
for IoV using privacy protection in fog computing environ-
ment, which provides users with a safe and comfortable
driving environment and convenient and efficient travel plans.
Among them, PTAA mechanism is adopted to protect the
privacy of perceived data and resist external attacks, and
offload the computing load of terminal equipment to fog
computing environment, which improves system robustness
and reduces system latency. Moreover, the game model is
used to design selfish node incentive mechanism to play the
role of selfish nodes in data transmission and reduce time
delay. The experimental results in ONE simulation software
show that the proposed transmission mechanism has a strong
competitiveness in defending against attacks and improving
the efficiency of message transmission, and better guarantees
users’ privacy. It realizes efficient and secure data transmis-
sion in [oV.

At present, the research on energy management for IoV is
still in its infancy, many problems have not been fully studied
and solved, such as dynamic energy transmission mecha-
nisms. The increasing use of electric vehicles and long-term
charging has led users to seek other more convenient charging
solutions, which makes the emergence of dynamic energy
transfer strategies. In order to ensure the efficiency of energy
transmission, how to design a reasonable and efficient energy
transmission strategy is worthy of further study. In addi-
tion, how to achieve seamless switching of vehicle charging
between different charging makeups is also an important
research direction in the future.
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